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1 Introduction 
1. Since 1992, there have been a total of 3,583 piratical attacks worldwide. This 
represents an increase from 1993 to 2005 of 168%. In the same period, 340 crew 
members and passengers died at the hands of pirates, and 464 received injuries. In 2005 
alone piracy resulted in over 150 injuries and assaults and over 650 crew members were 
taken hostage or kidnapped. 

2. These statistics may appear modest by contrast with the casualties suffered in other 
violent conflicts. But these attacks were not sustained in a violent conflict. They were 
suffered by innocent people travelling lawfully by sea. Even one such attack is one too 
many. 

3. We wanted to know what the Government was doing to solve the growing problem of 
piracy, and we held a hearing on 29 March 2006.1  

4. The responsibility for piracy in the UK Government transferred from the Foreign and 
Commonwealth Office to the Department for Transport only recently, in 2004.2 We 
therefore took evidence from Dr Stephen Ladyman MP, Minister of State, Department for 
Transport and Mr Ian Pearson MP, then Minister of State in the Department for Trade and 
Industry and the Foreign and Commonwealth Office. We are grateful to them, our other 
witnesses, and to all those who assisted us. 

 
1  Transport Select Committee, Press Notice 18, 9 December 2005 

2  Ev 23 
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2 Piracy – a growing problem  
5. In 2004, the National Union of Marine, Aviation and Shipping Transport Officers 
(Numast) launched a campaign against piracy.3 Our evidence shows why Numast, and 
other organisations, are right to be concerned. 

6. Piracy is a particular problem in Indonesia and the Malacca Straits, the Gulf of Guinea 
and Somalia. In November 2005, there was a violent attack by pirates on the Seabourn 
Spirit, a cruise ship with UK citizens, off the coast of Somalia.4 That attack failed, but there 
were many other attacks in Somali waters in 2005, some of which succeeded.5  

7. The increase in piracy near Somalia was mirrored elsewhere. Two years earlier, press 
reports indicated that piracy had reached ‘record levels’ and extended to Indonesia, 
Bangladesh, India, the South China Sea, and Malaysia, in addition to Somalia.6 Two of the 
attacks reported in 2003 were on UK-flagged ships, and three were on UK-controlled or 
managed vessels. In another incident, British officers on board an Isle of Man-registered 
supply ship were seized at gunpoint off the coast of Nigeria. They were held hostage and 
manhandled and had their personal possessions stolen before a ransom was paid.7  

8. The largest number of incidents in 2005, more than one third of the total number, 
occurred in the South China Sea which has seen the largest number of incidents in each 
year for the last decade.8 The Indian Ocean and East Africa had the next largest number of 
incidents at around 50 each.  

 
3  Available from: http://www.numast.org/docimages/1516.pdf  

4  ‘Somali “mother ship” directs attacks by pirates’, The Independent, 12 November 2005. See also: ‘Eighteen Britons 
on cruise ship attacked by pirates’, Sunday Express, 6 November 2005; ‘Crew had no guns aboard to fight back’, 
Sunday Express, 6 November 2005; ‘£55-a-night cruise ship fires ‘sonic weapon’ to foil pirates’, Mail on Sunday, 6 
November 2005; ‘Pirate Terror of cruise Brits’ Sunday Mirror, 6 November 2005; ‘Pirate attack coast is a war zone, say 
crews’, Metro, 7 November 2005; ‘Seamen call for UN piracy taskforce’, The Guardian, 7 November 2005; ‘Pirates SOS 
Call’, The Sun, 7 November 2005; BBC News on-line, 5 and 5 November 2005  

5  ‘Somali pirates ‘demand $1 m for ship’, BBC News on-line, 12 August 2002; ‘Somalia’s dangerous waters’, BBC News 
on-line, 26 September 2005 

6  ‘High seas piracy hits record level’, BBC News on-line, 1 June 2003.  

7  ‘Send warships to fight pirates’, The Guardian, 23 June 2003 

8  Reports on acts of piracy and armed robbery against ships. Annual Report – 2005 
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Location of incidents and attempted and actual piracy and armed robbery against ships in 2005 
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Source: Reports on acts of piracy and armed robbery against ships. Annual Report – 2005, IMO  
 
9. The total of 266 reported incidents in 2005 may have been the lowest for six years,9 but 
these figures cannot conceal what is a clear, sharp upwards trend in piracy worldwide 
throughout the period 1993 to 2005.10 The chart below shows that the 2005 total was well 
above the annual totals from the first half of this period. The International Maritime 
Organization puts the number of incidents at less than 50 a year in the late 1980s, surging 
to between 50 and 100 a year in the early 1990s.11 
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9  IMO, Reports on acts of piracy and armed robbery against ships Issued monthly, Annual Report 2005  

10  Figures are from 1993 as it was the first operational year of the IMB Piracy Reporting Centre 

11  IMO, Reports on acts of piracy and armed robbery against ships, Annual Report 2004 
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Incidences of piracy involving the United Kingdom 

10. There were thirty-two incidents of piracy or armed robbery involving United Kingdom 
flagged ships between 1993 and 2004, seven of which occurred in 2004 (4%).12 According 
to the Department for Transport, since 1992 there has been one UK seafarer killed at the 
hands of pirates.13 Other UK seafarers have since suffered injuries at the hands of pirates. 
One of the most serious incidents occurred in 1998 on the Isomeria at Santos in Brazil, 
when two British seafarers who had been taken hostage were injured after the pirates 
opened fire during a police rescue attempt.14 

11. Two attacks on ships occurred within United Kingdom waters between 1993 and 
2004.15 Both were on ships berthed in Goole in July 2002 and goods were stolen on both 
occasions. Since then, we have been told that ‘security at every port facility which serves 
ships engaged on international voyages, including Goole, has been considerably 
strengthened.’16 

12. Piracy has dire consequences for its victims. Fifty six per cent of the attacks that 
happened in 2004 occurred while the ship was berthed or anchored; 30 crew members 
were killed, the highest number since 2000, and a further 71 were injured, 148 taken 
hostage and 86 kidnapped.17 Among incidents where the types of arms used was 
specified, 48% involved attacks by pirates with knives and 44% pirates with guns.18 This 
mayhem has continued in 2005 when 152 crew members were injured, and 652 were 
taken hostage or kidnapped. Eleven of these remain missing.19 

13. The growth in piracy over the past decade represents an appalling amount of 
violence against the maritime community. It is completely unacceptable. We must be 
clear about what piracy involves: kidnapping, theft, assault, rape, wounding, murder. 
There is nothing remotely ‘romantic’ about the perpetrators of these appalling crimes, 
or their detestable activity. The Government needs to take the upward trend of violent 
attacks seriously, and to take action to reverse it. 

 
12  See Annex 1 for the ‘flag’ system. Department for Transport, The UK Government’s strategy for tackling piracy and 

armed robbery at sea, 4 March 2005, paragraph 1: 
http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/pdf/dft_transsec_pdf_039633.pdf  

13  Captain John Bashforth, a British National, and his Filipino Chief Officer, died from gunshot wounds on board the 
‘MV Baltimar Zephyr’ while sailing 60NM from the coast in Indonesian waters on 11 December 1992. The Indonesian 
Government concluded that the case was one of mutiny, however the MPS investigated and based on all of the 
evidence available, decided beyond any reasonable doubt that the Captain and Chief Officer had been murdered by 
boarders intent on theft (piracy). Ev 23 

14  Ev 23  

15  Department for Transport, The UK Government’s strategy for tackling piracy and armed robbery at sea, 4 March 
2005, paragraph 1: http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/pdf/dft_transsec_pdf_039633.pdf 

16  Ev 23 

17  ‘Ships’ crews at mercy of pirates on deadly seas’, The Times, 7 November 2005 

18  Piracy and armed robbery against ships, Annual Report 1 January - 31 December 2005 

19  IMO, 2005 Annual Report – Report on acts of piracy and armed robbery against ships, May 2006, para 6: 
http://www.imo.org/includes/blastDataOnly.asp/data_id%3D14323/81-colour.pdf  
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3 Policy 
14. To counter piracy the UK Government works in cooperation with international allies 
through the International Maritime Organization.20 In 1992, the Government published 
the first Maritime Guidance Note (MGN). The Note provided information to the 
merchant navy about the dangers of piratical attack, how to deter attack, and how to report 
incidents effectively.21 The MGN has since been regularly updated to reflect changing 
concerns and new strategies for tackling piracy.22  

15. In 2004, a new strategy to address the continuing high levels of piracy was produced by 
the Government with two aims:  

• to strengthen the protection of UK seafarers from acts of piracy and violent 
maritime armed robbery around the world; and  

• to assist foreign states which have the highest concentration of attacks within their 
territorial waters.  

16. The first aim involves a commitment to update the MGN, last implemented in 
November 2005. The key points covered in the latest MGN are to:  

• maintain vigilance 

• reduce the opportunities for theft  

• secure Restricted Areas at all times and establish safe secure area(s)  

• maintain, exercise and regularly review the Ship Counter-piracy Plan; and  

• report all incidents to the coastal and Flag State authorities.23 

The UK will also monitor the development of new ship security technologies and 
encourage the adoption of them by industry.24  

17. The second aim is a ‘counter-piracy offensive’ to address the underlying causes of 
piracy. This will concentrate on joint working with states that have a significant piracy 
problem, to provide advice, assistance, and resources. The UK will continue to work 
through and encourage the International Maritime Organization to provide targeted 
training, advice and financial resources. It also makes funds available to the IMO to help 
finance counter-piracy initiatives. In 2005, this included regional counter-piracy seminars 
and the provision of experienced maritime security practitioners to deliver training 

 
20  See Annex 1. For an example of such co-operation see, PQ 3 June 1998, c210W 

21  Letter from FCO to Jim Dowd MP, 20 March 1995 

22  Currently MGN 298 

23  For UK flagged ships this is the Transport Security & Contingencies Directorate (Transec) within the Department for 
Transport, MCA, Marine Guidance Note MGN 298(M), November 2005: 
http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/page/dft_transsec_610452.pdf   

24  Updating the MGN and the use of AIS is covered in detail later in the report 
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modules to train coastguards and police services in techniques to combat organised crime 
in coastal waters and ports.25  

18. The Government is taking forward a number of other measures to combat piracy. 
These include:  

• working with the G8 to produce the ISPS Code checklist  

• researching and evaluating new detection technologies 

• contributing to the formulation of the ‘Jakarta Statement’ in September 2005 on 
co-operation and assistance in the Malacca Straits  

• leading the negotiations at the IMO on the 2005 Protocols for the SUA Convention  

• raising piracy on the EU agenda during the UK Presidency  

• supporting the IMO’s 2005 resolution on piracy in Somali waters  

• supporting IMO capacity building projects for coastal states  

• implementing the National Maritime Security Programme  

• security planning for major events as well as drills and exercises, and  

• establishing a working group with cruise ship operators.26 

19. The Government is taking part in a range of ‘anti-pirate’ inter-governmental 
activities and discussions. Discussions and agreements are all very well, but the fact is 
that piratical activity is increasing. That piracy is on the increase suggests that the 
political activity of the British and other Western governments has not been effective. 
Inter-governmental agreements are useful only as a springboard to effective action. 
Activity ‘on the ground’ implementing international agreements to destroy piracy and 
make travel by sea safer is what is needed. It is on successful practical action, not 
talking, that the UK Government will be judged. 

International  

20. The UK Government’s policy is consistent with the international framework of anti-
piracy initiatives. This latter is the responsibility of the International Maritime 
Organization. The most recent international initiatives affecting ship and port security, and 
also piracy, have been the introduction of the International Ship and Port Security Code 
(ISPS Code), and the adoption of a resolution by the IMO in late 2005 on piracy and armed 
attacks off the coast of Somalia. 

21. The ISPS Code is a comprehensive set of measures to enhance the security of ships and 
port facilities. This was developed in response to the perceived maritime threats after the 
‘9/11’ terrorist attacks in the United States. The Code is implemented through measures to 

 
25  The strategy is available to download in full at: 

http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/pdf/dft_transsec_pdf_039633.pdf   

26  Ev 23 and Ev 30 



9 

 

enhance maritime security in the International Convention for the Safety of Life at Sea 
(SOLAS).27  

22. The Department for Transport recently agreed with G8 countries an ISPS Code 
‘Checklist’. This is designed to assist contracting governments to measure the effectiveness 
of their implementation of the Code.28 A draft ‘Checklist’ is currently being trialled by 
Member States.29  

23. However, Maritime & Underwater Security Consultants told us that the ISPS Code was 
being implemented in a haphazard and patchy way, and that it has ‘not improved 
significantly the security of seafarers’.30 It was said that the growth in the maritime security 
industry following the introduction of the Code, has resulted in many security plans being 
‘weak’ and lacking in ‘rigour’; that Ship Security Officers, Company Security Officers and 
Port Facility Security Officers have not received sufficient training to be effective; and that 
national audits of ISPS compliance are inadequate or ‘non-existent’.31 

24. The International Ship and Port Security Code is designed to be the keystone of 
tighter security throughout the merchant marine. But we have been told that it is not 
being implemented properly, and that it has failed to improve maritime security. If 
true, this is outrageous. In its reply to this report, the Government must spell out in 
detail what has been done to implement the Code in the UK, and internationally; and 
the measures that have been taken to measure the extent and success of that 
implementation. Grand-sounding international agreements are a waste of time if not 
followed up promptly with action to ensure the safety of those who use the sea. We 
want a reassurance from the Government that the Code is not mere window dressing.  

 
27  See Annex 1 

28  The Code is part of SOLAS (International Convention for the Safety of Life at Sea) and is therefore mandatory 
for the 148 contracting parties to SOLAS (full list available at: 
http://www.imo.org/includes/blastDataOnly.asp/data_id%3D14502/status.xls) 

29  Ev 23 

30  Ev 44,section 4 

31  Ev 44 
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4 Definitions of piracy 
25. There are two common definitions of piracy. The first confines piracy to the ‘high seas’, 
i.e. it does not include attacks in states’ territorial waters; the second makes no distinction 
between piratical attacks on the ‘high seas’ and in states’ territorial waters.32 This means 
that what is ‘armed robbery’ in territorial waters can, a few metres away, become ‘piracy’.  

26. There is considerable uneasiness in the industry about the absence of a single 
definition.33 Many violent maritime attacks are not included in the definition of piracy. For 
example, the Department told us that the two attacks on ships at Goole in July 2002 are 
classified as ‘maritime robbery’, not piracy, because the UNCLOS definition of piracy is the 
one on which UK law is based.34 Most maritime attacks take place inside territorial waters 
and are statistically ‘lost’ so far as instances of piracy are concerned.  

27. The Minister, Dr Ladyman, took the position that having two definitions did not 
‘muddy the waters’ because ‘when we are deciding how we were going to respond to a 
particular attack one of the issues we would have to take into account is whether the attack 
was inside or outside territorial waters’.35 But we do not take the problem so lightly. The 
Minister himself agreed, when pressed, that the International Maritime Bureau definition 
of piracy, which includes maritime attacks in states’ territorial waters, was ‘helpful’.36  

28. This dual definition is more than terminological awkwardness. It has practical 
consequences. Having two definitions of piracy undermines the effort to classify incidents 
transparently. This in turn means that incidents are not clearly defined, and that 
identifying and deploying the appropriate resources to address the problem successfully is 
made more difficult. 

29. This was highlighted by witnesses as one reason why there is uncertainty over the scale 
of maritime attacks: 

Whenever you approach a problem which has an international dimension and has a 
number of different components, then you rely on a clear definition and a common 
understanding of the component parts, and that does not exist with piracy. We have 
only really been able to address it in an inconsistent way. I think many of the 
statistics that are used add to that confusion. So I think it is essential to have a better 
working definition of piracy so that we can move towards producing real solutions to 
it.37 

Marine Impact Ltd. said that:  

 
32  See Annex 1 

33  For example Ev 39; Qq 2,3,4 

34  Ev 23. Pages 6,7 above 

35  Q 80 

36  Q 81 

37  Chamber of Shipping Q2 
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the maritime industry requires a more basic and effective codification of the act of 
piracy – where there is confusion and uncertainty we can see that pirates will 
prosper, while innocent seafarers will continue to suffer.38 

We agree. 

30. There are currently two international definitions of piracy. The definition which is 
the basis of international law confines piracy to attacks on the ‘high seas’ but excludes 
attacks in states’ territorial waters. The other is a more practical definition used by the 
International Maritime Bureau which covers attacks on the ‘high seas’ and in states’ 
territorial waters. This situation is patently ridiculous. The Government has been 
complacent in not having pressed vigorously for a single internationally agreed 
definition of piracy. 

31. The absence of a single definition means that the classification of violent maritime 
incidents can become a matter of dispute and confusion. This leads to uncertainty 
about the real extent of piracy. In the absence of accurate and agreed statistics about the 
scale of the problem, it is unlikely that the correct level of resources will be deployed to 
meet the threat. The absence of a single definition encompassing all violent maritime 
attacks contributes to this muddle. It must not be tolerated any longer. The 
Government must promote a single definition of piracy vigorously with its 
international partners. 

 
38  Ev 39 
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5 Under-reporting 
32. Even within the present definition of piracy there is under-reporting. The Department 
for Transport told us that the actual level of pirate attacks might be as high as 25% above 
what current figures show.39 Maritime & Underwater Security Consultants said that ‘the 
true figures [for piracy] may be at least double those quoted in the official reports’ 
(emphasis applied).40 The National Union of Marine, Aviation and Shipping Transport 
Officers (Numast) referred to a study conducted by the Nippon Foundation which showed 
ten times as many incidents of piracy involving Japanese-owned vessels than had been 
officially recorded.41 

33. Why has there been under-reporting? When a vessel’s captain reports a piratical attack 
this often leads to delay to the vessel. This is a major disincentive to captains to make such 
reports. Marine Impact Ltd. said that:  

many vessels simply do not report attacks, due to the threat of a sustained criminal 
investigation hampering the vessel’s ongoing commercial operations … an 
internationally agreed, and streamlined system for the investigation of attacks needs 
to be introduced. Until governments can guarantee that vessels will not be delayed 
then this hesitancy to report will continue, and we may never know the full extent of 
the problem 42  

Maritime & Underwater Security Consultants told us:  

In some ports, Masters are aware that reporting a crime will result in an unwelcome 
visit from corrupt police or other officials who will use the opportunity to extort 
cash, spirits or cigarettes from the ship. Often the cost of the delay to the vessel and 
the demands of the investigators are greater than the value of the losses from an 
attack 43 

Mr John Grubb of the Department for Transport told us that reporting attacks has 
‘consequences in terms of insurance liability, [and] it has consequences in terms of delays 
you may have in certain ports (emphasis applied)’.44 Marine insurance policies now classify 
piracy as a war and not a marine risk, a factor which could act to curtail the scope of 
merchant marine activity, 45 and will also increase insurance premiums.46  

 
39  Ev 23. The International Maritime Bureau estimates that there were 266 attacks in 2005. 

40  Ev 44 

41  1999 Survey on Acts of Piracy and Armed Robbery against Japanese Shipping Companies, Nippon Foundation (trans. 
from the Japanese courtesy of the Foundation) 

42  Ev 39 

43  Ev 44 

44  Q122. ‘a new breed of heavily armed, financially astute pirate has forced Lloyd’s of London to make a significant 
change to [its] shipping policies. Piracy attacks will be classified as a war risk rather than a marine risk….The 
documents require ship-owners to notify their insurer every time they enter dangerous waters, such as those off 
Indonesia, Borneo, Saudi Arabia and Nigeria…. By covering piracy in war insurance policies, the attacks will be 
treated like those by terrorists’ ‘Lloyds to overhaul piracy policies’, The Times, 12 November 2005  

45  ‘Lloyds to overhaul piracy policies’, The Times, 12 November 2005 
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34. The Honourable Company of Master Mariners believe that only by reporting incidents 
of piracy can the appropriate lessons be drawn.47 The International Maritime Bureau 
considers that reporting incidents has clear benefits for captains and their vessels. Captain 
Mukundan, Director of the International Maritime Bureau, pointed out that a robust 
reporting structure exists which mitigate the difficulties identified: 

One of the reasons why the piracy reporting centre was set up was because 
shipmasters were hesitant to report it as the ship had to go into port, local law 
enforcement agencies came on board and the vessels were delayed for a very long 
time. Now they do report it to the piracy reporting centre and we then pass the 
information on to the nearest law enforcement agency and the vessel carries on with 
its voyage.48 

35. The International Maritime Bureau established its Piracy Reporting Centre in 1992. But 
our evidence is that the reluctance to report incidents remains high. This suggests either 
that the IMB is not getting its message across, or that the general desirability of reporting 
piratical incidents is still outweighed by the practical disadvantages of undue delay.  

36. If incidents are not reported invariably and as a matter of routine no accurate statistical 
base can be created on which to base an assessment of the problem overall; mitigating 
action will then be impossible; and much piratical activity will remain unchecked. This 
cannot be right. Accurate reporting is essential.  

37. Reporting will sustain the pressure to ensure more effective systems to minimise delay 
and reduce the opportunity for corruption on the part of local law enforcement officials in 
some areas. In the absence of reporting, the public perception of the problem will shrink, 
and the chances of developing still further the current reporting arrangements will be lost. 
This must not happen. 

38. Where Masters do report pirate attacks they and their vessels can often be subject to 
delay, increased insurance costs, and corrupt approaches by local officials. This 
amounts to a major disincentive for Masters to make reports. It is not surprising 
therefore that the official number of piratical attacks recorded is inaccurate, and 
attacks are likely to be significantly under-reported. The UK Government’s estimate is 
that the real number could be 25% more than the official estimates. Others gave us a 
higher estimate. But even the Government’s own, lower, figure is an indication of the 
scale of the failure on the part of national governments to get a proper grip of this 
pernicious problem. 

39. This unsatisfactory situation must be reversed and incentives created to encourage 
the proper reporting of all piratical attacks to the Piracy Reporting Centre of the 
International Maritime Bureau. The UK Government needs to take the lead in ensuring 

                                                                                                                                                               
46  ‘London insurers urged to rethink Malacca Strait risk’, Financial Times, 30 December 2005. ( The successful attack on 

the oil tanker ‘Limburg’ in October 2002 off the coast of the Republic of Yemen caused insurance premium rates for 
vessels entering Yemeni waters to increase by 300%, PIR 02.) The insurance industry move in response to the 
Malacca Strait threat provoked a ‘burst’ of activity by Malaysia, Indonesia, and Singapore according to the 
Government. These states are currently ‘considering’ an offer of ‘technical assistance’ from the UK, USA, and Japan 
to combat piracy, Ev 23  

47  Ev 6 

48  Q41, Q42 
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that investigations of attacks by states do not unduly delay the commercial operations 
of the vessel concerned; that where corrupt officials demand payments from Masters 
the strongest representations are made to the countries concerned and that they should, 
if necessary, be ‘named and shamed’; and discussions must be held with the insurance 
industry to mitigate the effect on ships’ premiums of Masters’ reporting piratical 
attacks, and to ensure that premiums are not raised automatically when a report is 
made. The classification of piracy from a maritime to a war risk needs to be reassessed 
to ensure that it has not increased the disincentive on ships’ Masters to report attacks. 

40. The reporting arrangements organised by the International Maritime Bureau based 
upon the Piracy Reporting Centre deserve renewed international support. Every 
opportunity must be taken by the Bureau itself, and national governments, to publicise 
the reporting opportunities offered by the Bureau and to encourage Masters to report 
incidents to it. Piracy reporting in general must be better structured with a single 
international standard for reporting incidents, and a procedure agreed for passing this 
information on to the most appropriate local or international force for action. Where 
action is taken, it must be robustly recorded and publicised as a deterrent. We expect 
the UK Government to be increasingly effective in all these areas and to take a very 
strong international lead. 
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6 Weak and ‘failing’ states 
41. Piratical attacks happen frequently where law enforcement in coastal states is weak. To 
combat such attacks we heard that states must begin to take action to eliminate maritime 
attacks, or piracy, from their waters.49 Where coastal states do implement a plan to tackle 
piracy however the results can be effective:  

where governments allocate adequate resources to law enforcement agencies and 
give piracy priority, the attacks come down promptly. In the last ten years this has 
occurred in Southern China, Thailand, ports in East Malaysia and certain hotspots in 
Indonesia”.50  

It is unlikely however that these states can sweep piracy away without international 
encouragement and practical assistance.51  

42. The will to prosecute those suspected of piracy is an essential complement to effective 
police action. The International Maritime Bureau states that ‘It is important that the 
country, which seizes the pirates, has the right to investigate and prosecute a crime, which 
took place in the waters of another country’.52 Captain Mukundan, Director of the Bureau, 
considered that the International Maritime Organization’s ‘Convention on the Suppression 
of Unlawful Acts against the Safety of Maritime Navigation’ (the SUA Convention) which 
came into force in 1992 may confer such rights.53 

43. The United States Navy’s recent pursuit of a pirate vessel, its capture, and the 
incarceration of the pirates in Kenya where that Government has agreed to put them on 
trial was a good, if rare, example of effective police and legal action being taken.54 Much 
more is needed along similar lines. 

‘Failing’ states 

44. There are particular difficulties in the waters off states where there is little or no 
effective central authority or government.55 In recent years Somalia has presented this 
problem. The International Maritime Bureau told us that it ‘poses very special challenges’, 
and that ‘if foreign naval units do not intervene, there is no other authority that can deter 
the pirates’.56 

 
49  Ev 9 

50  International Maritime Bureau, Qq65, 66; Ev 1 

51  Ev 39 

52  Ev 1 

53  Annex 1 

54  Q36 

55  There is a central government in Somalia, the Somali Transitional Federal Government, but its effectiveness appears 
severely circumscribed, PIR 05, Annex D  

56  Ev 1 
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45. The International Maritime Bureau first warned of a sharp rise in acts of piracy off the 
coast of Somalia in June 2005.57 It described pirates luring vessels with distress flares and 
then attacking them using a number of speedboats.58 The pirates appeared to be venturing 
progressively further from shore, up to 100 miles from the eastern coast of Somalia in some 
cases.59 Despite the difficulties of taking effective action against piracy in the absence of any 
real state authority nearby, Captain Mukundan pointed to success by international vessels 
that in tackling Somali piracy.60 

Responses 

46. Mr Gavin Simmonds of the Chamber of Shipping told us that there should be much 
stronger efforts to ‘reach out’ by the international community, a call supported by Numast: 

[The UK Government] has a good deal of influence. I see that the primary solution to 
the piracy problem, once we have understood its component parts, has to be a policy-
led one and I do not see why the United Kingdom could not take a more active policy 
[role] … the primary aim must be to improve the bilaterals, work with the coastal 
states in which piracy is prevalent, where pirates are able to obtain safe havens and 
where there is an inadequate legal regime to ensure that pirates are effectively 
prosecuted and to help those countries where officials are often still complicit in 
pirate attacks to stop them from being able to do so.61  

47. We considered the ‘hot pursuit’ approach where the armed forces of one state are able, 
by agreement, to track pirates into the territorial waters of another. Mr John Grubb of the 
Department for Transport, said: 

You need those states [in the area where piracy occurs] to have a good and fast 
response because it often tends to be across the maritime boundaries of different 
states in that area of water. You need to establish, where you can, the right of hot 
pursuit so that you can do something about those pirates. It is an extension of a 
typical police response in that area of waters. That has not been there. It is beginning 
to be developed.62 

48. There appear to be few ‘hot pursuit’ agreements at present. Those that do exist have 
developed from bilateral and trilateral discussions between the states around the Malacca 
Straits: Indonesia, Malaysia, and Singapore.63 Everything possible by the International 
Maritime Organization and the maritime governments of the West needs to be done to 
develop further agreements.  

 
57  IMB Press Notice, ‘Piracy heats up in Somali waters’, 21 June 2005 

58  Ibid 

59  IMB Press Notice, ‘Piracy increasing on Somali coast’, 15 August 2005 

60  Q36 

61  Q68, Q69 

62  Q83 

63  Source, International Maritime Bureau which has told us that there do not appear to be publicly available records of 
these agreements 
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49. It is encouraging that the ‘CTF-150 fleet’,64 with a rotating international command,65 
has approached the transitional government of Somalia with a request that the fleet have 
right of passage into territorial waters to pursue pirates.66 The Government reported to 
Parliament in March 2006 that there have been two incidents of CTF-150 vessels 
intercepting and capturing pirates off the coast of Somalia this year.67 It appears however 
that no deal has yet been struck with the Somalis. Recently, the United States is reported to 
have denied any agreement with Somalia that would grant US ships access to Somali 
waters.68  

50. Numast also considered that the UK Government should be using measures such as 
trade sanctions, economic pressure, and political pressure ‘to say that these attacks are 
unacceptable’. There were clear options for the West. Either ‘we provide direct technical 
assistance or support’ or, alternatively, ‘we have the problem of putting in military forces or 
co-ordinating naval patrols in problem areas’.69  

51. Several of those who gave evidence to us, including the Government, pointed to 
poverty as a root cause of piracy.70 There is no doubt that poverty is likely to be a cause of 
piracy. But poverty and economic disparity cannot excuse illegality and violence. It is up to 
the states from which pirates operate to eradicate the problem, and to seek international 
assistance to do so where this is required. 

52. The measures required to deal with piracy are clear. These will often amount to ‘hot 
pursuit’ agreements in which one state extends cooperation to another to permit the 
entry into its territorial waters of the others’ police and naval units; and also, where 
appropriate, to try in its courts possible perpetrators who have been apprehended 
locally by the forces of another state. The piecemeal approach taken to the development 
of the ‘hot pursuit’ agreements so far is unlikely to provide the flexibility of response to 
address the problem of piracy world-wide. The arrangements need a more systematic 
and international focus with the International Maritime Organization in the lead. The 
UK Government needs to press much harder for this outcome. 

53. There can be no excuse for the violence and cruelty perpetuated by pirates. But 
poverty in states with high levels of piracy is likely to be a contributory factor in 
sustaining such activity. We would like the Government to tell us what social and 

 
64  Commander Task Force 150 is responsible for conducting maritime security operations (MSO) in the area that 

includes the Gulf of Aden, the Gulf of Oman, the Arabian Sea, the Red Sea and parts of the Indian Ocean. 

65  France, Germany, Pakistan, the United Kingdom and the United States comprise the task force, which is under the 
direction of Commander, U.S. Naval Central Command/Commander, U.S. 5th Fleet (COMUSNAVCENT/U.S. 5th Fleet).  

66  Qq 95, 97. There have also been efforts to raise the problem of Somalia at international level. At the 24th session of 
the Assembly of the International Maritime Organization (IMO) on Wednesday 23 November 2005, a resolution was 
adopted on Piracy and armed robbery against ships in waters off the coast of Somalia, with the intention of 
bringing the issue to the attention of the United Nations Security Council. (IMO Press Notice, ‘IMO Assembly calls for 
action on piracy off the coast of Somalia’, 23 November 2005) 

 

67  Lords Question 29 March 2006, cc130-131WA 

68  ‘US disavows maritime access deal with Somalia’, Jane’s Navy International, 24 April 2006 

69  Q9, Q10 

70  Ev 6, Ev 39, Ev 2, Ev 23, Annex C  
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economic programmes it is supporting in areas where piracy is endemic and which are 
aimed at eradicating piracy. 
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7 Protection of crews 
54. The figures of attacks on seamen are unacceptably high.71 The UK Government and 
the international community generally, ought to be ashamed that they have failed to 
put effective measures in place to prevent the present high level of piratical attacks on 
seamen and women. The Department for Transport reports that ‘the ferocity of 
[piratical] attacks appears to be increasing’.72 This makes it all the more important that 
the level of protection afforded to seafarers by the UK and other Western governments 
should be stepped up. 

55. The Honourable Company of Master Mariners expressed great concern about this 
‘worrying trend’ of ships being hijacked and ‘the crew being taken hostage and ransomed 
(or disposed of), the cargo being sold, the ship being re-named and then sold’.73  

Arms  

56. In these circumstances, arming ships’ crews requires examination. Our evidence 
however was that arming seamen or ships carrying ‘sea marshals’ was not appropriate. The 
Honourable Company of Master Mariners said that ‘pirates would be more likely to use 
lethal force if they feared that they would be at risk from firearm wielding merchant 
seafarers’, and also that crew lacked the competencies to use arms effectively:74  

The concern is that placing weapons in the hands of untrained merchant seafarers 
would be a recipe for disaster because they are just as likely to injure themselves as 
anyone else and the chances of injuring an innocent party would be high. The 
obvious response to that would be to train merchant seafarers in handling weapons. 
That is something we would not be in favour of. The type of person that is employed 
and the job they are employed to do is quite different from that of taking sentry posts 
and protecting a ship. It would require a level of resource that simply is not available 
currently in merchant ships (emphasis applied).75 

Numast considered that arming seafarers is a ‘boundary that should not be crossed’;76 the 
Chamber of Shipping would be ‘deeply unhappy’ about the idea of arming ships;77 and the 
International Maritime Bureau considered that arming crews ‘may not be the answer’.78 

 
71 See Chapter 1, paragraph 1 above 

72  Ev 23; see also, ‘There is a clear trend towards increasing violence’ Ev 9 

73  Ev 06. Two recent examples were of the ‘Steadfast’, off the coast of Indonesia, and the ‘Semlow’, off Somalia. Both 
ships were recovered; the Steadfast after an immediate pursuit by the Indonesian Navy; the Semlow and its crew of 
ten were released after three months. Foreign Affairs in 2004 summarised what was happening: 

 From 2002 to 2003, the number of those killed and taken hostage in attacks nearly doubled. Pirates have also 
increased their tactical sophistication, often surrounding a target ship with several boats and firing machine guns 
and antitank missiles to force it to stop. As Singapore’s Deputy Prime Minister Tony Tan [of Singapore] recently 
warned, “piracy is entering a new phase; recent attacks have been conducted with almost military precision. The 
perpetrators are well-trained, have well laid out plans.” The total damage caused by piracy – due to losses of ships 
and cargo and to rising insurance costs – now amounts to $16 billion per year. 

74  Ev 6 

75  Q63 

76  Q51 
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57. Placing armed personnel (‘sea marshals’) onboard merchant ships was not favoured 
either. Mr Simmonds of the Chamber of Shipping pointed to what he termed the ‘immense 
legal difficulties involved in private armed guards being carried on board ships and perhaps 
being involved in an exchange of fire with innocent parties in somebody else's territorial 
seas’.79 

Contrary evidence  

58. Notwithstanding this evidence, we note that some companies do use private security. 
For example, the Pacific nuclear transport ships which carry eradicated nuclear waste 
between Japan and the UK have Atomic Energy Authority police onboard;80 and it was 
widely publicised that the Seaborne Spirit, the passenger ship attacked off Somalia in 2005, 
had former Gurkha personnel on board acting in a security capacity.81  

59. It is clear therefore that, despite what the representatives of the merchant marine told 
us, that some ships do carry guards. It is possible that some may be armed. The extent of 
this practice is however unclear.  

60. It appears common sense that where there is a high risk of attack to an extremely 
valuable, or vulnerable and intrinsically dangerous, cargo, then special security steps need 
to be taken. These may include providing vessels with guards. Training for the guards, but 
also for all those on board, would be essential, particularly where firearms are involved. It 
cannot be beyond the capacity of the industry however, in conjunction with the 
Government, to provide suitable training to ensure that sailors and others travelling by sea 
are provided with good instructions on how to act in circumstances where their vessel has 
armed protection. 

61. The fact is that unarmed crews are already frequently subject to ferocious attack by 
heavily armed pirates, and that this often results in loss of life and serious injury. It is 
difficult therefore to conceive of how sensible and good quality training of some ship 
personnel would create greater dangers.  

62. The Chamber of Shipping, the Honourable Company of Master Mariners, Numast, 
and the International Maritime Bureau all stated that arming seafarers was a line that 
should not be crossed. We agree that it would be folly for any ship owner to permit the 
routine arming of untrained seamen to face the threat of armed attack on their vessels. 

63. The evidence we had was also against armed guards on ships. But the fact is that 
some vessels do carry guards currently. Some of these may be armed. We understand 
that UK Atomic Authority Police guard ships carrying atomic material. Unarmed 
sailors are currently the victims of attack from heavily armed and unscrupulous pirates. 

                                                                                                                                                               
77  Q49 

78  Ev 1 

79  Q49 

80  For example, in a Parliamentary question in November 2000, the Minister told the House that: “The masters of … 
ships undertaking shipments of nuclear materials between Europe and Japan retain full responsibility for the safe 
operation of the ships at all times … The role of the UKAEA Constabulary (UKAEAC) is to protect the cargo against 
theft or sabotage. (29 November 2000, c601W) 

81  Qq50-51 
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Many lose their lives or are seriously injured. Any measure that can be shown to 
increase their safety is worthy of further, urgent investigation. 

64. We wish to know from the Government what its policy is on placing guards on 
merchant marine vessels; under what circumstances it believes vessels should receive 
the protection of armed guards; what training to ensure effective use of arms and to 
minimise accidents is available to those guards, and to those who travel with them on 
board ship; what ‘rules of engagement’ exist for armed guards at sea; and what controls 
there are on ship owners’ decisions to provide their vessels with armed guards. 

Other protective measures 

65. Several witnesses who gave evidence to us believe that security onboard ships could be 
improved by ensuring that ships are adequately staffed and crew properly trained. For 
example, the Honourable Company of Master Mariners believes that: 

if crewing numbers were increased then this would lead to a reduction in accidents 
from fatigue in addition to providing more people to ensure a proper lookout is kept 
for suspicious individuals.82  

Maritime & Underwater Security Consultants agreed ‘Raising the minimum manning 
levels for merchant ships is likely to increase safety and allow crews to carry out their 
security duties more effectively’.83 Similar advice came from the Chamber of Shipping ‘All 
ships deter attacks by appearing alert, well managed and prepared’.84  

66. The Honourable Company of Master Mariners pointed out that ‘such fatigue levels and 
increased workload reduces the number of seafarers available for lookout duties and so 
increases the risk that pirates would not be detected before boarding’.85 Numast considered 
that ‘what must be questioned is the ability of seafarers to comply with … additional duties 
in an industry in which even leading owners and flag states admit that under-manning is a 
severe problem and many masters and officers are already at breaking point in terms of 
workload’.86  

67. Seamen appear to be over-worked and to receive insufficient training. This is borne out 
by the Marine Accident Investigation Branch (MAIB) of the Department for Transport 
which stated in its 2004 annual report that fatigue rates amongst seafarers are at ‘elevated 
levels’.87 MAIB states that ships face ‘depressingly consistent’ problems: ‘fatigued crews, 
due to undermanning; falsified hours of work records; no dedicated lookout on the bridge; 
and poor situational awareness/anticipation/judgement by officers of the watch - classic 
symptoms of fatigue’.88  

 
82  Ev 6 

83  Ev 44 

84  Ev 9 

85  Ev 6 

86  Ev 2 

87  Pages 1, 2 in http://www.maib.gov.uk/cms_resources/Annual%20Report%202004b.pdf 

88  Ibid 
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68. In 2004 MAIB conducted a safety study of 1,600 accidents over ten years. This study 
found that on a ship with only two watchkeepers, even if they did nothing but their bridge 
watches, they would work an 84-hour week. Further, that seafarers are ‘falsifying their 
timesheets to prove that they are only working a 98 hour week’.  

69. MAIB ran a comparison of two Chief Officers, one with a ‘six on-six off’ shift pattern 
with one other officer and the other with a revised ‘four on-eight off’ pattern with two 
other officers. The latter showed a significant improvement in fatigue levels and resulted in 
MAIB’s recommendation that all merchant vessels over 500 gross register tons have a 
minimum of a master plus two bridge watch-keeping officers.89 

70. We were outraged to learn that seafarers are being overworked and lack sufficient 
training, and that this is placing ships personnel and vessels at risk from determined 
piratical attacks. Quite apart from being completely unacceptable in itself, there is 
evidence that the resulting tiredness amongst crews makes ships an easier target for 
opportunistic violent attack. The Government is failing in its duty to the Merchant 
Marine by allowing this situation to continue. It must take the most stringent measures 
against any owner exploiting its staff in this utterly reprehensible way. 

71. Ships must be adequately staffed for all watches, and additional duties should be 
equally apportioned in order to combat fatigue. The recommendation of the Marine 
Accident Investigation Branch is that all merchant vessels over 500 gross register tons 
have a minimum of a master plus two bridge watch-keeping officers. We support this. 
The current situation is a disgrace. We want to know what steps the Government is 
taking with the industry to ensure the proper the crewing of ships; and their adequate 
training. 

 
89  Ibid. The Seafarers’ International Research Centre (SIRC) at Cardiff University has undertaken work in this field. See: 

http://www.sirc.cf.ac.uk  
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8 Technology 
72. Pirates frequently deploy the latest electronic aids, and an array of extremely powerful 
and sophisticated weapons, to prey successfully on merchant shipping.90 Navigational and 
other technology, which is in general use by merchant shipping, could, in the hands of 
pirates, be of great use to them in identifying, tracking, and storming merchant vessels. 

73. The Automatic Identification System (AIS) is used by ships to transmit details of their 
course, speed, and port of destination to other ships and coastal authorities. The 
International Convention for the Safety of Life at Sea (SOLAS) requires AIS to be fitted 
aboard all ships of 300 gross tonnage and upwards engaged on international voyages, cargo 
ships of 500 gross tonnage and upwards not engaged on international voyages, and all 
passenger ships irrespective of size. Ships fitted with AIS must normally maintain AIS in 
operation at all times.91  

74. The Chamber of Shipping told us that:  

the continued availability of weaponry and paramilitary skills and marine technology 
is all the time making it easier for criminals to operate effectively offshore and to 
track target vessels; this is true particularly now with Automatic Identification 
(AIS).92  

The Honourable Company of Master Mariners agreed:  

‘[technology] has allowed criminals access to information relating to the movement 
of ships and cargo even in the most deprived areas of the world … armed with this 
information, criminals are pre-warned to the arrival of the most lucrative ships and 
are so able to plan to attack them at the most vulnerable time or place’.93 

75. If operated by pirates, AIS would enable them to track and target specific vessels, based 
on, for example, the value of the cargo.94 Pirates who purchase (or steal) the receiving 
equipment can locate any ship in their area.  

76. While technology may make it easier for pirates to locate their prey, the open nature of 
merchant shipping is a fundamental vulnerability. The Maritime Safety Committee (MSC) 
of the International Maritime Organization condemned the ‘regrettable publication on the 
world-wide web, or elsewhere, of AIS data transmitted by ships and urged Member 
Governments, subject to the provisions of their national laws, to discourage those who 
make available AIS data to others for publication on the world-wide web, or elsewhere 
from doing so’.95  

 
90  New Scientist, 10 December 2005 

91  http://www.imo.org/Safety/mainframe.asp?topic_id=754  

92  Ev 9 

93  Ev 6 

94  Q22 

95  Ibid 
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77. Mr John Grubb of the Department for Transport emphasized that ‘ship movements are 
very public’ and that ‘It is easy to track [ships] even if you tried not to make this too well 
known because you can work out exactly where a ship is going to be. I do not think you can 
actually minimise the information you give to criminals, they can get what is publicly 
available’96 This may be so, but it does not mean that efforts to reduce the opportunity 
pirates have to gain access to sophisticated technology are a waste of time.  

78. New technology designed to ensure that ships can be located at all times does, in the 
hands of pirates, has the potential to assist pirates to identify and track down high value 
cargoes and to attack vessels at sea. We want to know what the UK Government is 
doing to find out how pirates are gaining access to sophisticated technologies; and what 
it is doing to help to deny them the use of these technologies. 

 
96  Q113 
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9 Maritime terrorism 
79. Numast told the Committee that ‘the maritime sector continues to be widely 
regarded as an ‘Achilles’ heel’ for security post-9/11’.97 We were disturbed to hear that 
the growing threat of piracy and armed attack has met with a ‘wholly inadequate’ 
response from flag states, coastal states, ship owners and the authorities according to 
Numast. 

80. Numast told us: 

intelligence experts have repeatedly suggested that al-Qaeda and its associates could 
be planning a ‘maritime spectacular’ and western naval forces have been intensively 
involved in programmes of interception and inspections in areas such as the Gulf 
and the Mediterranean with the aim of averting such a strike.98  

The Government rejected Numast’s description of maritime security as an ‘Achilles’ heel’.99 
But the union believes that if ships continue to be ‘attacked [by pirates]’ with impunity it is 
‘essentially an advert to the terrorists to show the ease with which a few men armed with 
just knives and guns can commandeer a ship’,100 and that there is ‘significant’ evidence to 
show that the maritime sector is an emerging terrorist target.  

81. As evidence, Numast cited the attack on the Seabourn Spirit cruiseship in November 
2005, and other attacks on merchant ships off Somalia; the attack on the VLCC Limburg 
off Yemen in 2002; the suicide bomb attack on the USS Cole in Aden in 2000 in which 17 
sailors lost their lives; a thwarted plot to plant a bomb on a Britanny Ferries vessel 
operating between Spain and the UK; a similar plot to blow up a ferry operating between 
Valencia and Majorca; and fears that hijackings, kidnappings and the theft of documents 
and equipment off vessels off Indonesia are serving as a ‘dry run’ for a major incident.101  

82. Marine Impact Ltd. agreed pointing out that the attack on the Limburg in particular 
‘will not have gone unnoticed by terrorists, and predicting that another wave of such 
attacks will happen in the future’.102 International warnings have been issued about the 
danger of maritime terrorism. For example, the Egyptian Embassy in Denmark issued a 
warning about a possible attack on ships passing through the Suez Canal by elements 
affiliated to Al Qaeda.103 In 2005 there were rocket attacks on vessels in Jordan, for which 
Al Qaeda has claimed responsibility.104 

 
97  Ev 2 

98  Ev 2 

99  Q130 

100  Q43 

101  Ev 2 

102  Ev 39 

103  Ev 39 

104  Ev 39 
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83. One general concern is that the nature and location of attacks at sea are difficult to 
predict accurately. Numast pointed out that the options for attack are so varied that you 
can ‘pick your permutation’: 

You have gas carriers which would make a very dramatic explosion. You have the 
totemic value of an attack on the cruise ship. All of those scenarios are very real. I 
would argue that we have been extremely fortunate so far that we have not had a 
major environmental disaster. We have had several cases of fully laden tankers going 
done the Malacca Straits, the second busiest shipping lanes in the world, with no-one 
at the controls because they are all being held at gunpoint.105 

84. Following the 9/11 attacks on the United States there have been concerns about a so-
called ‘jihad at sea’:106 ‘terrorist groups have come to view piracy as a potentially rich source 
of funding’ and that: 

 intelligence agencies estimate that al Qaeda and its affiliates now own dozens of 
phantom ships – hijacked vessels that have been repainted and renamed and operate 
under false documentation, manned by crews with fake passports and forged 
competency certificates.107 

It has been suggested that Al Qaeda was responsible for an aborted attack on the USS The 
Sullivans in Yemen in January 2000, and the suicide speedboat attack on the USS Cole.108  

85. These, and similar analyses,109 fall short of proof of a direct link between those involved 
in piracy and terrorists.110 Marine Impact Ltd. found it ‘rather surprising’ that ‘a number of 
terrorist organisations with known maritime capabilities have yet to fully exploit this 
modus operandi internationally’.111 However, the very fear that oceangoing vessels carrying 
oil, natural gas or other hazardous cargo could be used as weapons – in the same way that 
civilian aircraft were on September 11 – remains a potent concern. 

UK Government’s approach to maritime terrorism  

86. Given the consensus about the maritime industry’s vulnerability to terrorist attack, we 
asked the Government to supply specific evidence on this.112  

87. The policy of the British Government is that ‘during the initial stages of a major 
maritime incident involving British interests, an act of terrorism or hijacking will be 
assumed until clarification is made.’113 The Government applies and coordinates a 

 
105  Q47 

106  Ali M. Koknar, ‘Corsairs at Starboard: Jihad at sea’, Journal of Counterterrorism & Homeland Security International 
(Vol. 11, No. 1), spring 2005 

107 I bid 

108  Foreign Affairs, November/December 2004 

109  See also: ‘Piracy and maritime terror in Southeast Asia’, International Institute for Strategic Studies, Vol. 1, issue 6, 
July 2004; and ‘War of Terror update’, Warships Magazine, October 2004 

110  Ev 9 
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‘National Maritime Security Programme’ which covers arrangements for the protection of 
ships and ports.114 Port and ship security assessments are used by operators of ships and 
port facilities to draw-up ship and port facility security plans in accordance with security 
instructions issued by the Department. 

88. The focal point for consultation between the UK Government and the UK maritime 
industry on maritime security is the National Maritime Security Committee which is 
chaired by the Department for Transport. There are various specialised panels, a 
programme of compliance inspection by the Transport Security and Contingencies 
Directorate of the Department for Transport (Transec), a variety of ad hoc meetings and 
participation in port security committees, and contingency work including exercises.115 A 
working group focuses on measures to protect cruise ships.116  

89. The Government also contributes to the establishment of a more ‘consistent security 
culture’ world-wide thereby increasing international resilience throughout the maritime 
network. The Government hopes that when the new Protocol to the 1988 Convention for 
the Suppression of Unlawful Acts Against the Safety of Maritime Navigation (‘SUA 
Convention’) comes into force ‘it will improve the effectiveness of international 
cooperation to combat terrorist acts at sea’.117  

90. Our evidence was that the industry broadly welcomed the strategy adopted and some 
practical measures being taken by the Government.118 For example, the Royal Navy’s 
Maritime Trade Operations unit based in Dubai was seen as a model of reassurance for the 
UK trading fleet by the Chamber of Shipping.119 

91. Piracy provides a tempting and successful demonstration to terrorists of what can 
be achieved with relatively straightforward equipment and organisation. Well 
organised and determined terrorists could take control of a ship and use it to achieve 
terrible ends. Dangerous cargo could be seized and used as a weapon; the ship itself 
could be used as a weapon; hostages could be taken. Operations such as that undertaken 
by the Royal Navy’s Maritime Trade Operations’ Unit in Dubai are welcome. 
Consideration needs to be given how these may be strengthened. In its response to this 
report, we want the Government to tell us what further practical steps it is taking to 
lessen this all too real risk. 

92. We had evidence that a link between piracy and terrorism is likely; the Government 
however points out that ‘nothing has been proved’. This is the wrong message for the 
Government to send out. The nature of terrorism is such that we are unlikely to receive 
such ‘proof’ until it is too late and an outrage has occurred. Warnings about terrorist 

 
114  Ev 30 

115  Ev 23 

116  Ev 30 

117  Ev 30. SUA will enter into force ninety days after the date on which twelve States have either signed it without 
reservation as to ratification, acceptance or approval, or have deposited an instrument of ratification, acceptance, 
approval or accession with the Secretary-General. The amended Protocol requires ratification from three States 
which are also party to the SUA Convention but it cannot come into force unless the 2005 SUA Convention is already 
in force. See Annex 1 

118  For example, Ev 9, section 4 

119  Ibid 
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activity have been received, and alerts issued to shipping in the Suez Canal. Indeed, 
terrorist attacks on ships may already have taken place in the Middle East. Action is 
required now. We must get off the ‘back foot’. As a start, the Government must drop its 
‘nothing has been proved’ refrain. 

93. We expect the Government to take the probability of a future maritime terrorist 
attack with the utmost seriousness. We do not believe that it is yet demonstrating a 
sufficiently robust approach. We would have liked to see evidence of fresh thinking and 
more resources deployed in a ‘smarter’ way being brought to bear on this problem. We 
did not. Bold and extensive practical measures in the UK and overseas, in the Middle 
East and elsewhere are required to lessen the risk. There is no room for complacency. 



29 

 

10 Iraq 
94. There is a proliferation of foreign warships in the area of Iraq.120 Iraqi territorial waters 
should therefore be a safe place for commercial vessels to make port. Astonishingly, this is 
not so. The International Maritime Bureau reports that: 

There were no attacks in Iraq in 2004. In 2005, there were 10 attacks off the ports of 
Umm Qasr and the Basra Oil Terminal… These attacks are typically opportunistic 
attacks. The gangs are well armed and have … shown no hesitation to use [weapons] if 
challenged by the crew. Crewmembers have been seriously injured. Tankers, bulk 
carriers and general cargo vessels have been attacked (emphasis applied).121  

The Master Mariners also ‘[view] the incidence of armed robbery in the coastal waters of 
Iraq with some concern as this is occurring despite the large presence of armed naval 
vessels in the area, ships which should act as a deterrent’.122  

95. It is unclear how these attacks should be classified: as piratical attacks, or as terrorist 
attacks. We asked Mr Ian Pearson MP, then Minister of State in the Department for Trade 
and Industry and the Foreign and Commonwealth Office, about the attacks. He told us 
that there was:  

no confirmed intelligence that [the situation in Iraq] is particularly terrorist-related 
but it would not be beyond the bounds of possibility that it could be terrorist-related 
in terms of wanting to achieve access to funds to be able to carry on terrorist 
attacks.123 

The truth seems to be that the British Government is in the dark about the nature and 
source of the attacks on Western shipping in an area where there is nevertheless a 
substantial deployment of UK armed forces.  

96. In 2005, there were ten attacks at sea near the ports of Umm Qasr and the Basra Oil 
Terminal off the coast of Iraq by well armed gangs. Seafarers have been seriously 
injured in these attacks which have included tankers, bulk carriers, and general cargo 
vessels. There are significant numbers of British, American and other warships in the 
area. Despite this, the British Government seems to have no idea about the source and 
nature of these attacks. This level of ignorance on the Government’s part is a matter of 
the gravest concern. 

 
120  US Naval Forces Central Command and the US 5th Fleet support all naval operations in the US Central Command 

area of responsibility, which covers all of the waters around Iraq and much of the Middle East. They normally 
include a Carrier Strike Group, Amphibious Ready Group or Expeditionary Strike Group and other ships and aircraft 
with approximately 20,000 people serving afloat and 3,000 support staff ashore 
(http://www.cusnc.navy.mil/Pages/Command%20page.htm). At present, the Royal Navy’s permanent force in the 
area consists of an escort, supported by a tanker of the Royal Fleet Auxiliary. A second Frigate or Destroyer is on 
notice to reinforce this presence if required. Additional units include Aircraft Carriers, Escorts, Survey Vessels, 
Submarines and Countermeasures Vessels. HMS Montrose is currently the Gulf Patrol ship. (http://www.royal-
marines.mod.uk/static/pages/159.html).  

121  Ev 1 

122  Ev 6 
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97. The Government must assess the situation as a matter of urgency to discover why 
piratical attacks in these waters have appeared in the last year, and what relation these 
have to insurgency operations, if any. It must take forceful measures to prevent further 
attacks on merchant vessels in this highly sensitive and volatile area, including 
considering the deployment of additional naval units to the area. In its written response 
to this report it must come forward with a much more competent and informed 
summary of the situation than the Foreign and Commonwealth Office Minister made 
in evidence to us. At present we have little confidence that the Government commands 
the initiative in these matters. 
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11 Piracy’s modern image 
98. Several of those who gave evidence to us expressed grave concern that the public image 
of piracy fails completely to reflect the modern realities. This meant that heinous crimes 
were at risk of being misunderstood.  

99. Numast told us that ‘there is immense ignorance about the scale and nature of the 
problem’.124 We agree. Modern images of pirates, for example, in advertising, toys, films, 
and press references,125 frequently refer back to eighteenth century instances of piracy 
which are decoupled from the barbarity that has consistently characterised this crime. This 
image will not be dispelled overnight but a start must be made. The grim reality was 
described graphically by the Honourable Company of Master Mariners:  

Seafarers are subjected to terrifying attacks with monotonous regularity. These 
attacks have led to a number of fatalities, kidnappings, and sexual assaults. However, 
the victims work within an invisible industry, far from home and far from the 
protection of their nation state.126  

100. The popular image of piracy as a joke is redundant and has failed to keep pace with 
reality. The Government must now consider what imaginative and practical measures 
might be taken to broaden the public understanding of piracy as a brutal and cowardly 
crime. The merchant marine is a unique service with 2,015 British ships and 26,500 
seafarers serving around the globe. The Government needs to work much harder to 
ensure that British mariners, wherever they are serving, are aware that every action 
possible is being taken to ensure their safety in what is a frequently a dangerous and 
lonely profession. 

 
124  Ev 2 

125  For example, an article about British ports as ‘bastions of free-market liberalism’ was entitled ‘Buccaneering’, The 
Economist, May 29 – 2 June 2006 

126  Ev 6 
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12  Conclusions 
101. Piracy is a loathsome activity. In the past decade instances of piracy have spiralled 
by 168 per cent bringing misery, severe injury, and death to many people including 
innocent British sea farers. But despite a horrific level of violence which, if seen in any 
other means of transport would cause a storm of public protest, the subject receives 
only sporadic press attention. It is no wonder then that many consider the maritime 
industry to be ‘invisible’. 

102. The techniques used by pirates have the capacity to be used in acts of maritime 
terrorism. There is evidence that this may already have happened. This should be a 
development which is of profound general public concern. 

103. The Government needs to be at the forefront of the fight to destroy piracy. But it is 
being insufficiently active. This must change. There is a good deal of international 
‘activity’ -defined as inter-governmental dialogue- about the problem of piracy. A 
plethora of correct-sounding codes and checklists to define better security have been 
drawn up. But our evidence has brought into question how well these codes and 
checklists are being implemented. Unless there is the will to apply them these will prove 
useless in the drive to obliterate piracy. 

104. What the Government must demonstrate is practical action that international 
cooperation is succeeding in making piracy a thing of the past. That is woefully lacking. 
So far from destroying piracy, it is growing; and the Government does not even know 
the scale of the problem. That is failure by any measure. The Government needs to 
demonstrate a new level of commitment in tackling piracy. We expect to see this 
reflected in its response to this report. 
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Conclusions and recommendations 

Introduction 

1. Since 1992, there have been a total of 3,583 piratical attacks worldwide. This 
represents an increase from 1993 to 2005 of 168%. In the same period, 340 crew 
members and passengers died at the hands of pirates, and 464 received injuries. In 
2005 alone piracy resulted in over 150 injuries and assaults and over 650 crew 
members were taken hostage or kidnapped. (Paragraph 1) 

2. These statistics may appear modest by contrast with the casualties suffered in other 
violent conflicts. But these attacks were not sustained in a violent conflict. They were 
suffered by innocent people travelling lawfully by sea. Even one such attack is one 
too many. (Paragraph 2) 

Piracy – a growing problem 

Incidences of piracy involving the United Kingdom 

3. Piracy has dire consequences for its victims. Fifty six per cent of the attacks that 
happened in 2004 occurred while the ship was berthed or anchored; 30 crew 
members were killed, the highest number since 2000, and a further 71 were injured, 
148 taken hostage and 86 kidnapped. Among incidents where the types of arms used 
was specified, 48% involved attacks by pirates with knives and 44% pirates with guns. 
This mayhem has continued in 2005 when 152 crew members were injured, and 652 
were taken hostage or kidnapped. Eleven of these remain missing. (Paragraph 12) 

4. The growth in piracy over the past decade represents an appalling amount of 
violence against the maritime community. It is completely unacceptable. We must be 
clear about what piracy involves: kidnapping, theft, assault, rape, wounding, murder. 
There is nothing remotely ‘romantic’ about the perpetrators of these appalling 
crimes, or their detestable activity. The Government needs to take the upward trend 
of violent attacks seriously, and to take action to reverse it. (Paragraph 13) 

Policy 

5. The Government is taking part in a range of ‘anti-pirate’ inter-governmental 
activities and discussions. Discussions and agreements are all very well, but the fact is 
that piratical activity is increasing. That piracy is on the increase suggests that the 
political activity of the British and other Western governments has not been effective. 
Inter-governmental agreements are useful only as a springboard to effective action. 
Activity ‘on the ground’ implementing international agreements to destroy piracy 
and make travel by sea safer is what is needed. It is on successful practical action, not 
talking, that the UK Government will be judged. (Paragraph 19) 
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International 

6. The International Ship and Port Security Code is designed to be the keystone of 
tighter security throughout the merchant marine. But we have been told that it is not 
being implemented properly, and that it has failed to improve maritime security. If 
true, this is outrageous. In its reply to this report, the Government must spell out in 
detail what has been done to implement the Code in the UK, and internationally; 
and the measures that have been taken to measure the extent and success of that 
implementation. Grand-sounding international agreements are a waste of time if not 
followed up promptly with action to ensure the safety of those who use the sea. We 
want a reassurance from the Government that the Code is not mere window 
dressing.  (Paragraph 24) 

Definitions of piracy 

7. There are currently two international definitions of piracy. The definition which is 
the basis of international law confines piracy to attacks on the ‘high seas’ but 
excludes attacks in states’ territorial waters. The other is a more practical definition 
used by the International Maritime Bureau which covers attacks on the ‘high seas’ 
and in states’ territorial waters. This situation is patently ridiculous. The Government 
has been complacent in not having pressed vigorously for a single internationally 
agreed definition of piracy. (Paragraph 30) 

8. The absence of a single definition means that the classification of violent maritime 
incidents can become a matter of dispute and confusion. This leads to uncertainty 
about the real extent of piracy. In the absence of accurate and agreed statistics about 
the scale of the problem, it is unlikely that the correct level of resources will be 
deployed to meet the threat. The absence of a single definition encompassing all 
violent maritime attacks contributes to this muddle. It must not be tolerated any 
longer. The Government must promote a single definition of piracy vigorously with 
its international partners. (Paragraph 31) 

Under–reporting 

9. Where Masters do report pirate attacks they and their vessels can often be subject to 
delay, increased insurance costs, and corrupt approaches by local officials. This 
amounts to a major disincentive for Masters to make reports. It is not surprising 
therefore that the official number of piratical attacks recorded is inaccurate, and 
attacks are likely to be significantly under-reported. The UK Government’s estimate 
is that the real number could be 25% more than the official estimates. Others gave us 
a higher estimate. But even the Government’s own, lower, figure is an indication of 
the scale of the failure on the part of national governments to get a proper grip of this 
pernicious problem. (Paragraph 38) 

10. This unsatisfactory situation must be reversed and incentives created to encourage 
the proper reporting of all piratical attacks to the Piracy Reporting Centre of the 
International Maritime Bureau. The UK Government needs to take the lead in 
ensuring that investigations of attacks by states do not unduly delay the commercial 
operations of the vessel concerned; that where corrupt officials demand payments 
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from Masters the strongest representations are made to the countries concerned and 
that they should, if necessary, be ‘named and shamed’; and discussions must be held 
with the insurance industry to mitigate the effect on ships’ premiums of Masters’ 
reporting piratical attacks, and to ensure that premiums are not raised automatically 
when a report is made. The classification of piracy from a maritime to a war risk 
needs to be reassessed to ensure that it has not increased the disincentive on ships’ 
Masters to report attacks. (Paragraph 39) 

11. The reporting arrangements organised by the International Maritime Bureau based 
upon the Piracy Reporting Centre deserve renewed international support. Every 
opportunity must be taken by the Bureau itself, and national governments, to 
publicise the reporting opportunities offered by the Bureau and to encourage 
Masters to report incidents to it. Piracy reporting in general must be better 
structured with a single international standard for reporting incidents, and a 
procedure agreed for passing this information on to the most appropriate local or 
international force for action. Where action is taken, it must be robustly recorded 
and publicised as a deterrent. We expect the UK Government to be increasingly 
effective in all these areas and to take a very strong international lead. (Paragraph 40) 

Weak and ‘failing’ states 

Responses 

12. The measures required to deal with piracy are clear. These will often amount to ‘hot 
pursuit’ agreements in which one state extends cooperation to another to permit the 
entry into its territorial waters of the others’ police and naval units; and also, where 
appropriate, to try in its courts possible perpetrators who have been apprehended 
locally by the forces of another state. The piecemeal approach taken to the 
development of the ‘hot pursuit’ agreements so far is unlikely to provide the 
flexibility of response to address the problem of piracy world-wide. The 
arrangements need a more systematic and international focus with the International 
Maritime Organization in the lead. The UK Government needs to press much harder 
for this outcome. (Paragraph 52) 

13. There can be no excuse for the violence and cruelty perpetuated by pirates. But 
poverty in states with high levels of piracy is likely to be a contributory factor in 
sustaining such activity. We would like the Government to tell us what social and 
economic programmes it is supporting in areas where piracy is endemic and which 
are aimed at eradicating piracy. (Paragraph 53) 

Protection of crews 

14. The UK Government and the international community generally, ought to be 
ashamed that they have failed to put effective measures in place to prevent the 
present high level of piratical attacks on seamen and women. The Department for 
Transport reports that ‘the ferocity of [piratical] attacks appears to be increasing’. 
makes it all the more important that the level of protection afforded to seafarers by 
the UK and other Western governments should be stepped up. (Paragraph 54) 
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Contrary evidence 

15. The Chamber of Shipping, the Honourable Company of Master Mariners, Numast, 
and the International Maritime Bureau all stated that arming seafarers was a line that 
should not be crossed. We agree that it would be folly for any ship owner to permit 
the routine arming of untrained seamen to face the threat of armed attack on their 
vessels. (Paragraph 62) 

16. The evidence we had was also against armed guards on ships. But the fact is that 
some vessels do carry guards currently. Some of these may be armed. We understand 
that UK Atomic Authority Police guard ships carrying atomic material. Unarmed 
sailors are currently the victims of attack from heavily armed and unscrupulous 
pirates. Many lose their lives or are seriously injured. Any measure that can be shown 
to increase their safety is worthy of further, urgent investigation. (Paragraph 63) 

17. We wish to know from the Government what its policy is on placing guards on 
merchant marine vessels; under what circumstances it believes vessels should receive 
the protection of armed guards; what training to ensure effective use of arms and to 
minimise accidents is available to those guards, and to those who travel with them on 
board ship; what ‘rules of engagement’ exist for armed guards at sea; and what 
controls there are on ship owners’ decisions to provide their vessels with armed 
guards. (Paragraph 64) 

Other protective measures 

18. were outraged to learn that seafarers are being overworked and lack sufficient 
training, and that this is placing ships personnel and vessels at risk from determined 
piratical attacks. Quite apart from being completely unacceptable in itself, there is 
evidence that the resulting tiredness amongst crews makes ships an easier target for 
opportunistic violent attack. The Government is failing in its duty to the Merchant 
Marine by allowing this situation to continue. It must take the most stringent 
measures against any owner exploiting its staff in this utterly reprehensible way. 
(Paragraph 70) 

19. Ships must be adequately staffed for all watches, and additional duties should be 
equally apportioned in order to combat fatigue. The recommendation of the Marine 
Accident Investigation Branch is that all merchant vessels over 500 gross register 
tons have a minimum of a master plus two bridge watch-keeping officers. We 
support this. The current situation is a disgrace. We want to know what steps the 
Government is taking with the industry to ensure the proper the crewing of ships; 
and their adequate training. (Paragraph 71) 

Technology 

20. New technology designed to ensure that ships can be located at all times does, in the 
hands of pirates, has the potential to assist pirates to identify and track down high 
value cargoes and to attack vessels at sea. We want to know what the UK 
Government is doing to find out how pirates are gaining access to sophisticated 
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technologies; and what it is doing to help to deny them the use of these technologies. 
(Paragraph 78) 

Maritime terrorism 

21. Numast told the Committee that ‘the maritime sector continues to be widely 
regarded as an ‘Achilles’ heel’ for security post-9/11’. We were disturbed to hear that 
the growing threat of piracy and armed attack has met with a ‘wholly inadequate’ 
response from flag states, coastal states, ship owners and the authorities according to 
Numast. (Paragraph 79) 

UK Government’s approach to maritime terrorism 

22. Piracy provides a tempting and successful demonstration to terrorists of what can be 
achieved with relatively straightforward equipment and organisation. Well organised 
and determined terrorists could take control of a ship and use it to achieve terrible 
ends. Dangerous cargo could be seized and used as a weapon; the ship itself could be 
used as a weapon; hostages could be taken. Operations such as that undertaken by 
the Royal Navy’s Maritime Trade Operations’ Unit in Dubai are welcome. 
Consideration needs to be given how these may be strengthened. In its response to 
this report, we want the Government to tell us what further practical steps it is taking 
to lessen this all too real risk. (Paragraph 91) 

23. We had evidence that a link between piracy and terrorism is likely; the Government 
however points out that ‘nothing has been proved’. This is the wrong message for the 
Government to send out. The nature of terrorism is such that we are unlikely to 
receive such ‘proof’ until it is too late and an outrage has occurred. Warnings about 
terrorist activity have been received, and alerts issued to shipping in the Suez Canal. 
Indeed, terrorist attacks on ships may already have taken place in the Middle East. 
Action is required now. We must get off the ‘back foot’. As a start, the Government 
must drop its ‘nothing has been proved’ refrain. (Paragraph 92) 

24. We expect the Government to take the probability of a future maritime terrorist 
attack with the utmost seriousness. We do not believe that it is yet demonstrating a 
sufficiently robust approach. We would have liked to see evidence of fresh thinking 
and more resources deployed in a ‘smarter’ way being brought to bear on this 
problem. We did not. Bold and extensive practical measures in the UK and overseas, 
in the Middle East and elsewhere are required to lessen the risk. There is no room for 
complacency. (Paragraph 93) 

Iraq 

25. In 2005, there were ten attacks at sea near the ports of Umm Qasr and the Basra Oil 
Terminal off the coast of Iraq by well armed gangs. Seafarers have been seriously 
injured in these attacks which have included tankers, bulk carriers, and general cargo 
vessels. There are significant numbers of British, American and other warships in the 
area. Despite this, the British Government seems to have no idea about the source 
and nature of these attacks. This level of ignorance on the Government’s part is a 
matter of the gravest concern. (Paragraph 96) 
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26. The Government must assess the situation as a matter of urgency to discover why 
piratical attacks in these waters have appeared in the last year, and what relation 
these have to insurgency operations, if any. It must take forceful measures to prevent 
further attacks on merchant vessels in this highly sensitive and volatile area, 
including considering the deployment of additional naval units to the area. In its 
written response to this report it must come forward with a much more competent 
and informed summary of the situation than the Foreign and Commonwealth Office 
Minister made in evidence to us. At present we have little confidence that the 
Government commands the initiative in these matters. (Paragraph 97) 

Piracy’s modern image 

27. The popular image of piracy as a joke is redundant and has failed to keep pace with 
reality. The Government must now consider what imaginative and practical 
measures might be taken to broaden the public understanding of piracy as a brutal 
and cowardly crime. The merchant marine is a unique service with 2,015 British 
ships and 26,500 seafarers serving around the globe. The Government needs to work 
much harder to ensure that British mariners, wherever they are serving, are aware 
that every action possible is being taken to ensure their safety in what is a frequently 
a dangerous and lonely profession. (Paragraph 100) 

Conclusions 

28. Piracy is a loathsome activity. In the past decade instances of piracy have spiralled by 
168 per cent bringing misery, severe injury, and death to many people including 
innocent British sea farers. But despite a horrific level of violence which, if seen in 
any other means of transport would cause a storm of public protest, the subject 
receives only sporadic press attention. It is no wonder then that many consider the 
maritime industry to be ‘invisible’. (Paragraph 101) 

29. The techniques used by pirates have the capacity to be used in acts of maritime 
terrorism. There is evidence that this may already have happened. This should be a 
development which is of profound general public concern. (Paragraph 102) 

30. The Government needs to be at the forefront of the fight to destroy piracy. But it is 
being insufficiently active. This must change. There is a good deal of international 
‘activity’ -defined as inter-governmental dialogue- about the problem of piracy. A 
plethora of correct-sounding codes and checklists to define better security have been 
drawn up. But our evidence has brought into question how well these codes and 
checklists are being implemented. Unless there is the will to apply them these will 
prove useless in the drive to obliterate piracy. (Paragraph 103) 

31. What the Government must demonstrate is practical action that international 
cooperation is succeeding in making piracy a thing of the past. That is woefully 
lacking. So far from destroying piracy, it is growing; and the Government does not 
even know the scale of the problem. That is failure by any measure. The Government 
needs to demonstrate a new level of commitment in tackling piracy. We expect to see 
this reflected in its response to this report. (Paragraph 104) 
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Annex 1: Glossary 

Organisations and roles 

There are a number of key organisations involved in tracking piracy and assisting in 
suppressing it: 

• Government (UK and other)- National Governments formulate policies to tackle 
piracy and develop strategies to take forward the fight against piracy. They also 
implement internationally agreed measures such as the International Ship and Port 
Facility Security Code. National Governments are responsible for prosecuting those 
who commit crimes within their national (territorial) waters. 

• International Maritime Bureau (IMB) - The ICC International Maritime Bureau 
(IMB) is a specialised division of the International Chamber Of Commerce (ICC). 
The IMB is a non-profit making organisation, established in 1981 to act as a focal 
point in the fight against all types of maritime crime and malpractice. One of the 
IMB’s principle areas of expertise is in the suppression of piracy. Concerned at the 
alarming growth in the phenomenon, this led to the creation of the IMB Piracy 
Reporting Centre in 1992. The Centre is based in Kuala Lumpur, Malaysia. It 
maintains a round-the-clock watch on the world’s shipping lanes, reporting pirate 
attacks to local law enforcement and issuing warnings about piracy hotspots to 
shipping. 

• International Maritime Organization (IMO) – The IMO was set up at an 
international conference in Geneva in 1948, which adopted the IMO Convention. 
The Convention came into force in 1958 and the Organization met for the first 
time in 1959. The purposes of the Organization, as summarized by Article 1(a) of 
the Convention, are ‘to provide machinery for cooperation among Governments in 
the field of governmental regulation and practices relating to technical matters of 
all kinds affecting shipping engaged in international trade; to encourage and 
facilitate the general adoption of the highest practicable standards in matters 
concerning maritime safety, efficiency of navigation and prevention and control of 
marine pollution from ships’. The Organization is also empowered to deal with 
administrative and legal matters related to these purposes. The IMO's first task was 
to adopt a new version of the International Convention for the Safety of Life at Sea 
(SOLAS), the most important of all treaties dealing with maritime safety. This was 
achieved in 1960. The IMO is implementing a long-term anti-piracy project, which 
began in 1998. To assist in anti-piracy measures, IMO issues reports on piracy and 
armed robbery against ships submitted by Member Governments and 
international organisations. 

• North Atlantic Treaty Organisation (NATO) – NATO is an alliance of 26 
countries from North America and Europe committed to fulfilling the goals of the 
North Atlantic Treaty signed on 4 April 1949. In accordance with the Treaty, the 
fundamental role of NATO is to safeguard the freedom and security of its member 
countries by political and military means.  
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• Royal Navy – The Royal Navy of the United Kingdom is the ‘senior service’ of the 
British armed services, being the oldest of its three branches. From about 1692 to 
World War II, it was the largest and most powerful navy in the world. Officially, 
the Royal Navy is only one component of the Naval Service, which also includes 
the Royal Marines, the Royal Naval Reserve, etc. In common usage, however, the 
whole service is referred to as the Royal Navy. 

• United Nations (UN) – The UN officially came into existence on 24 October 1945 
when the United Nations Charter was ratified by China, France, the Soviet Union, 
the United Kingdom, the United States and a majority of other 45 signatories. The 
Charter is the constituting instrument of the UN, setting out the rights and 
obligations of Member States, and establishing the organisation's organs and 
procedures. The purposes of the UN, as set forth in the Charter, are to maintain 
international peace and security; to develop friendly relations among nations; to 
cooperate in solving international economic, social, cultural and humanitarian 
problems and in promoting respect for human rights and fundamental freedoms; 
and to be a centre for harmonising the actions of nations in attaining these ends. 
The UN Convention on the Law of the Sea (UNCLOS) was signed in 1982; this sets 
out the internationally-accepted definition of piracy on the high seas. 

• United States Coastguard – the US Coastguard traces its history back to 1790. The 
coastguard is one of the United States’ five Armed Services. Its mission is to protect 
the public, the environment, and US economic interests – in the nation’s ports and 
waterways, along the coast, on international waters, or in any maritime region as 
required to support national security.  

Flagging 

It is helpful to understand the flagging system that operates in the shipping industry. 
Article 5 of SOLAS states that there should exist a `genuine link' between the ship and the 
state. In 1986, final agreement was reached on the UN Convention on Conditions for 
Registration of Ships. The Convention lays down basic principles on matters such as: 
functions of national administrations, the identification and accountability of ship owners, 
manning etc. Article 10 seeks to establish a `genuine link' by requiring owners to be 
incorporated or to have a principal business in the flag state. This is difficult to enforce 
because there are no effective sanctions.  

A ‘flag of convenience’ is the name given to countries which are attractive to ship owners in 
terms of taxation, social legislation and safety or environmental standards. The term `flag 
of convenience' emerged in the practice of international shipping during the mid-1940s, 
when several countries, principally Panama, Liberia and Honduras, began to grant their 
flag to any foreign merchant ship for a specified payment, confining themselves merely to 
registering it. An international practice therefore developed whereby the flag reflected a 
minimal link of the ship with the flag State. The right to the flag was confirmed by 
documents specifying the nationality of the ship. Such ships came to be called `ships under 
a flag of convenience' and the countries trading in their flag, `open registration countries' 
or `flag of convenience countries'.  
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The provisions in the Merchant Shipping Act 1995 relating to the registration of a British 
ship do not prevent British owners from taking advantage of a flag of convenience. All they 
need to do is form a company in the flag-of-convenience State and to direct it from a place 
within the United Kingdom. The ship must be owned by the company and the company's 
vessel may then be registered in and fly the flag of that State. The ship is then not a British 
ship because the company was not established under the laws of the UK. 

Red Ensign 

The most widely known British flag is the Red Ensign. In its original form the Red Ensign 
came into use as the Civil Ensign of England in about 1650. In its present form, however, 
the Red Ensign dates from the change to the Union of 1 January 1801, it was largely given 
into the care of the merchant service by an Order in Council dated 9 July 1864. The 
legislation regarding the hoisting of the Red Ensign is set out in the Merchant Shipping Act 
1995. Section 2 states that a British ship is entitled to fly the red ensign, but a ship is not 
required to do so. 

UNCLOS definition of piracy 

Article 101 of the 1982 United Nations Convention on the Law of the Sea (UNCLOS) uses 
the following definition: 

Article 101 – UNCLOS 

Piracy consists of any of the following acts: 

any illegal acts of violence or detention, or any act of depredation, committed for 
private ends by the crew or the passengers of a private ship or a private aircraft, and 
directed- 

on the high seas, against another ship or aircraft, or against persons or property 
on board such ship or aircraft; 

against a ship, aircraft, persons or property in a place outside the jurisdiction of 
any State; 

any act of voluntary participation in the operation of a ship or of an aircraft with 
knowledge of facts making it a pirate ship or aircraft; 

any act of inciting or of intentionally facilitating an act described in subparagraph 
(a) or (b) (Emphasis applied) 

International Maritime Bureau definition of piracy 

The majority of recorded incidents to date have, however, taken place in territorial waters 
and therefore fall outside the UNCLOS definition of piracy. The International Maritime 
Bureau (IMB) uses a definition adopted by the International Maritime Organization 
(IMO) in a code of practice for the investigation of crimes of piracy and armed robbery 
against ships at the 74th meeting of its Maritime Safety Committee. This code of practice 
creates a distinction between piracy and armed robbery against ships: 
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An act of boarding or attempting to board any ship with the apparent intent to 
commit theft or any other crime and with the apparent intent or capability to use 
force in the furtherance of that act. 

This definition covers actual or attempted attacks whether the ship is berthed, at anchor, or 
at sea.127 The IMB adopted this definition in 1992 when it set up its Piracy Reporting 
Centre. Captain Pottengal Mukundan, Director of the IMB, explained that the UNCLOS 
definition failed to encapsulate the problem of piracy as it was actually manifesting itself. 
This was why the IMB adopted the second, wider, definition.128  

Convention on the Suppression of Unlawful Acts against the Safety of 
Maritime Navigation 

The SUA Convention was adopted in 1988 and came into force in March 1992. 
Amendments to the Convention and its related Protocol, were adopted by the Diplomatic 
Conference on the Revision of the SUA Treaties held from 10 to 14 October 2005. The 
amendments were adopted in the form of Protocols to the SUA treaties (the 2005 
Protocols). The IMO gives details of what key amendments to articles 8, 11 and 12 will 
entail: 

• Article 8 of the SUA Convention covers the responsibilities and roles of the master 
of the ship, flag State and receiving State in delivering to the authorities of any State 
Party any person believed to have committed an offence under the Convention, 
including the furnishing of evidence pertaining to the alleged offence. A new 
Article 8bis in the 2005 Protocol covers co-operation and procedures to be followed 
if a State Party desires to board a ship flying the flag of a State Party when the 
requesting Party has reasonable grounds to suspect that the ship or a person on 
board the ship is, has been, or is about to be involved in, the commission of an 
offence under the Convention.  

• Article 11 covers extradition procedures. A new Article 11bis states that none of the 
offences should be considered for the purposes of extradition as a political offence. 
New article 11ter states that the obligation to extradite or afford mutual legal 
assistance need not apply if the request for extradition is believed to have been 
made for the purpose of prosecuting or punishing a person on account of that 
person's race, religion, nationality, ethnic origin, political opinion or gender, or that 
compliance with the request would cause prejudice to that person's position for any 
of these reasons. 

• Article 12 of the Convention requires States Parties to afford one another assistance 
in connection with criminal proceedings brought in respect of the offences. A new 
Article 12bis cover the conditions under which a person who is being detained or is 
serving a sentence in the territory of one State Party may be transferred to another 

 
127  Ev 23 

128  Q 3 
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State Party for purposes of identification, testimony or otherwise providing 
assistance in obtaining evidence for the investigation or prosecution of offences.129 

International Convention for the Safety of Life at Sea 

The SOLAS Convention in its successive forms is generally regarded as the most 
important of all international treaties concerning the safety of merchant ships. The first 
version was adopted in 1914, in response to the Titanic disaster, the second in 1929, the 
third in 1948 and the fourth in 1960. A completely new Convention was adopted in 
1974 which included not only the amendments agreed up until that date but a new 
amendment procedure - the tacit acceptance procedure - designed to ensure that 
changes could be made within a specified (and acceptably short) period of time. As a 
result the 1974 Convention has been updated and amended on numerous occasions. 
The Convention in force today is sometimes referred to as SOLAS, 1974, as amended.  
 
The main objective of the SOLAS Convention is to specify minimum standards for the 
construction, equipment and operation of ships, compatible with their safety. Flag States 
are responsible for ensuring that ships under their flag comply with its requirements, 
and a number of certificates are prescribed in the Convention as proof that this has been 
done. Control provisions also allow Contracting Governments to inspect ships of other 
Contracting States if there are clear grounds for believing that the ship and its 
equipment do not substantially comply with the requirements of the Convention - this 
procedure is known as port State control.The current SOLAS Convention includes 
Articles setting out general obligations, amendment procedure and so on, followed by 
an Annex divided into 12 Chapters. 
  

 
129  http://www.imo.org/Conventions/mainframe.asp?topic_id=259&doc_id=686  
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Annex 2: Maps 
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ICC International Maritime Bureau (IMB)  
Piracy and Armed Robbery - 1 Jan to 31 December 2005

Attacks in Africa
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ICC International Maritime Bureau (IMB)  

Piracy and Armed Robbery - 1 Jan to 31 December 2005  
Attacks in Caribbean, South and Central America  
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ICC International Maritime Bureau (IMB)
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Formal minutes 

Wednesday 28 June 2006 

Members present: 

Mrs Gwyneth Dunwoody , in the Chair 

Clive Efford 
Mrs Louise Ellman 
Mr John Leech 

 Mr Eric Martlew 
Mr Lee Scott 
Graham Stringer 

 

The Committee deliberated. 

Draft Report (Piracy), proposed by the Chairman, brought up and read. 

Ordered, That the draft Report be read a second time, paragraph by paragraph. 

Paragraphs 1 to 104 read and agreed to. 

Ordered, That the Annex be attached to the Report. 

Resolved, That the report be the Eighth Report from the Committee to the House. 

Ordered, That the Appendices to the Minutes of Evidence taken before the Committee be 
reported to the House. 

Ordered, That the provisions of Standing Order No. 134 (Select committee (reports)) be 
applied to the Report. 

Ordered, That the Chairman do make the Report to the House. 

[Adjourned till Wednesday 5 July at half past two o'clock. 
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Oral evidence

Taken before the Transport Committee

on Wednesday 29 March 2006

Members present:

Mrs Gwyneth Dunwoody, in the Chair

Clive EVord Mr John Leech
Mrs Louise Ellman Mr Lee Scott
Mr Robert Goodwill Graham Stringer

Memorandum submitted by the International Maritime Bureau

1. The International Maritime Bureau (IMB) operates the Piracy Reporting Centre (PRC) located in
Kuala Lumpur, Malaysia. Arguably, it is the most comprehensive, single source of information on attacks
against merchant ships around the world. The PRC receives reports from Ship Masters on attacks against
vessels during or just after an attack has taken place. It is thus a good source of information from the front
line victims of this crime. This information is promptly passed on to the nearest law enforcement agency for
their action.

2. The IMB publishes quarterly and annual reports on piracy which are widely circulated to law
enforcement agencies, governments, the IMO, the shipping and insurance communities. There are a
significant number of attacks which go unreported.

3. This memorandum looks at the current hot spots of piracy, key areas where changes have taken place
and issues of response. For the purposes of this memorandum, piracy refers to attacks as defined by article
101 of UNCLOS (1982) and the IMO MSC/Circ.984, article 2.2. (the Code of Practice).

4. The IMB’s 2005 report on piracy and armed attacks was released on 31 January 2006.

5. Basically, there are two types of attacks:

(a) The opportunistic attack: This attack is aimed at theft of cash, crews’ personal eVects and small
equipment from the vessel. Depending upon the area, the gangs may be well armed and injuries
have been caused to the crew. For the duration of the attack, usually up to an hour, the oYcers
and crew may not be in control of the vessel. The vast majority of attacks fall within this category.

(b) The taking over the vessel: At the other end of the spectrum is the well organized, well armed attack
aimed at taking control of the vessel. This is typically aimed at either hijacking the multi million
dollar vessel to steal its cargo or the abduction of members of the crew for ransom. The crew may
be killed or seriously injured.

6. For the second year running the number of attacks fell, bringing the total in 2005 to 276. Despite this
drop in attacks there were 440 crew held hostage, the highest number since the IMB began compiling
statistics in 1992. 23 vessels were hijacked, the highest since 2002. New high risk areas have emerged.

7. Somalia: The Somali attacks are aimed at seizing the vessel, taking it into Somali waters and then
holding the vessel and crew to ransom. Once the ransom is paid the vessel and crew are released. In 2004
there were two attacks reported to the PRC. In a nine month period from March to December 2005, 35
attacks were reported. 15 of these attacks resulted in vessels being hijacked. 241 crew were held hostage. The
attacks previously took place within a 50 mile range of the Somali coast. In 2005 many attacks have taken
place hundreds of miles oV the coast. The furthest attack was on 8 November 2005 against a general cargo
vessel about 390 miles oV the coast. In these long range attacks, small attack craft are launched by pirate
mother ships against the target. Automatic weapons and rocket propelled grenade launchers are typically
used to force the target to reduce speed or stop.

8. Iraq: There were no attacks in Iraq in 2004. In 2005, there were 10 attacks oV the ports of Umm Qasr
and the Basra Oil Terminal in 2005. These attacks are typically opportunistic attacks. The gangs are well
armed and have no shown no hesitation to use them if challenged by the crew. Crew members have been
seriously injured. Tankers, bulk carriers and general cargo vessels have been attacked.

9. Malacca Straits: The attacks in the Malacca Straits range from opportunistic attacks to the taking over
of vessels. These attacks have dropped from 38 in 2004 to 12 in 2005. In the last six months of 2005 there
were only three attacks, of which one was serious. The reduction in attacks is largely due to the recent eVorts
of the Indonesian Navy in firmly responding to the cases of piracy in the Straits.

10. Elsewhere in Indonesian waters the overall number of attacks have dropped, but they still account
for just over 28% of worldwide attacks. Other high risk areas include the waters of Bangladesh and Nigeria.
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11. Piracy tends to take place in countries with a weak maritime law enforcement infrastructure.
Criminals find that it is more lucrative and less risky to attack a ship in coastal waters rather than a house
or business ashore. It has been the case historically, that when governments allocate adequate resources to
law enforcement agencies and give piracy priority, the attacks come down promptly. In the last 10 years this
has occurred in Southern China, Thailand, ports in East Malaysia and certain hot spots in Indonesia.

12. Normally, opportunistic attacks are committed by nationals of the coastal state, within its waters who
after the attack remain within the jurisdiction. The response to these attacks rests solely with law
enforcement agencies of that state. With political will and resources, they should be able to investigate, arrest
and prosecute the pirates. Today this would apply to Iraq, Nigeria, Bangladesh and other high risk areas,
except for Somalia and the Malacca Straits.

13. In the cases of the organized attacks aimed at taking over vessels, the co-operation of the law
enforcement agencies of diVerent countries may be required. In these cases it is important that the country
which seizes the pirates has the right to investigate and prosecute a crime which took place in the waters of
another country. One mechanism which may confer such rights is the IMO convention on the Suppression
of Unlawful Acts against the Safety of Maritime Navigation (the SUA Convention).

14. In our view, the best deterrent against piracy is when pirates are caught and punished under law.
Arming crews on board vessels or other private military type responses may not be the answer.

15. Somalia poses very special challenges. It is a country with no eVective national government and hence
no national law enforcement infrastructure that victims of these attacks can rely on for help. If foreign naval
units do not intervene, there is no other authority which can deter the pirates. There are diYculties. If a
foreign naval vessel seizes Somali pirates, landing them in Somalia for prosecution is not a realistic option.
Most of the countries with naval units in the region are too remote to mount a meaningful prosecution of
the pirates in their countries. A practical answer is for the pirates to be landed, for prosecution, in a coastal
state which has ratified the SUA convention.

16. In the Malacca Straits it is essential for all three littoral states to co-operate eVectively on the water
to deter pirates. There is better co-operation now than ever before and the number of attacks have fallen.
We understand that agreement has been reached allowing for limited right of hot pursuit across territorial
boundaries. This had been a weakness previously exploited by pirates.

17. The new high risk areas of piracy need to be monitored closely. Raising awareness of the risks,
training and resourcing coastal state forces to deal with piracy is essential to bringing piracy under control.

27 February 2006

Memorandum submitted by NUMAST

Introduction

NUMAST is the trade union and professional organisation representing some 19,000 shipmasters,
oYcers, and other staV working at sea and ashore in the maritime sector.

NUMAST welcomes the Transport Committee’s decision to conduct an inquiry into the problem of
piracy and we have pleasure in submitting written evidence, as requested. For ease of presentation, we have
produced this evidence in the form of answers to the specific points highlighted in the Committee’s
announcement of the inquiry.

Reasons why piracy has increased over the previous decades

Piracy has been called the world’s second oldest profession and has plagued maritime trade from as far
back as the Egyptian, Greek and Roman civilisations. Most popular mythology about piracy developed
from its “golden age” in the Caribbean, from the late 17th century to the middle of the 18th century, when
it was crushed by the Royal Navy.

Its modern manifestation as a serious threat to merchant ships and their crews emerged during the late
1970s and the early 1980s. By 1983, the problem had become so great that the International Maritime
Organisation—a specialist United Nations Agency—commissioned a report into the incidence of piracy and
armed robbery on merchant ships and an examination of the legal position in respect of piracy. The IMO
Assembly noted with “great concern” the increasing number of attacks and the “grave danger to life and
the grave navigational and environmental risks to which such incidents can give rise”.

However, in the following two decades, the number of attacks has soared, the levels of violence have
increased and the threat to shipping and seafarers has developed in both sophistication and seriousness.
Attacks have evolved from what could be described as “maritime mugging”—in which poorly armed gangs
stole whatever they could get their hands on, including ship’s equipment, crew’s personal eVects and cash
from the captain’s safe—to well organised raids in which ships and their cargoes have been stolen by highly
trained and armed gangs.
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The immediate root cause of piracy is poverty, and the disparity of wealth between developed and
developing nations. The problem has increased because of a failure by governments and the shipping
industry to take the problem seriously and to respond to the attacks with eVective counter-measures and
precautions. Despite the introduction of the International Ship & Port facilities Security Code, the maritime
sector continues to be widely regarded as an “Achilles heel” for security post-9/11.

In this connection, NUMAST was extremely disappointed when—during the UK chairmanship of the
UN Security Council—we joined with the International Transport Workers’ Federation and the
International Chamber of Shipping to write to the Foreign Secretary urging him to use the UK’s chair to
tackle the problem and failed to receive a reply. We believe the issue of piracy and armed attacks on shipping
has to be addressed at this level, and it is regrettable that this opportunity was missed.

NUMAST believes that in the post-9/11 world it is completely unacceptable that no eVective action is
being taken to prevent the proliferation of attacks that have the potential to cause massive loss of life,
enormous economic impact and huge environmental damage.

How piracy is aVecting British shipping in particular

During the past decade, the International Maritime Bureau has recorded a total of 36 attacks on UK-
flagged shipping and 29 on Isle of Man-registered ships. However, because only one-third of British-owned
tonnage operates under the UK register, these statistics tell only part of the story. Between 2003 and
September 2005, for example, the IMB records a total of 4o ships controlled, managed or operated in the
UK being victims of attacks.

Similarly, because around 50% of British shipmasters and oYcers serve on foreign flagged ships, the threat
of piracy to UK interests goes beyond the immediate impact upon UK-registered tonnage. Indeed, for
NUMAST members serving on foreign-flagged ships the problem of piracy and armed attacks can be
particularly fraught because many flags of convenience and open registries have limited resources or political
will in representing and protecting the interests of the crews of the ships under their flags.

Over the past 15 years, one NUMAST member has been killed by pirates, several have been injured—
including one member who was used as a “human shield” during a gun battle between pirates and police on
her ship—and dozens have been threatened, held hostage or assaulted.

As an island nation, heavily reliant upon shipping for its economic and strategic wellbeing, the issues of
piracy and maritime security should be of the utmost importance to the UK. While it could be argued that
the scale of attacks on British ships and British seafarers is relatively small, the long-term implications of
continued failure to check the global phenomenon of piracy and armed attacks on ships engaged in peaceful
commercial trade presents profound implications.

In this connection, NUMAST would also wish to highlight the UK’s high reliance upon foreign shipping.
Some 94% of UK trade comes by sea—and more than 70% of this trade is on foreign registered ships; around
two-thirds of which are under flags of convenience. We believe the government needs to give careful
consideration to the potential security risks associated with such marked dependence upon non-domestic
operations.

What guidance national governments and international organisations are providing to shipping to help prevent
attack and how this is drawn up and revised

A range of guidance is on oVer, from bodies such as the International Maritime Organisation, the
International Shipping Federation and the UK government’s Marine Guidance Note 298 (M)—first issued
over a decade ago.

Governments have a responsibility to combat all unlawful acts against shipping and shipowners have a
dutyof carefortheir seagoing staV. NUMAST believes, however,that much of this advice provided to
seafarers is of fairly limited use and serves only to provide a sign that “something is being done”. Quite
simply, guidance is not good enough. Guidance does not solve the problem, but rather may help to mitigate
its impact.

Such guidance usually involves advice to shipmasters and oYcers on means of deterring attacks and of
preparing and responding to incidents. NUMAST would accept the need for seafarers to receive as much
advice as possible, and it is clear that vessels that detect the threat of attack are often able to subsequently
deter boarding. Special anti-piracy watches and countermeasures are of undoubted value, but what must be
questioned is the ability of seafarers to comply with such additional duties in an industry in which even
leading owners and flag states admitthat under-manning is a severe problem and many masters and oYcers
are already at breaking point in terms of workload.

Most of the industry guidance is drawn up by self-appointed teams,with some external input. The UK’s
MGN is reviewed from time to time and NUMAST was involved in the most recent revision and has
supported its distribution to British shipmasters and oYcers. However, the Union remains disappointed that
both the Department forTransport and the shipowners have consistently failed to strengthen advice on
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crewing, to cover the provision of additional security personnel in areas of high risk and in anchorages and
ports. Indeed, we believe that shipowner pressure resulted in the UK government decidingtodilute its
original adviceto increase crew levels in high-risk areas.

NUMAST is also concerned that a great deal of relevant information is not passed onto British seafarers
operating in high-risk areas. Often this is because a significant proportion of them are serving on foreign-
flagged or operated ships that do not receive “oYcial” UK security information—and often it is because
such information is deemed “confidential” and cannot be disseminated by NUMAST to its members.

In recent times, the insurance market has made constructive moves to provide a more informed
assessment of the risks to shipping. The decision last year by the Lloyd’s Joint War Committee to deem the
Malacca Straits and a number of Indonesian ports as a “war risk area” attracted considerable opposition
from regional governments and shipowners. However, NUMAST would argue that the decision was taken
on solid grounds and actually provided some welcome impetus to both “name and shame” danger areas and
to generate some economic pressure for eVective counter-piracy action. Similarly, the “warlike operations”
agreement is essential for providing proper safeguards for seafarers, including insurance and the right to
sign oV vessels bound for known hazards.

NUMAST argues there is little diVerence between acts of terrorism, piracy, armed robbery and other
criminal acts, including maritime theft. Preventative measures designed to combat one can combat them all.
It is clear that increased security will mean increased costs—but this should be looked at as an investment,
and an essential measure, rather than a “burden”on the industry.

How national governments and international organisations are tackling the specific issue of maritime terrorism
and whether there is a threat of serious attack by sea

NUMAST considers that the growing threat of piracy and armed attack on merchant ships has been met
with a wholly inadequate response from flag states, coastal states, shipowners and the authorities. We
believe that the scale of modern-day piracy underlines the potential threat that ships could be open to
terrorist attack—either to hijack the cargo, hold the crew or passengers hostage, sink the vessel to cause loss
of life or environmental damage, or to damage trade by closing down access to ports or vulnerable trade
routes.

Intelligence experts have repeatedly suggested that al-Qaeda and its associates could be planning a
“maritime spectacular” and western naval forces have been extensively involved in programmes of
interception and inspections in areas such as the Gulf and the Mediterranean with the aim of averting such
a strike.

Maritime attacks can deliver results, as 90% of world trade moves by sea and maritime traYc has a
number of vulnerable choke points such as the Malacca Straits and the Suez Canal. A major attack in such
areas could severely disrupt the world’s oil trade and the consequences could include serious economic
problems, creating social and political instability.

Such concerns are rooted in reality. In recent years there has been significant evidence to show that the
maritime sector is an emerging terrorist target, including:

— the circumstances surrounding the attack on the Seabourn Spirit cruiseship in November 2005 and
the spate of attacks on other merchant ships oV the coast of Somalia;

— attack on the French VLCC Limburg oV Yemen in 2002;

— a suicide bomb attack on the USS Cole in Aden in 2000;

— a thwarted plot to plant a bomb on a Brittany Ferries vessel operating between Spain and the UK;

— a similar plot to blow up a ferry operating between Valencia and Majorca; and

— fears that vessel hijackings, the capture of seafarers and the theft of equipment and documents
from ships oV Indonesia are serving as a “dry run” for a major incident.

NUMAST recognises that many attacks on shipping present jurisdictional problems, often being
inherently transnational in nature—with the flag state, port or coastal state, crew and pirate nationalities
all being factors in any incident. However, the overwhelming number of incidents take place within
territorial waters and as such are clearly within the domain of national law enforcement agencies. In many
of the cases reported to the Union by members, there are complaints of a lack of action or a slow response
by such authorities.

NUMAST recognises that piracy—or attacks in international waters—present diVerent challenges,
including potential problems in “hot pursuit” and the arrest of pirates in another country’s waters.

However, NUMAST believes there are available solutions. Following the terrorist attack on the
passengership Achille Lauro in 1985, the 1988 international Convention for the Suppression of Unlawful
Acts Against the Safety of Maritime Navigation, which entered into force in 1992, gave states the ability to
take appropriate action against those who could be judged to be in breach of the convention by, for example,
hijacking vessels, committing acts of violence against seafarers, or using arms onboard a merchant ship.
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The Convention oVers a valuable tool for countries to bridge the jurisdictional gaps arising from unlawful
acts endangering safe navigation. It is clear that this Convention needs more support for eVective
implementation—including ratification by many ofthe countries where piracy and armed attacks continue
to thrive.

Given that piracy is a transnational crime, it also makes sense for a transnational crime prevention
strategy. NUMAST believes there is a need for a more co-ordinated international approach to the issue,
with co-operation on the exchange of intelligence and information and multilateral agreements on the
policing and enforcement of anti-piracy strategies. Such policies would help to facilitate our long-standing
requests for the deployment of Royal Naval vessels and ships from other countries to protect merchant
shipping in high-risk areas.

NUMAST recognises that many of the areas in which piracy and armed attacks on merchant shipping
proliferates are those of developing nation status, or with severe financial and geographical limitations. In
this respect, it is important that more is done by the international community to provide technical aid and
assistance, as well as practical support, to improve anti-piracy resources. However, it should be recognised
that this has been a key strategy pursued by both the IMO and the UK over recent years and, to date, it
appears to have had very limited impact.

Geographic areas of special concern

The IMB statistics have clearly and consistently demonstrated that the attacks on merchant shipping over
the past 20 years have been concentrated in several areas in the Far East, West Africa and Latin America.
Indonesian waters have continued to be the most piracy-prone, with other recent “hot spots” including
Bangladesh, Nigeria, Somalia, the Malacca and Singapore Straits, Vietnam and India.

Problems associated with ensuring that piracy is taken seriously

NUMAST considers it is totally unacceptable that such demonstrable threats to safety of ships and their
crews, and to the environment, have eVectively been allowed to continue and increase almost unchecked for
almost a quarter of a century. NUMAST suggests that there are several problems that have led to such
inertia in addressing the existing and potential dangers.

Firstly, there is immense ignorance about the scale and nature of the problem. Most people think piracy
died out several centuries ago, with Captain Kidd and Blackbeard. Hollywood movies, such as Pirates of
the Caribbean, have continued to reinforce the mythology and the swashbuckling imagery.

The international nature of the problem means there are inherent diYculties in developing the necessary
coherent international response. This is exacerbated by the fact that much of the shipping industry is
operated through shell companies and flags of convenience that have no genuine link to the country of vessel
ownership and crew nationality. This complex and opaque operating structure provides huge obstacles to
responsibility and accountability, as well as presenting a diVuse and unstructured approach to such
important issues.

In addition, diplomatic sensitivities and concerns over national sovereignty often provide obstacles to co-
operation at regional and international level to tackle the problem.

The intensely cost-competitive nature of international shipping means that many shipowners resist the
pressure to put in place positive and eVective security measures to deter illicit boarding. They have also
consistently opposed proposals to ensure that their vessels have suYcient crew and resources to enable the
recommended precautions to be carried out.

Availability and reliability of data

It is accepted that the figures produced by the IMB represent “the tip of the iceberg”, with many attacks
and attempted attacks going unreported for a variety of reasons, including reluctance to involve the ship in
costly delays. The true scale of the problem may be indicated by a study conducted by the Nippon
Foundation in 1999, which showed that there had been 10 times as many piracy incidents involving
Japanese-owned vessels than had been oYcially recorded. Another perspective on the figures was provided
by Aegis Defence Services, of London, which pointed out that the rate of attacks on merchant ships
worldwide (5.9 per 1,000) is about double the rate of car-jackings in South Africa (2.75 per 1,000).

Any Further Relevant Matters

Piracy has, for too long, presented an intolerable threat to the safety of seafarers, shipping, the
environment, and to the very principles of global trade.

NUMAST believes the international community and the international shipping industry have failed to
provide eVective responses to the growing threats posed by piracy and armed attacks on merchant ships.
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In the post 9/11 world, however, the stakes are diVerent and there can be no excuse for inadequate action
to combat the proven risks.

NUMAST believes that important issues to be addressed include:

— the UK and the EU should take the lead in securing action by the UN Security Council, including
the deployment of a multinational naval “task force” to protect merchant ships in high-risk areas;

— the UK and the EU should take the lead in developing multilateral co-operation agreements to
reduce the risk of piracy and armed attacks on merchant ships, including co-ordinated patrols in
high-risk areas, intelligence exchange, and rights of hot pursuit following attacks;

— flag states and coastal states need to improve the standards of reporting and investigation of
attacks on their ships and in their waters;

— the UK and the EU should take a lead the application of eVective sanctions against flag states and
port states that fail to deal with problems of piracy and armed attacks on ships under their
administrative responsibilities;

— shipowners and flag states must recognise the workload demands associated with the ISPS Code
and the post of Ship Security OYcer. The additional duties created by the post, and by the
recommended precautions to deter piracy and armed attacks on ships, must be reflected when
determining safe manning certificates and in assessing compliance with hours or work and rest
period requirements;

— global recognition and acceptance of an agreed system for declaring “warlike operations” status
in high-risk areas;

— shipowners need to install more eVective security equipment onboard their vessels, including:
vessel tracking systems, CCTV, motion detectors, alarms and access control systems;

— tighter controls are required over the operation of ship registries and the veils of corporate secrecy
that can be used to cover terrorist or criminal activities;

— technical and practical assistance should be oVered to developing nations to help improve
standards of security in their ports and waters, including seaborne patrols, protected shipping
lanes, greater use of CCTV and restricted zone fencing around ports and berths; and

— countries such as the UK, which are highly dependent upon foreign flagged shipping, need to assess
the security implications of this reliance.

10 January 2006

Memorandum submitted by The Honourable Company of Master Mariners

Introduction

Piracy1 and armed robbery against ships is a crime which has the potential to disrupt international trade
and cause major environmental damage. Such disruption and damage is in addition to vicious attacks upon
individual seafarers who were unlucky to be working within an environment devoid of eVective policing. It
is an anachronism that piracy still exists in the World and the Honourable Company of Master Mariners
welcomes the interest shown by the Transport Committee in this matter.

Where our competence allows we will address your questions in turn before making some suggestions
relating to possible solutions to this problem.

Underpinning reasons behind the increase in piracy attacks

Piracy is symptomatic of the lack of eVective law enforcement, regional instability, the ready availability
of firearms, the opportunity to extort large sums of money and poverty. Without eVective policing (whether
from corruption or the lack of credible police numbers) there exists no eVective deterrent to prevent future
acts of piracy or armed robbery. The ability to extort large sums of money from ship owners appears to be
a major motivational factor for the hijacking of ships oV Somalia and the South China Sea. Further, poverty
breeds a belief that there is no other alternative than to take up criminal activities such as piracy. Therefore,
robbery onboard ship lies at the centre of a dangerous nexus of competing concerns for those surviving in
the developing world. These factors have, of course, been present for many years but the co-incidence
between them and the following factors have allowed criminal activity to flourish in coastal waters.

Crewing numbers onboard have remained relatively steady throughout the last two decades. However,
the quantity of work undertaken by those individuals has vastly increased. As has been reported by the
Marine Accident Investigation Branch2 fatigue rates are at elevated levels for many seafarers. Such fatigue
levels and increased workload reduces the number of seafarers available for lookout duties and so increases
the risk that pirates would not be detected before boarding.

1 Piracy as defined in article 101 of UNCLOS as criminal acts occurring on the high seas or in areas beyond the jurisdiction of
States. The IMO terms other acts as armed robbery against ships when within territorial waters.

2 MAIB 2004, Annual Report. Southampton: MAIB.
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The increased use of Information Communication Technology (ICT) has allowed criminals access to
information relating to the movement of ships and cargo even in the most deprived areas of the world. For
example, the Automatic Identification System (AIS)3 provides track and cargo information relating to every
ship over 500gt. Armed with this information, criminals are pre-warned to the arrival of the most lucrative
ships and so are able to plan to attack them at the most vulnerable time or place.

Ships, in addition to lucrative cargoes, also carry large sums of cash for the paying of crew members.
Seafarers also sail with a wide variety of covetable personal possessions such as notebook computers and
cameras. The cash held onboard and the personal possessions, rather than the cargo, are often the objective
of the attacks.

Further, there is a very probable under-reporting of attacks. This is due to a wish to avoid delays upon
ships caused through the investigative procedures of local authorities.

The final reason behind the increased rates of armed attacks is the societal indiVerence to the welfare of
seafarers coupled with a romantic Hollywood image of piracy. Seafarers are subjected to terrifying attacks
with monotonous regularity. These attacks have led to a number of fatalities, kidnappings and sexual
assaults. However, the victims work within an invisible industry, far from home and far from the protection
of their nation state.

How piracy is aVecting British shipping in particular

The shipping industry is an international industry and so it is not believed that the British shipping
industry suVers disproportionately from the immediate eVects of piracy or armed robbery relative to other
flag states. However, a number of British companies are heavily involved in the transportation of petro-
chemicals. If the crew of a tanker were incapacitated following an attack, then massive environmental
damage could occur which would result in liabilities for the ship owner. Furthermore, negative images such
as piracy can do little to raise the profile of shipping in general and so there are probable knock-on negative
eVects in terms of recruitment and retention of seafarers.

Guidance on preventing an attack

Guidance is provided in a number of publications in particular MGN 2984 issued by the MCA. It is felt
that we cannot add to this guidance as we believe that the key area is prevention by coastal states through
prosecution, deterrence and the provision of alternative opportunities.

Geographic areas of special concern

In states such as Somalia, Indonesia and (increasingly) Iraq5, instability, insurrection and the break-down
of much of the forces of law and order aid the rise in piracy. In particular, we view the incidence of armed
robbery in the coastal waters of Iraq with some concern as this is occurring despite the large presence of
armed naval vessels in the area, ships which should act as a deterrent. The recent withdrawal of federal
troops from the Indonesian province of Aceh may have an eVect upon the activities of pirates in the
Northern sector of the Malacca Straits.

The other main aVected areas of the world (the Philippines, West Africa, parts of India, Bangladesh,
Brazil and parts of the Caribbean) has poverty at the root of the problem coupled with a lack of eVective
law enforcement. However, a worrying trend is emerging of ships being hijacked in the South China Sea and
Somalia, the crew being taken hostage and ransomed (or disposed of), the cargo being sold, the ship being
re-named and then sold6. Such activities requires considerable resources, a widespread organisation and
knowledge of the shipping industry.

3 Mandatory carriage requirements under Chapter V of the Safety of Life at Sea (SOLAS) convention since 1 July 2002.
4 Marine Guidance Note 298 (M). Measures to Counter Piracy, Armed Robbery and other Acts of Violence against

Merchant Shipping.
5 The IMB report four separate incidents involving assaults and attempted theft among ships waiting at anchor oV the port

of Basra.
6 The 10,734 gt tanker Steadfast was hijacked over the Christmas period oV the coast of Indonesia. Following a search by local

authorities the ship and crew were released unharmed. Similarly, the Semlow was hijacked by pirates in Somalia whilst carrying
850 tonnes of rice for the United Nations World Food Programme. The ship was eventually recovered.
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Problems associated with ensuring that piracy is taken seriously

As stated, the shipping industry is an invisible industry. Very little is known about it by the general public.
Often the only images of the industry are oiled seabirds or the arrested survivors of shipwreck. Whereas, the
perception of piracy is one of a swashbuckling adventure perpetrated by lovable rogues.

The raising of the public image of shipping, through the raising of the shield of invisibility, should greatly
increase the “worth” of the merchant seafarers such that there would be an outcry in the aftermath of an
attack. This could also be coupled with the environmental risks associated with the incapacitation of the
crew of an oil tanker sailing through sensitive sea areas in the Caribbean of South East Asia. The
consequences of an oil tanker spilling her cargo in such tourism dependant areas would be unfortunate.

Availability and reliability of data

Since the instigation of the International Maritime Bureau, the availability of credible reports has greatly
improved. All flag states should be further encouraged to report all criminal attacks in addition to
undertaking investigations of such incidents in order to learn lessons from them.

Future Steps

The Honourable Company of Master Mariners believes that there are a number of practical steps which
could be undertaken that may help to reduce the frequency of future acts of piracy and armed robbery.

— Encourage international co-operation between coastal states, particularly in the South China Sea,
to ensure the proper monitoring and eVective policing of criminal activities, including the removal
of safe havens for criminals.

— Assistance should be given to coastal states by the international community to improve the state
of law enforcement. Such assistance could take the form of police training and technical support
through the provision of equipment. In addition, the international community should seek
permission to deploy armed naval ships in the waters of concern where necessary.

— Hand-in hand with law enforcement is the issue of the root causes of the crime. Consideration
should be given to the provision of funds to promote alternative employment and education for
those liable to enter into criminal activities.

— The instigation of a requirement for all flag states to report incidences of piracy and armed robbery
to the IMO.

— All attacks should be speedily investigated by the flag or coastal state to ensure that there are no
unwarranted delays to ships or personnel. The elimination of delays to ships should encourage the
reporting of all attacks.

— The instigation of a confidential reporting forum for all criminal attacks upon ships which would
be administered by the UK Government.

— The area of crewing numbers onboard merchant ships is an area of concern. The HCMM believes
that if crewing numbers were increased then this would lead to a reduction in accidents from
fatigue in addition to providing more people to ensure a proper lookout is kept for suspicious
individuals.

— The instigation of a well funded public awareness campaign to raise the profile of the shipping
industry and the contributions made by the professional seafarers.

— The setting up of an insurance fund to compensate individuals for personal losses following
attacks.

— The routine arming of civilian ships should at all times be avoided. Seafarers are not trained in the
use of firearms and it is felt that fatalities would result following accidental discharges among
fellow seafarers and through the shooting of innocent fishermen through mistaken identity.
Furthermore, pirates would be more likely to use lethal force if they feared that they would be at
risk from firearm wielding merchant seafarers.

In summary, piracy and armed robbery, even in the light of desperate poverty and the break down of the
forces of law and order, are criminal activities which should never be tolerated. Therefore, the Honourable
Company of Master Mariners strongly hopes that the Transport Committee will support international
measures to protect seafarers and shipping in conjunction with encouraging the development and education
of the communities supporting these criminal acts. The causes of the criminal activities should not be ignored
in the race to capture the perpetrators.

4 January 2006
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Memorandum submitted by The Chamber of Shipping

The Chamber of Shipping is the trade association for UK-based shipowners and ship managers. It has
125 members and represents over 730 trading ships; of these more than half are UK mainland registered.

1. Background

Merchant ships have long been confronted by the threat of attacks by armed robbers and the general
concept of a pirate being a sea thief is documented from the mid 17th century. Historical attacks on shipping
conducted for personal or monetary gain have taken many forms, many being characterised by violence.

The terrorist attacks on the United States in 2001 brought about a fundamental review of national and
international vulnerabilities and as a result since then security in the widest sense has become a major
preoccupation of the maritime industry. A new and comprehensive security regime has been developed to
counter the terrorist threat and implemented in the form of the International Maritime Organisation’s
(IMO) International Ship and Port Facility Security (ISPS) Code. These measures have enhanced security
in ports and on board ships and, as a consequence, have also improved security against piracy attacks. Latest
figures show that 325 attacks took place in 2004 and 30 seafarers were killed in the first six months of the
year. Ship hijackings and crew abductions, incident reports of which are merged and confused with piracy
attacks, have shown an increase. There is a clear trend towards increasing violence and the use by pirates
of sophisticated weaponry and paramilitary tactics.

Prior to 1996, when the IMO commenced its monthly reporting, the Chamber together with the
International Chamber of Shipping lobbied on behalf of its member companies for government and inter-
governmental action to address the piracy problem. Lobbying often at that time consisted of compiling
detailed statistics and details of incidents to highlight piracy, armed robbery and other maritime crime
hotspots. Often these were persistent incidents of armed robbery against ships while in port or at anchor.
The Chamber is content that adequate reporting arrangements exist and that UK ships and companies are
diligent and reliable in their reporting. We welcome the Department for Transport (DfT) Transport Security
Directorate’s (Transec) role in monitoring piracy, armed robbery and other maritime crime trends and
discuss developments within the National Maritime Security Committee and its sub panels.

The Chamber has contributed to recent reviews of piracy policy conducted by the Government and
supports the overall approach and specific recommendations which were most recently presented in the joint
Department for Transport and Foreign and Commonwealth OYce (FCO) “Future Strategy” paper of 2005.
The Chamber contributed to the preparation of Marine Guidance Note 298 and believes it represents a
sound and practical range of general measures which can be taken to reduce the risk of piracy-type incidents
and responses in the event of an attack. The classified Counter Piracy Report issued by the Ministry of
Defence (MOD) Defence Science and Technology Laboratory (DSTL) in 2002 was given limited circulation
to UK shipping companies. The Chamber has endorsed the paper MSC80/17/1 Piracy—The UK
Government’s strategy for tackling Piracy and Armed Robbery at sea—submitted to the 80th session of the
IMO’s Maritime Safety Committee in May 2005.

On the assumption that Committee members will have received full information showing the growth of
the “piracy” problem from Government sources, this paper will not dwell on global statistics. The position
globally and impact on UK ships are illustrated in the tables at annex 1. Rather this paper looks at this issue
from a ship-operators’ and seafarers’ perspective and tries to quantify the impact it has on today’s fleet, with
specific references on the questions in the inquiry’s Press Notice of 9 December.

The Chamber’s policy is to handle the “piracy” issue as one component of the industry’s overall maritime
security agenda. Piracy and armed robbery are also considered by two other committees:

— The joint Ministry of Defence/Chamber, Shipping Defence Advisory Committee (SDAC) which
provides defence liaison.

— The Warlike Operations Area Committee (WOAC), which brings together Chamber member
companies and our social partners (NUMAST and RMT). Its role is, in times of military action,
to exchange relevant information and monitor warlike activities and to determine whether to
recommend that clauses in collective agreements dealing with service in specifically identified war
zones should be invoked. The agreed criteria for determining the existence of a warlike operations
area address military issues which do not include “piracy” but this committee also provides a useful
forum for the joint consideration of piracy and other security threats to seafarers and ships.

A review of piracy reports shows the impact of “piracy” on UK ships and seafarers has been limited by
the range of practical measures which have been adopted by what are predominantly modern eYcient ships
manned by well trained and alert seafarers. However the violent nature of recent attacks constitutes a clear
indication that international seafaring and trading are more exposed to security risks than they used to be
and that in a number of sea areas the maritime security environment is in general deteriorating and is
evidently becoming more (not less, as we might expect) dangerous.
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2. Piracy and Today’s Maritime Security Environment

The industry is very alert to the range of threats to maritime security. Post 2002 the ISPS Code has done
much to improve port security and introduce security procedures and to develop a security culture on board
ships but a wide range of geographical variations exist in port security and a few flag administrations likewise
tolerate diVerent security standards on their ships. The UK domestic threat level from maritime terrorism
and crime is low although shipping companies recognise themselves to be in a higher-risk category by virtue
of their profile and business, in the context of security risks generally, rather than pure piracy. This is
particularly true of high-profile international energy, and trading and leisure interests.

Ship hijacking, hostage-taking and abduction have emerged as a new and distinct threat in certain sea
areas throughout the world, with Nigeria and Somalia currently acting as host to armed “pirate” groups.
The Seabourn Spirit incident of 5 November 2005 focused attention on the increasing capability of such
paramilitary groups operating oV East Africa, but similar quasi-military attacks have also been seen in the
Malacca Straits. In some regions the motive(s) for these ship attacks appear much more complicated than
simple “personal gain” and the use of modern weaponry and military techniques set these incidents apart
from the incidents normally reported as piracy. Paradoxically it appears that, despite the threat of violence
in recent high-profile incidents actual fatalities and injuries to crew have been less than those sustained
elsewhere. The combination of the above factors and the military nature of attacks would seem to justify a
“one oV” solution to these particular current problems. In the longer term intergovernmental mechanisms
for dealing with the maritime security risks thrown up by dysfunctional states will be required. The industry
is alert to the dangers of grounding and of environmental damage being caused by an incident.

It is generally not helpful to confuse terrorist threats with piracy although again from a statistical point
of view the data is often merged. Links between terrorist groups and pirates remain unproven and industry
believes the ISPS Code regime provides adequate and proportionate measures to address the terrorist risk.
Additional often complementary measures are required to counter piracy risks. Narcotics and people-
smuggling and other organised crime also aVect mariners, as do the protests by Non State Activist Groups
but these represent a range of other maritime security problems which are usually confined to certain limited
sea areas and are encountered on a more random basis.

3. Quantifying the Piracy and Armed Robbery Problem

The data sources that we have used—IMB, IMO etc—are commonly used by all others who monitor the
piracy problem. There is general agreement that these statistics are becoming ever more reliable but may be
misinterpreted as often the incidents themselves are portrayed out of context by the media and much play
given to the emotive word “piracy”. Nevertheless a significant international problem exists as shown in table
1 of annex 1. Other tables we have included attempt to separate the global statistics into four diVerent
categories of crime according to the “severity” of the event:

(1) Terrorism/Ship-hijacking/Stolen or Disappeared ships.

(2) High Seas Piracy and similar acts carried out in Territorial Seas.

(3) Armed Robbery in an anchorage or port.

(4) Unarmed Robbery and Crime in an anchorage or port.

At the outset it seems reasonable to identify incidents of a terrorist or serious quasi-military nature
representing individual incidents each with an international impact. The trend of just less than 20 incidents
each year for the past 10 years was surprisingly consistent until the recent emergence of hijacking oV
Somalia.

Category 2 which might be described as conventional “piracy on the high seas” but with the addition of
armed robbery in the territorial seas—so as to include for example piracy-type attacks in the Malacca
Straits—shows a downward trend since the highs of 2000 but with a resurgence in 2004. This relates to the
well known “regional piracy problem” in the Malacca Straits and Indonesia. It may be slightly premature
to assume that the downturn since then was caused by the eVects of the Tsunami; but this will likely be
confirmed in the annual figures.

The last two categories, showing maritime crime committed within the jurisdiction and control of coastal
states, show a steady downward trend. This may reflect the impact of specific initiatives by certain nation
states and in general improving port security disciplines introduced by the ISPS Code regime since 2002.

Any geographical analysis of the piracy problem illustrates the fact that piracy and armed robbery today
have to be addressed on two levels as an “international menace” and at the same time as a “local problem”.
In the past decade South East Asia, China, the Indian Subcontinent, West Africa, East Africa and South
America have at various times figured prominently in the statistics. Specific national action in China and
South America proved eVective in almost eradicating the attacks that were being mounted at one time in
considerable numbers from certain coastal bases. There is no doubt that the “MALSINDO” trilateral
patrols between Malaysia, Singapore and Indonesia are eVective and will gradually erode the ability of
pirates and criminal groups to mount attacks in the Malacca Straits.
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The frequency of incidents reported by UK-registered ships in 2004 and 2005 are shown in table 3. Table
4 illustrates those reported by UK mainland flag ships. The incidents reported up to and including October
2005 amounted to six for UK ships, of which two were UK mainland registered; these two reported actual
armed robbery against ships in port or at anchor. The figures for the other Red Ensign Group registers
record three attacks made on Cayman flag ships, and one on a Gibraltarian ship; which was subjected to
an attempted hi-jacking oV the coast of Somalia. The recent trends shown by these statistics should be
treated with caution; however, they would seem to support the Chamber’s observation that in comparison
with other flags the UK fleet’s incidence of piracy and armed robbery continues to be relatively low.

4. UK Government’s Approach

The UK’s approach to combating piracy involves the DfT, (Transec), the FCO, the MOD and perhaps
at times also the Department for Trade and Industry. The Chamber has maintained close contact with each
of these departments and has contributed to a range of anti-piracy initiatives. It appears essential to
maintain continuous pressure on intergovernmental agencies to respond to the problem. The most
important of these is the comprehensive anti-piracy agenda and programme being followed by the IMO’s
Maritime Safety Committee. The Chamber agrees with the defensive and oVensive “next steps” laid out in
the joint DfT and FCO future strategy paper issued in 2005. We consider that as there are few practical
defensive measures capable of being taken that have not already been taken—although we continue to trial
new equipments—and that proportionally more importance should be given to the oVensive measures. It is
only by the eVective implementation of anti-piracy programmes with certain key “piracy” prone states that
the domestic roots of indigenous criminal groups will be weeded out.

The MOD contribution has largely been made through the Maritime Trade Operations (MTO) unit of
the Royal Navy based in Dubai. This is a small specialised cell. Last December 2,718 position reports were
made to MTO by 255 vessels. Although designed to respond to a military situation, MTO has shown itself
to be equally useful addressing wider maritime security threats including piracy and armed robbery. The
Chamber views this model as being quite essential to maintaining the confidence of the UK trading fleet in
the prevailing maritime security environment east of Suez. MTO could also serve as a prototype for
delivering reassurance to commercial shipping in other security hotspots throughout the world.

5. The Shipping Industry’s Perspective

The shipping industry has been fully engaged on the modern piracy and armed robbery problem which
emerged in 1980s. However, today’s problem is commonly viewed by shipowners as a part of the wider
(maritime) security environment and there are many common security responses and obligations.
Shipowners have for a long time known that “defence” (together with intelligence) has shown itself to be
the best method of avoiding an incident. Both the overt and covert anti-piracy measures adopted by UK
ships have regularly proven eVective at deterring even determined and armed attacks at sea and reducing
crime in port. Owners see their principal obligations as to:

1. Adopt policies and procedures and employ equipment to protect the ships and persons on board
from the possibility of attacks and to repel, using reasonable means, any attacks that might occur.

2. Minimise the risks to personnel and to the ship if an attack takes place.

3. Report attacks to regional and international centres, coastal state authorities and to the flag state.

4. Co-operate in criminal investigations.

It is common for shipping companies to carry out both formal and less formal risk assessments which
quickly highlight specific geographical locations where their ships are at greatest risk. Companies then
implement the appropriate contingency arrangements contained in the mandatory Ship Security Plan and
the non-mandatory Piracy Plan, when passing through these areas. Ultimately, ship masters and individual
crew members carry the responsibility for carrying out eVective anti-piracy procedures and the measures on
UK ships (at least) are known to be robust and properly implemented.

The statistics show certain ship types are more prone to attack than others. Small slow vessels with low
freeboard such as tugs and tows, oVshore support and fishing vessels appear frequently in the statistics.
Conversely, fast moving large ships with high freeboard such as container ships and tankers are better able
to evade an attack. Incidents occur more frequently in poorly policed port areas. All ships deter attacks by
appearing alert, well managed and prepared. Shipping companies are well aware of these vulnerabilities and
the Chamber has highlighted to Government the particular vulnerability of oVshore supply vessels.

Within the Chamber of Shipping we see our role as profiling and analysing risk and working with Transec
and other agencies, to reduce the risk to our members’ ships and seafarers. In addition to the direct
government contacts and links with shipping companies which exist for the transmission of maritime
security threat advice, the Chamber will on occasions relay advice to members concerning “piracy hotspots”
and danger areas and encourage UK ships to join incident and position reporting schemes. The industry has
been supplied with guidance on passive defence (the 2002 DSTL Counter Piracy Report) but the Chamber
is not in favour of ships carrying firearms on board for use by the crew in defence against pirates, because
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of the increased risk to crew of them doing so. There are several practical measures owners will employ to
reduce this risk to both personnel and property and many companies employ security consultants and
deploy security guards and escorts in high-risk locations, usually ashore but also at times on board ships.

The cost of piracy and armed robbery to the industry is incurred by direct and indirect means. Guards,
security plans and hardware represent direct costs as does extra fuel consumption when, for example, a ship
alters course to avoid a high piracy risk area. Increased insurance levied by underwriters for ships transiting
“listed areas” is also a direct and sometimes substantial cost. Other indirect costs are incurred when ships
are delayed, to participate in investigations or voyages altered to avoid certain high risk ports.

Nevertheless on a global scale, the prognosis for hi-jacking, piracy and armed robbery is a cause for real
concern: the continued availability of weaponry and paramilitary skills and marine technology is all the time
making it easier for criminals to operate eVectively oVshore and to track target vessels; this is true
particularly now with Automatic Identification (AIS).

Lastly the Chamber is acutely aware of the negative impact of piracy and armed robbery on the oYcers
and crews serving on UK ships. Such incidents may well constitute a direct threat to individual personal
safety; at other times they create specific extra duties which may well be both onerous and stressful.

6. Policy Options and Recommendations

The principal responsibility for addressing the piracy and armed robbery problem lies with the states in
whose territory such criminals operate and are based. As such although shipowners may “react”, it is not
within their power to “redress” this international problem. Piracy (and armed robbery) is not a domestic
UK problem but occurs in other states where domestic security is often deficient and where law enforcement
agencies are frequently corrupt and often complicit in incidents. A range of responses is required, including:

— Intergovernmental arrangements to combat international crime and piracy on the high seas.
— Co-ordinated approach by the UK Government to address all aspects of the evolving piracy and

armed robbery problem.
— EVective policing of the territorial seas where incidents occur.

IMO as the principal intergovernmental agency dealing with the “piracy” problem has made considerable
(technical) progress but lacks the political influence to address “piracy” alone. Additional governmental
resources and responses are required and if certain forms of terrorism, piracy and armed robbery and crime
in ports continue to increase, then ultimately these issues should be given a higher priority within the list of
key UK international priorities determined by the FCO and MOD.

1 February 2006

Annex 1
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Table 4
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Annex 2

Legal Aspects

The International Maritime Bureau (IMB) defines Piracy and Armed Robbery as:

“An act of boarding or attempting to board any ship with the apparent intent to commit theft or any other
crime and with the apparent intent or capability to use force in furtherance of that act.”

This functional and widely used definition covers actual or attempted attacks whether the ship is berthed,
at anchor or at sea but excludes petty theft unless the thieves are armed.

In addition the IMO adopted a code of practice for the investigation of crimes of piracy and armed
robbery against ships with regard to Article 101 of the UN Convention on the Law of the Sea (UNCLOS)
at the 74th meeting of its Maritime Safety Committee. This code of practice creates a distinction between
piracy and armed robbery against ships with the definition:

“Armed robbery against ships means any unlawful act of violence or detention or any act of depredation, or
threat thereof, other than an act of piracy directed against a ship or against persons or property on board such
ship within the State’s jurisdiction over such oVences.”

Article 101—UNCLOS

Piracy consists of any of the following acts:

(a) any illegal acts of violence or detention, or any act of depredation, committed for private ends by the
crew or the passengers of a private ship or a private aircraft, and directed–

(i) on the high seas, against another ship or aircraft, or against persons or property on board such
ship or aircraft;

(ii) against a ship, aircraft, persons or property in a place outside the jurisdiction of any State;

(b) any act of voluntary participation in the operation of a ship or of an aircraft with knowledge of facts
making it a pirate ship or aircraft;

(c) any act of inciting or of intentionally facilitating an act described in subparagraph (a) or (b).

These definitions now widely used cover actual or attempted attacks whether the ship is berthed, at anchor
or at sea.
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Piracy in municipal law may diVer from the international law definition and for example “piracy” has
never been defined in English law. This has lead to persistent confusion in the Courts and in arriving at any
common understanding of what a lay person may understand to be the “piracy problem”. Thus legislators
have over time created an arguably flawed framework—from a practical point of view—in which the nature
of the oVence does not determine whether a particular type of crime has taken place but the nature of the
crime is determined by the locus or place of the event. While the rationale in identifying jurisdiction is clear
nevertheless this explains why very few piracy cases have resulted in prosecution and why “legal”
misunderstanding and confusion regarding “piracy” persist.

For a current definition of piracy we have to rely on UNCLOS but historically it is interesting to note
that in English Admiralty law the use of the term “high seas” has in the past generally been taken as meaning
all waters to seaward of the low water line or all navigable waters it was only much later following UNCLOS
it has been employed to describe waters beyond or outside a State’s Territorial Sea (TS). However UNCLOS
produced clarity for the legal regime which together with the IMO definition of Armed Robbery provides
an adequate framework for policy, if not legal redress.

The Chamber supported the review of piracy laws and the development of model law in this area carried
out by the Comite Maritime in 2005. Furthermore the Chamber also recommended against the repeal of the
Piracy Act 1837 during the Law Commissions review also carried out in 2005 on the grounds that recent
maritime security legislation has tended to address threats from terrorist activities as its principal objective.

Witnesses: Captain Pottengal Mukundan, Director, International Maritime Bureau; Mr Andrew Linington,
Head of Campaigns & Communications, NUMAST; Captain Keith Hart, Senior Warden, Honourable
Company of Master Mariners; and Mr Gavin Simmonds, International Policy, Defence and Security, the
Chamber of Shipping, gave evidence.

Q1 Chairman: Captain, would you be kind enough The problem was that the vast majority of attacks
take place within national waters. In order to enableto identify yourself for the record.

Mr Mukundan: I am Pottengal Mukundan and I am statistics to be collected we gave our own definition
to this.the Director of the International Maritime Bureau.

Mr Linington: I am Andrew Linington and I am
Head of Communications for NUMAST, the
maritime union. Q4 Chairman: Is everybody agreed that one of those
Captain Hart: Good afternoon. I am Keith Hart. I definitions is useful? Mr Linington, which of those
am Senior Warden and Chairman of the Technical definitions would you say is a useful one?
Committee of the Honourable Company of Master Mr Linington: We would certainly support the
Mariners. Chamber’s position in that the current definitions
Mr Simmonds: Gavin Simmonds from the United are not helpful in the sense that some countries use
Kingdom Chamber of Shipping. the definition to shirk responsibility for attacks that

take place in their waters.
Q2 Chairman: Thank you very much indeed all of
you for coming. Has anybody got anything they

Q5 Chairman: What you are really saying to us iswant briefly to say to us before we begin? Then can
because the definition is not clear some of the attacksI ask you is the current internationally accepted
can be hidden as being some other kind of criminaldefinition of piracy adequate for the 21st century?
activity within the national statistics?Mr Simmonds: No, Chairman, I think it is

inadequate and has not helped in solving the piracy Mr Linington: That is right.
problem. Whenever you approach a problem which
has an international dimension and has a number of
diVerent components, then you rely on a clear Q6 Chairman: So therefore you will never get
definition and a common understanding of the acceptance of the size of the problem because of the
component parts, and that does not exist with fact they are being absorbed into somebody else’s
piracy. We have only really been able to address it in statistics. Is that what you are telling us?
an inconsistent way. I think many of the statistics Mr Linington: You certainly will not get
that are used add to that confusion. So I think it is international consensus on the problem. What the
essential to have a better working definition of IMB has done is the correct thing in trying to say we
piracy so that we can move towards producing real are welding together all these figures under one
solutions to it. banner, because it is the only way you are going to

get public and political attention to the fact that
there is a problem. The nature of the definitionQ3 Chairman: Can I ask you, Captain, why did the
means that countries can dispute the nature of theMaritime Bureau feel the need for a definition other
crime and therefore, in turn, the crime gets dissolvedthan that which had been agreed at international
in terms of the seriousness with which it is treated.level?

Captain Mukundan: Chairman, when we started
compiling these statistics in 1991, the only definition
of piracy was that of UNCLOS, which was an attack Q7 Chairman: Why in the 21st century is piracy

important to the United Kingdom?on the high seas, which did not relate to the problem.
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Mr Linington: Because 95% of our trade comes and Captain Hart: That is quite correct. That is perhaps
where we can assist, by providing aid or training togoes by sea. We are still a major maritime nation. We

have at least 25,000 people who earn their living enable them to carry out those duties.
directly from working as seafarers on board ships.

Q16 Mr Leech: Which areas are we talking about
Q8 Chairman: Is the Government coming up with a where you consider that to be a problem?
piracy strategy that is eVective? Captain Hart: There are diVerent issues in diVerent
Mr Linington: In some instances we would say yes, localities that all result in armed robbery against
and certainly it has done a lot of work in the last year vessels. Co-operation between local states such as in
in particular to try and take the matter further. I the Malacca Strait has proven eVective in reducing
think the paper that was produced by the Foreign the instances of piracy.
and Commonwealth OYce last year was a really
positive contribution. Q17 Chairman: Forgive me, did that not only really

begin to kick in once Lloyd’s and the insurance
Q9 Chairman: But did it miss anything? What is companies said “this is going to cost you an arm and
missing out of the Government’s strategy because it a leg if you let it go on”?
is clear that this is an increasing problem, it is clear Captain Hart: Chairman, I am perhaps not the best
it is a really serious problem, particularly for the person to answer that question. We discussed that
people concerned. What is the Government not internally before we came here.
saying that they ought to be saying?
Mr Linington: Certainly one of our feelings is using

Q18 Chairman: We cannot have our witnessesa bit more clout with some of the worst oVending
collating their information! Mr Simmonds, do youcountries, some of the countries where the problem
want to have a go at that?is most prevalent.
Mr Simmonds: I am happy to try and answer your
question, Chairman, certainly. We are notQ10 Chairman: In what manner?
convinced in the Chamber that it is of any greatMr Linington: Perhaps the idea of trade sanctions,
relevance.economic pressure, certainly more political pressure

to say that these attacks are unacceptable. Either we
Q19 Chairman: But what changed their minds? Letprovide direct technical assistance or support or,
us be realistic about this. Every one of you is tellingalternatively, we have the problem of putting in
us that there has been an increase, that there is nowmilitary forces or co-ordinating naval patrols in
a need to have clarity of definition. Something madeproblem areas.
Singapore and Hong Kong and the others suddenly
get together. Look at what is happening in the SouthQ11 Chairman: Are we saying send a gunboat, in a
China Seas.nice way?
Mr Simmonds: I would suggest that wasMr Linington: Absolutely, in certain circumstances
predominantly political pressure from Japan andthat is exactly what we are saying.
from within Singapore who needed to ensure that
world trade could use its ports in a secure manner,Q12 Chairman: Captain Hart, in your opinion, is the
and that caused a regional solution to be found withInternational Maritime Organisation response
the other coastal states. The situation in Malacca hassatisfactory?
been running for decades. It is only recently that itCaptain Hart: Yes, I think it is. We are very pleased
has perhaps, we hope, improved and I think that isthat the problem is being highlighted by the IMO
as a result of political pressure.and has gone to the UN Security Council. It shows

a move away from treating piracy as perhaps a local
problem that does not aVect big parts of the Q20 Chairman: Political pressure at an
community and, as has been said, of course world international level?
trade aVects us all. Mr Simmonds: Correct, yes.

Q13 Chairman: Is there something it could do which Q21 Clive EVord: Could you say something about
it is not doing which would have an impact on the technology that is being used to tackle this issue?
reducing or preventing piracy? For instance, the advances in technology seem to
Captain Hart: I do not think it is the IMO, have allowed some of the pirates to get ahead of the
Chairman, that can do something to reduce the game. What can be used in order to counter that
eVects of piracy. problem?

Mr Simmonds: I am happy to make a comment
Q14 Chairman: So who is going to do it then? because I think technology is a distraction, if I might
Captain Hart: My belief is similar—that we need to suggest that, because the point is that international
have governments putting pressure on the areas trade and seafarers should be able to go about their
where the problems exist, to properly police those lawful business in international and in territorial
areas, to remove the threat of piracy to shipping. waters without having to prepare or protect their

ships with all sorts of technical devices. We should
have a legal regime which is eVectively policed whichQ15 Mr Leech: Is it not the case that some nations

are not equipped to deal with it in their waters? provides for security of the trading fleet.
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Q22 Chairman: But, Mr Simmonds, we are not market. Certainly there are some pieces of
equipment that we believe could and should besaying that. I think the question that Mr EVord is

putting to you is if because of modern technology utilised more often by shipping companies.
Certainly one of our concerns has been, for instance,there is better information available about which

ships can be robbed, do we therefore have to look at if you compare a fully laden tanker and the chances
of a ship being attacked to a high street garage’sthe impact of this technology upon shipping?

Captain Hart: I think the particular technology you security measures, there can be a vast contrast in
those in certain circumstances. The protection thatmay be referring to is the automatic identification

system whereby a ship transmits details of its course, is given to seafarers and the protection that is given
to ships varies dramatically and often it depends onspeed, port of destination and various other bits of

information. That equipment may be turned oV at the ownership and the flag of the ship and the nature
of where the ship is trading. So it is very hard to havethe master’s discretion.
a consistent approach with all of this because of the
variety of systems and the variety of diVerent shipsQ23 Chairman: Oh?
at sea.Captain Hart: The master always has the right to

switch that equipment oV if he thinks it is necessary.
Q28 Clive EVord: So would you say that the
advances in technology and the uses of technologyQ24 Chairman: If he was approaching what he
are overstated in terms of addressing theseregarded as a dangerous area he could withhold that
problems?information?
Mr Linington: Not necessarily, no. Clearly in theCaptain Hart: Absolutely.
attack on the Seabourn Spirit oV Somalia earlier this
year, the use of a sonic device was certainlyQ25 Chairman: Does that put his vessel at risk?
influential in preventing a more dangerous attackCaptain Hart: I would suggest not. As with all these
there. There is certainly a lot of equipment that candevices, there are pros and cons. For example, the
make it harder for people to get on board a ship andAmerican Maritime Liaison OYce in Bahrain sent
to deter the chance of getting on board a ship. Weout a notice recently suggesting that vessels should
have had concerns, for instance, that seafarers arekeep their automatic identification systems switched
being sent in to fight oV pirates and being advised toon. That allows the military to work out which ships
spray fire hoses at them which has been fairly solid,are which and aids them in building their picture and
consistent advice for a long time. Certainly a lot ofperhaps can aid them in assisting any ship that gets
security advisers say that is the worst thing you caninto trouble, so there is a safety benefit, but there is
do.also a disadvantage that the receiving equipment can

be purchased by these criminals and used to their
Q29 Chairman: They are suggesting you shouldadvantage. So there are merits and it is for the master
spray a man with water who is about to spray youto make a judgment as to which is the best course
with an AKA?of action.
Mr Linington: Precisely.
Captain Hart: Merchant ships’ crews are not trainedQ26 Clive EVord: Your answer seems to be
to fight their ship, they are there to take their shipsuggesting that the solution to this lies with each
safely from one point to another. Certainly from theindividual ship. Is there something that governments
Honourable Company’s perspective what concernsor shipping organisations could be doing and is there
us is that piracy threatens the safety of that voyageany technology that they could use to tackle this
and the safety of those people on board, and thatproblem?
whilst they are having to focus on defending theirCaptain Hart: I am not aware of any technology that
ship against pirates, other things must necessarilycan be used to tackle the problem. It is believed that
suVer. There is only a limited resource on board andsafety is enhanced by ships providing this
there is a risk that that will aVect the safety ofinformation to coastal states who are better then
navigation. So we are concerned with that. There areable to monitor the traYc in their waters, both for
pieces of technology which are sold on the basis thatsecurity and in the event of incidents of pollution or
they will help defend the ship but, equally, there isa passenger ship that is in diYculties. That
technology that is available to pirates which will helpinformation can save lives but in the wrong hands
them to attack the ship, so I do not think there is anythat same information can cause problems. I am not
particular technological advantage for merchantaware of any technological solution.
ships. The balance is probably in favour of the
criminals rather than the merchant ships.Q27 Clive EVord: We have had evidence from the

New Scientist suggesting there is a C-Vigil device
Q30 Clive EVord: Would you support thethat will allow ships to see over great distances in the
development of a global database on piracy-relateddark and detect the approaches of any other ship.
incidents and individuals suspected of beingAre you aware of any technology like that?
involved in piracy?Mr Linington: There is a vast amount of technology
Captain Hart: I believe we very much have that.available. After every attack you get a barrage of

companies selling their wares. It is clearly a fairly
lucrative business and the technology is constantly Q31 Chairman: Do you think you have got that,

Captain?changing and new stuV is always coming on to the
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Captain Mukundan: We have been compiling increasing technology what we are for the purposes
of today describing as pirates are able to perpetratestatistics on piracy since 1991 and it is probably the

best single source of information on piratical very violent crimes, very eVectively, often using
paramilitary techniques, and that is causing a stepattacks. As a result, we highlight trends and we

highlight hot-spots where attacks have taken place change in the maritime security environment, and
that is threatening major international trading shipsnight after night. This is passed on to the nearest law

enforcement agencies. Even in some of the hot-spots in a way that perhaps we were quite comfortable
with what we were able to do to deter pirates a fewlike Indonesia they have sent their boats out to these

areas and as a result the piratical attacks have come years ago; we now find that we are not at all
comfortable in countering these paramilitary-styledown, at least for a short period of time. It acts as

a pressure point on these governments to take some attacks.
action and if no action is taken then of course the
quarterly reports that we issue highlight this.

Q36 Mrs Ellman: There was a report from the
International Maritime Organisation about the US

Q32 Clive EVord: But it also relies on the incidents Navy intervening in piracy oV the coast of Somalia
being reported. How much is that system in January. Is that something that is unusual?
undermined by the underreporting of piratical Captain Mukundan: In a country like Somalia you
activity? do need intervention of foreign naval forces becauseCaptain Mukundan: Almost any form of statistics on there is no-one else to react. The local governmentinternational crime will be underreported to some has no internal infrastructure to deal with thisextent. We do not know the real extent of it but there problem. In past years in many cases navies haveis certainly underreporting of these attacks. We will

supported ships which have been hijacked and takennever get complete reporting. The information that
into Somali waters. They do not generally enterwe receive comes from the shipmasters themselves,
Somali waters. They stay within visible distance ofusually at the time of the attack or shortly after the
the vessel which is hijacked and once the piratesattack, so it is probably a very good source of
leave the vessel after the negotiations are completedinformation in respect of these attacks.
then the naval vessel comes and escorts the ship out
to ensure that no-one else takes control of that

Q33 Clive EVord: Is there a duty on flagged states to vessel. That has been very good. Recently the US
report incidents of piracy to you and, if not, should Navy has pursued a boat which had pirates on board
there be? and they captured the pirates and they took them to
Captain Mukundan: Not from the flagged states. The Kenya and landed them there for trial. I understand
flagged states report directly to the IMO, but we ask that the Kenyans have agreed to try them, which is
the ship masters to report to us; and they do so. very welcome.

Q34 Clive EVord: From this database is there any
Q37 Mrs Ellman: What about the Royal Navy; haveindication of—where does a pirate ship go? We have
they been involved in any incident like this?all read Treasure Island but I am sure that is not how
Mr Linington: The Royal Navy presence hasit operates.
increased significantly in recent times and that isCaptain Mukundan: The vast majority of these
something that we would welcome. There has alwaysattacks are opportunistic attacks which take place in
been a presence of some kind. The Armilla patrolcoastal waters by people from that state. They are
which has tended to focus on the Persian Gulf but itssmall-time criminals. They go out to sea, they see a
operations have extended down the coast of Eastship which approaches them which looks easy to
Africa. The point that is being made to us by ourboard, looks prosperous; they get on board for
members is that it is covering a vast area andabout 40 minutes to an hour and they steal whatever

they can from the ship and they are oV the vessel. obviously with Iraq in the north and a lot of the
When they get oV the vessel, they go back to their pressures on the Royal Navy for operational
villages ashore, so the local people in those villages, responsibilities in Iraq, you are having to police a
possibly including police stations in those areas, huge sea area even though there is a coalition
know exactly what is going on. What is required is presence. I think our underlying concern is that we
the political will in those countries to allocate the saw 200 ships from the world’s navies assembling in
resources required to respond to this crime. Portsmouth last year for Trafalgar’s anniversary

and it seems to have taken an immense amount of
political will to get not even half a dozen naval shipsQ35 Chairman: I would not dispute that but what
deployed to protect merchant ships against a veryconcerned me reading the evidence (because we have
real threat today.got your evidence on the problems in Somali waters)
Captain Hart: I should declare that I am a Navalwas the development of this “phantom” ship where
Reservist oYcer so I have a particular view on this.they took not just the immediate belongings and the
The Royal Navy has been participating in coalitioncash but they actually wanted to take the ship. That
operations oV the Horn of Africa. Last yearmust be a very much bigger operation, must it not?
Illustrious was involved in one particular operationMr Simmonds: I think the point that you are clearly
which dealt with a ship that had been hijacked. It is aidentifying is that there is a new intensity and scale
coalition operation that happened to be in Americanof violence in some of these attacks which we have

not seen in the recent two decades, that with ships that were in the vicinity at the time.
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Q38 Mrs Ellman: Do you think that the military Q43 Mrs Ellman: Mr Linington, you state in your
memorandum that you think the maritime sector isforces are suYciently involved and suYciently
the ‘Achilles heel’ in terms of security againstavailable to deal with these incidents?
terrorism post 9/11. Why do you say that, and whatCaptain Hart: I am not able to comment on the task
would you like to see changed?they actually have but I suspect it is one of the many
Mr Linington: Underpinning our whole approachtasks. They are there to stop the flow of arms and the
on piracy has been the fact that certainly until recentflow of potential terrorists and this is one of the
years it has just been on this constant trend upwards.duties they perform at the same time. However, as
As Mr Simmonds said, the big warning signal at theMr Linington mentioned, it is a very large
moment is that the attacks are clearly getting moregeographical area they are patrolling.
serious in their nature. There is much more evidence
of sophistication in the nature of the attacks and
more extreme violence being used. These are allQ39 Chairman: Captain, do you have any evidence
warning signals. I know we have been toldthat the use of oYcial forces would transform the
repeatedly not to conflate piracy with terrorism. Thesituation?
concern for us is that if you allow ships to beCaptain Mukundan: If you did not have the navies
attacked in the way that they are being attacked it isintervening in Somalia then I think it would become
essentially an advert to the terrorists to show the easea pirates’ charter in those waters.
with which a few men armed with just knives and
guns can commandeer a ship. That is a serious
warning to the entire industry and to politicians.Q40 Chairman: What about the other hot-spots?

You mentioned Indonesia. Where do we draw this
fine line between sending a gun boat and getting Q44 Mrs Ellman: Does anyone want to add to that
some response that will defend individual ships? or disagree with that view?
Captain Mukundan: In most of the other hot-spots Mr Simmonds: I would support that view. The
the attacks are taking place in territorial waters and industry does have a concern that the incidents are
there you have the issue of sovereignty to deal with, still continuing to happen and they are becoming
where the coastal state will not allow a foreign naval more violent. I think we are seeing almost a spread
vessel to operate in their waters. Countries like of lawlessness at sea and an inability by the
Malaysia and Indonesia have made that very clear international community to control it is deeply
recently. That is a practical diYculty. unsettling for ship owners and seafarers. I would not

subscribe entirely to the view that we are the Achilles
heel. We have in place in the shipping industry a very

Q41 Mrs Ellman: We have been told that one of the robust security regime. I believe that the UK has
reasons for the under-reporting of piracy is because implemented the International Port and Security
sometimes reporting it results in a visit from corrupt Code in a more robust manner than is perhaps the
port oYcials who then try to extort money and international norm. Nevertheless, if we look more
goods themselves. What is the extent of that broadly, I think the inability to control lawlessness
problem? at sea has very serious implications for the UK’s

increasing energy dependency on gas imports and inCaptain Mukundan: That used to be the case before
the longer term I think that should be preoccupyingwe started compiling the reports on piracy. One of
policy-makers.the reasons why the piracy reporting centre was set

up was because shipmasters were hesitant to report it
as the ship had to go into port, local law enforcement

Q45 Mrs Ellman: Is the 1988 internationalagencies came on board and the vessels were delayed
Convention adequate in itself? Is it being enforcedfor a very long time. Now they do report it to the
suYciently strongly?piracy reporting centre and we then pass the
Captain Hart: Is this the Convention on theinformation on to the nearest law enforcement
Suppression of Unlawful Acts?agency and the vessel carries on with its voyage.

Mrs Ellman: What about the corrupt local oYcials
element, has that been resolved? Q46 Mrs Ellman: Yes, the international Convention

for the Suppression of Unlawful Acts Against the
Safety of Maritime Navigation which came about

Q42 Chairman: Are you saying that as soon as it is after the Achille Lauro incident.
recorded at an international level and goes that way Captain Hart: The Convention has recently been
back down it is much more diYcult for the local amended but it has not yet been ratified. I would say
forces to hold on to a ship? it is the practical measures, such as the Kenyan
Captain Mukundan: Yes. I think the important thing government being prepared to receive these accused
is for the law enforcement agencies to go after the and try them that is evidence that the system can
pirates. The report is already there. We know that work. It is a question of whether other governments
pirates are operating in that area. We would like are going to be prepared to take that kind of action.
them to go out there and catch a boat which has I think probably the framework is in place to control
arms on board and things that they have stolen from the problem once people are caught if people have

the political will to do so.the ship and then to try them on that evidence.
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Q47 Mr Goodwill: You have said that the ease with Q51 Mr Leech: There must be some cruise liners that
are considerably more expensive who might decidewhich pirates can board vessels and perpetrate their

crimes will have been noticed by terrorists. What do to have armed security for particular reasons
whereas the lower end of the scale might not takeyou think is the greatest risk, is it a vessel being

scuttled in a sensitive waterway like the Bosphorus security quite so seriously.
or the entrance to Long Beach Harbour, a Mr Linington: We have to remember that these are
hazardous cargo being set on fire or used in an merchant ships. There is a clear boundary between
attack, a cruise liner where a large number of people merchant ships and naval ships and for us it is a
could be held hostage or is it all three of those? boundary that should not be crossed. The potential

for all sorts of legal problems once you start goingMr Linington: Pick your permutation is the simple
down that route let alone starting a kind of arms raceanswer and that is one of the worries. You have gas
with the pirates—carriers which would make a very dramatic

explosion. You have the totemic value of an attack Captain Hart: I agree with the basic principle of not
arming merchant seamen. There are cases whereon the cruise ship. All of those scenarios are very

real. I would argue that we have been extremely certain companies have declared that they would put
armed personnel on board for particular transits.fortunate so far that we have not had a major

environmental disaster. We have had several cases of The Dutch company Smit has said they will put on
armed personnel, probably ex-military people, tofully laden tankers going down the Malacca Straits,

the second busiest shipping lanes in the world, with protect the ship during that particular phase of the
voyage. I think cruise liners have securityno-one at the controls because they are all being held

at gunpoint. organisations in place. Whether or not they are
armed is another matter. It was widely publicisedChairman: It gives a new meaning to God at the
that the Seaborne Spirit, the ship attacked oVhelm.
Somalia last year, had former Gurkhas personnel on
board as their security team. So there are security
people in passenger ships.Q48 Mr Goodwill: I know that seamen are not keen

to be armed. With cruise liners, is there a case for
having the equivalent of an Air Marshal and people

Q52 Mrs Ellman: Mr Linington, you referred to aon board some of these vessels who could at least
joint letter that was written to the Foreign Secretarycounter some of these attacks given the time needed
asking the Government to take stronger action onto deploy forces to try and do something about it?
piracy during the UK chairmanship of the SecurityMr Linington: I think my colleague from the
Council and you suggested you had not had a replyChamber of Shipping could tell you about that.
to that letter. Is that correct? Has there been any
other response to it since then?
Mr Linington: That is certainly the case. I know IQ49 Chairman: Is that going to put everybody more
have that letter with me somewhere. That was a jointat risk?
letter we wrote last year on behalf of ourselves andMr Simmonds: No. It would suVer the same problem
the Chamber of Shipping and, as I understand it, itas a naval ship finding a pirate ship, ie you just would
got lost within the Foreign and Commonwealthnot have the right people in the right place to prevent
OYce.an incident from occurring. We are deeply unhappy

about the idea of arming ships. There are very
particular limited locations where the use of arms Q53 Chairman: Somebody told you that a letter
might be useful in deterring an attack. There are asking for urgent action on piracy got lost in the
immense legal diYculties involved in private armed Foreign and Commonwealth OYce, did they not?
guards being carried on board ships and perhaps Mr Linington: That is my understanding.
being involved in an exchange of fire with innocent
parties in somebody else’s territorial seas.

Q54 Chairman: Who gave you that understanding,
Mr Linington? Did you ask why you had not had
an answer?Q50 Mr Leech: Surely there must be diVering levels
Mr Linington: Yes, we did and the oYcial who wroteof security from diVerent companies or diVerent
the letter was basically given the reply that theykinds of vessels. I would have thought certain
could not locate the letter.owners of ships might take security a bit more

seriously depending on what their cargo might be.
Do you have any examples where owners have taken Q55 Chairman: Did you send another copy
the decision to have armed guards on board or immediately and ask for an answer?
proper security or something like that? Mr Linington: I cannot say.
Mr Linington: The most extreme example of that
would be the Pacific nuclear transport ships which
carry eradicated nuclear waste usually between Q56 Chairman: Mr Linington, you are as bad as the

Foreign OYce. Please go away and find out whatJapan and the UK. They have essentially Atomic
Energy Police on there. That would probably be the you did because that is really very worrying and tell

our clerks when you find out what you have done.most extreme example.
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Mr Linington: I have found it. Q62 Graham Stringer: That is an extraordinarily
high figure. The reason I am perplexed is that it does
not quite correlate with the total number of ships,

Q57 Chairman: You have found the letter now and does it?
so we know you have sent the letter, but we also need Mr Linington: It is not our figure. The Nippon
to know what you did when the unoYcial reply was Foundation have done quite a lot research and it was
“Sorry, mates, we have lost your original letter”. If quoting work that they have done.
you accepted that, you are behaving diVerently from
any other organised body of workers that I have ever Q63 Graham Stringer: Can I just ask one finalmet. If you did not accept it, I would like to know question. It has been said a number of times thatwhat you did. there are legal diYculties in using arms if you are
Mr Linington: Sure. attacked by pirates. Are you really saying that the
Mr Simmonds: Chairman, I do not know whether I law of the sea prohibits you from defending yourself
can clarify things. The Chamber of Shipping was a at the same level at which you are being attacked?
co-signatory of that letter. My understanding was Captain Hart: I will have a go at that one. The
that indeed a copy did go missing and a further copy concept of reasonable force and self-defence exists
was sent through and we were told that it was too on board a merchant ship. The concern is that
near the end of the Foreign Secretary’s presidency at placing weapons in the hands of untrained merchant
the United Nations Security Council for action to be seafarers would be a recipe for disaster because they
taken. We then awaited further developments and are just as likely to injure themselves as anyone else
heard nothing. and the chances of injuring an innocent party would
Chairman: Mr Linington, we need a copy of that be high. The obvious response to that would be to
with a little précis of where we are now. train merchant seafarers in handling weapons. That
Mr Linington: Of course, Chairman. is something we would not be in favour of. The type

of person that is employed and the job they are
employed to do is quite diVerent from that of taking

Q58 Graham Stringer: I would like to get a better sentry posts and protecting a ship. It would require
handle than I have got from the figures that have a level of resource that simply is not available
been submitted to us on the scale of this problem. Do currently in merchant ships.
you accept the Nippon Foundation’s figures of
about one in 200 ships being attacked by pirates?

Q64 Chairman: I think what worries me CaptainCaptain Mukundan: I presume the Nippon
Hart—and, Mr Simmonds, it is perhaps a questionFoundation is talking about attacks in the for you—it seems to me that the evidence we have

Malacca Straits. been given is that there has been not just a massive
decline in the number of people at sea but a massive
increase in the jobs which each seafarer is required toQ59 Graham Stringer: As I understand it, it was an
do. If that is impacting on the safety of a vessel to theattack on Japanese ships generally. What are the
extent some major, very high-quality cargo vesselsglobal chances of being attacked? How many ships
are not carrying enough seafarers to provide aper thousand get attacked?
straightforward watch pattern then surely thereCaptain Mukundan: It is probably more relevant to
must be some responsibility on the owners to look atlook at it by the main hot-spots because it can
how they are crewing? Firstly, is it true that somechange quite a lot. Last year, for example, we had
vessels are operating with such tight crewing that276 attacks reported to us. The number of transits
they cannot provide a routine and eVective watcharound the world is much, much, much more than
pattern?that, so it is a relatively small proportion of it, but
Mr Simmonds: That is of concern to the industry. Ifor the people who are the subject of that attack the would not deny that. However, I think the evidence

consequences can be quite serious. for that is largely in coastal trades where seafarers
are involved in watch keeping on alternating six-
hour watches. On ocean vessels the normal watch-Q60 Graham Stringer: So worldwide are there about
keeping routine would be for three four-hourhalf a million commercial vessels at any one time?
watches to be kept every 12-hour period. I thinkCaptain Mukundan: I do not have the exact figure. I
within the safe manning requirements of ships,believe there are about 70,000 ocean-going vessels.
which have been revised since the introduction of theMr Linington: If I could just clarify here. I know we
International Security Code, there is adequateused a figure in our evidence on the rate of attack
provision for security duties to be fulfilled. At thewhich worked out at around 5.9 per 1,000. The rate
same time I would accept that when ocean-goingof attacks per ships in the merchant fleet was 5.9
ships are transiting particular piracy hot-spots thenper 1,000.
additional anti-piracy duties, which are both
probably onerous and stressful, are required and
that is not a good thing.Q61 Graham Stringer: Which is roughly one in 200.

Divide by five, roughly. So is that a worldwide figure
or is it for a particular area. Q65 Chairman: I think finally we need to have some
Mr Linington: That was a global figure based on clarity from you all. Many of these vessels are not

carrying small quantities of cargo nor low-coststatistics from a couple of years ago.
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cargo. If one of them is lost, particularly if the whole Q69 Chairman: We can all have policies but what is
ship is taken and both the cargo and the ship are then the policy that is going to transform this situation?
sold for the benefits of the pirates, we are not talking Is it extra security? Is it training seafarers? Is it
about a small crime here; we are talking about a looking to the coastal states? What are the things
major crime. I understand what you are saying that that will make a diVerence?
you do not want merchant seamen to be put in the Mr Simmonds: I think you have heard from us a
same position as mercenaries or marines aboard a resistance to the suggestion that we should be
merchant ship but we need to know as a Committee arming seafarers and arming ships. It would lead to
what you think is the answer to piracy. Let us ask an escalation and it would lead to a number of
you, Captain? Is the IMO assuming that piracy will jurisdictional diYculties and it would not be a good
only begin to be dealt with when all the coastal states direction, which is why we would suggest that the
undertake their responsibilities to safety at sea and primary aim must be to improve the bilaterals, work
are prepared to use force against the pirates or is it with the coastal states in which piracy is prevalent,
that the international shipping community is not where pirates are able to obtain safe havens and
coming to the right conclusions and is not where there is an inadequate legal regime to ensure
protecting itself? that pirates are eVectively prosecuted and to help
Captain Mukundan: Our recent experience in the those countries where oYcials are often still
past 10 years or so has shown that whenever complicit in pirate attacks to stop them from beingcountries have allocated resources to their law able to do so. I see all of those as policy-ledenforcement agencies and made it a priority, the

initiatives.incidence of piracy has promptly come down.
Examples of this are the southern coast of China in
the late 1990s, recently in East Malaysia, in some

Q70 Clive EVord: I wanted to go back on somethingspots in Indonesia, and very recently in Bangladesh
on potential terrorist attacks and vulnerable cargowhere the attacks have come down. Even historically
that may be attractive to that sort of attack. Is theregoing back over centuries when nations’ forces are
any international consensus or is there a consensusresourced to deal with that and given that as a
amongst you as the representative bodies about howpriority then we see a reduction in the attacks.
vulnerable those cargos are and what approach
should be taken in protecting them? Are youQ66 Chairman: Is the IMO researching whether an
confident they are being adequately protected now?international fund could change this situation, could
Mr Simmonds: There is a simple answer to thatchange in relation to poorer states their willingness
which is we see a need for end-to-end security forto respond? Have you considered an international
UK ships. Energy and other vulnerable cargoesmaritime force? What are the practical moves being
should be guaranteed safe transit from their port oftaken at IMO level that could be reflected in safety
departure to their port of arrival in the UK. I thinkat sea?
we would live in a very lawless situation and aCaptain Mukundan: Chairman, I am from the
disintegrating maritime security environment if weInternational Maritime Bureau, not the IMO but
do not hold to that principle.there have been some measures taken. A good

example of that is what has happened in the Malacca
Strait in the last six months where the Indonesian

Q71 Clive EVord: I am specifically focusing onNavy after many years of not taking good action
something that might be attractive to a terroristagainst pirates in the last six months has responded
wanting to make a big splash, for want of a betterto this problem. They have shown their presence in
term. You are saying end-to-end security so whathot-spots and they have mounted an intelligence-led
does that mean?policing operation which has captured six boats

which had been hijacked by the pirates and captured Mr Simmonds: I think the energy vulnerabilities are
some gangs of pirates. Today the Malacca Strait, at to do with the ships, the infrastructure, the nodal
least from our perspective, is not a piracy hot-spot. points in the UK which we are beginning to learn—
When governments respond there is always an
immediate answer.

Q72 Clive EVord: You are losing me.
Mr Simmonds: For example, gas comes into the UKQ67 Chairman: Mr Simmonds, you wanted to add
through a very limited number of very importantto that?
pipelines.Mr Simmonds: I think I would just add that your

Government, Chairman, has a good deal—

Q73 Clive EVord: I do not think you actually saidQ68 Chairman: I think it is our Government
anything there. What does “end-to-end” securityactually, Mr Simmonds; we are all members of the
mean?United Kingdom!
Mr Simmonds: That would be providing security forMr Simmonds:—has a good deal of influence. I see
merchant shipping from the beginning of a voyage tothat the primary solution to the piracy problem,
the completion of that voyage in a UK port andonce we have understood its component parts, has to
providing security and defence for a ship in a UKbe a policy-led one and I do not see why the United

Kingdom could not take a more active policy— port as well.
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Q74 Clive EVord: We are talking about a gunboat? Q76 Clive EVord: That happened in a port, did it
not?Mr Simmonds: We are talking about major surface
Captain Hart: Approaching an oVshore terminal inunits and vessels and a commitment from the
relatively open water. It is very diYcult to defend aMinistry of Defence to provide for eVective
ship. You have to defend the water that the ship isprotection of the UK merchant fleet as it has
going to be passing through and that is where wealways done.
come back to the points we have all been making
that we must have the policies in place that have
coastal states securing their water so that our ships
may pass through them safely. It is virtually

Q75 Chairman: Captain Hart is concerned. impossible to defend a ship against a determined
Captain Hart: A merchant ship is a very vulnerable attacker.
vessel. You may be familiar with an attack which Chairman: Gentlemen, on that cheerful note, can I
took place oV Yemen on a ship called the Limberg, thank you very much. You have been very indulgent.
a French tanker, where a suicide bomber drove a I do apologise again for having messed up your
speedboat into the side of the tanker causing a lot of session but thank you very much, it has been very

helpful.pollution, fires, explosions and death.

Joint memorandum submitted by the Department for Transport and Foreign and Commonwealth OYce

Introduction

1. This memorandum provides the Transport Select Committee with an account of how the Government
of the United Kingdom deals with the threat, and acts, of piracy. In keeping with the lines of questioning
set out in the Transport Select Committee’s Press Notice announcing this inquiry, this memorandum
includes, inter alia, information on:

— the definition of piracy and maritime armed robbery (see Annex A);

— reasons why piracy has increased over the previous decades;

— how piracy is aVecting British shipping in particular;

— what the UK has been doing to tackle piracy (see Annex B);

— the guidance national governments and international organisations are providing to shipping to
help prevent attack and how this is drawn up, revised and issued;

— problems associated with tackling piracy (see Annex C);

— geographic areas of special concern (see Annex D);

— piracy from an international and EU perspective; and

— availability and reliability of data.

Powers and Statutory Duties

2. Under article 100 of UNCLOS, there is a duty on every state to act against piracy. Piracy is defined
by the United Nations Convention on the Law of the Sea (UNCLOS) (see Annex A). This definition forms
part of our domestic law. Indeed, the Merchant Shipping and Maritime Security Act 1997 (c 28) clarified
for the avoidance of doubt that for the purposes of any proceedings before a court in the United Kingdom
in respect of piracy, the provisions of the United Nations Convention on the Law of the Sea 1982 that are
set out in Schedule 5 shall be treated as constituting part of the law of nations. For the purposes of those
provisions the high seas shall (in accordance with paragraph 2 of Article 58 of that Convention) be taken
to include all waters beyond the territorial sea of the United Kingdom or of any other state. If an incident
takes place within the territorial sea, then it is not, as a matter of international law, piracy. For incidents
that fall outside the remit of the UNCLOS definition of piracy, the UK refers principally to the definition
of piracy provided by the International Maritime Bureau (IMB), the organisation that collates and analyses
the statistics used internationally to monitor incidents of piracy and maritime armed robbery (see Annex A).

3. Article 105 of UNCLOS provides that every State may seize a pirate ship or a ship taken by piracy and
under the control of pirates, and arrest the persons and seize the property on board. Furthermore, Article
110 of UNCLOS enables warships, military aircraft, or other duly authorised ships or aircraft clearly
marked and identifiable as being on government service to board any ship when there is reasonable ground
for suspecting that the ship is engaged in piracy.
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4. The penalty for piracy is not prescribed by UNCLOS. Pirates may be tried before the courts of any
state which carried out the seizure pursuant to UNCLOS. The courts may decide upon the penalties to be
imposed and may also determine the action to be taken in relation to the ship, subject to the rights of third
parties acting in good faith. So far as the law in the United Kingdom is concerned, the Aviation and
Maritime Security Act 1990 (c 31) covers anything that might come within the compass of piracy. A person
guilty of the oVences of threatening or carrying out an act of piracy including hijacking a ship is liable on
conviction to imprisonment for life.

5. In addition to the articles of UNCLOS relating specifically to piracy, there is a general duty to render
assistance under article 98. This includes a duty on the master of a ship to “proceed with all possible speed
to the rescue of persons in distress, if informed of their need of assistance, insofar as such action may reasonably
be expected of him”. It is, however, in the Master’s discretion, considering all of the circumstances, to
determine whether the ship is in a situation which requires assistance.

Departmental Responsibilities and the Publication of Counter-piracy Guidance

6. The Department for Transport (DfT) and its predecessor departments have worked on defensive
measures against piracy for many years. Originally the Foreign and Commonwealth OYce held the lead
ministerial responsibility and parliamentary accountability on piracy although this passed to the DfT in
early 2004. Essentially the FCO had led on all international issues and the DfT had led on defensive measures
for UK shipping. Much work was done to tackle the threat from piracy and a list of the practical steps taken
can be found in Annex B.

7. Since the Department for Transport took the lead within HM Government for formulating policies to
tackle piracy it has, in partnership with the Foreign and Commonwealth OYce, and with the assistance of
Ministry of Defence (MOD), developed a strategy to take forward the fight against piracy. The strategy
marked confidential was agreed by Alistair Darling and Jack Straw towards the end of 2004. Having
published an unclassified version of the strategy in March 2005 http://www.dft.gov.uk/stellent/groups/
dft–transsec/documents/divisionhomepage/039632.hcsp, the UK then gave a presentation in May 2005 to
the International Maritime Organisation (IMO) where it requested all Member States to either review or
develop their own counter-piracy strategies. Consistent with our own message, the DfT this year has
updated and amended the UK’s oYcial guidance titled “Measures to counter piracy, armed robbery and
other acts of violence against merchant shipping”, published by the Maritime and Coastguard Agency as
Marine Guidance Note 298.

8. The guidance note sets out the areas of the world where piracy is most prevalent and it explains the
tactics that pirates are known to use when attacking a ship. It also explains the preventative measures that
can be taken to help prevent an attack in the first place and advises on the course of action that Masters and
crew should take in the event that pirates successfully board the ship. The revised note takes into account
the changes resulting from the implementation of the International Ship and Port Facility Security Code
(ISPS Code), which is the new international maritime security framework and it contains the latest
information that Government has available on piracy. The marine guidance note has been developed in
consultation with, and agreed by, the UK maritime industry and it is publicly available.

9. The DfT issues further guidance, as necessary, in the form of ad-hoc piracy warning notifications
regarding areas of concern and has issued three such warnings about the situation oV Somalia since July
2005 to the UK merchant fleet (the last being 7 November 2005). All warnings take into account the views
and analysis of the intelligence agencies and the shipping industry itself so that any advice provided is
pragmatic and proportionate. References to the risks of piracy, where appropriate, are also included within
the FCO’s Travel Advice.

Summary of Recent UK Activity

10. The majority of Government activity over the last year has been focused on pursuing the actions listed
in the Government’s Piracy Strategy. The DfT has worked with G8 countries to produce an ISPS Code
“Checklist”, designed to assist Contracting Governments to measure the eVectiveness of their interpretation
and implementation of the Code. This helps strengthen the implementation of security measures at ports
thereby increasing protection against acts of maritime armed robbery. The draft “Checklist” was agreed as
an interim measure at the IMO’s Maritime Safety Committee in December 2004 and it is currently being
trialled by Member States.

11. The DfT has been researching and evaluating new technologies in partnership with the Home OYce
that could improve detection capabilities, enhance protective ship security and defensive measures in the
event of an attack and allow rapid and accurate reporting of piracy attacks.

12. Since the summer, we have been working closely with the Defence Intelligence StaV (DIS) at the MOD
who have been providing us with intelligence on piracy attacks. In addition, we have been working closely
with the MOD/Royal Navy to determine what generic assistance can be oVered within a known piracy
region or in response to a specific incident.
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13. In line with the consultative approach that the DfT has taken in the development of piracy guidance
and warnings with industry, we have also conducted a regular dialogue on tackling piracy with the main
stakeholders in the UK Government, UK shipping industry, UK Chamber of Shipping and other interested
parties, including NUMAST, via the National Maritime Security Committee and its Shipping Panel.

14. In September 2005, the DfT attended a seminar organised by the IMO in Jakarta on the safety,
security and environment of the Straits of Malacca (see Annex D: Indonesia and Malacca Straits). The
seminar ended with the agreement of the “Jakarta Statement” which outlined areas of future co-operation
and assistance.

15. The FCO has led on the negotiations at the Diplomatic Conference held by the International
Maritime Organization in October 2005 which concluded the Protocol of 2005 to the Convention on the
Suppression of Unlawful Acts Against the Safety of Maritime Navigation. The DfT are seeking an early
parliamentary opportunity to take forward amendments to the Aviation and Maritime Security Act 1990
that will allow the UK to ratify the revised Convention.

16. The FCO argued for piracy to be raised on the EU agenda during the UK Presidency, specifically by
proposing the adoption of the Strategy on the Eradication of Piracy and Armed Robbery at Sea (drawn
directly from the UK Piracy Strategy, as presented to the IMO), with a view to agreeing a common European
response to the threat.

17. The Minister of State, Stephen Ladyman, met the IMO Secretary General on 3 November to support
the IMO’s proposal for a resolution on Piracy and Armed Robbery Against Ships in Waters of the Coast of
Somalia. This was passed at the 24th IMO Assembly (23–30 November 2005), bringing the subject before
the UN Security Council (UNSC). The UN Secretary General received the request on 28 November and on
22 December passed it to the (UK) President of UNSC for consideration.

18. Dr Ladyman is also attending the Ministerial conference on Transport Security in Tokyo during
January 2006, which will address both maritime security and piracy. The aim of the conference is to maintain
the profile of transport security matters, to enhance international co-operation and to support the continued
evolution of maritime security policy.

19. The UK Government has supported and approved a number of IMO initiated and managed capacity
building projects (“train the trainers”, ISPS awareness) to enhance the ability of coastal states to patrol their
own waters through the use of FCO Global Opportunities Funds (Economic Governance Programme and
Counter Terrorism). Funds have also been allocated towards helping the IMO to host two sub-regional
maritime security seminars in the Middle East, the first in Yemen last April and a follow up in Oman in
January 2006. While the principal aim of these seminars has been to strengthen regional maritime security
based on the requirements of the International Ship and Port Facility Security Code, they have also
addressed piracy. The UK has attended and spoken at both seminars, sharing its best practice with the
attending states.

20. As a result of all of the above initiatives, the UK Government has developed a good and constructive
working relationship with the key UK and international stakeholders in tackling piracy including the
International Maritime Organisation, the International Maritime Bureau (IMB), the International
Chamber of Shipping and NUMAST. The recent attack on the Seabourn Spirit cruise ship oV Somalia has
re-invigorated the piracy debate within the media and has presented the UK Government with an
opportunity to further our engagement with the main stakeholders both within the UK and internationally.

The Role of the EU

21. During the Netherlands/Luxembourg EU Presidencies, the UK was invited to organise a presentation
on Piracy for COMAR (EU Law of the Sea working group in Brussels) to publicise the UK Government’s
counter-piracy strategy and to generate Member State initiatives to eradicate this crime. Under our own
Presidency, this initiative was followed by a recital of what measures the UK had taken, principally through
the IMO, inclusive of FCO Global OpportunitiesFunding. Three countries oVered brief details of their anti-
piracy programmes: Germany in funding training programmes in the Malacca Straits, Spain has established
a monitoring system in the Straits of Gibraltar and the Danes had asked the IMO to update their Piracy
incident website instantly, rather than monthly which has been done. Denmark has also oVered technical
assistance, through IMO programmes, in the Malacca Straits. The Austrians have agreed to keep Piracy on
the COMAR agenda, during their Presidency.

Background and Statistical Data

22. Piracy and maritime armed robbery is a threat to the principles of freedom of navigation and rights
of innocent passage of shipping. More importantly it is a threat to the lives of passengers, crews, their
property and the livelihoods of ship and cargo interests. The precursors and key threats from piracy are
discussed in Annex C.

23. The International Maritime Bureau is an authoritative source on piracy. It collates its data at its
Piracy Reporting Centre in Kuala Lumpur. While reporting of incidents on the whole is accurate, it is widely
acknowledged that there is an unknown level of under-reporting. A trawl of additional data sources suggests
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that it may be as high as 25% of the IMB figure. This can be due to voyage delays and possible extra
significant costs whilst the incident is investigated and a consequent reluctance to report it. The UK also
receives monthly reports from the IMO. Intelligence assessments are carried out by DIS within the MOD
in both regular classified reports and ad-hoc reports on specific areas of concern such as Somalia.

24. Under-reporting not withstanding, these sources indicate a general increase in the trend of piracy
attacks between the start of the 1990’s and 2003 and a steady decrease for the two years since (although it
is too early to determine whether this downward trend will continue). The statistics record that there were
325 piracy or maritime armed robbery incidents recorded in 2004, a decrease from the 445 incidents recorded
in 2003. There have been 205 recorded incidents in the first nine months of 2005 indicating a second
consecutive drop in total piracy or maritime armed robbery incidents (although it should be noted that the
Tsunami which struck on 26 December 2004, led to a total cessation of piracy attacks in the aVected region
for two months due to the devastation wrought on coastal communities and infrastructure, and the
preponderance of military units in the vicinity involved in rescue and aid operations). Despite this recent
reduction, the ferocity of the attacks appears to be increasing, although significant eVorts are being made
by the Malacca Straits littoral states, India and Bangladesh, all of which are having beneficial eVects.

The impact on British shipping

25. Since the early 1990’s when the IMB began to collect data there have been a total of 36 attacks against
UK registered vessels and a further 62 against the Red Ensign Group (REG). The highest number of
recorded attacks were 2001 and 2004 with seven attacks each. In total there have been 98 attacks (including
both piracy and maritime armed robbery) against UK and REG ships over the last 13 years. In comparison
with the total of 3,613 recorded attacks, this represents less than 3% of all attacks worldwide, in line with
the size of the UK fleet as a proportion of the world’s merchant fleet. There is no suggestion that the UK
or REG fleet is being specifically targeted by pirates as attacks tend to be opportunistic and against vessels
that hold an attractive cargo or are easier to board.

26. The only report of a UK seafarer being killed in this period was in 1992 (the Captain of a foreign
flagged vessel)7. There have not been any reports of UK seafarers being killed either on a British or a foreign
flagged ship since then, but there have been some injuries. The most serious occurred 1998 on the Isomeria
at Santos in Brazil, when two British seafarers who had been taken hostage were injured after the pirates
opened fire during a police rescue attempt.

27. In the first nine months of 2005, there were four incidents against UK flagged vessels. In three cases
the pirates boarded whereas in the other they failed to do so and it was recorded as an attempted attack.
The locations were diVerent in each case and ranged across the world from South America, East Africa and
South East Asia. Of these incidents, two of the successful attacks occurred while the vessel was anchored or
berthed within territorial waters and the attempted attack occurred while the ship was underway. None of
the attacks over the last couple of years have caused serious casualties, but they have resulted in the seizure
of some ship equipment, stores, personal eVects and cash.

28. In its Press Notice announcing this inquiry, the Select Committee has noted two reported “piracy”
incidents within UK territorial waters. Both occurred while ships were berthed in the port of Goole in July
2002. In both cases cash was stolen and both are classified as maritime robbery and not piracy, as the
incidents did not take place in international waters. There have been no other incidents in the UK in this
period. Since 2002, the ISPS Code has been implemented in the UK and security at every port facility within
the country which serves ships engaged on international voyages, including Goole, has been considerably
tightened.

Geographic areas of concern

29. There are a number of specific areas of concern, termed as piracy “hot spots” around the world where
piracy is thriving. The four main hot spots are Indonesia, the Malacca Straits, East Coast of Somalia and
western Africa. Annex D contains background information on each area.

Maritime Terrorism

30. The Committee has indicated that it wishes to examine how national governments and international
Organisations are tackling the specific issue of maritime terrorism and whether there is a threat of serious
attack by sea. It is the Department’s understanding that this will be addressed by the Select Committee’s
wider inquiry of Transport Security and is therefore not covered in this memorandum.

7 Captain John Bashforth, a British National, and his Filipino Chief OYcer, died from gunshot wounds on board the “MV
Baltimar Zephyr” while sailing 60NM from the coast in Indonesian waters on 11 December 1992. The Indonesian
Government concluded that the case was one of mutiny, however the MPS investigated and based on all of the evidence
available, decided beyond any reasonable doubt that the Captain and Chief OYcer had been murdered by boarders intent on
theft (piracy).
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31. It is, however, pertinent to record that during the initial stages of a major maritime incident involving
British interests, an act of terrorism or hijacking will be assumed until clarification is made. Options to
counter these threats will be dictated invariably through COBR, for Ministerial sanction on actions to be
taken, or not taken. Within the FCO, the Counter Terrorism Department leads on terrorist related crisis
management operations, in close liaison with the Maritime Team and Consular Directorate, the DfT, MOD
(including UK Special Forces), Home OYce and the Metropolitan Police.

10 January 2006

Annex A

The Defintion of Piracy

The UNCLOS and IMB definitions are contained below.

1. Article 101—UNCLOS

Piracy consists of any of the following acts:

(a) any illegal acts of violence or detention, or any act of depredation, committed for private ends by
the crew or the passengers of a private ship or a private aircraft, and directed—

(i) on the high seas, against another ship or aircraft, or against persons or property on board such
ship or aircraft;

(ii) against a ship, aircraft, persons or property in a place outside the jurisdiction of any State;

(b) any act of voluntary participation in the operation of a ship or of an aircraft with knowledge of
facts making it a pirate ship or aircraft;

(c) any act of inciting or of intentionally facilitating an act described in subparagraph (a) or (b).

2. International Maritime Bureau (IMB)

However, the majority of recorded incidents to date have taken place in the territorial waters and
therefore fall outside the UNCLOS definition of piracy. The IMO adopted a code of practice for the
investigation of crimes of piracy and armed robbery against ships with regard to Article 101 of the 1982 UN
Convention on the Law of the Sea (UNCLOS) at the 74th meeting of its Maritime Safety Committee. This
code of practice creates a distinction between piracy and armed robbery against ships.

“An act of boarding or attempting to board any ship with the apparent intent to commit theft or any
other crime and with the apparent intent or capability to use force in the furtherance of that act”.

This definition covers actual or attempted attacks whether the ship is berthed, at anchor or at sea,
excluding petty thefts unless the thieves are armed.

Annex B

UK Government Actions to Tackle Piracy

Over the past seven years the UK Government has taken practical steps to combat piracy. In particular
the UK has:

— Participated in several IMO regional Missions and Seminars in “piracy hotspots” presenting UK
government actions and chairing working groups and syndicates. These seminars have played an
important role in raising awareness of the incidence and impact of piracy and armed robbery at
sea.

— Provided UK financial support for the IMO programme of Missions and Seminars, including
funding the participation of two Metropolitan Police oYcers with expertise in investigating acts
of piracy and more recently to conduct a feasibility study to develop an integrated coastguard for
West and Central Africa.

— DfT and the Metropolitan Police prepared a draft Code of Practice on the investigation of acts of
piracy and armed robbery at sea. Additionally the UK prepared a Code of Practice for the
registration of “phantom” ships. These Codes were adopted at the IMO General Assembly and
have subsequently been issued as Circulars to all IMO member states.

— The UK took the lead in promoting the inclusion of piracy in the United Nations General
Assembly (UNGA) annual resolution on the oceans. We also backed an EU Law of the Sea
working group (COMAR) initiative to demarche countries in whose waters most incidents occur.
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— The UK was represented on an International Working Group set up by Comite Maritime
International (CMI) in May 1998. This work culminated in December 2001 with the submission
to the Secretariat of UNCITRAL (UN Commission on International Trade Law) of a CMI Draft
Instrument on Transport Law. This model law, which can be applied to maritime violence such as
armed robbery and piracy, can be used by any nation, but must first be incorporated into the
respective national legislation.

— In 2001 the FCO produced an information film called Savage Seas to raise awareness of the extent
and impact of piracy.

— In 2002 the UK worked with the Philippines to organise a European Union/Association of South
East Asian Nations (EU/ASEAN) experts’ meeting on piracy and crimes at sea in Manila and the
FCO sponsored the attendance of delegates from three South East Asian countries at a seminar
on piracy at the World Maritime University in Sweden.

— TRANSEC commissioned a report from Defence Science Technology Laboratories (DSTL)
which was published in December 2002 and circulated to key industry stakeholders. The report
identified what commercially available to the shipping industry to help detect and deter acts of
piracy.

— In June 2004, representatives from the FCO, MOD, Security Service and the Metropolitan Police
attended the triennial IMB Conference on Piracy and Maritime Security in Kuala Lumpur.

— The UK successfully implemented the new IMO International Ship and Port Facility Security
(ISPS) Code. The Code requires SOLAS Convention ships and ports to adhere to an international
security framework. The Code went live on 1 July 2004 and provides a new baseline for
maritime security.

— Transec first developed specific and substantial counter-piracy guidance in 1998, set out in a
Marine Guidance Notice to UK industry. This was updated in 2002 and again in 2005.

— The UK has consistently raised piracy in bilateral meetings with oYcials and ministers from
overseas countries (for example Indonesia).

Annex C

The Precursors of Piracy, The Key Threats and The Obstacles to Tackling Piracy

Piracy can be attributed to a variety of precursors although it is primarily a socio-economic issue arising
in regions where maritime trade meets poverty and social deprivation, combined with an absence of eVective
law enforcement. Such instability and lawlessness combined with an abundance of easy maritime targets
provides a strong attraction to poor disaVected locals who will be motivated by financial gain, thus creating
a fertile breeding ground for piracy. In addition; a maritime sea-lane bottleneck, an indigenous coastal
fishing fleet to provide camouflage for pirate craft, adequate provision of facilities for boat repair and the
existence of a market for stolen goods and money laundering will all fuel the development and growth of a
piracy problem.

The key threats, in order of likelihood, to ships and to those on board are:

(a) Theft of valuables while a ship is at anchor or in port.

(b) A short-term seizure of a ship underway, during which valuables and cargo might be stolen by
pirates (who may be carrying weapons).

(c) Hi-jacking and seizure of a whole ship and cargo, the cargo then being oZoaded and sold in
another location.

(d) Creation of a “phantom ship”. After the ship has been hi-jacked, the ship is repainted, falsely re-
flagged, renamed and then operated by pirates for fraudulent cargo handling and illegal shipping
activities.

There is a risk of injury or death to all those on board the ship in all of the above incidents, especially if
they show signs of resistance. There is also the risk of being held hostage, potentially for a prolonged period
and, in some of the worst cases, subsequent abandonment overboard.

The UK view is that piracy is acknowledged as a serious threat to shipping around the world but that the
States suVering maritime armed robbery in their territorial waters or piracy in nearby international waters
have often lacked co-ordination, technical expertise or the assets to devote to thwarting the problem.
Although the international community had sporadically engaged on piracy with the regional Governments
of South East Asia in the past, there has been a noticeably more concerted eVort in the past year to resolve
the piracy problem, whilst respecting the sovereignty of the littoral states.

Actions to combat piracy may help the developing economies of SE Asian nations, such as Indonesia and
Philippines. However, the IMB has suggested that only about 1% of shipping transiting the Malacca Straits
actually trades with Indonesia, for example, and this may explain its historical record of limited success in
combating piracy and armed robbery. It follows that other, non-economic arguments must be found in
order to encourage a more proactive attitude. The situation relating to Malaysia is diVerent and closure of
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the Straits would have a significant impact on its “mega-ports”, for example Port Klang, which handles a
large amount of world/regional trade. Coalition working between the regional littoral states, and the mutual
benefits this brings in terms of being a force multiplier, engendering trust and building rapport, appears to
be a more eVective way of promoting counter-piracy initiatives. Early indications are that the recent Jakarta
Conference hosted by Indonesia, which culminated in the Jakarta Statement, was a significant milestone in
the process of recognising and addressing the piracy threat in a concerted and co-ordinated way.

Annex D

Geographic Areas of Concern

Piracy attack statistics indicate that there are seven general areas of concern (of which the three most
significant are discussed below). They are: Indonesia and the Malacca Straits, Somalia/Horn of Africa, Gulf
of Guinea, Latin America and the Caribbean, Northern Arabian/Persian Gulf, the Philippines and South
China Sea and the Bay of Bengal.

Indonesia and the Malacca Straits

1. Attacks during 2005 suggested that violence is on the increase with a rise in kidnap and ransom cases
in the Northern Malacca Straits. Destabilising local influences are further compounded by regional
instability and jurisdictional tensions. The high incidence of piracy in this region reflects the particular law
enforcement diYculties across complex maritime boundaries.

2. UK flagged shipping in the Malacca Straits tend to be large vessels which steam through the centre of
the Straits making them hard targets. There is far greater risk to smaller boats (the majority of which is
indigenous coastal traYc) in ports and anchorages along the coasts. Yet, it is such an important trade route
as 50% of the world’s oil is transported through the Straits and the Straits suVers 50% of the world’s reported
piracy, that it must remain a high focus of attention.

3. There is some evidence of regional governments in SE Asia taking steps to tackle the problem and the
Singaporean Navy is conducting random escorts for high value merchant vessels such as oil tankers and
LNG carriers. In addition, Malaysia, Indonesia and Singapore have signed a tri-partite agreement to co-
ordinate law enforcement in the Malacca Straits. This has led to the initiation of Operation Malindo, which
is a year round anti-piracy and anti-terrorism protection operation for the Malacca Straits. A “hotline” has
been set up to provide rapid communications especially when a warship of one nation is in hot pursuit of a
pirate vessel toward the waters of another partner nation with the right of hot pursuit up to five miles within
each other’s territorial waters. There has also been recent agreement on providing joint air patrols of the
Malacca Straits. However, these positive initiatives do not detract from the overall need for greater
coordination of anti-piracy activity.

4. In June 2005 the Joint War Committee at Lloyds of London decided to list the Malacca Straits as a
war risk area for insurance purposes. Since then there has been a burst of activity by the littoral states. Apart
from the potential damage to these States’ reputations, the increase of insurance premiums for voyages to
this area have certainly provided a spur for action.

5. The IMO sponsored an international conference on the Security, Safety and Environment of the
Malacca Straits in September 2005 which examined concerns regarding the high piracy activity in these
waters. The UK along with a number of other principal users of the Straits (USA and Japan) oVered
technical assistance to the littoral states to help combat piracy and they are currently considering this oVer.

Somalia

6. Until 15 March 2005, Somalia was not considered to be a piracy hot spot, although there has been a low
level of concern regarding the general lawlessness for some time, especially since the collapse of the central
government in 1991. Since March 2005 the IMB report that there have been up to 35 attacks against ships
including 13 hijackings. The UK has very little regular traYc transiting to the east of Somalia and all UK
registered ships have been advised to stay at least 150NM from the coast. The significance of this coast is it
is the direct route to Mombasa from the Red Sea and is a very important shipping route for East Africa.
Going wide around Somalia adds very significantly to the total voyage distances.

7. Two of the more high-profile incidents have been the UN World Food Programme Ship, hijacked on
27 June 2005 with the crew and cargo held hostage for over three months. Also, the Seabourn Spirit, a
Bahamian flagged Cruise Ship was attacked while 80NM oV the Somali coast and sustained significant
damage, although the crew successfully prevented the ship being boarded.

8. The pirates may be linked to local warlord militias and have a considerable reach to at least 180
nautical miles out from the coast. This seems to indicate the presence of a mother ship since the small fast
craft that the pirates have been spotted in are not normally known to operate over such distances. The
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pirates are well armed having used AK47s and RPGs and have established an eVective strategy in hijacking
a ship and then demanding a ransom. Once the ransom has been paid, the group have hijacked another ship
just as the first is being released which provides an insurance against attack.

9. There has not yet been a concerted international military response against the Somali pirates. Assets
would need to be marshalled and there will need to be an international consensus that it is appropriate to
intervene in Somali territorial waters. The acting Somali Transitional Federal Government (TFG) is not yet
able to exert any authority domestically, but it has indicated that it is willing to try to prevent piracy. In
December 2005 it was reported to have contracted an American company to tackle and eliminate piracy oV
its coast although the details are still quite vague and it is not clear either how the TFG will find the means
to pay the contract or whether the contract would fall foul of the UN arms embargo on the country.

10. The IMO Assembly has passed a resolution to the UN Security Council concerning the rampant levels
of piracy seen oV the eastern coast of Somalia since March 2005.

Gulf of Guinea

11. The Gulf of Guinea/coast of western Africa is another hotspot with 102 piracy incidents in the last
three years. During 2004, the situation had become so bad that it was the most worrying piracy hotspot.
The focus of pirate activity in this area appeared to be in the delta of the Niger River against coastal and
smaller boats passing through, although the pirates attacked a number of large ships and tankers as well.
The Nigerian authorities seemed unwilling or unable to take control of this situation and during early 2005
the number of recorded incidents fell to zero. The IMB believed that the increased number of attacks was
linked to law and order problems ashore and the pirates were using this to their advantage knowing that
the authorities are unable to respond adequately to such maritime attacks.

12. The UK is through the FCO’s Global Opportunities Fund, funding a joint feasibility study between
the IMO and the Maritime Organisation of West and Central Africa for an integrated coastguard network.

12 January 2006

Supplementary memorandum submitted by the Department for Transport

Introduction

1. This supplementary memorandum provides the Transport Committee with an account of how
national governments and international organisations are tackling the specific issue of maritime terrorism
and whether there is a threat of serious attack at sea.

2. This memorandum includes information on the Department’s National Maritime Security
Programme. Information on the threat of serious attack at sea and the link between piracy and maritime
terrorism is covered in the restricted annex.

The National Maritime Security Programme

3. The National Maritime Security Programme fulfils the Department’s obligation to the international
framework of co-operation between Contracting Governments, Government agencies, local administrations
and the shipping and ports industries to detect and deter security threats and take preventative measures
against security incidents aVecting ships or port facilities used in international trade. It seeks to protect
passengers, crews, ships and their cargoes, port facilities and the people who work and live in port areas.

4. Prior to the attacks on the USA on 11th September 2001, the UK’s maritime security regime was
provided by the Aviation and Maritime Security Act 1990. It applied to passenger vessels and roll-on/roll
oV services and the ports that serve them. In December 2002 the IMO adopted a new international
instrument called the International Ship and Port Facility Security (ISPS) Code which was incorporated by
the European Commission into Regulation in 2004 with implementation dates of:

— 1 July 2004 for ships on international voyages and the port facilities that serve them;

— 1 July 2005 for domestic passenger vessels that go more than 20 nautical miles from land; and

— 1 July 2007 for domestic sea-going passenger vessels and cargo vessels over 500 gross tonnes on
domestic voyages.

5. The National Maritime Security Programme covers all commercial maritime operations and by
regulation TRANSEC applies the programme to passenger ships carrying more than twelve passengers and
to cargovessels over 500 gross tonnes on international voyages8 and the port facilities that serve them. The
Department has led the Government’s work in implementing the lSPS regime in the UK. It has approved
50 plans for passenger vessels and over 500 plans for cargo vessels and port facility security plans covering
some 572 individual port facilities in the UK. Obligations are placed on ship companies and company
security oYcers; ship security oYcers (who may be the master of the ship), the operators of port facilities
and port facility security oYcers.

8 Including Mobile OVshore Drilling Units sometimes called MODU’s.
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6. In March 2004, the International Labour Organisation published a code of practice to enhance security
throughout ports and this has been used as the basis for an EC Directive which the UK must implement by
15 June 2007 as an extension of the Department’s national maritime security programme.

7. Port and ship security assessments have been conducted to establish threats and vulnerabilities to port
facilities and ships. These assessments are used by operators of ships and port facilities to draw-up ship and
port facility security plans in accordance with security instructions issued by the Department. The plans are
subject to approval by the Department and also subject to a programme of compliance inspection by
Department oYcials and by inspectors of the European Commission.

8. The programme of measures adopted at each site and on board each ship is proportionate to the threat
and include security searches at port terminals of passengers, their luggage and vehicles; other protective
security, including fencing and access controls to restricted areas in port facilities; access controls to
restricted areas on board ships; photo-pass systems; monitoring capabilities, for example, CCTV coverage
of specific locations; screening of left luggage; staV training; and drills and exercises.

9. The National Maritime Security Committee, established and chaired by the Department, is the focal
point for consultation on maritime security matters. It is attended by senior representatives of the port and
shipping industries and by other relevant Government Departments and meets twice a year. The
Department has also established and chairs a Shipping Panel and a Ports Panel for consultation on specific
matters. Consultation with industry also occurs as part of the programme of compliance inspection and
through participation in port security committees and regular meetings.

10. The Department is engaging with other Government Departments to provide an assurance that an
eVective response to maritime threats can be mounted. Specifically, the Department is contributing to
security planning for major events and participating in drills and exercises. Maritime contingency plans are
under review by industry to ensure that they are eVective and can be activated at all times. The Department
has also established a working group that includes cruise ship operators to examine and explore the latest
developments in screening and protective equipment, some of which was deployed in the recent attack on
the Seabourn Spirit.

11. Department oYcials take a leading role in meetings on maritime security at the IMO and work
alongside experts from other G8 countries and with the EC. The overall objective is to increase the resilience
of the maritime network by creating a more consistent security culture across the world. The UK played a
leading role in the adoption, in October 2005, of the Protocol to the 1988 Convention for the Suppression
of Unlawful Acts Against the Safety of Maritime Navigation. This Protocol requires parties to
criminalise the use of a ship as part of a terrorist act, establishes and international legal basis to counter the
proliferation and traYcking of weapons of mass destruction, their delivery systems and related materials on
the high seas. Once this Protocol enters into force, it will improve the eVectiveness of international co-
operation to combat terrorist acts at sea in compliance with international law.

10 February 2006

Witnesses: Dr Stephen Ladyman, a Member of the House, Minister of State for Transport, Department for
Transport, Ian Pearson, a Member of the House, Minister of State for Trade, Foreign and Commonwealth
OYce, Mr John Grubb, Deputy Director for Maritime and Land Transport Security, Department for
Transport, and Mr David Roberts, Head of the Global Business Group, Foreign and Commonwealth OYce,
gave evidence.

Q77 Chairman: Good afternoon, Ministers and Q78 Chairman: Thank you very much, gentlemen.
Dr Ladyman: Would you mind if we made a shortimportant persons. I apologise for keeping you

waiting. I am afraid that due to the vagaries of the statement?
management of the business in the House of
Commons it has taken us a little time to get going. Q79 Chairman: I should be most impressed, Dr
Could I ask you firstly to identify yourselves for the Ladyman, please!
record, starting from my left. Dr Ladyman: Piracy is, by its nature, an

international crime, requiring multi-lateral solutionsMr Grubb: John Grubb, Deputy Director of
which engage several governments. It is a complexTransport Security at the Department for Transport
area and three key variables emerge; the location ofwhich also has responsibility for policy on piracy.
the attack (whether in international waters or under
national jurisdiction) the flag of the vessel, and theDr Ladyman: I am Stephen Ladyman, Minister of
presence or otherwise of UK citizens. All willState for Transport.
influence the way the UK responds to a particular
event. We have been raising the profile of piracy inIan Pearson: Ian Pearson, Minister of State for
international fora. We have also published aTrade, Investment and Foreign AVairs.
counter-piracy strategy which has analysed the
worldwide piracy situation and set out the practicalMr Roberts: David Roberts, Head of the Global

Business Group at the Foreign and steps the UK government is taking to help protect
the UK fleet. It also details our approach to tacklingCommonwealth OYce.
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29 March 2006 Dr Stephen Ladyman, Ian Pearson, Mr John Grubb and Mr David Roberts

piracy by assisting and advising relevant foreign can put in place internationally to deal with it? It is
slightly diVerent if you are talking about states andstates. It recognises that prevention of piracy

through tackling its route causes, reinforced by their territorial waters and about what you might do
on the high seas, but you must have the two sides ofrobust counter measures when incidents occur, is the

key to success. We have also published a Marine it to give you a full picture.
Guidance Note oVering advice to the shipping
industry on how to prevent and repel attacks and Q83 Chairman: Tell us why you think this process of
how to respond in the event of an attack being evolution has developed from what could be
successful. There is no suggestion that the UK or the regarded as a fairly straightforward crime into what
Red Ensign Group fleet is being specifically targeted now could be not only a very major crime but one
by pirates. Attacks tend to be opportunistic. There that would oVer opportunities to terrorists as well.
have been no British fatalities in the last decade and Mr Grubb: It could oVer opportunities to terrorists.
the probability of falling victim to serious crime at We have no proven intelligence at the moment that
sea needs to be kept in perspective. Reported tells us that is what is the case. There has certainly
incidents of piracy worldwide reduced from 445 in been a lot more frequency in recent years of the
2003 to 276 for the whole of 2005. While this armed robbery-type attacks in territorial waters,
downward trend in the number of attacks is very which poses diVerent problems to what we have
welcome, we acknowledge that the number of traditionally thought of on the high seas. It needs a
mariners taken hostage has increased sharply with diVerent kind of response from those states.
440 individuals detained during 2005. The Seabourn
Spirit incident last November was a chilling

Q84 Chairman: Such as?reminder of a worst case scenario might look like
Mr Grubb: You need those states to have a good, fastand piracy remains an issue of genuine concern.
response because it often tends to be across the
maritime boundaries of diVerent states in that area

Q80 Chairman: That is a very helpful apologia. of water. You need to establish, where you can, the
However, I think you have posed a lot of questions right of hot pursuit so that you can do something
and answered them yourself. We have taken clear about these pirates. It is an extension of a typical
evidence on this Committee that we had to call it police response in that area of waters. That has not
“piracy on the high seas” because attacks inside been there. It is beginning to be developed. There is
territorial waters are not deemed piracy. Is it not the a lot going on, as you are probably well aware of, in
case that this definition muddies the waters in trying the Malacca Strait where there has been a lot of
to tackle a problem that you yourself have explained activity by those particular countries in that area to
has no national boundaries? develop something like that because that is the
Dr Ladyman: You are right, the legal definition of solution to show that it is not tolerated.
piracy is “an attack on the high seas outside
territorial water”. As you will be aware I am sure, the

Q85 Mrs Ellman: Dr Ladyman, you did give a sort ofIMB have a broader statistical definition which
impression that you do not feel particularly anxiousincludes attacks inside territorial waters, and those
about this issue and you think it is under control, butattacks are probably better described as “armed
we have received evidence from, for example,robbery at sea”. However, having said that, I do not
Marine Impact Ltd of increasing violence and anthink these definitions do muddy the waters because
escalation in piracy. Is that a view the Governmentclearly when we were deciding how we were going to
would share?respond to a particular attack one of the issues we
Dr Ladyman: I was certainly not trying to give thewould have to take into account is whether the
impression that we do not take this seriously or weattack was inside or outside territorial waters.
do not think it is very important. All I was seeking
to do in the opening statement was to ensure that this

Q81 Chairman: The diYculty about that is that you is kept in perspective. Given the number of people
yourself have said there may be fewer attacks but carried on the sea and the tonnes of cargo carried on
they are becoming more violent, and some of them the sea and the number of vessels on the sea, it is
have included taking over the vessel, and selling the relatively small, but it is very serious and you are
vessel on. These are major crimes and not easily right, the violence is tending to escalate and people
ignored. Do you support the way that the IMB are engaged in piracy are now carrying rocket launchers
now codifying attacks, irrespective of whether they and serious weapons, so the seriousness is not in any
are fully reported? doubt. In fact, I would argue that our response has
Dr Ladyman: We find that helpful. reflected that seriousness. We have taken steps to

raise this at the United Nations by approaching the
International Maritime Organisation. I had aQ82 Chairman: Mr Grubb, you are looking

thoughtful. meeting last year with the Secretary General of the
IMO specifically to ask him to raise the profile ofMr Grubb: No, I am just agreeing absolutely because

we need the best possible picture we can get of the this. As a result of that he approached the United
Nations Security Council—and Ian may wish to saynature of these attacks wherever they happen. The

diVerence in definitions is perhaps to do with how more about this—and during our Presidency they
got a resolution from the Security Council to try andyou respond if you need to. You need to understand

exactly what are the methodologies being used, how raise the international game of dealing with this
matter.do we counteract it, what are the arrangements we
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29 March 2006 Dr Stephen Ladyman, Ian Pearson, Mr John Grubb and Mr David Roberts

Q86 Chairman: Yet we were told, Mr Pearson, and friend Stephen has mentioned, we have put a range
I must ask you this, that NUMAST had sent a letter of measures in place to take a proportionate
which had not been replied to because unfortunately response to the problem of piracy on high seas.
it was lost by the Foreign OYce?
Ian Pearson: I am not aware of any letter having

Q92 Mrs Ellman: What kind of inter-departmentalbeen received by the Foreign OYce. This is the first
working takes place not just between your twoI have heard of it. We are certainly not aware of that
departments but involving perhaps DFID and theand we will check our records.
Ministry of Defence? Is there any kind of cross-
departmental policy-making in this area, whether itQ87 Chairman: The thing which we found rather
is about preventing piracy and indeed its causes?worrying about this (because, let us face it, losing
Dr Ladyman: We have close working relationshipsletters is not exactly unique in Whitehall although of
at oYcial level. Of course, ministers talk to eachcourse heaven forefend I should suggest that it
other from time to time, not only with the Foreignhappens very often) is that we were told that when it
OYce but also with the Ministry of Defence. I thinkwas again raised by the Foreign OYce they were told
what your witness from NUMAST has indicated isit was too near the end of the Foreign Secretary’s
that ports and ships and the maritime sector are aperiod of oYce and therefore would not be replied
potential target for piracy and terrorism. I think thatto.
goes without saying. We recognise that and that isIan Pearson: As I say, I am not aware of a letter
why we have taken steps to try and address it. To abeing received so I would not want to accept at this
certain extent we can try and outline to you whatstage that it has been lost.
those steps are. Could we do more? We do as much
as we can.Q88 Chairman: I am sure you will go away and

find out.
Ian Pearson: I will go away and find out. Q93 Chairman: I think the point they were making
Dr Ladyman: Can I also just add to that that I have was a very straightforward one. The number of
regular contact with NUMAST as well and the DfT seafarers taken hostage has more than doubled, 16
leads on piracy issues and I have no recollection of seafarers have been killed, 52 injured, 20 reported
having had this issue raised with me. missing and feared dead. There has also been a

marked increase in the number of incidents in which
Q89 Chairman: In case it should be thought it was firearms have used. It may have been lost but I have
just NUMAST, we were informed that it was both found it so I will make sure you have a copy before
the Chamber of Shipping and NUMAST, so you go.
NUMAST are not making this up. Dr Ladyman: I have acknowledged that we regard
Dr Ladyman: Equally, I have regular contact with this as a very serious issue. I also acknowledge that
the Chamber of Shipping at formal and informal far more mariners have been taken hostage,
events and to the best of my knowledge they have particularly in the last year. That appears to be one
not raised it with me either. of the growing trends. Thankfully, there has been no
Mr Roberts: We for our part often have contact with UK citizen killed by pirates since 1992 when Captain
NUMAST and with the Chamber of Shipping and John Bashforth lost his life. So we need to keep it in
indeed the International Transport Workers’ perspective.
Federation with whom we worked very closely last Ian Pearson: Can I add to the question on cross-
year over the extension of the Suppression of government co-ordination because between
Unlawful Acts Convention. November 2005 and February of this year the
Chairman: Thank you, we will come back to various Cabinet OYce hosted a series of meetings involving
aspects of that. Mrs Ellman? the Foreign and Commonwealth OYce, the

Department for Transport, the Ministry of Defence,
Q90 Mrs Ellman: NUMAST also told us that they the Home OYce, Customs & Revenue and the
see the maritime sector as being the “Achilles heel” Intelligence Agency. The purpose of these meetings
in terms of security specifically in relation to was to ensure that all stakeholders were fully
terrorism. Is that something of concern to you? informed of the worldwide piracy situation and
Would you agree with that? capable of making a joined-up response to any crisis.
Ian Pearson: I would certainly be concerned if
NUMAST take that view because that is certainly

Q94 Mrs Ellman: What about the deployment ofnot the view that the UK Government would take.
armed naval vessels in areas of concern? What kindWe have in place robust arrangements for dealing
of communications do you have with the Ministry ofwith terrorist incidents whether they are by land, sea

or air. Defence or any other appropriate body on trying to
ensure that that is done where it is necessary, or is it
not something that has been considered?Q91 Mrs Ellman: Would you say the Government’s
Ian Pearson: Through TRANSEC there is a riskpolicy is to be tough on piracy and tough on the
assessment exercise that is conducted and closelycauses of piracy?
reviewed on a regular basis. If there was an incidentIan Pearson: I am not sure I would want to use those
of a major nature then the COBRA arrangementswords personally, but clearly as a Government we

are completely against piracy and, as my honourable would be put in place. If it was in UK territorial
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waters the lead would be the Home OYce co- Q100 Chairman: I think there is one other question.
If there are vast numbers of armed naval vessels inordinated by the Cabinet OYce. If it was in

international waters the lead would be the FCO. the area, would it not indicate that they should be
safer rather than more at risk?
Mr Roberts: What I can say is that there has clearly

Q95 Mrs Ellman: Has permission been sought from been some increase in crime, not piracy as defined
other states to allow armed naval vessels to be under the law of the sea but crime within Iraq’s
deployed in other waters? territorial sea.
Ian Pearson: The one instance where I am aware that
there has been a request made to enter territorial

Q101 Chairman: Ten attacks oV the ports of Umwaters would be in the case of Somalia where the
Quasar and the Basra oil terminal in 2005. So it isDutch have made a request. The Dutch are currently
not “some” increase, is it, it is quite a markedoYcers commanding for the CTF-150 fleet which is
increase?oV the coast of Somalia. That is the only incident I
Mr Roberts: As for the engagement of our ownam aware of.
forces, the Royal Navy, for instance, does have 50Mr Roberts: The fleet operating in the Indian Ocean
personnel working to assist the Iraqi navy inhas a rotating command. The Dutch are currently in
building a set of skills against incidents like this. Thiscommand of that fleet and in that capacity they have
kind of training is going to enable the Iraqi navy tomade a démarche1 to the provisional transitional
perform quite a wide range of border enforcementgovernment of Somalia which, as you know, does
and anti-criminal operations of this type.not have full and eVective control of the country but

they have made this démarche to the transitional
government with a request that the fleet have right of Q102 Mrs Ellman: Is this seen as a major problem bypassage into territorial waters to pursue pirates. the Foreign OYce?

Mr Roberts: I think it is seen as an aspect of the on-
land criminality that exists in Iraq, neither betterQ96 Mrs Ellman: Has a request for armed naval
nor worse.vessels to be deployed ever been turned down?

Dr Ladyman: I am not aware of any such request.

Q103 Mrs Ellman: Is it seen as part of terrorist
activity in Iraq or seen in terms of simple criminalityQ97 Chairman: When was this démarche made and
in a way you might find in other places?what was the eVect?
Ian Pearson: We have no confirmed intelligence thatMr Roberts: This is very, very recent, within the last
this is particularly terrorist-related but it would notweek or 10 days so there has not been any reaction
be beyond the bounds of possibility that it could beyet.
terrorist-related in terms of wanting to achieveMrs Ellman: We have received a submission giving
access to funds to be able to carry on terroristinformation about incidents of armed robbery in the
attacks.coastal waters oV Iraq. Is that something with which
Mr Roberts: If I might just widen that, I do not thinkyou are familiar?
there is any confirmed evidence of piracy anywhere
having that connection with terrorism, although

Q98 Chairman: Mr Pearson, are you aware of armed that is a possibility that always needs watching of
incidents of robbery in the coastal waters? course.
Ian Pearson: I am certainly aware that a number of
incidents have taken place in the coastal waters oV

Q104 Mrs Ellman: What about the current positionIraq, yes.
in Somalia? Have you any view how that is being
dealt with, how piracy in the seas oV Somalia is being

Q99 Mrs Ellman: And what views have you formed dealt with?
on that? Is it something that you see as continuing or Ian Pearson: The current situation in Somalia is
is it something of great concern? clearly a cause for concern. As has been mentioned,
Ian Pearson: I do not know whether Mr Roberts there is a transitional Government in place there, it
wants to say something about the assessment of the is not a government which is really able to protect its
situation, but clearly when it comes to Iraq the territorial waters, and that is why the proposed
responsibility lies with the Iraqi Government as a Dutch démarche will take place as well, because
sovereign state in terms of its territorial waters under there have been incidents outside the territorial
international law, as would apply to any other waters where certainly the forces I have referred to
country. Clearly the situation in Iraq is a diVerent would want to be in pursuit of vessels which are
one to developed countries and there is close co- heading towards what they saw as the safe waters
operation between the Government of Iraq and also of Somalia.
between the powers who operate in Iraq.
Mr Roberts: I think the underlying question really is

Q105 Mrs Ellman: It is suggested that the state ofwhether we think the situation in Iraq has in some
Somalia is such that only armed naval vessels fromway exacerbated these incidents at sea in that region.
outside are able to deal with the situation in terms of
piracy. Is that something you would agree with and1 Mr Roberts should have referred to the démarche as being

proposed rather than made as this is the actual position. do you think there are suYcient vessels available?
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Ian Pearson: There is a force, as I say CTF 150, we have any policy at a Government level which
says, “If a British merchant vessel is at risk, becausecurrently with the Dutch in charge which operates in

the general area of the Indian Ocean. There have there are British personnel on board, they should be
assisted by armed naval response”, particularlybeen a number of incidents where they have been

active during the last 12 months. where there is no government—
Mr Roberts: Yes, in particular an interdiction Ian Pearson: Can we be clear, Mrs Dunwoody, that
incident quite recently undertaken by a US ship, the we are saying, “Don’t go there in the first place.”
“Winston Churchill”.

Q110 Chairman: I am sure that is very useful advice
Q106 Chairman: We are very concerned about this. to merchant vessels, but given they often have to do
One accepts there is a problem with the Government that, where do we go after that? Or are we simply
of Somalia but we have received very detailed saying, “Please do not get yourself into trouble
explanations of what happens, they are approached because this would inconvenience the Foreign
by small boats, and the whole history of what then OYce”?
happens. In one case not only was one vessel seized Ian Pearson: No, but why do they have to do that?and held for over 14 weeks, but a sister vessel which If we are saying, “This is not safe, there is a risk,went to provide fuel and provisions was also seized don’t go there”, I think that is the best advice we canby the same gang. This is very clearly something give in the first instance.which is international piracy and we have been told
that it needs a dual-pronged approach, an
international and a national approach. Have you Q111 Chairman: So we are seriously suggesting that
looked at what other parts of the world are doing? no merchant vessel should go round the Horn of
Why is it China and South America have recently Africa? Is that our detailed advice?
been successful at the local level, do we know Ian Pearson: No, we are not saying that.
anything about the strategies they use? (After a
pause) Would somebody like to guess?

Q112 Chairman: You are going to tell me, MrIan Pearson: I think we were just deciding who
Roberts, what the detailed advice is. “Don’t go towould be best placed to answer the question. If I
the Horn of Africa, go further out and back againstart with, for instance, the Malacca Straits where
until you eventually hit land”?there has been a co-ordinated response which has
Dr Ladyman: Mrs Dunwoody, why do you not allowtaken place during the last 12 months which has been
us to give you a set of the advice that we give andvery successful in reducing what has been regarded
then you will have it in detail. We will happilyas being a very major problem. That is not saying
provide that to the Committee.there is still not more to be done but there has been
Chairman: What a good idea.a co-ordinated response from the Indonesian

Government, the Malaysians and the Thais.

Q113 Clive EVord: There appears to be a consensus
Q107 Chairman: So you have a detailed history of that improvements in information and
what MALSINDO have been doing and how communication technology have given the criminals
eYcient they are. better information about movement of ships,
Ian Pearson: My understanding is that we have good destinations and, really critically, the cargo which is
contacts at oYcial level so we are aware of what is being carried. What steps are you taking to minimise
going on. The situation with regard to Somalia, as I the amount of information that the criminals are
think we have made clear, is a very diVerent one able to get hold of?
because there is not a government which has the Dr Ladyman: I will let Mr Grubb give further details
capability to mount the operations which might be on that, but that works both ways of course. We
necessary to tackle this problem. have done a significant amount of work to look at

the way we can use technology to protect vessels, so
Q108 Chairman: Is there a specific policy at Foreign automatic identification systems, alarm systems, et
OYce level about the Somalian situation in relation cetera, to allow them to flag when they are in trouble.
to British vessels? Is there an acceptance that you So far as minimising information is concerned, we
may require an armed naval response from the have a number of security protocols in place and Mr
British or from suitable coalition forces? Grubb can perhaps give further detail.
Ian Pearson: There is a clear policy and guidance Mr Grubb: Yes and no, because ship movements are
about where British flagged vessels should travel, very public. We all know where ships are. It is easy
and the advice is that they should not be within, I to track them even if you tried not to make this too
think it is, 150 nautical miles of the coast of Somalia. well known because you can work out exactly where
Or is it 200? a ship is going to be. I do not think you can actually
Mr Roberts: 200 miles, as far as I know. minimise the information you give to criminals, they
Mr Grubb: It is actually our guidance and it says 150. can get what is publicly available. There are tracking
Mr Roberts: Sorry. systems around. As you probably heard, in the UK

we have the tracking system around the UK, which
has been introduced around Europe, 50 miles out.Q109 Chairman: What you are really saying is,
That is a real-time system but with the proviso on“Don’t get yourself in trouble.” One accepts that is

perfectly good advice but, over and above that, do that system we have agreed they will not actually
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give it in real-time, there is a delay before actually Q117 Clive EVord: Have there been any discussions
at international level about creating a global databroadcasting it, but you cannot stop this exchange

of technology, there is no way of controlling it. base on piracy-related persons and activity?
Dr Ladyman: One of the reasons why the maritime Dr Ladyman: Could you repeat that question?
sector is worth £7 billion a year to this country is
because of the public nature of the movements of

Q118 Clive EVord: Whether there have been anycargo and the movement of ships; it is the way the
international discussions and consideration ofships are put together, it is the way cargo shippers
whether to create an international data base offind their cargoes and the way people who want to
persons involved in piracy activity or incidents?transport cargoes find their ships. We have
Ian Pearson: I think the global data base is really thenewspapers in this country dedicated to listing where
IMB Report of all the incidents which take place andpeople want to send things and which ships are going
that is published in their annual reports and we haveto be going there. I am not sure whether these sorts
access to that information on a regular basis.of pirates we are talking about are regular
Identifying the perpetrators, which is what I thinkcontributors to Lloyd’s Register but the information
you might be getting at, is a completely diVerentis in the public domain for that very reason; it is what
exercise.makes the maritime market work.
Dr Ladyman: Are you asking about a sort of
Interpol activity, that sort of thing?Q114 Chairman: I think you will accept there is a

diVerence between listing it in Lloyd’s and the time
they leave a particular berth with a particular cargo, Q119 Clive EVord: Yes. Is there any sharing of
and an absolutely accurate GPS system which tells information, collating of information, identifying
people not only where the ship is but usually a great areas where perhaps the Government might want to
deal more highly sensitive information. Is it true that take action against a flag state, to take action
advice has been given to ships’ masters to turn oV the because they have identified a problem in that
AIS system? particular area? Without a data base of that kind
Mr Grubb: No, Madam Chairman, I am not aware that must be impossible.
of that. Dr Ladyman: As Ian said, the IMB provides

comprehensive information about where incidents
Q115 Chairman: So the responsibility has not been are taking place and what type of incidents are
put back on ships’ masters? taking place, and that is available and that is studied
Dr Ladyman: I am being advised that it is very carefully. I thought you were suggesting that
discretionary, but they certainly have not been somehow we might want to create a data base of the
advised to turn it oV. individuals and groups of individuals involved in

piracy.
Q116 Clive EVord: Is there any advice given by the
Government on what technologies should be Q120 Clive EVord: That too.
considered on shipping? Are there any pilot Dr Ladyman: Mr Grubb might have more
programmes to test this technology in order to better information on that.
inform shipping companies?
Dr Ladyman: Yes.
Mr Grubb: Of course. First of all, we have the ship Q121 Chairman: Do you know about the work of
security alert system, which is new now, which TNO, Mr Grubb, and the seminars they have held in
enables them to send an alert whether that is for a the Netherlands?
piracy attack or a terrorist attack. That enables us, Mr Grubb: I have heard of them, I have not been
of course, to know there is an attack. There will be directly involved in that. On counter-terrorism one
coming into being, hopefully not before too long, a has a field of intelligence and one can build up
long-range tracking arrangement where we will pictures. The diYculty with piracy, as Stephen said
know exactly where a ship may be at any point. earlier, is that it is often opportunistic, it is in
There are some technologies which are available to diVerent parts of the world and is not necessarily
be used as a deterrent or indeed to try and avoid an linked. If there is some advantage to be gained from
attack. The one which is most popular is the one corporate approaches, I could quite see why bodies
which you have probably heard of, the one used on like that are thinking about it.
the cruise ship oV Somalia, which is the sonic device,
LRAD for short. There are new technologies

Q122 Clive EVord: Do you think there is a problemcoming along but there are not that many
in the reporting of incidents which makes it verytechnologies you can actually use. The best ones for
diYcult to gather this information?taking measures against an imminent attack are the
Mr Grubb: The anecdotal information I have had onones which have been there for some time; there are
reporting piracy does suggest it is under-reportednot new technologies for that.
because it does have consequences sometimes whenDr Ladyman: The Department also commissioned a
you report; it has consequences in terms of insurancereport in 2002 to look at these technologies and we
liability, it has consequences in terms of delays youcirculated that to the British shipping industry. We
may have in certain ports when you enter a piracyare quite happy to let the Committee have a copy of

it, if you would like. situation. So it would suggest it is under-reported.
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Q123 Clive EVord: Is there any duty on a flag state to Dr Ladyman: We provided a range of guidelines
about how ships should protect themselves. Thatreport incidents of piracy to the IMO? If not, should

there be? includes security in respect of diVerent types of
cargo, the security of the vessels, security in ports,Mr Grubb: I am not aware of a duty to do so. It is

something we, of course, ask for of UK flagged the journeys people should make, the areas people
should avoid. There is a range of advice provided.ships; we ask and encourage that to happen. There

could be advantages in countries, probably through
the oYces of the IMO, being asked to do that. Q128 Clive EVord: Is there any additional security
Dr Ladyman: It would of course be for the IMO to which the Government provides on ships or
decide they wanted to create that sort of rule, but accompanying ships in areas which are considered to
certainly it would be best practice to have that level be high risk?
of reporting. I would imagine that the vast majority Mr Grubb: I think it depends. If you are talking
of flags do encourage it and we would certainly work about terrorism, which you have just mentioned, the
towards that end. answer is yes, because we set the security level. So

where there are areas of the world which we have
identified—mainly most of the sea channels,Q124 Clive EVord: We have had evidence that

suggests there have been incidents where a ship has particularly the choke points—where ships are likely
to be at risk, they have to operate at security levelreported an incident and that has resulted in quite

considerable delay and cost to the shipping two, which means they have a more intense range of
security measures than is the normal security levelcompany. Has the Government been involved in any

discussions about trying to iron out some of those around the world. So there is a degree of advice and
protection they can put in place, and they also haveproblems, to remove the disincentive to report?

Ian Pearson: This is a problem with UK flagged to respond to that.
ships or an international problem?

Q129 Clive EVord: We have had described to us end-
to-end security for certain types of cargo andQ125 Clive EVord: I presume the UK flagged ships

would be the primary concern of the Government. If shipping routes. Do you have any concept of what
end-to-end security means?this is a general problem, that other ships are not

reporting the problem, then other people are not Mr Grubb: Yes. What we do at the moment is
provide protective security measures for the cargo ingoing to be aware of it, so I assume generally we are

concerned about disincentives for ships wanting to the ship regardless of what it is. When you talk about
end-to-end, you are talking about the supply chain,report.

Dr Ladyman: Out duty as a flag state is to try and where is this cargo starting from, what controls have
there been on that before it reached the ship, andmake the handling of Red Ensign ships as eYcient as

possible. Were we to become aware that because then when it is on the ship what are the protective
security measures there. If it is particularly sensitive,people were reporting acts of criminality against

them they were being unfairly delayed, certainly we that would be marked in a diVerent way from some
other cargo. One has to think here of the worldwould want to take that up. That would be an issue

we would try and address. movement of cargo vessels and the vast amounts one
is talking about. But one is talking about what
protective security measures might be put on in portQ126 Clive EVord: Is the Government aware of any
and what you do about the supply chain before it hasincidents where reports have been made and they
reached there.have been subject to intimidation from corrupt

port oYcials?
Dr Ladyman: I personally am not aware of that. Mr Q130 Clive EVord: NUMAST has suggested the

Government is failing to take the issue of maritimeGrubb may have further information on that. I think
it is important to say that attitudes to piracy in security seriously in eVect, and it has described it as

the Achilles heel post-9/11. Would you care todiVerent parts of the world change from time to
time. Twenty years ago there were many parts of the comment on that?

Mr Grubb: The comment would be that we refute it.world where that might have been the case and
international action has improved the situation in If you look at the evidence of what has taken place

since 9/11, we now have ship security plans for all themany parts of the world. If anybody has specific
information of ports where British flagged vessels ships, port security plans for all the ports, we have

set security levels world-wide, we give advice andhave been put through that sort of intimidation or
diYculty, then we would certainly want to guidance. I think it is taken extremely seriously.

Dr Ladyman: Were NUMAST suggesting in someinvestigate it. Whether Mr Grubb has any details of
specific occurrences of that kind, I do not know. way the UK Government was particularly culpable

in ignoring this issue, or were they suggesting it is aMr Grubb: No, I do not. I think Stephen has put it
extremely well. world-wide problem?

Q131 Clive EVord: They did say “governments”Q127 Clive EVord: We have also been asking
questions about specific types of cargo which may be plural.

Dr Ladyman: It may well be governments, plural, areattractive to terrorist attack. Does the Government
have any specific guidelines about security for such not taking this seriously, but Government, singular,

the UK Government, certainly is.cargoes?
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Q132 Mr Goodwill: Is it true that current advice Dr Ladyman: If they are unable to run away then
given to merchant vessels when approached by there is a range of other things they can do, including
pirates who may be armed with AK-47s or rocket- passive resistance. What we do not recommend
propelled grenades is to deploy their fire hoses to try people do is carry weapons.
and deter them?
Mr Grubb: It is one of a range of things you can do.

Q139 Chairman: Did you get piracy raised under theYou have speed, you have manoeuvrability, you
presidency of the United Kingdom?have fire hoses, you have whatever is at hand. It is
Ian Pearson: There was a discussion at the UNone of the things.
Security Council on piracy.

Q133 Mr Goodwill: What advice would you give to
merchant companies who may be considering either Q140 Chairman: What conclusions came out of that?
employing security personnel, maybe ex-forces—we Dr Ladyman: The conclusion was a resolution which
have heard of Ghurkhas possibly being on ships—or I may be able to quote to you. It was a presidential
actually providing arms to the crew? What advice statement on the situation in Somalia, which the
would you give to those? Security Council issued on 15 March of this year,
Mr Grubb: Our line has always been that we have not and it said, the Security Council “. . . encourages
encouraged the presence of fire arms because of the Member States whose naval vessels and military
risk that brings of escalating situations which have aircraft operate in international waters and airspace
not so far happened. adjacent to the coast of Somalia to be vigilant to any

incident of piracy therein and to take appropriate
Q134 Mr Goodwill: Are you aware of British flagged action to protect merchant shipping, in particular
vessels, or maybe other vessels, which are taking the transportation of humanitarian aid, against any
these sorts of measures? such act, in line with relevant international law.”
Mr Grubb: I am not aware British vessels are taking That came about precisely because of my request to
those measures. the Secretary General of the IMO and then his
Dr Ladyman: I think it pretty unlikely that anybody request to the Security Council and the co-operationwould communicate to the UK Government they of the UK presidency on the Security Council inwere doing something that the UK Government

order to raise its prominence in the Security Council.does not advise them to do.

Q135 Mr Goodwill: If these vessels were to dock in Q141 Chairman: Is there any likelihood that the
UK ports, we would then have our own security advice on security to UK-registered vessels will
issues with weapons being portside? change as a result of the discussions which were held
Dr Ladyman: Absolutely. at international level?

Dr Ladyman: We keep the advice we give to UK
Q136 Chairman: The Egyptian Embassy in vessels under constant review. If we think it is
Denmark issued a warning about a possible attack necessary to change our advice, it will change.
by elements aYliated to al-Qaeda on ships passing
through the Suez Canal. Do we have any

Q142 Chairman: Has it been changed recently orinformation about that?
improved or altered in any way?Mr Grubb: We do have intelligence information on
Dr Ladyman: I think we have revised it several times,the situation in the Suez Canal which led us to raise
have we not? Mr Grubb will be able to give preciseour security level to two not that long ago. We have
dates of when we have changed it.a lot of discussions with the Egyptian authorities as
Mr Grubb: If you are talking about advice on piracy,to what measures they can take to help protect our
that is under constant review, and we have a researchships when they are in that canal or in ports nearby.
programme in place to support that. As and when
new technologies come along or new evidence ofQ137 Chairman: Has there been any discussion
methods which might be deployed against attacks,between the two departments about this question of
that is what we would issue. It has not been a regularhow you really provide the best level of security?
feature because, as I said earlier, there have not beenBecause if the advice really is to use fire hoses against
that many developments. If you are talking aboutan armed man, it is not perhaps as imaginative as it
counter-terrorism, there are constant changes tomight be.
how we talk about the threats and risks in diVerentDr Ladyman: We provide a range of advice that
parts of the world and the diVerent measures whichpeople can consider and then use their commonsense
might be used and arrangements which we mightto decide which is the appropriate way to respond.
negotiate with other ports in those areas in how toUsing a fire hose might be one of a range of tools, the
deal with it.primary one, I would suggest, if I can quote Monty

Python, is “run away”. That is what we tell people to Dr Ladyman: The Counter-Piracy Guidance was
do, if they can do it and then— first issued in 1998, it has been up-dated twice and

the last revision was during 2005. The Marine
Guidance Note, number 298, is distributed free ofQ138 Chairman: It is not always very easy to run
charge throughout the industry and it is even on theaway on a vast vessel which is moving quite slowly

and which is being approached by a fast, small boat. Department’s website.



3354131009 Page Type [O] 29-06-06 20:08:40 Pag Table: COENEW PPSysB Unit: PAG1

Transport Committee: Evidence Ev 39

29 March 2006 Dr Stephen Ladyman, Ian Pearson, Mr John Grubb and Mr David Roberts

Q143 Chairman: Yes, but you will know—and these job. I made it one of my priorities, for example, in
our UK Presidency of the European Union. I haveare really ministerial, policy decisions—there is

considerable disquiet in the industry as to whether had numerous meetings with the Chamber of
Shipping, with NUMAST, with the RMT, withthe existing international agreements cover and

protect UK flagged vessels in suYcient manner. Is representatives of individual shipping companies, to
try and do that. I have spent half my life talking atthere any debate going on within the Department for

Transport, within the FCO, as to whether these public events to try and raise the profile of British
shipping. I am somewhat surprised to hear that theinternational laws should be changed and whether

there should be tighter agreements or whether there Chamber of Shipping and NUMAST feel this is such
an under-considered issue that they feel it necessaryshould be some extension of the policy of using

armed vessels against pirates? Are these matters to come to you and give evidence but did not feel it
necessary to pick up the telephone and tell me theybeing debated or are we in eVect simply reacting

when there is another incident reported? had concerns about it.
Dr Ladyman: The Department for Transport and
the Foreign OYce are debating these issues and, as I Q146 Chairman: I do not think we need to be too

touchy about it. The real problem is a common one,said earlier, we have regular contact at oYcial level
to discuss whether the situation is changing, whether that if people feel themselves under attack, they do

have a right to express that view.we need to change our guidance, whether we need to
work harder on particular activities, either on the Dr Ladyman: Absolutely but would it not have been

appropriate for them to express it to the Departmentinternational front or with the industry, and people
always have access to ministers to suggest that we for Transport and the Foreign OYce? If they have

genuine evidence that issues were not beingneed changes in ministerial policy.
addressed seriously enough, we could deal with it.

Q144 Chairman: Is it unfair to suggest that because
piracy somehow or other is regarded as almost a Q147 Chairman: I am glad to hear that and before

you go we will give you the letter which the Foreignsubject for levity or amusement that this is not given
suYcient weight either by the general public or by OYce lost.

Ian Pearson: I have already said that we do notdebate at government level?
Dr Ladyman: I am not responsible for whatever necessarily accept we have lost it.
attitudes the general public take, I am afraid, but,
yes, it is unfair to suggest it is taken lightly by the Q148 Chairman: I thought you would like to have

the information.Government. We take it very seriously. It is armed
criminality against UK citizens, and whether it is Ian Pearson: We would certainly like to have the

information and we will check our records. I wantedagainst UK citizens or non-UK citizens, we take that
very seriously. to point out as well, at a European level, the

principal forum for addressing piracy is the EU Law
of the Sea working group known as COMAR. As theQ145 Chairman: Is there therefore a special

responsibility on Her Majesty’s Government to raise United Kingdom we have made presentations to
COMAR on the issue of piracy and our strategythe profile of the shipping industry and debate in

public the impact of piracy upon what is, after all, during the year, so we have been trying to raise the
profile of this issue internationally.our fundamentally most important form of

transport? Chairman: Good. On that highly satisfactory note,
thank you all for coming. You have been veryDr Ladyman: As far as the image and the profile of

the shipping industry are concerned, it has been right tolerant. I am sorry we had to make you wait but it
was, as they say, due to matters beyond our control.at the top of my agenda since I was appointed to this

APPENDIX 1

Memorandum submitted by Marine Impact Ltd

1. Piracy on the high seas

Statistics reveal that piracy is on the increase, and that the methods used are becoming ever more violent.

It is also apparent that the nature of piracy is evolving with closer links to terrorism, the increased use of
“kidnap for ransom” tactics and theft of humanitarian aid cargo.

We understand the Transport Committee will be looking at the following issues, and this submission is
intended to aid the understanding of these areas, and to provide the potential solutions.
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2. Reasons why piracy has increased over the previous decades

This is covered in section 6, in which we discuss the factors that we believe prompt and sustain
piratical activity.

3. How piracy is aVecting British shipping in particular

Records show that the prevalence of attacks on UK vessels is lower proportionally than for those on the
vessels of other states. We also understand that pirate incidents in the UK (ports, territorial and
international waters) are extremely rare.

Looking internationally there were 32 incidents involving UK flagged ships between 1993 and 2004, seven
of which occurred in 2004.

This 2004 figure, while understood to be higher than usual, represents just 2.15% of the total 325 reported
global attacks. According to an UNCTAD study in 2003, UK vessels represented just 2.35% of the entire
global fleet.

We can see piracy is aVecting UK shipping at a lower ratio than the volume of vessels. Though this could
be explained by the fact that a majority of UK vessels do not regularly trade into piratical areas, or it could
reflect high standards of awareness and response onboard these UK registered ships.

4. What guidance national governments and international organisations are providing to shipping to help
prevent attack and how this is drawn up and revised

The advice provided by many flag States is deemed to be adequate, although some States do place greater
emphasis on the promulgation of information to vessels than others.

Improvements in threat information distribution have been made in light of the introduction in 2004 of
the International Ship and Port Facility Security (ISPS) Code, and the increased flag State responsibilities
and setting of security levels 1–3.

Additionally the International Maritime Bureau (IMB) issue updated figures on attacks and “hot-spot”
areas. This is seen as invaluable industry advice and a vital service.

Whatever the information provisions, we do not believe that lack of knowledge of the threat, the areas
neither of risk, nor of the necessary responses are the primary factors in the continuing prevalence of modern
marine piracy.

We do, however, recognise the importance of Company Security OYcers (CSO) ensuring that their vessels
are constantly aware of the dangers of the areas they operate in, and of the ways in which the security risks
can be mitigated.

5. How national governments and international organisations are tackling the issue of maritime terrorism and
is there a threat of serious attack by sea

There have long been suspicions that many pirate groups have terrorist roots and involvement, and as
such need to be addressed more seriously and require the full force of a government and an international
multilateral response to fight them.

As to whether there is a threat of serious attack on ships, yes a threat does exist, though rather surprisingly
a number of terrorist organisations with known maritime capabilities have yet to fully exploit this modus
operandi internationally.

There have, however, been ample demonstrations of the powerful eVect of attacking merchant vessels,
and the most notable attack has been that on the oil tanker “Limburg”, in October 2002, as she manoeuvred
oV the coast of The Republic of Yemen.

With one small boat laden with explosives the terrorists wreaked not only death (one sailor died) and
destruction onto the vessel, they threatened an area with huge potential environmental damage, they
inflicted panic across an entire industry, and nearly crippled a nation’s ability to trade—as the attack forced
insurance rates for vessels entering the Yemen to rocket by approximately 300%.

The knock-on eVects of this small-scale attack will not have gone unnoticed by terrorists, and another
wave of such attacks will happen in the future. A number of domestic disputes have seen maritime terrorism
techniques employed, particularly oV the Philippines and Sri Lanka.

Recently the Egyptian Embassy in Denmark issued a warning about a possible attack by elements
aYliated to the Al-Qaeda network on ships passing through the Suez Canal. Speculation sparked by the
Limburg attack and also the 2005 rocket attacks on vessels in Jordan, for which al-Qaeda has claimed
responsibility.
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The International Maritime Organisation (IMO) has introduced the International Ship and Port Facility
Security (ISPS) Code, which came into force in 2004, which has been heralded as the first step in ensuring
that all vessels over 500 Gross Tonnes, eVectively manage their security vulnerabilities. It remains unclear
as to whether these very basic security provisions would be able to mitigate the risk of a concerted
terrorist attack.

We have also seen an increasing eVort by many governments to increase their “maritime domain
awareness”—as they wrestle with the concepts of shipping business and try to fully understand this complex
and global industry. As governments look to know when to react, and when all is normal, as they recognise
the need to secure trade, but still allow its free flow.

We actually find ourselves in an extremely pivotal and vulnerable position, in which an attack is likely, but
which governments and shipping companies, despite the recent legislation is place are no closer to guarding
against. Shipping remains a vulnerable and soft target.

6. Geographic areas of special concern

Piracy is global by its very nature, but there are a number of specific areas that account for the majority
of piracy and armed robbery incidents, these areas include, but are not limited to:

South East Asia and the Indian Sub Continent, particularly areas oV Indonesia, the Malacca and
Singapore Straits.

Other areas include the Red Sea, the Gulf of Aden, numerous areas oV West Africa, South and Central
America and within the Caribbean Sea. There has also been a significant and disturbing increase in the
waters oV Somalia, and all vessels have been advised to stay as far oV the coast as practicable.

Piracy thrives under certain conditions, and it needs these to continue in order to further take hold, to
grow and flourish in an area. We have developed the concept of the “piracy triangle” in order to illustrate
these factors:

Geographic  or
Territorial Complexity

Economic Disparity

Political or Religious
Instability

If you remove one side of this “piracy triangle” the threat of piracy can be greatly reduced. However, if
instability or a lack of law and order remains, if pirates can move with impunity between territorial waters,
or hide themselves away and if there is a basic economic need for the population to be tempted into piracy,
then the problem will remain. In fact it will not only remain, but will become ever more entrenched, more
professional, and often more brutal.

In viewing the recent spate of attacks oV Somalia, the BBC reported that, “the problem will clearly not
be resolved in the long term until there is more political stability in Somalia—and more economic
development to discourage people from turning to piracy to make a living”.

Nations aVected by piracy need to apply the provisions of law more eVectively, they need to allow
extended freedom of hot-pursuit into their territorial waters, and even allow other nations to assist in
patrolling their waters. They need to fight poverty and to educate waterside communities on the dangers of
piracy, and also to demonstrate the severe sanctions that will be applied to those found guilty of the act, or
of supporting the act of piracy.

7. Problems associated with ensuring that piracy is taken seriously

In order for piracy to be taken seriously it needs to be better defined and understood.

A definition was laid down within the 1958 Geneva Convention on the High Seas (Article 15), which also
makes up Article 101 of the United Nations Convention on the Law of the sea (UNCLOS) 1982 and declares
piracy a criminal act.
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The IMO follows UNCLOS, Article 101 definition, which contains five elements:
1. Piracy must involve a criminal act of violence, detention, or depredation.
2. Piracy is committed on the high seas, outside the jurisdiction of any state.
3. The “two-ship rule”. Pirates need to use a ship to attack another ship, which excludes mutiny

and privateering from being acts of piracy.
4. Piracy needs to be committed for private ends, which excludes the acts of terrorists or

environmental activists from being piratical acts.
5. Piracy must be committed by the crew or passengers of a privately owned vessel. Thus attacks

by naval craft fall outside of the bounds of piracy.

Put simply, attacks inside territorial water are not piracy, while those outside are! Restricting piracy to
the high seas means that an alternative term has to be created for attacks against ships within territorial
waters. Though that may be of little consolation to those attacked.

Despite the move by Somali pirates further out to sea, IMO statistics, based on reports received from
member states, show that most attacks actually take place within territorial waters, or while the ship is at
anchor or on a berth. So the majority of pirate attacks are not actually “piracy” due to them occurring within
territorial waters.

This causes an immediate problem in both quantifying and then fighting piracy. Confusion abounds and
this can slow the process of combating piracy and of dealing with the perpetrators. To attempt to counter
this the International Maritime Bureau (IMB), has adopted the following definition for acts of piracy:

“An act of boarding or attempting to board any ship with the intent to commit theft or any other
crime and with the intent or capability to use force in the furtherance of that act”.

This definition thus covers actual or attempted attacks whether the ship is berthed, at anchor, or at sea.
Petty thefts are excluded, unless the thieves are armed.

However this definition is not without its problems, and as such a common criminal armed with a knife
and boarding a “Cross Channel Ferry” becomes a de jure pirate (even a mere pickpocket intent on stealing
an old lady’s purse).

Also The IMB definition does not require that the act of piracy be committed for private ends. Attacks
on a ship for political or environmental reasons qualify as piracy. In the 1999 IMB publication “An overview
on piracy problems—A global update”, according to the IMB definition even The “Achille Lauro” incident
in 1985 is thus piracy. Even naval attacks in certain circumstances could conceivably be deemed to be piracy.

It follows that the maritime industry requires a more realistic and eVective codification of the act of
piracy—where there is confusion and uncertainty we can see that pirates will prosper, while innocent
seafarers will continue to suVer.

8. Availability and reliability of data; and reporting

The International Maritime Bureau (IMB) has long performed an excellent job of compiling and
promulgating reports of pirate activity. This system means that the industry has a proper and eYcient source
of available information, however as for the reliability of the data, the industry suVers from under reporting
of attacks. Regrettably many vessels simply do not report attacks, due to the threat of a sustained criminal
investigation hampering the vessel’s ongoing commercial operations.

If a vessel suVers a small to moderate financial loss this can be compounded if an ensuing investigation
causes the vessel to miss important commercial and operational deadlines. The legal bureaucracy of many
States is a real deterrent to reporting piracy.

An internationally agreed, and streamlined system for the investigation of attacks needs to be introduced.
Until governments can guarantee that vessels will not be delayed then this hesitancy to report will continue,
and we may never know the full extent of the problem.

Governments need to work in partnership with shipowners to defeat piracy, and not subject them to the
“double” punishment of delay and further financial loss.

9. Advertising and education campaigns

We feel that the fight against maritime piracy can learn from the concerted eVorts and strategies used to
fight intellectual piracy. The music, computer and entertainment industries have invested enormously on
educating people on the negative eVects of this form of piracy, and we feel the same needs to be done about
attacks on ships.

Many living in pirate-aVected areas may not fully understand or appreciate the devastating eVects on their
livelihood that piracy can potentially cause. If an oil tanker were to ground in the Malacca Straits the eVect
on fishing and tourism could be devastating—and so we propose that a major education programme be
introduced to show people who may otherwise harbour, support or buy from pirates, the harm that can
befall them unless they take a stand against this crime.
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10. Identifying stolen goods

No matter what resources are introduced to fight piracy, and no matter the changes in the law, or of the
education that may be provided, if law enforcement agents cannot trace stolen goods, or conclusively prove
that they were stolen in a pirate attack, then the eVorts have all be for nought.

As such, one of the most diYcult areas surrounding piracy is actually to catch the perpetrators, and
members of their support network. The very nature of the crime means that often the stolen goods vanish,
and there is no way of linking them to a particular vessel or instance of piracy.

That is until now . . . we are working in conjunction with a number of partner companies, to develop a
foolproof system for the identification of stolen ship equipment, and even of hi-jacked vessels. This is the
SeaSure microtagging system.

What does SeaSure do?—In order for law enforcement agents to successfully prosecute pirates, it is
necessary to identify the true origins of any stolen property. Has this come from a ship? If so which ship and
was it subjected to pirate attack?

Marking property with SeaSure Microtags is the easiest way to ensure any property is quickly identified,
and as such provides proof that they are handling pirated goods, and so the law can deal with the receivers
of such goods.

SeaSure Microtags can be used on all parts of the vessel, and on all equipment. In the event of discovery
the law enforcement agents can locate the Microtags by using an ultra violet light. The Microtag is then read
using a reading device, or a conventional microscope.

Each SeaSure Microtag, which is approximately the size of a grain of sand (1.25 mm) and is suspended
in a clear adhesive substance, is laser etched with a freephone helpline number and an email address, the
vessel’s own unique number which is then registered on the Marine Impact security register.

We intend to approach the International Maritime Bureau (IMB) in the hope that they may endorse the
product, as the means to trace goods back to a pirate event is vital in deterring piracy, and will mean that
all persons in the piracy chain can be identified and brought to justice. Especially as it is often the people
handling the goods, and who sell them on, that are the driving force behind this serious and organised crime.

11. Seafarer Insurance

With the increase in seafarers being kidnapped and held for ransom we believe that all shipowners/
operators should be obliged to place insurance cover to protect the interests of their crews in the event of
such attacks.

Leading UK based seafarer insurance provider, Seacurus Ltd (www.seacurus.com), now oVer such
services, and we strongly believe that the IMO should call for full industry-wide adoption, usage and
provision of such facilities.

Conclusions

It has not been possible to fully cover all aspects of the international maritime piracy problem within this
brief review, nor has it been possible to explore all the answers—however, as a basic minimum we have
identified the following conclusions.

To reduce maritime piracy and its eVects there is a need for:

— Clearer legal definition of piracy.

— Better information between nations and shipping.

— Access to territorial seas—co-operation between nations.

— Better reporting techniques—to avoid vessel delays, and encourage reporting.

— Specific oVences created to aid prosecution of “Land-Side” accomplices to piracy.

— The use of severe legal deterrents.

— The adoption of anti-piracy advertising and education campaigns.

— The means to identify stolen property, pirates and receivers of pirated goods.

— Financial assistance, education and support for water-side communities.

— Mandatory “kidnap for ransom” insurance to protect seafarers interests.

6 January 2006
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APPENDIX 2

Memorandum submitted by Maritime & Underwater Security Consultants

1. Introduction

Maritime & Underwater Security Consultants (MUSC) has been dealing with maritime security matters
since the 1970s. We have long personal experience of pirate attacks, in planning for operations in high piracy
risk areas and in training and drilling of crews.

Over the years MUSC has been engaged as specialist maritime consultants to a number of governments.
Throughout 2001–02, MUSC provided input to the International Maritime Organisation (IMO) as advisers
for the development of the International Ship and Port Facility Security (ISPS) Code. In 2005, MUSC
received an award from the Estonian government for port security advisory services. Currently, MUSC is
actively engaged by the Federal Government of Nigeria as consultants for the development and
implementation of maritime security strategy; and has recently concluded a study on behalf of the
Australian Government (DOTARS) concerning measures to enhance oVshore oil and gas platform security.
Also, recently, MUSC has assisted in the release of two hijacked vessels oV the Somali coast.

MUSC oVers maritime security training and has provided services to, amongst others, the UK Maritime
and Coastguard Agency, the UK Ministry of Defence, the Malaysian Marine Department, the Singapore
Maritime Administration, the Nigerian Navy and Nigerian Maritime Authority.

MUSC lectures at London City University and at Lloyd’s Maritime Academy on maritime security
matters.

Therefore, MUSC is pleased to submit this memorandum to the Transport Committee in response to its
Press Notice 18/2005–06 dated 9 December 2005.

2. Reasons for the Growth of Piracy and Violent Crimes against Seafarers

The committee will be aware that there has been a steady growth in piracy over the past 20 years. MUSC
believes that this is due to a number of factors:

2.1 Ending of the Cold War

The end of the “Cold War” resulted in a marked reduction in Soviet and Western Allies naval presence
in the waters of many of the developing countries. Also, defence and other funding from the competing
Super Powers were cut. This had the eVect of (a) reducing the law enforcement eVectiveness in certain
national territorial waters, (b) reducing the availability of international naval assets to be deployed outside
areas that were not high priority to the national interest and (c) increasing internal economic and political
instability, greater levels of poverty and a consequential breakdown of law and order.

2.2 Easy access to weapons and munitions

The reduction in the number standing armies in the European theatre has led to a huge rise in the
availability of redundant weapons that have found their way into the hands of those intent on political
terrorism and violent crime for financial gain.

2.3 Increased access to navigation and communications technology

Over the past 30 years there has been a revolution in technology to assist seafarers. The introduction of
the Global Positioning System allows pin-point accuracy in oVshore navigation. Solid state radar systems
are cheap to buy, simple to install in very small vessels and easy to operate. Advances in satellite
communications technology allow non-technical persons to communicate with other vessels and the shore
without large investments in hardware or training. These advances, and others, have lowered the threshold
of skills and experience needed to take and operate a vessel oVshore and to co-ordinate movements with or
to intercept other craft. Information on ship movements, cargos and other data has been made more readily
available through the internet and electronic communications. This can provide valuable intelligence to
criminal gangs for planning the hijack of specific ships or high value cargoes.

2.4 Tolerance and lack of action by the Member States of the IMO

The steady growth in attacks on ships has been met with some apathy by the international community,
including those within the maritime industry itself. In 2000, MUSC personnel experienced a number of
attacks during a project working along the West Coast of Africa and the company tried to raise awareness
of the growing problems of piracy at the IMO, with Lloyd’s underwriters and marine classification societies.
MUSC suggested that the International Safety Management (ISM) Code, then under the final stages of
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development at the IMO could be adapted to provide guidance to seafarers for the enhancement of their
security. Whilst individuals expressed sympathy, there was little evidence of any concerted will to take
positive action to tackle the issues of piracy.

In due course the Norwegian marine classification society, DNV, agreed to cooperate with MUSC to
develop some guidelines for seafarers using the framework of the ISM Code.

Some months later, the attacks on New York and Washington occurred. Very quickly after 9/11, the US
government concluded that their country was vulnerable to attack, not only from the air, but also via their
sea ports. It was this “new” appreciation that provided the impetus for the frantic activity within the IMO
to develop the International Ship and Port Facility Security (ISPS) Code, MUSC was requested to assist
the IMO committee tasked to develop the Code (and was honoured to be invited to address the IMO on
maritime security matters in September 2002).

The growing risk of hijacking and kidnap oV the coast of Somalia was largely ignored by the world’s press
until the spectacular but unsuccessful attack on “Seabourn Spirit” on 5 November 2005. Somali pirates,
encouraged by their successes, are becoming more sophisticated and wider-ranging in their attacks. In spite
of this, there appears to be little international will by governments to take action to curb the activities of
these violent criminals.

Notwithstanding the above, it should be noted that the IMO, TRANSEC and the MCA have addressed
the issues of violent crime at sea through the production of conventions and guidance notes. These include:

— Convention for the Suppression of Unlawful Acts Against the Safety of Maritime Navigation,
1988 (IMO).

— MSC Circular 622 Recommendations to Governments 2001 (IMO).

— MSC Circular 623 Guidance to ship-owners and ship operators, shipmasters and crews 2002
(IMO).

— MGN 298 (M) Measures to Counter Piracy, Armed Robbery and other Acts of Violence against
Merchant Shipping 2002 (Maritime & Coastguard Agency).

However, the introduction of these documents has not had, in themselves, a significant eVect on growing
annual occurrences on attacks on ships.

2.5 Reluctance of many ships’ Masters to report piracy incidents

MUSC believes that actual numbers of attacks are far greater than those reported and that the true figures
may be at least double those quoted in oYcial reports. Many Masters are reluctant to report an incident
because doing so may result in delays to the vessel programme while the incident is investigated. In some
ports, Masters are aware that reporting a crime will result in an unwelcome visit from corrupt police or other
port oYcials who will use the opportunity to extort cash, spirits or cigarettes from the ship. Often the cost
of the delays to the vessel and the demands of the investigators are greater than the value of the losses from
an attack.

2.6 Impact of the ISPS Code

The ISPS Code requires (amongst others) that:

1. Operators of ships of over 500 gross registered tonnage (GRT):

(a) Conduct a security assessment and implement a security plan specific to each ship.

(b) Appoint a Company Security OYcer with direct responsibility for implementing the Code.

(c) Appoint a Ship Security OYcer to each ship.

2. Operators of port facilities that handle international shipping s of over 500 GRT:
(a) Conduct a security assessment and implement a security plan for each facility.

(b) Appoint and train a Port Facility Security OYcer.

3. Contracting Governments:

(a) Conduct security assessments of port facilities.

(b) Approve the security plans of their ships and port facilities.

Since the Code came into eVect on 1 July 2004 most signatory governments have declared compliance.

However, in spite of the apparent compliance, it is generally recognised within the maritime industry that
the Code has not contributed to the security of seafarers. This perception is supported by statistics on
reported pirate attacks and from anecdotal information from insurers regarding claims for cargo theft from
ports. It has been noted that, immediately after the 2004 Asian Tsunami, reports on ship attacks reduced
sharply. This was largely due to the devastation caused to coastal communities in the Indonesian province
of Aceh, one of the world’s piracy hubs. By May 2005, attacks in the area had resumed as the region began
its recovery. At the same time, there has been an increase in pirate activity oV Somalia, in the Persian Gulf
and oV West Africa.
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There are several reasons that the ISPS Code has not produced better security for seafarers:

The primary impetus behind the introduction of the Code was the concern that ships are a potential
vehicle for weapons and terrorists. In other words, those ships—and their crews—are the threat. This is
clearly seen in the US where in many ports seafarers are prevented from leaving their ships. Thus the focus
is not on the protection of the seafarer but on the protection of the country to which the ship will visit.

The schedule for the introduction of the ISPS Code gave the world-wide maritime industry 18 months to
comply with the Code. This resulted in a massive short term demand for security assessments and security
plans for ships and ports around the world, and for the training of large numbers of ship and port facility
security oYcers. It should be noted that prior to the introduction of the ISPS Code, the maritime security
sector was extremely small and specialised. MUSC was one of very few companies around the world who
were active in ship and port security and who commanded any significant experience in the sector. Many
companies and individuals that had no prior experience in maritime security saw the opportunity to expand
their businesses and promoted themselves as experts in this field. Engineering and ship management
companies, marine classification societies and maritime academies have played significant roles in
conducting security training, security assessments and security plans. Few have had any actual expertise in
maritime security matters. The result of this is that many security plans are weak and lack rigour and that
Ship Security OYcers, Company Security OYcers and Port Facility Security OYcers have not received
suYcient training to be eVective. The conduct of consolidation training in the form of exercises and drills
has been patchy. National audits of ISPS compliance is, in many countries, non-existent.

Mariners are required to improve and update their skill levels in most of the areas of their core
competencies. This is not so in the case of security skills. Coupled with this, most mariners (thankfully) are
rarely exposed to attack and so there are few opportunities for the Ship Security OYcer to test and develop
such skills.

The duties of the Ship Security OYcer have been introduced by legislation without any corresponding
requirement to increase manning. Prior to the ISPS Code, there was already much discussion that manning
standards in the shipping industry were at levels where accidents from crew fatigue were becoming worrying.
Many consider that security duties are an additional burden on already overworked merchant ships
complements.

There has been lack of commitment from IMO Contracting Governments to ensure proper compliance
to the ISPS Code by their port facilities. Many countries pay only superficial attention to ISPS compliance
in ports. The IMO website indicates that most countries of the world have reported their port facilities as
compliant with the Code. It is widely recognised amongst seafarers that in very many cases this is not so.
Little eVort has been made to improve perimeter security, access control, etc. The IMO is itself constrained
in that it is obliged to accept a member nation’s compliance reporting as objective. Regrettably, some
nations tend to submit reports that are more imaginative than objective. In short, there is no international
standard in measuring the degree/extent of ISPS compliance.

3. Measures to Enhance the Security of British Seafarers

3.1 Increased Awareness and Education

As stated above, one of the reasons that the ISPS Code has not greatly improved maritime security is the
low levels of initial and follow-on training for Ship Security OYcers. In order to address this situation, a
not-for-profit organisation, the International Maritime and Shipping Organisation (IMSSO), has been
launched to provide an internet-based forum for seafarers and others to allow the sharing of their
experiences in implementing the ISPS Code and in combating piracy and other criminal acts . A website has
been developed and some 100 members have enrolled with the organisation. IMSSO has been introduced
to some of the leading industry trade bodies (such as BIMCO, Intertanko, NUMAST, International
Chamber of Shipping, the Honourable Company of Master Mariners, the International Marine
Contractors Association, marine insurers and others). All have expressed support, but this support has so
far fallen short of any positive commitment to take on some or all of the work required to maintain the
website, collect piracy and related data and promote membership of IMSSO. We propose that Her Majesty’s
Government considers adopting IMSSO to foster greater understanding and information sharing of security
matters amongst British vessels and their oYcers and crews. IMSSO is also an ideal focus for information
sharing between seafarers, regulators, marine insurers and trade associations.

MUSC has been active in the inception of IMSSO, in providing on-going support and funding and
believes strongly that, with appropriate support, IMSSO would be able to provide material benefit to the
British seafarer and the shipping industry in security matters.

Law Enforcement Agencies in many piracy risk areas would benefit from greater awareness and
understanding of counter piracy measures and procedures. We believe that sponsorship by the British
Government of regional seminars and training programmes to advise LEAs in prevention and prosecution
of acts of piracy would be a crucial step, and recommend that this is given serious consideration.
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3.2 Improved Harmonisation of Reporting

In many instances the edges between illegal acts motivated by pecuniary or political gain are blurred. The
spoils from theft, smuggling and hijack are used to fund terrorism. Terrorist threat information provided
by the security services to government agencies does not generally address threat of piracy and crime. The
World Wide Threat to Shipping, prepared by the Defence Intelligence Services provides valuable historical
reports on incidents of attacks on ships but provides little in the way of forward-looking guidance on for
seafarers.

We suggest that TRANSEC may consider:

Adding a piracy risk assessment to the information currently provided to British shipping.

Providing UK seafarers with piracy bulletins and other guidance notes.

IMSSO (introduced in 3.1 above) may be a medium through which such information and guidance could
be disseminated.

3.3 Resolute International Commitment to Deter Piracy and Apprehend Criminals

A co-ordinated and determined international eVort to:

(a) patrol high piracy areas and to provide a high profile to such activities;

(b) to intervene rapidly and robustly when attacks occur; and

(c) to arrest pirates, confiscate or destroy their craft and equipment and to punish the criminals.

These measures would provide a significant and eVective deterrent and would almost certainly result in
a marked reduction in attacks. In order to be able to eVectively suppress pirates, appropriate international
legal instruments may need to be introduced to allow the prosecution, sentencing and punishment of
criminals in situations where national jurisdiction is unclear or where facilities for a fair trial are doubtful
or unavailable.

3.4 Greater international commitment to ensure compliance with the ISPS Code

Those countries whose port facilities do not meet the minimum requirements of the ISPS Code should be
encouraged to do so by “naming and shaming” those facilities that clearly fail to comply and where port
oYcials are corrupt. Poorer countries should be assisted in establishing improved infrastructure and
capacity building to support the enhancement of security in their ports and territorial waters.

3.5 Improved guidance for seafarers for security drills

Ships’ crews that regularly conduct counter-piracy drills are able to react more quickly and eVectively to
avoid boarding by pirates. Initial advice and coaching from experienced specialists in this area can be of
great value. Such guidance may be augmented eVectively by computer-based training (conducted onboard
ship) for all seafarers serving on UK flagged vessels.

This would help to ensure that seafarers are fully familiarised with the appropriate deterrence and
response procedures contained in MGN 298.

Increasing ship manning levels.

Raising the minimum manning levels for merchant ships is likely to increase safety and allow crews to
carry out their security duties more eVectively.

3.6 Funding

Partial or complete funding for some of the activities described in 3.1, 3.2 and 3.5 may be available from
the Global Opportunities Fund.

4. Conclusions

It is encouraging to note the concern of the Transport Committee in piracy and crime issues at sea.

Improvements in navigation, communications and information technology increase criminals range and
capabilities for operations at sea.

Tolerance (or benign neglect) by the international community has caused crime against ships to grow and
become more sophisticated.

Seafarers feel increasingly exposed and under threat.

The ISPS Code has not improved significantly the security of seafarers.

Determined international action needs to be taken to deter, arrest and punish maritime criminals.
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Consideration should be given to assist countries where piracy risk is high through seminars and training
by experts.

Guidance and information to the UK shipping industry and to seafarers should be enhanced.

IMSSO could form a hub for the maritime industry for increasing understanding and improved
application of counter-piracy measures.

Funding for some activities may be available from the Global Opportunities Fund.

5. Recommendations

(a) HMG considers adopting IMSSO (Para 3.1).

(b) TRANSEC considers providing piracy risk assessments and news bulletins to British shipping
(Para 3.2).
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