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Oral evidence

Taken before the Culture, Media and Sport Committee

on Tuesday 26 February 2008

Members present

Mr John Whittingdale, in the Chair

Janet Anderson Rosemary McKenna
Philip Davies Adam Price
Paul Farrelly Mr Adrian Sanders

Memorandum submitted by the Children’s Charities’ Coalition on Internet Safety

Please find attached our response to the Byron Review. It mirrors your own inquiries very closely so I
have made no changes to it.

You will see that we have made some brief comments about video games, in so far as they intersect with the
online environment, otherwise we have focused very largely on the Internet related aspects of your inquiry.

We would also like to make some more general points.

Since 2001 the Home OYce’s Internet Task Force for Child Protection has been the main focal point for
addressing how society needs to respond to the safety and other challenges which have arisen, and continue
to arise, from the emergence of the Internet as a mass consumer product. The Task Force has become a
major element within the UK’s self-regulatory regime. In so far as the Task Force brings together the key
stakeholders from all parts of central government, industry, law enforcement and the world of child
protection, to work out solutions for various problems or concerns, it undoubtedly has performed and
continues to perform an extremely valuable function.

However, from the very outset we have been highly dissatisfied with the level of resources and support
which the Government has devoted to the Task Force. It has never had its own budget and it has never had
any staV who are solely dedicated to its work and purposes.

To the extent that the Task Force has been able to spend money on any particular projects eg public
internet safety campaigns, it has generally had to wait until the end of the financial year was approaching
when civil servants could apply for under spends on other programmes. Planning was therefore impossible.

On one occasion, when there was a crisis in the Immigration Division of the Home OYce, the Task Force’s
Secretary, its key oYcial, was simply redeployed for several months, and without any prior consultation or
discussion with any of the key partners on the Task Force. On other occasions it was also plain that the civil
servants’ other duties meant that Task Force matters sometimes had to go on the back burner.

The net result of this lamentable state of aVairs is that the work of the Task Force has taken longer than
it need to have done or should have done. If there is anything you can do to correct this state of aVairs in
terms of the recommendations you make at the end of your review, we would be extremely grateful.

Having made that critical remark about the way things have worked hitherto, please also understand that
the principle behind the way that the Task Force has been constituted and does it work is of the utmost
importance. We do not know if you will, in the end, recommend any new institutional arrangements for the
management of this area of policy but, if you do, we hope you will bear in mind the enormous importance
which we and the industry attach both to being able to work together in this way and to being able to engage
directly with senior ministers in the Government. Anything which removes or weakens that political link
will also weaken the potential impact of the policy.

Finally, while we can see that there are two distinct aspects to the work that needs to be done in this area,
outreach and education on the one hand, and law enforcement and child protection on the other, we believe
it is also the case that the practice and experience in each area greatly adds value to the other. For that reason
we believe it is to everyone’s advantage that very close working relationships are maintained between people
working in both areas.

January 2008
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Annexe

CHIS RESPONSE TO THE BYRON REVIEW

Section One: Video Games

3. What are the potential and actual risks to children and young people who engage with video games and how
should the Review approach defining and measuring the risks?

Some parents, as well as some children and young people, have expressed concerns to a number of our
organizations about what they see as being the addictive nature of certain video games. Whether or not the
use of the word “addiction” is appropriate is open to debate and we prefer the term “excessive use”. However
there is certainly a great deal of anxiety about excessive use of games and their consequences for example
in terms of the way it might deflect a child or young person from their school work, interfere with or inhibit
the development of social or interpersonal skills, or distract a child or young person from engaging in forms
of physical activity which encourage a healthy lifestyle.

It also may be the case that excessive use of video games is one of a number of compulsive or obsessive
behaviours which develop as a symptom of a deeper, perhaps disguised problem, and it is that underlying
problem which needs to be addressed. Video games clearly oVer children an escape from reality and there
may be factors and vulnerabilities that pre-dispose children to become excessive in their use of video games
rather than the video games causing the problem.

In some countries Governments and other agencies have focused very directly on the issue of “addiction”
to video games and they have considered a number of ways to tackle this including encouraging games
manufacturers to weight the point scoring or winning opportunities within the game so as to create
disincentives to prolonged, unbroken games playing sessions. For example, in this scenario the highest
scoring phases of the game or the most winning opportunities should come early in the game cycle and
thereafter diminishing returns will set in.

Linked to this, an increasing number of child safety software packages are being produced, which provide
parents, teachers or others with the tools to limit the amount of time that the device can be used for game
playing. Some games consoles also can do this but it is not clear to us how well known this sort of feature
is, or how easy it is to implement it.

Finally, some video games also contain an interactive element. A video game may allow players to
communicate with each other in one or more ways during the course of the game. This essentially can
recreate a chat environment with all of the associated risks of allowing contact with inappropriate
individuals, or exposing the child or young person to age inappropriate language or images.

Section Two: The Internet

Benefits and Opportunities

14. What are the benefits of the Internet to a) children and young people, b) society, c) the economy?

In this submission we have tended to focus on the more negative or problematic aspects of children’s
engagement with the Internet. This is not because we do not recognise the benefits and opportunities but
simply because we are made up of child protection and child welfare organisations and this is our primary
focus. At the same time we do think it is important to recognise that the Internet has brought a range of
benefits to children.

The Internet has changed the way we communicate and has opened up new possibilities for us as
individuals and as a society. The Internet has been a major spur to economic growth in the UK and
increasing amounts of economic activity happen on or through the Internet. A very high proportion of jobs
in today’s economy require employees to engage with a range of new technologies.

A growing body of evidence, which will no doubt be referenced by BECTA, is beginning to show how the
Internet is helping to advance children’s and young people’s levels of educational attainment. The Internet
is an entirely unprecedented and unrivalled source of information of every kind. It has completely
transformed many areas of academic research.

15. What are the opportunities presented by the Internet?

We consider that the Internet oVers a number of opportunities to children and young people. As children’s
charities we want to ensure that every child and young person can share in the benefits which the Internet
can oVer. At present there is still a significant residual group who do not have easy or convenient access to
the Internet at home. Increasingly it seems likely that these children will be on the wrong side of the digital
divide and their educational and life chances may suVer as a result. For that reason we very much welcome
the DfCFS’s “Home Access Initiative” which has set itself the ambitious target of ensuring that everyone,
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of school age has “appropriate”1 internet access at home. In the short term the Home Access Initiative is
likely to focus on reaching out to those children in households where there is currently no internet access at
all.2 We think this is right provided that widening access initiatives are accompanied by the appropriate
child safety measures.

As several studies have shown,3 online technologies are now a major part of the lives of children and
young people. Many adults still tend to think of the new technologies in a very instrumental way and go
online to do specific things, for example book travel tickets, or check emails. By contrast for a great many
children and young people the Internet is a fully integrated part of their lives, an extension of existing social
relationships or the source of new ones, and a way of communicating or staying in touch with a wide
social circle.

The benefits of new technology have been especially marked in relation to children who have
disabilities.4 It has helped to break down barriers to their participation and learning as many deaf and
disabled children can obtain information from the Internet that is not otherwise available to them because
it is not in a language or a format they can access. Similarly new technologies such as “web cams” enable
deaf children to sign BSL and communicate directly with friends or to seek help and advice from a range of
sources. It has also however increased their vulnerability to risks as many of these children will be at
increased risk of bullying and abuse over the Internet and may be less aware of these risks and dangers.

The emergence of the Internet has enabled many of our constituent organisations to communicate more
eVectively with children and young people in order to reach them in the spaces where they are spending time.
It has also enabled to children to access much needed advice from a range of sources. For example the
NSPCC has used the Internet to target children in their campaigns to get them to speak out about sexual
abuse and to provide information and links on popular social networking sites. The NSPCC have also
established a text messaging advice service and an online counselling service where children can chat to social
workers in real time over the Internet: there4me.com is an interactive site where children can get help.
Children may be more likely to use services such as There4me because the Internet allows them to feel safer
and more anonymous when they come forward to speak about their problems.

Understanding the Potential Risks

16. What are the potential and actual risks to children and young people who use the Internet and how should
the Review approach defining and measuring those risks?

There are a number of risks that are currently known about including:

Contact

— The Internet and other technologies can facilitate children’s sexual abuse by persuading and
manipulating them into secretive relationships or meetings with abusers or potential abusers. Such
sexual abuse may be contact abuse (through a meeting in the real world) or non-contact (through
webcams and other means). Chatrooms, social networking sites and other online forums are all
places where we know that children may be identified and targeted. Children may personalise their
“profile” on popular social networking sites and are then vulnerable to potential abusers who can
use this information to contact them. We would recommend speaking further to CEOP about the
prevalence and nature of this problem.

— Another related issue is children’s own “self-victimising behaviour”. Recent research by David
Finklehor in the US suggests that much of the grooming that we know about takes place in relation
to older teenagers who deliberately put themselves at risk.5 We also know that children
experiment sexually online (for example posting semi naked photographs or having sexual
conversations with older adults) and thereby encourage inappropriate contact without perhaps
realising the extent to which this may put them in danger of exploitation and abuse. This sexualised
risk-taking behaviour challenges the traditional models of child protection and needs a sensitive
and careful intervention.

1 If a family with four children of school age only has one computer with internet access in the home, and they all need to do
their homework on the same day, several practical problems could arise which could create or exacerbate tensions within
the family.

2 Although the challenges of reaching all sections of society are not to be underestimated. See “The Digital Divide in 2025”,
Future Foundation, London, 2004.

3 See in particular “UK Children Go Online”, Professor Sonia Livingstone, LSE.
4 BECTA (2006) “What the research says about ICT supporting special educational needs and inclusion” http://

www.becta.org.uk/page–documents/research/wtrs–ictsupport.pdf
5 Finklehor, D. (2007) “Online Sex Crimes Against Juveniles myth and Reality: Testimony of D Finklehor, hearing before US

senate”, Crimes Against Children Research Centre, Washington: Committee on Commerce, Science, and Transportation.
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Harmful content

— Children are known to come across and download age inappropriate content or disturbing and
upsetting material. Children may be particularly vulnerable to such content when it is downloaded
on mobile phones and circulated between peers with an expectation or pressure that they will look
at it. The sheer volume of pornographic material that is in circulation, and the ease of access is a
new factor. We do not know how or whether this has aVected children in terms of a distortion of
their “normal” sexual development. There have been no major research studies on this and it
would be diYcult methodologically to track the impact of exposure to harmful material. However,
the methodological limitations that make it diYcult to evidence harm in research clearly does not
mean that it does not have a harmful impact on children. We are aware from our direct work with
children that they can find the exposure to this material upsetting and confusing.

— The Internet provides access to information in an uncontrolled way which can be damaging for
children for example to self harm sites that glorify alcohol, drugs, race hatred, or dangerous
behaviour. Some children will be able to dismiss this content and information without any
problems. However for those more vulnerable children who may be less equipped to interpret and
filter information on their own this may have a harmful impact on them by inciting dangerous or
anti-social behaviour. For example there has recently been a case where a group of children used
a social networking site to facilitate assaults on members of the public.6

— Children’s access to age inappropriate goods and services because of the anonymity of some online
payment mechanisms or diYculty in confirming a child’s age in an online environment is
problematic. Children are known to be able to access alcohol, pornography, weapons and
gambling sites as a result.

Cyber-bullying

— Children are bullied by other children through new technologies in ways that are disturbing and
traumatic.7 Recent research suggests that one third of children experience so called cyber-
bullying.8 However this may not present a true picture of the scale of bullying because in fact
children do not necessarily use or understand the term cyber-bullying or identify it as distinct from
other kinds of bullying. According to research by the “Anti-Bullying Alliance” some forms of so
called “cyberbullying” can be considered by children and young people to be worse than
“traditional” forms of bullying for example when photos are taken and then circulated so that a
record of the bullying stays in circulation.9 In this way a bullying incident can potentially be
scaled up and shared to a wider group. There is also the problem that children can be bullied more
intensively and relentlessly through new technologies because the victim can always be contacted
through mobile phones or other devices. Children are no longer free from the bully when removed
from the physical space or presence of the bully themselves. It is diYcult to quantify the extent to
which bullying through new technologies is or can be worse except through the ways described
above.

— In relation to bullying there is already a great deal of research evidence to show that it can have a
devastating impact on children’s social and emotional development. We consider bullying to be a
child protection issue as it can lead to self harm and in rare and extreme cases it can lead to suicide.
We know that bullying in general is the main reason that children call ChildLine.10

Illegal content

— It is important to acknowledge that the Internet presents new risks to children in relation to the
rise in the mass market of child abuse images. This is both in relation to the children abused to
make these images but also in term of the impact on potential perpetrators for whom viewing
images may break down barriers to abusing. We know that the impact on children abused to
produce images is devastating and the continuing existence of the images of their abuse is likely to
impact on their ability to recover and the success of therapeutic treatment. What we know less
about is whether and if this feeds into a greater sexual interest in children but Operation Ore
revealed an unexpected prevalence and cross section of society in terms of the numbers of
perpetrators who viewed the images of child abuse.11 The NSPCC are currently campaigning to
ensure that all Internet Service Providers are blocking access to Child Abuse Images in order to
help tackle this growing problem.

6 http://www.manchestereveningnews.co.uk/news/s/1010/1010104–kids–arrested–for–fixing–up–fights.html
7 http://www.childnet-int.org/downloads/cyberbullyingOverview.pdf
8 Anti-bullying Alliance Research—do they define cyber bullying.
9 An investigation into cyberbullying, its forms, awareness and impact, and the relationship between age and gender in

cyberbullying, A Report to the Anti-Bullying Alliance by Peter Smith, Jess Mahdavi, Manuel Carvalho and Neil Tippett Unit
for School and Family Studies, Goldsmiths College, University of London.

10 There were over 37,000 calls to ChildLine about bullying in 2006–07.
11 Operation Ore is a large-scale international police operation that commenced in 1999 intending to indict thousands of users

of websites featuring child abuse images. In the United Kingdom, it has led to 7,250 suspects identified, 4,283 homes searched,
3,744 arrests, 1,848 charged, 1,451 convictions, 493 cautioned, 879 investigations underway, 140 children removed from
suspected dangerous situations and at least 35 suicides.
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— Although it is diYcult to quantify it seems plausible that the Internet through facilitating a rapidly
growing trade in images has not only meant that more children are abused to produce images but
also may have sustained a high prevalence and possibly even an increase in sexual interest in
children. Research on the links between viewing images and going on to commit contact abuse
currently shows a great deal of variation.

— We are concerned that currently not enough resources are dedicated to identifying and protecting
the children who are abused in images. Currently there are over 20,000 images of children in the
Interpol database and only a tiny fraction of these children (some 500) have even been identified
and protected. Linked to this is our concern about the current lack of government funding for
victim identification work. We consider that CEOP needs core funding in order to perform this
task and should not have to rely on support from voluntary organisations like the NSPCC and
others.

How do we understand and classify these risks?

In general the perception of risk is shaped by the level of media interest rather than research and there is
a shortage of up to date relevant and useful research into children’s internet use. However we consider the
risks of cyber bullying and of sexual abuse to be very serious. We know that bullying has often not featured
in conventional approaches or concerns about children’s online safety which has tended to centre on
preventing sexual abuse. Only recently has the scope and scale of cyber-bullying become clearer as a serious
harm to children. It is also only recently that we have become aware of the extent and level of sexual interest
in making contact with children with the overview reports from the CEOP centre.12

17. What do a) children and young people and b) parents already know about the potential and actual risks
of using the Internet?

In our experience it tends to be that the majority of parents have a poor understanding of what children
are actually doing online and an even poorer understanding of how to protect them in that space. A major
new push is needed to reach parents and more could be done to help them such as in the pre-installation of
internet safety software.

In relation to children the research shows great variation in understanding and interpretation of the
risks.13 This is explored in more detail below.

18. What do a) children and young people and b) parents think and feel about the potential and actual risks
of using the Internet?

Several opinion polls have indicated a high level of parental anxiety about the risks to children and young
people found on the Internet.14 We are keen to highlight here the substantial lack of education for parents
and the overwhelming gap between what parents know and what children know in terms of the technical
aspects of IT. Recent research from NCH shows that most parents do not know what their children are
doing online and this clearly makes it very diYcult for them to protect and educate them about the risks.15

Currently parents that we talk to almost feel overwhelmed by the risks of the Internet and are unclear about
an appropriate response, there is both a tendency to fail to acknowledge the risks of the Internet or to overact
to the exposure that the Internet provides. Above all parents have a very poor understanding of risks,
benefits and opportunities of the Internet.

We consider that we need a major new eVort to reach out to parents to help them improve their own
understanding of the online environments which their children inhabit and to show them how they can better
support their children in relation to that environment. Schools will have a very important part to play in this
but relying solely on schools as the vehicle to reach parents will not be suYcient. Some of the most vulnerable
children and parents will have little contact with school.

In relation to children and young people there is also a need for a continued focus on reaching out to
children and young people themselves to teach them about the hazards of the technologies and how to avoid
them. Children often understand the technology better than they understand the risks.

Many children inevitably do understand the risks of the online environment but will take risks as a natural
part of growing up and pushing boundaries. Sonia Livingstone’s research found that some of the most
empowered internet users are those that take the most substantial risks.16 In this context protection
becomes not only about educating all children about risks and consequences of the Internet but also about
ensuring that if children do take risks the channels of communication and ways of accessing help remain
open. Inevitably some children (particularly older children) will push boundaries online. We need to ensure

12 http://www.ceop.gov.uk/pdfs/CEOPStrategicOverview2007.pdf
13 Livingstone, S. (2005) “UK Children Go-Online”, London: ESRC.
14 http://www.ipsos-mori.com/polls/2006/s060117.shtml
15 Carr, J. (2006) “Get IT Safe: children, parents and technology survey”, www.nch.org.uk
16 Livingstone, S. (2005) “UK Children Go-Online” ESCR Research programme. London: LSE www.children-go-online.net
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that they can talk to adults about their experiences when things do wrong, and that adults around them
know how to act to protect them. We recommend funding a major public awareness campaign that educates
adults and children about internet safety.

Helping Children, Young People and Parents Manage Risks

19. What are the range of mechanisms that exist to help children, young people and parents manage the
potential or actual risks of engaging with the Internet?

There are a number of mechanisms that could be used to protect children who are using the Internet.
There are several large manufacturers and retailers who aim their products at the domestic market. As part
of their sales pitch, they extol the educational and other advantages which having ready access to the Internet
at home can bestow on children. Yet at the present time, when they sell an internet enabled device into the
domestic market, to a parent or carer, for use by a child, they do not routinely provide any safety related
advice about the technology. The current situation relies on the idea that parents will take the initiative in
terms of buying and installing appropriate safety software. As Professor Sonia Livingstone’s study “UK
Children Go Online” and other studies have shown, the reality is very diVerent for most parents. That is
why CHIS has advocated that all new internet enabled devices sold into the domestic market should come
with child safety software preinstalled and set to the highest level of security, and this is currently the subject
of an NSPCC campaign.

Using technical measures, such as child safety software, is by no means a complete answer to keeping
children safe when they go online, but in our view it is an important first step, particularly in protecting
younger children. Software needs to go alongside education and awareness of parents and children and it
can be a tool that helps parents while they are also encouraged to engage with their children about safety
issues. We consider that the point of sale of any internet enabled device should be a learning opportunity
for both the child and their parent or carer.

A key point was made by the recent House of Lords Select Committee in relation to the range of technical
measure available to protect children. At paragraph 8.7 the Select Committee asked for a reappraisal of the
“end-to-end-principle”. In paragraph 8.8 they explain that “The current assumption that end users should
be responsible for security is ineYcient and unrealistic”. We agree with this point and would like to see a
review of how it would be possible to strengthen the measures that the industry can take to keep children
safe.

However much we educate children there will still be some whose vulnerability makes them unable to
adequately protect themselves against new and emerging risks. There are big gaps in the education of parents
and with converging technologies the challenge of protecting children becomes more diYcult because the
Internet can be accessed from an increasing number of platforms without their parents even realising, let
alone engaging or monitoring.

There is a need to ask for improvement from industry at every level. Pre-installation is one measure but
there are a number of other key things. CHIS also considers that there are roles and responsibilities for
Internet Service Providers in terms of providing safety settings if they are selling internet connectivity and
that ISPs could be better encouraged to police their own sites. We also support the House of Lords
Recommendation (8.23) that it would be helpful to develop a kitemark for social networking web sites. The
Good Practice Guide being developed within the Home OYce Taskforce subgroup on social networking
services could provide the basis of a kitemark of this kind. This would help to orientate parents as to the
safety of diVerent sites their children spend time and act as an incentive for sites themselves to comply with
safety standards above and beyond the guidance.

20. Are children, young people and parents aware of the tools available and to what extent do they use them?

See above and also Sonia Livingstone’s report: UK Children Go Online. As this report makes clear
children and young people are not a homogenous group with regard to their internet use. This research
found a significant “digital divide” between those more expert users and those who have a narrow and far
less engaging internet experience. There is also inconsistency between children in how and whether they are
aware of tools and whether they choose to manage risk posed by the Internet. For example some children
are unaware that their profiles are public when they put information on social networking sites.

21. In what other ways do a) children and young people and b) parents seek to manage the perceived risks of
using the Internet and how do they feel about their ability to do so?

See answers to 17 and 18 above.



Processed: 24-07-2008 21:29:22 Page Layout: COENEW [O] PPSysB Job: 395071 Unit: PAG1

Culture, Media and Sport Committee: Evidence Ev 7

22. How well do these diVerent approaches and mechanisms work?

The available research seems to suggest that there is a low level of uptake of the technical tools that are
on the market, and a low level of knowledge or confidence about how to approach the issues.17

23. What roles do the retail and advertising sectors play in child safety online?

There have not been any major public facing awareness campaigns in the mass media on the wider issues
of child safety on the Internet. So far the only awareness campaigns have been Government or police
sponsored campaigns that have focused on the most extreme form of risks such as abusers trying to groom
children over the Internet. Given how much the internet industry spend on advertising their products to
customers we consider that the absence of an equivalent advertising spend on child safety is regrettable.

24. What opportunities exist for children, young people and parents to learn about safe, responsible and
fulfilling internet use—and do they help?

There are tools available to children to help them surf the Internet more safely. In particular CEOP
manage the excellent thinkuknow.co.uk site. However our experience is that children are not necessarily
accessing the safety tools enough and that the subject is not necessarily integrated into a whole school
approach or within the PSHE curriculum. We recommend that children and young people are taught about
internet safety skills within the Personal and Social Health Education where children learn about acceptable
behaviour and staying safe in relationships.

There are also clear gaps in terms of the skills and capacities of the workforce to educate children about
online safety. Recent research shows that the current professional awareness and training in e-safety is low,
for example research carried out by Childnet International which involved interviewing 400 teacher trainees
at four diVerent initial training institutions showed that currently online safety was not being covered within
the teacher training curriculum and there was no statutory or other requirement that it should be so. Yet
overwhelmingly both students and tutors alike thought that this was an issue which ought to be covered.18

There is now a provision within the National Curriculum which addresses online safety and related issues
for school students. However, it is still left to individual schools to determine whether or not to take up this
module and incorporate it into lesson plans. We consider that this should be part of the compulsory or core
curriculum at all schools and similarly that it ought to be a compulsory part of the curriculum for all trainee
teachers at teacher training institutions. Ways should also be found to ensure that the existing body of
practising teachers are equipped with basic training and skills in this area.

Schools are in a sense the most major and obvious gap. However there are a range of professions which
focus on child development or child protection in education, in social services and in the health service, or
that work with child sex oVenders within the National OVender Management Service. In all these
professions we need to ensure that all new entrants and existing practitioners are familiar with the broad
spectrum of online risks facing children, and how to avoid or deal with them.

It is also important to ensure that e-safety is promoted more widely among adults, rather than simply to
parents or “professional” audiences. It is important to build awareness and capacity not only among
professional groups of staV but also among all workers or practitioners providing services or creating spaces
for children and young people. For example adults working in care homes, community groups, play groups
and youth clubs can have an informal and yet highly influential impact on children lives. Given the
Government’s recent commitment to widening access to the Internet to all children, including some of the
most excluded and vulnerable, it is important to reach out to all adults in order to ensure that they have at
least a basic knowledge of how to protect children online and about how to intervene to help prevent abusive
behaviour. Teaching on e-safety should therefore be part of a wider range of courses and training materials
for all of those responsible for any kind of care or supervision of children.

25. What, if anything, needs to be changed in order to help children, young people and parents manage the
potential or actual risks of going on line and what are the pros and cons of diVerent approaches?

The answers above explore the diVerent initiatives that could improve children’s safety on the Internet.
It is important however to consider the whole political framework within which we work on internet safety
issues in the UK. Currently in the UK there is a system of self-regulation of industry whereby we achieve
improvements in children’s safety in the online environment through successful partnership between
industry, government and children’s charities.

Overall we consider that the online environment is balanced in favour of self-regulation. However we do
think that there are a number of improvements that need to be made for the current regulatory regime to
be satisfactory for the children’s charities. The high tech companies need to make child protection issues a

17 Livingstone, S. (2005) “UK Children Go-Online”, London: ESRC.
18 ChildNet (2007) “E-safety: Evaluation of Key Stage 3 Materials for Initial Teacher Education”, http://www.childnet-int.org/

kia/trainees/
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greater priority in their overall work and to continue to develop better technical solutions to help keep
children safe. One example of this would be to encourage the greater use of age verification technologies.
This would help discourage many oVenders who otherwise to seek to exploit the apparent anonymity of the
Internet, and it would also help sustain various laws which restrict the provision of certain goods and
services to minors.

Section Three: General

27. What impact will new ways of accessing media have on the questions being considered in this review?

The emergence of converging technologies changes the way we need to work and the way we think about
child protection and safety issues. As increasingly all technologies increasingly speak the same internet
enabled language to each other this changes the magnitude of the risks. Points of access to the Internet are
multiplying and the Internet is available on phones, on lap tops and on games consoles.

One particular feature of changing internet use is of course the huge rise (and popularity among children
and young people) of social networking and user generated content. These sites bring together into one
platform all the pre-existing interactive technologies, in other words chat discussion, photo email messaging
and webcams. This accompanies the rise and ubiquity in the UK of mobile phones where children can now
access the Internet, including social networking. In the UK 96% of children have access to mobiles by age
11 and more or less a third are using the internet on their mobiles.19 The average age at which children are
being given their first mobile appears to be continuing to fall. In fact mobile phone use has reached almost
100% of children and young people in particular age groups.20 As we have already noted, the ownership of
computers with internet access at home is also high and rising.21 In a study published by the “End Child
Poverty Campaign”22 it is clear many children now believe that not having a mobile phone or not having
access to a computer with internet access at home are becoming modern day signs of poverty. While not
every child currently has access to the internet or other enabling digital devices such as a mobile phone, the
whole drift of policy looks forward to a time when we are all connected.

This raises the debate about the changing the nature of children’s lives and ways in which children may
not think about technology like adults do and they do not seem to distinguish between the online and oZine
worlds. Increasingly child protection has to keep up with the fact that the internet is seamlessly integrated
into children’s lives. This has implications for the risks they face and we need consider better the ways we
can attempt to protect children. With converging technologies our advice can end up looking a bit “old
fashioned” for example a few years a key piece of advice to parents was to “put the computer in the family
room”—and this still is important advice especially for young children, but with children increasingly
accessing the Internet in multiple diVerent locations this is no longer the most practical piece of advice we
can give.

January 2008

Memorandum submitted by Childnet International

Childnet International is a registered charity, established in 1995, working with children, young people,
teachers, parents and carers, industry, government and policy makers to help make the Internet a great and
safe place for children, both in the UK and on a global level.

As a charity committed to promoting the safety of children and young people, Childnet’s response focuses
on the potential risk posed to children and young people on the Internet rather than to all consumers.
However, Childnet would urge the Committee’s thorough consideration of the elements of risk posed to all
diVerent types of consumers particularly those with learning diYculties and disabilities.

Childnet’s response consists of an introduction to Childnet and Childnet’s overarching thoughts on the
topic of online safety. Childnet’s submission then outlines the benefits of the Internet, particularly the
opportunities it oVers to create and discover content and to connect with others. In considering the risks,
Childnet’s submission outlines attitudes to risk and dealing with risk. It is in the dealing with risk section
that Childnet discusses the current regulatory approach in this area.

Childnet’s response contains three main conclusions:

1. The need for ongoing education and awareness initiatives as new generations continue to come
online and with the advent and development of new technologies and applications.

2. The recognition that while filtering and monitoring can be a useful tool, there is no substitute
for parental involvement in communicating key messages regarding online safety.

3. The importance of multi-stakeholder engagement and the need for industry accountability.

19 Interactive Kids (2005) http://www.childwise.co.uk/images/Interactive%20Kids%2005.ppt
20 The Mobile Life Youth Report See http://www.yougov.com/archives/pdf/CPW060101004–2.pdf
21 See http://www.evaluation.icttestbed.org.uk/community/2005/findings/3
22 See www.endchildpoverty.org.uk
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Childnet would welcome giving evidence to the Committee as part of this inquiry if called to do so, but
recognises the wide remit of this inquiry and would be happy to meet with Committee members separately
to talk about the work that Childnet has undertaken in this area if required.

Introduction

4. Childnet International is a registered charity, established in 1995, working with children, young
people, teachers, parents and carers, industry, government and policy makers to help make the Internet a
great and safe place for children, both in the UK and on a global level. For the past 12 years, Childnet has
sought to promote the positive use of technology by highlighting the creative and beneficial things that
children are doing with new technology, as well as responding to the potential risks.

5. Childnet believes that the Internet oVers a large number of opportunities and benefits, but accepts that
risks are part of life and believes that it is important for children and young people to learn to understand,
assess and manage risks, both oZine and online, as part of the growing up process.

6. This does not mean however that children and young people should be left unsupported on the Internet
and Childnet believes that there should be a shared responsibility with clear roles for all relevant parties to
play including government, industry, schools, the media, parents and of course children and young people
themselves in ensuring the safety of young people and children online.

7. Childnet has developed a number of resources in partnership with the UK Government and others
designed to help young people and parents assess and manage the risks that they may encounter online.
Some of these resources are mentioned in the main body of Childnet’s response to the questions asked in
the review document and a full list of Childnet’s resources is laid out at Annex A.23

8. Childnet’s response focus on children and young people rather than consumers in general as this is the
focus of Childnet’s work.

9. Childnet welcomes the attention that harmful content on the Internet has received recently and
understands that this review is separate from, and has a wider remit than the Byron Review. As emphasised
in Childnet’s response to the Byron Review,24 Childnet believes that it is vital that the Culture. Media and
Sport Committee recognise the work that has already been undertaken in this area.

10. There are various diVerent initiatives designed to further E-Safety underway, including government
and industry working groups, education initiatives for teachers, parents and children and the development
of better filtering and monitoring tools. However, it is important that real multi-stakeholder participation
is achieved in order to produce a meaningful and consistent message, and that there is not duplication of
work. Childnet has always stressed the shared responsibility for this work and believes that the Committee’s
findings of this inquiry must be careful not to polarize and proportion blame on any sector, but actively
engage and appreciate the tremendous challenges that exist in catching up with the changes in technology
and the global nature of the medium.

11. At the outset it is important to reiterate that Childnet does not believe that there is a “silver bullet”
type solution that will act to ensure the safety of children and young people online or minimise potentially
harmful content online overnight. Rather securing the safety of children and young people as they engage
with and use new technologies is a long term process requiring education aimed at the behaviour of various
user groups and providers of the technology. Childnet believes that an integrated approach to sharing key
messages and empowering Internet users, particularly children and young people to use the Internet and
mobile phones safely is vital.

12. The Committee’s consideration on harmful content on the Internet should keep a balance between
recognising the very real fear and concerns that many parents and other late adopters of the technology
have, with the undoubted benefits and positive opportunities which the new interactive, mobile and gaming
services provide for children—both within the family and within the whole-school community.

The Benefits

13. The Internet provides a wide number of benefits to children, young people, society and the economy
alike. Over the last few years, the Internet has become an indispensable part of family life. 61% of homes in
the UK now have Broadband access and 84% of those households have a broadband connection.25

14. Current academic and public policy research shows that the use of technology assists teachers and
tutors, improves attainment and motivates students in new ways. This has most clearly been demonstrated
by raised standards and improved learners’ attainment in schools and further education colleges where
technology had been eVectively embedded.26 Use of technology also helps children and young people to
develop key skills required for thriving in today’s economy.

23 Childnet’s Award-winning resources can also be accessed through the Childnet website www.childnet.com
24 See http://www.childnet.com/publications/policy.aspx
25 National Statistics Omnibus Survey; Northern Ireland Omnibus Survey; Survey of Internet Service Provider, (28 August

2007) http://www.statistics.gov.uk/cci/nugget.asp?id%8
26 Learning in the 21st century: The case for harnessing technology; (17 September 2007).

http://publications.becta.org.uk/display.cfm?resID%33996
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15. Furthermore, the Internet presents a great number of opportunities for children and young people
to discover content, create content and connect with other people.

16. The Internet can be likened to the greatest library in the world. Search engines facilitate eVective
searches through vast reams of data which, with due care and caution, can be utilised by children and young
people in doing their homework, and investigating subjects of personal interest.

17. The Internet also empowers young people to create content in new and exciting ways. The Childnet
Academy awards programme which ran from 1997 to 2005,27 acted to showcase some of the ways in which
children around the world were creating content online and using the Internet for good.

18. The Internet can act to bring children and young people together, connecting them through diverse
applications and in many instances the Internet oVers the opportunity to break down barriers such as
geography, thereby enabling peers to connect inter-globally as well as breaking down barriers created by
disability that may be a block to conventional dialogue and interaction.

19. The creation and development of applications termed as Social Networking Sites, such as Facebook,
YouTube, Bebo and MySpace have added to the ways that children and young people are able to express
themselves and publish material online giving them a voice and enabling them to post creative content
without the need to learn html and specific coding languages.

20. In addition to these advantages for children and young people there are tremendous advantages for
society and the economy to the extent that it is now generally recognised that the Internet is becoming an
indispensable part of family life, and those without access are disadvantaged from access to cheaper
products and 24/7 services, shopping, access to information, participation and the very democratization
within society. Increasingly the skills required in the new “Knowledge Economy” are the skills which the
Internet fosters such as creativity, presentation, networking, retrieving information, assessing value,
analyzing and reviewing.

The Risks

21. It is important to balance these positive factors against the risks that children and young people may
face online. Childnet believes that there are three main risks facing children and young people in the online
world; Content, Contact and Commercialism.

22. There is a risk that when using the Internet or other online services and technologies, young people
may be exposed to inappropriate content. This may be material that is pornographic, hateful or violent,
encourages activities that are dangerous or illegal, or is just age-inappropriate or biased. One of the key
benefits of the web is that it is open to all, but unfortunately, this also means that those with extreme political,
racist or sexist views also have a voice. However it is important to clarify that both harmful and illegal
material can put children at risk and children may be placed at risk by accessing content that may not be
illegal or considered harmful in its rightful context.

23. Children and young people are also put at risk by accessing content that may not be accurate. Use
of unverified websites may put children and young people at risk from accepting content to be true when in
fact it is not. Anyone can write what they want and post it on the Internet, and as a result not all the
information available online is good information. Inaccurate information can be misleading or even
dangerous in some situations, for example when it covers health advice. Plagiarism and copyright are also
key issues, particularly in relation to copying schoolwork and downloading music or games, as popularised
by many filesharing services.

24. The Internet is a fantastic tool for keeping in contact. However there is an element of risk involved
in this and children and young people can be at risk from unwanted contact on the Internet from those who
may seek to bully them and also sadly from sexual oVenders. Childnet’s youth panel highlighted a lack of
awareness surrounding children and young people verifying new contacts and checking their reliability,
perhaps most evident in the willingness to add “friends of friends” to their personal contact lists in various
online fora. The youth panel also underscored a lack of awareness regarding privacy online. This is an issue
both in terms of sharing contact details and also in sharing financially sensitive details.

25. The Internet is also a commercial environment. As young people and children have migrated online
from other forms of entertainment so the marketing industry has developed sophisticated and innovative
techniques to chase them. Children and young people may be placed at risk in the commercial environment
online where data protection rules and marketing codes of practice are flouted, hidden persuasion
techniques are employed in the form of advertisements and commercial messages that cannot be easily
identified by children and where products and services that have a legal age limit are advertised
indiscriminately such as gambling and dating. Childnet’s recent research report titled “Fair Game?
Assessing commercial activity on children’s favourite websites and online environments” co-authored with
the NCC and Dr Agnes Nairn highlighted the impact that commercial activity has on children online.28

27 See this for examples of previous winners: http://www.childnetacademy.org/
28 This is available on the policy documents section of the Childnet website at: www.childnet.com/publications/policy/aspx
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26. The proliferation of Social Networking Sites such as Facebook, YouTube, Bebo and MySpace has
also led to wide variety of risks. Children and young people are not discriminate about the information that
they “put up” and make available for others to see online and many young people are uploading music,
images or videos without thought about the long term consequences.

27. Social networking sites also bring the very real danger that young people may readily share personal
information or images that could put them at risk, both emotionally and physically.

28. Furthermore, there has been an increase in online “peer abuse” and in the UK, a reported 22% of
children and young people claim to have been the target of cyberbullying.29 In 2007, Childnet was
commissioned by the Department for Children, Schools and Families to produce advice and guidance for
schools on preventing and responding to cyberbullying. Childnet worked in close consultation with a wide
range of sectors including children and young people, schools, industry, law enforcement, professional
bodies, parent groups and child welfare organisations to produce this well-received guidance.30 Childnet
have also produced a DVD resource which can be viewed by pupils, staV and parents, to help build a whole-
school community approach to dealing with this problem.

29. Childnet believes that the risks outlined above are extended by the ongoing convergence of
technology. As the Internet is increasingly accessible from ever sophisticated mobile phones, the risks are
extended by the fact that mobile phones are personal, meaning that children and young people can, and
often do use them away from supervision. Furthermore, the portable and private nature of mobile phones
combined with the fact that children and young people are not discriminate about when they turn their
phone oV, renders it likely that are always reachable via their phone.

Attitudes to Risk

30. However, research has told us that there is a diVerence between the reality of the dangers experienced
by children and young people online and the perception of their parents and carers of the extent of these
experiences.31

31. There is also a diVerence of opinion as to what constitutes online risk. Very often parents are unaware
of the risks posed by technology, which in itself is a risk as lack of discussion on these areas may lead to
potential isolation of the child or young person in their online experience leaving them more vulnerable than
a young person or child exploring the Internet with parental supervision. For example, a child may not
confide in their parent about a negative experience in a chat room if the child felt that their parent did not
know what a chat room was and how it operated and thereby might not be in a position to give advice.
Conversely, children and young people might be reluctant to share their experience through fear of the
potential response of the parent or carer in dealing with the problem, such as their mobile being confiscated
or their internet access limited. The technology has become such an important and integral part of children’s
educational and social lives that the risk of losing is would be terrible. One child in a focus group held by
Childnet in 2004 said, “If you take away my mobile phone you would take away a part of me”.

32. In many instances, what parents perceive to be the key and immediate danger for their children is not
the same thing as that which children perceive to be a danger. Focused Childnet discussion sessions with
young people has suggested that their biggest fear online is their peers, with many concerned about suVering
at the hands of their peers through a “practical joke”, or through their email account being hacked into
for example.

33. Childnet’s work with adult in parent’s focus groups has revealed that there is also a split in perception
of risk based on the user’s own experience. Users who are more technology savvy themselves are aware of
the subtle consumer manipulation and content related risks that in many instances young people may
encounter on the Internet.

Dealing with Risk

34. There are a range of mechanisms that exist to help children, young people and parents manage the
potential or actual risks of engaging with the Internet. Childnet firmly believes that the key universal point
of access in engaging with children, young people and schools in managing the potential and actual risks of
engaging with the Internet is through schools.

35. The most comprehensive work in the UK to date which identifies the risks that children and young
people are faced with is the UK Children Go Online Survey (2005). However, nearly one third (30%) of
children and young people questioned in the study reported having received no lessons at all on using the

29 Research carried out for the Anti-Bullying-Alliance (ABA), P Smith, J Mahdavi et al 2006.
30 This can be accessed in summary version http://www.digizen.org/downloads/cyberbullyingOverview.pdf. A full text of the

guidance copy is available from the DCSF http://www.digizen.org/downloads/cyberbullyingOverview.pdf
31 This is evidenced by the UK Children Go Online report which revealed that although 57% of children and young people

between the ages of 9 and 19 had come into contact with online pornography, online 16% of their parents thought that their
child had seen pornography on the Internet UKChildrenGoOnline; Surveying the experiences of young people and their
parents (July 2004). http://personal.lse.ac.uk/bober/UKCGOsurveyreport.pdf
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Internet, risking the dangers of ill-informed use. Childnet firmly believes that a three pronged approach
comprising of inspection, curriculum and continuing professional development should be implemented in
the UK, and would like to see e-safety as a mandatory part of the National Curriculum.

36. Managing, guiding and regulating children’s Internet use is a delicate and challenging task and one
that Childnet believes will most eVectively be pursued with children’s cooperation, particularly by
empowering them to manage their own online experience.

37. It is crucial that parents are helped in this area, and are brought up to speed with the technology their
children are using, and also the potential risks and the key safety messages they need to ensure their children
know. In 2007 Childnet produced a CDROM called Know IT All for Parents for the DCSF, and in only a
few months over 1 million of these had been ordered. There is a great demand for information here.

38. Other mechanisms also exist to help children, young people and parents. The majority of ISPs in the
UK are committed to helping and supporting their customers to manage their own online experience. Many
ISPs provide access to forms of parental control that users can apply themselves through a selection of
various levels of protection. Equally, ISPs provide advice and guidance on a range of other issues as well as
operating help lines for their customers. There are also a wide range of tools oVered by ISPs to their
customers on a cost basis. However, despite the many filtering tools on oVer there are still parents who are
unaware how to use these tools or who deactivate them as a result of over-blocking. Furthermore, many
users are not aware of the very basic tools that are available to them, or how to use them. It is important to
make sure that people are aware of the existence of such tools and that they understand how to use them.

39. In considering the revisions to the regulatory approach in this area, Childnet accepts the importance
of the self-regulation to the Internet industry in the UK and would be hesitant to propose stringent
regulation or the creation of any new regulations in this space.

40. With regards to industry, the self-regulatory regime set out in the Communications Act is ongoing,
and while widely considered to be successful it is not monitored. There are strong industry best practice
messages coming from industry bodies such as the Internet Services Providers Association (ISPA) and the
best practice guidelines set out by the HOTF,32 but these valuable guidelines are not mandatory and there
is currently no way to easily verify how far industry is conforming with good practice advice. It is crucial
that industry do take up the recommendations outlined in the industry good practice to ensure that the key
child protection issues have been addressed and built into the services that they provide.

41. As an international organisation, Childnet has had the opportunity to share its resources on a global
and level and also to review online safety initiatives elsewhere in the world. One initiative that the Committee
might be interested in considering is the scheme announced by the Australian Government in 2006, aimed
to provide every family with a free Internet filter. Under this scheme it was proposed that every family would
be provided with a free Internet filter as part of a $116.6 million package of measures to crack down on
Internet pornography. Under this scheme, called the National Filter Scheme, families were oVered a filtered
service or a free filter for their home computer either for download from a dedicated website or delivered
to them on CD-ROM. ISPs were also required to oVer filters to new and existing customers at no
additional cost.

42. A crucial part of this campaign was the comprehensive national community education campaign,
conducted to ensure that all Australian families were aware of the benefits of regulating their children’s
Internet experience by using a safe and eVective computer filter. It was envisaged that the filters would allow
parents to set access limits based on their own family values to protect children from oVensive content on
the Internet and emerging new mobile content services. An important and key part of the approach involved
educating parents about the dangers present on the Internet and equipping them with the tools they needed
to make sure their children remained safe online.

43. In highlighting this initiative, Childnet only seeks to highlight to the Committee approaches taken to
minimize the availability of harmful content in other parts of the world, and to inform further thinking on
this topic. It is important to reiterate that software tools are not 100% eVective and should not be seen as
panacea to internet safety, but rather as a helpful aid.

44. Because children will be increasingly accessing the Internet on their mobile phone, it is crucial that
they and their parents/carers are aware of the tools which exist to assist them in this area. For example, the
Mobile Operators in the UK have signed up to a Code of Practice around helping parents keep their children
safe, and this includes several commitments to provide information and tools to help protect children from
certain types of content.33 However Childnet has found that despite these tools being available to parents,
not all parents whose children have mobile phones are aware of these tools, or even of what services are
available on their child’s phone. To respond to this Childnet have developed a Checklist for parents who
are thinking of getting their child a phone,34 containing questions that the parent needs to ask the mobile
operator to ensure that all the available protections for their child’s phone are in place. O2 are using this

32 See http://www.police.homeoYce.gov.uk/operational-policing/crime-disorder/child-protection-taskforce
33 The UK Mobile Operators—Orange, O2, T-Mobile, Virgin Mobile, Vodafone and 3—signed up to a Code of Practice in

January 2004 with the stated aim of helping parents keep their children safe (see www.imcb.org.uk/assets/documents/
10000109Codeofpractice.pdf). As part of this code they agreed to certain conditions concerning the provision of new content
and services on mobiles, including Internet content and services.

34 See http://www.childnet-int.org/downloads/mobilesQ.pdf
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Checklist in their communications with their customers, and Childnet is continuing to work to get more
operators to take on this Checklist to help ensure parents are taking up all the information and protections
that are available to them.

45. This Childnet mobile checklist for parents illustrates a really important point, namely that there is a
need for companies to better promote the existing tools and services they have established to parents at the
point of sale. Having tools is one thing, helping parents use and feel confident about them, evaluating their
impact and value in protecting children is quite another thing. Childnet is committed to working with
various partners in promoting and also distributing Childnet’s resources.35 A copy of the checklist as an
Appendix B of this submission as an example of how parents could be made more aware of tools and how
to better use them.36

Conclusion

46. It is important that all Stakeholders in this area engage in meaningful dialogue and also play their
part in dealing with harmful content on the Internet.

47. Childnet believes that industry should consider how best to verify the success of best practice
measures in this area and implement meaningful methods of assessment.

48. While filtering and monitoring can be a useful tool, there is no substitute for parental involvement in
communicating key messages regarding online safety.

49. Childnet believes that there is a need for ongoing education and awareness initiatives as new
generations continue to come online and with the advent and development of new technologies and
applications.

A summary of Childnet’s resources is available at Annex A.

January 2008

Annexe A

CHILDNET RESOURCES

Childnet has developed an exciting range of award-winning online projects resources and oZine resources
for children, young people, parents/carers and teachers.

Buying a Mobile Phone—A Checklist for Parents

Childnet worked in conjunction with The UK Mobile Operators to provide parents with a checklist of
important questions to ask their Mobile Operator when purchasing a mobile phone so that they can ensure
that they have the tools and support to help their protect children and to make sure they get the most out
of using their mobile phones safely.
http://www.childnet.com/downloads/mobilesQ.pdf

Chatdanger

Chatdanger is a site all about the potential dangers on interactive services online like chat, IM, online
games, email and on mobiles. Aimed at children and young people it oVers tips about keeping safe and
presents true life stories of how some young people have been aVected by danger online.
http://www.chatdanger.com/

Cyberbullying Guidance

In 2007, Childnet was commissioned by the Department for Children, Schools and Families to produce
advice and guidance for schools on preventing and responding to cyberbullying. Childnet worked in close
consultation with a wide range of sectors including children and young people, schools, industry, law
enforcement, professional bodies, parent groups and child welfare organisations in producing this material.
http://www.digizen.org/cyberbullying/

Digizen

Digizen is Childnet’s latest online oVering aimed at promoting “digital citizenship”. Digital citizenship
is not just about recognising and dealing with online hazards, rather it is about building safe spaces and
communities, understanding how to manage personal information, and about helping an individual use
their online presence to grow and shape their world in a safe, creative way, and also to inspire others to do

35 Such as the DCSF who distribute a range of Childnet resources to schools through their prologue distribution service.
36 Not printed.
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the same. The website oVers information, advice and resources for using Social Networking Services with
young people, a competition and the opportunity to customize a personal Digizen widget and information
and advice on recognizing and tackling cyberbullying.
http://www.digizen.org/

Jenny’s Story

“Jenny’s Story” is a hard hitting film based on the true story a young teenager who chats to a stranger
online using Instant Messenger. The film shows how through online chatting, Jenny reveals personal
information which results in her being contacted in real life, and ultimately hurt.

The film and accompanying supporting resources aim to challenge young people about the dangers of
chatting to strangers on the Internet, but also help them reflect on important issues such as trust, flattery,
personal information and how they can develop strategies to avoid being manipulated or feeling “trapped”.
The teachers’ resources will help teachers prepare this as a classroom activity for secondary school pupils
from KS3 and upwards. http://www.childnet.com/jenny/

Kidsmart

Kidsmart is a unique Internet safety programme run by Childnet in schools throughout the UK and
beyond. With sections for young people, teachers and parents and careers the resource contains games
designed to test online safety knowledge, lesson plans, leaflets, posters, information on activities and
interactive and resources, facts on filtering, and practical steps to help create a safer environment for young
people online.
http://www.kidsmart.org.uk/

Know IT All

Know IT All is a set of award-winning resources developed by Childnet to help educate young people,
parents and teachers about safe and positive use of the Internet.
http://www.childnet.com/kia/

— Know IT All for Parents contains advice for parents and carers but the section for children and
young people is designed to be shown to them. There is also an interactive section where families
can create and print out their own agreements about using the Internet.

The DCSF have made the latest version of the Know IT All for Parents CD-ROM available to all
maintained schools in England free of charge.

— Getting to Know IT All was a special presentation designed for volunteers to deliver in schools.
The programme was piloted in 2005 and has now been updated and rolled out by the Child
Exploitation Online Protection Centre) as part of their education programme called Think U
Know.

— Previous resources in this series included Know IT ALL for Schools. Know IT All for Schools was
originally distributed free of charge to every school in the UK in 2005. This has now been replaced
by Know IT All for Parents which includes the earlier modules from the schools pack, plus new
content presented by young people themselves and advice for teachers.

— Know IT All for Teachers and Know it ALL for Trainee Teachers are currently in production and
will be launched on 10 December 2007. These resources have been designed to empower teachers
and trainee teachers with the knowledge and understanding to eVectively teach e-safety in the
class-room. Supported by The Training Development Agency, Becta and Microsoft, these new
resources reflect the growing supporting role teachers play, alongside parents, in teaching children
about e-safety. KIAfTT will include a DVD with support for tutors to deliver E-safety training
face to face in initial teacher training, including a lesson plan.

Let’s Fight it Together—Cyberbullying Film

“Let’s Fight it Together” is a powerful film produced by Childnet for the Department for Children
Schools and Families to help sensitize young people to the pain and hurt which can be caused through
cyberbullying.
http://www.digizen.org/cyberbullying/film.aspx
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Music and the Internet

Childnet has produced a special website and leaflet which gives advice on Peer2Peer, file-sharing and
downloading on the Internet for parents and young people. This is currently being updated, and the updated
resource will include special advice for teachers.
http://www.childnet.com/music/

Parent’s Resource

Childnet has produced a number of resources for parents including the world’s first interactive safety
resource for parents and a special audio seminar for parents. The animation is designed to be accessible and
represent the main concerns that parents have for children from a range of ages and backgrounds
http://www.kidsmart.org.uk/POL IPSA Mac%2BPC/main.html

Stay SMART Online

Staying SMART Online is a special interactive learning module produced by Childnet for Microsoft,
aimed at 8–12-year-olds. Staying SMART Online has been designed to deliver the safety messages regarding
children’s use of the Internet in a fun and interactive way to primary aged children. It can be used as a
presentation tool for teachers, or as a stand alone tool for children. By playing, reading and answering
multiple choice questions, children will be encouraged to think about Internet safety.
http://www.kidsmart.org.uk/stayingsmart/

Memorandum submitted by Andrea Millwood Hargrave and Professor Sonia Livingstone

1. Executive Summary

1.1 Much of the evidence that is available to submit to this inquiry does not oVer firm conclusions about
the potential risk of harm from the Internet, video games and mobile telephony—but it is directional. That
is, it does show that there may be such risks, particularly to “vulnerable” groups.

1.2 The research shows that some of the risk derives from the greater range of content, and forms of
contact and conduct, available on the Internet than the public is familiar with from broadcast and print
media. Further, much of the risk comes from the nature of the delivery mechanisms which oVer far greater
accessibility to media contents that were less easy to find previously, especially by children and young people.

1.3 Our review of the research literature reveals little published research about these potential harms as
yet, for the delivery platforms and the possibilities of content manipulation are still too new for the research
community—both researchers and research funders—to have considered them in detail. Although the body
of rigorous and independently conducted work is increasing, there is still insuYcient to replace anecdotal
claims (regarding, for example, suicide, anorexia or race hate websites) with good evidence.

1.4 We recommend a risk-based approach to regulation and policy-making, premised on the
precautionary principle, and combined with other factors such as awareness raising although the ability of
these additional measures (including media literacy) to help minimise risk have yet to be proven. A risk-
based approach means that the consequences of access to and use of inappropriate or potentially harmful
media content and contact must be understood as one factor among several putative causes of particular
social harms for particular individuals or groups.

2. Introduction

2.1 Sonia Livingstone is a Professor of Social Psychology in the Department of Media and
Communications at the London School of Economics and Political Science. She is author or editor of ten
books (including Young People and New Media, Sage 2002) and 100! academic articles and chapters on
media audiences, children and the Internet, domestic contexts of media use and media literacy. Having
recently directed the research project, UK Children Go Online, for the ESRC’s e-society programme, her
current projects include a 21 country thematic network, EU Kids Online, for the EC’s Safer Internet Plus
programme. She serves on the UK’s Home Secretary’s Task Force for Child Protection on the Internet, the
DCSF’s Ministerial Taskforce for Home Access to Technology for Children, Ofcom’s Media Literacy
Research Forum and, until recently, the Internet Watch Foundation.

2.2 Andrea Millwood Hargrave is an independent advisor on media regulatory policy and research
issues, working internationally across the communications field. With a keen interest in the benefits of the
new technologies, she is developing a cross-industry evaluation framework for media literacy projects in the
UK. As former Research Director of the UK’s Broadcasting Standards Commission and the Independent
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Television Commission, Andrea has published widely on media content issues, in particular as they relate
to children. With Professor Sonia Livingstone, she published a review of the research evidence for harm and
oVence across a variety of media, currently being updated.37

3. Factual Information

3.1 Much of the evidence submitted here is drawn from the review of the research evidence for content-
related harm across a variety of media, mentioned above and published in 2006. This has since been updated,
with the focus on children and young people, in response to a request from Ofcom for information to be
submitted to the Byron Review.

3.2 Nearly 1,000 research items form the database which has been mainly, but not exclusively, research
from the United Kingdom and the United States of America. It is primarily, although not exclusively,
academic, peer-reviewed research. A determination was made to look at recent research, and the research
evidence is drawn from 2000 onwards. While much of the policy focus is on children, the review—like the
Committee’s inquiry—is not limited to children.

3.3 The review was not designed to cover research evidence for the positive or pro-social benefits of the
media, including the newer technologies that oVer both economic and social opportunities to society. Both
Professor Livingstone and I have written and spoken widely about these, although this is not the focus of
this particular submission.

3.4 It is important also to note that while there is an increasing body of research on the potential risks
from possibly harmful material carried via the technologies considered by the inquiry (the Internet, video
games and mobile telephony), much of the research evidence on the possible eVects of harmful content is
still focussed on the medium of television, and this drives many of the research (and policy) discussions of
harm from the newer delivery mechanisms.

3.5 We note that the inquiry is considering video games in particular, rather than interactive, internet-
driven electronic gaming as a whole. Like television, video games are one-way and oVer no return path. A
key defining feature of both internet-delivered content and mobile telephony is that they oVer such a return
path. So whereas the potential for harm from video games is solely about inappropriate or harmful content,
the concerns that there may be about the Internet and mobile telephony include inappropriate contact (such
as bullying and the other areas outlined in the notice about the inquiry). Within this submission we look
(briefly) at the research evidence for the risk of potential harm based on content and then, separately, the
risk of potential harm from inappropriate contact.

3.6 Inappropriate or Potentially Harmful Content

3.6.1 The research literature shows that young people come across a significant amount of unsolicited
sexual material. In the UK, Ofcom’s Media Literacy Audit on children (2006) noted found that 16% of 8–15-
year-olds have come across “nasty, worrying or frightening” content online. This finding is repeated in other
countries, with higher estimates in many countries, and with pornographic websites most frequently
mentioned.

3.6.2 It can be argued that there is little new about the content of online pornography, and the policy
concerns about the eVect of such material remain the same in any medium. However, the change is in the
availability of such material oVered, easily accessed, at times more extreme in nature, thus expanding the
market’s potential in several ways.

3.6.3 There is little research evidence that looks at the potential of harm from sites such as the pro-suicide
or pro-eating disorder sites, to name but two. Indeed the research studies considering sites and forums that
deal with suicide or life-threatening illnesses such as cancer are often in conflict—they depend on the nature
of the sites and, in some cases, they may oVer timely social support to those in need.

3.6.4 Hate speech is another area of concern on the Internet and through other easily accessed delivery
platforms. The eVect of such material on these platforms is not well-documented and in the USA, such
content would be protected (in general) by the First Amendment, although it is illegal in many others such
as France, Germany, Sweden and Canada.

3.6.5 The limited research that there is would suggest that these areas fall within the realms of oVence
for many research respondents (Leets, 2001), although there are concerns that they might incite negative
behaviour. However the concerns—expressed by US respondents—were not strong enough to suggest these
should be banned (even if the legal framework allowed this). We found no research examining the eVects of
exposure to such sites by the minority groups (mainly, ethnic minorities) attacked by them.

37 Millwood Hargrave, A, and Livingstone, S. (2006). Harm and OVence in Media Content. Intellect Press.
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3.6.6 In the UK, Livingstone et al (2005) found that 9% of the sample of 9–19-year-olds they interviewed
had accidentally visited a website hateful to a group of people and 2% had visited one on purpose. As with
online pornography, half claim not to have been bothered but 27% were disgusted and 16% disliked what
they saw. In general, the younger children surveyed (9–11-year-olds) are less likely to have encountered
undesirable content, but more likely to be upset when they do.

3.6.7 Much of the discussion about video games—both computer and internet-delivered—is
concentrated around the potential for harm from violent content. There is an increasing body of research
evidence which suggests there may be short-term negative eVects, although the criticism of such research lies
in its experimental methodology and sampling (as with criticism of television) and questions the validity of
generalising such findings to everyday life.

3.6.8 While much of the research (see Anderson et al, 2007, for example) centres on increases and changes
in hostile emotions, attitudes and behaviour immediately following game play, there is also a body of
research that links the playing of violent video games to low self-esteem. However, other research (Durkin,
1995) argues that game playing is generally sociable rather than solitary, especially on the Internet and may
be a positive socialisation tool.

3.6.9 A number of studies have looked at excessive video game playing which is likened to an addiction
for a minority of players (GriYths, 1998). Similarly the ease of access to gambling has also been discussed,
although we have not considered that in particular in our review of the research.

3.7 Inappropriate or Potentially Harmful Contact

3.7.1 In conducting the update of the research on the risk of harm from inappropriate contact (ie research
published from 2005 to date), we note that while there has been an increase in research on the use of social
networking sites, this research has concentrated on the fixed internet, although such sites are increasingly
available on mobile telephony as a delivery platform.

3.7.2 In terms of social networking, the research evidence shows that the issues of privacy, verifiability
(including age verification) and anonymity is where the key policy concern should lie. There are a number
of studies, both in the US and in Europe, that show that a significant proportion of young people
communicate with strangers online.

3.7.3 In the UK, a study by CEOP (2006) suggested that 25% of children and young people have gone
on to meet someone in person that they first “met” online. The data are not available at this stage, to quantify
what—if any—are the actual harms caused by such meetings, although there are highly publicised negative
events created by such contact.

3.7.4 Similarly a Europe-wide study, the Mediappro study (2006), noted that while almost half (47%) of
children surveyed say they never talk to people on the Internet that they do not know, it seems that 1 in 3 do.

3.7.5 The research evidence (though scant, as yet) also shows that young people post material about
themselves which otherwise would be considered “private”. In many cases they do this knowing how to
restrict stranger-access to such information on their sites, although there is some evidence suggesting that
this may occur because of limitations primarily in the interface design of the sites used. They also post such
information (including images) as part of the playful and risk-taking culture of adolescence, rendering wise
advice to be careful ineVective in practice.

3.7.6 Many of the concerns about the posting of such information relate to concerns about inappropriate
contact, especially sexual predation, but there is some evidence to show that many young people have an
imperfect understanding of the way in which the Internet works (the way in which data are cached) and they
do not appreciate the potential long-term consequences of publishing such information, including for their
future employment.

3.7.7 The inquiry also refers to cyber-bullying (and harassment). Here it is primarily the issues of rapid
dissemination and anonymity that are the concerns. A study by NCH (2005) had found that 20% of a sample
of 11–19-year-olds had been bullied via text or the Internet or email. While such figures were lower in the
MSN Cyber bullying Report (2006) at 11% of 12–15-year-olds, most of the sample (74%) had told no-one.
As with bullying in general, it is this inability to report cyber bullying that raises concerns, children’s fear
being that their internet access may then be withdrawn, as well as the diYculty of removing such material
once it is placed on the Internet.

3.7.8 There is as yet, little research evidence about the harms created by user-generated content.

4. Recommendations

4.1 We have argued, as a result of this research review, that to look for simple and direct causal eVects of
the media is not appropriate. The research evidence is too patchy—especially where the new media delivery
platforms are concerned, where it is sometimes non-existent. However we do argue that the research
evidence suggests that the media should be seen as one of a range of factors that directly, and indirectly
through interactions with each other, combine to explain particular social phenomena. In our original work
we say “In some cases, this may reduce the focus on the media—for example, by bringing into view the many
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factors that account for present levels of aggression in society. In other cases, it may increase the focus on
the media—for example, in understanding the role played by the Internet in facilitating paedophiles’ access
to children”.

4.2 We recommend this is done by adopting a risk-based approach, which argues for the likelihood of
risk rather than inevitable harm. The research shows that not all users of content and delivery platforms are
aVected equally and many, it appears, are not aVected at all. However the research does suggest that there
can be greater negative influences on those who are “vulnerable”. While there is no standard definition of
“vulnerability”, the findings imply vulnerable audiences/users may include children and young people,
especially boys, together with a range of other groups among the adult population (including
psychologically disturbed individuals, people who are depressed, sexual oVenders, young oVenders, etc).

4.3 Similarly, while we note mounting evidence that internet-based and mobile communication
technologies are being incorporated into practices of bullying, harassment and other forms of malicious
peer-to-peer communication, it is not yet clear that these technologies are responsible for an increase in the
incidence of such practices. However, the research does suggest that the combination of convenience and
ease of use with the highly personalised, private and often anonymous conditions under which these
technologies are used may introduce new kinds of problems for users, as well as exacerbating old ones.

4.4 We also argue against a premise of regulation that talks of technology-neutral content delivery, as
the research shows that the public does not treat technology as equivalent and that the domestic and
technological conditions of access vary; these and other factors diVerentially aVect, at least at present, how
people approach and respond to diVerent media.

4.5 Finally while we agree with, and are fully supportive of, the growing eVorts to raise awareness among
parents and children regarding the risks of media use, we note that there is as yet little evidence that such
awareness-raising, or even parental mediation, is eVective in reducing the extent or nature of risk or, indeed,
in aVecting how children respond to risk when encountered. This point may seem counter-intuitive and we
note that, while it seems likely that awareness and increased media literacy have a positive role to play in
the management of content-related risks, this strategy should not be relied upon, and more research in this
area—and on what works best—is urgently needed.

January 2008

Witnesses: Mr John Carr, Executive Secretary, Children’s Charities Coalition for Internet Safety, Mr
Stephen Carrick-Davies, Chief Executive, Childnet International and Professor Sonia Livingstone, gave
evidence.

Q1 Chairman: Good morning. This is the first
session of the Committee’s inquiry into harmful
content on the Internet and in video games. Our
inquiry is running roughly in parallel, perhaps a little
behind that of Dr Tanya Byron; although we will be
looking at similar ground, we will in due course be
hearing from her as well. I would like to welcome to
this, our first session, John Carr of the Children’s
Charities Coalition for Internet Safety; Professor
Sonia Livingstone of the LSE; and Stephen Carrick-
Davies of Childnet International. Perhaps as an
opening question, I could ask you whether or not
you think that the considerable media coverage of
the dangers and negative aspects of online content
and in video games is perhaps being exaggerated to
the extent that we are overlooking the positive
aspects to young people from potentially games and
the Internet.
Professor Livingstone: I do not think we are
overlooking the benefits, I think there are many
initiatives going on, many ways in which people are
gaining access to the Internet, both at schools and at
home, precisely because they are very confident of
the benefits of the Internet, but at the same time,
there is a context of anxiety, partly led by media
panics, partly led by some of the experiences that
people are having with the Internet, which is leading
perhaps to an overemphasis on the risks online by
comparison with some of the other possible causes
of dangers or ill-eVects in everyday life. So

sometimes the media get blamed for all kinds of ills
which they are not solely responsible for. But I think
people are very clear that this is primarily a
fantastically beneficial medium that they want to
give their children as free access to as they possibly
can.

Q2 Chairman: When you say media panics, do you
think that the media is exaggerating, is there a
certain degree of hysteria creeping in?
Professor Livingstone: I think there is some hysteria,
and sometimes that makes us overfocus on the risks
that the media pose, rather than some of the other
problems in children’s lives, let us say, which are also
part of the reasons for the troubles they face.
Mr Carr: We need to be clear, the media do not
make it up; the cases that we hear about and read
about are things that have happened in our criminal
courts, that have been reported on accurately, but
the headlines do not always follow the line of the
story. I would hate us to think that, in a sense, we
have no need to worry about anything. The fact that
the media occasionally overdo it with the odd
headline should not blind us to the fact that there are
genuine risks and perils out there.
Mr Carrick-Davies: Two comments on benefits.
First, I think I would recognise that the vast majority
of users still embrace the technology, we see that just
from the point of view of take-up. The
overwhelming experience of children and young
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people is broadly positive, creative, engaging, they
can do so many things with this new technology. The
educational argument is there; we have seen where
technology has been properly embedded within
learning environments, and that is an important
caveat, that we are seeing great improvements in
attainment, to say nothing of the tremendous
motivation that technology brings, and the
opportunity for children to create their own learning
environments. But clearly, when there are areas of
risk, and there are very real areas of risk, some of
that is communicated because of the case study,
because of the individual child that has been hurt,
and that stirs up enormous emotions. Parents can
very easily be given the message that all is not well,
and I think the challenge is that we have to
contextualise the risks in the wider experience of
children using the technology. We recognise that the
vast majority of abuse takes place with children in
contact with people that they know, not online. But
the media, understandably, will draw out issues of
risk, and as John said, they are not making it up. We
know from our experience at Childnet that 22% of
young people report to have been cyber-bullied.
There is no way you can argue about that, one in five
children will say through research that their
experience of peer abuse is very real, but I conclude
by saying that most people accept that there is an
element of risk, and it is probably impossible to fully
prevent children from being exposed to potential
risk, as it is in real life. So there needs to be a mature
debate about how these risks are portrayed, and
what is the real baseline and experience that children
have online.

Q3 Chairman: Can I ask you specifically also about
video games? We have focused and will continue to
focus on the online threat, particularly from
individuals who may use the ability to contact
people through the Internet for harmful purposes,
but games as a separate category: first of all, do you
think there is a problem with games; and secondly,
do you accept the argument from the industry that
games too have benefits, educationally and
developmentally?
Professor Livingstone: I think there is a question
about the evidence for both of those claims. There is
not terrifically good evidence that playing video
games benefits children, in terms of educational or
social benefits, and there is perhaps equally
contested evidence that video games can harm
children if they play them. So there is quite a body
of evidence, particularly in the States, of the ways in
which particularly playing violent video games
repeatedly may have harmful eVects, particularly for
some children, particularly for some boys, but there
will continue to be debates, both about the possible
benefits and about whether playing those games has
harmful eVects outside the situation of playing the
game, as it were.
Mr Carr: This is a problem that we come up against
repeatedly when dealing with these types of
questions. The fact that there is not necessarily any
concrete evidence of harm does not mean that there
is not any harm. You would not get through any

decent ethics committee of any academic institution
a proposition to allow you, for example, to subject
a group of children to a constant barrage of violent
images or violent games or whatever, as against a
control group of other children who were not
subjected to those games, simply to see what the
outcome was in relation to both of those groups.
Ethically, you simply could not do that. So you have
to, to some degree or another, use some common
sense when you think about these things, because
you will never get absolutely cast-iron, empirically
solid evidence, I do not think, to support the
proposition either way. One of the aspects in relation
to games, however, that is of concern, irrespective of
the level of violence or pornography or whatever it
might be that the game itself might contain, is the
overuse. Certainly in some countries, we have had
cases reported of children dying at the console of
exhaustion; not a very common phenomenon,
thankfully, but nonetheless, it is there. This has led
some governments, for example, to consider
requiring or asking the games industry to try to
make sure that all of the high-scoring bits of a game
occur early on in the game. So there is a disincentive,
the law of diminishing returns sets in, so the longer
the child stays on the game, stays on the console or
whatever, there are fewer scoring opportunities or
fewer opportunities to get a new weapon, or
whatever it might be that the game is about. So there
are other concerns around games than simply the
exposure to violent images or pornography; this
issue of overuse and extended use, replacing a social
life, whatever you want to call it, getting out and
playing football or whatever, is also then part of the
equation too.
Mr Carrick-Davies: I would just add to that, and
first of all say I think it is excellent that the
Committee is looking at this issue of gaming,
because what we are seeing is this multi-user aspect,
children are not just playing solitarily on their own,
or with their brother or sister in a closed
environment, they are actually communicating to
often strangers, and of course, there is a very obvious
interest that adults and children may have in one
game. So I think that is an important point to note.
I echo Sonia’s point that we need to have greater
evidence of harm, and also the educational benefits;
the question was, what are the benefits, and we know
that children derive enormous pleasure from playing
games. It improves their confidence, their sense of
social standing, their ability to multi-task, their
ability to receive conflicting bits of information and
education. It does strengthen the informal learning
that takes place in this environment. But I think it is
really important that the Committee reviews this,
that you talk to the industry about how they are
standardising the advice for parents. Our experience
at Childnet is that parents are very easily confused.
It is not helpful to see two diVerent types of ratings
system in this country at the moment, both have
their strengths and weaknesses. There needs to be
greater standardisation, there needs to be greater
educational awareness about what games are
actually about, so it is an important area.
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Professor Livingstone: There does seem to be an
issue particularly within homes about children
playing games which, when they have been rated, are
rated as much higher than their age. There seems to
be a kind of casualness within the home or a
diYculty for parents to regulate this which means
that many children are playing games with a much
higher age rating.
Mr Carr: Some parents seem to think that if a game
is 18, and they think Little Johnny is Einstein, that
he must be able to handle an 18, it is proof that Little
Johnny is Einstein. In fact, the 18 rating is about the
content and nature of the game, it is not a skill level,
and that could be made clearer very often.
Chairman: Perhaps on this question of harmful
content, I will move to Rosemary McKenna.

Q4 Rosemary McKenna: Thank you very much. Just
to comment, though, I think some parents have
exactly the same attitude to film and video, DVD, so
it does not only apply to the Internet. Can we move
on to what could be potentially harmful content? In
some cases, it is pretty straightforward to decide
which content is harmful and what action should be
taken, for example, child abuse, but for other
content, it is much more diYcult to decide what is
appropriate. How and where should the boundaries
be drawn for content, where the level of harm is a
subjective issue?
Mr Carrick-Davies: Could I kick oV on this,
colleagues? I think it is a very diYcult question, is it
not, where do you draw the line? The industry can
very clearly say that if it is illegal, they will not host
it, or they will not access it, but whether it is harmful,
as you say, is a very subjective issue. Three points of
challenges here: first of all, the challenge is that
children may be harmed by things on the Internet
that are not necessarily perceived as traditionally
harmful or illegal. Secondly, with this Web 2.0
world, which is the phrase that illustrates the user-
generated content, there is a real blur between the
consumer and the creator, and therefore, it is very,
very easy for children themselves to upload content
or images themselves which can be harmful. This is
such a challenging issue. We often see children as
passive victims, but actually, the work we have been
doing is that this medium, although it is neutral,
gives children an enormous ability to amplify
inappropriate, harmful, spiteful, devastating
comments. The third thing, this is why it is so
challenging about where do you draw the line, is that
it is a global medium, you will appreciate that it is
continually evolving, that it is subjective for parents,
even for parents with children of a certain age group,
they may be aVected by some things which other
children in that same age group will not be. I think
we need to recognise that there is this grey; there is
black and white, but there is also this grey, and how
do we respond? I would argue that there are going to
be three huge players who need to be involved in this.
Clearly industry need to have responsibility, and I
am sure in this debate we will talk about the
opportunity of media literacy and greater better by
design opportunities that industry have, but there is
obviously an issue of empowering, supporting and

educating children, such an important part of the
work of schools, and clearly the role and
responsibility and the care for parents to empower
them, to give them confidence to talk to children, so
that children are equipped, just in the same way that
they are equipped when they walk down the High
Street, to recognise harm, to respond to harm, to
overcome harm.
Mr Carr: Can I just say, very briefly, on this: if it is
illegal, it is clear-cut, it should not be there. Certainly
within the UK, in relation to child abuse images, for
example, the industry has done an absolutely
fantastic job in screening that out. If it is not illegal,
then there is no basis on which Government or
police or anybody can ask the industry to intervene,
because the industry are not moral arbiters, they are
not priests, they have no locus, any more than you
or I have, to say to a particular family, or a particular
child, “This is good for you or bad for you”. What
happens in reality is within a school, for example, the
headteacher sets the policy within the school, or the
individual subject teachers, so they collectively
decide what is acceptable in terms of internet content
that children can access or use within that school. I
am afraid it is and ought to be the same within the
home. What is acceptable for liberal lefties living in
Hampstead will be very diVerent from—I am going
to be very careful what I say next: for other types of
people, shall we say. There is no way that you can
legislate from the centre, or an Internet service
provider can legislate from the centre and get that
right. There are software packages around, there are
programs around, filtering packages and so on, that
each family can use to match their own particular
social, moral, religious, cultural values, and I think
sadly it is as complicated as that.
Professor Livingstone: I would start from a diVerent
starting point: I do not know what it is possible for
you to say to the industry, or what possible
regulations might be put in place, but if I think of
research on parents and on children, their starting
point is often the environment of television, where
there has been a very carefully regulated
environment. So with television, parents and
children have a very clear understanding of what the
norms are, what the expectations are, what can and
cannot be said, at what point they might complain,
and to whom, how they manage what children of
diVerent ages would have access to, and it is an
environment in which we can say that there is a good
relationship between regulation, self-regulation and
media literacy or parental management. When it
comes to the Internet, the content that I think really
worries people, and that children say can upset
them, and we have figures of 10–15% of children and
young people say they have been upset or distressed
by something they have seen online, sometimes that
is about access to extreme content of various kinds,
but very often the point is that that was access which
was unexpected, accidental, without any framework
of mediation, without any warning, and content that
for them is not, as it were, justified within the frame
of the material itself, or for which there was any
warning. While I take John’s point that in the home,
there are many tools available for filtering and
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monitoring and so forth that parents can implement,
the struggles that parents have, and the research
shows parents have to implement this, and we have
to say the inequalities, it is very often more middle
class parents who are more equipped and able and
motivated to implement some of those facilities, the
result is that many children are continuing to come
up against accidentally upsetting, inappropriate and
on occasion harmful content.

Q5 Rosemary McKenna: To what extent is user-
generated content that encourages violence
harmful?
Professor Livingstone: We do not have good
evidence on that specific question, but what we can
say is that there is evidence that material which, let
us say, is outside one’s expectations, outside one’s
norms of what you expect to see, is often shocking.
It can be part of setting norms about what is
acceptable behaviour, so if you see certain kinds of,
let us say, cyber-bullying on YouTube, if you see
that kind of content routinely, it might set a diVerent
norm of what is acceptable in a diVerent situation in
the playground. There is something, I think, to be
said, and a lesson from television about the impact
of repeated images, of seeing over and over certain
content on television, we did not only worry and try
to keep oV certain kinds of extreme violence, but we
have also worried about the repetitive eVect of
violent images over and over, and I think on the
Internet we have not begun to think about that at all.
We have only really thought about the extreme
content.
Mr Carrick-Davies: If I may just add another
comment on that, it is very important to reflect on
the diVerences between harm in the oZine world
that children could exert against each other to that
which is online, because of the 24/7 nature of this,
that it is hard for a child to actually escape from the
bully, they cannot have the sanctuary of the home.
The very fact that there is a lack of closure, that if
something has been put up on a social networking
site, or has been circulated to vast numbers, is very
challenging for the child to ever think that has been
removed, it will always be up there in space. The
other classic point, we do need to watch very, very
carefully, and schools tell us this, is the bystander
eVect, that children will actually see, as Sonia
alluded to a little bit, that this becomes the norm,
they then get involved in it, and see it as a prank, or
as a joke, or as just a bit of fun, rather than the
devastating pain that it causes. The Government, the
DCSF has done some very good work on giving
advice for schools on cyber-bullying, one of the
messages is that those bystanders, if they laugh at it,
they are very much a part of it. So I think we cannot
see the issue of harmful content without the context
of the peer group.

Q6 Rosemary McKenna: On these social networking
sites, to what extent does content that displays
personal information lead to harm on social
networking sites? For example, I have heard of

young families who refuse to put their children’s
photographs on social networking sites. Is that a
reasonable thing to do?
Mr Carrick-Davies: That would be dependent on, as
John said earlier, the morals and norms and values
of the family. I think there is a real danger that
children do not appreciate that a photograph that
they do put up on there can be online forever. One
of the messages that we say is: would you want your
future employer to see that photograph that was
taken at a party in a compromising position? One of
the challenges—

Q7 Rosemary McKenna: I do not mean that, I mean
just normal families, exchanging photographs
across the social networking sites, I have heard of
people who are concerned about doing that, because
of what could happen, the abuse of that photograph.
Professor Livingstone: I think the issue there is about
the kind of privacy controls that are provided for
those sites. So if we imagine your family wanting to
put up family photographs, they can set it to private
and control who gets access to those photographs.

Q8 Rosemary McKenna: Do you think that is
robust enough?
Professor Livingstone: I think very often people are
confused about how those controls work, they are
not very subtle, so pretty much you either give
people access or you do not. There is some evidence
that people do not understand or do not take very
seriously what those decisions are, partly because
they are not aware of possible abuses of that
information. So I think there can be more done
there, both in making people aware of the possible
risks but also in making those controls more tailored
to the particular needs of those who use them.
Mr Carr: The point you raise goes a lot wider than,
if you like, the traditional—traditional is perhaps
not the right word, but the worries around
paedophiles getting access to information and
tracking down a child. I was horrified a few weeks
ago when I read, for example, the admissions tutor
of one of our older universities acknowledging that
he had been trawling some of these social
networking sites, looking for information about
people who had applied to his college. By the way,
he was subsequently rapped over the knuckles, very
publicly, I am happy to say. But there is an anxiety
around it, certainly in the Children’s Charities field,
about the fact that colleges, or more pointedly,
perhaps, employers, might be looking at these sorts
of sites, and seeing, you know, some 17-year-old kid
doing something that 17-year-old boys or girls do,
and that being then seen by a potential employer or
a potential university admissions tutor, and
weighing in the balance when they are deciding
whether or not to oVer the person a job or an
interview or a place at university. I think that is
shocking, I think it is outrageous, it is not illegal, but
I hope it soon will be, and certainly we intend to take
this up as a campaigning point. We do tell children
and advise their parents and so on not to put things
of that kind on the Internet, but they do, that is what
kids do. They should not, however, suVer potentially
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a lifelong penalty from not getting into their
preferred university to do their preferred course, not
getting the job or the job interview, because people
use that information in a diVerent way from that for
which it was intended. It is certainly something that
you may be hearing from us on in the near future.

Q9 Chairman: How do you make it illegal?
Mr Carr: In the same way that we have anti-
discrimination laws about what you may or may not
take into account when you are oVering somebody a
job. The point about these pictures and these sorts of
things that you sometimes see on the websites is you
can never possibly have the full context in which the
particular photograph—

Q10 Mr Sanders: How many cases are you aware of,
of people who have not got university places or have
not got jobs as a result of this?
Mr Carr: There was the case in the newspapers that
was reported, I think it was three or four weeks ago,
and anecdotally we have had parents and others—
there is no hard evidence.

Q11 Mr Sanders: So there is one case in the paper.
Mr Carr: Yes, a few weeks ago.

Q12 Mr Sanders: Was it proven beyond all
reasonable doubt, that they—
Mr Carr: He had acknowledged that he had made a
mistake, and he promised not to do it again.

Q13 Mr Sanders: The employer?
Mr Carr: The admissions tutor. I will send you the
press cutting.

Q14 Mr Sanders: So we have one case. What we are
discussing here is real harm to children, not one case
of somebody who might not have got into a
university because of something—
Mr Carr: That would be a real harm to that child.

Q15 Mr Sanders: Maybe it would have been real
harm, but what we are concerned about is the much
more general issue, we seem to be going down what
I think are side roads of things of predicting what
might happen when there is no real hard evidence for
it at all.
Mr Carr: Well, there was in that one case, and there
are certainly anxieties and fears that it is happening
on a wider scale, and it should not, that is all. I do
not want to labour the point.

Q16 Mr Sanders: But you could not enforce the rule
anyway, could you?
Mr Carr: No, but what you could do, and I would
expect responsible employers to say to their
personnel management, or their personnel staV,
their recruiters, and responsible universities to say to
their admissions tutors, ”Do not do it, it is not
allowed”.

Q17 Mr Sanders: But you cannot enforce it.
Mr Carr: You can say that about almost any law
really.

Q18 Mr Sanders: I am sorry, but—
Mr Carr: It is all about getting the evidence, is it not?
I agree, it is not a major—we ought not to be
detained by it. I apologise if I have introduced a
red herring.

Q19 Adam Price: Can I take us down a diVerent side
route or path? Professor Livingstone, you made the
analogy between the kind of regulation and self-
regulation that we have, for instance, in the
broadcasting world, or even in the press, and indeed,
Hugo Swire has recently made a proposal for
creating some kind of, I suppose, Internet standards
body. Do you see any merit in creating some kind of,
I do not know, umbrella organisation which would
regulate or self-regulate content on the Internet?
Professor Livingstone: Well, this is a huge issue.
Perhaps I can start somewhere slightly diVerent, in
that it is my understanding that all kinds of self-
regulation of online content goes on in various ways
already. Internet service providers, content
providers respond to complaints from individual
consumers: they take down upsetting user-generated
content from YouTube, if somebody makes a
complaint to that end; they are aware of content that
might damage brands or contravene copyright or
whatever. So I would not make the starting point
that online content is not being regulated, should we
have a body to do so? I would rather say there is all
kinds of activity going on that does already do some
kind of regulation; is the public aware of it, does it
know that they could complain, do they know that
there are other—they do not read their terms and
conditions, they do not read their privacy policies,
we know that. Is there some way in which that
process could be more co-ordinated, more
accountable to the public, made more transparent?
Would people have a right of appeal if they
disagreed with a decision made in terms of content?
I would think about those kinds of principles and say
that there is more that could be done than is
currently being done. Whether that is best wrapped
up as one new body, or whether this is a way of
extending Ofcom’s remit, that is not my expertise.
What I can see is that the public understands very
well how all kinds of traditional content are being
regulated, they understand how television is
diVerently regulated from the press, they understand
that even the advertising that appears on their child’s
bus stop is regulated. They are simply bemused and
upset that they cannot see and they do not
understand that anything like this happens online,
and at the same time, to go back to the benefits, they
have very clearly grasped the message that they must
and should get their child online and give them
broadband access, to help with their education and
so forth.
Mr Carrick-Davies: Could I echo just one of those
points? I think it is right that the Internet is not some
moral vacuum, that there are very good existing laws
for some of the providers who work in the online and
oZine space, from the point of view of advertising,
for example, that they need to adhere to. At
Childnet, we would really be very cautious about
imposing new stringent regulation or the creation of
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any new regulations in this space because of the fact
that there are unintended consequences of that. The
very fact that you can restrict freedom of expression,
which is such a valuable plus of the Internet, giving
children an enormous voice, an enormous
opportunity to communicate, to say nothing of the
increasing costs of paying for this monitoring, the
fact that less scrupulous providers may come into
this space, it is a global medium, but that does not
mean that we just say, okay, we just have to cope
with this laissez faire. There are very important
things we can be doing in terms of identifying what is
working, drawing out best practice, monitoring the
way that that best practice is actually being
embedded and being rolled out. There is a real duty
on governments to keep up to date with the statute
book, and make sure that there are not gaps, and we
need to often play catch-up. There is such a need to
develop a kind of international co-ordination of this.
This is a real leadership issue, ultimately, for the G8
or other international bodies, including the Internet
Governance Forum, which we should be recognising
is now really taking mainstream and looking at
issues of access, security, openness and diversity. So
I think my wish for this Committee would be to
identify what is working well, and to make sure that
we really prioritise the strengthening of existing
multi-stakeholder initiatives, so we can actually
ensure that there is a good safety net in this
environment.

Q20 Mr Sanders: There is an awful lot of talk and
speculation about potential risks of online content,
but the actual risks do not seem to be very well
researched or proven. Are people getting overly
concerned about risks that are only anecdotal at
this stage?
Mr Carrick-Davies: I know Sonia will have lots to
say about this, because there are real challenges
about getting evidence that we just need to rehearse
and remind ourselves. First of all, this is such a new
medium, so it is very hard to say, has it grown? If you
ask me, has cyber-bullying grown; ten years ago,
children were not actually texting, but there is no
evidence of inappropriate texting at that stage. So
fundamentally, it is a new environment, so we are in
new territory and it is diYcult. Secondly, there are
real problems about the ethics in terms of: you are
working with children and young people, do you
expose children to harm and then compare that with
another group of children? Very diYcult to look at
how does harm manifest itself in a child’s life, to say
nothing of the fact that every child is diVerent. The
third point that is really important to recognise is
children have real diYculties in disclosing harm, for
very, very good reasons. Let us just think about the
fact that we are parents here in this room. If my child
says they have come across inappropriate content,
are they going to be scared that Dad is going to go
(indicates) round the back of the neck, not that I
would ever do that, but the fear of being told oV, the
fear of getting somebody else into trouble, the fear
that this wonderful, exciting, brilliant technology
that is part of their life is going to be taken away
from them, these are very real challenges. So I am

not wanting a cop-out and saying just because
evidence is hard, we do not go down that route; we
have to apply, we have to base our rationale, our
decisions on sound evidence. It is coming together
slowly, but John’s point is the absence of evidence of
harm does not necessarily prove that children are
not being harmed, so with that caveat, that there are
real challenges and diYculties in looking at the
evidence, we need to say: what is the evidence?
Sonia’s work with the UK Children Go Online
report, that carried out studies with children and
parents, comparing their experiences back in 2004
and 2005, which John and Childnet were supporting,
showed very real evidence that parents
underestimate children’s negative experiences
online, for some of the reasons I have just mentioned
there about disclosure.

Q21 Mr Sanders: Is not one of the answers to this
actually quite simple, and you guys actually have got
a major role to play in it, which is actually to just
keep banging home the message, time and time
again, not to allow children to have their access away
from other people in the household; in other words,
not to have a monitor and a computer in a bedroom,
but to have it somewhere accessible, where other
members of the family are passing by. Would that
not actually do more to keep children out of harm
than any other measure you could take? Yet neither
you nor the industry seem to be willing to go down
that route of simple advice to parents.
Professor Livingstone: I think as a simple message to
parents, it is worth reiterating clearly, but one of the
things that research also shows is many parents do
put the computer in a living room or in a public
place, and children still find a way of using it when
no one is looking over their shoulder. I think we have
to be realistic about the situation, particularly for
young teenagers—I think if we are talking about 9-
year-olds, there is less of an issue in terms of parents
knowing what their children are doing, but if we are
talking about young teenagers, what parents are
trying to do then is precisely to give children the kind
of independence to explore and to make some of
their own decisions, and learn to cope with some of
the risks that they encounter, that means that they
cannot as parents be always looking over their
shoulder, looking at their MySpace, checking their
emails and so on, and much of what goes on on that
screen, which is very fast and furious from a parent’s
point of view, is quite hard to understand, as you
look over their shoulder. So I think children are
motivated necessarily to evade some of that kind of
scrutiny, and parents are not particularly well
equipped in many homes to understand what is
going on on the screen, even if they do casually see it.
I would rather say that a crucial message or a crucial
thing for us to think about is the way in which
parents need to encourage their children to cope
with some of the material they encounter, but what
we do not want is an environment in which those
risks are radically extreme and completely outside
anyone’s ability to cope. So of course children, let us
say, a 13-year-old, one might expect to see certain
kinds of images of nudity or pornography, but
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perhaps not some of the violent pornography that
would be more than one could expect a 13-year-old
to cope with. The question I would say is rather how
do we empower parents to encourage their children
to explore so that they become resilient and able to
cope with certain kinds of risks, many kinds of risks,
without coming across the kinds of shocking content
that some children are seeing and a minority are
saying is upsetting.

Q22 Mr Sanders: But would it not be a start to
actually focus a major campaign saying that,
because it seems to me that is not a message that is
coming across from anybody, and yet it could do so
much good in terms of reducing the risk.
Mr Carr: You would have to take it at least one step
further and remind the parents to keep the screen
facing outwards, because if the screen is facing in
towards the wall, as soon as the parent walks into the
kitchen or the living room or whatever, one click of
the mouse and the whole screen changes, whereas if
the screen is facing out into the room, the parent will
see what is on the screen the minute they walk in
the room.

Q23 Mr Sanders: Come on, most people would have
it against the wall because that is where the electrical
socket is.
Mr Carr: No, just the screen. It is just the very
practical point about the way the screen is facing,
because if it is facing towards the wall—the screen,
nothing to do with where the socket is—then it is
pretty much useless, because the child will be able to
minimise the screen and their homework will be on
it by the time you get round.

Q24 Mr Sanders: But you could minimise the
screen anyway.
Mr Carr: I am just saying, it is slightly easier—

Q25 Mr Sanders: Are you saying it would not help?
Mr Carr: No, I agree.

Q26 Mr Sanders: So can we stop the sophistry and—
Professor Livingstone: It has been said.

Q27 Mr Sanders: Let us actually have a campaign,
let us see you guys leading it.
Mr Carr: With respect, it has been said from the very
beginning. First of all, over 20% of children now
have Internet access on computers in their bedroom
anyway, and with the growth in handheld devices,
mobile phones which have Internet access, the
salience of that point is less than it used to be. There
is a second point—I mean, nobody disagrees with it,
but it is just increasingly less relevant, because there
are so many other ways in which youngsters can get
access other than through a standard PC in their
home, eg a handheld device, eg a mobile, eg a laptop.
Schools are encouraging children more and more to
have these handheld devices and laptops, so the
physical location is not so easy to solve as it used to
be. In addition, just bear in mind, if you have three
or four children, and there are families with even
more, and they all have to do their homework, every

evening of the week, we hope, all good children are
sitting down to do their homework between, say, six
and eight o’clock or whatever, and you have three or
four children, each wanting to get on the PC at the
same time, what do you do then? Lots of families
now have two and three computers for their children
to use to do their homework. Do you have two or
three computers in your living room? It means you
do not have a living room.

Q28 Mr Sanders: I do accept all these points, every
one of them stands up to scrutiny, but all we are
hearing is reasons why things cannot be done. What
we need to hear is what can be done. One of the
things that could be done is that advice, there are
other things that we do not know that need to be
done, that is what we want to hear, so that we can
recommend, in order that we can protect people
from harm.
Mr Carr: I think it is a lot to do with the age of the
child; they have a right to privacy, and they have a
right, as they get a bit older—certainly for very
young children, I agree with you 100%, I think it is
a matter of judgment for each family to decide when
the child has some right to start to explore on their
own.
Mr Carrick-Davies: Just one final quick comment on
this, because I know we are going to come on to a
session on media literacy, and what is needed is a
whole range of educational awareness, not merely to
parents, but to children and young people, but I do
appreciate your question, and I do think that
sometimes it is the obvious question that you can ask
a parent to start that dialogue. I do not think
children just want a set of rules, because the whole
point about children growing up is often breaking
those rules and pushing the boundaries. The point
John and Sonia made very eloquently is that this is
all moving to a mobile platform, and I know that
you will be talking to the mobile operators soon. We
have a narrow window of opportunity, if you like,
where children are going to be using these big grey
boxes sitting on desks. In another five years’ time, we
will not even see that sort of stuV, we will not even
see laptops that big, it will all be personal, portable
and private, three Ps to always remember about this
space. But my point is that if parents can start
thinking about the location, and John and myself
and Sonia, if you have heard the news reports for the
last 10 years, I have been in this environment for 10
years, we have been banging on about location,
especially for webcam based computers in children’s
bedrooms: absolutely not appropriate, get it out of
the bedroom, you have heard us say that, but it is
counter-intuitive, because the very nature of the
technology is a private medium. You know how
hard it is to even get your children to sit down and
watch television together. Let us have a reality
check: this is a private medium, and therefore,
children will want to do it on their own. So that
question that you ask is absolutely brilliant, but it
needs to be the start of a process, not just simply the
rule or the advice.
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Q29 Rosemary McKenna: Surely children must be
exposed though to some risk. I mean, I actually
think there is a concern about children not being
exposed to risk by being allowed to be out and play
the way children did in the past, so what is an
appropriate level of risk for children on the Internet?
Professor Livingstone: Well, the psychologist’s
answer is anything they are not yet mature enough
to cope with, and not able to learn to encompass, is
inappropriate. That means that we are dealing with
a content environment to which people respond in
very, very variable ways, partly depending on age,
but also depending on vulnerability. One of the
diYcult issues is that even if you look at children of
the same age, some will laugh oV something they
have seen, and others will be upset by it, and the
discriminating factor probably lies in the rest of their
lives, in their relationships with their family and the
other diYculties that they face in their daily lives. So
response to the same content is very variable, and
worryingly, it is the children who are more
vulnerable to online content who probably have the
fewer social supports in the rest of their lives, and
precisely do not have the parents or other adults that
they can discuss these things with. So there is a kind
of compounding of vulnerabilities if you like, for a
minority.

Q30 Rosemary McKenna: That illustrates the
diYculty with this whole inquiry, as to how do you
manage that, how do we come up with the report
which says yes, there are ways of dealing with this
whole issue.
Mr Carr: I think you often hear, or I have often
heard parents say things like, ”Oh, everything is OK,
Little Billy is not out playing on the street with the
bad lads any more, it is wonderful now we have got
the computer with the Internet, he is up in his
bedroom doing his homework all the time”. Part of
this is about getting across to parents that when you
bring the Internet into your home, you are bringing
the rest of the world into your home, and getting
these messages across to parents and helping parents
understand how they can support their children and
guide them.
Rosemary McKenna: We also want to be able to
protect children from harmful content, that is the
bottom line.

Q31 Philip Davies: The bit I do not understand
about this is that some people will watch certain
things and it will make no diVerence to them
whatsoever, whereas some people will watch some
violent thing and they might replicate it somewhere.
The bit I do not understand is therefore, it is not the
content that is the problem, it is the individual, or it
is something within that individual that is the issue,
not the content in itself. So how do you get to the
stage where you regulate content when, for the vast
majority of people, perhaps even 99% of people, that
content is not doing them any harm whatsoever?
Mr Carr: Well, this is at the heart of all of these
things, everything hinges on the individual, which is
why I was saying in response to the last question that
a lot of what I think is the major public policy

challenge is helping parents to understand what the
nature of these issues are, so that they in turn can
help their child deal with it, because every child is
diVerent. You cannot just say, it will be like this, and
it is the same for everybody, because it plainly is not,
and parents are going to be best placed to make
judgments about these things for their own
individual children. You are absolutely right, there
is not a simple line that you can draw and say, ”Yes,
no, good, bad”, it is complicated.
Professor Livingstone: Between the content and the
individual, there is, you know, something we might
call cultural or community norms or expectations of
how to respond to certain kinds of content, so if one
has a society in which certain kinds of, let us say,
violent representations are routinely laughed oV and
understood to be in the world of fantasy rather than
reality, for most people, that is not going to be
harmful. If one has a set of content to which we have,
as yet, no articulated response, people do not know
how to respond, it is often unexpected or without a
framework for interpretation, then there are
diVerent kinds of risks, and one of the diYcult things
about the Internet is that all kinds of diverse
content—you know, we could not just worry about
violence, we might worry about websites that
encourage anorexia, for example, we might worry
about race hate sites, there are all kinds of content
there that children might and on occasion do
encounter before they gain the kind of cultural
interpretation that says, “This is funny, this is
fantasy, this is problematic but here are your
resources for thinking about it, this is upsetting
because it is unexpected, we try to avoid you finding
that”. So partly it is the very diversity of what is
available on the Internet that is the challenge, by
comparison with, let us say, what children might find
in some other media.

Q32 Philip Davies: It is all subjective, is it not? What
you might consider to be harmful, I might consider
to be funny. If you were to ask 11 people on the
Committee what they thought was appropriate and
inappropriate, we would probably have 11 diVerent
answers. So the point is, which comes partly back to
Adrian’s point, whatever you do, you cannot
substitute parental—it is up to each parent to decide
surely what they think is right for their child, what
their values are that they want to bring their children
up with; you cannot get away from that base, can
you?
Mr Carr: That is absolutely true, but what we know
from Sonia’s research and other research is that
parents feel very much at sea when trying to
understand how to do the right thing for their child,
and how to set the right framework of Internet use
or whatever in their home for their children, and it is
one of the reasons why we, for example, within the
Children’s Charities have advocated that safety
software should be preinstalled on every new
computer that is sold into the domestic market, and
set to a high level of security, so that there is at least
something there when the parent turns on the
computer for the first time that will screen out
certain types of image. For many families, those
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basic settings that would be in place on day one will
perhaps not be appropriate, and they would have the
opportunity to change them. What I think is wrong
about the situation we have at the moment is nothing
is there, and so in a sense, when the manufacturers
sell the computers into the domestic market, they are
leaving it to chance, in a way, that the parent will find
out that there are issues, act on it, act wisely, and be
able to transmit to their children those sorts of
values and issues. So I think something being there
at the beginning would help a lot of parents, and
actually, apart from anything else, it would be a
major learning opportunity for them if there was a
piece of software or some safety stuV there when
they turned on the computer for the first time.
Professor Livingstone: Can I just follow that up? I
am trying to imagine the parent willing to implement
exactly the kind of domestic regulation that you
suggest, but I ask myself, how does the parent know
that, for example, cyber-bullying images or
beheadings or pornographic images are there on
YouTube? Does the parent feel empowered to say to
the child, ”You must not use YouTube”, which is in
a sense to kind of ostracise him from many jokes that
go around in the playground, so how do they even
know it is there? What mechanisms are then
available to them to prevent their child getting access
to that kind of content rather than all the other
benefits that are there? This is not a medium in which
parents have subtle skills, or indeed in which there
are subtle resources provided to say, ”Yes, you can
have this content; no, you can have that content”.
Then, if I put that into the context of a young
adolescent who is already not telling their parents
that they are trying smoking and not coming home
when they are meant to at night, fearful that if they
do tell their parents, the computer will be taken
away, I struggle to see that in many households there
will be a good basis of both knowledge and trust that
will allow that kind of reliance on parents to work as
we would wish.
Mr Carrick-Davies: One final reflection on this, if I
may. You have to ask the question, where is the
voice of the parent heard? We started the discussion
about the media and often the media will be very
good at illustrating parents’ concern at point of
tragedy but, just picking up on what Sonia said, I do
not think that parents do understand the services
that their children are using because I do not think
the companies that are providing those services,
which are broadly attractive for children and young
people, are very good at actually explaining or
illustrating or making their terms of services
accessible, child-friendly, simple, understandable at
the point of start-up and induction. A parent would
have a choice if they knew that most of the content
on You Tube would be for a certain audience or that
you have to be a certain age to actually set up a
channel or that for social networking services it
would usually be targeted for a child of a certain age.
So I do think it is incumbent on the industry to be
more proactive in making good quality terms of
reference for their services more accessible, more
easily available. We have done this with the mobile
industry. The mobile industry have done a great deal

of work in this country in identifying a code of
practice which gives parents greater choices. The
problem is parents do not know that there is internet
filtering at the point of purchasing a phone or that a
phone could be set as a child phone at the start of the
contract. I think that is part of the education case. I
am sorry if I am adding another layer of complexity
but I do hope you appreciate that some of us have
been grappling with this issue. Oh, that it would be
so simple to have a simple silver bullet, a rule, but
what we have to find out and the task for this
Committee is looking at the granularity of these
issues and thinking what we can do quickly that will
make maximum impact.
Chairman: We are getting a little short of time so can
I ask that not everybody answer every single
question?

Q33 Paul Farrelly: I just wanted to come back to
regulation, which Adam first touched on. There
appears to be a consensus, particularly with the
internet with its worldwide scope, that self-
regulation is the best possible approach. I just want
to explore the extent to which you think it is working
and whether you agree with that. Clearly, in areas of
what you can say, there is a growing body of libel law
which is developing with respect to the internet that
would not allow Google and You Tube to say, for
example, “Nothing to do with us, guv,” which was
their reaction to the gangs videos that were on when
the young lad was killed in Liverpool. The Internet
Watch Foundation lists three areas where people
have to watch out because the legal sanctions are
already there with the criminal law: child abuse;
criminally obscene content, however you define that;
and incitement to make racial hatred. Do you think
that list should be made more explicit and clearer
through legislation or regulation, for instance, with
respect of the whole issue of incitement to violence,
be it cyber-bullying, the misnamed “happy
slapping” and some things more extreme? I would
just like to gain your views on that area.
Mr Carr: Add to the list? I think the police have said
in relation to the specific point you have made that
they feel that there are limitations on their powers to
act, for example, in relation to incitement to violence
or incitement to suicide and things of that kind, so
to that extent—and I do not know if you are going
to be calling anybody from the police—we would be
broadly sympathetic to that point of view. As for
extending the categories, journalists ring you up
every other week saying “Should we ban suicide
websites? Should we ban anorexia websites?” It is a
matter for Parliament in the end to decide what the
laws of our country are. My point at the beginning
was that, in the absence of a particular topic being
illegal, it is very diYcult to see how you could ask the
industry to make a decision oV its own bat. If
Parliament thinks something should be illegal and
makes a new law, the industry will respond. In the
absence of a clear law, however, I think it is always
going to be a bit messy.
Professor Livingstone: Can I disagree with that? Just
to go back to the point I made earlier, my
understanding is that the industry is already making
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all kinds of decisions about when to permit a certain
kind of website to continue or to change the content.
All kinds of content regulation is going on under the
banner of self-regulation. My preference would not
be to, as it were, restrict freedom of speech and say
more things become illegal but to have a more clear
and transparent and coherent code whereby the kind
of speech is managed, not necessarily to ban it
entirely or to make it illegal but to make it, say, so
diYcult that the casual surfer does not come upon it.
That is my understanding of precisely what we do in
the broadcasting code on television. We do not say
things cannot be said; we say they should not be
something that you come upon without warning,
accidentally, without realising what you are getting
into. We could go a lot further down that route, I
think, before deciding certain content should be
illegal.

Q34 Paul Farrelly: If I can pursue that, if you then
make complaints, a member of the public or a
member of your organisations, under self-
regulation, unless the police intervene, it is up to the
company to decide whether to remove that content.
You mentioned the avenue or potential avenue of
appeal, which there is not now. How would you
grapple with that issue in practical terms?
Professor Livingstone: Could we have an
independent body that oversees and reports on the
eVectiveness and the accountability of self-
regulatory codes?

Q35 Paul Farrelly: What is your answer?
Professor Livingstone: I would say I think it is an
idea worth pursuing. I would like to know if this has
been attempted in other countries or in other areas
of regulation. I am not a regulation expert. I know
primarily about what children do in their house with
the internet but it seems to me that there are
principles of regulation which perhaps should very
clearly be applied, especially when something as
important as freedom of speech is at stake.

Q36 Paul Farrelly: You mentioned that there are
decisions being taken all the time by the companies
as to what to put on and what not to put on, so it is
not a case of “Not us, guv” but there are two ways
to ratchet this up: they can employ banks of people
themselves, which might aVect their business models
and their profitability.
Professor Livingstone: Banks of people are already
employed. That is my understanding.

Q37 Paul Farrelly: If you want to increase the banks,
or you can have banks of people like yourselves
being Mary Whitehouses of the Viewers and
Listeners Foundation, making complaints regularly
on a coordinated basis but then how do you measure
together the response of the industry to see actually
whether they are taking much note of what you are
saying and what the complaints are?
Mr Carrick-Davies: I really want to look at this issue
in some detail because I think it is very good that the
industry have said that they have banks of people
looking at moderated content, that they will take

things down but anecdotally we hear, especially
from schools—and schools are places which actually
provide often a filtered and protected environment.
Here is a statistic from the Southwest Grid for
Learning, which is the provider of Internet
connectivity for schools in the south-west region,
about 2,500 schools across the whole of the south-
west region, which did some research and they asked
of those schools that had complained to social
networking providers about inappropriate, harmful,
and oVensive content, how many of them had taken
it down. 41% of schools were unsatisfied with the
response that they had had from social networking
providers about their complaints, complaints that
were well done, put together properly through the
mechanisms that were there for them. So I do believe
that these companies need to be seen to be doing
more to respond promptly. I am delighted to say that
the social networking providers are working under
the auspices of the Home OYce Task Force on
guidance looking at best practice which will cover
the issues about better reporting, better education,
better design and better removal of content. Let us
see what happens in that space but it is a very
important point that we need to monitor and see
how eVective that self-regulation is.

Q38 Paul Farrelly: If I can ask you what more things
do you think ISPs and content providers and also
mobile phone companies can do, what one, two or
three things can they do better, in the opinion of each
of you?
Professor Livingstone: Provision of clear
information to parents and children that people can
understand. That is number one, the positioning of
that kind of information at the point where it
matters. I take John’s point about what happens
when you first buy your computer and you get the
information but you also need it on the sites, on the
social networking sites, a reminder when you are
using Instant Messaging: “Are you sure you want to
send that photograph?” I think there is a lot of just-
in-time, at-the-right-moment information that
could be and should be provided.
Mr Carrick-Davies: And much greater choice. Why
do we not see the market providing a phone with
limited functionality for a parent who says “I want
to see the benefits of a child using a phone for safety
reasons but I don’t want the camera phone or the
internet enabled at this stage for a nine- or a ten-
year-old child”? Why do we not have greater
granularity of choice? You can say that the industry
is finding it very diYcult to advertise or market
programmes for children because of the Stewart
Report but we need to get beyond that. We need to
say that parents will actually prefer choice and if
they can go upstream in terms of the service that they
provide, with companies going upstream and
providing better filtered products, I believe parents
would actually migrate to those services. At the
moment there is not the choice, I would argue.
Mr Carr: I think the pre-installation is a key thing.
I would also say—this is very much more prosaic—
a lot more stuV on bits of paper telling a parent “If
you want to find out how to keep your child safe, go
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to the following website, click through and do all of
that” is not always the best way, whereas if you have
simple messages, well presented on bits of paper,
that is an environment that they are much more
familiar with and much more comfortable with.

Q39 Paul Farrelly: I would like to ask one final
question on a recent case. Recently a young girl was
convicted of aiding and abetting by taking pictures
on a mobile phone of an assault that led to a death.
This whole area is a very tricky area because it covers
what you can show as a television company and how
far you are involved. It is a very tricky area but I am
sure many of the content providers will now be
looking at the risks that they run and just trying to
check in law where they stand if in these instances
custom and practice is that these people do this to be
able to upload it to sites so that everybody can see it.
In this sort of instance, that practical instance,
would you prefer a change in regulation or the
criminal law to make the risks clearer as to whether
in those sort of instances, if they show those scenes
if they are uploaded, they could also potentially be
charged with aiding and abetting an oVence?
Mr Carr: I think that the argument is running now.
I am very sympathetic to it. I take what Sonia was
saying earlier about the way in which informal
mechanisms of content management and editorial
things are happening all the time within the industry,
but when you get to categories, when you are talking
about people with categories of incidents of the type
you have just mentioned, I think there clarity on the
part of the law is essential.
Professor Livingstone: I am unclear whether your
purpose is to try to find a mechanism of ensuring
that crimes are resolved better or whether there is an
additional risk posed by the presentation of certain
kinds of material.

Q40 Paul Farrelly: You are evading the question.
The question is quite clear.
Professor Livingstone: Then I may need to ask you
to repeat it. I did not grasp it.
Mr Carrick-Davies: I would like to hear the question
again, please. I do not think it is unreasonable, just
to be clear.

Q41 Paul Farrelly: If the purpose, by custom and
practice, what is going on on the ground, of taking
mobile phone pictures of an oVence such as what has
been called “happy slapping” is actually to then
upload them on to places like YouTube, where
people can watch them, so they can watch them, in
that instance, if content providers like that continue
to show that sort of content, like the person taking
the photograph, because of the purpose of the whole
activity as demonstrated by what happens, should
the law be clarified that actually, if they continue to
show that, they should potentially run the very clear
risk of being convicted of aiding and abetting an
oVence?
Mr Carrick-Davies: Mr Farrelly, that is a straight
question. My straight answer is “yes” but it is a
challenge because we need to rehearse the arguments

carefully. With respect, none of us are legal
professionals. The issue of media law is incredibly
complex. You have to think about the rights of the
vendor as somebody who provides this content. Do
they have content status or vendor liability? These
are diYcult things to work out but that is a very good
question for this Committee to look at. We have
precedent now where a court case has been held and
aiding and abetting has been proven. That could be
one of the very simple actions that will actually stop
a lot of this content being put together.

Q42 Paul Farrelly: Was that clear enough for you,
Professor Livingstone?
Professor Livingstone: Yes, it was. I think, with the
caveat that I am not an expert in media law, I would
probably say yes, except that I am just worried about
the balance between, as it were, criminalising the
user who is uploading rather than the person who is
providing the site. If I think about the diVerent area
of music copyright, we have eVectively criminalised
half our young people in this country because they
are using software and facilities which have been
made available by the market. I do not know that
that is a constructive way to go. I think we are
teaching a lot of children to ignore the law.

Q43 Adam Price: I think one of you said there is no
silver bullet but the Australians think they may have
found it in their so-called Cleanfeed system, which
will block all access to certain categories of
extremely harmful material. The Howard
government promised to do it seven years ago; they
did not succeed. It became a big issue in the
Australian election campaign and the Labour
government are going to introduce the system.
Should we be doing that here as well?
Mr Carr: I am very happy to tell you that the
Australians copied it from us. BT—bless them; they
did not have to do it—developed this thing called
“Cleanfeed”. I think in your next session you have
Peter Robbins, the Chief Executive of the Internet
Watch Foundation, appearing before you. I do not
want to steal his thunder but it was the IWF who
pioneered this policy. They maintain a list of the
illegal websites, they hand it to internet service
providers. BT was the first one to do it and that is
why 95% of domestic internet users in the UK can no
longer get access to that kind of material. Many
other countries are beginning to copy it, including
the Australians. It certainly has wider applicability
but it only deals with illegal content. It is absolutely
limited to illegal content and, in this particular case,
it is only dealing with child sex abuse images.

Q44 Adam Price: In Australia it has given rise to a
wider discussion, including legal challenges. I
understand that the Australians—and I am familiar
with your work—are looking at maybe widening it
to other categories of material which is seen as
harmful and unnecessary and illegal. That is the
question I am asking.
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Mr Carr: I think you are legally obliged to provide
a filtering package. Every Australian internet service
provider is by law required to oVer free to every
Australian family a filtering package. I am not sure
what the rate of take-up is but it is an interesting
experiment.

Q45 Janet Anderson: Could I ask you, Professor
Livingstone, about media literacy? I think you say in
your evidence that you are not sure about how
eVective this is. What is the importance of the role of
media literacy? Microsoft have called for a
government-funded public information campaign.
Would you support that?
Professor Livingstone: Yes, I would support all
information provided to parents and children—
indeed, to everybody—about the possibilities and
the risks posed by all media, particularly the new
media that people are unfamiliar with. I think media
literacy is a crucial part of the broader picture. I
think people are motivated to try to understand the
media that they are using and that their children are
using and they would like to understand it better and
be more sophisticated users, though they have
constraints in how far they can do that. What I put
in the evidence was a note of caution that—
ironically, in a way—just as there are questions
about the evidence for harm, so too are there
questions about the evidence that media literacy
works. In other words, I do not think we yet have a
body of evidence that shows that if you provide or
increase the level of media literacy among some
compared to others, that those people then
encounter fewer risks or are better able to address
the risks that they do encounter. That is the follow-
up point I really wanted to make. So people learn
more about the media but very often, when people
know more about something, they use it in an even
more complicated way. So media literacy might be
the springboard to taking yet further sophisticated
risks and encountering other kinds of harm. What I
saw in the UK Children Go Online project was an
association between those children who did go
online and gained more benefits, they thereby
learned more about the internet, they were more
media-literate but they were the ones who were
getting into more of the risks, and it is often the
naı̈ve, cautious one who knows less that is also safer.
This is a paradox that I think we will really struggle
to address. One thing I would urge is that, if we do
have a big public-funded campaign, we do not
evaluate it in terms of asking whether people got the
message of the campaign but we evaluate it more
ambitiously in terms of whether people then
encountered fewer risks or whether they were better
prepared to deal with the risks that they did meet.
That is the question that does not get asked.
Mr Carr: There was some work done in the
University of Central Lancashire in Preston a few
years ago. They interviewed a whole range of
diVerent children and found some of the children
who were doing very risky things on the internet
were absolutely 100% aware of all the dangers and
all of the risk and it did not have any impact at all on
their behaviour. There are obviously some children

who are disposed to risky behaviour, perhaps those
who come from more vulnerable backgrounds or
whatever. They are the ones we really need to find a
better way of targeting.
Mr Carrick-Davies: Could I make a real plea to the
Committee that, as you look at the whole issue of
media literacy, you understand what is happening
within the curriculum taught in schools? Universal
access to the internet takes place in schools; most
schools have 100% connectivity. It is now finally
embedded on the QCA, the Qualifications
Curriculum Authority key stage three. That is 12, 13,
14-year-olds and upwards. Why is not the content of
e-literacy with a reference to safe and responsible use
embedded at the age of seven, eight or nine, when
children are just beginning to use this technology
and we have greater opportunities to influence
behaviour? We would argue that we need to do that
in tandem with three other things: first of all, the
empowerment, training and support for teachers
coming into the profession. They do not understand
how the swimming pool works; they have never
dived into it. This needs to be hands-on experience
and extensive work with the TDA, Becta, and
Microsoft in doing a resource called Know It All for
Teachers, where we have actually helped them to
understand the online safety issues. That is to be
welcomed but more needs to be done. Secondly, if
you think about where teachers derive their
continuing professional development, we need to
find ways to actually empower some of the teachers
who have never used these social networking
services, do not know a thing about the technology,
because it is so much a part of children’s lives. The
whole point of schools is to prepare children for life
outside the school gates, so we need to ensure that
children look at this. If I argue that the Government
believes healthy eating and obesity and school meals
should be on the agenda, what are we saying about
the reality of children’s lives online, and we do not
touch it? To quote somebody from Becta who said it
a few years ago, it is almost as if we said, as we did
in the Sixties, “We have a no-smoking policy
therefore we don’t talk about smoking.” You may
not be able to access that very rich, interactive,
potentially harmful and dangerous content in
schools but we need to prepare life for it. I would
argue that the biggest opportunity you have is to
strengthen the curriculum on media literacy and
ensure that schools are playing their part. This is my
last point and then I will shut up. Parents do trust
schools. They do not trust, with respect, large
companies that look like they are trying to shift
product. They also, with respect, often do not trust
big government. What they will trust is the
relationship they already have with their child’s
school, with their social worker, with a health
worker. This is the challenge, if you like. We need to
combine strategic initiatives with random acts of
education, where children and young people are
talking to their parents and understanding that we
have a duty of care and if we can engender that
culture to get children and parents to talk together,
get schools to address this issue because it is so
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relevant to children’s lives, then I believe this
Committee will make a profound impact in this area.

Memorandum submitted by Microsoft

Summary

Microsoft welcomes the opportunity to submit evidence to this inquiry. Like the Byron Review, Microsoft
believes that this inquiry is timely. We hope that MPs, Government, consumers, parents, ngos and the
industry can come together to see how we can continue to work to ensure that users, especially our children,
are as safe as possible online and that minors are only viewing appropriate content online or when playing
computer and video games.

Our comments to this inquiry are largely drawn from our Byron Review submission.

From an industry perspective, it’s important to highlight that we are not starting from scratch when it
comes to thinking about how we create a safe environment for consumers and children in particular.
Microsoft has been committed to this goal for many years now and our commitment can been seen in both
our products and our actions as a company.

User security and safety is a top priority for Microsoft. Five years ago we launched our Trustworthy
Computing Initiative (TWC). This Initiative is aimed at delivering secure, reliable software for consumers.
One key aspect of this has been the creation of the Security Development Lifecycle (SDL), a unique
approach to software development that reflects the knowledge and best practices learned from focused
security eVorts. Our aim is to make personal computing as secure and reliable as common utilities, such as
the telephone.

We have worked globally to establish a three-part model to work to tackle many of the issues faced around
online safety:

— Educating consumers about what they need to do to make themselves safe online—GetSafeOnline
is a great example.

— Developing new technology and practices to make consumers safer.

— Working with law enforcement to tackle the criminals.

All three of these areas are essential if we are going to move forward. Internet security and online safety
require an end-to-end approach.

Against a constantly challenging and evolving threat landscape, the industry and Microsoft has continued
to make good progress. At Microsoft, TWC has had a major impact on reducing software vulnerabilities.
This has been particularly true since the launch of Windows XP SP2 but a significant step forward was the
launch of Windows Vista which was the first client based operating system to go through the SDL.

Our commitment to developing technology to help create a secure environment for children online and
an appropriate gaming environment can be evidenced in our products: Windows Vista, Windows Live,
Xbox 360 and Xbox LIVE all have parental controls technology. However, we also aim to show our
commitment in our actions as a company, where we were a founding member of the Home OYce Task Force
on Child Safety and the Internet. Our employees remain committed to this Task Force and have been active
contributors to several of the sub-groups, including those that have developed good practice guidance on
chat/instant messaging, moderation and most recently social networking services. As a company we have
built strong relationships with CEOP (a member of the Virtual Global Taskforce), Childnet International
and the NSPCC, were a key funding partner on the Get Safe Online campaign, occupy a seat on the IWF
Funding Council, DCSF Cyberbullying Task Force, ISFE and the many other industry groups interested
in online and gaming. We take our self regulatory obligations in these industries very seriously.

Partnership between industry, government and law enforcement is all critical to help make the internet a
safe place for children. A great example of this partnership working in action was the launch of the Child
Exploitation Tracking System (CETS) at CEOP. CETS is a unique software tool developed by Canadian
police, international law enforcement oYcials and Microsoft to help battle online child exploitation by
enhancing law enforcement’s ability to track child predators online.

Microsoft shares these ambitions. Microsoft is committed to helping provide an environment where
everyone can safely enjoy the benefits of digital and interactive entertainment. We believe that parents are
best placed to determine what is appropriate for their children. But crucially, that parents must be given
both the information and the tools to enable them to make informed choices about age appropriate activity
and to enforce those choices.

Janet Anderson: Thank you very much.
Chairman: Can I thank the three of you very much.
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Microsoft’s approach to gaming follows these guiding principles:

Responsible Industry Leader

We believe it is our responsibility to deliver industry-leading family settings (ie, parental controls) for
Microsoft’s interactive entertainment-related products and services. Microsoft is committed to providing a
safer, more secure and appropriate gaming experience for every audience. For video games and online
games, Microsoft provides easy-to-use controls so that parents and caregivers can set the appropriate
environment and decide which games their children can play based on game ratings.

Educated and Informed Choice

We believe in the rights of parents and caregivers to make educated choices within a wide variety of
oVerings. They are the ultimate judges of the quality, creativity and appropriateness of the game oVerings.

Not all games are for all audiences and Microsoft actively supports and abides by all game rating systems
in eVect in the diVerent parts of the world. The goal of the rating systems is to be meaningful and descriptive
and to allow consumers to make informed decisions. Education is done through a variety of methods
including, but not limited to, advertising, packaging, and point-of-purchase kiosks in retail stores.

Creativity and Freedom of Expression

We believe in the freedom of game developers and publishers to create their games with a wide range of
content and in the freedom of consumers to choose what they purchase. Interactive entertainment provides
something for everyone and our goal is to support a vibrant ecosystem for the development of these
products.

Commitment to Employee Choice

As a responsible employer, we believe that all our employees working on game development and
marketing have the choice to exercise their personal preferences with regard to game content. Microsoft
encourages any employee who is not comfortable working on a certain game due to the nature of its content
to opt out of that specific work.

Using these principles, we have made parental controls and other security, reliability and privacy issues
a top priority in our entertainment hardware, online services and our software.

Unlike in the physical world, in the virtual world whether online or with computer games, technology
oVers parents the opportunity to understand and where necessary restrict the content, contact and amount
of time their children spend online or playing computer games. What is crucial is that the industry and
government work together to ensure that parental control technologies are used by parents. The online
world oVers a great opportunity for children to learn and interact with their friends, classmates and teachers,
but parents tend to allow their children more freedom than they would in the oZine world. An example of
this diVerence in approach is how a parent will allow their child to play a computer game which is rated
above that child’s age but will not allow their children to watch a film with the same rating. We do not think
that you can regulate for this but we do think that there is a need to educate parents about the potential risks
presented by emerging digital technologies and the available safeguards. In the past, the Government has
invested in public information campaigns warning children and parents about “stranger danger” and we do
wonder whether a similar broad reaching public information campaign could help highlight the need for
parents to take the time to think more about what their children are doing online. This is not about blame
as people lead increasingly busy lives and there are many pressures on parents’ time but rather to help
parents make informed choices. It is for the Government to decide whether a public information campaign
is needed and for Ministers to decide whether this is a priority amongst all the other issues that call for
investment of time and money.

What we suggested is that the Byron Review should recommend that the Government launch a public
information campaign and oVered to discuss how we could get involved if appropriate. In addition, we also
recommended a more targeted campaign in schools, possibly using the model created by Getting to Know
IT All campaign, where Microsoft employees, working in partnership with the Police, Childnet
International and CEOP, visited over 100 schools to talk to children about being safe online.

Partnering with the Training and Development Agency, we have also developed a version of the “Getting
to Know IT All” campaign information to help trainee teachers learn how to teach internet safety. Again
we thought that it would be worthwhile investigating whether this model could help provide a vehicle for
tackling some of the educational issues raised by this Inquiry and the Byron Review.
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Benefits of the Internet and Computer Games

We believe that both the internet and computer games can be very beneficial to consumers including
children. We feel that this needs to be restated when discussing this issue as there is much more positive than
negative. Online communications tools are just like any popular communications tool be that mobile or
landlines or even the post. They are used and enjoyed by millions of consumers every day for positive reasons
but are sadly misused by a tiny minority. We believe that it is important to remember the benefits derived
by the vast majority of consumers when discussing some of the more negative aspects of the impact of the
internet and gaming.

Benefits of Computer Gaming and the Computer Gaming Industry

Although it isn’t our area of expertise we would recommend that the inquiry looks at a number of
academic studies that support the view that video games can be educational and beneficial to children’s
learning abilities. We would recommend that you visit the FutureLab website and look at the Games and
Learning and Teaching with Games reports.

— http://www.futurelab.org.uk/resources/publications–reports–articles/literature–reviews/
Literature–Review378

— www.futurelab.org.uk/resources/documents/project–reports/teaching–with–games/
TWG–report.pdf

— There is also a wealth of articles on individual aspects of teaching with games on the site:
www.futurelab.org.uk/search/tags?custom:tag–search&tag–search:type%resources&tag–
search:query%games<resources-cloud

Economic Benefits of the Software Industry, including Computer Gaming

Microsoft can oVer direct commentary on the benefits of software development to the economy which
includes the internet and computer games industry. To better understand that contribution, in 2007 IDC
conducted a study of the economic impact of IT in 82 countries, including the UK.

The study found that not only does IT drive significant growth in skilled jobs, but also that spending on
software creates a disproportionate share of that job growth.

Microsoft’s own investment in the UK gaming industry is reflective of the UK success. We have brought
two leading UK games developers into Microsoft Games Studio, RARE and Lionhead. In May this year,
we announced we were establishing a European arm of Microsoft Games Studio based at our UK campus
in Reading. The European oYce is focussing on growing the popularity of our published content, identifying
and sourcing content which is more culturally appealing to EU countries and on nurturing relationships
with games developers. The division builds on the strong presence we already have in the UK with Lionhead,
Rare and great publishing partners like Bizarre Creations in Liverpool and Real Time Worlds in Dundee.

For the United Kingdom, IDC found the following:

— IT spending is 3.4% of GDP, compared to a world average of 2.5%.

— Overall IT spending is expected to hit £45.7 billion in 2007 and grow 5.5% a year between now and
2011. Software spending is expected to grow 7.5% annually.

— Although software makes up less than a quarter of IT spending, overall software related
employment for 2007 is expected to be 59% of a total IT employment. This equates to more than
1.37 million employees in the UK.

— According to DCMS figures, the UK computer games market is the third largest globally. We have
the largest number of games development companies and publishers in Europe with around 150
UK based development studios employing 6,000 people. The UK’s console market is the largest
in Europe.

Benefits of the Internet

The internet is a hugely positive tool that has transformed the way we work, communicate and are
entertained. It has become as much part of our lives as innovations such as the telephone and many people,
especially young people not only accept it as “normal”, but rely on the internet as a social tool.

The internet will continue to oVer new ways for people, including children, to interact, shop and learn.
Increasingly the internet will become much more visual where currently it is more textually based. It will
also become much more local in the services and information it oVers where as at the moment it is more
national or international. When their access is managed correctly, the internet will continue to oVer children
great ways of learning and engaging with friends, family and teachers.

The internet has had a profound impact on the economy and the whole of society, including young people.
The internet is an overwhelmingly positive innovation and there are countless examples of how it can benefit
young people as an information resource and multi-faceted communications tool.
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Within the education sector, the internet allows for teachers who excel in specialist subjects to support
other teachers and schools with less expertise in these subjects. It allows parents, teachers and pupils to
interact much more easily and regularly. The internet is also a great education tool in itself allowing access
to a great library of information. If managed properly, the internet also allows children to interact with their
friends and family irrespective of how close they live to each other.

But what we thought would be useful is to highlight one practical example of where an internet based
technology has had an impact on young people in education.

Learning.live.com is a good example of the positive ways that online tools such as Windows Live
Messenger can be used other than for day-to-day socializing and networking. Learning.live.com is the
outcome of a pilot study at Lincoln School over the last two years where year 11 pupils have been given free,
fast and confidential access to teaching staV from their own home via Windows Live Messenger. Teachers
at the school have used Windows Live Messenger to answer pupils’ questions, host “quizzes”, chair online
discussions and even conduct online classes using an on-screen interactive whiteboard.

The pilot scheme was initially introduced to help students succeed at GCSE level and aimed at borderline
C/D grade students in six diVerent subjects. The scheme was so successful, it was later rolled out to year 9s,
to help them with their SATs, and is set to be rolled out to students with special needs, to provide them with
additional support.

The results of the pilot scheme indicated that there were many benefits to applying technologies like
Windows Live Messenger to learning, for both teachers and students:

Students

— Pupils showed great enthusiasm for the “out of classroom” question time and workshops over
Windows Live Messenger.

— There were improvements to participating pupils’ grades.

— Workshops helped improve the educational engagement of pupils.

— The teacher-pupil relationship improved.

Teachers

— Helped reduce teachers’ hours through higher student engagement.

— Helped students get better results.

— Lincoln School appeared on the most improved schools list for the second time running.

— Windows Live Messenger bridged the gap between school and home technology—allowed
teachers to communicate with students using technology that pupils are comfortable with and use
everyday* (there are currently 2–3 existing intra-schools communications messaging tools but
these are usually only used within the school environment and not at home).

— As a learning tool, Windows Live Messenger is a free and easy service which teachers can use—
there’s no barrier to adoption.

— Teachers found that Windows Live Messenger could also be used for the pastoral care of students.

Furthermore, children benefit from being able to converse in real time with fellow classmates whilst doing
their homework for example.

The wider societal benefits of the internet are pretty clear. Many have accredited the internet with the
“democratisation of access to information” enabling anyone with a connection to access vast amounts of
information at any time of the day or night.

Microsoft Parental Controls and Family Settings Technology

We are committed to developing technology that gives parents the option of understanding and control
what content or game their children are viewing or playing and the amount of time they spend online or
playing a game.

When it comes to connecting to the internet, even before consumers and/or parents look to use our
parental controls there are a number of basic security steps they should be taking to keep their PC safe.
These are:

— Install virus protection.

— Set up a firewall.

— Ensure your software is up to date.

— Use strong passwords.

— Ensure physical security.

— Lock down your wireless network.
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— Browse the web defensively.

— Backup your data.

There are a lot of resources available to consumers that will help them protect themselves and their PC’s
against the growing number and severity of security threats. A great place to start is the GetSafeOnline
website. This joint Government and industry initiative supported by Microsoft provides clear, accessible
and up-to-date advice on the easy ways in which you can protect yourself and your PC while using the
internet. We recommend that all PC users regularly visit www.getsafeonline.org to ensure you are up-to-
date with the latest online security advice.

We also oVer advice about being safe online at:
http://www.microsoft.com/uk/athome/security/default.mspx

We thought it would be useful to highlight to the committee the parental controls technology we have
developed which is available to the consumer.

Computer Games

As manufacturers of the Xbox 360 video games console, as well as Windows Live and Windows Vista,
Microsoft invests heavily in innovative solutions that help to empower parents to make sensible choices for
their children’s use of hard copy video games, games downloaded from the internet and games played online.
As a games manufacturer, we have a duty of care to help children, young people and parents manage any
potential risks associated with playing video games.

Xbox 360 allows parents and caregivers to ensure that their children have an even safer entertainment
experience.
With easy-to-use controls, parents can:

— Decide within what parameters each child can use the Xbox console.

— Customize each child’s playing environment.

— Control access to the online Xbox Live service.

— Have approval authority over each child’s online friends list and determine what types of
communications are allowed.

— Restrict each child’s online profile and presence (online status) to specific people.

— Create personal settings for each child, which applies to their Xbox Live account even when they
use outside the home (for example, on a friend’s Xbox 360 console).

— Limit each child’s exposure to content created by other members of the Xbox Live community.

— Decide which games their children can play based on the game rating.

— Override their own restrictions so they can decide, case by case, which games their children can
play.

— Control when and for how long their children play their computer games in Xbox 360 or online
access in Windows Vista.

— These controls will be applied across all hard copy games, downloaded games, and online games
played on the Xbox 360 console.

With these controls, parents can open the Xbox LIVE online experience to their children safely. On Xbox
360, even younger children can have a full Xbox Live online experience. Xbox LIVE Family Settings allow
parents to limit the types of contacts and content that children could be exposed to when playing online or
not allowing any contact at all.

Family Timer

Xbox 360 also uses a family timer, which enables parents to set the amount of time their Xbox 360 can
be used by members of their household—particularly children.

Parents can set the console to allow only specific amounts of playing time. After that time has expired,
the child will not be able to use the console again within that 24-hour period unless additional time is granted
by the parent.

Parental Control Rating System

We believe that parents should have access to information that helps them decide what age is appropriate
for their children. That is why we support the two age rating systems for computer games that are used in
the UK.

In the UK, we use a mix of BBFC (British Board of Film Classification) and PEGI (Pan-European Game
Information) rating systems. The statutory BBFC rating is exactly the same as used for films and DVDs
and is applicable to games which are excessively violent or sexual in nature. In practice however, the BBFC
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encourages ratings for any game targeted at an audience of people aged over 15. The PEGI self-regulatory
system was established in 2003 specifically to help parents make informed decisions about buying interactive
games for their children and includes a full range of age and subject matter related ratings.

In the UK, parents will see a mixture of BBFC and PEGI ratings on games when they are looking through
them in shops.

Although we feel the current rating system works well, we recommended to the Byron Review that the
Government should consider making PEGI the sole UK rating system. The BBFC’s role should be to decide
whether controversial games should not be allowed a UK rating at all. We believe a single system would
cause less confusion and allow more focus. PEGI is more appropriate for computer games because it gives
parents both an age and a content rating indicating whether a particular game has bad language or violence
in it for example. It also has a wider reach than just the UK.

As the gaming experience has moved online, we have been keen to ensure children using our Xbox Live
service remain protected by our family settings. This is why we were the first games console manufacturer
to oYcially sign up to PEGI Online which is a new self regulatory regime for online gaming which works
alongside the existing PEGI ratings system and which is designed to help parents decide which online
videogames are most suitable for their children.

PEGI Online introduces something called a “trust seal” to identify those games which have committed
to their PEGI Online Safety Code. Videogames bearing this seal clearly communicate that they promote
safe online play and protect younger gamers against unsuitable gaming content.

Furthermore, PEGI Information is displayed on the back of Xbox and Xbox 360 games. It uses clearly
understood symbols and graphics to indicate, at a glance, the recommended suitable age for a game’s
content as well as the kind of themes or gameplay on oVer.

Parental Control Technology on the Internet

We believe the risks to children should be addressed in two ways. Firstly by educating children and parents
about the risks and benefits of using the internet and secondly, by ensuring all products have as many
controls and safeguards in place as possible.

Safeguards

There are a range of mechanisms available to parents and children to ensure that the potential and actual
risks online are managed appropriately. They are largely either technical tools like parental controls or
bodies focused on helping to deal with illegal or inappropriate activity.

Our parental controls are available both on the PC in the operating system with Windows Vista Parental
Controls and online with Windows Live OneCare Family Safety which can be downloaded for free as part
of the Windows Live suite.

There are a range of specific tools and accompanying guidance that are available for all Windows Live
products.

Safeguard Guidance and Controls Per Product

Live Search

Microsoft has applied the IWF List of URLs containing images of child sexual abuse to its Live Search
filters so that none of these URLs will ever appear within the results of a search carried out through Live
Search. This list is continually updated.

Windows Live Family Settings

Microsoft is committed to providing a more positive and safer online experience for all children and their
parents through a combination of safety software, guidelines, and partnerships with leading child
development experts. A key deliverable of this commitment is Windows Live Family Safety Settings (FSS)
a no-charge, Web-based, customisable safety service.
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The Features of FSS

FSS includes content filtering for the Web, contact list management tools for communication services,
and online activity reports. When used with the Web- and computer-based family safety settings built into
Windows Vista, FSS helps provide families with valuable layers of protection.

Content filtering

Content filtering for the Web will allow customers to choose settings that allow, block, or warn for a range
of content categories, including Web-based chat and e-mail communications. FSS allows parents to apply
unique settings for each member of the household. When a user signs in to Windows Live on a computer
that is running Family Safety Settings, the filtering settings are automatically enforced. To help meet the
family’s evolving needs, parents can review and adjust settings online anytime from any personal computer.

Expert guidance

Through FSS, the AAP and NSPCC provide parents with valuable guidance on age-appropriate settings
and online activities. For example, parents have access to guidelines on how to help a child use online
communications safely and on how to talk to children about inappropriate Web browsing.

Activity reports

Parents can access activity reports for each user in the family at any time from any computer connected
to the Internet. This helps them stay informed about their children’s Web browsing and online
communications.

Contact management

Parents can create “allow” lists for communication services, including Windows Live Mail, Windows Live
Messenger, and Windows Live Expo, to help prevent their children from crossing paths with unknown
contacts. The “allow” list also helps parents restrict access to a child’s personal Web log (blog) or social
networking page to only those contacts they have approved. This communication services protection will
apply any time a user is signed in through Windows Live.

Windows Live OneCare

This provides two levels of protection:

— Locally on the PC via an installed piece of software that protects a user by seamlessly integrating
and updating antivirus, firewall, antispyware and anti-phishing protection. At the same time it
improves PC performance via automated tune-ups and allows users to back up files and restore
functionality.

— Online—the Family Settings within OneCare creates a password-protected log-in for all users of
the PC so that a parent can control how a child communicates using Windows Live products such
as Messenger and Hotmail by managing security settings and even approving buddies.

In addition, OneCare allows parents to either block certain websites—by category or by address, or allow
only those sites that they wish their children to view including a kid-friendly global list.

Windows Live Messenger

— Control who IMs you—Using your Messenger Contacts list gives you total control over who is
allowed to send you messages. For instance you have the option to create your own manually
selected list of “Allowed” contacts.

— See who’s contacting you—By ticking the “Alert Me” box in the Privacy section of Windows Live
Messenger’s Options screen you can be told whenever anyone tries to add you to their Contact list.

— Block someone from contacting you—If you don’t want someone to be able to contact you any
more, simply delete them from your Contact list and they won’t be able to send you any messages
or even see if you are online. You can do this even more directly by clicking “Block” on the toolbar
when you next receive a message from them.

— Reporting abuse—Reporting a conversation is easy. When the information is open on screen just
press the Print key on your keyboard and paste the information into a word document along with
a note of the date and time the interaction took place.

— Users can also report concerning behaviour directly to CEOP through their dedicated Tab within
the Windows Live Messenger dialogue box.



Processed: 24-07-2008 21:29:22 Page Layout: COENEW [O] PPSysB Job: 395071 Unit: PAG1

Culture, Media and Sport Committee: Evidence Ev 37

— Parents can set up Messenger so that each and every conversation is saved to the computer’s hard
drive for further monitoring if desired.

Windows Live Hotmail

— Protecting your account: When setting up a Windows Live Hotmail account you are encouraged
to use passwords and secret questions that are diYcult to guess as you’re much safer if you create
passwords that combine unrelated letters and numbers rather than known words.

— Spam: Adjustable personal account filters in Windows Live Hotmail mean you’re in control of
what mail gets through to your account. If you set your filters to the highest setting: “Exclusive”,
Hotmail will only deliver mail from addresses in your Contact file.

— Creating a Safe List: You can easily create a “Safe List” of contacts that you are happy to receive
mail from. Just go into Options/Mail/Junk email protection/Safe List, type an address want to
always receive mail from and click “Add”.

— Easy to identify unknown mail: It’s easy to identify mail from strangers in your inbox, as all mail
from addresses not in your Contacts are clearly marked with a question mark.

— Block someone from contacting you: Windows Live Hotmail makes it easy to blacklist someone
you don’t want to be contacted by. All you have to do is highlight a mail from them in your Inbox
and click “Block”.

— Report spam: If you suspect an email is spam, simply select it in your inbox. Then click on the
“Junk” option at the top of the page and that will automatically report the mail to us so we can
help improve filters.

— Report any concerning behaviour to abusewhotmail.com

Windows Live Spaces

— In control—With Windows Live Spaces you are totally in control of the content in your Space and
the availability of that content to other people.

— Controlling who sees your Windows Live Spaces content—You can make your Windows Live
Space completely private, completely public or available only to people you select from your
Contact list.

— When you first create your Windows Live Space it will automatically be open to all the people on
your Messenger Contact list, but if you prefer you can manually select a smaller group of people
from your Contact list.

— Think about the content in your Windows Live Space—When posting content always remember
you’re creating digital information that can be copied, duplicated and revised in a few clicks so be
wary about including anything too personal.

— Reporting abusive or illegal activity—We have a clear Windows Live Spaces Code of Conduct and
reserves the right to remove oVensive or illegal postings and to ban participants.

— We also invite members to report any activity that breaches our Code of Conduct.

Windows Vista

The parental controls built into Windows Vista are designed to help parents manage what their children
can do on the computer. These controls help parents determine which games their children can play, which
programs they can use, and which websites they can visit—and when. Parents can restrict computer use to
specific times and trust that Windows Vista will enforce those restrictions, even when they’re away from
home.

The Parental Controls panel, part of the User Accounts and Family Safety Control Panel applet,
centralises all of the key settings of the Windows Vista Parental Controls.

From this one location, parents can configure the parental controls for their computer and applications,
setting appropriate limits on their children’s game playing, web browsing, and overall computer use. The
Parental Controls panel provides a centralized location where parents can turn parental controls on and oV;
block or allow specific programs, games, and websites; and set controls for every aspect of the child’s
computer use. Third-party family safety software and services providers may also choose to have their
products and services accessible from the Parental Controls panel in Windows Vista. Parental Controls does
not work on domain-joined machines, such as in a business environment.

From the Parental Controls panel, parents can review easy-to-read activity reports that show how their
children have been using the computer. Monitoring their children’s computer behaviour not only makes it
easy for parents to keep track of what they are seeing, hearing, and doing, but it also enables parents to refine
and modify parental controls based on actual feedback. The Parental Controls icon in the system tray is
always visible to let children know that the Parental Controls feature is on.
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Windows Vista enables parents to decide when their children are allowed, or not allowed, to use the
computer. Parents are presented with a grid showing the days of the week and the hours of the day. To
restrict their computer use, parents simply click the specific times and days that they want to block. As a
child nears the end of an approved time period, they receive a 15-minute and a 1-minute notification that
their time is about to expire. If their time ends before they log oV the computer, Windows Vista suspends
their session and displays the logon screen so another user can use the computer. The child’s session stays
active in the background, however, so the next time they log on, they can pick up where they left oV without
losing any of their work.

Additional Advice

— Microsoft also develops and publishes a variety of consumer education materials to help parents
and kids learn how to stay safe online together.

— http://www.microsoft.com/athome/security/children/kidblog.mspx and also http://
www.microsoft.com/athome/security/online/community–safety.mspx

Working in Partnership with the Experts

We have been looking at all aspects of child safety for many years and work closely with the government
and industry bodies on tackling issues that aVect children. The following are organisations that we have
worked with:

— Working in partnership with CEOP (and the Virtual Global Taskforce) to launch the Child
Exploitation Tracking System (CETS). CETS is a unique software tool developed by Canadian
police, international law enforcement oYcials and Microsoft to help battle online child
exploitation by enhancing law enforcements ability to track child predators online.

— Microsoft has been an active contributor to the Home OYce Task Force on Child Safety and the
Internet since its inception, including contributing to good practice guidance documents on Chat
and Instant Messaging, Moderation and Social Networking Services.

— Members of the Internet Services Providers Association (ISPA)—largely concerned with the
regulatory environment for the Internet industry.

— The Child Exploitation and Online Protection Centre (CEOP)—we have incorporated a VGT
(Virtual Global Taskforce) button on Messenger which users can click to directly contact CEOP.

— Internet Watch Foundation (IWF)—we are a key funding contributor to this charitable hotline
where illegal content (and more specifically child pornography) is reported and investigated.

— DCSF Cyberbullying Task Force resulting in the publication of a guidance document and
materials distributed to schools with very practical service specific advice about how to protect
against and report cyberbullying.

— As already mentioned, working with Childnet International and the Virtual Global Taskforce, we
launched the Getting to Know IT All campaign.

Closing Chat Rooms

Microsoft made a diYcult decision in October 2003 to permanently close all of its European chat rooms
in an attempt to enhance children’s safety on the MSN network. All of our communications services now
require registration before they can be used.

Education

Of course, it is essential that consumers, especially parents, use the technology available to ensure that
they and their families are safe online and that their children are only viewing appropriate content. We see
encouraging consumers and parents to take advantage of these technologies as absolutely essential. We take
part in a number of programmes and produce a range of materials to help highlight the importance of being
safe online and how best to use our technology. We also recognise that it is Government that can really drive
an education programme whether that is through a public information campaign or by targeting children
in schools or both.

This is why we suggested to the Byron Review that it should recommend that Government should launch
a public information campaign and we would be happy to discuss how we could get involved if appropriate.
In addition to a more general public information campaign, we recommended a more targeted campaign in
schools, possibly using the model created by the Getting to Know IT All campaign where Microsoft
employees, working in partnership with the Police, Childnet International and CEOP, visited over 100
schools to talk to children about being safe online.
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Education and Advice on Computer Gaming

There are many opportunities for children, young people and parents to learn about safe, responsible and
fulfilling video game playing. As we already highlighted above, the PEGI information, which is displayed
on the back of Xbox and Xbox 360 games, oVers important guidelines for family-oriented entertainment
on Xbox 360.

Furthermore, as one example, our Xbox.com site provides a Family Gaming Pact brochure for parents
and children to agree and commit to safe gaming practices. MSN has also introduced a printed brochure for
parents entitled, “Child Safety on the Internet: Useful Tips for Parents”, which includes a sample agreement
between parents and children on agreeable use of the computer, including online activities and gaming.

We have also preparing to launch of a new document, “Play Smart, Play Safe: A Family Guide to Video
Games”. This document will provide information about computer and video games and about the rating
system that exists in the UK to help parents determine what is age-appropriate for children. It also provides
parents with information about Microsoft’s parental controls, including a step-by-step guide on how to
operate them on consoles or computers.

We also have a comprehensive parental controls section on our Xbox.com website and support other
industry eVorts online to highlight this issue.

Education and Advice Online

Of course the smartest software can only help if it is used. This is where everyone has a role to play;
industry, government, parents and of course children themselves.

For children we want to:

— help them to protect their online identity;

— encourage them to use the protective filters available to them; and

— educate them about how to quickly and eVectively report issues such as bullying if necessary.

We create special areas on the MSN site where parents, teachers and kids can learn more about safety
and security issues http://help.uk.msn.com/. We have also more recently developed a section within MSN
dedicated to cyberbullying; how to tackle it, how to report it and where they can get more help. As
mentioned, Microsoft is an active industry member of the DCSF Cyberbullying Task Force and contributed
to the Guidance document published in September.

Know IT All for Teachers: Partnering with the Training and Development Agency—we have also
developed a version of the Getting to Know IT All campaign information to help trainee teachers learn how
to teach internet safety.

Cyberbullying

The inquiry has specifically asked about cyberbullying. Microsoft feels that this question would be most
appropriately answered by specialists and those with direct experience like children, young people and their
parents. However, we thought that the Committee would be interested in the key findings of a report we
conducted into cyberbullying in February 2006 and the advice we oVer young people and their parents if
they become victims.

Key findings included:

— One in 10 children (11%) have experienced cyber-bullying.

— One in eight (13%) say cyberbullying is worse than physical bullying.

— Half of UK parents (48%) are unaware of the phenomenon of cyberbullying.

— Girls are twice as likely to know someone or several people that have been cyberbullied, over a
third (35%) compared to one in six (17%) boys.

— Almost three-quarters of children (74%) did not go to anyone for advice last time they’d been
cyber-bullied.

— One in 20 children admit to bullying someone else online.

The advice we oVer parents and young people is as follows:

— In extreme cases, alert the police to the activity.

— Discuss the possible implications of sharing personal information online.

— Make it clear from the moment you give your child online access that it will never be taken away
because of them reporting inappropriate/oVensive behaviour. Our research shows that only 17%
of children who’d been cyberbullied told their parents because they feared having their internet
access taken away. Once they have accepted help, the majority of teens are grateful they did. Two
thirds of 12–15 year olds we researched found the help they sought “very helpful”.
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Our Approach Adult Content and Adult Image Search Online

We encourage parents to closely monitor their child’s online activity to prevent exposure to inappropriate
content. As mentioned above, Windows Vista and Window Live oVers a variety of Parental Control features
globally that enable parents to control their children’s activities online. Microsoft is continuously looking
at solutions to eliminate illegal content within our search results. Microsoft strives to return no adult content
for consumer’s queries that may not be legal, and works with law enforcement where appropriate.

For common, unambiguous sexual search terms, Live Search does not serve or return queries. Instead,
we clearly notify the customer, via an adult content warning, that they must be over 18 to view explicit
material, and we ask them to confirm that they are over 18 before continuing.

Microsoft currently has worldwide partnerships with NightSurf (WebPower) across 15 international
countries and PleasureFind (Overture) in the UK. These third party sites do not have any illegal content,
teen content or hardcore explicit images displayed on their home pages.

By default, Live Search filters out explicit images and search results through the Image Search Tool and
in the UK, Microsoft works closely with the Internet Watch Foundation (IWF), to report inappropriate
sites to the IWF’s “blacklist”. With the default “SafeSearch” setting of “Moderate”, Live Search will
automatically filter sexually explicit images. A consumer can proactively increase their “SafeSearch” setting
to “Strict”, which causes MSN Search to filter out both sexually explicit text results and sexually explicit
images. Live Search uses a combination of software and human editors to set the filter parameters, however
Live Search cannot guarantee that all adult content will be excluded at the “Moderate” or “Strict” settings.

Privacy

We believe that data protection and privacy are key issues for establishing and maintaining consumer
trust. The internet today is fuelled by online advertising. Many websites are able to oVer their content and
services online for free, precisely because of the income they derive from advertising. Simply stated, the
Internet would not be the diverse and useful medium it has become, without advertising. At the same time,
online advertising presents challenges and risks. The ability to target online ads depends on information that
companies collect from or about Internet users. Needless to say, much of this information may be viewed
as personal.

Microsoft is committed to protecting the privacy of our customers and believes they deserve to have their
personal data used only in ways they have agreed to, and in ways that provide value to them. Our privacy
policy reflects our long held commitment that consumers should have the ability to control the collection,
use and disclosure of their personal information.

We believe that our customers should be in control of their information, and it is this belief which guides
the design of all our products and services. It is the responsibility of each individual company to nourish a
culture that truly values and respects privacy. In that spirit, Microsoft was one of the first companies to
appoint a chief privacy oYcer, an action we took nearly a decade ago, and we currently employ over 40
employees who focus on privacy fulltime, and another 390 who focus on it as a part of their jobs.

We have devoted considerable time, energy, and resources to the development of privacy related
standards that serve as a practical guide to our handling of personal data. Last July, we announced
additional privacy principles related to search and online advertising.

Microsoft’s Core Online Privacy Principles

Microsoft’s core privacy principles are based on three key concepts: transparency, consent and security.
They embrace user control, search data anonymisation, data protection, legal compliance and industry best
practices.

User Notice

Our first core principle concerns transparency. We have redoubled our eVorts to provide users with clear
notice about our policies and practices so that they can make informed choices. We were one of the first
companies to develop a so-called “layered” approach to privacy notification, in which users can click on
links to obtain more detailed information about a company’s privacy practices. This helps avoid the
problem of information overload, while enabling consumers to be fully informed. The first layer of our
privacy policy provides a clear statement of the key information our customers need to understand
Microsoft’s practices from the very beginning—including a statement that data may be used for the display
of personalised content and advertising. Additionally, our Online Privacy Statement is readily accessible
from every page of each major online service that we operate.
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User Control

Our second core principle involves user control. This is critical. Currently, we are developing new
technologies that will dramatically enhance such control, for example, by allowing signed in users to control
personalisation using their search history. Similarly, when we begin to oVer advertising services to third
party websites, we will comply with the principles of the Network Advertising Initiative by allowing users
to opt-out altogether from behavioural ad targeting by Microsoft.

Minimising Privacy Impact and Protecting Data

Another core Microsoft privacy principle concerns security and minimisation by design. In other words,
we design our systems and processes in ways that minimise, from the outset, their privacy impact while
promoting security. For example, we use encryption technology (known as a one way cryptographic hash)
to store search terms separately from account holders’ personal information, such as name, email address,
and phone number. We have also designed our online ad platform to only use data for ad targeting that does
not personally and directly identify individual users.

Search Data Anonymisation

Microsoft invests heavily in protecting all of our online services from unauthorized access, attacks and
other malicious activity. These measures include vigorous physical as well as virtual measures to keep data
safe, detailed data protection and security plans, third party audits, code reviews, and advanced intrusion
detection, to name just a few of the elements. Related to our core principles of transparency, control, and
security is the important issue of data retention. We have implemented specific retention policies with respect
to search query data, and we currently anonymise all such data after 18 months, unless we receive user
consent for longer retention.

We believe that 18 months is the minimum necessary in current circumstances for the security, integrity,
and relevance of our services. However, we have taken a very strict approach to anonymizing search terms
by irreversibly removing the entire IP address and all other cross session identifiers, such as cookies and
other machine identifiers, from search terms. This renders that information truly anonymous. In terms of
the impact on user privacy, complete and irreversible anonymity is the most important point here—more
impactful than whether data is retained for 13 vs 18 vs 24 months.

Legal Obligations and Industry Best Practices

Finally, we are committed to complying not only with our legal obligations but also with industry best
practices in all of the markets in which we operate. We participate in the Safe Harbour Framework regarding
the collection, use, and retention of data collected from European residents. We also adhere to the standards
set forth in the Organization for Economic Cooperation and Development (OECD) privacy guidelines, and,
as we begin to oVer advertising services on third party websites, we plan to follow applicable principles of
the Network Advertising Initiative.

These principles build on our other privacy eVorts, including our support for comprehensive privacy
legislation in the United States and our release of privacy guidelines to help developers build meaningful
privacy protections into their own software programs. We will also continue to make significant investments
in data protection in terms of dedicated personnel, training, and building robust privacy standards into our
product development cycles and other business processes.

Data protection is a continuous journey, not a single destination. We are committed to continue to
improve our privacy measures as we seek to develop and implement new protections in the context of
complex, evolving technologies. Protecting privacy is a core value for Microsoft, and we are committed to
working hard to bring the benefits of transparency, consent and security to the protection of consumers’
data and privacy online.

Conclusion

At Microsoft, we are committed to producing technology that gives consumers and parents the ability to
protect themselves and their children online whilst also ensuring that minors are only given access to
appropriate content both online and when playing computer games. We are also committed to working in
partnership with the experts in Government, NGOs, Law Enforcement and the Industry to make using the
internet and playing computer games as safe as is possible.

Although it is important to remember that the internet and computer games are used and enjoyed by
millions early day with no ill eVects or threat to these individuals, sadly it is misused by a tiny minority. It
is clearly essential that consumers are aware of the potential threats posed by this minority and how to go
about minimising these dangers. As we have highlighted, we believe that there is a role for Government in
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educating consumers, parents and children in how to protect themselves online and to ensure that minors
are only accessing appropriate content. We would be happy to discuss with Government and MPs how we
could help with achieve these objectives.

February 2008

Memorandum submitted by the Internet Watch Foundation (IWF)

About the Internet Watch Foundation (IWF)

1. IWF was formed in 1996 and became a registered charity in 2005 with the following company objects:

— The promotion of the care and protection of the health and welfare of the public, in particular
children and young people, by working to minimise the availability of potentially illegal or
otherwise harmful content on the Internet.

— The prevention of crimes relating to oVences involving exposure to illegal content on the Internet
in particular by:

— operating a hotline enabling the public to report such instances;

— operating a notice and takedown service to alert hosting service providers of such criminal
content found on their servers; and

— alerting relevant law enforcement agencies to the content.

— To further such purposes as are recognised as exclusively charitable under the law of England
and Wales.

2. We are a self-regulatory body, funded by the EU and the wider online industry. This includes internet
service providers (ISPs), mobile operators and manufacturers, content service providers,
telecommunications and filtering companies, search providers and the financial sector as well as blue-chip
and other organisations who support us for corporate social responsibility reasons.

3. The IWF is the only recognised organisation in the UK operating an internet “Hotline” for the public
and IT professionals to report their exposure to potentially illegal content online.

4. The Board of IWF has approved a remit which aims to minimise the availability of potentially illegal
internet content, specifically:

— child sexual abuse images hosted anywhere in the world;

— criminally obscene content hosted in the UK; and

— incitement to racial hatred content hosted in the UK.

5. We work in partnership with UK Government departments including the Home OYce, the Ministry
of Justice and the Department for Business, Enterprise and Regulatory Reform to influence initiatives and
programmes developed to combat online abuse. This dialogue goes beyond the UK and Europe to ensure
greater awareness of global issues and responsibilities.

6. Through the “Hotline” reporting system, we help ISPs to combat abuse of their services through a
“notice and take-down” service by alerting them to any potentially illegal content, within our remit, on their
systems and inviting the police to investigate the publisher. As a result, less than 1% of potentially illegal
content has apparently been hosted in the UK since 2003, down from 18% in 1997.

7. In partnership with many organisations, we strive to create continued awareness of the role and
purpose of the IWF and aim to foster trust and reassurance in the internet for current and future users.

Harmful Content on the Internet

8. IWF has responded only to internet issues associated with content hosted online.

9. We believe the issues that we raised in our response to the Byron Review remain relevant to the Select
Committee’s terms of reference and the IWF response to the Byron questions is attached at appendix 1.

10. In appendix 1 we refer specifically to:

— User-generated content in appendix 1, paragraphs 33 to 36.

— Personal data and social networking sites in appendix 1, paragraphs 33 to 36.

— Incitement to racial hatred in appendix 1, paragraph 15.

11. We have achieved remarkable internationally recognised success. Since 2003 less than 1% of reports
of online child sexual abuse content, which have been processed by the IWF, have been traced to content
hosted in the UK. This is down from 18% in 1997.
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12. Working in partnership with the online industry, government, police and the public, we are
recognised as an exemplary and highly eVective model of self-regulation around the world. Our positive and
eVective links with the wider online industry and the inclusive nature of our work with diverse stakeholders
and partners have all contributed to this success. Our partnership model is explained more fully at
appendix 2.

13. With regard to Extreme Pornography, in December 2005 IWF made the following points as part of
its response to the government’s proposals to criminalise the possession of extreme pornographic images:

— The IWF has not identified any criminally obscene content that might fail the Obscene
Publications Act threshold hosted on UK servers in the last two years. Our current remit with
regard to obscenity is restricted to UK hosted content only.

— It is almost impossible to estimate how this statistic might change with the introduction of a
possession oVence because it seems that little attention has hitherto been given to content
published in the UK that appears to have no underlying commercial motive.

— Most criminally obscene reports (not child abuse content) that we process relate to content hosted
abroad but 12% of all those content allegations would fail the current UK test of criminally
obscene if hosted in the UK and would fail the simple “possession” oVence proposed.

— There are no reciprocal arrangements with any other country to exchange information on
criminally obscene content.

— There is no UK national police unit currently dealing with obscenity issues.

— A search on the internet using the word “bestiality” and with filters turned oV returns thousands
of hits; the top one is a website of humans engaged in sex acts with animals which is hosted in
Denmark. A similar search for images with filters turned oV returns hundreds of pictures depicting
bestiality.

14. In 2007, IWF received around 36,000 reports of online content which reporters judged to be within
our remit. There were 75,000 visitors to the IWF online reporting page and a further 30,000 visits to our
FAQs. On a daily basis we receive telephone calls from the public about content which has caused concern.
These figures indicate that there is public concern about content outside IWF’s remit.

APPENDIX 1

IWF RESPONSES TO THE BYRON REVIEW

Understanding the Potential Risks

What are the potential and actual risks to children and young people who use the internet and how should the
Review approach defining and measuring those risks?

15. It is evident from our work that there is a huge number of web site “landing pages”38 and web pages
from around the world which are accessible to the UK consumer and host content which may be considered
potentially illegal, harmful or inappropriate for children. Within our remit, such content may include:

— Potentially illegal child sexual abuse content—In 2007, IWF processed 35,656 reports of which
9,053 URLs were confirmed to contain child sexual abuse content and would have failed the UK
legal definition had the content been found on a defendant’s electronic device.39

— UK hosted R18 adult pornographic content, accessible to all users (including children) and on
landing pages without access controls such as age verification systems or credit card requirements,
which could be interpreted as potentially illegal under the Obscene Publications Act (as likely to
deprave a child seeing the content).

— Potentially illegal content likely to incite racial hatred—In 2007, IWF processed 847 such reports
and assessed 203 of these to be content likely to incite racial hatred. However, only one report
identified content which could be traced to a UK host and could therefore be forwarded to the
appropriate UK authorities.40

16. A web search using unambiguous and explicitly adult terms and with search filters switched oV,41

returned 10,100,000 web pages. In this particular test, all of the links on the first three pages of the search
linked directly to content which might be considered as potentially illegal under UK law if hosted in the UK
and almost certainly could be construed as inappropriate for children to view. If the links are accessed
without a “pop up blocker” on the web browser, then a number of sexually explicit images also appear as
“pop ups”. The same search query with filters on returned 1,660,000 web pages; mostly online discussions

38 A landing page is the web page on which a visitor arrives after clicking on a link or advertisement.
39 The figures have been updated since the submission to the Byron Review to include the latest 2007 information.
40 The figures have been updated since the submission to the Byron Review to include the latest 2007 information.
41 Some search services will have filtering defaults set to “moderate” which filters out explicitly adult results. Users may choose

to switch oV the filter altogether or choose a higher setting. With some search companies parents can also opt to lock safe
search to “on” for a particular computer so that no-one in the household using that computer can change the settings.
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or news items and no direct links to sexually explicit content were found. Searching for images without filters
applied and using a common term such as “teen”, returns a number of sexually explicit images which are
not potentially illegal child sexual abuse images but are likely to be considered inappropriate content for
children. The images are hosted on web pages which are accessible to anyone without any search filters or
access controls. Repeating the search with filters on returned no sexually explicit images or inappropriate
content for children within the sample viewed.

17. In November 2005, the Home OYce Task Force on Child Protection on the Internet published the
“Good Practice guide for search providers and advice to the public on how to search safely”. The guidance
and advice contained in the publication can help protect young people.

18. In June 2007, IWF responded to a government consultation on criminalising possession of non-
photographic visual depictions of child sexual abuse. In order to estimate the volume of such content, a
search of the web on various “cartoon fantasy” terms known to refer to pre-pubescent children was carried
out. The search returned a total 68,600 web pages and a sample indicated that the percentage of the search
results, which contained child sexual abuse depictions assessed to be at level 3 or above, was 7.5%. Such
content is likely to be considered potentially harmful or inappropriate for children. None of the content
appeared to be hosted in the UK but would be available to UK consumers.

19. IWF also receives reports about “mutilation” sites which depict extreme violence or bodily mutilation
of people or animals and are particularly graphic. The web sites are rarely, if ever, hosted in the UK, but
are available to UK consumers and may be considered inappropriate content for children to view.

20. IWF research suggests that as many as one in 20 UK adult internet users (or 1.5 million people)
stumble across child sexual abuse content on the internet. Furthermore, our research would suggest that
those seeking legal online adult pornography are almost twice as likely to stumble across indecent images
of children. Whilst this cannot add specifically to an understanding of young people’s online behaviour, it
can inform understanding of how illegal online content may be inadvertently accessed. The UK industry
has agreed to reduce instances of “stumbling across” child sexual abuse content by blocking third party
websites which have been reviewed by the IWF and found to be containing child sexual abuse images.42

The IWF and the UK have been seen as a great success in promoting self-regulation around child sexual
abuse images.

What do a) children and young people and b) parents already know about the potential and actual risks of using
the internet?

21. IWF industry members, many of the UK’s major online brands, joined forces in their eVorts to raise
awareness of our organisation and the first IWF Awareness Day, held in October 2007, was a culmination
of such eVorts.

22. Our industry members and stakeholders provided fantastic support of the Awareness Day by running
adverts on their websites and intranets and other communications channels, and by emailing their customers
and staV with information about our work. The aim of the day was to reach out to the UK’s vast online
population to raise awareness of our “Hotline” and let them know that the IWF is dedicated to getting
potentially illegal online content removed.

The media coverage we received for the day was very impressive with almost 300 articles, including 70
radio and TV broadcast features—regional, national and international. We were particularly pleased with
the positive messaging around the industry’s responsible approach and IWF support and the UK success.
Our website statistics show we had a 320% increase in visitors on Awareness Day and the day after and a
comparison of the same two day period with the previous month shows a 67% increase in reports to the
Hotline about child sexual abuse content online.

Helping Children, Young People and Parents Manage Risks

What are the range of mechanisms that exist to help children, young people and parents manage the potential
or actual risks of engaging with the internet?

23. IWF operates a self-regulatory partnership with the UK online industry, government departments,
law enforcement agencies and the public, whilst ensuring eVective consultation and coordination with wider
stakeholders. The success of this approach is clear, particularly that of ensuring UK networks are some of
the most hostile spaces in the world to the hosting of potentially illegal online content within our remit.
Confirmed reports of child sexual abuse content apparently hosted in the UK has reduced from 18% in 1997
to less than 1% since 2003. On the rare occasion it is hosted in the UK, the quick and eVective partnership
with the online industry means it is removed within hours. A more detailed description of the IWF model
is shown at appendix 2.

24. In addition, many UK internet access providers, and all major search engines, licence the IWF’s list
of child sexual abuse URLs hosted outside the UK and block users’ access to this content.43 This helps
prevent users of all ages inadvertently stumbling upon such criminal content online.

42 See http://www.iwf.org.uk/public/page.148.htm
43 See http://www.iwf.org.uk/public/page.148.438.htm
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Are children, young people and parents aware of the tools available and to what extent do they use them?

25. IWF has found that there is a low level of consumer awareness about potentially illegal online content
issues within our remit and the processes and mechanisms for dealing with or reporting such content.
Although IWF was formed in 1996, consumer awareness of us and our role remained low for many years—
1% awareness in 2005—and only recently, following investment in awareness raising campaigns, do we
believe public awareness of IWF has increased to around 19%.

26. IWF awareness work to increase the visibility of the IWF “Hotline” around the UK as well as raise
the profile of our successful model around the world is ongoing. We consistently target law enforcement
agencies, IT professionals, parliamentarians and policymakers as well as child protection workers, teachers
and other relevant professionals. This year we completed a campaign aimed at men, particularly young men,
following research into their online habits. Crucially, our industry members, many of the UK’s major online
brands, joined forces in their eVorts to raise awareness of our organisation and the first IWF Awareness
Day, held in October 2007, was a culmination of such eVorts.

27. Our industry members and stakeholders provided fantastic support of the Awareness Day by running
adverts on their websites and intranets and other communications channels, and by emailing their customers
and staV with information about our work. The aim of the day was to reach out to the UK’s vast online
population to raise awareness of our “Hotline” and let them know that the IWF is dedicated to getting
potentially illegal online content removed.

28. The media coverage we received for the day was very impressive with almost 300 articles, including
70 radio and TV broadcast features—regional, national and international. We were particularly pleased
with the positive messaging around the industry’s responsible approach and IWF support and the UK
success. Our website statistics show we had a 320% increase in visitors on Awareness Day and the day after
and a comparison of the same two day period with the previous month shows a 67% increase in reports to
the Hotline about child sexual abuse content online.

29. It is important that all adult internet users are aware of our “Hotline” reporting mechanism and know
what to do if they stumble across online illegal content so that we can continue our work getting this content
removed. It is also necessary in order to foster trust and reassurance in the internet, that UK consumers are
aware of the actions, support and funding from a mature and responsible UK online industry.

30. The IWF has also published a list of providers who have committed to using the IWF’s URL list to
block users’ access to known child sexual abuse images hosted outside the UK. This can help concerned
consumers make an informed choice.

What opportunities exist for children, young people and parents to learn about safe, responsible and fulfilling
internet use—and do they help?

31. IWF has invited child protection professionals, police, teachers, policy makers and other interested
professionals to various awareness raising events and sign-posts interested parties to similar events and
sources of important information, such as CEOP.

General

What impact will new ways of accessing media have on the questions being considered in this review?

Mobile

32. In Japan there is more access to the internet via mobile technologies than from fixed access points.
There is every reason to think that this trend will apply to the UK as more and more portable electronic
devices come on stream. Therefore the old adage that a single family computer should be placed in a family
room for parents and carers to supervise their children’s use of the internet is being overtaken by smaller
and portable devices being used by many young people.

Social networking services

33. IWF are aware of concerns about user-generated content of under-18s posting provocative and
indecent images of themselves, which may constitute child sexual abuse content, and place them at risk of
inappropriate contact from adults (through their online profile and image which becomes widely available
to the internet community). Currently the IWF has received few reports about user-generated content of
this type but there is concern that this may change if young users take risks with the types of images they post.

34. At this stage we are unable to quantify the extent of the issue or the risk to children and young people.
We have received just over 150 reports since social networking sites started to become popular in 2005. No
potentially illegal content has been found although we have passed on six Police Intelligence reports (usually
where profiles were requesting meetings with children or looking to exchange potentially illegal images).
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Photo sharing services

35. Around 18 months ago, we noted a growth in the number of reports about potentially illegal child
sexual abuse content being hosted in photo-sharing sites including some which support social networking
services. Recently, in the larger companies, abuse of these sites has reduced significantly, probably due to
improvements in security and abuse management. However new photo-sharing sites are constantly
appearing and newer companies, unaware of the risks, have their services abused by the posting of
potentially illegal content. When the content is reported to the IWF and assessed to be potentially illegal
child sexual abuse which is hosted outside the UK, it will be added the URL list and blocked to UK
consumers.

Personal data

36. It is important for parents and carers to understand that the presence of online personal information
about children and their pictures can result in unrestricted availability and place them at risk. Images can
be used and altered to produce potentially oVensive, inappropriate, abusive or illegal pseudo-images.

The popularity of social networking sites amongst young people, and Web 2.0 developments and virtual
world websites, present new challenges for parents and carers to keep up with the pace of technological
change. The developments present new challenges with regard to potentially illegal and inappropriate online
content which may put children at risk.

APPENDIX 2

The IWF Model

37. The Internet Watch Foundation (IWF) was established in 1996 following agreement between
Government, police and the internet industry that a self-regulatory approach was necessary to combat the
growing problem of child sexual abuse content on the internet. The IWF is funded by the UK online industry
and receives a grant from the EU Safer Internet Plan. The IWF now operates the only recognised non
statutory UK internet “Hotline” for the public to report their exposure to online child sexual abuse content
hosted anywhere in the world and criminally obscene and incitement to racial hatred content hosted in the
UK. Working in partnership with the online industry, Government, police and the public, we are recognised
as an exemplary and highly eVective model of self-regulation around the world. As a result of our positive
and eVective links with the wider online industry and the inclusive nature of our work with diverse
stakeholders with diVerent philosophies, we have achieved remarkable, internationally recognised success,
not least, that less than 1% of online child sexual abuse content reports processed has resulted in traces to
content hosted in the UK since 2003, down from 18% in 1997.

38. In order to fulfil our role and remit we deploy a range of approaches and oVer various services to our
members, these include: the Hotline reporting service, notice and takedown, a code of practice for members,
Usenet newsgroup policies, the provision of keywords, a child abuse spam alert service and blocking. To
facilitate blocking the IWF produces a list of URLs containing potentially illegal child sexual abuse content
hosted overseas and this unique list is made available to IWF members under licence so that they can develop
technical solutions to prevent their users from being inadvertently exposed to this type of content.

39. Our industry members have grown from 9 in 1999 to nearly 80 in 2007. We were a founding member
of INHOPE, the association of Hotlines around the world, and we make a significant contribution to the
Home Secretary’s Task Force on the Protection of Children on the Internet. Importantly, we are
consistently referenced as a national and international model of eVective self- and co-regulation and are
commited to sharing our best practice around the world.

40. The IWF is recognised as an influential and relevant authority by many sectors, from commercial and
media to charities and policymakers. We maintain the high standard we have set in this country as we raise
awareness of our work and focus global attention on those challenges still to be addressed; particularly those
issues requiring an international approach which transcend country borders, to which we can add expertise.

41. Our governance structures are based on consultation; with the online industry and with key
stakeholders, ensuring our response to new challenges in the constantly evolving field of online criminal
content within our remit is responsible, informed, eVective and widely supported. Our industry members
have put aside market-place rivalry in their united support of our important work and aims.

42. We work to foster trust and confidence in the internet for current and future users, working to ensure
they are aware of our “Hotline” reporting mechanism and that there is a body combating potentially illegal
online content. The online industry is acting responsibly by funding our work, supporting our aims and
volunteering to block their customers access to child sexual abuse content hosted outside the UK.

January 2008
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Memorandum submitted by the UK Film Council

1. Executive Summary

— The UK Film Council is the Government backed lead agency for film.

— The UK Film Council is a founder member of the Media Literacy Task Force and supports the
Task Force submission to the Byron Review as relevant to this new Select Committee Inquiry,
emphasising as it does the central importance of media literacy in giving all users their best
protection from harmful or unwanted content online.

— In addition, the UK Film Council wishes to emphasise the importance of the internet for the
development of creativity and talent in relation to the film and moving image content industries
and value chain in the digital age.

— The UK Film Council would further like to draw the attention of the Select Committee to the
impressive media literacy and film education work carried out in the Nations and Regions of
the UK.

— The UK Film Council submits that, whilst everyone and particularly young people must be safe
and appropriately safeguarded, all citizens should, as an entitlement, also be educated, encouraged
and positively supported in their creative and critical use of the internet and video games.

2. Background

The UK Film Council is the Government backed lead agency for film in the UK ensuring that the
economic, cultural and educational aspects of film are eVectively represented at home and abroad. Our goal
is to help make the UK a global hub for film in the digital age, with the world’s most imaginative, diverse
and vibrant film culture, underpinned by a flourishing, competitive film industry.

The UK Film Council does not just work to ensure British films get made and that British studios and
skills stay competitive. The cultural and educational aspects of film are equally important drivers both of
its policy and funding priorities. The UK Film Council believes that having access to a diverse choice of
films and moving image, enjoying them, understanding them, perhaps even making them should be open to
everyone in the UK.

3. Key Issues

The UK Film Council is a founder member of the Media Literacy Task Force and supports its submission
to the Byron Review as given in the Appendix attached.

In addition, however, it wishes to emphasise the importance of the internet for the development of
creativity and expression in all citizens, and of talent in relation to the film and moving image content
industries and value chain.

The Charter for Media Literacy describes a media literate person as someone who understands all “3 C s”:

— Being creative.

— Being critical.

— Being culturally aware.

This rich competence and confidence in using the internet and new digital media is vital to the
development of new business models for the production, distribution and consumption of film and moving
image content. This confidence will increasingly be in the future an essential pre-requisite for use of the
internet as a fertile training ground for talent. Learning to make choices about content available online, and
to understand the “message” being communicated—is part of what being media literate means. Being
supported and resourced, either in a formal school setting or informally through the help given by content
providers and manufacturers, by other agencies, or in the home, to become media literate is therefore the
responsibility of government, the media industries, educators and parents—and citizens themselves.

This is an urgent need and most particularly in the face of violent, pornographic or unwanted content
which will otherwise remain so until audiences, users and consumers acting as responsible citizens are
empowered to make informed choices themselves. Regulation of still relatively uncharted online territories
is proving diYcult, though the media industries’ self and co-regulation should definitely continue be
encouraged. Codes of Practice and other means of ensuring responsible content and eVective means of
classification or warning are potentially useful. Nonetheless developing media literacy skills from an early
age will, the UK Film Council maintains, provide a better long term strategy for addressing these challenges.

Whilst the UK Film Council, therefore, accepts the need for legal safeguards, self and co-regulation in
the access to content—and indeed the film industry has worked successfully with such safeguards (in the UK
principally through the work of the British Board of Film Classification), it nonetheless also maintains that
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encouraging responsible and creative use of media through both formal and informal education, through
wide access to information about the nature of content, as well as by other means that producers and
distributors of creative content have developed, is of paramount importance and of greater eVectiveness.

The UK Film Council would like to draw the attention of the Select Committee to the impressive media
literacy and film education work carried out in the Nations and Regions of the UK, particularly by the
British Film Institute and the film agencies of the National and Regional Screen Agencies. For examples of
their work see: http://www.ukfilmcouncil.org.uk/information/aboutus/partnersandregions/

The work of First Light Movies is of particular relevance since it engages young people in a critical
understanding of film through the practical process of making movies. Its innovative website for younger
audiences is especially of note: www.filmstreet.co.uk

This wealth of experience, expertise and best practice might well provide models and insights in how to
engage people through creative activity and critical understanding that can be of value to the Select
Committee. Such educational work fosters competencies in people which empower them to use the
“language” of media and thus to be more fully literate in today’s world.

Increasingly film and video games are finding synergies and connections which inspire and sustain each
other in the market place. These models are also being explored by the National and Regional Screen
Agencies to the benefit of both industries and the mutual exploitation of talent.

It is, therefore, of vital importance for the creative economy as well as for the cultural life of the UK in
the twenty-first century that everyone is encouraged to become media literate.

4. Conclusion

The UK Film Council submits in relation to any Recommendations the Select Committee might make in
concerning people’s use of the internet:

— That everyone has a right to be safe and appropriately safeguarded online.

— That everyone should also have an entitlement to be educated and informed to make the most of
their use of the internet and online content.

— That formal education should address this entitlement through the support of adequately
trained teachers.

— That informal opportunities for learning in a media rich society should be encouraged by
government so that everyone can access and enjoy creative and potentially economically
productive experiences online.

Carol Comley

January 2008

APPENDIX

THE BYRON REVIEW OF THE INTERNET AND VIDEO GAMES

Submission from The Media Literacy Task Force

1. Executive Summary

— It is important to recognise that the concept of “media literacy” is about having a confident and
critical understanding of media and an ability to use it creatively, which includes but goes well
beyond technical proficiency.

— Being media literate means parents and children are informed and empowered in relation to media
in the contemporary world which is the right of every citizen.

— This empowerment fosters a use of media which develops the capability to protect oneself and
others from harm—as well as to enjoy new technologies and benefit from them for learning,
personal development and entrepreneurial activity.

— Advancing media literacy is thus a collaborative responsibility of government, the media
industries, educators and cultural agencies, as well as of parents and children themselves.

2. About the Media Literacy Task Force and the Charter for Media Literacy

The Media Literacy Task Force was set up in 2004 with the support of the then Secretary of State for
Culture, Media and Sport in 2004. It has been chaired until December 2007 by Heather Rabbatts, CBE. It
comprises senior representatives of the BBC, the British Board of Film Classification, the British Film
Institute, Channel Four, ITV, the Media Education Association, Skillset and the UK Film Council. DCMS,
Ofcom, the Broadband Stakeholder Group and Andrea Millwood-Hargrave sit as observers.
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In November 2005, James Purnell MP (then Minister for Creative Industries and Tourism) together with
a number of leading figures from the Nations and Regions in education, the film, television and media
industries, launched a Charter for Media Literacy. The Charter explains what being media literate today
means as well as priorities for developing this, particularly in relation to moving image media and content.
The text of the Charter was widely consulted upon, both within the UK and Europe, and many individuals
and agencies in education, cultural organisations, the media and communications industries have since
pledged their support (for the full text of the Charter, its context, and a list of current signatories see
www.medialiteracy.org.uk). The Charter is also championed across Europe by a further group and has
signatories from at least 19 other countries (see www.euromedialiteracy.eu for information).

Details of the launch event, and other related documents, are available to download at: http://
www.ukfilmcouncil.org.uk/information/downloads/?subject%20

The Task Force:

— Sees “media literacy” as part of a wider definition of “literacy” in the C21st and not as a separate
set of skills or competencies.

— Is committed to ensuring a combination of creative, cultural and critical competencies (the
Charter’s 3 C’s) for all users in relation to their full and productive use of media.

— Believes these competencies and skills should be an entitlement, not a privilege, and available to
all throughout their lives.

— Aims to encourage full, purposeful and creative use of the internet and media, including the
confidence and competence to respond or question, complain about or object, to content or
services on behalf of themselves, their families or communities—whether geographic, cultural or
related to disability, age, gender or sexuality.

— Thinks that collaboration between government, educators, the media and communication
industries and cultural agencies is the best route to developing media literacy eVectively with
parents, children and others.

3. Key Issues

The Media Literacy Task Force recognises the complexity of the issues involved and the problems in
striking the appropriate balance between the rights and responsibilities of individuals. It also recognises that
Government and regulators have a role to play, not just through legislation or direct regulation, but by
encouraging enlightened and responsible behaviour by stakeholders. The Task Force also believes that there
are some basic key issues that the Review needs to consider.

These issues, in the view of the Task Force, underpin approaches to answering the specific questions asked
by the Review:

To what extent do children, young people and parents understand and manage those risks and how can they be
supported to do so?

What, if anything, could be changed in order to help children, young people and parents manage the potential
or actual risks?

— It is important to recognise that “media literacy” is about the confident, critical understanding of
media, its cultural context, and the creative use of it as well as technical proficiency.

— Developing this critical confidence and understanding is one of the best ways of ensuring
protection from harm.

— Media literacy is also concerned with ensuring equality of access and advancing diversity.

— Media literacy should be seen as an entitlement that is relevant right across the curriculum in
schools—not just as a separate subject or activity. Media literacy, therefore, needs to be an integral
part of all teachers’ training and continuing professional development.

— Key media sectors should be encouraged to collaborate via their trade and professional bodies, or
in other ways, in order to deliver media literacy outcomes.

— Annual reporting on progress, and possibly Action Plans, should be encouraged within each media
industry and cultural sector groupings to strengthen commitment to media literacy work. This
model has worked well, for example, in the Employers’ Forum on Disability.

November 2007



Processed: 24-07-2008 21:29:23 Page Layout: COENEW [E] PPSysB Job: 395071 Unit: PAG1

Ev 50 Culture, Media and Sport Committee: Evidence

Witnesses: Mr Matt Lambert, Head of Corporate AVairs, Microsoft; Mr Peter Robbins, OBE, QPM, Chief
Executive, Internet Watch Foundation; and Ms Heather Rabbatts, CBE, Chair, Media Literacy Taskforce,
gave evidence.

Chairman: Can I welcome our next set of witnesses,
Matt Lambert from Microsoft, Peter Robbins, the
Chief Executive of the Internet Watch Foundation,
and Heather Rabbatts, the Chair of the Media
Literacy Taskforce.

Q46 Mr Sanders: This is to Matt Lambert. Your
submission outlines the range of Microsoft tools
that parents can use to filter out harmful content.
Other evidence says that these tools are not widely
used. Is this the case?
Mr Lambert: Yes, it is the case that they are not very
widely used. It is disappointing, and that is one of the
reasons why we have said in our submission to you
and also to Byron that we very much feel that public
education, driven by government, with the support
of companies, appropriate NGOs and other experts,
including perhaps to some extent the police and law
enforcement, should actually get out to schools, to
teachers and to parents and drive awareness, either
with public information campaigning or, I think
more appropriately, through schools and other
places where you can talk to young people, to
parents, to responsible adults who have
responsibility for children and tell them that these
tools are available—not just on Microsoft, of
course; there are generic filtering tools available in
other operating systems and of course by many other
competitors to Microsoft in the internet security
safety area oVering tools which work very well with
Microsoft Windows and other operating systems. I
think there is a low take-up but there is not,
interestingly, low awareness that tools are available.
Parents are not acting on that.

Q47 Mr Sanders: What is Microsoft doing to try and
ensure that there is a common and consistent system
of parental controls among all software and games
providers for parents?
Mr Lambert: We work with industry associations,
including, particularly in the gaming area, which I
think is perhaps where you are thinking there, to
encourage consistent advice about games rating with
the PEGI system, the Pan-European Games
Information system. We work with other
associations on a cross-industry basis. For
ourselves, what we try to do, I think, the onus on us
is to recognise that parents are disadvantaged. Some
survey work we did showed that 90% of children
reckoned they knew much more about this than their
parents and that is the case with most people I know.
Certainly it is my situation, even though I have
worked in the industry for 20 years. My kids out-
manoeuvre me on Xbox quite frequently. It is
diYcult but we have to make these systems as simple
as possible so that when they open up the Xbox for
the first time or when there is Vista you will find one
of the things you can get here is parental guidance
about the family safety settings. We have a unique
responsibility that we recognise because typically
Internet Explorer is a gateway for many people to
the internet in the first place through Windows
Vista, a lot of people using our online services with

Windows Live MSN and, of course, Xbox, which is
increasingly a live experience online for many people
as well, including young people. We try to have a
commonality of simple, straightforward controls
which parents and responsible adults can actually
understand and set, and they are password-
protected so that they can set a rating level available
for children or they can say “This is the type of
content I want my children to see. Here are some
specific websites I want to block. I only want them
to play online for a certain amount of time and I do
not want them to use Instant Messaging at all,” if
you want to take a very restrictive approach. All of
that is available. It is actually quite simple and
straightforward.

Q48 Mr Sanders: We heard earlier that some parents
confuse a classification with a skill rating.
Mr Lambert: Yes.

Q49 Mr Sanders: You may laugh but actually it is
quite important.
Mr Lambert: I am not laughing. It is not amusing.

Q50 Mr Sanders: It is not you. I was criticising my
Chairman, which is probably not wise of me! Would
it not make sense to actually have a skill rating level
alongside a classification so that you could remove
that ambiguity?
Mr Lambert: You are aware, I am sure, that there
are two types of rating.

Q51 Mr Sanders: No, I am not.
Mr Lambert: Let me explain then. In the United
Kingdom we basically operate two systems in
parallel. One is the PEGI rating, which I have
already referred to, which has rating from three-plus
upwards. We also have the BBFC, British Board of
Film Classification, which takes the same approach
that it takes to films, which I think most people are
aware of, X-rated films, PG, and so forth. It takes
the same approach to games. Very typically, that
rating comes in at 15, and primarily what they are
doing is saying a game is actually inappropriate
under British law, harmful content and so forth, is
unacceptable, therefore this game is not acceptable
and it is not released in the United Kingdom, so they
have that role but also the ratings often apply so you
can see if it is an 18-plus, 15-plus and so forth. So the
two ratings run parallel. To come back to your
original question, the PEGI rating is also age-
appropriate. There is a game I was playing the other
day with my eight-year-old, appropriate for three-
plus. It does not help that I am 44 and I had not a
clue what I was doing, but that is another story. It is
telling you broadly that this is a game that is
appropriate for this age but it will also tell you
clearly that only 15-plus is advisable. I think the
problem here, and I think it was referred to in the last
session, is that you have a situation where the games
ratings are not taken as seriously, typically, as the
cinema film ratings, and I cannot explain that
phenomenon. It is not the case the parents are not
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aware of these ratings. We have done a bit of
research. We surveyed 4,000 people across Europe,
including a thousand people, broadly speaking, in
the United Kingdom, a statistically relevant survey,
and we found that 79% of parents were aware of an
age-rated video rating system. They understand that
it is there but they do not always operate it. I think
possibly that is because, typically, parents did not
play games like this when they were children; a lot of
older parents certainly did not have them when they
were children. This is a world that they do not fully
understand. Microsoft does not wish to preach to
parents; it basically wants to make the tools
available and publicise them. Parents must decide, I
think, the appropriate rating for content and games
and so forth for their children, and each case can be
diVerent up to a point. The Government has to say
at a point certain types of material are unacceptable
or unacceptable for certain age groups, so there is a
role for government but I do think we need to
educate parents and say that there is stuV which is
inappropriate, there is a good reason why it is rated
and they need to take a bit more interest in this.
That, I think, is actually for governments. That is
why I say Microsoft does not preach to parents.
That is for politicians and governments to decide but
we stand willing and ready. I think you have heard
mention a couple of times in the previous session
that we are very active in terms of training
programmes, getting out to schools and so forth,
talking to them about these issues. A couple of years
ago we went out to 100 schools in this country. I
think we saw 30,000 children aged 14 and above. I
myself trained about 900 kids in terms of giving them
advice. We need to do this as a rolling programme.
That is the advice we have given to Byron. It applies
to games rating and we stand ready and willing to
work with the rest of the industry, government and
anyone else who wants to get involved to get out to
schools, to talk to parents, to talk to teachers, to talk
to young people, tell them the dangers. We must put
the thing in context though. The internet is a good
thing. We think gaming is a good thing. It should be
fun and it should be part of pleasurable activity but
there have to be limits and boundaries, and we think
it is up to parents, teachers and responsible adults to
decide where they lie.

Q52 Chairman: One quick last question to
Microsoft. You heard in the previous session the
suggestion that the default setting for a new
computer should be set at the maximum level of
security. Is that something you would be willing to
consider?
Mr Lambert: No, it is not. I know John Carr very
well. We have a huge amount of respect for him and
we have worked with him on many things, including
at the moment looking at age verification and how
we could do more around that area, but I do not
agree with him about this issue. It is simply this. We
set our ratings for search, for example, at the
moderate rating, so that blocks on Windows Live
search most sexual content. You put in some
obvious word, looking for sexual content, and you
will get a warning that this content is inappropriate.

As I have already said, we also have the tools which
allow parents to take a more interventionary
approach and block entirely, and clearly, you can
just shut oV the internet. Where does the default lie?
This is the question I asked John Carr and the
charities, many of whom we work with as partners.
Are you saying we stop the internet and when you
buy a computer you have to switch it on, or are we
saying that we set it at a very high level which blocks
most content, which is pretty much close to blocking
the internet altogether, in my view? How long would
people accept that? First of all, they would blame us.
We would have to explain to our customers “You
have to do this to turn it back on.” John would say,
“I know, but that is an acceptable level of pain,” but
the reality is that consumers will complain, they will
go elsewhere, they will simply use other technology
which neither you nor I can control and, in my view,
the net result of this is you will do more damage and
there will be more open access to inappropriate
content. The right way, I believe, is to work in a self-
regulatory regime but in a co-operative system, such
as I have proposed to Byron and I have mentioned
here, that we work, not just Microsoft about as a
cross-industry thing, which I know the industry,
ISPA and others are very willing to take part in, to
raise awareness and make these tools as simple as
possible. We will take any amount of advice from
MPs here and any customers. If you do not think the
thing is simple and easy to understand, and you do
not find it readily available, and clearly available, we
are listening, and we will change it in the next system
and we will backdate it where we can. You can
download OneCare and backdate it on previous
systems if you do not have Windows Vista. We try
to make it simple and straightforward but blocking
wholesale and setting at a high level is equivalent to
blocking and Britain would be looked at as being in
the Dark Ages if you set that kind of legal restriction,
in my view.

Q53 Chairman: Can I turn to Peter Robbins. The
IWF produces a list of banned websites and ISPs
block access to them. It was suggested to us that
actually it was comparatively simple to get around
these blocks. Would you accept that?
Mr Robbins: The decision that the internet service
providers, mobile operators, search providers took
to voluntarily take our list was based on the fact that
they were trying to protect consumers from
stumbling across these types of websites and these
types of images. It is true to say though that there are
ways of getting round it and therefore criminals who
want to download indecent images of children will
indeed find their way round these types of systems,
but the thrust of the initiative was about protecting
consumers as a whole from stumbling across these
types of websites.

Q54 Chairman: So you would have to be pretty
sophisticated to be able to overcome the block?
Mr Robbins: You do have to have some knowledge
about other means of getting round it, yes.
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Q55 Chairman: The IWF is an industry-led body,
self-regulatory. Do all the ISPs accept your banned
list?
Mr Robbins: As John said earlier, 95% of domestic
broadband consumers currently access the internet
through six, seven or eight companies, all of whom
take our list. There is a tail, equivalent to roughly
100 companies, that are the smaller ISPs that do not
currently take the list but, to be fair, there is some
confusion about how the smaller companies may be
protected by virtue of activities upstream by some of
the bigger providers. It is not clear to the
downstream providers whether or not they are
covered from the upstream providers. The way in
which the industry has agreed to tackle this is to
invoke a self-regulatory verification system, which
we are developing with the industry, whereby they
will be given data by us to enable them to check their
services to see whether or not you can break through
the service and, if you can, then of course there is a
break in the system. So a small ISP will be able to
take some data from us, check it to see whether not it
breaks through the system and, if it did, they would
know they are not covered upstream and therefore
they have some responsibility to try and deal with a
blocking mechanism for that.
Paul Farrelly: I am sorry, Chairman. I did not
understand a word of that.

Q56 Chairman: Perhaps you could clarify. At the
same time, are there any small ISPs that actually
take a view that because—I do not know—they
believe in freedom of expression on the internet, they
deliberately do not wish to block access to sites?
Mr Robbins: I do not think that would be the case
that any company would not take the list in relation
to child sexual abuse websites but I think there are
issues for them in relation to cost and eVectiveness,
but cost I think is an issue that they have with
government over this, yes.
Chairman: Perhaps you could just clarify the
upstream and downstream, for me as well actually.

Q57 Paul Farrelly: There are 100 people who do not
abide by your list and seven or eight that do. To what
extent do the “wicked” people go to the 100 and be
able to access the sites?
Mr Robbins: Yes, that is a good question. We do not
know, of course, how many individuals access the
internet through those types of ISPs that may not be
taking our list or blocking. Let me just give you an
example. If BT is blocking, which it is, and you buy
your internet service connectivity as a reseller or
virtual ISP who resells connectivity within a village,
within an area, then if you know that you are on the
BT network, you know that you are covered by
virtue of their decision to block using our list
upstream. However, the way in which the internet
access gets sold and resold, it is not always clear to
two or three virtual ISPs downstream of BT that
they actually are on the BT network. That is not easy
to determine at the moment and that is something
that we are working through now with those small
ISPs to try and establish where they may be covered
upstream.

Q58 Paul Farrelly: Are the police, for instance, quite
relaxed that these smaller ISPs exist so that all the
rotten apples end up in the smaller barrels and they
can watch it more closely?
Mr Robbins: No, I do not think so.

Q59 Janet Anderson: If we could just stay on the
subject of self-regulation and potentially harmful
content that is not illegal, do you think self-
regulation works or do you think there should be
more formal regulation or legislation?
Mr Robbins: The situation with the three areas of
remit that we deal with, if we just dealt with
criminally obscene adult content, which is within our
remit, it is very rare for us to find any of that type of
content hosted in the UK. Recently there was an
interpretation of the Obscene Publications Act
which meant that, if there was adult pornography of
an explicit nature on a landing page, which is the
front page of a website, which was hosted in the UK,
that a child under the age of 18 could see, therefore
it may fail the Obscene Publications Act definition of
“deprave and corrupt”, we could issue a notice to
that service provider to take that website down. That
was an interpretation of the law which has only been
made in the last couple of years and, indeed, since we
started issuing notices in regard to that, the numbers
of adult pornography websites with explicit content
have now reduced significantly and we have not had
to issue any notices in the last six or seven months.
So as the industry takes its notices from us, it takes
content down, the word gets around and the volume
goes down but, of course, what has happened is that
the majority of porn sites are actually now hosted
outside of the UK and, in terms of adult
pornography, we do not have any relationships with
any other government or any other hotline in the
world to put them on notice about these types of
websites with explicit content for them to do
something about it or to take them down, because
they could be legal outside the UK. If you take
Holland, there are plenty of porn sites in Holland
which are legal which in the UK would not be
allowed. So there are issues in relation to where the
content moves to, where it is hosted, and then
obviously what the UK can do about that.
Incitement to racial hatred is also within our remit
but, again, it is very rare for us to find any of that
type of content in the UK, and if there was, we would
issue a notice and it would be taken down
immediately, and the police would be allowed,
obviously, to get on with their investigation with
regard to that. Of course, the complaints that we get,
we trace them to other parts of the world where they
have diVerent laws and diVerent views about what
incitement to racial hatred might be, therefore they
will not take any action to take them down. The
question then is, how do you regulate that type of
content in the UK if people can obviously access
websites around the world? I would say that the
majority of those websites are relatively static. The
porn sites and the race sites, or the interpretation of
what are race sites, are static. They generally are
within filter systems that you can buy as commercial
products, so providing you tick the box on your
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computer and make sure that you do not want to see
porn or race or whatever, they are usually quite
eVective. The reason why we provide a list to ISPs of
child sexual abuse websites, and the diVerence
between that and other types of content, is that these
sites move all the time. They are taken down by
authorities around the world, there is co-operation
around the world and, of course, we have networks
and hotlines around the world to tackle that but,
because of the pressure they get, they keep moving
all the time. Consequently, filtering systems cannot
keep up with the pace at which they move as much
as they can when they are general porn sites and race
sites. Consequently, ISPs take the list from us, they
block it at a network level, and they block it because
it does not give anybody a choice about what they
can and cannot see. That is not the same with
pornography, because you and I can see it; it is not
an oVence for us to view it; it is not an oVence for you
and I to look at race sites, wherever they are hosted
in the world. The Government are currently
proposing some legislation in relation to extreme
pornography where they are minded to make it an
oVence to possess certain types of extreme
pornography. The next step in regulating, in
criminalising access to extreme pornography, is that
you have to stop people from seeing it and therefore
making it an oVence to possess. The Obscene
Publications Act does not currently make it an
oVence to possess it unless you are going to
distribute it; the same with race, unless you are going
to distribute it or incite people to do things. So
government are having to think about how you can
control the content and then make it an oVence to
see it.

Q60 Janet Anderson: So you think there is a need for
some legislation?
Mr Robbins: If you could decide what was harmful,
if anyone can decide what is harmful, then of course
it would be helpful to people to know where the
framework is and where the parameters are. From
everybody who has spoken in front of me today,
none of us are sure where you would actually draw
the threshold levels for those sites and who would
make those decisions. That is the challenge we all
see.

Q61 Janet Anderson: You mentioned countries
around the world and the way these (child sexual
abuse) websites move around. Are there particular
countries where this is a problem?
Mr Robbins: Yes.

Q62 Janet Anderson: Would you like to name them?
Mr Robbins: There have been problems in Russia.
There were no reciprocal arrangements with the
Russians in relation to taking down or having those
types of websites investigated. There has been more
co-operation recently, and indeed, one service
provider in Russia, which was commonly known to
be posting this type of content, has actually
disappeared for the time being. That has meant that
many of those websites have now moved. They
appear now to be hosted in the US, or many of them

have moved to the US. In defence of the US, or if I
can just clarify, actually, it is a massive country with
millions of servers and, consequently, given the
space that they have and the amount of internet
space that they have, of course people go. It is cheap
to host over there and put your content over there.
They have a serious volume problem. We
understand why these people move their content
temporarily on to a server there before they think the
police are going to catch up with them, and then they
will move it on. That is the challenge and that is why
there is an issue about the US.

Q63 Chairman: You talked about the areas you
cover, which in a sense are the ones which will
command general agreement that this is
unacceptable and everybody can work together.
Mr Robbins: In the UK, yes.

Q64 Chairman: But the debate is now moving into
other areas. I will just give you two examples—there
might have been many—of calls for action against
websites which tell people how to commit suicide,
particularly young people, and secondly, the Prime
Minister has flagged up concerns about sites which
are acting as recruiters for extremist, potentially
terrorist organisations. Are those areas where you
think potentially you might be able to operate the
same system, to have a list of websites which the ISPs
would then block access to?
Mr Robbins: I think the model that we have can be
applied to many other areas of content, provided, of
course, that the thinking in relation to it is not
necessarily the criminal law. Let us just take suicide
websites, for example. I am not clear that there are
any suicide websites in the UK advocating suicide
which would bring them into conflict with the
legislation as we currently have it. They are hosted
outside the UK. There is no reason why either our
organisation or another organisation could not set
up a hotline for the public to report these types of
websites to, for them to be assessed, and then for
somebody, an organisation, a caring organisation,
for example, to make representations to those
website owners, to the government of the countries
where they are, that actually these are aVecting
children, et cetera, and get them taken down in that
way. There is no reason why that cannot happen.
Without laws you can still do these things. I still
think the model can be replicated in other ways. It
is easier, of course, if there is criminal law involved
because people take down and remove and all that
sort of thing. In terms of blocking, those websites
will be static so they will be in filters; they will be in
the commercial types of filters, I think, because they
will fit into one of the filtering categories, so
therefore they are known. If you are perhaps
expecting a list to be provided to service providers,
mobile operators, search providers at a default level,
if you like, at the network level so that they are the
ones that are blocking it and nobody has a choice to
switch access to them on or oV, then there are
problems about whether or not you and I should be
prevented from looking at something that we can
legally look at. We may not want our children to
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look at them and it may entice children to go and do
things but, nevertheless, where do you draw the line
there? With child sexual abuse content, of course, it
is an oVence for any of us to look at it. It is not the
same with these other types of content. I think that
is an area where there is diYculty once you want to
put a list on a network where there is automatically
a default on to stop you and I from looking at it.

Q65 Chairman: Do you see the right place to tackle
this problem at the ISP level or perhaps at the
individual PC level? We had a demonstration from
Microsoft about how you can actually tick boxes for
categories of diVerent types of content to say
whether or not you wish to filter all of those out at
the PC level.
Mr Robbins: I cannot think of any other sensible
suggestion other than it does seem to me to be in the
hands of parents and carers and the family as such
to set the parameters under which their children
should be operating. I cannot think of an alternative
solution to that.
Mr Lambert: Can I just add one other comment, Mr
Chairman? I think there is an element here of sites
where there is a clear intent to advocate, say,
terrorism or suicide for others. That would almost
certainly be in breach of the standard terms and
conditions for most of these hosting services.
Certainly if it were something we were hosting and
it was clearly advocating terrorism, that would be in
breach of our terms and conditions and if we were
aware of it, we would take it down. Where there is a
grey area, there is an opportunity for hosting
organisations to intervene.

Q66 Paul Farrelly: Just on that point, Mr Lambert,
I hear your answer on that, yet, with respect to your
content-hosting operation You Tube, after the death
of the teenager—
Mr Lambert: We do not own You Tube.

Q67 Paul Farrelly: I am sorry. It is Google. When
Google were challenged when these videos
glorifying gang violence, acting as adverts to “join
our gang”, were shown, their response was to shrug
their shoulders and say “It is not our responsibility.
We are not a censor, neither before nor afterwards.”
Clearly, that is a judgement for them to take. What
is your view on that sort of attitude that says “We
should not be asked to censor this sort of stuV” when
in fact censorship goes on all along with respect to
some of the other things that we were talking about?
Mr Lambert: With respect to Google, you are
oVering me an open goal! I am not going to kick the
ball straight into the middle of the net. I think that
is a matter for each individual company. That is my
answer to that. They each have to look at what is
appropriate, what the laws are and what else they
need to do. All I can say is that Microsoft takes an
approach where we look at the law as it stands and
we also look at what we think is a responsible duty
of care, particularly where young people are
concerned, which is, I think, the prime focus for us.

Q68 Paul Farrelly: We heard in Seattle with respect
to your Xbox that there were certain video games
involving gang violence that you would not
encourage people to develop on that platform or
develop yourself because it was not good for your
brand.
Mr Lambert: We take specific choices not to do
certain types of content. You are probably aware
from your visit that we also give each of our
developers and anyone who is involved in the
marketing or any part of it, if they do not like a
game, if they find it unacceptable, they do not have
to work on it. There is no eVect on their career; they
are just moved to something more palatable to them
personally. Incidentally, we take a very specific
attitude on this, and I think this is common across
the games industry, if I may say so, that they do not
market games inappropriately. I am actually not just
speaking there for Microsoft; I think I can speak
from a broader industry point of view. They are not
targeting inappropriate games at younger children.
I really do not think that is the case. There might be
a case for Byron or yourselves to look at the way that
retailers operate. By and large they are responsible
about this but you might want to think about
whether there is an aspect there. That is clearly an
area where the law could intervene, if you wanted to
raise the penalties, for example, for ignoring the age
ratings and selling to minors.

Q69 Paul Farrelly: Given your responsible attitude
towards games development and Google’s on-the-
record attitude with respect to You Tube, they are
not really coming up to your standards, are they?
Mr Lambert: You might say that. We have our own
standards. We think they are quite high. Others can
choose whether they try to meet them or not.

Q70 Rosemary McKenna: Can we move on to media
literacy, Heather? There seems to be a consensus
developing that media literacy and education are a
large part of the strategy for dealing with harmful
content but some say that the eVectiveness of this
approach has yet to be proven. Are people jumping
on the bandwagon because it is an easy answer?
Ms Rabbatts: No, I do not believe that is the case.
Just making reference to my colleagues’ comments,
I think what they amply demonstrate to this
Committee, and indeed the experts giving evidence
earlier today, is the sheer pace of change that we are
witnessing in the world of the Internet and that the
biggest safeguard is to enable people to understand
and be able to be responsible and adults in terms of
their responsibilities, as parents to children, and
indeed, as Mr Lambert was saying, as children
constantly outwit their parents at the latest sets of
technical devices. I absolutely believe, and it is the
view of the Taskforce, that linked with self-
regulation and intervention where appropriate, our
biggest defence to enable people to participate in
what, let us be clear, are very creative
opportunities—millions of people are taking
advantage of their access to the world in a very
diVerent way, most of them positively—what we
need to ensure is that they understand how they can
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protect themselves. I think we are in the early days
of ensuring that people have appropriate skills. As
Professor Sonia Livingstone mentioned earlier, we
are getting some of those messages through. It is
about being able to act responsibly in terms of
understanding those messages. There is work under
way both with the regulator, Ofcom, and ourselves
as we start to chart over the forthcoming years
whether we as citizens are becoming media-literate.
I do not think it is the easy answer. I think it is
complex and you have to look at how we educate
children, and indeed adults, to navigate themselves
through what is a very complex world.

Q71 Rosemary McKenna: Would a media campaign
be eVective?
Ms Rabbatts: I certainly think that finding ways to
inform the public on diVerent levels, be they
campaigning, be they the responsibilities of my
colleagues, such as Microsoft, they are all important
ways in which we convey those messages. I also
believe, and certainly some of the work that the
Taskforce has been involved in, by working with the
BBC or Channel 4 or the Film Council, those bodies
that are responsible in the public space for moving
media content, they are providing practical tools,
examples of how young people can participate in this
world in a safe environment. So I think it is about a
multi-layered approach in terms of education, from
formal in terms of what we are now discussing in
terms of the curriculum, in terms of adult education
and in terms of broadcasters playing their role in
terms of ensuring that citizens can both participate
but also be critical and protect themselves from
harm.

Q72 Rosemary McKenna: Would you like to
comment, gentlemen?
Mr Robbins: I do not have any easy answer to this
either. I think it is an issue of literacy. The speed at
which these devices and the speed at which
technology is changing is challenging us all. My staV
and I are challenged every single day with all types
of content, where it is, how we trace it, how people
get access to it, which device they have. It is complex
and that is the world that we are in now. I agree with
all the previous speakers that it needs to be tackled
at diVerent levels. How you get one message out
given the various areas of understanding is the
challenge that we all face.

Q73 Rosemary McKenna: Of course, the question is
then how would you measure the success of the
campaign, or is it just continually working with
people as they buy new equipment? Would putting a
requirement on the providers of the equipment help?
Mr Robbins: I think any information that is
provided at the point of sale is important. We all
know when you go and buy a device, when you
unpack it, there is quite a lot of information in there.
There are disks of all sorts, bits of paper of all sorts,
and of course, you do get lots of messages as you fire
up the machine and start to work your way through
it. I have to say that, whatever product you buy these
days, there is so much information and instructions

about it and it is about reading, understanding and
applying that, and I confess I find it diYcult with all
sorts of appliances that I buy, because they are so
sophisticated. It takes weeks and months sometimes
to work out how they all work.

Q74 Rosemary McKenna: In the mean time, the kids
have got it all up and running!
Mr Robbins: Yes.
Ms Rabbatts: They do it without even reading the
manuals. Going back to the point, we are at early
days. Ofcom are obviously responsible for looking
at how we are promoting media literacy and trying
to get an assessment of how we are changing. There
is work being undertaken in terms of evaluation and
toolkit to enable all the diVerent initiatives that are
currently in play in terms of media literacy being
able to be quantified and be subject to more
empirical interrogation. I think we will continue to
learn in this area and what is important is that there
are ways in which we all come to understand that
body of evidence that is available to us so that we can
hone those messages more eVectively in the future.
Mr Lambert: Can I follow very briefly on the
question? There are two angles to your question. I
have commented on the onus on the companies to
try and make the technology simple and
straightforward, and customers always have a view
on that and they should give that view very firmly to
all the companies, and they do to us readily, as you
know, but I do think in terms of public information,
one of the problems we have here—and I say this as
a parent as well as representing my company—it is
extremely confusing. There is so much information
coming out. One of the things I have said to the
Byron review and I think also to you in the past is
that the onus is on government to try to funnel all of
that into a simple set of campaigns. There is actually
an existing GetSafeOnline, and it has subsidiary
campaigns which apply to child safety, which most
of the industry gets behind and the Government gets
behind but not even every part of the government
knows that it actually sponsors this GetSafeOnline
campaign. Somebody in government has to take
responsibility and say “It is up to the Government to
call the industry together, figure out for each age
group, and for parents and teachers the right
messages for each of those groups”, because they are
all subtly diVerent, and then get them out. We all
know from our own experience of public
education—“Clunk click every trip”, the Green
Cross Code—

Q75 Rosemary McKenna: Is that not an Ofcom
responsibility rather than a government
responsibility?
Mr Lambert: It could be, yes.
Ms Rabbatts: I think Ofcom as a regulator does have
a duty to promote and it may well be that in the next
Communications Act you may wish to consider
broadening some of those duties. I think the need for
clarity of simple messages is overwhelming. What we
have to understand is that the message today will be
pretty redundant by tomorrow. So whatever we
decide to put in play, I think we all have to
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understand we have to work at much greater speed
and flexibility than previous regimes of self-
regulation, regulation and education have
encompassed because of the nature of the devices we
are now talking about.

Q76 Rosemary McKenna: Can we move on to risk
for children? Is it healthy for children not to face any
risk at all?
Ms Rabbatts: I think for children—and I am sure
you will be talking to experts in this field—what we
have to understand and what they have to begin to
understand, and parents should be guiding them, is
how they keep themselves safe. That is the first issue.
We do not let our children just walk into the roads
without stopping, at pelican crossings. The first
thing to think is: “I am entering into this world; what
is the safety that I, as a parent or responsible adult,
owe to my three, four, five-year old? It is then for
children themselves to begin to understand how they
manage risk, and that is a very challenging domain. I
think it has been mentioned previously that children
can be aware that they are entering into risky areas
but they make the decision to continue to do so. That
is the changing nature of boundaries that are
happening in young people’s lives. I think that is a
very big and complex question. I absolutely believe
that children need to be protected and the
fundamental way is by their parents acting
responsibly and not leaving them alone in bedrooms
for hours on end, whatever the filtering systems they
may have. We cannot abdicate parental
responsibility to some other force that is out there. I
then think it is necessary, whether it be schools,
whether it is about media literacy, for it to become
more enshrined in our curriculum going forward
about how you navigate your way into this world
and understand risk. I think that is a very large and
complex subject.

Q77 Rosemary McKenna: How do you get that
message across to parents? There are still adults with
very little understanding of the internet.
Ms Rabbatts: Yes, and we know that, with young
people who are vulnerable, often one of the common
traits that they are sharing is that they lack
responsible adults in their lives. Young people who
become at risk of exclusion at school or oVending,
one of the criteria that I know from my work in local
government in the past is that we see an absence of
responsible adults. In some ways this is no exception,
this world that they are now living in. So it is about
adults understanding how they need to protect their
children. That is why I think media literacy in terms
of adult media literacy is an important component in
terms of how we ensure adults, as they open those
boxes, have very simple messages around how they
might help to protect their children going into some
of these worlds. The other important dimension that
we should not lose sight of is that this is also a very
creative world. There are many advantages to
participating in this world. So you have to have a
balance of a message between protection but also

enjoyment, fulfilment and learning about how I can
be part and parcel of the communities and the
democratic society in which I am participating.

Q78 Chairman: Would you agree with the
recommendation we heard from Stephen Carrick-
Davies in the last session that the key thing which
could be done is to address this in the curriculum at
quite an early stage?
Ms Rabbatts: We have worked at the 14-plus level in
terms of some of the new diplomas being introduced
in education. I think in terms of young children,
becoming media-literate, be that creative, be that
being able to participate but also having critical
understanding is an important part of the
curriculum going forward. Clearly, there is work
under way and I think this is an area of opportunity
for there to be collaboration both with the
Department for Children, Schools and Families and
also the Department for Culture, Media and Sport
to collaborate together in terms of understanding
how media is operating in the world and linking that
to a curriculum oVer that can be eVective. I do think
that there is an opportunity for us to do much more
work in that space going forward.

Q79 Chairman: I have two rather separate, quick
questions. First of all, Peter Robbins, you described
how your organisation tackles child pornography on
an international scale with hotlines between
countries and co-operation. Is it correct therefore to
say that essentially, although these things do move
around and pop up, we are essentially on top of the
problem in that particular area of child
pornography?
Mr Robbins: I would say that we do have confidence
now that we have identified a core of 2,500 websites
which constantly move, have organised crime below
them, that now need to be tackled by joined-up law
enforcement work across the world. Yes—you never
solve these things but nevertheless, the collaboration
between governments and NGOs and the private
and public sector has brought about a position, I
think, where that is not under control but is being
tackled.

Q80 Chairman: It would be fair to say then that
those people who, when we raise concerns about
these other areas, say “The global internet is
impossible to regulate, it is all over the place, you
cannot possibly stop a server in some obscure Pacific
island” or whatever, you have demonstrated that if
the will is there, it can be done.
Mr Robbins: If there is a will, it can be done. That
is true.

Q81 Chairman: So really the problem is persuading
people to address some of these other areas with the
same degree of concern that everybody agrees needs
to be shown to child pornography.
Mr Robbins: Yes. I think that is fair to say but, at the
same time, we know how long it has taken us to get
from 1996 to 2007, where we are aware there is some
common agreement. There are still countries where
it is not an oVence to possess child sexual abuse
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content and therefore there is still quite a long way
to go in some countries for them to catch up as well.
That is with an area of content which not many
people would want to argue the case against. As
soon as you move into all these other areas that we
are faced with, we do not see any common
agreements anywhere. There are disputes and
debates about this everywhere we go. As soon as this
default system of blocking was introduced by ISPs,
of course, their worry was about what more we
would be added to the list. That becomes a technical
challenge to companies. One of the problems
Australia is going to have is that if you keep adding
hundreds of websites to their list, the way in which
the technology currently works means it does start to
slow traYc down, which is a challenge for everyone,
as consumers, who are then not getting the speeds
which they want as well. It is not as simple as default
at the network level. Do not forget, our list is only
somewhere in the region of 1,200 or 1,500 to 2,000
maximum on a daily basis. It keeps moving up and
down, fluctuating, but there are tens of thousands, if
not millions of porn sites. If you wanted to block
those out, you cannot do it at that layer which I am
talking about. There is no consensus or agreement
around those either.

Q82 Paul Farrelly: We were going to get back to
what is harmful or not in terms of content. I think
we have covered that. I am interested, as a parent of
young children, in boundaries and laws. With young
children, if you are a good parent, you set
boundaries. You do not take the risk that a certain
type of behaviour leads to harm in the future as that
individual develops. You just say “That is wrong.”
Should we not just set clearer boundaries without
getting into the debates? For instance, I have
mentioned adverts on places like You Tube that
serve to say gang culture is a really good thing.
Should we not just lay down the law and say this is
unacceptable, it may be potentially harmful, we do
not want to go there and this sort of content should
not be hosted?
Mr Robbins: You are looking at me as if I know the
answer to that one as well. My organisation has an
independence and we do not have an opinion about
what you have just said. I understand, as an adult
and a member of society, what you are trying to
convey there, and I think there have been some
examples recently where some companies who have
had their adverts that in some way or another appear
on certain types of web pages that do not want to be
associated with are taking a view about that, because
of the way advertisements are served up and how
they are delivered across diVerent platforms, but my
organisation does not have a position on that, I am
sorry to say.

Q83 Paul Farrelly: Can I just pursue this? I do not
know whether it is illegal. I used to be a newspaper
journalist. I do not know whether it would be illegal
for my old paper, the Observer, to have an advert in
there from Mr Gangster saying “Come and join my
motley crew because we are far better than the lot
down the road” but I am sure the newspaper would

not take it and the newspaper organisation would
make sure that if it did, it was pretty much
condemned. Is there not an inconsistency there in
self-regulation? Advertising is self-regulatory.
Mr Robbins: I think you are going into areas which
I do not think I am qualified to comment about or
to form an opinion on. I understand the point that
you are making in terms of whether a brand wants
to be associated with some other type of activity but
those are decisions the people who purchase the
space and sell the space need to come together on
and if there is a way that that can be understood, that
the Observer does not want to be associated with—
I do not know—a social networking site, for
example—

Q84 Paul Farrelly: My question is about consistency
in self-regulation across diVerent spheres of the
media. Heather, you wanted to come in.
Ms Rabbatts: I was just reflecting on the
introduction to your question, which was a
contextual point. Outside of the boundaries of
criminal law, I think what you are beginning to put
forward is really a sense of an individual’s moral
compass, that as a parent, as parents, hopefully we
have a view, which is that you do not leave a three-
year-old unattended in front of a computer for hours
on end or 20 minutes without knowing they are
watching something or doing an educational game
and you know exactly what they are doing. I think
there is absolutely a responsibility on individuals
and citizens around their moral compass and how
they are parenting and protecting young children.
The other point that you make is a diVerence in
terms of how self-regulation acts in the print world
as opposed to an online and media world, and I
think we have to appreciate that we are talking now
about two very diVerent spheres of influence. We
have traditions that have grown up in print, we have
evolving traditions in the online world, and part of
the role of this Select Committee and indeed its
investigation as it listens to evidence is
understanding how we are beginning to try and
understand intervening in a global community,
where boundaries of regulation that used to be
applicable in a practical sense, in the real world, are
just not in the world that we are now living in.
Mr Lambert: It is certainly possible to make those
choices. For example, I cannot remember if it is a
legal requirement or not but the Committee of
Advertising Practice gives guidance on age-
appropriate advertising, including certain types of
advertising about types of food and so forth, and we
respect that on our Instant Messaging, on our live
services generally. I do think companies can make a
choice and they can recognise local guidance or
indeed, obviously, law, as I have already said. You
have to recognise it is obviously an international,
global thing, the internet, and what is acceptable for
children here in Europe, or in the United Kingdom
specifically, is completely diVerent in many other
parts of the world. It is tough to do it globally.
Where a company is local or has local facilities, such
as we do, you can take that choice.
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Q85 Chairman: There is one final area I just wanted
to come back to, which I think is probably more for
Matt and Heather: video games. I think we have
heard there has already been quite a lot of agreement
amongst witnesses that consumers are confused by
the fact that they have two diVerent rating systems.
Would you share that view and, if you do share that
view, do you have a view as to which of the two
classification systems is preferable as a universal one
to recommend?
Mr Lambert: I have not seen evidence that shows
that they are specifically confused about the two
systems. It may be true but I have not seen the
evidence for it. What I have seen evidence of is that
parents are aware that there is a rating system and,
anecdotally, I understand that parents do not
necessarily enforce that or they do not take notice of
it. Coming back to your question, should there be
one, yes, we think that if there is going to be one, if
Byron or you are going to recommend that there
should be one, actually, counter-intuitively, it
should be PEGI. The reason why I say that is
because it would be nice and easy for a British
institution to say it is the British Board of Film
Classification and it is ours, which is certainly true,
but the beauty of PEGI is that it thinks very carefully
about game-appropriate, age-appropriate rating,
legal level of acceptability. It takes note of what the
BBFC is saying legally and as guidance in terms of
films but the BBFC is set up for films and when it
rates games, it takes the film approach. Games are
recognisably diVerent. There are diVerent types of
content and a diVerent approach, and PEGI thinks
very carefully; it breaks it down to a diVerent level.
So the PEGI rating actually will tell you more about
whether there is bad language in this, it will give you
a symbol for that as well, whether there is gambling,
whether there is sexual content. It will give you a
rating but it will also give you a series of symbols
potentially which will tell you that the game has a
whole suite of diVerent things. You might think
“This game is appropriate but it also has bad
language” and then you might think again. It is a
diVerent depth and it is more applicable and more
sensible. It also has a pan-European feature to it,
and you have to accept that Britain is a major centre
of the gaming development industry, which is why
Microsoft has a major centre of development here in
the United Kingdom. The UK industry employs
6,000 people, and we have several of the best
development companies, a couple of them in the
Microsoft house but many, many others. Britain is
known for that, and I think part of that is producing
products which are sold responsibly right the way
across Europe and hopefully internationally. It is a
great thing for Britain.

Q86 Chairman: The BBFC’s evidence does directly
contradict your view, in that they say that PEGI
classifications are less reliable because they derive
from inferior methodology based on self-assessment
whereas every BBFC decision is based on extensive
game play by independent BBFC examiners.

Mr Lambert: I am not saying that that is wrong. I
apologise if I have given the impression that they do
not do it at all but, on the other hand, they would say
that, would they not, in terms of the “We are the
best” concept? I am not criticising what they say in
terms of the facts but I do think PEGI is thought
about in terms of the games specifically and I do
think myself, notwithstanding what you have just
told me, that the BBFC primarily comes from the
world of film and that I think is certainly true.

Q87 Chairman: Heather, do you have a view on this?
Ms Rabbatts: Just to say that clearly many games are
inspired by films, and indeed, I think having clarity
of a system is hugely important. I also think we need
to keep it simple, whether it be the BBFC or PEGI,
and what we do not want is too much complexity
which means that people are not exercising the
judgements about what is appropriate for their
children to watch. I would urge both bodies to come
together so that we can actually arrive at something
which we think is workable.

Q88 Adam Price: Just very briefly, we have recently
had the idea floated of banning internet users who
illegally file-share through the internet. Do you
think there is any value in extending that to people
who, for instance, upload graphically violent
material, et cetera, the idea that rights and
responsibilities could also be extended to how people
use the internet if they abuse that? If it is technically
possible, they revoke their right to use it. People who
spam, for instance, have their right to use an ISP
removed.
Mr Robbins: Actually, I do not know how you ban.
That is the problem I see. I do not know how you
police a banning order, if there were such a thing,
and who would decide what type of content. It is
back to this decision about what they uploaded and
then who would take a view as to whether they
should be banned. If it were associated with a court
case where part of the conviction system was that
they could be given a banning order or an anti-social
behaviour order which denied him access to the
internet—

Q89 Adam Price: An ASBO on the net?
Mr Robbins: Yes. I think people convicted of
paedophilia using the internet have supervisory
conditions applied now to their probation about
access to internet supervision and things like that.
These things are doable but you come back to the
practicalities, I think, of relating the content do a
decision and then an authority to ban it.
Ms Rabbatts: I would echo that point. I come back
to the importance of education in the broadest sense
of that word, that, as citizens, we have both rights
and responsibilities and we need to exercise them in
our day to day lives, be that when we are online or
in work, et cetera. I think that is the biggest
safeguard in terms of going forward. I think every
time one thinks about a way of trying to filter or ban,
as quickly as one has done that, there will be an
invention that gets around it, and ultimately it has
become back to “I am not going to upload that
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bullying incident that took place in the playground
because a very eVective anti-bullying campaign runs
in the schools between teachers, parents and
children”. That is what you need to do to tackle that.
Stopping them uploading will not help you. It is
about stopping it at source. Similarly, issues around
anorexia are particularly around looking at why

young women have such poor self-images and poor
self-esteem and are self-harming. Those are the
problems, not the fact that people are going to those
sites. It is about how you tackle it.
Adam Price: Thank you.
Chairman: We must stop there. Thank you very
much.
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Memorandum submitted by T-Mobile UK

T-Mobile UK welcomes the opportunity to respond to the Committee’s inquiry, “Harmful content on
the Internet and in video games.”

T-Mobile is one of the world’s largest mobile communications companies with more than 112 million
customers worldwide and in the UK it is the network of choice for over 17 million customers. T-Mobile was
the first company to oVer access to the open mobile internet when Web “n” Walk was launched in 2005.

T-Mobile UK is the UK mobile network of T-Mobile International which is a wholly owned subsidiary
of Deutsche Telekom AG.

Summary

— As the technology capability of mobile moves beyond voice and text consumers can access a rich
variety of content including mobile internet browsing, mobile games, mobile TV, music
downloads, and increasingly user generated content.

— Social networking and interactive sites are at the forefront of driving mobile internet usage.
Consumers value the ability to generate their own content and update their personal social
networks wherever and whenever they choose.

— Ensuring appropriate child and consumer protection measures are in place for accessing such
services is a priority for T-Mobile. As content services develop T-Mobile is committed to ensuring
child safety protection and risks are carefully considered as part of new product development or
partnerships.

— T-Mobile has worked to develop a number of robust self-regulatory initiatives to ensure best
practice for customer protection. The Code of Practice for Self-regulation of New Forms of
Content on Mobiles protects children from inappropriate content and ensures parents have access
to information to educate their children on how to use mobile devices responsibly.

— T-Mobile’s Content Lock solution only allows access to 18 rated content to customers who prove
they are over 18 irrespective of whether the content is accessed via own portal services, the mobile
internet or mobile short codes.

— The proper harnessing of technology increases the standards of customer protection, responsible
access to internet services, and robust action against oVenders. However technical solutions can
only provide part of the solution. There is a shared responsibility with other stakeholders,
including parents, to develop children’s ability to use new services responsibly and safely thereby
mitigating potential risks.

— Consumer protection measures should be evidence based, proportionate and targeted at those
areas of most risk.

Introduction

1. Three social trends are having a sustained impact on the telecommunications market: mobile
technology oVers customers new information, communication and entertainment products; changing
patterns of how people use communications technology for maintaining contacts; and the growth in forums
and platforms for self-expression.

2. The combination of highly advanced mobile devices and growing UK wide access to faster mobile
broadband speeds is enabling customers to access to a rich variety of content including mobile internet
browsing, mobile TV, music downloads, and increasingly user generated content.1

3. The growing personalisation of digital technology, usage and applications is allowing customers to
determine the type of content they access, when and how they access it and enabling the user to generate
their own content.

1 T-Mobile’s mobile broadband network oVers speeds of up to 1.8 Mbps.
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4. As mobile technology oVers customers new services T-Mobile recognises that parents and carers may
have concerns about children coming into contact with unsuitable communication and content. Ensuring
appropriate safeguards are in place for children accessing our services is a top priority. Moreover we are
committed to ensuring that safety features are included in new services.

Self-regulation

5. The development of new content services poses challenges for content standards regulation. With
increased choice of content and consumption options, new standards and approaches to the protection of
the consumer are being introduced. Providers are applying voluntary content protection measures and
consumers are using available information and tools, taking greater responsibility for protecting themselves
and their children from accessing inappropriate content will be more eVective.

6. T-Mobile is setting new standards in probity in the access to new information and content. T-Mobile
has been closely involved in developing a number of self-regulatory initiatives to ensure best practice for
customer protection including the Code of Practice for Self-regulation of New Forms of Content on Mobiles
(“Content Code”).2 It is also a signatory to the European Commission’s Framework on Child Safety. T-
Mobile is a member of the Home OYce Taskforce for Child Protection on the Internet, the Cyberbullying
Taskforce and the Internet Watch Foundation.

7. Technology makes possible a range of safety features and customer verification measures. This aids the
integrity of accessing such content services and is a demonstration of providing a safer and more transparent
environment for our customers. Such self-regulation oVers a number of benefits in meeting public policy
objectives for consumer protection through implementation of appropriate and proportionate measures.
The benefits of self-regulation include gaining industry buy-in, being quicker to agree and implement than
formal regulation, and oVering greater flexibility and responsiveness to market changes.

Internet

8. T-Mobile pioneered open mobile internet access with the launch of our Web “n” Walk service in
November 2005. Unlike a walled garden approach, T-Mobile customers are able to gain unlimited access
to the whole internet via a mobile device. This strategic decision to enable a true internet experience reflects
customer insights that show very low acceptance of limited access.

9. Over 1 million customers are actively using Web “n” Walk services in the UK and the trend in most
popular websites has shifted dramatically in the last 12 months. Analysis of our traYc data shows that eight
of the twenty most visited sites from T-Mobile devices are social networking sites.

Protection from potentially harmful content

10. In anticipation of the widespread availability and take up of new content by consumers, including
under 18s, T-Mobile was a driving force in developing the Content Code. The Code protects children from
inappropriate content and contact and ensures parents have access to information to show their children
how to use mobile devices responsibly. The Mobile Broadband Group submission provides more detail on
the provisions of the Code.

11. T-Mobile has developed a system called Content Lock which helps protect children from
inappropriate material. Content Lock places 18-rated content behind age verified access controls preventing
access to inappropriate internet content or commercial content including gambling, open chatrooms, and
games. Customers trying to access a website or a service on the internet via their mobile phone which is 18-
rated will see a message that it is blocked.

12. Content is classified as “18-rated” or “unclassified” against a framework developed by the
Independent Mobile Classification Body (IMCB). This classification framework is based on existing
standards in other media such as films.

13. Content Lock incorporates an internet filter using Surfcontrol categories. These are matched against
the IMCB framework to ensure a consistent customer experience. Customers expect the same level of
protection from content regardless of how it is delivered.

14. Content Lock is one of the industry’s most advanced filtering tools and provides a safe and secure
solution which is easy for parents to understand. T-Mobile applies Content Lock by default to all our
accounts (pre and post pay) to provide maximum protection. Customers wanting to remove Content Lock
have to prove they are over 18. To date a majority of active data customers have not lifted Content Lock.

2 http://www.mobilebroadbandgroup.com/content-code.pdf
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EVectiveness of Content Code

15. T-Mobile’s experience is that the Content Code has led to the implementation of appropriate and
proportionate measures which have been successful in restricting the viewing of inappropriate content by
children and ensuring only adults access 18 rated content. In three years there have been no oYcial
complaints upheld by the IMCB; the classification framework is well understood by mobile content
providers, aggregators and operators; and obligations to meet the requirements of the Code are contained
in all service contracts. This has been achieved at a reasonable cost.

16. Ofcom has announced its intention to review the operation of Content Code. T-Mobile, and the other
signatories, will contribute to that review.

User Generated Content

17. The growing popularity of social networking and interactive sites is driving mobile internet usage.
Consumers value the ability to generate their own content and update their personal social networks
wherever and whenever they choose.

18. Social networking and interactive services can provide users with tremendous benefits. However, T-
Mobile recognises concerns over potential access to inappropriate content, bullying and grooming. New
interactive services, such as video sharing sites, pose particular challenges due to the number of postings and
subscribers.

19. Nonetheless, in developing such new services T-Mobile is committed to ensuring that adequate
safeguards are in place. Customers expect companies to adopt a responsible approach to allowing access to
such sites.

20. To enhance the safety of children and young people T-Mobile has been involved in producing the
Good Practice Guidance for the Providers of Social Networking Sites and User Interactive Services through
the Home OYce Taskforce. These are expected to be published shortly and make recommendations for good
practice on key issues such as safety information awareness, editorial responsibility, registration, user
profiles and controls, search, and reporting abuse.

21. T-Mobile applies rigorous content protection safeguards for customers accessing interactive sites
hosted on its own portal T-Zones:

(a) In November 2007 T-Mobile launched My Social Sites which provides access to four social
networking sites. To provide a secure environment it has risk based safety features including:
moderation of all uploaded images (within two hours); alarms and blocks on key words; no profiles
with specific locations; a report abuse button on every content screen and the ability to block or
restrict access to oVending material.

However T-Mobile can only control mobile uploads to these sites. The majority of uploads will
be from fixed PC users but only social networking providers can implement these controls.

(b) All other interactive services on T-Zones, such as BeOn TV where customers upload video clips
are fully moderated. All chatrooms and blogs in T-Zones are fully moderated. This results in very
low levels of complaints. Sites not fully moderated are placed behind Content Lock and therefore
only accessible to over 18s.

22. Where T-Mobile is contracting with providers to provide access its ability to influence applicable
standards is restricted to that of commercial negotiation. As a minimum standard it requires that all social
networking providers should meet the Home OYce guidance.

23. However, although providers may be signatories to best practice guidance in practice it is often
diYcult to negotiate safeguards in a contract or to fully understand what safeguards are operational or even
to include a specific notice and takedown provision.

24. If providers meet T-Mobile’s higher child safety standards and moderate content themselves (or use
an aggregator) it would directly connect to them. If providers do not meet these criteria their services will
be placed behind Content Lock and only be available to over 18s.

Bullying

25. T-Mobile takes the protection of its customers very seriously and recognises that new technology
oVers the potential for misuse. Receiving malicious calls or unpleasant texts or pictures can be very
distressing. “Happy slapping” where videos and footage of physical assaults or distressing events are
illegally distributed has attracted significant attention.

26. Whilst “cyber-bullying” is a form of bullying which schools will be largely equipped to deal with
through existing anti-bullying policies it poses particular challenges. T-Mobile believes there is no easy
technological solution to what is fundamentally a behavioural issue. Rather young people need to be
educated how to use technology safely and responsibly. To provide information and advice to teachers and
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parents T-Mobile contributed to the DCSF Cyberbullying guidance.3 It also supported an accompanying
promotional campaign aimed at challenging young people’s views about bullying. T-Mobile is supporting
the European Schoolnet project to develop a hub of information for teachers and providers.

27. Where bullying does take place we provide practical advice such as not replying to unwanted
messages, not deleting messages as this can help track an oVender, and suggesting parents involving the
school. If the bullying is serious or involves oVensive content, then we ask customers to refer such complaints
to the police for investigation, so that the most appropriate action can be taken. If bullying does not stop
then the most immediate help T-Mobile can oVer is to change a phone number.

Shared responsibility

28. There is a shared responsibility for interested stakeholders, including parents, to develop children’s
media literacy to understand the potential risks associated with new services and how to behave responsibly.
Technical safeguards can only provide part of the solution.

29. In June 2007 T-Mobile launched a dedicated website covering the issue of mobile safety for children,
with input and advice from the NSPCC.4 It provides advice for parents on the safeguards T-Mobile has
and oVers advice to help educate children on the potential risks and how to mitigate them. Areas covered
range from protecting children from inappropriate content to dealing with bullying.

30. To achieve the most eVective management of potential risks requires a twin approach of industry
implementing consumer protection measures and consumers taking on more responsibility for protecting
themselves and their children from inappropriate content.

31. T-Mobile has been involved with the Broadband Stakeholder Group initiative to develop a common
set of principles for providers who are committed to promoting and enabling media literacy. By oVering
content information users are empowered to make informed choices about the content that they and their
families access/consume/watch.

Illegal Content

32. T-Mobile recognises the need for eVective partnerships in delivering child protection. It has developed
very constructive working relationships with relevant law enforcement agencies to provide appropriate
assistance in the reporting and tackling of illegal activity.

33. T-Mobile is a long-standing member of the Internet Watch Foundation (IWF). The IWF remit covers
illegal content including child abuse images, criminally obscene content and incitement to racial hatred
content. It operates a hotline for the public to report such content. T-Mobile blocks access to sites listed in
the IWF database as containing illegal content. This applies regardless of whether Content Lock is enabled
or not.

34. The IWF is an excellent example of an eVective self-regulatory model which has resulted in the
percentage of online child abuse content apparently hosted in the UK falling from 18% in 1997 to less than
1% in 2003.

Video games

35. Mobile gaming is a small but growing market providing clear benefits to users—in addition to
entertainment—including developing educational, language, and problem solving skills. Unlike consoles,
where the more popular titles tend to be complex real-time action games, research shows that mobile gamers
tend to play arcade puzzle and strategy games.5

36. To protect customers games purchased via a mobile phone are covered by the Mobile Content Code.
Any game that contains 18 content is placed behind Content Lock. Mobile operators also provide warnings
of game content.

37. Mobile games generally contain lower levels of violence than console games. This is because the
smaller screen size means that graphics are more limited and the games providers do not want to restrict
their games to over 18 audiences.

38. With respect to location based gaming, the mobile operators published a Code of Practice for Passive
Location Services (where one person can find the mobile device of another using GSM network supplied
data) in September 2005. The Code forms part of the commercial terms and the location feed can be turned
oV if the service provider does not follow the Code.

3 www.teachernet.gov.uk/wholeschool/behaviour/tacklingbullying
4 www.t-mobile.co.uk/adviceforparents
5 Ofcom Communications Market 2007, p. 29–30.
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Conclusion

39. T-Mobile has adopted best practice to maximise consumer protection, to protect young people, and
ensure confidence for all consumers accessing new online content services.

40. Policy applied to how customers access online services should address public concern that the service
being sought adheres to standards that provide suitable customer protection and probity in the service.

41. In particular, T-Mobile recommends the following steps would help address public concern and
provide greater child protection from inappropriate content:

42. A risk based approach should be adopted by all providers—whilst pre-moderation of all content is
not achievable it is possible for social networking providers to undertake risk based moderation of some
content. Such moderation should be targeted at areas of most potential harm including for example, profiles
and pictures, specific takedown timescales which currently vary greatly, blocking facilities and trigger words.
Our experience shows that this requires resource but can be achieved without negative operational impact.

43. Sign up to and implement Home OYce guidance—all social networking site providers should
implement the Home OYce guidance, referred to above, including that default settings for under 18s profiles
are private and non-searchable. Providers should ensure a consistent approach to protection with mobile
applications including the same level of safety as applications for fixed access.

44. Achieve a step change in consumer literacy—in combination with customer protection measures
concern about potential harm can be addressed through improving parental understanding to enable them
to communicate with their children on how to use the Internet and by educating children how to use
technology responsibly and safely. Educational initiatives on online safety should reflect that the age at
which children use mobile devices is becoming younger. All stakeholders—government, regulators,
industry, schools, charities etc.—have a role to play.

January 2008

Memorandum submitted by O2

Executive Summary

O2 welcomes the Committee’s inquiry. Preventing children and other customers from harm or
inappropriate experiences when using new media technology is an important public policy issue. We
recognise that if society is to enjoy the full benefits of new technology, it is crucial that we retain public
confidence about the benefits as well as the safety of new media technology and related products and
services.

The UK mobile operators have a voluntary agreement not to promote the use of mobile phones by under
16s. Despite this most secondary school children own mobiles, and ownership is growing among under 11s.

Our research indicates this is because parents believe the benefits of their child using a mobile phone out
weigh the downsides, although they still have very real concerns about children accessing inappropriate
content, being contacted by strangers, or being bullied online or by mobile phones.

O2 works hard to oVer parents more control and children more protection. This includes working with
our competitors on a common approach to protect children and other customers from the mis-use of mobile
phones and the Internet.

In 2004 the UK mobile operators published a voluntary code of practice to regulate the provision of new
forms of content over mobile phones. It was a world first and has been widely recognised as a model of best
practice. Following the launch in the UK it has been adopted by mobile operators in a number of other
countries and forms the basis of the EU’s new framework for Safer Mobile Use.

We believe the best way to oVer protection is through partnership with parents. So we either provide
technological safeguards or awareness raising education material to give parents the tools and knowledge
to protect their children.

Self-regulation has proven to be a highly eVective way of protecting customers and maintaining public
confidence. There’s more that industry can and will do, but unfortunately business does not have the ability
to solve or address all of the problems associated with the mis-use of the Internet or mobile phones.
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Who is O2

1. O2 is a leading provider of mobile and broadband services to consumers and businesses in the UK.
These services include voice calls, text messages, media messages, games, music and video, as well as always
on data connections via GPRS, 3G, ASDL! and WLAN.

2. O2 has 17.9 million customers in the UK and is part of Telefónica O2 Europe which comprises mobile
network operators in the UK, Ireland and Slovakia along with integrated fixed/mobile businesses in
Germany and the Czech Republic.

Introduction

3. We welcome the Committee’s inquiry into harmful content on the Internet and in video games. Mobile
phones and the Internet have changed the way we live and work for the better, delivering considerable
benefits, which vastly outweigh the problems associated with the mis-use of the technology. In the UK there
are currently more than 70 million mobile phone subscribers, and O2 customers send more than 1 billion
text messages every month. Research conducted by the Centre for Economic and Business Research
(CEBR)—and commissioned by O2—in 2004 estimated that the mobile sector contributes 2.3% of GDP,
as much as the total oil and gas extraction industry.

4. As with all forms of technology there is scope for mis-use. It is, therefore, essential for industry,
Government and its agencies, to maintain public confidence in the technology by working together to
protect the public against abuse and mis-use.

5. Equally, it is crucial to ensure that the regulatory and legislative framework strikes the correct balance
between protecting the public and encouraging innovation and investment in products and services.

Protecting Customers in an Unpredictable World

6. We take our role in protecting the vulnerable very seriously, but we also respect our customers’ rights
to make informed choices about the legal content and services they access across our network.

7. O2 was the first mobile operator to join the Internet Watch Foundation and the Home Secretary’s Task
Force on Internet Safety. We work hard to give parents more control and children more protection.

8. Content that is inappropriate for children includes some commercially produced entertainment, but
also misleading and harmful content published by adults and even other children.

9. Prevention is always better than cure and so our approach has been to seek to predict and pre-empt
problems. Perhaps the best example of this was the introduction in 2004 by the five UK Mobile Operators
of the UK Code of Practice on New Forms of Content.

10. This self-regulatory code was developed between 2001 and 2003 (in consultation with the children’s
charities, police and Home OYce) long before the majority of mobile phones had colour screens or web
browsing capability, and was a world first. (See para 26 for more on the Code)

11. But part of the appeal and excitement of new media technology is its versatility and unpredictability.
It is not always possible to anticipate new forms of mis-use. For example in 2003 we published a series of
leaflets including advice to customers about the appropriate use of camera phones. This included advice on
“think before you send or post photos”; “guarding your privacy”; “Respecting others”; and “what to do
about bullying”. In 2007, O2 updated the series to ensure up to date information was provided.

12. The series of leaflets were well received by a broad cross-section of stakeholders, and yet we did not
anticipate that 18 months later people would be using their phones to take picture of themselves assaulting
other members of the public, the so-called practice of “happy slapping”.

13. This illustrates not only the challenge of predicting all forms of mis-use but also that mobile operators
do not have the controls or answers to every problem. We can introduce filtering and age verification to
restrict children’s access to adult content, but we are not able to control how our customers use the cameras
on their phones.

Children and Mobile Phones

14. In 2000 Professor William Stewart conducted an independent review for the Government into the
health and safety of mobiles. Stewart found no evidence of adverse health eVects for adults or children from
the use of mobile phones. However, as a precaution Stewart recommended that the mobile operators should
refrain from promoting the use of mobile phones by children.

15. O2 and the other mobile operators accepted this recommendation. And therefore O2 does not target
its advertising at children. For example we only advertise in magazines where the majority of the audience
is over 16.
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16. Despite this more and more children own mobile phones. The most recent figures show that 50% of
10-year-olds and 90% of 12-year-olds have mobile phones.6 Our view is that this is largely because parents
believe the benefits outweigh the risks. We also believe it is a decision for parents, and it is right that they
should have the choice of whether to give a phone to their child.

17. A MORI poll commissioned by O2 in January 2006 found that parents believe by three to one that
the advantages of a child owning a mobile outweigh the disadvantages. http://www.ipsos-mori.com/polls/
2006/disneyo2.shtml And many young people see their mobiles as a way of life, important for staying in
touch, helping to ensure safety and security and for having fun.

18. Of course that does not mean parents do not have concerns about the mis-use of mobiles. Parents are
worried about bullying by mobile phone; mobile phone crime; access to inappropriate content such as adult
material; excessive spend; and grooming by paedophiles in chatrooms. And so we work with parents to make
phones safer.

19. We believe the best way to oVer protection is through partnership with parents. So we either provide
technological safeguards or awareness raising education material to give parents the tools and knowledge
to protect their kids. (See paragraph 35)

Benefits of Children Using Mobile Phones

20. For many parents the main reasons for giving a phone to their child is the reassurance that they can
contact each other in the event of a problem. Texting in particular is an ideal way for parents to keep in
touch with their teenage children without embarrassing them. In the past O2 worked with the parents of
Milly Dowler, the murdered school girl, on a joint campaign called Teach Your Mum To Text campaign.
For more see http://www.livelifesafe.org.uk/content.asp?PageID%1604

21. Many children use their mobiles to access help and support about child abuse. More than 80% of calls
to Childline are from mobile phones. And all calls to Childline from O2 mobiles are free and do not appear
on bills to protect the child’s anonymity.

Bullying

22. Bullying—whether it is malicious text messages or mis-use of camera phones is an especially
unpleasant and challenging issue. O2 has a dedicated nuisance call bureau which can take a number of steps
to help customers who are receiving nuisance or malicious calls or texts.

23. This includes oVering a change of phone number free of charge. For many customers this will provide
immediate resolution of the problem but a change of number will not be suitable or practical for everyone.

24. Other measures are tracing the culprit and sending a warning by text message; assisting police in
prosecutions; and cutting oV O2 customers found to be mis-using their phones.

25. The Nuisance Call Bureau also visit schools as part of the Prison Me No Way programme to explain
how upsetting text bullying can be and to provide advice on what to do if someone receives a malicious
message.

The Effectiveness of the Existing Regulatory Regime

26. Content accessed over mobile phone networks is regulated by a self-regulatory code, The Code of
Practice on New Forms of Content. The Code of Practice was developed by the five UK mobile operators
in partnership with the children’s charities, police and Home OYce.

27. It was a world first when launched in 2004 and has been widely recognised as a model of best practice.
Following the launch in the UK it has been adopted by mobile operators in a number of other countries
and forms the basis of the EU’s new framework for Safer Mobile Use.

The Code covers:

— Classifying commercial content;

— Introducing age verification & access controls for 18 rated content;

— Introducing Internet parental controls;

— Taking down illegal Internet content;

— Taking action against unsolicited bulk communications and malicious communications;

— Providing customers with information and advice.

6 Carphone Warehouse Mobile Youth Report, 2006.
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Content Classification

28. The Independent Mobile Classification Body (IMCB) http://www.imcb.org.uk was appointed by the
UK mobile phone operators in October 2004 to oversee the self-classification of new forms of commercial
content on mobile phones. IMCB is a subsidiary company of PhonePayPlus (formerly ICSTIS, the
Independent Committee for the Supervision of Standards of Telephone Information Services), the
regulatory body for all premium rate charged telecommunications services.

29. In January 2005 it published a classification framework for content deemed to be suitable to those 18
and over. Commercial content that is rated as 18 in accordance with the Classification Framework will be
restricted, through age verification arrangements put in place by each mobile phone operator, to those
customers who are aged 18 or over.

Access Controls

30. O2 does not currently oVer any 18 rated services but we have put parental controls in place to prevent
children under the age of 18 from accessing 18 rated material sold by third party providers over the O2
network. Customers attempting to access 18 rated content are required to prove they are over 18 by
submitting credit card details. Alternatively customers can verify their age at their nearest O2 store by
presenting a passport or similar document. The access controls are lifted once the customer’s age has
been verified.

Internet Parental Controls

31. Since December 2004 customers have had the option to turn on internet parental controls, which
restrict access to only a list of permitted sites that O2 believes are suitable and interesting for children of 13
and under. Customers can activate the controls by dialling 6 18 18 and then following the IVR prompts.

Bulk Communications

32. The operators have established a “common STOP” procedure to enable customers to quickly and
easily cancel subscriptions to premium rate text services. To do this customers simply need to reply with the
word STOP to the originating short code.

Malicious Communications

33. O2 has a dedicated Nuisance Call Bureau to help customers encountering problems with malicious
calls or bullying. (see para 22 for more )

Illegal content

34. O2 was the first mobile operator to join the Internet Watch Foundation and works closely with the
IWF and police to report, block access, and take down illegal sites.

Information and Advice

35. Protection requires partnership with parents. We have a programme of public education, awareness
raising and stakeholder dialogue. O2 has worked with Childnet International to create a dedicated child
protection web site for customers, point of sale materials and a printed guide for parents. See http://
protectourchildren.o2.co.uk/

36. O2 also published Childnet’s checklist for parents, a checklist designed to help parents know which
questions to ask when buying a mobile for a child, and is working with Childnet to train its front line staV,
so they are more able to oVer real, useful, honest, practical advice to parents about their children’s use of
mobiles.

37. More than 100 Child Protection Champions have been trained within O2’s customer services
department, and this programme is now rolling out in the retail part of the business.

38. O2 also joined forces with other mobile operators to create a new dedicated website for teachers,
oVering information and advice on how they can best manage issues associated with the mis-use of
mobile phones.

39. O2 has also partnered with Childnet International and the Personal Finance Education Group (pfeg)
to produce a short film on mobiles and child protection. The film focuses on the dilemma many parents face,
balancing parental preferences against children’s needs. What are the concerns of parents? What is O2
doing? Where can I get help and advice? You can access the film: http://www.o2.com/media/
film children protection.asp
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What Does the Code not Cover

40. A significant development since the publication of the Code, has been the emergence of social
networking sites such as Facebook, Bebo and Myspace. These services are designed to be accessible across
a variety of platforms—home PC, mobile or public Internet access points.

41. In order to promote good practice for the operation of social networking sites, the mobile operators,
alongside, social networking providers, children’s charities and law enforcement agencies,7 have
collaborated to develop Good Practice Guidelines for social networking site providers. The Guidelines set
down customer protections that provide consistency across all platforms.

42. Ofcom is currently reviewing the eVectiveness of the industry code. Separately, the mobile operators
will be conducting a consultation exercise later this year on updating the Code.

The Effectiveness of the Code

43. As mentioned earlier, the UK Code was a world first when launched in 2004 and has been widely
recognised as a model of best practice. Ofcom itself is currently reviewing the eVectiveness of the industry
Code and we very much welcome this initiative. Separately, the mobile operators will conduct a consultation
exercise later this year on updating the Code.

Chatrooms

44. O2 moderates the public chat forums that it operates. When apparently dangerous situations, such
as grooming, are identified by moderators, they can act to block user accounts and report the incident to
O2’s specialist team at its Nuisance Call Bureau. O2’s Nuisance Call Bureau has close links with the police.

45. O2 Nuisance Call Bureau has established a process of providing information including reports of
grooming, contact oVences and distribution of indecent images to the Child Exploitation and Online
Protection Centre (CEOP). In the quarter to September 2007 O2’s contribution accounting for 2.7% of total
reports received by CEOP.

January 2008

Memorandum submitted by Orange UK

1. Introduction

1.1 Orange welcomes the House of Commons Culture, Media & Sport Select Committee’s inquiry into
Harmful content on the Internet and in video games. We are happy to provide any assistance or further
information to the Committee in its inquiry, including oral evidence.

1.2 Despite the recent political and media attention on this particular issue, it is important to point out
that this is not a new issue. For many years now Orange has been working closely with the Government,
law enforcement agencies, children’s charities and the rest of the mobile and Internet industry examining
issues relating to new technology and the protection of consumers, in particular children. Orange is a
member of the Internet Watch Foundation (IWF), the Home OYce Taskforce on the Protection of Children
on the Internet (HOTF) and the Department for Children, Schools and Families’ Cyberbullying Taskforce.

1.3 Orange is a key brand of the France Telecom Group, providing mobile, broadband, fixed, business
and entertainment services across Europe. It is one of the world’s leading telecommunications operators
with more than 168 million customers on five continents. In June 2006, Orange merged with Wanadoo, a
leading Internet Service Provider (ISP) and now, under a single brand, oVers mobile, broadband and multi-
play oVers, including digital television and home phone services.

2. Summary

2.1 Orange believes the industry’s self-regulatory approach in protecting consumers in this area has been
a success. We therefore advocate continuing with this approach to improve consumer protection measures
without stifling innovation and investment in new services.

2.2 Orange oVers a wide range of technical safeguards to its Internet and mobile customers, including a
free privacy service with parental controls for Internet customers and a “safeguard” filter for mobile
customers, based upon the Independent Mobile Classification Board’s system, which prevents access to
inappropriate commercial and wider Internet content for those under the age of 18 years. We also oVer users
of our Internet search service a “safe search” function to control results.

7 Under the auspices of the Home OYce Task Force for child protection on the Internet.
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2.3 Orange operates a “notice and take down” procedure for reported inappropriate content on our web
portal and provides clear links from various services to enable users to report abuse of any sort.

2.4 Orange uses the Internet Watch Foundation (IWF) list of illegal child abuse websites to prevent
inadvertent access to such images on both our fixed and mobile platforms. Whilst Orange is not responsible
for generating this list, this type of model could be extended to other types of material (eg extreme violent
pornography, terrorism, suicide sites etc) if government deems it appropriate and provided a list can be made
available to ISPs.

2.5 Orange’s “teen chat rooms” (which are restricted to children aged between 16–18 years) are
professionally moderated with all moderators having undergone CRB checks.

2.6 At the heart of Orange’s approach to online safety is making customers—particularly children,
parents and carers—aware of the potential pitfalls of using the Internet and other technologies and how best
to protect themselves. This includes advice online and in our UK retail stores. We are also developing several
educational projects to enhance awareness amongst consumers, such as an “Internet Years” campaign
specifically designed to address gaps in technology knowledge and understanding between parents and
their children.

2.7 Orange believes more can be done to help, inform and protect consumers in this area. Orange
supports an industry kite marking scheme for family friendly Internet access, such as the IIA “Family
Friendly ISP” Ladybird scheme developed in Australia, based upon an agreed industry Code of Practice.
This will build upon the PAS 74 kite mark currently being developed for content filtering solutions.

2.8 We strongly recommend that the Government embarks upon a high-profile campaign to shift existing
attitudes to Internet safety. We also believe there is a need to bridge the “understanding gap” between
children and parents/carers. As part of its e-Safety teaching, we suggest that the Government considers
recommending “Internet Parent Evenings” to schools and would be happy to lend our resources and
expertise to such a programme.

3. Benefits and Opportunities Offered to Consumers and the Economy by the Internet, Video Games
and Mobile Phones

3.1 The Internet is changing our lives. Access to the Internet has become an invaluable communication
tool for almost everyone, whether in business, at school or college, in the home or on the move. For work,
learning or entertainment it is changing the way we do things—such as buying goods or services, banking,
seeking information, listening to the radio, watching television or chatting/interacting with friends—and
challenging our traditional cultures, such as enabling more flexible work patterns, enhancing consumer
choice and transforming consumers into producers (such as via social-networking websites).

3.2 Broadband Internet is at the centre of the Government’s drive to modernise public service delivery,
such as health services and education. For example, Information Communications Technology (ICT) in
education—including the wide use of the Internet and other technologies, such as interactive whiteboards,
in the class room—is helping to deliver more personalised learning services to young people, meaning more
ways to learn, more flexible ways to study, a greater choice in subjects, better teaching facilities and an
increase in distance-learning (ie from home). For example, the Government is committed to providing an
online learning space enabling learners to store, organise and share information/work and around 79% of
secondary schools encourage the use of e-portfolios.8

3.3 Demand for broadband connectivity continues to grow oVering richer and higher-bandwidth
services, such as interactive entertainment and communication. Nine out of 10 Internet connections (88.4%)
are now broadband.9 However, this figure does not include mobile Internet figures. Accessing the Internet
whilst on the move is available via high-speed Third Generation (3G) mobile networks, allowing people to
retrieve services when on the move rather than at a fixed place, such as a desk or in the home. 5.7 million
people in the UK used a mobile device to access the Internet during January 2007 and this figure is set to
grow.10

3.5 The Internet is increasingly becoming embedded in our lives, driven by broadband speeds. “Web 2.0”
features now oVer consumers greater interaction and user experiences whereas before the Internet was
viewed as an “information silo”. This is leading to a fundamental shift in human behaviour. The rise of social
networking sites and user-generated content is evidence of this change. UK participation in social
networking usage proves to be the highest in Europe, with 24.9 million unique visitors—78% of the total
UK online population—now belonging to the country’s social networking community.11

3.6 The Internet is set to become further embedded in our lives as access becomes increasingly available
on the move (via mobile devices and Wi-Fi hot-spots). This oVers further opportunities and has the potential
to reach out to those who traditionally have been disenfranchised. For example, most mobile phones/devices

8 Harnessing Technology Review 2007: Progress & Impact of Technology in Education—DCSF September 2007 http://
publications.becta.org.uk/display.cfm?resID%33980

9 OYce of National Statistics: 20 November 2007 http://www.statistics.gov.uk/
10 ComScore—14 May 2007 http://www.comscore.com/press/release.asp?press%1432
11 ComScore – 10 October 2007 http://www.comscore.com/press/release.asp?press%1801
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today are Internet-enabled and, with over 80% of the UK population now owning a mobile phone or device
and increasing speeds and services becoming more prevalent, the potential to bring Internet access to all
regardless of age, geography or social class is enormous.

4. Potential Risks to Consumers from Exposure to Harmful Content on the Internet or in Video
Games

4.1 There are a number of risks to children and young people who use the Internet. These can be
categorised into contact and content and include being “groomed” in chat rooms, becoming a victim of
online abuse or bullying, revealing personal details or photographs via a social networking site or being
exposed to inappropriate content. Inappropriate content on the Internet can be age-inappropriate: for
example content that is age-restricted in other media (eg pornography, gambling or violence). One big issue
is that people are not always who they say they are, with adults and children alike using the apparent
anonymity of the Internet to behave in ways that may put them or others at risk.

4.2 The risks have increased in the area of content with the advent of web 2.0 where the role of content
producer has passed from service provider to the users of the Internet. Orange believes it is essential to strike
a balance between allowing freedom of speech whilst maintaining standards of acceptable behaviour and
community standards of taste and decency. It is challenging for a service provider to set policies for these
standards. However, at Orange we believe that it is important that our brand reflects what content we oVer
and we use various measures to manage what is published by users on our web portal, www.orange.co.uk.
This varies according to risk assessments that we conduct on the platform and the nature of the service.

4.3 Orange is unable to control what is available on the wider Internet although we encourage the use of
parental controls. While ISPs have well established “notice and takedown” procedures and are in line with
industry best practice, the speed of innovation and new market entrants means that inappropriate content
may be appearing on media or websites that are not yet fully equipped to deal with such abuse. The wider
industry, working together with parental control software manufacturers and age verification schemes,
should study how to ensure that such tools are equipped to deal with such a fast-evolving sector.

5. Tools Available to Consumers and Industry to Protect People from Potential Harmful
Content on the Internet and in Video Games

5.1 Orange oVers a range of technical mechanisms to provide customers with a choice as to what content
they are able to see when accessing the Internet, whether using a personal computer in a fixed place, a mobile
handset/phone when on the move or accessing Internet content via a digital television service.

5.2 All our fixed Internet customers are oVered a free McAfee privacy service with parental controls to
protect minors from harmful or inappropriate material. The parental controls function lets parents or carers
choose what children can do and see online and oVers a facility to manually block or allow websites enabling
greater control over the standard service.

5.3 Orange operates a “notice and take down” procedure for reported inappropriate content on our web
portal, www.orange.co.uk. This procedure is in line with the good practice models put forward by the
HOTF.12 We provide a link on our Chat and Forum services to enable users and guests alike to report abuse
of any sort. This link goes to a general page where there is information that provides advice about ways to
use the tools in the product to manage abuse (eg using the ignore button in Chat) together with a link to
enable reporting direct to VGT/CEOP.13 Our “teen chat rooms” (which are restricted to children aged
between 16–18 years) are professionally moderated with all moderators having undergone CRB checks and
other safeguarding measures as recommended by the HOTF.

5.4 Orange uses the IWF list of child abuse images to prevent inadvertent access to such images on our
fixed Internet and mobile platforms. The HOTF guidance also provides that Hosting Providers supply the
IWF with a point of contact for notifications about illegal content held on their systems. The IWF is thus
able to operate a service of “notice and take down” to alert hosting service providers to criminal content
found on their servers. Whilst Orange is not responsible for generating this list, this type of model could be
extended to other types of material (eg extreme violent pornography, terrorism, suicide sites etc) if
government deems it appropriate and provided a list can be made available to ISPs.

5.5 Orange oVers free anti-spam and virus filtering to help block harmful content sent via Orange e-mail.
Our Internet search service has a “Safe Search” function enabling users to control search results. The service
is set to “moderate” by default and is clearly displayed at the top of the search results page in line with the
good practice models put forward by the HOTF along with advice to the public on how to search safely.
The user can set the Safe Search filter according to their preferred choice:

Strict—always filter explicit websites/pictures

Moderate—display warning consent page before displaying adult content

OV—display adult content without showing a warning page

12 http://police.homeoYce.gov.uk/news-and-publications/publication/operational-policing/ho model.pdf?view%Binary
13 http://www.orange.co.uk/communicate/safety/abuse
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5.6 Along with the other mobile network operators, Orange recognised the potential dangers of widening
access to the Internet (ie from the living room to the back of the bike sheds) by making it available on a
mobile phone or device. In January 2004, operators published a Code of Practice for the self-regulation of
new forms of content on mobiles including the use of Internet services.14 The Code included a commitment
to classify and restrict adult content to those over the age of 18 years. Content is classified according to the
Independent Mobile Classification Body (IMCB) framework which was published in February 2005.15 All
mobile operators’ commercial content providers are required to self-classify as “18” all content unsuitable
for customers under the age of 18 years, adhering to the IMCB’s framework. The Code (and framework) is
currently under review and any modifications will be made in 2008.

5.7 Accordingly Orange has placed all adult content (whether on our mobile Internet portal or the wider
mobile Internet) behind access controls. The Orange “Safeguard” service prevents anyone using a mobile
handset from accessing adult content (including games), whatever its source, while enabling them to surf
the rest of the mobile Internet. An additional benefit is that all customers are prevented from accessing sites
with illegal content as defined by the IWF. All Orange pay-as-you-go mobiles and SIM cards are supplied
with Safeguard on by default and customers need to prove that they are 18 years of age in order to view
“adult” content otherwise our safeguard filter blocks their access. Pay monthly customers are assumed to
be over 18 years of age having been through the credit reference process. However parents wishing to give
a pay monthly handset to a minor can request the filter to be applied.

5.8 Prior to the recent launch of our mobile service for Bebo users, we worked closely with Bebo to
introduce measures to make children as safe as they are on a computer in the home (outside parental
supervision). Registration and other activities, such as accepting new friends or changing the privacy
settings, can only be done on a computer where a parent or carer can supervise. We are awaiting the review
of the content Code of Practice to give guidance on whether some social networking sites—a phenomenon
which has come about since the development of the Code—that are unsuitable for children should be placed
behind access controls as unmoderated chat sites currently are.

5.9 Orange is committed to applying the good practice models put forward by the HOTF. Additional
child protection measures for the removal of unsuitable material applies to websites aimed at children. These
measures provide guidance to the Internet industry for the establishment of mechanisms for reporting abuse
and procedures for the identification and removal of content that is illegal (or in breach of our terms and
conditions).

5.10 Orange has a dedicated Malicious Calls Bureau to support customers receiving abusive
communications, including oVering advice and a free change of mobile phone number if requested. If the
customer wishes the Bureau can investigate a report and provide evidence of text messages, voicemails and
call records to law enforcement.

5.11 In addition to the above technical measures, Orange places consumer awareness and safety advice
at the heart of its approach. We try to make the information as accessible as possible using a range of media
and to engage with busy or disinterested parents.

5.12 Orange’s UK website includes a newly redesigned safety advice area for parents, carers and
children.16 The site includes a wide range of safety advice on using the Internet and mobile phones,
including using social networking sites, chat rooms and the technical options to filter out inappropriate
content. The website also includes talking points for parents to use with children, user polls and links to
interesting related media articles. The site also provides tools for customers to report potential online abuse.
The website also promotes the Parent’s Guide to the Internet, produced by the NCH, which seeks to educate
parents about the Internet and how to help their children enjoy a safe and productive environment.

5.13 Orange has also produced a short guide on mobile phones (and the Internet) entitled “What parents
need to know”.17 The guide is available in our retail stores across the UK and provides parents and carers
with a greater insight into how children use the Internet and mobile handsets. It includes talking points
which we believe oVer parents a useful means to engage with their children on subjects which they may feel
the children know more than they do. It also provides simple advice on how to reduce potential risks. We
will be updating the guide in 2008.

5.14 Orange is a member of the Department for Children, Schools and Families’ Taskforce on
Cyberbullying which published specific guidance for schools on tackling cyberbullying in September
2007.18 The guidance includes practical tips on preventing cyberbullying such as not responding to
malicious text messages or emails and not giving out personal details such as mobile phone numbers over
the Internet. Our Malicious Calls Bureau has for many years delivered presentations in schools in
collaboration with Police and NGOs to warn children about the dangers of phone misuse, such as

14 http://www1.orange.co.uk/about/regulatory aVairs.html
15 http://www.imcb.org.uk/classificationframe/
16 http://www1.orange.co.uk/safety/
17 http://www1.orange.co.uk/documents/regulatory aVairs/guide for parents.pdf
18 http://publications.teachernet.gov.uk/

default.aspx?PageFunction%productdetails&PageMode%publications&ProductId%DCSF-00658-2007&



Processed: 24-07-2008 21:30:53 Page Layout: COENEW [E] PPSysB Job: 396127 Unit: PAG1

Ev 72 Culture, Media and Sport Committee: Evidence

cyberbullying. This programme is due to be extended in 2008 via our Orange Ambassadors programme
whereby training volunteer members of staV will help deliver messages about safe and responsible use of
mobiles and the Internet.

5.15 We have produced a DVD in response to demand from schools specifically designed for and
incorporated into the national curriculum to alert children to the dangers of cyberbullying. Our
cyberbullying DVD, Incoming Message has been introduced in 40% of UK schools since its launch in June
2007. We will shortly launch a DVD specifically on the potential risks of social networking sites, a copy of
which we are happy to provide to the Committee.

6. Further Action

6.1 Orange believes more can be done to make parents and children aware of the dangers of using the
Internet. We have commissioned specific research by Dr Jo Bryce from the University of Lancashire’s
Cyberspace Research Unit into the public’s awareness of the risks associated with the use of the Internet
and the results will be published in the spring of 2008. This will aim to address gaps in understanding between
children and parents and will be the focal point of our “Internet Years” campaign in the Spring of 2008.

6.2 In addition to various industry customer initiatives, we recommend that the Government embarks
upon a high-profile campaign to help bridge the understanding gap between parents and children. There is
evidence to suggest that this approach does help to change culture and habits in society, such as the wearing
of seat belts in vehicles, drink driving or the practising of safer sexual habits to reduce the risk of AIDS. The
public’s response to the BBC’s recent “One Click from Danger” Panorama programme shows that parents
would greatly benefit from high-profile advice on these issues.

6.3 Orange recommends that schools could do more to help parents and carers to better understand how
young people are using the Internet and the potential dangers in doing so. Many schools and colleges across
the UK are already doing this but we suggest, as part of its e-Safety teaching, the Government considers
recommending “Internet Parent Evenings”. Orange would be happy to support this by enabling our Orange
Ambassadors to deliver presentations for this purpose.

6.4 Orange supports an industry kitemarking scheme for family friendly Internet access, such as the IIA
“Family Friendly ISP” Ladybird scheme developed in Australia, based upon an agreed industry Code of
Practice. This would build upon the PAS 74 kite mark currently being developed for content filtering
solutions.

7. The eVectiveness of the existing regulatory regime in helping manage the potential risks from harmful
content on the Internet and in video games

7.1 The Internet is constantly evolving and one of the largest changes we expect to see in the future is its
increasing mobility. Internet usage is no longer going to be restricted to communal areas, such as the living
room at home, which means parents will not always be able to supervise their children when using the
Internet. It is therefore imperative that the regulatory regime is adequate to meet these challenges to ensure
services are designed with safety inbuilt and that the technical mechanisms are in place to respond to
these changes.

7.2 Orange believes the self-regulatory regime—through various bodies and via industry guidelines and
Code of Practice—has been successful in achieving this to date. We therefore believe it is vital that we
continue with this approach. We strongly believe the way to meet the challenges, potential risks with existing
and new technologies and changing consumer behaviours is by working in partnership with key
stakeholders. In this way we can ensure that new technologies and services deliver the enormous benefits
they are designed to do, but are matched with adequate safeguards to protect consumers, particularly
children.

7.3 The mobile content code is evidence of this success. It was developed prior to many of the services it
sought to regulate became widely prevalent in society and its review shows the importance of “future
proofing”. In addition to this, as a member of the HOTF, Orange is actively involved in developing good
practice guidance on a range of matters including moderation, safe search, interactive services and social
networking. Orange supports the recommendations and has implemented the good practice models in so
far as is technically practical. New Orange services are developed with safety in mind and this guidance,
coupled with collaboration with industry, law enforcement, academics and children’s charities, provides
excellent resources for doing so.

January 2008
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Memorandum submitted by the Mobile Broadband Group (MBG)

1. The Mobile Broadband Group (“MBG”—whose members are O2, Orange, T-Mobile, Virgin Mobile,
Vodafone and 3) welcomes the opportunity to respond to the Committee’s timely inquiry into harmful
content on the Internet and in video games.

2. The MBG notes that the Committee will accept as submissions responses to the Byron review and we
have pleasure in attaching our response to that review. We also note that the scope of the Committee’s
inquiry goes wider and we therefore oVer some additional comments in relation to the regulatory settlement
and the mobile operators’ specific role in delivering an appropriate environment for its customers.

Regulatory Settlement

3. The Committee is particularly looking at the eVectiveness of the regulatory regime for dealing with a
range of potentially harmful content on the Internet.

4. To get a clear picture of the answer, it is necessary to ask not one question but two. First, what are, in
fact, the regulatory arrangements for considering such matters of public concern? And secondly, how well
are the existing arrangements doing their job?

5. For there to be a successful regulatory regime, the public has to be satisfied both with the institutional
settlement and have confidence in the way regulation is actually delivered. As a general rule, there will be
greater consensus over the former than the latter.

6. To expand on this point, the regulatory settlement for TV broadcast is the dual headed Ofcom & BBC
Trust arrangement. While not everyone agrees with this outcome, there is very little day to day debate about
the institutional arrangements, even though there is regular and vigorous public debate about the individual
decisions they take.

7. A similar situation persists in advertising, where there has been a co- and self-regulatory settlement
involving the OYce of Fair Trading, Ofcom and the Advertising Standards Authority. Again, there is no
day to day discussion of the institutional arrangements, even though there is often controversy over the
individual decisions.

8. The Press Complaints Commission is a further example. The newspapers and the regulation of
newspapers have traditionally been much more controversial. Quite frequently, the PCC and the newspaper
editors have been told that they are “drinking in the last chance saloon” of self-regulation. But on each
occasion, the Government has decided that self-regulation is better than the alternatives.

9. With respect to the Internet, there is no equivalent regulatory settlement. There is no widely articulated
view of what arrangements could best meet our needs. There is no public consensus as to how best to
approach the issue. This is especially problematic when the complexity and ever evolving nature of online
services renders regulation by a single or even dual bodies next to impossible. It is not therefore surprising
that there is a perception of public worry and it is not surprising that we are struggling to deal eYciently
with the issues being considered by the Committee.

10. And so the first question the Committee should consider is how best to arrive at a coherent view of
the institutional arrangements that we have and need.

11. The MBG believes that most of the building blocks are, in fact, available, viable and functioning well.
What is lacking is an overview of these building blocks that can demonstrate the majority of causes for
concern are currently governed by either law, formal, co or self-regulation or business rules. Such an
overview would enable the building blocks to be defined and presented within a coherent framework that
everyone understands and believes in. This will go a considerable way (although not all the way) to calming
a perception among some of the general public that the Internet is out of control.

12. Excellent work is being done by self-regulatory groups, Ofcom, The Home OYce Task Force for
Child Protection on the Internet, Get Safe On line, the Internet Watch Foundation, the Cyberbullying Task
Force and many others. It is just not being drawn together in a way that the public understands or gives
them confidence that all reasonable steps are being taken. The MBG’s view is the Department of Business,
Enterprise and Regulatory Reform must have the lead role in defining the overall institutional framework
and explaining it to the public and others.

13. The MBG anticipates that there will be no neat and simple solution or that there will necessarily be
an outcome that has universal public support, at least in the early years. (We should not forget widespread
uptake of broadband is very recent).

14. With TV broadcasting, there are few producers, operating in a definable geographic region. The
regulatory settlement is neat and relatively well understood. Nevertheless, it is still an enormously complex
task, balancing issues of freedom of speech, economics and standards of taste and decency.
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15. With hundreds of millions of producers and publishers operating trans-nationally and new issues
emerging very suddenly, the regulatory task for the Internet is an order of magnitude more complex.
Moreover the outcome may fall short of what the public would like when compared to, say, broadcast
regulation—but it may be the best achievable (at least in the short term). Perhaps we already have the
optimum mix of institutional arrangements; they just need to be better presented and understood.

16. There is no simple answer or one institution that is capable of dealing with all the issues.

17. The range of topics is too broad and the issues often go beyond the realm of just communications
policy. Take, for example, “cyber-bullying”. Cyber-bullying is an online manifestation of a real-life
problem. It would be wrong to consider the matters separately and so it is right that the relevant government
department has the lead in addressing the topic (the DCSF, in this case), rather than the communications
regulator. The same goes for terrorism (Home OYce) and violent crime (also Home OYce), consulting all
relevant stakeholders.

18. The regulatory framework is a blend of legislation, co-regulation and self-regulation, with, for
practical reasons of enforcement, a heavy emphasis on the latter.

19. In addition, everyone—including children, parents and teachers will have to be much better educated
in how to use the Internet constructively, safely and responsibly. This will include making proper use of the
tools such as virus protection, firewalls and parental controls.

20. It is only when we have assessed the eVectiveness of the existing arrangements (and acknowledge that
no activity is free from risk) that we will be able to move beyond the current approach, which might often
be characterised as piecemeal and even knee-jerk. What is lacking currently is a dispassionate assessment
and the courage to consider that regulation and legislation are not going to be silver bullets in this instance.

21. The new framework also requires a new style of leadership. Whereas with national regulation (such
as in broadcast), the Government has enough concentrated power to set regulation and enforce it, with the
Internet, governance and power structures are so diVuse that leadership has to rely on persuasion, political
currency and shared interests to achieve desired goals.

22. In the UK we have seen some models of this happening already. For example, the mobile operators
code of practice for self-regulation of content was a world first in 2004 and formed the basis for similar codes
around the world, including the EU Framework for safer use of mobiles (A framework that was published
by European operators and endorsed by Commissioner Reding).

23. In summary, the Committee’s inquiry will have achieved much if it persuades the Government and
BERR in particular to create and describe a coherent regulatory framework from the institutional building
blocks that now exist. It will then be much easier to identify any gaps (if any) and then address the specific
issues that are currently on the table and the future issues that will undoubtedly arise.

The Mobile Sector—Background and Regulatory Arrangements

24. Even though there has been no overall regulatory framework, the UK’s mobile operators have been
a pioneering force in developing appropriate self-regulatory measures for consumer protection. We have
also been active partners in initiatives taken by Government (such as the Home Secretary’s Task Force for
Child Protection on the Internet) and the wider industry (such as the Internet Watch Foundation). The detail
of this activity is set out more fully in the response to the Byron Review below.

25. To provide a context, the MBG sets out for the Committee some background and recent history of
developments in the mobile sector.

26. When mobile phones were first introduced into the UK in 1985, it was expected that a fully mature
market would consist of about 250,000 people, mostly senior business executives. Today, the UK has over
70 million active subscriptions (115% of the population), the second highest penetration in the G7 and
Europe (after Italy, with 139%).19 The UK is home to one of the most competitive markets in the world
with the four largest operators having fairly comparable market shares, a fifth with a significant foothold
since launch in 2003 and a large MVNO with over 4.5 million subscribers.

27. The mobile industry in the UK has been an enormous success story and is now a very significant
sector. Operators in the UK directly employ over 37,000 staV.20 Turnover for mobile communications
services is £13.9 billion per annum.21 Investment in fixed capital equipment is in the order of £2.3 billion
per annum. An analysis conducted in 2004 by CEBR on behalf of O2 calculated that the mobile industry
accounted for 2.3% of GDP.22 Only the Construction and Hotel/Restaurant sectors are larger in the UK
economy.

19 Ofcom’s International Communications Market, 2007 Report
20 Aggregation of staV numbers taken from most recently filed accounts for the UK operations of the five mobile networks
21 Ofcom: The Communications Market 2007
22 http://www.mobilebroadbandgroup.com/facts.htm
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28. The UK operations of the five network operators remit approximately £800 million to the
Consolidated Fund, in terms of corporation tax, employers national insurance and VAT each year. £55
million is paid to the Treasury in annual spectrum fees. This is in addition to the £22 billion paid for 3G
spectrum in 2000, which saves the Government around £900 million per annum in debt interest, making a
total direct contribution to the public purse of £1.75 billion per annum.

29. In addition to the direct contribution, mobility and other mobile services have contributed
considerably to productivity improvements in other sectors of the economy. For example, mobility has
delivered more eYcient use of mobile work forces and vehicle fleets, faster and more immediate
communication for managers and executives working on time critical projects, construction, journalism,
sales and public safety.

30. The contribution is not just economic. Mobile operators handle over 15 million 999 calls per annum
(40,000 per day), many of which involve life threatening situations. Location services are used extensively
in the utilities, NHS and social services to keep an eye on carers working alone in high-risk environments.
Text messaging is used by Government; (for example, to contact tourists after the Asian Tsunami, helping
the FCO to cope with a terrible situation).

31. The early steps in mobile focused on delivering ubiquitous and reliable communications for voice and
text. Today, the mobile is evolving into an all-in-one device for communications, transaction processing and
entertainment.

32. A very large proportion of mobile devices sold today have colour screens, Internet browsers, cameras
etc. and their memories and processing power have improved dramatically. 3G networks are fairly widely
deployed. Some operators have either announced plans or have already upgraded their networks with
HSPA.23 The Mobile Data Association is stating that around 15.5 million web/wap page impressions are
being recorded per month from mobile devices. PhonepayPlus estimates that mobile subscribers spend
around £800 million per annum on premium rate services.

33. M Metrics has measured some of the value-added uses that appeal to consumers:24

% of subscribers
Browsed for news and information 14.5%
Used e-mail (personal and/or work) 9.3%
Purchased ringtone 5.4%
Downloaded mobile game 4.0%
Purchased screensaver 2.2%
Listened to downloaded music 2.0%

Adult content did not show up on the survey as a significant category. It may be that those surveyed did
not admit to consuming adult content but it is also a reasonably popular category (and sits behind access
controls to prevent access by minors).

Consumer Protection

34. Hand in hand with the economic success of mobile communications, the UK’s mobile operators have
developed appropriate self-regulatory measures for consumer protection.

— The UK mobile operators were the first in the world to publish a self-regulatory content code for
mobile,25 which requires customers to prove that they are at least 18 before getting access to adult
commercial content.

— The Code was published on 2004 and has been very successful in meeting its objectives. Code has
been used as a basis for similar codes around the world, including the EU Framework for safer
use of mobiles (A framework that was published by European operators and endorsed by
Commissioner Reding). The details of the Code and our experience of its eVectiveness are set out
fully in the response to the Byron review (as attached).26

— All mobile operators are engaged members of the Home OYce Task Force for child protection on
the Internet and have actively supported the development of good practice models (such as the
soon to be published guideline on social networking).

— Mobile operators (under the auspices of the Mobile Broadband Group) are represented on the
Committee for Advertising Practice. Advertising on the mobile platform is subject to the oversight
and rulings of the Advertising Standards Authority.

— All mobile operators have very constructive working relationships with all the law enforcement
agencies and regulators such as Ofcom and PhonepayPlus.

23 HSPA—a 3G upgrade— High Speed Packet Access (or a variant HSDPA—High Speed Downlink Packet Access)
24 M Metrics Int’l consumer survey, Sept 2006
25 http://www.mobilebroadbandgroup.com/social.htm
26 Not printed.
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— Mobile operators are also represented on the DCSF task Force on Cyberbullying and have
contributed actively to the Guidelines.

— All mobile operators are members of the Internet Watch Foundation

35. The remit of the Internet Watch Foundation covers child sexual abuse images anywhere in the world
and obscene and racial content hosted in the UK. The reason for the diVerence in geographic remit is that
the definitions for the latter two categories are fairly specific to the UK, while the definition of a child sexual
abuse image is almost universal.

36. Therearealso twoverydistinct strategies for combatingUKbasedcontentandoverseasbasedcontent.

37. In the UK, under the IWF’s code of practice themobile operators would respond to a “notice and take-
down” request for any of the “in remit” content. In practice it is extremely rare for such a notice to be served.
Less than 1% of such content is hosted in the UK.

38. “Notice and take down” though is only eVective for UK hosted content. For overseas content, the
mobile operators have agreed to block customer access to sites that the IWF has listed as containing illegal
images of child abuse. It is in oVence in the UK to possess such images and so blocking is used to protect the
casually inquisitiveoranaccidental encounterwithsuchmaterialon linerather thantoprevent thedetermined
paedophile from accessing it.

39. TheUKmodel fordealingwithchild sexualabuse imageshasbeenverysuccessful.Thereare threemain
reasons for this:

— while the IWF is self-regulatory, it has been backed by clear law and partnership with law
enforcement

— parliament and the courts have brought about a fairly well understood definition of what type of
content is illegal

— IWF has considerable expertise in assessing the content in question

— Thelawenforcementagencies intheUK(andgenerallyoverseasaswell)areveryresponsivepartners
in following up on leads passed to them by the IWF

40. Themobileoperators, inprinciple,wouldsupport the IWFactingasaconsumerhotlineandassessment
point for the new category of content “extreme pornography” as envisaged by the Criminal Justice and
Immigration Bill. There are still discussions to be had about the precise definition and we understand that the
Government is considering representations.

41. Once the UK definition of “extreme pornography” is in place, the mobile operators will respond to
“notice and take down” requests for UK hosted content.

42. The eVectiveness of the IWF model for tackling race hatred has not been so clear cut. As very little race
hate content is hosted in the UK, this has not presented a problem in practice. However, the IWF has not
received thenecessary guidanceand trainingonhowto assess the contentnorhas any lawenforcementagency
been designated to follow up on actionable reports received and passed on by the IWF.

43. For a self-regulatory agency such as the IWF to be an eVective referral point for the public and issuer of
take-down notices”, there needs to be a number of elements in place: a clear definition of content that is illegal
tohost, eVectiveguidanceas tohowit isappliedandadesignated lawenforcementagency topursueactionable
reports. These factors, along with whether it was illegal to possess, would have to be taken into account when
considering how to deal with other categories of potentially illegal content, such as incitement to terrorism.

Consumer Education

44. In our response to the Byron review, the MBG made the point that consumer education is a key part
of making sure that customers are able to use the new media services responsibly and safely. The key
messages from that response are restated below:

— Mobile operators recognise that they do not control every aspect of a customer’s use of the
technology and that customer education is vital.

— Successful strategies have to include schools and parents in teaching children how to use a mobile
safely and responsibly.

— Mobile operators are committed to customer education and media literacy.

— A range of web based and printed resources are available to inform children and parents about
how to stay safe and act responsibly.

— Mobile operators have also partnered with expert organisations such as Childnet International,
National Family and Parenting Institute and NSPCC to develop comprehensive and accessible
educational materials.

27 Not printed.
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45. For a fuller discussion of the child protection measures taken by the mobile operators, the MBG has
pleasure in submitting in full its evidence to the Byron review.28

February 2008

Witnesses: Ms Juliet Kramer, Head of Content Regulation, T-Mobile, Mr Steven Bartholomew, Head of
Public AVairs, O2, Ms Trish Church, Mobile and Broadband Services Safety Manager, Orange UK and Mr
Hamish MacLeod, Chair, Mobile Broadband Group, gave evidence.

Q90 Chairman: Good morning. This is the second
session of the Committee’s inquiry into harmful
content and we are focusing particularly this
morning on mobile platforms. I would like to
welcome Juliet Kramer, the Head of Content
Regulation at T-Mobile, Steven Bartholomew from
02, Trish Church from Orange UK and Hamish
MacLeod, the Chairman of the Mobile Broadband
Group. Hamish, can I start with you? You suggested
in your submission to us that you felt that, actually,
you already had in place most of the necessary
building blocks for self-regulation. Can you tell us
whether you think that there are any gaps that need
to be addressed or is it just a question of utilising
what is already in place?
Mr MacLeod: It is mostly about utilising what we
already have in place. When I talked about the
building blocks, I was not talking just about mobile,
I was talking about the wider UK set-up altogether.
There is perhaps a lack of understanding as to what
all the building blocks are. There is probably a lack
of coordination between the building blocks and
that could be improved a lot, but there is a lack of
understanding and a lack of agreement amongst all
the parties about how we actually go about
addressing problems that pop up pretty quickly and
pretty suddenly in an eYcient and well-understood
process.

Q91 Chairman: Is the view shared across the
operators that actually we already have in place a lot
of what is required?
Mr Bartholomew: I think it is. From O2’s
perspective, without wishing to sound complacent,
we are very proud of the code of practice we put in
place four years ago. We have always tried to predict
and pre-empt problems that come along with new
media technology. It is not always possible, but our
approach has always been to try to predict and pre-
empt and the code of practice is a very good example
of that. What we are especially proud of is the fact
that it was a world-first here in the UK, so the UK
is leading the way. It has been transplanted from the
UK into other European Union Member States and
now many aspects of it have been adopted by the
European Commission to form the basis of their
framework on safer mobiles in the European Union.
We are very pleased with the way in which things are
working at the moment. There is more that can be
done and we are happy to continue to work with all
the interested parties.

Q92 Chairman: It seems to me that there are two
distinct areas of concern. There is access to
particular websites which contain content which is

28 Not printed.

potentially harmful. At the extreme end you have
that which is covered by the Internet Watch
Foundation where there is general agreement that
these sites should be blocked, but a lot of public
concern is growing about diVerent types of websites,
some helping people by advising them how to
commit suicide, others encouraging them to stop
eating, others making available extreme
pornography or violence. Are you content with the
ability to block those? At the moment it appears that
it is only the very extreme end of it that is blocked,
whereas the public concern relates to a much wider
area?
Mr MacLeod: May I just step back a little bit? When
the European Commission, two or three years ago,
suggested that we should set up regulatory
frameworks to regulate pretty much anything that
goes on the Internet, as part of their review of the
Television Without Frontiers Directive, we in the
UK were extremely vocal in rejecting the notion that
we should have one regulate-everything-type body.
What we have created in the UK is a series of
taskforces that address very specific topics: within
the Home OYce we have a number of policy groups,
one looking at child sexual abuse, another looking at
violent crime reduction; in the Department of
Health, we have got them looking at anorexia and
those sorts of things. I think that is absolutely the
right approach that the relevant experts are brought
under one roof to discuss the problems that come up
which are very, very tricky. You are absolutely right
that there are lots and lots of grey areas and what
should come out of those discussions and policy
development is some really quite firm guidance, even
to the point where there is clear legislation as to what
is deemed to be genuinely harmful and should not be
made available and that which falls the other side of
that bracket, so that commercial companies are not
put in the position that they are having to make these
editorial decisions. There needs to be wider debate in
Parliament and elsewhere about these very specific
problems.

Q93 Chairman: Just looking at the other area, we are
going to come on to specific examples in due course,
but the other area where there is a lot of concern is
basically user-generated. It is the sites which provide
a platform and then the users can use those sites for
what are potentially harmful purposes: Second Life
has been cited in the news very recently; there is
YouTube; and obviously the social networking sites.
As operators do you feel any responsibility to try to
control how those are used?
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Mr MacLeod: We are a voice. We are not in a
position to control or to mandate what they do, but,
like everybody in this discussion, basically the UK
has taken a collaborative self-regulatory-
partnership approach to regulating things on the
Internet and we are a voice and we can influence
that. We would like to see a little bit more
transparency around the editorial policies that they
use to make decisions about whether to remove
content or not, and we would like to see a little bit
more transparency around the timescales in which
they undertake to remove content.
Ms Kramer: We do oVer some interactive services
within our own portal so the uploading and
downloading is all done by mobile customers. In
those situations we do fully moderate both
comments and pictures, which we are able to do
within our portal.

Q94 Chairman: Does “fully moderate” mean a
person is actually looking at every piece of content
that is uploaded?
Ms Kramer: Yes.
Mr Bartholomew: Our approach on content
regulation obviously begins with illegal content and
you are familiar with the work that is done around
clean feed. We then have the harmful categories of
content and we are aware of the public debate there.
O2 and some of the other companies represented
here today operate their own chat rooms or user-
generated services. Our acceptable use policy states
that we will not tolerate the kind of harmful content
that people are concerned about in those spaces. If
we see it, we will take it down or we will not allow it
to be posted in the first place.

Q95 Chairman: Are you monitoring the chat rooms?
Mr Bartholomew: Yes.

Q96 Chairman: Somebody is watching everything.
Mr Bartholomew: Yes, our chat rooms fall into two
categories. They are either put behind age-
verification controls, so you have to be over the age
of 18 to get access to the chat rooms, or the bulk of
them, which are not behind age-verification
controls, are moderated. The comments are posted
and then, after the event, somebody goes through
and reads those comments. If we see things we are
unhappy with, we take them down or, in incidences
where we believe there has been an attempt perhaps
to groom an under-18-year-old by a paedophile, we
will take that evidence and give it to CEOP,
eVectively the police. We are both a pipe and a
publisher. In our own services, we will take action.
Of course we just form a very small part of the
Internet. We give our customers the opportunity to
put filters in place to control the rest of the Internet,
if they wish to do that. That gives them a real degree
of control and reassurance. At the same time
though, we do recognise that we are not an arbiter as
to what our customers can actually see. Provided the
content is legal, we accept that they have the right to
go where they like on the Internet to access that
content. If people believe content is causing harm to
the public, ultimately we believe it is a role for

Parliament to define that content as illegal and then
we can work with the appropriate agencies to take
action against that content.

Q97 Mr Evans: Specifically on the suicide sites, do
people contact you and say their youngsters were
looking at this site and they are aware that those sites
are there? Do you get these contacts?
Ms Kramer: Within our moderated chat rooms or
blogs, if the moderator sees that someone might be
considering some self-harm or suicide, it would flag
up as a warning and, as a response, they would
actually send them information, help information,
saying contact the Samaritans or whatever the
appropriate link would be and the text would not be
posted up; that would all happen between the
moderator and the customer.

Q98 Mr Evans: I think I am right in saying that
somebody actually did commit suicide on the web
did they not, with a webcam?
Mr Bartholomew: Yes, that is correct.

Q99 Mr Evans: And that was following a chat room
site where basically people were egging him on to
do it?
Mr Bartholomew: Yes, that is correct.
Mr MacLeod: May I just be absolutely clear? With
the mobile we do have this clear distinction between
publisher and pipe and the publisher is where we
have our own portal services which are in a mobile-
only environment. There are a few third-party
partners that are content providers and within that
sphere of influence we do have a reasonable amount
of control. Outside that, there is the wider Internet
where we really are just an access pipe. When we talk
about moderation and controlling and all that sort
of thing, that is happening within our own portal.

Q100 Mr Evans: That is why I wanted to take it a
little bit wider than the content that you are
responsible for. Clearly you do act as a wall, as you
might say: if people put graYti on your wall, you are
saying “What responsibility is it of ours?”. Is that
what you are saying?
Mr MacLeod: Yes and in that situation of course
there is a responsibility. Where we are just providing
the pipe to the outside Internet, then our position to
influence what goes on is very, very much reduced
of course.

Q101 Mr Evans: You say “much reduced”. If you
are acting as a pipe and people say these sites are
there assisting people to commit suicide and we
know parents are incredibly worried about the
access to information like that for young people—
and it has hit the news widely recently in certain
parts of the UK—tell us what power you have to be
able to stop those sites, even though you are the
provider of the pipe? Do you have any power
whatsoever or none?
Mr MacLeod: We are like you; we have as much
influence as anybody in this situation, which is not a
lot when you are dealing with these very grey areas.
That is why, coming back to what was said earlier,
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when the Department of Health is discussing their
suicide strategy and all that sort of thing with its
stakeholder group, it is very, very important that
they come up with proper legislation as to what is
acceptable behaviour and what is truly harmful and
what is not.

Q102 Mr Evans: Hold on. What you are saying is
that while we are in limbo-land, until you get clear
direction from the Government on any particular
issue, you do not believe there is any personal
responsibility on behalf of any of the carriers; that
when they are carrying information about
committing suicide, they have no responsibilities
whatsoever, it is up to Government to adjudicate.
Mr Bartholomew: There are two ways we can protect
our customers. One way is taking down or blocking
access to that category of content; that is one option
that is open to us. The other way in which we can
protect our customers is to provide them with filters
that screen out that content. We have parental
controls for our Internet browser. If they are
activated, the child will not be able to get to suicide
sites, so they are protected. We do not, however, go
out and take down those sites, if they are out there
in the Internet. We do not see that as our role.

Q103 Mr Evans: Are you able to block them?
Mr Bartholomew: With our filters.

Q104 Mr Evans: No, could you block anybody
accessing them?
Mr Bartholomew: Theoretically.

Q105 Mr Evans: But you have made a decision that
you are not going to do that. A lot of parents out
there will be a little bit shocked to think that you
would allow the information to get through
irrespective of filters; a lot of kids know how to get
round filters, they know about the filters and the
parents do not. They will be a bit shocked that you
have the ability to stop that information that would
assist people, particularly young people, to commit
suicide, but you are not prepared to do that.
Mr Bartholomew: The decision we are taking is to
not allow that kind of content in chat rooms or
services that we host; we do not allow any kind of
suicide-related material in the services we operate.
We then give our customers the ability to block
access to that kind of material. If the filters are
activated, they simply cannot get to those sites. The
way our filter works is with what we call a “white
list”. It is a list of URLs that we believe are suitable
for children and young people. If that list is put in
place, they will not be able to get to the suicide sites.
We have taken action. What we would say is that, if
content is legal but unpalatable, it is the role of
Parliament ultimately to change the definition and
then that gives us the legal certainty and the
framework to take action against that kind of
content. In the meantime, we give protection to
customers through very eVective filters.

Q106 Mr Evans: Are you saying then that you are
afraid of legal action, if you blocked a site coming in
and it was not against the law here? Do you not have
a right, like we see outside pubs, to refuse admission?
Mr Bartholomew: Yes, and we exercise that right.

Q107 Mr Evans: Do you have the right to refuse
anybody using your pipe to broadcast information
like suicide help?
Mr Bartholomew: Yes. We exercise that right day in,
day out, in the very small piece of the Internet that
we own. In our services, our chat rooms, we say
“You cannot say that, we are taking it down” or
“We are going to remove your right to be a member
of our chat room because we are unhappy with your
behaviour”. We exercise that right vigorously. We
also respect the right of citizens to go where they like
elsewhere on the Internet, in the spaces we do not
own, to access material that is legal but that many
people may be unhappy with. That is the kind of
balance we have to take for freedom of expression
versus censorship or protecting customers. We have
to tread a very delicate fine line and we believe that
exercising the right on our own services, giving
customers the filters, is the best way to approach the
problem.

Q108 Philip Davies: Could you just explain a bit
more about what you include or do not include in
these filters? The filter obviously stops people getting
access to certain sites, so what have you decided is
inappropriate. One of the things I struggle to
understand is exactly what constitutes harmful
content. What is harmful to one person may not be
harmful to others, so I find harmful content a
diYcult thing to define, but obviously you have
through your filters. How have you determined what
is harmful and what is not through these filters?
Mr MacLeod: The basic framework we put in place
is we have appointed an independent mobile
classification body to create a framework that
decides what is inappropriate for minors and what is
not. That applies to the commercial content, so that
is what we provide in our portals and the content we
apply with our immediate partners. That framework
has to be followed by the mobile operators and their
partners. For the filtering side of life, which is access
to the wider Internet, we have used that guideline as
the basic framework to make that decision.

Q109 Philip Davies: But these things must be
dependent on age, for example. What would be
inappropriate for somebody at five may be
completely diVerent to what is inappropriate for
somebody at 15. How does it work in terms of
people’s diVerent ages and what is inappropriate for
diVerent people?
Mr MacLeod: The answer is that when we set this up
four years ago, we took a very firm decision that
clear public policy concern was around the 18!

divide. Really the only practical age at which you
can verify people’s age at a distance, when they are
not present, is at 18, so that is why we have chosen
that cut-oV point. In the three or four years that we
have been operating it, judging by all the feedback
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and the level of complaints that we have received,
which is very, very low, we think that policy has been
eVective and is meeting the needs of our customers.

Q110 Mr Hall: The industry says that the way
forward is self-regulation and the industry prides
itself on self-regulation, but we have heard this
morning that you actually want government
intervention as well because you want the
government to state what is illegal and then you will
police it. Is that right?
Mr MacLeod: The way we have characterised this
really is about partnerships. If you take the model of
the Home OYce taskforce, this has not been pure
self-regulation; self-regulation has been an element
of the solution. Within the Home OYce taskforce,
you have various groups of stakeholders: you have
the NGOs; you have the Government represented;
and you have industry essentially. Through the three
or four years that the taskforce has been really doing
things, each partner has brought things to the table.
The industry has brought self-regulatory
mechanisms, the Government have made changes to
the law: they introduced the oVence of grooming
within the Sexual OVences Act, which has been
extremely important, and we have sat within the
taskforce, agreed the appropriate messages that
children should be learning and then, through the
educational channels, these messages have been
delivered in accordance with what the taskforce
agreed. I was very pleased when one of my children
came back from school yesterday and said “We had
Internet lessons yesterday and this is what they
taught us” and he hammered out the three or four
key messages that we had sat three or four years ago
and decided within the taskforce. So self-regulation
is an element of the solution, but there is a little bit
more to it than that.

Q111 Mr Hall: You have given the example that the
Government have actually said that grooming on
the Internet now is illegal. What else did they say is
illegal? What else? You are asking them to define
what is illegal, so what else should come into that
category?
Mr MacLeod: We have alluded to one of them
already. Another area is around the glorification of
violence and the Home OYce has just published its
strategy on tackling violence and violent crime and
such like. Within that strategy there is an element
which is to do with publishing on the Internet and we
will be thoroughly engaged in that discussion as they
go about implementing their strategy. What comes
out of it will, I suspect, be a mixture of responses.

Q112 Mr Hall: The Mobile Operators’ Code for
content is held up as a very good example of self-
regulation. There is some concern that not all mobile
operators promote this particular code of conduct.
What can be done to improve that?
Mr Bartholomew: There are five main operators in
the UK and all five of those have signed up to the
code.

Q113 Mr Hall: It is not a question of them being
signed up; it is a question of them actually
promoting the code.
Ms Kramer: The way the code works is that we put
in place access controls which are on by default for
all our customers. When you buy a phone, you are
protected, which is probably the most important
part of the code. In terms of promoting the code,
customers probably need more information when
they are trying to lift that control or maybe when
they call customer services, rather than right at the
beginning when they are going to a shop to buy their
phone. Is it really about the solutions that we have
in place rather than promoting the code itself?

Q114 Mr Hall: O2 and Orange are both mobile
operators and Internet Service Providers. Do you
take more care to protect people from harmful
content through the mobile than you do on accessing
it through the computers at home?
Ms Church: It is true to say we do take more care on
the mobile. We implemented the code four years ago
and we actually install the parental controls by
default on our pay-as-you-go mobiles. It can be
applied to pay-monthly mobiles but people who are
taking out a contract and buying pay-monthly
mobiles actually have to go through a credit check to
be able to sign up for the contract and therefore
those people are already known to be over 18.
However, on the fixed Internet, we actually oVer a
free parental control solution to every accessed
customer. We promote this both at the point of sign-
up and in follow-up welcome emails and the parent
is therefore empowered to protect their children by
downloading this product and installing it on their
machine.

Q115 Mr Hall: Mr Evans did make the point that
young people probably understand how these things
work far better than their parents. Is there anything
else that the industry could be doing to improve the
kind of protection that a lot of us would like to see?
Ms Church: We believe it is important to educate the
parents so that they know what the risks are that
their children potentially face on the Internet and we
have various measures in place to attempt to educate
those parents. We are working in partnership with
the DCSF cyber-bullying taskforce and the Home
OYce taskforce to help promote those messages. In
addition Orange have various education
programmes. We have actually produced a DVD
that we have got into 46% of schools on text-
bullying, but we are working on more. There is one
coming on social networking and we are training up
ambassadors who are Orange staV who are going to
go into schools and actually deliver those safe-and-
responsible-use messages so that we get to the
children as well as the parents. We are working on
doing that in parents’ evenings as well as in the
daytime with the children.

Q116 Mr Hall: Is there a diVerent role for the mobile
service providers and the Internet service providers?
Are there things that those two should be doing
diVerently to improve?
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Mr MacLeod: There is a distinction here. With a
mobile device, for one thing there is not the product
on the market where you can download a filter
actually onto the device and control everything from
there, so that is why we do it at network level.
Furthermore, it is a personal device, it is really only
going to be used by one person whereas with a PC in
the home, you have the filters available, but also the
computer is likely to be used by more than one
person, so you have to be able to tailor it to
individual uses within the home. You ask what more
can be done. A major new initiative which is about
to be announced is that the BSI have been
developing, in conjunction with the Home OYce
and Ofcom, a standard, a public Kitemark standard
for the filtering products because there are lots of
them on the market and customers and consumers
are very uncertain as to which ones are eVective and
which ones are not. Once this Kitemark is available
and the filtering companies can go after getting
Kitemark approval, there will be a lot more clarity
and understanding within the consumer base as to
which the good ones to be buying and the ones to be
implementing are.

Q117 Rosemary McKenna: Some people suggest that
the best way to protect children is to have the
computer in a public space within the family, in the
living room where everyone else is. If there are good
filters, would that be necessary?
Ms Church: There is no substitute for parental
supervision. That child needs to be empowered to go
round their friend’s house and use their PC which
might not be as well positioned in a public place.
That child needs to be able to cope with the risks of
the real world. There is no substitute for a parent
sitting down, discussing what is safe and responsible
use and ensuring complete understanding of what
the risks are on the Internet.
Mr Bartholomew: May I echo that? We have a
responsibility and we take that seriously and
technology is part of the solution. However, if we are
not careful, there is a danger of giving a misleading
message to parents, giving them a false sense of
security that we can solve all the problems alone and
there is not a role for the parent; and that is not the
case. Yes, we need to provide the technology, yes, we
as industry need to help educate and inform the
public, but parents play a crucial role and we must
make sure they are able to do that but also that they
know they need to do that.

Q118 Rosemary McKenna: But more and more the
Internet is available through portable hand-held
equipment and parents cannot police that the way
they can a computer within the home. That is a big
argument for education rather than filtering.
Mr Bartholomew: Parents can control their
children’s use of mobile devices in a similar way to
which they control the home computer. They can
ensure that access controls are in place on the mobile
device. Should they wish, they can also look at their
history of the URLs that the child has been

accessing. There are parallels there and they can use
the technology: technology is a very important part
of the solution but it is not the entire solution.
Ms Kramer: The majority of our customers still have
access controls in place; very few lift it and that will
apply for all content no matter where you access it
from, whether you access it from the Internet or on
our portal.

Q119 Rosemary McKenna: What about the
development of cyber-bullying and happy-slapping
through the mobile phones. What are the companies
doing to try to prevent that?
Mr Bartholomew: Firstly, on cyber-bullying or text-
message bullying, almost all the operators have
dedicated nuisance call bureaus; we have a nuisance
call bureau based in our customer service centre in
Leeds. They can help customers who are having
problems with either malicious calls or text-message
bullying with a variety of options open to them.
They include changing the number, which solves the
problem for some people but it is not appropriate for
everyone; it can be a bit of an inconvenience. They
can trace who has been sending the malicious
messages and send a warning to those individuals.
Ultimately, they can assist the police in taking action
against those individuals and we can cut them oV if
we find it is an O2 customer who has been sending
malicious messages either to other O2 customers or
customers on other networks. People in our
nuisance call bureau also go out into schools, in the
same way that people in Orange do as well, to try to
educate children about what is acceptable behaviour
using new media technology and what to do if they
are unfortunate enough to be the recipient of a
malicious message.

Q120 Rosemary McKenna: Do you think schools are
doing enough?
Mr MacLeod: They are starting to. The evidence I
saw with my own eyes yesterday tells me that they
are doing dedicated lessons for Internet-type issues.
The right messages are getting through. Perhaps
they could do more, perhaps that might be a
possibility, but I get the impression that there is
definitely progress in that area.
Ms Kramer: When children go to school at the age
of four/five they will have IS lessons; hand-in-hand
with that, schools could give them advice about how
to use the Internet responsibly rather than waiting a
couple of years.

Q121 Rosemary McKenna: That is right and there
comes a stage where children have to be exposed to
risk of some kind; overprotection is not going to be
a good thing. They have to learn how to do that and
it is a balance between whether it is school and home
or the providers who actually do that. Someone
suggested last week that maybe we should provide
equipment without cameras. Do you think that
would work, that parents should be able to buy a
mobile phone without a camera?
Mr MacLeod: You can. They are on the market.
They are not very popular any longer.
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Q122 Mr Sanders: It is very diYcult to buy one; very
diYcult indeed.
Ms Church: Children would not be happy with a
phone which was not the same as the one all their
friends have.
Mr MacLeod: We should also take some of the
positives from the use of cameras. I heard the
Director-General of the BBC the other day saying
that when there is a breaking news story people want
to see this first-hand eye-witness stuV. They do not
want to see the film coming in from his cameraman
which has been sent down two hours after the event.

Q123 Chairman: Would you like, therefore, to
comment on the story which is leading Sky News this
morning which is the woman who was gang-raped
and those who carried out the crime filmed it,
presumably on a mobile telephone, and uploaded it
to YouTube where it was then seen by 600 people
before YouTube removed it.
Mr MacLeod: There is absolutely no question about
it, that that was absolutely sickening and
contemptible. The only way we are going to prevent
this is if we pre-screen everything that gets published
on the Internet. Clearly that is not really going to be
a very practical answer. YouTube, I believe, has
something like 10 hours of video going up every
minute. Two things have to happen: obviously the
provider has to remove the content absolutely
instantaneously and, secondly, the people who
perpetrated this have to feel the full force of the law.

Q124 Chairman: This is probably more a question
for YouTube than you, but is there any way in which
it is possible to identify the number from which
content of that kind was uploaded?
Mr MacLeod: You are right; it is probably more a
question for YouTube.

Q125 Chairman: But is there anything you do in
terms of working with the police in this area?
Ms Church: We do work with the police. Under the
RIPA Act, if the police came to us and made a
request for data that we hold, then we would of
course release it.

Q126 Mr Sanders: Would it be technically possible
within a telephone that has a camera for some code
to identify that telephone that was used to film that
content?
Mr MacLeod: It depends how it is done.
Mr Bartholomew: It depends how the individual
uploaded the video or the photo. If they sent the
content over the mobile-phone network perhaps to
a short code, to a number, they sent a media message
in the same way you send a text message, it should
be possible to trace it back to the handset. If,
however, they just used the mobile phone as a cheap
video camera, they took the image and then they
connected the phone to a computer using the USB
cable or transferred the images in infra-red, if they
came nowhere near the mobile network, then there
would not be that trace and you would not be able
to link the handset. I would imagine you would not
be able to link the handset back to the user.

Ms Church: That would fall to the ISP then to step
in.

Q127 Chairman: But for sheer convenience, the
likelihood is that they will use the mobile network to
upload, will they not?
Mr Bartholomew: It is the reverse; most people
upload content to YouTube via their PCs, often
because it is quicker and easier and it is cheaper as
well. If you have a fixed broadband tariV and you
pay £20 a month, there will be no additional extra
charge for doing that, whereas if you did it over a
mobile network, you would pay to do so.

Q128 Chairman: I take that point entirely, but if they
did decide to use the mobile network to upload
content, are you able to keep a record of that? Is
there some data that remains which you can
identify?
Ms Church: The service provider would have those
records, if they built their service in a way to save
them?

Q129 Chairman: Your company, if it were your
customer.
Ms Church: It would be YouTube who would save
the record of what had been uploaded.

Q130 Chairman: But you do not have any kind of
record?
Mr Bartholomew: It depends again how the
customer has used their device. If they sent a
message or made a phone call, we have records of
that activity. We are required in law to retain that
data and we provide the information to the police
and to other agencies under the framework of the
RIPA Act. We all have dedicated police liaison
units; ours operates 24/7 and that kind of request
happens day in, day out.

Q131 Chairman: I am still not absolutely clear about
this. If I use my mobile phone to film an event and I
upload that video content to YouTube using the
mobile network, do you have data relating to that
upload that you store?
Ms Kramer: We would not necessarily have the
picture, but we could tell the provider the phone
number, we could say “Yes, at that time something
happened” and we would have a call record but not
necessarily the content itself.

Q132 Chairman: So the most you could do is say
“You used your phone to upload something to
YouTube at that particular time”?
Ms Kramer: Yes.
Mr Bartholomew: If they used the network rather
than their PC.
Chairman: I understand that; absolutely.

Q133 Alan Keen: You said there were five main
providers. Who are the other providers and what
type of providers are they and what is going to
happen with the developing technology? You would
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love it to stay at five main providers, but if
competitors get in what can happen with the
increasing and improving technology?
Mr Bartholomew: There are five network mobile
operators in the UK, who operate networks, who
build the infrastructure and then a number of us
have wholesale relationships with other companies
who operate what are called “virtual mobile
operators”; they do not build the networks
themselves, they just use our networks, but they
market their services via the high street to the
consumer. They are the two categories. I guess what
we are starting to see, however, is that there are other
forms of handheld mobile devices which have the
ability to access and browse the Internet,
particularly using wi-fi, and that is a whole new
challenge for the consumer, the wi-fi connectivity in
a new generation of handheld devices like the iPod
touch or the Sony PSP or even the Nokia N95 or
the iPhone.

Q134 Alan Keen: I am sorry to interrupt because I
am fascinated by what you are saying, but before we
get onto this, the people who are virtual providers,
how does that work? Do they have to adhere to your
IMCB rules? Do you have complete control of that?
Mr MacLeod: Virgin Mobile, who is the largest
virtual operator, is a signatory to the code and then
the others are rather smaller, piggy-backing on these
networks and they adhere to the code, yes.

Q135 Alan Keen: They adhere to it and they have all
signed up to it. Can you control that if somebody
comes along and says “I am not interested in that”?
Presumably you would stop it from using your
network.
Mr MacLeod: Yes; correct.
Mr Bartholomew: Yes.

Q136 Alan Keen: Sorry to interrupt. Could you carry
on with what you were saying about the wi-fi
developments? It is fascinating.
Mr Bartholomew: From the perspective of the
consumer, the new generation of devices gives a
fantastic mobile Internet experience. Finally the
hype, which we have all heard about for years, has
become a reality. You can surf the Internet at high
speed, on the move, using wi-fi, and the iPod touch
and the iPhone are two very good examples of that.
The experience is fantastic and it is like having a
computer with a smaller screen. I have had an
iPhone for four months. In the evening at home I use
it to surf the Internet via wireless router. I spend
more time surfing on my iPhone that I do on a
laptop; the experience is that good. The challenge
from a content regulation point of view is that many
of these devices cut out the mobile network
altogether. The Sony PSP and the iPod touch are
two very good examples of that. We have no control
over how citizens use those devices to access the
Internet, because they are not mobile phones and
they come nowhere near a mobile phone network.
What we need to see is other parts of the value chain
take a more active role. For the last six years it has
just been the mobile phone operators. If we are going

to retain public confidence moving forward over the
next six years, it cannot just be the mobile operators,
it needs to be the handset manufacturers but also the
wi-fi providers getting more actively engaged in
addressing the problems.

Q137 Alan Keen: Are the people starting to address
this or just beginning to think about it? I know it is
not your direct responsibility.
Mr Bartholomew: I think they are and I hope they
will because, like us, they would recognise that there
is just a responsibility and a duty to do it, but I
suspect they see it the same way. They are big
companies, they have big brands and if they want to
protect their brand but also grow their market and
retain consumer confidence, they need to protect the
public, they need to protect their customers.

Q138 Alan Keen: Are we safe as the market is
developing, because you have a company of a certain
size to develop the technology; the small companies
do the development initially, but to operate with the
public, do you have to be of a certain size or are we
going to get to the point with the technology
changing where there are very small companies who
would be less responsible than the people that you
are representing?
Mr MacLeod: It probably depends what part of the
value chain you are talking about. In terms of major
infrastructure and putting out the transmitter bases,
you probably do have to be a pretty large company
to get involved in that but at the content provision
end, there are very, very, very few barriers to entry.
We have basically got hundreds of millions of people
out there publishing stuV on the Internet.

Q139 Alan Keen: Talking about mobile telephones,
is that restricted by development costs so small
people cannot get into that? How many
manufacturers are there now of mobile phones? Is
that controllable or is that opening up?
Mr MacLeod: It is certainly true that quite a large
proportion of the market is probably concentrated
within five or six providers, but yes, there is still
potential for there to be manufacturers at the margin
producing niche products certainly.

Q140 Alan Keen: Obviously this is something that we
should be aware of and you are hoping our inquiry
and then report will highlight these sorts of
oncoming dangers. We need to look ahead not just
at what is happening now.
Mr MacLeod: Down the track, if products come
onto the market where you can do the tailoring and
the filtering at the device level rather than rely on
what goes on at the network level, that might be
useful. It has happened in the PC market because
85% of the market is Windows based and there are
huge economies of scale and there is a ready market
there for these filtering products to go at device level.
The economies of scale and various diVerent
operating systems and such like make it more
diYcult, more challenging and also of course it is an
international market. The Nokias and the
Motorolas of this world are selling all across the
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globe, they are not selling products for the British
market really and within the UK perhaps the levels
of concern, the thinking, are possibly more
advanced than in other parts of the world. So that
whole debate probably needs to catch up a bit before
we start seeing the filtering and what have you being
done at the device level.

Q141 Alan Keen: It is obviously good news that you
heard from your child yesterday, coming back from
school and you realised that the work that you have
been doing is now being reflected in school. We have
reached this stage now where the Select Committee is
doing an inquiry. Is there something else that we
should be saying that education should be pursuing
with more energy than they are? Obviously progress
has been made as you indicated.
Mr MacLeod: That sort of advice is always helpful
and influential and I recognise the challenges that the
education system is under to deliver on all sorts of
things.However, there isabsolutelynodoubtabout it
that the challenges that the Internet presents to us as
a nation are very, very diVerent to what has gone
before. In broadcasting it is single geographic
territory where command-and-control regulation
has been eVective but that is just not going to work
with the Internet, so children and teachers have to
develop their awareness. When we talk about self-
regulation, this is about individuals self-regulating
too. There needs to be a much, much greater
appreciation of people’s responsibilities to behave in
an appropriate fashion and not do things like publish
gang-rape sites on YouTube, which is obviously
completely unacceptable.

Q142 Mr Sanders: All mobile operators provide
filters topreventaccess toInternetcontentonmobiles
with a classification of 18. Some operators set the
filter tomaximumbydefault.Should it bemandatory
for all mobile operators to set access filters to
maximum?
Mr MacLeod: I am not sure I quite follow your
question actually. The Internet filter on mobiles,
under the code, is an optional requirement and most
of them provide it by default to the pre-pay base.

Q143 Mr Sanders: They all provide it, they provide
the filters, but some operators set the filter to
maximum by default. Should that be the same across
them all?
Mr MacLeod: My understanding is that the editorial
choices that they make, as to the level they set the
filter, are pretty similar actually.

Q144 Mr Sanders: How easy is it for children to get
around filters on mobile phones?
Mr MacLeod: It is much more diYcult than it would
be in the domestic situation where, as somebody has
already pointed out, the children might know more
about it than theparents, because thefilter is set at the
network level. It cannot be disarmed by a child; you
actually have to go through the age-verification
procedure before you have the filter removed.

Q145 Mr Sanders: Have you received any complaints
about the filtering system?
Mr MacLeod: We have been operating the code for
getting on for three years and the level of complaints
that we have received about all aspects of the code,
not just that aspect, has been really very, very low
indeed because there are various channels through
which we could receive complaints: through
Ofcom—although they have no formal mandate in
this area they do get complaints about all sorts of
things; through our independent mobile
classification body; through the MBG; and through
theoperators themselves.Ourexperience is that ithas
been very, very low, so we are reasonably confident
that the policies that we have been following have
been appropriate.
Mr Bartholomew: We categorise the types of phone
callsweget intoourcustomerservicecentres fromour
customers. One category is for child-protection-
related issues. Going through the figures yesterday, I
saw that last year, one in 100,000 calls was a
complaint or a question or a call connected to child
protection issues into O2. That may be to do with
filters; it may be to do with happy-slapping or text
bullying.That is the sortof level of callswearegetting
into O2 at this point.

Q146 Chairman: Steven, you were saying that you sat
at home using your iPhone, but you were using a
wireless router rather than a mobile network.
Presumably, if that is the way most people are going
to access the Internet, using a mobile phone, that is
something which you cannot filter at all.
Mr Bartholomew: Yes, that is correct; not from a
mobile network perspective.

Q147 Chairman: The ISP could.
Mr Bartholomew: Exactly. The only way in which we
could do it would be to seek to convince or persuade,
one way or the other, either the ISPs or the handset
manufacturers that theyneed toput controls inplace.
That could be either through commercial agreements
potentially with some of those companies or just by
sharing the learnings and the experiences that we
have had in the mobile space and convincing them
that, in order to maintain public confidence, actions
need to be taken.

Q148 Chairman: It could be done another way. We
took evidence from Microsoft, who explained to us
the parental control systems that are built into
Windows Vista and therefore are at PC level in the
software. Could you not therefore have a similar
protection built into the handset?
Mr Bartholomew: That is the option; it is for the
handset manufacturer. At the moment, as I say, the
only action that has been taken over the last six years
hasbeenby themobilenetworkoperators, the likesof
O2 and Orange and T-Mobile. Where we need to see
thingsmove forward in the future ismanufacturersof
devices but also the wi-fi providers taking steps as
well. It is not just manufacturers of mobile phones, it
is also those other devices that do not even come near
the mobile network and the iPod touch or the PSP is
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a good example of those devices. They are not mobile
phones, but they are devices that you can access a
web through.

Q149 Chairman: Let us look at the major
manufacturers,Nokia,Samsung,Sony,Ericssonand
Motorola. Are they putting parental control systems
into their handsets?
Ms Kramer: We are seeing more and more of the
handset manufacturers embedding content within
their handsets and they will bypass our parental
controls, or they may well do. We are seeing it right
now but to my knowledge they do not have parental
controls.

Q150 Chairman: Do you think they should be doing
more in this area?
Ms Kramer: Yes I do. Everyone within the value
chain should take responsibility for protecting their
customers.

Q151 Chairman: So, is that something that the
network operators are talking to the handset
manufacturers about?
MrMacLeod:Yes it is, butweare justonevoice really
and we are one market.

Q152 Chairman: We are another voice. Do you think
we should be talking to the mobile manufacturers?
Ms Kramer: Yes.
Mr MacLeod: Yes.
Mr Bartholomew: No problem.

Q153 Rosemary McKenna: You all seem to be saying
that the key is controlling access but implying that
there is no way to stop the harmful content being out
there. Is that right?
Mr MacLeod: It was not exactly harmful content but
last week we saw with the Drudge report and Prince
Harryofhowlittle controlwehave.Despite theentire
British establishment, the population, not wanting
something to be published on the Internet, it was. So
the answer to your question is no, we are not in a
position to control and prevent all harmful content
appearing on the Internet.

Q154 Rosemary McKenna: Providing a control on all
thedevices is theonlywaytoactuallypreventchildren
and young adults from accessing that harmful
content.
Ms Kramer: Access controls do help but that is a
technical solution. Hand in hand with that it is also
about media literacy, it is about educating children,
parentsandteachers to teach themhowtogoonto the
Internet safely. You have to look at both those
aspects together.
Mr Bartholomew: If you start with the illegal content,
if the content is deemed tobe illegal,wecan andwedo
take action to prevent that either being posted or
people accessing it. If it is not illegal, there are things
that can be done. The companies that host that
material can ask themselves whether they are happy
being associated with this kind of content, whether
they are happy for this content to be available to the
public over the Internet via their service.

Q155 Rosemary McKenna: Does that apply also to
the virtual sites?
Mr Bartholomew: It applies not just to operators; it
applies tocontentcompanies likeYouTubeorothers.
Our personal take on this is that we do not want to be
associatedwithharmfulcontent,wedonotwant tobe
associated with content that glamorises violence or
gangs, so we will not allow it and if we see it, we will
take it down on the sites that we actually operate
ourselves. For the rest of the Internet, because we
onlyownorhavecontroloveraverysmallpieceof the
Internet, our answer is to give customers the ability
just to turn that part of the Internet oV.

Q156 Rosemary McKenna: Is there nothing that
governments can do to say to companies that they
must not allow this content or access to this? I know
there is good in the virtual world, but it is the harm
that is done.
Mr MacLeod: It is incredibly frustrating I know to
have to wrestle with this problem but you have just
said it: taking the good with the bad, overwhelmingly
the opportunities and the information opening up,
the media plurality that is provided through the
Internet are a fantastically positive thing. The flip-
side is that we do have these extremely tricky issues to
deal with and if stuV gets published in Vanuatu and
what have you, there is no way that we are going to be
able toprevent that. It isabout learningas individuals
how best to go about using the Internet safely using
such tools as are available, but they also have their
limitations. It is about developing your own skill and
sense of personal responsibility.

Q157 Chairman: May I finally just turn to media
literacy? You have laid great stress on educating
parents to be aware of the regulatory structure that is
in place, the parental controls that are in place, can
you say what you are doing to contribute to greater
awareness in media literacy?
MrBartholomew:Youheard evidence lastweek from
Heather Rabbatts from the Media Literacy
Taskforce. O2 is a signatory of their media literacy
charter andwesee, across industry, anawful lotbeing
done in terms of trying to educate customers; leaflets,
dedicated websites, we have our own dedicated child
protection website and I know that T-Mobile does as
well. Orange does some great work on DVDs for
schools. We have recently just co-funded the new
Childnet DVD for the DCSF to send out into school
as well. In terms of education material, in a way the
problem is not too little information but perhaps
almost too much information, too much
fragmentation and not enough focus and the
challenge is how we takeall this diVerent information
from people like Microsoft, from T-Mobile, from
Orange, from ourselves and bring it all together,
make it readily available to the public. That is where
we see Government playing more of an active role. I
endorse the recommendation that Microsoft made to
theCommittee lastweekwhich is that there is abigger
role forGovernment in this spaceandperhaps there is
more that we can do to assist Government.
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Q158 Chairman: But just within the mobile
operators, do you all do your own thing or do you
actually come together to support initiatives?
Mr Bartholomew: A bit of both it is fair to say.
Ms Church: A bit of both.
Mr MacLeod: We have done both.
Ms Church: We are all currently working on a
European schools net project which will see
education going out into all the schools for the
teachers on how to get these messages across.

Q159 Chairman: We have also heard that some have
actually questioned whether this is having any eVect
at all. It is all very well trying to put this message out
but the people in a sense who most need to hear it are
the ones who are probably least able to. The children
from households where there is almost no parental
responsibility are probably the ones in greatest need
of protection.
Mr MacLeod: I have heard that comment made too
and this may just be a time factor. It is all relatively
new and it is also relatively new that Internet
protection has been part of the formal education
process.Letusgive itabitof time thereand letuskeep
going with our three-tracked approach which is:
through the formal education; through parental
education; through us doing what we can to educate
our own customers. The Ofcom media literacy audit,
which was published about 18 months ago, did reveal
that things were not quite as bad as one might think,
bearing in mindall the comments one sees in the press
andwhathaveyou.Wearestarting fromareasonably
high base. Quite a lot of material is frankly quite dull
to look at and parents have got better things to do
some of the time,but nonetheless, if we keepplugging
awayat it,wewill improvepeople’s skill levels,wewill
improve people’s knowledge about how to go about
using the Internet safely. Keep plugging away at it
rather than having a dramatic change to what we are
currently doing.
Ms Kramer: We all do provide information on our
websites, provide parents with tips and advice so that
theycanspeakto their childrenabouthowtouse their
mobiles responsibly and we do know that people are
going onto those sites and we know which categories
theyare lookingatandwhat theyareviewing.So they
are interested and it is not just a case of us putting it
out there and not actually monitoring what goes on.

Q160Chairman:But it isnot justaquestionofputting
it up on a website and hoping somebody is going to
come and look at it: you do actually need to do a bit
more to promote it.
Ms Kramer: Yes and we do that where we can.

Q161MrSanders:Would itbepossible at thepointof
the bill to produce with the bill each month the
websites that were visited by the child? I am sure in

mostcases, if it is theparent that ispaying thebill, that
the parent could then see at the end of the month
which websites had been visited.
Ms Church: On the PC, yes, is the answer to that one.
If you have the parental controls installed then you
can see what sites any particular account has
accessed.

Q162 Mr Sanders: But you cannot do it through the
mobile.
Ms Church: I am not aware of it on the mobile.
Mr MacLeod: Within the device there is a history
thing, but the vast majority of mobile customers of
course are on the pre-pay tariVs and they do not tend
to get bills.

Q163 Philip Davies: The Chairman asked earlier if
you were working together or doing your own thing
and you said a bit of both and most people will
probably say that you should do more of this,
working together on this kind of thing. Can I argue
theexactoppositeof that?CanIargue thatyoudonot
work together on these things in the sense that you
should be in competition with each other; you should
notbe workingwith eachother. Working together on
these things will mean that you will go at the pace of
the slowest and that you will all be quite comfortable
with that because nobody will be doing anything
more than you are doing. Can I urge you not to work
together and actually compete with each other? That
will drive up standards a lot faster by competing with
each other than it will by some sort of cosy
relationship where “We will not do this, if you do not
do that”, which will actually hold things back.
Mr Bartholomew: That is probably why we said we
aredoingabitofbothbecause thereare certain things
that we do collaborate on, they do take time, they are
worth doing, but we are seeing choices and decisions
by diVerent companies to approach the issue in
diVerent ways. Believe me, we can compete
vigorously on the high street for each other’s
customers but we try to set aside some of those
diVerences in this area because it is such an important
area of public interest. Ultimately we will do our own
thing where it is right for our own individual base of
customers.
MrMacLeod: It isa fairpointyoumake,but thereare
certainly disadvantages to everybody just doing it
themselves. For one thing, we could not have
established the Independent Mobile Classification
Bodyunless therehadbeensomesortofpan-industry
agreement to do something like that. The other thing
is that the more you multiply the messages and make
them subtly diVerent, the risk is that the consumer
just gets more and more confused. If we can have
simple, clear messages and not too many of them
hammering through loud and clear, that does serve
the consumer a lot better and the European Schools
Net thing is a pan-European initiative because this is
obviously not just a problem that manifests itself in
the UK.
Chairman: We have no more questions. Thank you.
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Memorandum submitted by Child Exploitation and Online Protection Centre (CEOP)

In response to the Culture, Media and Sport Committee’s invitation to interested parties to send written
submissions to their inquiry on harmful content on the Internet and in video games, please find enclosed
with this covering letter a copy of our response to the Byron Review, commissioned by the DCSF.1

CEOP is primarily a national law enforcement agency which is aYliated to the Serious Organised Crime
Agency (SOCA) but retains full operational independence.

CEOP was set up to identify, locate and protect children from sexual exploitation and online abuse; to
engage and empower children, young people, parents and the community through information and educa-
tion; and to enhance existing responses by working with industry to make the online environment safer by
design and by improving the management of high risk oVenders. Over the last year, this remit has expanded
into the wider area of oV line child abuse and exploitation, including child traYcking, augmented by the
significant developments in the UK Government’s response to TraYcking in Human Beings (THB).

CEOP provides a diVerent response to traditional eVorts to tackle child sexual exploitation and deliver
better online protection. By learning from what it does, understanding the nature of the environment and
working in partnership with key stakeholders it aims to better protect children and young people through
a truly holistic approach, which does not simply focus on the technology but the behaviours that surround it.

Our approach to the issues raised around safeguarding children and young people who use new technolo-
gies, is covered in our submission to Byron Review’s call for evidence. The key points were:

— a more holistic approach by government in dealing with all issues that aVect children and young
people where new technology is concerned;

— recognition that the focus should be on behaviours not simply the technology and that any crimi-
nal legislation about behaviour now or in the future needs to take this into account;

— a critical examination of whether the voluntary, self-regulation approach to protecting children
and young people works eVectively as it stands and actually delivers real and tangible change when
it comes to the protection of children, whether it is sustainable in the long-term as new providers
come on stream and actually delivers change, including the need to monitor the implementation
of good practice guidance by service providers;

— a single agency or national centre of excellence to provide the strategic direction to empower those
working locally to safeguard children and young people from harm and to lead and direct child
exploitation and online protection work internationally It is essential that this single agency, work
in partnership with relevant stakeholders from the pubic, private and third sectors, with the neces-
sary resources, expertise and powers, including police and regulatory;

— Internet safety and security, including acceptable behaviour, to be dealt with by schools, etc across
the curricula, as whole school concept, rather than as an add on to an ICT lesson;

— building on established brands, such as TUK, to provide nationally consistent resources for a
wider Internet and security programme of educational activity to children, young people, parents/
carers and those employed to protect them; and

— a properly-funded public awareness campaign, which includes the use of all media, but particularly
TV, which delivers simple key messages about the benefits and risks associated with Internet,
gaming, etc.

January 2008

1 Not printed.
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Witnesses: Mr Jim Gamble QPM, Chief Executive OYcer, and Mr Alex Nagle, Head of Harm Reduction,
Child Exploitation and Online Protection Centre, gave evidence.

Chairman: This is the third session of the
Committee’s inquiry into harmful content on the
Internet and in video games. I would like to welcome
Jim Gamble, Chief Executive OYcer of the Child
Exploitation and Online Protection Centre and also
the ACPO lead on extreme pornography on the
Internet, and Alex Nagle, head of harm reduction at
CEOP. I invite Adrian Sanders to begin.

Q164 Mr Sanders: Our focus today is on the risks of
harmful content on the Internet rather than risks of
harmful contact. Are the risks of contact such as
grooming greater than the risks of exposure to
harmful content?
Mr Gamble: You come immediately to the nub of the
problem. In essence the issue for us is that content is
generated by people. We have become seduced by
technology and very often by technologists
themselves who paint the picture that it is too
diYcult and vast and is a technical labyrinth that is
hard to understand. This is about people who create
content and through that behaviour place it on the
Internet. I think some of the confusion arises on
dividing the two. The content is often a symptom of
behaviour. An individual who says on Hyde Park
Corner something that is in essence a breach of the
law and someone who goes onto the Internet to
generate content to reflect that are no diVerent. We
should not be forced into a position where we are
made to believe that it is diVerent. Yesterday I
listened to Sir Tim Berners-Lee who was asked
whether we should regulate the Internet like the rest
of society. When he answered that the Internet is
part of society I breathed a sigh of relief because
nothing is truer. If we try to isolate diVerent types of
behaviour committed in diVerent public
environments—because the Internet is a public
environment—we make our job much more diYcult.

Q165 Mr Sanders: Do you agree?
Mr Nagle: I agree.

Q166 Mr Sanders: I do not think anybody round this
table would disagree. Are you saying therefore that
whatever happens within the environment of the
Internet should be treated absolutely no diVerently
from what happens outside? But are there examples
where that is not so?
Mr Gamble: First, if we are looking at either harmful
content or conduct it can be mitigated in several
ways, for example by the criminal law. That which is
a crime in the real world is still a crime in the virtual
world. It can be mitigated by a framework that looks
at access, so if it is harmful content and you say that
it is perhaps not harmful to an adult but to a child
the question is how you limit access to it. Some
people will say that that is not possible on the
Internet. Try to buy iTunes from the American site
and you will be diverted to the UK site. Therefore,
where there is a commercial imperative it can be
done. You can mitigate first with the criminal law
and, second, with access controls. As to the third
issue, we have to regard the Internet as a public place
and mitigate it by virtue of bringing that place

together in a way whereby those who operate to
commercial imperatives are duty bound to ensure it
is safe for their young customers because they use
those customers to attract advertisers to the
environment and thereby make profit which is
wholly legitimate. As a counterbalance people will
say that they want to encourage e-commerce; it must
thrive. I wholeheartedly agree that we want to
encourage e-commerce so it thrives and this country
must lead the way. However, coming from Northern
Ireland as I do and worked there previously as a
police oYcer for many years I am aware of the
enterprise zone scheme whereby we recognise the
need to encourage a particular industry in some
areas where it is not embedded. For many reasons,
not least social and economic, we create enterprise
zones where tax benefits are applied in the first few
years. But even in the zones where we try to
encourage new industry to grow we do not say that
it can make up the rules in that environment or that
it does not have to comply with the rules that apply
elsewhere because we are so desperate for that
industry to thrive. Health and safety, building
regulations and the way we protect one another in
society, in particular the vulnerable, come first. I see
no diVerence. Therefore, one mitigates with the
criminal law and the framework that protects those
individuals who should not have access; one
mitigates with those regulations that encompass any
environment that is a public place where members of
the public are encouraged to go and underpin it with
an absolute commitment to free speech and the
Human Rights Act so that people can explore the
limits of behaviour both online and oZine. I would
love someone to give me an example of some
harmful behaviour online that is not of itself
harmful oZine.

Q167 Mr Sanders: We know that blocking tools are
available to parents, but you are saying there are
blocking tools available to somebody else who
would intervene and prevent access. Who should be
controlling that blocking tool? Is that a role for
government or a regulatory body?
Mr Gamble: If as a parent you allow your child to go
into a shopping mall you will warn and educate that
child about the dangers. You have a responsibility
with regard to how you empower young people with
information that makes them safe so they can go out
and enjoy the opportunities in the oZine
environment in a way that enhances their lives.
Equally, as a parent you have a responsibility to
engage and educate yourself about the opportunities
in the online environment so you manage the risk
and children can capitalise on the fantastic
opportunities. Therefore, the parent has a
responsibility. If we go back to the shopping mall,
those people who operate it with a commercial
imperative will have a responsibility. If children are
encouraged to go to a young person’s environment,
be it about go-karting or amusements for young
people that are specific to and bespoke for them, that
will require a level of moderation. Every parent will
want to understand what moderation is present and
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how the young person is protected. When a young
person is placed in harm’s way each of those
environments will be expected to give that individual
immediate and direct access to law enforcement.
That is how we protect, not nanny, and create an
environment in which people are able to operate to
the full extent of their potential. Many of my online
industry partners do exactly that. They work with
best intent; they are good people within good
organisations who work hard with us, but is it fair
that only the ones that are big enough to invest in
that do so? Is it right that some do not do it, and how
do you create a level playing field? I have been
involved in this work since 2002. I learned lessons
through the application of Operation Ore, the
creation of the National High Tech Crime Unit and
paedophile online investigation team and the
building of the Child Exploitation Online Protection
Centre. There are many excellent examples of
industry working with the police service,
government and the third sector which has a big role
here, but I have not seen clarity of purpose and
thought in a uniform way that makes a real
diVerence. Regulation has become a diYcult word
because some people do not like it. Let us move away
from the word “regulation”. There must be some
kind of framework that allows us to work better
together but recognises that each of us has a diVerent
role. It is not about a group of individuals telling
industry what to do. Government tells me what the
speed limit is when driving along the road. That is
about ensuring that I use that infrastructure,
comparing it with the information superhighway, in
a safe and sensible way. The picture of a speed
camera lets me know that perhaps there will be a
consequence if I break that law and represent a
danger to someone else. What is diVerent about the
online environment? We need to occupy it in a way
that is sensible and sensitive to the needs of industry
but says to predators or persons who want to post
harmful content that if they do that we are policing
the environment. It is a forensic and digital
environment by its very nature and we will find
them. In 1998 many thousands of people in the UK
went online and accessed the Landslide website in
the United States. They handed over their credit
card details, personal passwords, billing addresses
and dates of birth. They did that because they
believed there would never be a consequence. The
2,500 who have now been held to account many
years later now know there is. Let us not lose the
impetus that that has delivered but continue to drive
forward and recognise that it is a great environment
and we will ensure that every one of our citizens can
capitalise on the opportunity. To give an example of
how to make that work, I have brought with me a
very small graphic illustration which perhaps can be
passed round. This is a representation of a particular
vehicle online. One of the benefits of operating solely
in this area is that we collect and collate all of the
intelligence and information that comes into the UK
from foreign law enforcement agencies, industry,
NGOs and members of the public here and abroad
and all of our own domestic services. This is
Microsoft Instant Messenger. It is a vehicle with

which every child in this country will be familiar
because children spend significant amounts of their
time day and night talking to one another. I hope
that those Members who have Instant Messenger or
another vehicle—AOL has a similar product—will
instantly recognise the front page. You will see that
this is an environment within which the child spends
a significant portion of time. We know from our
statistics and the work we do that 60% of grooming
cases that arise will at some point leave the chat
room, social networking or other environment
where people have met up and go to another vehicle,
primarily an Instant Messenger-type environment.
This is one example. What you see on the front page
is a small logo of a stick man. That is our report
abuse logo. It means that if you are a child in this
room you can at any time with one click go to the
second page which gives you top tips and advice
about what you should and should not do. In that
vehicle the safety belt is on the child. That is about
industry doing the right thing for the right reason in
the right place, not running away from responsibility
and making a potentially dangerous environment
safer for the educated and informed child. We have
been engaging industry across the board in respect of
this since we began. This is a good example of one
huge industry partner that is often ridiculed. I do not
know whether that is right or wrong in other areas,
but I know that in this they have put their money
where their mouth is because that tab in the online
environment is revenue potential. We do not pay for
that. That means every child in that vehicle with one
click gets advice and the second click reports directly
to us. There are people in prison today because
teenagers have used that vehicle at the time they are
being seduced or engaged or have seen something
online that they do not think they should see. That
is critically important. On 26 August 2006 that went
live. In the week that followed our reports went up
113%. In the month that followed instead of 22% of
our reports coming from the under-18, 54% of such
reports came from that source. This is about
partnering with industry that puts up a sign. We
have gone into schools with our education
programme because none of us will be able to police
the Internet by ourselves. To date we have engaged
with 1.5 million children primarily between the ages
of 11 and 16. We have educated them about the
benefits of being online and having fun and the need
to stay in control, how to do it and where to report
matters. Why is this not omnipresent? Why has not
every outlet got this vehicle because it takes away the
duty of care and delivers it to the police service; it
allows direct access so data protection is resolved
between that client and ourselves. I for one do not
understand. I have listened to some industry
colleagues who say there are many more things
happening online than simply, for example,
grooming and sexual contact. I agree that sometimes
we focus on that area disproportionately, but we
have amended our site and are in the process of
doing so again so that when you click and report you
can talk about bullying, hacking or fishing; you can
be diverted to other areas that deal with that. The
problem is simply that the online environment is
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becoming congested with too many people doing
similar things in slightly diVerent ways. If you have
ever been in trouble you do not want to go through
a directory; you want to dial 999 and access someone
who can immediately make a diVerence. I give you
that as an example.

Q168 Chairman: How many reports do you receive
a week?
Mr Gamble: In a month we would average anywhere
between 450 and 550 reports. We do not take
anonymous reports. If you phone me up and say that
someone is breaking into your house and I ask where
you live and you say you will not tell me we will not
send out every police car into the city to look for you.
We are devoting specialist resources to this. To put
the 500 reports a month into context, one report can
be one oVender, 26 oVenders or, in the case of the
Son of God investigation last year, 700 paedophiles
across two paedophile rings. The amount of
investigation that goes into each of those reports is
huge. We triage them and look at children at risk
now, persons who are potentially grooming and all
of the rest. We turn round a child at risk report
within a day or overnight. We also get reports from
our good partners in the NSPCC. We now work with
other agencies that perhaps fear children are suicidal
to identify, locate and safeguard those children. Lots
of good work is going on. The BT Clean Feed system
is an outstanding, world-leading initiative which we
applaud. It is a good crime prevention tactic. We
applaud the work done by the IWF. That is also a
good crime prevention tactic. Ultimately, they are
crime prevention tactics and it is putting a burglar
alarm on one house and diverting people to another.
You have to address the principal issue which is not
technology but people’s behaviour.

Q169 Chairman: You will have seen the Panorama
programme a few weeks ago in which a fictitious
14-year-old girl, I think, was put up on Facebook to
see what would happen. The impression given by the
media is that the Internet is basically a playground
for paedophiles and any child will almost
immediately be approached. Is there hysteria
growing up about this? How big a problem is it?
Mr Gamble: It is a big problem but we should not
treat it in a disproportionate way. The benefits of the
online environment—unless you are the parent of
the individual child who is being abused—far
outweigh the risks. I do not think the media
exaggerate. There is hysteria; you cannot have a
sensible debate about the subject of child sex abuse
and the Internet without emotion coming into play
which can sometimes be very negative. I believe that
the emphasis is sometimes wrongly placed. We are
about to publish our annual review. Without giving
away the headline figures—we can supply a copy
before you finish taking evidence—we have more
than tripled the arrests we made in the first year. We
have increased the number of children rescued and
the number of children educated. The emphasis
should be on that and how the environment is
becoming safer. I have not seen a headline in any
paper which says that Microsoft Instant Messenger

is now one of the safest environments in the UK
because you can report directly. Therefore, the good
news is not reflected. Without reflecting the good
news about the initiatives we take with constructive
partners we do not balance the bad news. I believe
that the emphasis is wrong. Any environment in
which our children participate must be one that we
are prepared to protect with a framework. I have a
15-year-old daughter. If when she was 13—or even
now—she went to the cinema and tried to access a
film for 18-year-olds and above she would have been
stopped because the broadcasting certificate saying
that the film was suitable only for 18-year-olds
would be policed, not by law enforcement but those
who operate that cinema to a commercial
imperative. There is a sanction against them if they
allow in that individual. If she leaves it and goes to
an oV-licence and, because she appears more like a
19 or 20-year-old than a girl of 15, and is sold a bottle
of vodka and leaves the oV-licence the child will be
held to account in that regard. It is about making
sure that responsibilities are properly balanced and
we do not fall into the trap of creating an impression
that it is all far too ambiguous and diYcult and really
we just have to agree to get along until it sorts itself
out. That is not my view of it.

Q170 Chairman: You have praised MSN. Yahoo is
the other major IM service. Do they have a system
similar to MSN?
Mr Gamble: They do not have the system we have.
To be fair, each of our industry partners will run a
system whereby when reports come to them they
transfer them to us. I believe that each and every one
of them is committed. You will hear from AOL later.
We have been talking to and working with AOL very
closely in the UK for a period of time and engaging
them in the US. The online industry shifts and
changes so much that sometimes in this market
environment you will be talking to one group one
day that will be owned by another group the next.
That creates some diYculty for them, not us. That is
why you need a framework. People need to
understand that it is not down to personality. Some
of the people at AOL are in my view absolutely
committed to child protection, but how that
manifests itself as an institution or organisation—
AOL has great child protection credentials, so I do
not talk about them in particular—is diVerent. We
can say that we should bring together industry and
reach a consensus and deliver guidelines, but do we
do that in enterprise zones? Do we bring together
diVerent industries and agree how to do this and the
limits to which they can go? We do not. We create a
level playing field where it is the same for everyone.
In essence we have worked very closely with
industry. I appreciate some of the diYculties they
have which should not be minimised. They balance
a number of imperatives, the principal one being the
commercial one which is wholly legitimate. Our
principal imperative is to protect children.

Q171 Alan Keen: You have a very impressive career
in tackling the more unsavoury aspects of life.
Maybe lots of your colleagues enjoy chasing robbers
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about the place, but you must be a real expert on this
matter. What should we be doing as politicians?
What contact do you have with people who make
the decisions? Presumably, you have contact with
the Home OYce, but what do you believe politicians
should be doing to assist in your work?
Mr Gamble: I am not party-political in any sense,
but the support we have had from our two Home
OYce ministers, previously Paul Goggins and
presently Vernon Coaker, has been second to none.
They understand the issue and have engaged with us
and taken time out to understand it, and I applaud
both of them for that. In a broader sense in
government we need to be more closely engaged and
have a good level of resilience around the funding
support we are given. We need to be able to engage
much more constructively through government with
industry and make sure we are not always going to
industry with cap in hand. Constructive partnership
is hugely beneficial, but if we are continually asking
industry to help us when we should be helping them
on some occasions it is not a constructive way to
form relationships. I think that on occasion we all
suVer because of that. I know that the Chairman and
a number of Members will be coming to visit the
Centre to see how and what we do. It is important
that more people who have a critical influence in
Government take time out to visit and understand
and use that influence. We are a cross-sectoral multi-
agency but law enforcement-led as you will
understand that when you see the Centre. Camille de
Stempel who will give evidence to you later invested
in the Centre one of the people from AOL when it
began. That person was a director of research for
AOL but at their expense worked with us as we built
an idea around Safer by Design and decided how it
would move forward. We have representatives from
other industries. We have very worked closely with
Vodafone. Government needs to recognise and
capitalise upon the cross-sector environment. DCSF
has embedded with us a person from the
Department so we can eradicate duplication of eVort
and ensure a single vehicle that delivers programmes
to schools. Sometimes there is unseemly
competition; a number of people will produce an
education package and schools are left wondering
which one to take. You have only 45 minutes in the
classroom and you want to do it right, so it needs a
whole school approach. We need to demonstrate
that understanding and government needs to
educate us to that eVect. The Department of Health
also has someone embedded in the centre. We are
cross-sectoral and I believe our governance should
represent that personality in government.

Q172 Alan Keen: You mentioned the IWF to whom
we have spoken. Is there anything more they could
do to help? Presumably, you are in continuous
liaison with them.
Mr Gamble: We have a great relationship with the
IWF. What they do with regard to maintaining and
administering the list provides a vehicle to refresh
the blocking mechanisms that each and every ISP
can use. We are engaged in a programme of work to
move much more closely to them so we can look at

who is behind these postings and who uploads them.
Is there also an issue about looking? If a site is
blocked who is attempting to visit it? How often
have they attempted to visit it, and is it a real person
or simply a web spider that is going out remotely?
That is about resources and engaging in this
environment in the same way as anywhere else; it is
not about it being a labyrinth. Today we do not have
a police oYcer on every street in London, let alone
every street in the UK. We prioritise where we go
and what we do and we do it on the back of a
framework. We need much more clarity with regard
to the framework we impose in the UK.

Q173 Alan Keen: You deal with extreme
pornography. Is it possible to draw a line as to what
perhaps would be illegal and what is acceptable to
some people and society as a whole however much
we might dislike it? How do we draw up those sorts
of guidelines?
Mr Gamble: We make what we call the “reasonable
person” judgment, do we not? When we introduce
that to the Internet sometimes it becomes wholly
unreasonable, but the Obscene Publications Act
1959 which has been about for a long time, or even
the Video Recordings Act 1984, is based on
reasonable people making an assumption. I accept
that an assumption can be high risk. Who said that
we need a watershed at the time? As reasonable
people we make an assumption at a particular time
as to whether access by young people who are
monitored and governed by parents is reasonable or
unreasonable with regard to the Obscene
Publications Act and the fresh approach to take
account of the nuances of the Internet in the new
legislation now going through Parliament in the
form of the Criminal Justice and Immigration Bill. It
does that as well. It is about the test of
reasonableness. We already apply these tests in the
real world. I do not know why we lose confidence in
our ability to apply the same test of reasonableness
in the online environment. Two weeks ago as a guest
of Sky Television I was in a room not dissimilar from
this in Second Life. My avatar was much slimmer,
had a full head of hair and no double chin and so it
was a very pleasant period for me, even if it lasted for
only about 20 minutes. It taught me a lot and reflects
what Sir Tim, the creator of the Internet, said
yesterday about being part of society. When I was
questioned by the avatars in the room on the panel
set up by Sky 341 avatars were queuing outside who
could not get in, so there was significant interest. It
was all about: what diVerence does it make if I create
a child-like avatar and have sex with it because it is
not real? The conversation went down all sorts of
roads about the extremities of behaviour. Two
things emerged. First, when I suggested that the
world we are in represents people from the real
world and that perhaps there could be an undercover
police oYcer in the room sitting beside one of the
people expressing these views the conversation
moderated immediately. Is that a good or bad thing?
What does it say about human behaviour and
psychology? It says that if people are told they can
do what they want they will go to extremes. Where
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do we let anyone go to those extremes? Do we let
them do it outside the house? I do not think we
would. Second, someone said it was not understood
that this was a three-dimensional world where we
generated our own lives. I understand that and
obviously so does Sir Tim because we live in a multi-
dimensional real world where we generate real lives.
The online and oZine distinction with children does
not exist; that is their real world. The statistics are
two or three years old and are hugely out of date.
Anyone who thinks that kids spend only a couple of
hours online has not paid his child’s mobile phone
bill for a while. When you look at the mobile
industry you ask: why do we license them in the way
we do? Why do we create a framework for them but
not in this other environment that is about how we
communicate, gather, post information and lead our
lives? We can make the decision either to wait and
follow others or lead. We have a clear understanding
because of the steps that have been taken to put in
place cross-sectoral, multi-agency, law enforcement-
led initiatives like CEOP. I am not an expert in this
field. Many people who follow me may want to
argue that point. I was head of counterterrorism in
Belfast and, after that, deputy director of the
national crime squad, so I have dealt with many and
varied types of crime. In my experience the best
recipe for reducing harm is sensible, consequent
deterrent for those individuals who do not respect.
What is the diVerence between grooming and
radicalisation? I do not think there is one. What is
the diVerence between the posting of an obscene
photograph outside this building and posting it
online? Very often we will try to hold to account a
person who puts it outside this building but abdicate
responsibility for it when it happens online. Why
would we do that?

Q174 Chairman: You say there is no diVerence
between oZine and online, but in one respect there
is. When most of the laws governing this area were
passed these kinds of activities were not even
contemplated. I took part in a report on Channel 5
about two weeks ago on Second Life about
paedophiles having sex with what appeared to be
avatars of 14-year-old girls. I understand the
chances are that they were not 14-year-old girls but
probably 50-year-old men, but at the moment there
is nothing in law which says that is illegal.
Mr Gamble: You will know that at the minute the
Government is involved in consultation on
computer-generated images. If that conduct took
place in Canada, for example, Canadian citizens
might take the view—they have laws about it—that
it was illegal. I was asked the same question in the
Second Life debate. Should that be a criminal
oVence? The answer was that we were not sure yet
because consultation was under way. Should it be
investigated? Absolutely. Do you know why? If you
want to have sex with a child and are fantasising
about it either in this world or the real one we need
to establish whether you represent a risk to real
children. If you demonstrate that behaviour—
classically in old police terms it would be called
circumstantial evidence—you have shown a

propensity for a particular thing. Why should we
become seduced because it is committed in another
environment?

Q175 Chairman: Your bottom line is that you
suspect there will be a need to legislate and update
the law to take account of what is now happening
online?
Mr Gamble: I think some laws need to be refreshed.
What is being done around extreme pornography is
absolutely sensible and is an opportunity to refresh
and reflect the new environment. If the police are
trying to discover whether an oVence has been
committed there are certain principles. A public
place was defined by common law many years ago as
any place to which the public have access whether
free of charge or otherwise,. Ultimately, we need to
police those public places and ensure they are safe.
This room is exactly like the Internet; it is defined in
character by the people who sit in it. This room will
be as good or as bad as those of us who sit in chairs
around this table. There will be some who represent
themselves, not just on my side of the table, and not
tell the truth; there will be a given number in any
room who will have criminal instincts, demonstrate
previous criminal behaviour and represent a risk.
That is a fact of life online and oZine. I believe we
need to grasp the opportunity to do something
significant on the basis of our considerable collective
experience over the past few years, and certainly
from 1998 onwards.

Q176 Mr Evans: I know that we are to visit the
Centre but, to give me a better idea about how you
are able to cope with what you are doing already,
you mentioned funding and working with industry.
How many people work at the Centre and how are
you funded?
Mr Gamble: As of today there are 115 people
working full-time in the Centre. We are aYliated to
the Serious Organised Crime Agency for the purpose
of the delivery of corporate services, so the people
working there are dedicated to child protection
activity. We are supported by that agency with
mechanisms that allow us to maintain the building
and do the things we do, for example to pay salaries
and provide the infrastructure. Last year we were
core funded to the tune of £4.5 million. That was red-
circled and delivered to us by the Home OYce via
SOCA. That funding was supplemented by support
benefit in kind from partnership with industry to the
tune of £3.5 million. In any aYliated relationship
there will be hidden costs, so the current estimates
are that we would benefit to the tune of about £2
million in hidden costs because we are supported by
a much bigger organisation. Last year we identified
a huge increase in engagement with the public in the
first few months of operation compared with what
we anticipated. Reports increased by 1,000%. We
engaged with the Home OYce and additional
funding of £400,000 was made available to us. We
continue to grow and engage significant support
from industry, but we need to invest to save. Our
work is principally about protecting children online
from sexual exploitation. In doing that we recognise
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that we have to deal with people. We have two
teams, formerly the serious sex oVenders unit
subsumed within our organisation and its UK and
overseas tracker. They work with multi-agency
public protection panels and foreign law
enforcement to track sex oVenders who represent a
threat both online and oZine. We also have
education teams. We learned very early on the
importance of educating and empowering young
people. They are tomorrow’s parents. The gap that
exists in what parents know and what their children
know today will be much less with the next
generation.

Q177 Mr Evans: Do you have suYcient funding to
be able to do what you need to do? It sounds as if it
is growing exponentially. The number of emails has
grown every year; it is nothing like what it was 10
years ago. Do you say that youngsters are being put
at risk or paedophiles are allowed to operate simply
because you do not have the manpower to be able to
track them down as a result of funding problems?
Mr Gamble: Do we have suYcient funding? No. Are
children being put at risk? That is a very diYcult
question for me to answer. I have said we do not
have suYcient funding. We have to recognise the
reality of the world in which we operate. The reality
is that there is no new money. This is a new
phenomenon. Whilst people say that social
networking has existed for years, it took oV about a
year and a half ago in a way that no one anticipated.
The benefits are huge. I agree with Sir Tim that the
very young and very old are the people who will
capitalise on the huge opportunities to improve their
quality of life. There must be a balance between how
we engage through the Police Service, government
and industry to identify critical resources that are
not always about money. But do we need greater
investment now? The answer to that is yes.

Q178 Mr Evans: What is the backlog of cases where
people have emailed you to say they believe
individuals are either stalking them or are not who
they say they are?
Mr Gamble: We do have a backlog of cases.

Q179 Mr Evans: Can you give a rough idea of its
size?
Mr Gamble: I need to clarify the position on the
cases. First, we deal with cases at three levels. The
first level is the child at immediate risk. Those cases
are dealt with immediately, so none of those forms
part of the backlog. The second level is those cases
where we have a suspect who may be grooming.
Those are dealt with in the short term. The third are
all of the rest. 13% of the reports we received from
the public last year were about bullying. We are
changing our website so we can divert those reports
to a site that gives parental advice and child advice
about bullying because in the playground bullying is
a terrible thing. Once you put it onto an Internet site
it is even worse. I do not have an updated figure on
the backlog, but I believe we have about 700 cases at
level three. It may be slightly more or less.

Q180 Mr Evans: But none at level two?
Mr Gamble: Not that I am aware of. To clarify, you
can never say until you have been through a case and
examined every aspect that it has been reported
properly. There is huge pressure on our referral staV
who take on this work. You cannot switch oV the
tap. It is about how you identify it. We have
reconfigured our website and the reporting
mechanism; we are reconfiguring it again to make it
simpler and to take away those reports which whilst
not immediately relevant to us are relevant to the
person reporting. That is about creating a conduit.
That is why we would resist anything that duplicated
eVort because it would simply waste money. Much
of the activity in which we are involved is about
trying to work with others to deliver something
collaboratively and in a collegiate sense, as opposed
to all of us spending the same amount of money but
doing slightly diVerent things.

Q181 Helen Southworth: Referring to your triage
system and the clear and obvious focus on giving
priority to serious threats of harm, what is the
relationship between the Centre and the diVerent
police forces round the country, and how are you
managing that? I am asking about that on a
theoretical basis. A few weeks ago I was in one of my
local police stations when a number of young people
were brought in because of content they had posted
on the Internet. There had been an assault on
another young person which had been filmed and
posted. That was dealt with in the local police station
with the young people and their parents. What is the
relationship?
Mr Gamble: That is quite appropriate. Our
relationship with the Police Service is such that we
are not direct service delivery vehicles; they are. I am
a chief police oYcer and I hold the title chief
executive oYcer but the policing element and
authority derive from the position I currently hold. I
hold ACPO portfolios on child abuse investigation,
countering child abuse on the Internet and extreme
pornography and also the data communications
group and how one accesses subscriber data under
part 1, chapter II of RIPA. Our relationship with
forces is constructive, but we create pressures for
them because the throughput of information we get
goes out to them. There is work at hand at the
minute among myself, the president of ACPO, the
HMI and others to look at how we can streamline it
and better support that mechanism. But when
CEOP identifies a child at risk it does not turn up at
the house and rescue that child; it provides the
information to the local force. Collaboratively we
want you to be reassured by your local police force
about rescuing your local children and that is about
people feeling safe. It is about dealing with
criminality but delivering reassurance is something
we need to do in a more sophisticated way.
Therefore, we are engaged with the Police Service
and every police force and with ACPO.

Q182 Helen Southworth: How good is the
information that comes back the other way? You
have a group of people collected together who are
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international specialists and can identify threats,
problems and dangers. How are the police on the
ground developing the skills to identify that
intelligence and pass it through to you?
Mr Gamble: In the past 12-month period of the
reports we have generated—it may be 3,888 or
something like that but do not hold me to the exact
number—88% went out to the Police Service. We
have begun counting reports that come back in. We
see a very positive increase in feedback from the
Police Service. Since August of last year we have had
800 intelligence reports come back to us from the
Police Service. Therefore, 88% of the work we do is
going out to UK policing—that is positive—and a
significant number of reports come back in if you
measure simply from August last year. I think the
situation is improving. We need to tailor the service
we deliver to the broader child protection teams in
the community as opposed to just the police. Within
the Centre—the reason I do not speak with
authority but the Centre does—we have a number of
child protection advisers who are accredited social
workers bought and paid for and embedded by the
NSPCC in the work we do. They have a right of veto
over any of the investigations or operations we
undertake if they think that child welfare is not being
put first. They have a direct line with us into social
services. Police forces, be it Devon and Cornwall,
Surrey, Greater Manchester and West Midlands,
have seconded and embedded police oYcers in the
Centre. Multi-agency working is not something you
do once a month or once every fortnight; it is every
day round the same table. That brings together
collective experience that I believe is hard to
undermine. For example, we have an individual
from the National Centre for Missing and Exploited
Children in America. He has worked there for 10
years and now leads our work on partnership.
Natalie Mead who led much of the child protection
work and CSR for a large UK-based IT company is
now head of Safer by Design. People we pick come
in with specialist skills because they add an
ingredient that allows us to attack the problem from
a 360-degree standpoint.

Q183 Helen Southworth: You have given us some
really good information around how professional
bodies are upping their skills levels to be able to
identify these issues and work together to deal with
them and also how you work with parents to enable
them to take control of their own children’s safety.
What about those children who are most vulnerable
because they do not necessarily have families who
can or wish to support them some of whom are made
even more vulnerable because they no longer have a
sense of personal safety because they do not have a
sense of personal value? They find it very hard to
report things that are happening to them because
they do not believe they deserve better.
Mr Nagle: That is one of the main reasons why we
are working very closely with local children’s
safeguarding boards and engaging them in our
education programme, so hard-to-reach children get
the same benefit that other children have. We want
to make sure that our education programme goes to

every single child in the country, not just the ones in
mainstream schooling but those who are vulnerable
and harder to reach. The value of what we do is that
we can create products that are nationally consistent
and allow local people to deliver that to their kids
locally. They know the ones who are vulnerable and
know how to reach them in a way we cannot. We can
give them the method and means to do it but allow
them to deliver that message for us.

Q184 Helen Southworth: Are you working with
children who are disengaged? It is an incredibly
diYcult question to ask because by virtue of the fact
they are disengaged they usually do not have contact
with statutory bodies or parental support, but those
are the children who can be specifically targeted by
exploiters?
Mr Gamble: We have worked with SENCO and
many other groups. We are consulted on the Care
Matters report. The issue is: how do you stretch out
to those diYcult places to reach to make sure you
educate, empower and engage those children? Our
educational products are free to every credible entity
that has legitimate access to children. We recognise
the need emotionally to engage them. The
ThinkuKnow range of films we have produced has
won numerous awards. If you include the website
and programme itself, it has won nine awards
ranging from the IBC awards here to the British
Film Institute awards and two gold awards at the
New York Film Festival. They are deliberately short
and have emotional content supported by modern
music so they stick with young people and the
intellectual message is delivered. For us reaching
children in care is important and we support those
who deliver that direct service. Reaching children
with special needs is also critically important and we
support those who do that. We configure the service
we deliver to the needs of those particular
organisations that are already required by statute to
do those tasks; otherwise, we would simply create
confusion in the marketplace by trying to deliver
directly ourselves. The last thing we need in the
market is more confusion.

Q185 Helen Southworth: You are focusing very
clearly on sexual abuse. You have given us some
information about directing other reporting
activities. Do you think that the future of CEOP is
to deal with some of those issues as well or is it about
supporting perhaps other more appropriate bodies
to deal with it?
Mr Gamble: That is an interesting question and is
one to which certainly my mind is not closed. Do I
believe that we probably have the best contemporary
understanding from a statutory organisation’s point
of view? The answer to that is yes. Whilst I am from
CEOP and am concerned with images and we are
talking about child abuse, I think that the principles
established apply across the board. You could
reinvent something if others felt more comfortable
for that to be dealt with by something that perhaps
did not have the element of law enforcement
attached to it. Law enforcement is what makes us
diVerent. We have teeth. Ultimately, when those
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people create a threat we will find them and hold
them to account and our statistics stand testimony to
that. It depends on what that other thing would be.
If it is an environment where people come together
as a collective and agree mutual interest, achieve
consensus and then do things I am not sure. There
needs to be a framework that lays down the
minimum standard. The minimum standard cannot
be agreed by those people who occupy the enterprise
park because I believe that ultimately public will be
put in jeopardy. It will gravitate to the lowest
common denominator and no one will be thanked
for that. We have built something that is credible.
On your visit I would welcome any of you robustly
to test anything we have said here to lift the stone
and apply the principles you see there to other areas.
If it is an abusive image and it passes the
“reasonableness” test and you can be prosecuted for
it under the Obscene Publications Act then you will
be prosecuted for it if it is online; if it incites an act
of terrorism or another criminal act then you will be
prosecuted for it. If it is something that a reasonable
person of 18 would see in a cinema then it needs to
be treated in that way wherever that manifests itself
online. If those people want to behave reasonably
and ethically as an over-18 access area they must
make provision to ensure that happens. Simply to
abdicate responsibility and say there are other small
parts of the Internet that will not comply is like
saying that we will not civilise any town in the wild
west because there are certain elements that will not
comply and we will try to get round it. Fix the biggest
part and then concentrate on the smallest.
Mr Nagle: The key point is not to confuse parents of
children any further. In the same way that we do not
have a diVerent number for diVerent types of crime,
why do something diVerent online? There should be
one reporting mechanism so people and children
understand they can go to that. We must make sure
there is not duplication. We want to avoid confusion
among the general public which can easily happen.
Mr Gamble: If you contact our report page today we
will divert you automatically to the IWF; if you
come to us on bullying we will send you to There4me
with the NSPCC. If you need to you will be able to
talk to someone. It is about creating a sensible portal
where people can go. What can Government do? It is
about awareness raising which is critical. We go into
schools and do cascade training. If you want to raise
awareness in one place quickly to make a diVerence
the answer is television but that costs money.

Q186 Chairman: You praised both Microsoft with
MSN and AOL for the work they are doing. What
about sounding out other companies like those that
provide social networking sites such as Facebook
and Bebo? Do you think they are doing enough to
protect young people?
Mr Gamble: Very few people are doing enough.
Those people who have in place a mechanism for
reporting abuse where danger manifests itself are
doing a good job and the right thing. I am absolutely
positive having talked to Haymoo and MySpace
that they are working towards the creation of a safer
environment. I believe that we should be able to

come to some form of accommodation with them. I
hope it is much sooner rather than later because at
the end of the day we have the frustrating position
where people say they need to talk and engage and
we do that, but talk is cheap and money buys
whisky. Ultimately, we can talk only for so long and
then we need to see action and not words. We are
coming to the point where we expect to see action
very soon; if not, then the answer to your question
concerning a broad range of groups would be
significantly diVerent.

Q187 Chairman: Are there any who prove unwilling
to co-operate with you?
Mr Gamble: Yes.

Q188 Chairman: Would you like to tell us who
they are?
Mr Gamble: I would not. Are people unwilling to
work with us? In my experience and judgment some
people who say they are willing are not but they are
the minority although a diYcult one. It would be
unfair and unhelpful for me to put a corporate label
on that.

Q189 Chairman: Are we talking about specific ISPs?
Mr Gamble: We are talking about specific members
of the online industry as groups. I will not sit in front
of you and say that everyone engages with us 100%
because you know that is not true. Are some people
diYcult and do they avoid engagement? Yes, they
do. Is that down to individuals within the
organisation or to a greater organisational
imperative? I am not sure of the answer to that
question and that is why I am not prepared to malign
any organisation on the basis of my view having
engaged one or two individuals within it. That would
be unhelpful and extremely destructive. Sometimes
we talk about industry as if it is a huge single entity,
but it is not. As with every area of life, be it
Parliament or elsewhere, one has the good, mediocre
and bad. Many industry partners are very good;
some are mediocre and some are just not good.

Q190 Chairman: But if you are to obtain a level of
protection it requires presumably that all the various
players in the industry co-operate. If there is one
who does not that will immediately act as a magnet
for all the people who wish to take advantage.
Mr Gamble: Let us ask ourselves: why would there
be one, two or three who do not? If you have a veto
you can exercise it. If in an enterprise park one
business says it will not comply with health and
safety or moderate its amusement arcade they will all
play to the same rules. That is why it is unfair to
some industry partners who do the very best for the
very best of reasons that others do not. Unless there
is a framework within which they work you
disadvantage those who do the right thing.

Q191 Chairman: But if there are one or two who
refuse to co-operate what can you do about it?
Mr Gamble: We can further engage and lobby
individuals in government and industry. There are
individuals in industry who believe that there should



Processed: 24-07-2008 21:34:16 Page Layout: COENEW [E] PPSysB Job: 396136 Unit: PAG1

Ev 96 Culture, Media and Sport Committee: Evidence

18 March 2008 Mr Jim Gamble QPM and Mr Alex Nagle

be a better framework in which to deal with this. I
am the father of three and I head up the Child
Exploitation Online Protection Centre. I will not let
anyone who represents a risk for children to hide
behind me. There comes a time when you say that
enough is enough and you believe that this or that
individual or company is not constructively
engaging, but we have not yet reached that time.

Q192 Chairman: Perhaps I may suggest to you that
naming and shaming will possibly have the greatest
influence on a company to come into line.
Mr Gamble: That is something I have resisted. My
level of resistance to that idea is being reduced as
time goes on, but I do not think we are there yet. We
have an opportunity in what you are doing and in
the Byron review. Tanya Byron understands
children and this environment. No matter what, we
all come to this table with our own baggage, so I
come from a particular point of view. That does not
mean—I accept this—I am right. I give you my
experience and understanding; others will come with
their own. Tanya has engaged each and every one of
the individuals operating in the field and has come to
it with fresh eyes that perhaps are not tainted by
negative or positive past experience. I look forward
with interest to seeing what comes out of that and to
reflect on how we can play a part if we believe it is
constructive.

Q193 Helen Southworth: You talked about the
environment being the same and said that it was all
society. You also referred to a young person going
into an oV-licence and purchasing alcohol which
would be dealt with under the law. One of the
matters that has quite impressed me in terms of
management of the night economy has been the
policing concept of the 10 best and 10 worst; that is,
you identify best practice which is supported and
encouraged and identify those people who do not
choose to participate in best practice and have what
you suspect is poor practice and so there is police
focus on those premises. Have you thought about
that sort of thing in terms of Internet providers and
the industry, that is, to choose whether they want to
be among the best or to have a lot of police focus?
Mr Gamble: We have not thought about it in those
terms, but because of limited resources across the
Police Service we are intelligence-led. We will
manifest our interest where we know there is a threat
or we believe the environment is such that it creates
a threat. I spoke at a school just on the outskirts of
London yesterday and a 17-year-old who had done
some research for the presentation—she did it, not
me—said she had gone to a site designed for people
below the age of 10. She joined up and gave a false
age. She asked 20 whether they would be her friend
and 15 accepted. These are very young kids.
Externally, we have to know about that before we
can deal with it. Is that a one-oV? When you advise
that site of the issue do they listen to that advice and
work with you to construct a Safer by Design
environment? If so, that is good. Do we go to a
position where in our annual report we show the top
10 and the 10 areas where there is the greatest

danger? First, we have to remember that we are
dealing with a range of commercial entities, some of
whom are outstanding and some of whom will
immediately resort to litigation. If you undermine
their market value be prepared for a battle in court.
We debate whether or not the law applies in the
virtual world all the time but I do not see that taking
place when it has to do with the commercial viability
of a particular entity, or one commercial harm
compared with another in that area. There is no
problem about one suing another over virtual or real
space. We need to be conscious of the environment
in which we live. If Government recognises that it
would be valuable to highlight poor practice, in the
same way that Her Majesty’s Inspectorate of
Constabulary will inspect police services and they
will be scored as being satisfactory or not meeting
the standard, then perhaps that is an excellent idea
and we will certainly take it on board.
Helen Southworth: Perhaps this is something for
industry to look at.

Q194 Mr Evans: How dangerous is the Internet for
children?
Mr Gamble: The Internet represents huge
opportunity and risk. The issue for us is managing
the risks so they can capitalise on the opportunity
which outweighs the risk.

Q195 Mr Evans: Are there any sites out there that
come to your attention time and time again as being
the most dangerous ones for children?
Mr Gamble: The most dangerous sites are the ones
we occupy and close down. For a variety of
operational reasons I would not highlight where we
operate under cover because that is how we do it. It
is more to do with trends and themes. Many of the
social networking sites, for example, will be about
venture capital and investing in something to see if
it works. They can be undermined by young people
moving from one area to another. My saying an area
is bad may increase the throughput of traYc and
thereby it will be able to attract more advertisers
because young people being young people will want
to go somewhere else.

Q196 Mr Evans: Without naming it, is there a site
that takes more of your time than others? The
paedophiles seem to know what the sites are and
tend to congregate on specific sites.
Mr Gamble: I think that would be unfair. The
paedophiles in the real world will go wherever
children loiter, whether it is outside school or a
youth club or swimming pool; they will do exactly
the same thing online. Wherever young people go
they will follow. The Internet did not invent this. My
oYce is in Pimlico. There used to be a
photographer’s studio half a mile away run by a
Henry Hiller. His premises were raided by the
Metropolitan Police and 132,000 images—many of
his own young sons—printed on glass were
recovered. He was raided in 1874. The Internet did
not invent this and is not responsible for it. People
will break the law online or oZine; people will post
things that are inappropriate online or oZine. What
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we have to do is adopt a sensible position where we
all accept our responsibilities: Government,
industry, law enforcement agencies and parents. We
need to collaborate sensibly and make it as easily
accessible as possible.

Q197 Mr Evans: Facebook is probably now too old
for youngsters because a lot of politicians have gone
onto it and probably frighten them oV, but Bebo and
maybe one or two other sites—I do not have the
faintest idea what they are—are the place where
youngsters will go. There is also a social
responsibility, is there not, for the owners of those
sites to give advice to youngsters who go on to them?
Mr Gamble: Absolutely. To be fair, we do see some
very constructive behaviour on those sites and we
have engaged with them. As to those sites, why is our
report of abuse mechanism not in there? Why is it
not alongside the traYc, in other words when the
children go in? Why is it not where the predator can
see it so they are aware this is a policed environment?

Q198 Mr Evans: I know you do not want to name
these sites, but the fact is that if there are any sites
where we know youngsters go onto and they refuse
to put up your reporting links to them those are the
ones that are dragging their feet; they are not
playing ball?
Mr Gamble: Before we jump to conclusions, in some
cases those sites are engaging with us at the minute
about how best to do it, so we are reconfiguring what
we do and they are helping us with that. We need to
be clear about this. Do we want it on all sites? Yes.
Do we need to listen to industry’s concerns so we
deal with more than simply the issue of sexual abuse?
Yes, we do.

Q199 Mr Evans: I am with the Chairman on this. I
think that you should consider long and hard that if
there are sites out there that youngsters use and the
owners of the sites are not prepared to play ball and
take social responsibility you have a responsibility to
name them.
Mr Gamble: I agree with you, but that is not the issue
here. I am not going to give the name of one social
networking site or another on the back of this. I am
frustrated by the length of time it takes when we
engage with some companies as opposed to others to
make progress around child protection. We need to
recognise that this is a shifting marketplace where
personalities and ownership move. There needs to be
a consistent framework; otherwise, we sometimes
jeopardise legitimate business that is working with
us by saying the wrong thing at the wrong time.
Should we create a list? I would welcome
Government inviting me to create a list of those
cases where we have engaged positively and received
positive support and those cases where we have not.

That is an issue for my Government sponsoring
department to consider. Ultimately, we are
genuinely moving forward. The social networking
sites are a new phenomenon. I do not believe we
understood them properly. The advent of Web 2.0
self-generated material changed the dynamic. For
goodness sake, we should not be further seduced by
technology or technologists. Governance is not
about nannying but creating safe environments
where young and not so young people can capitalise
on the opportunities. We need a better framework
because the present one is not as good as it should be.

Q200 Mr Evans: You talked earlier about publicity
and sometimes the lack of it because a lot of people
who want to prey on children do it because they
think they have anonymity. Now and again there are
high profile cases like Peter Townshend or Chris
Langham where, all of a sudden, you realise what
they have been doing. They are not anonymous and
can be tracked down. Do you think that the media
have a responsibility to give greater publicity to the
fact that these people who prey on children or try to
groom them do not have anonymity and in a number
of cases these people end up with custodial
sentences?
Mr Gamble: Absolutely. Those who saw Crimewatch
last night would have seen the Son of God operation
which involved a site called Kids the Light of our
Lives. That investigation was co-ordinated and
delivered through the Child Exploitation Online
Protection Centre and the Virtual Global Task
Force which is a law enforcement alliance across
Canada, America, Australia and Interpol. Seven
hundred paedophiles were identified around the
world and already in the UK 120 have been
prosecuted through the work we are doing. The issue
of anonymity has gone. We may not find you
tomorrow but we will knock on your door one day
in future because the one thing for sure about this
environment is that you leave a forensic fingerprint.
When I joined the police nearly 30 years ago the first
thing I was taught in the training school in relation
to forensics was that every contact left a trace. That
is never truer than in this environment. Take child
abuse as an example here. Child abuse images are a
symptom of crime; they are a symptom of the fact
that if someone has hurt a child, photographed it
and used the image, sometimes as a commodity and
sometimes as a means to engage and influence
others, it does not matter what it is. You can take
any real world scenario and police or govern it in the
virtual world. We in the UK can choose to wait and
follow or to lead. I believe that because of our
collective experience across industry, government
and policing we have an opportunity to lead it.
Chairman: Those are all the questions we have.
Thank you very much.
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Memorandum submitted by the Internet Service Providers’ Association (ISPA)

ISPA

The Internet Services Providers’ Association (ISPA) UK is the trade association for companies involved
in the provision of Internet Services in the UK. ISPA was founded in 1995, and seeks to actively represent
and promote the interests of businesses involved in all aspects of the UK Internet industry.

ISPA membership includes small, medium and large Internet service providers (ISPs), cable companies,
web design and hosting companies and a variety of other organisations. ISPA currently has over 200
members, representing more than 95% of the UK Internet access market by volume.

ISPA was a founding member of EuroISPA. EuroISPA is the voice of the EU Internet industry and the
largest umbrella organisation of ISPs globally.

Introduction

The empowerment and protection of users of our services is a challenge on which industry works with a
range of stakeholders. This inquiry comes at a time of unprecedented interest on how users interact with the
Internet and how best to equip them with the skills and tools to do so responsibly and safely. This is an
opportunity to acknowledge and celebrate the achievements to date and to look ahead to identify any gaps
or areas where this eVort can be enhanced to the benefit of young people and parents.

Our response will highlight some of the benefits and opportunities of the Internet before focusing on the
specific issues regarding the types of content outlined in the terms of reference. It will further detail some of
the initiatives undertaken by the industry to empower users and manage online content and behaviour.

Benefits and Opportunities

The benefits and opportunities for the British economy are extensive, with the Internet not only benefiting
those directly involved with the industry, but also helping to promote British goods and services to a
worldwide audience. The Internet can empower small and medium sized companies through enabling access
to world markets. Academic research has concluded that areas with greater broadband coverage have higher
productivity and employment growth rates.2

The value of the telecommunications industry to the British economy continues to grow. The retail
revenue for broadband and narrowband Internet services is constantly increasing; Ofcom estimates that it
was worth £2.8 billion in 2006, an increase of 10.9% from 2005. This excludes corporate connections and
also excludes the huge value of the Internet to so many UK companies that rely on reliable low-cost
connection for their businesses.3

The proliferation of aVordable high-speed Broadband in the UK has led to significant growth in the
number of people regularly accessing the Internet. According to latest figures, in June 2007 there were just
under 15 million residential and small business Broadband connections in the UK.

The exponential increase in people using the Internet has been helped by the provision of higher speed
connections at lower costs. ISPA is concerned that a heavy regulatory burden in this area could significantly
increase operational costs for ISPs and restrict their ability to oVer high-speed connections at low prices.

The Internet has enabled people to experience extensive social contact and interaction with peers from a
number of diVerent backgrounds and cultures through social networking websites and instant messaging.
Whilst undoubtedly popular with younger people, the demographic of users of social networking and user-
generated content sites transcends age and gender. People across society are using the Internet to support
causes that they believe in and discuss moral and political issues.

The Internet dissects social diVerences in its benefits to society. Ofcom research from June 2007 shows
that ethnic minority groups in the UK are more likely than average UK adults to have a Broadband
connection and more likely to cite their children’s education as the reason for having the Internet.4 The
Internet is an extensive resource for people who need information or support; as an educational tool and
support network it is unrivalled.

2 Lehr, Osorio, Gillet and Sirbu, Measuring Broadband’s economic impact (Massachusetts Institute of Technology 2005).
3 Ofcom, The UK Communications Market 2007 (Ofcom 2007) p 27.
4 Ofcom, Communications Market Special Report (Ofcom 2007) p 2.
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Understanding Potential Risks

Service providers build their understanding of potential risks from a variety of sources—customer care
reports, information-sharing with peers and partners, independent research and in-house user and market
research. Measuring risk is a very inexact science and one that would benefit from some primary research.
There is a shortage of research in this area, especially with regards to the actual risk to young people and
vulnerable adults, due, in part, to the ethical concerns associated such research involving young people.
ISPA members can, however, oVer a few thoughts from their own experience.

There are four main categories of risk in our experience:

1. Technical and security risks to an individual’s device or network or personal data. These include spam,
phishing attacks and identity theft.

2. Risks to an individual’s welfare arising from the behaviour of another user. These include harassment,
bullying or impersonation and, in the case of children, inappropriate contact by adults, peer-group bullying
or grooming.

3. Risks to an individual arising from their own behaviour. These include disclosing personal data,
posting personal photographs or video content or actively seeking contact with strangers.

4. Risks from exposure to content.

Any user is, or can be, exposed to these risks. Much depends on the behaviour of the individual user, their
attitudes and level of media literacy. The level of risk that a user is exposed to can further be managed by
positive action on their part (eg: installing technical tools, educating children on safe surfing or being sensible
about how much personal information they publish online).

Specific Risks

The Committee is particularly interested in the potential risks posted in certain areas. There is a great deal
of speculation about potential risks and what the consequences of exposure may be but the actual risk posed
by certain types of online content is not well researched or understood. There is nevertheless good
engagement between online stakeholders and Government in specific areas and the Committee will be aware
that there are a number of initiatives underway which seek to identify issues which industry and Government
can usefully work on together. The Internet industry is actively engaged in a variety of discussions in the
areas set out in the terms of reference:

— Cyberbullying: The DCSF recently launched a new online campaign, including new guidance and
a short film, aimed at addressing cyberbullying. The campaign was produced by Childnet
International, with whom ISPA has a strong relationship, in consultation with the DCSF
Cyberbullying Taskforce. The Taskforce contained representatives from a number of ISPA
members, as well as teaching groups, Government departments and children’s charities. Many
ISPA members also supported the recent public awareness campaign and Anti-Bullying Week.

— User generated content: ISPA has been heavily involved in discussions about user-generated
content, in particular how service providers work with users to remove content which breaches
their terms of service and with public authorities on illegal content. ISPA has most recently
facilitated the organisation of a cross-Whitehall workshop with industry. The workshop, which
will take place at the end of January, will bring together the relevant industry players with
representatives from several government departments who manage policy areas with an Internet
dimension. This workshop is designed to promote an understanding about the investments service
providers are making to manage online content and to identify new areas of public policy where
a dialogue with service providers needs to be established.

— Personal security: ISPA supports the Get Safe Online initiative jointly sponsored by Government
and industry. This initiative seeks to educate users on how to protect themselves online and to
make people aware of the threats to their personal security. ISPA provided written and oral
evidence to the House of Lords Science and Technology Select Committee’s inquiry into Personal
Internet Security and continues to facilitate a dialogue between service providers and the relevant
government departments. The market for retail software to protect users’ Internet use continues
to thrive.

— Hate speech and terrorism: ISPA has worked closely with Government in a number of areas to
formulate new criminal law and to ensure that it is implemented in a way which meets the needs
of industry and law enforcement. ISPA has recently worked with the Home OYce to draft a
process for ISPs to work eVectively with law enforcement in the event that they are hosting material
that is unlawful under the Terrorism Act (2006). This process formed a model for the ongoing
discussions between ISPA and the Home OYce about dealing with material which breaches the
Racial and Religious Hatred Act (2006). Our dialogue with Government on extremist content
continues and ISPA has most recently coordinated members’ input to the Home OYce on the
forthcoming summit to discuss future online anti-terrorism measures. This engagement will
continue.
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— Violence and pornography: ISPA has contributed to the formulation of new oVences in the
Criminal Justice and Immigration Bill for extreme pornography. ISPA input focuses on technical
issues and the practicalities of implementing and enforcing new oVences. The Ministry of Justice
has recently consulted on whether to create a new oVence of creating computer generated images
depicting child sexual abuse and ISPA members are contributing to this policy making process in
a similar way.

Helping users manage risk

Service providers use a range of tools to empower and inform users of known risks and how to make the
most of their online experience. These include:

— Many ISPA members oVer a range of free and chargeable security options and parental controls
to users. This allows users to choose the right tools for them in a market where there are a variety
of options and where consumer choice is important to many. These include features that allow
users to manage their privacy, tools to manage users’ searches and tools to enhance users’ security,
such as spam filters and anti-phishing solutions.

— Acceptable Use Policies (also known as terms of use or codes of conduct) help combat the illegal
and inappropriate use of the Internet and are used to encourage consumers to behave responsibly
online. Consumers who are in breach of Acceptable Use Policies—including unlawful and illegal
material and the use of unsolicited email—can be warned by their ISPs or even be banned from
using a particular online service. A member’s commitment to Acceptable Use Policies is a
requirement of ISPA’s mandatory code of practice, which all members must adhere to.

— ISPA members operate a notice and take down policy whereby if potentially illegal content is
reported to them, they will investigate and, if appropriate, remove the content. It is now industry
good practice to oVer users easy-to-use mechanisms to report content that may be illegal or a
breach of their terms of service.

— Most ISPA members provide detailed guidance to adults, young people and children about how
to stay safe online. The sheer volume of information available may be confusing to some
consumers but we are, however, seeing trusted sources of information emerging which ISPA
members promote to their users. Information produced by the major child protection charities is
widely promoted by many ISPs. Members have attempted to ensure that their message is received
by working with third party information providers with credibility and authority among the target
audience. ISPA is actively engaged in the Byron Review, which is looking at the proliferation of
safety information and how it could be presented better so that parents and children can engage
with it more easily. ISPA welcomes this initiative.

ISPA further notes that technology evolves quickly and that new solutions and user tools are under
development. These include e-moderation and parental monitoring tools. We acknowledge that competition
within the market place is an important incentive for developers to invest in new technology. Where
solutions show promise and are compatible with their network and products, individual service providers
do run trials and may decide to adopt one or more to complement their own security and safety strategy.

It is important to note, however, that ISPA does not seek to influence this market by endorsing one
solution over another or support calls for providers to be mandated to provide certain security and safety
tools to users. There is a concern that this could both distort the market and disempower users who do not
wish to activate certain tools (eg parental controls if they have no children). For this reason, attention is
focused on raising awareness of the importance of technical tools and encouraging users to actively consider
options to protect themselves and their children.

Legal and Regulatory Framework

There is much speculation about whether or not the existing legal framework is suYciently robust to deal
with the new challenges that are the focus of recent concerns. Each issue that forms this debate is very
complex and needs to be considered on a case-by-case basis. This includes a discussion about the appropriate
balance between formal regulation/industry self-regulation and responsibilities of the state, and the balance
between law/regulation and freedom of speech. The Byron Review, for example, is considering the
eVectiveness of existing legal provisions and ISPA members are actively engaged in discussions with Dr
Byron and her team about whether improvements are needed. The DCMS and Ofcom are separately looking
at the implementation of the AVMS Directive, which raises some issues pertinent to the Committee’s
inquiry.

The Government periodically reviews the legal framework and brings forward proposals where it
considers formal legislation to be the most appropriate means to give eVect to Government policy. Where
a concern touches the boundaries between freedom of expression and the public interest, it is entirely
appropriate that it is debated in Parliament and that Parliament decides where the line between an
individual’s freedom and criminal law should be drawn. The Home OYce Task Force on Child Protection
and the Subgroup on Criminal Law in particular provides an eVective channel for industry, police and other
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stakeholders to share thoughts on such matters with respect to child protection and the criminal law. The
aforementioned proposals to introduce new oVences for Extreme Pornography and computer-generated
images of child abuse are a product of such discussions.

Industry self-regulation can be eVective in some areas, such as the formation of the IWF, which has
succeeded in reducing images of child sexual abuse hosted in the UK to below 1% in 2003, down from 18%
in 1997. The agreed set of best practice principles on content labelling, which was coordinated by the
Broadband Stakeholder Group, is a further example of the Internet industry’s commitment to improving
safety through self-regulation and good practice. We must be mindful, however, that while industry self-
regulation has achieved a great deal, it may not be appropriate in all cases.

Conclusion

ISPA is an active stakeholder in this debate and remains committed to continuing its engagement with
Government about the issues that concern customers and the general public. This is a complex issue that
requires an informed and careful debate. It touches on a range of very sensitive policy areas and fundamental
freedoms on which policy stakeholders and the general public hold strong views.

It is also important to remember the wider context in which we formulate new policy in this area.
Discussions in the UK do not take place in isolation. Many Internet services have a global reach and attract
users from around the world. They can also be based in other countries but have UK citizens as their
customers. This presents practical and legal challenges when designing an appropriate policy response in
the UK context.

As mentioned above, ISPA has facilitated a cross-Whitehall dialogue with BERR in order to foster
joined-up thinking within Government on this issue. ISPA feels this is the right starting point and will set
the tone for a positive and open discussion.

March 2008

Memorandum submitted by BT

Introduction

1. BT is pleased to contribute to this inquiry. This paper is based on our recent submission to the Byron
Review, since the issues raised in that Review are very similar to those being considered by the Committee.

2. The rapid development and take up of new technologies by all parts of society, and by people of all
ages, raises fundamental questions, including some concerning the extent to which people need to be
educated in the ways of protecting themselves in the electronic world we all now inhabit.

3. The inquiry is looking at issues involving legal content, where judgments which can be made about the
potential of material to harm or be characterised as inappropriate are individual, personal and dependent
on context. It is entirely legitimate for people to make and reach diVerent judgments, and within a household
for judgments to vary between adults, and between adults and young people and children. Decisions on
supervision levels and how to reconcile diVerences in views within households are for individuals to make.

4. Such issues and how to deal with them are not specific to new technologies: they are equally issues in
the oV-line, traditional world of paper publications, radio and television broadcasting, video, CD, DVD,
etc. It is important to avoid fundamentally diVerent principles being adopted in relation to “new
technologies”. As with the oV-line, traditional world, care is needed in the nature of interventions by outside
parties (including Government or suppliers of services) to ensure that they are not over-intrusive, do not
provide the means for individuals to abdicate their responsibilities, and do not substitute the judgments of
those intervening for those of consumers.

Background on BT’s Role

— as a provider of networks and services

5. BT is a communications provider. It develops and deals with new technologies. It has a long-standing
commitment to, and involvement in, societal issues related to communications, Corporate Social
Responsibility, education and inclusiveness.

6. In the context of this Review, BT provides:

— fixed Internet services—where its role is primarily as a provider of the means for communications
to take place, but not determining the content going through its systems;

— mobile services—where BT is not a Mobile Network Operator and does not, therefore, control
access to the Internet via mobile networks; and
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— wireless applications—eg Wireless cities, BT Openzone, BT FON—which allow Internet access
from non-fixed locations.

7. As further background to the Review and the industry it aVects, it is important to understand that:

— there are many players involved—hardware/device manufacturers and vendors; software
producers and vendors; content producers and vendors;

— there is usually no-end-to-end usage of just a single network, such as BT’s—instead there are a host
of combinations, largely determined by users’ own choices; and

— consumers use devices to access the Internet—devices that plug into (physically or in a virtual
sense) networks and then control the way the user sees Internet content. The choice of devices is
almost endless, with a range of diVerent capabilities, and in a highly innovative and, therefore,
rapidly changing market.

— as a corporate citizen:

8. BT has taken a leading role in providing opportunities to all through its network and products and
through its work with the educational and voluntary sectors. We believe that information and
communications technology can improve people’s lives and open doors to education, jobs, entertainment
and friendship. However, people need to have access to the Internet and a computer, and then the skills and
confidence to use them if they are to reap the rewards available. We recognise that this can be particularly
diYcult for young people, the elderly and for people with disabilities.

9. We are engaged in many initiatives to help people gain the access and skills they need. For example,
we are supporting EverybodyOnline, a project designed to help disadvantaged communities get online.
EverybodyOnline has a network of public Internet access points around the UK that give local people the
chance to try out new technology and learn how to use computers and the Internet. We have been making
technology accessible to those with disabilities, through our Age and Disability Action unit for many years.
We are the first major UK company to provide a British Sign Language section on our website.

10. The inquiry complements but does not deal with aspects of online safety that are subject to the
criminal law. In relation to the broader picture on online safety, BT continues to engage with various
initiatives reaching across Government, NGOs and industry, and with its own customers, to understand and
play its part in addressing concerns. BT has led the way in trying to deal with online child pornography,
through its Child Abuse Initiative (“Cleanfeed”) project, which deters access to sites identified by the
Internet Watch Foundation as illegal.

The Benefits and Opportunities that New Technologies Offer

11. Others will no doubt provide a wealth of input on the issue of benefits to individuals, families, society
and the economy from the use of new technologies. Even without empirical evidence, it is obvious that new
technology provides new ways of doing things better and faster than before, across a range of social,
education and work-related uses. Amongst many benefits, these provide enriched opportunities for people
to learn and to develop, they oVer ways for geographically separated friends and families to stay in touch,
and they make it easier for people to research, analyse and distribute the fruits of their work.

12. For the future success of the UK economy and, therefore, for society as a whole, it is imperative that
the UK is ready for global competition in the 21st century—which will be between and within knowledge
economies. A knowledge economy requires world-class education, an environment that encourages
entrepreneurialism, and a competitive cost base. The UK has to work at being world-class in all of these—
we cannot presume to automatic leadership in any area, and the competitive challenge is increasingly coming
from Asia.

13. The next generation of global competition will, therefore, have a profound impact upon the
competitiveness of the UK. Tough choices must be made in the fields of education, innovation and
productivity to take advantage of the major economic changes which lie ahead. Broadband networks, fixed
and wireless, are changing the nature of the economy, the way we do business, the way we learn, and the
way we use our leisure time. Increasingly, businesses will outsource activities across the world—this means
skilled, financial and intellectual jobs. The UK needs to develop high-value skilled jobs and people to avoid
the whole value chain being outsourced.

Understanding and Managing Potential Risks from using the Internet

14. Safe usage of the Internet is the subject of many initiatives recognising, in the case of children, that
they are less experienced in the ways of the world and may have a propensity to divulge more information
about themselves to strangers than they ought. This, of course, is an issue much wider than just in the online
environment.
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15. BT provides comprehensive parental control protection to all its narrowband and broadband
customers, as well as anti-virus and firewall products. The parental controls are provided by Yahoo! and
enable parents to block websites considered to be unsuitable, restrict the number of hours and the times of
the day that children access the Internet. The service has a Kids, Teens and Mature Teens setting to enable
parents to protect their children. Each child’s setting can be personalised with more or less protection as
required.

16. These parental controls also protect against Instant Messaging (IM) abuse by blocking IM
altogether, or restricting contact to friends only (approved by the parent), blocking webcams, file transfer,
voice communications, chat rooms and multi way conferencing.

17. Parental controls also protect email usage by blocking use completely, restricting contact to just those
in the approved address book and blocking attachments. The service can also block access to chat and group
services and to community services provided by BT such as BT Yahoo! Answers (where people can post
questions or answers).

18. There is wide choice of parental control software available for computers, allowing content to be
filtered for children. There are new devices appearing that are able to connect to the Internet in the home
(often using WiFi), some of which come with parental controls and some of which do not. More device
manufacturers are likely to include parental controls as standard and we anticipate that software companies
oVering parental controls will expand their product oVerings to cover these new devices as they become
more popular.

19. As part of the BT Total Broadband product the majority of customers are provided with a wireless
(WiFi) router, which allows customers a flexible way of connecting their computer to the Internet rather
than relying on a fixed wired connection. All of the BT routers provided to customers have the security
switched on automatically, which means that the customer has to use a password provided to them to gain
access to the Internet connection. BT Yahoo! Parental controls work on a customer’s computer regardless
of whether a wired or a WiFi connection to the Internet is used.

20. BT also provides customers the opportunity to gain access to the Internet using BT FON and BT
Openzone WiFi hotspots while out and about. Yahoo parental controls will work on the customer’s laptop
if it is used in a WiFi hotspot. To access the Internet the customer also needs their user name and password.

21. Internet security is both a product issue and a consumer concern. Amongst other things,
consumers should:

— understand the risks and safeguards available;

— ensure firewall, anti-virus and anti-spyware software are installed;

— keep these protections up to date;

— keep their computer operating systems up to date;

— protect personal and financial details; and

— set up parental controls where children are computer users, and move the computer to a family
room.

22. To supplement the actions consumers should be taking themselves, ISPs can take additional measures
on their behalf. For example, BT uses a spam detection system called “Spam Buster”, which not only tracks
down “professional” spam emanating from the BT network but also protects individual PCs against being
hijacked to produce more spam.

23. BT is committed to providing the best possible protection for its customers and not only oVers a range
of protection in the network but also a wide range of security features as part of the email, narrowband and
broadband ISP service to UK consumers. See Annex 1 for a description of these, which are in addition to
the child protection measures covered in the paragraphs above.

24. It is sometimes said that the uptake of parental controls is low. It is worth noting that less than one
third of UK households have dependent children, so any take up figures need to reflect that two thirds of
households do not have dependent children (source ONS May 03). Having said this, we estimate that 42%
of our broadband customers that have children aged between 5 and 15 have set up BT Yahoo! parental
controls. In addition to this, some parents are likely to have taken other measures or installed software other
than BT’s.

25. In a recent GFK survey, parents had taken the following steps to protect their children on-line: (base
502 parents with children aged six to 16):

— 83% had installed anti virus software;

— 69% of parents said that their PC is in a public room;

— 58% said that they supervised their children’s Internet usage;

— 37% had implemented password protection;

— 29% had installed parental controls from their ISP;

— 27% are using content control software; and
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— only 1% of customers stated that they had taken no steps.

26. Despite all of this, no set of “technical” protection measures can ever provide complete protection—
the “technical” aspect is just one element of the equation. All vulnerable people and children will require
education, guidance of a responsible adult and an understanding of what to do in threatening situations.

What, if anything, could be changed in order to help people manage the potential or actual risks of going online?

27. It is in the interests of all in this industry to help and educate customers to ensure they and their
families have a safe and enjoyable experience when using the Internet. We are always looking to improve
the control we can give to customers. The Internet and computers are part of our daily lives. Introducing
children safely to the Internet allows them to build confidence and skills from an early age.

28. We believe that any initiative to improve on-line safety needs to cover three main aspects:

— practical issues—like supervision or location of the PC;

— education issues—about bullying, viruses and not giving personal information; and

— technical issues—to filter content and limit usage.

29. All three aspects have to be addressed in combination to make eVective progress and the combination
will need to vary according to the age of the user—supervision will be most important for very young
children, whereas content filtering is likely to be more relevant for older children and adults.

30. We believe that device based controls oVer the best solution to filtering content. An Internet
connection into a home is often used by multiple computers and by multiple family members. Customers
want to be able to oVer diVerent levels of filtering to diVerent family members. With device based controls,
parents can set a level of protection for each child and can modify these over time. Device controls also
protect children when they are mobile if they use a laptop in other locations.

31. A large number of software suppliers specialise in providing software to protect customers and their
children while on the Internet. There are many packages available; education is needed to help customers
use the tools available to them.

32. Many websites provide information for parents and children. For example:

— Getsafeonline.org.uk;

— Parentscentre.gov.uk;

— Kidsmart.org.uk;

— ISP’s own sites;

— Getnetwise.org;

— Besafeonline.org;

— Childnet-int.org; and

— SaferInternet.org.

33. All appear to provide good advice for parents on the various actions they need to take, but they all
take a slightly diVerent approach. What is missing is an overall campaign that pulls all of the initiatives
together.

34. We would support an industry wide agreement to use common, non-jargon language to describe and
communicate the risks and potential mitigation for customers.

35. We believe that all users, particularly parents and children, need to be better educated about the
potential risks arising from using new technologies, so that they can gain the benefits of what is available
to them and minimise the risks involved. We would support a campaign to raise this important issue. To be
eVective it needs to have simple messages for all users, although the major target group might be parents
and children, and should be backed by Government, schools, parents, police, teachers and experts. The same
message should be supported with a website, leaflets, posters etc so that it is consistently seen and
remembered.

36. A combination of Government-backed education, together with continuing self-regulatory initiatives
from industry, seems to us to be the most helpful approach in this area.

Conclusion

37. There is no single solution to the issue of online safety. However, a combination of education and
technical solutions will provide an environment in which a balanced approach to protection is developed.
It is important for all users to maintain a sensible approach to using the technology, recognising the potential
pitfalls and managing them in ways that do not have an adverse impact on the enormous learning and
inspirational capacity of modern technology.



Processed: 24-07-2008 21:34:16 Page Layout: COENEW [O] PPSysB Job: 396136 Unit: PAG1

Culture, Media and Sport Committee: Evidence Ev 105

38. We would be pleased to engage in any industry wide initiatives which might help to get across even
better the messages, information and education we have provided to date. This might include developing
improved general terms to describe and communicate the risks and potential solutions for customers, which
are jargon-free.

39. In broader terms, BT is already playing its part in industry discussion facilitated by the Broadband
Stakeholders Group’s Content Information Group to develop a “Good Practice Framework”. It provides
information which aims to let customers know what we try to do to help them identify the suitability of
material for their households and individuals within it.

February 2008

Annexe 1

PROTECTION FOR BT’S CONSUMER ISP CUSTOMERS

Introduction

1. BT is committed to providing the best possible protection for its customers and to do this BT not only
oVers a range of protection in the network but also a wide range of security features provided as part of the
email, narrowband and broadband ISP service to UK consumers.

Email Protection

2. BT has partnered with Yahoo! to provide industry leading email protection. There are four areas of
email protection that BT provides, and these are all included in the standard price of our service.

Spam

3. Volumes of spam traYc have continued to rise globally and all email customers are at risk of having
their email address abused by spammers. Spammers can use computers to guess email addresses (dictionary
attacks) and can acquire lists from many sources. Once a spammer has your email address then you will
receive large amounts of unwanted emails. To protect BT’s customers, BT uses Yahoo! SpamGuard Plus
service which filters incoming emails as soon as they arrive at our mail servers. If the email is from a known
spammer it is deleted immediately, if the filter thinks it is spam it will deliver it into the customer’s spam
folder (removing any graphical images first) and auto-delete it after 60 days. This is to enable the customer
to check that genuine email has not been sent there by error. The Spam protection also includes the ability
for a user to vote on incoming email as either “This is Spam” or “This is not Spam”. This personalisation
makes the service more eVective than other spam filtering services that have no customer interaction. Often
what the system considers to be spam may not be spam and vice-versa. This personalisation after a short
time ensures that genuine email for each user is detected and spam is blocked.

AddressGuard (Disposable Email Accounts)

4. BT provides each email account with up to 500 disposable email addresses in a service called
AddressGuard. Spam abuse is often caused by consumers leaving their email address at sites that may
misuse this data. AddressGuard solves this problem by providing the user with an email address for each
site they leave their email address. This means that they can protect their true email address to trusted friends
and family but provide a disposable email address to a company on the Internet. BT routes the incoming
email from up to 500 disposable addresses into the customer’s email account. The untrusted source doesn’t
know the customer’s true email address and the customer only has to check their one email account. If one
or more of these emails starts receiving spam the user can delete their disposable email address and their
main email address remains protected.

Phishing

5. Phishing attacks are the next generation of spam and trick customers into thinking that the email they
get is from a trusted source (eg a bank or building society). The customer clicks through to a website that
is made to look like the bank’s and then discloses personal information that can be used to access the
customer bank account and empty the contents. BT email uses MarkMonitor, a leading company in real
time phishing protection, to filter out phishing emails in exactly the same way as we filter out Spam.
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Viruses

6. BT email has Symantec Norton anti-virus protection to ensure that all incoming and outgoing emails
that contain an attachment are scanned for viruses. If viruses can be fixed the email can continue but if the
virus can’t be fixed it is blocked and the originator is warned that they have a virus.

PC Anti-virus and Firewall

7. BT provides Symantec Norton Antivirus and Norton Personal Firewall to all BT Total Broadband
Option 2 and 3 customers as part of their broadband service. This service provides market-leading anti-virus
and firewall protection at no extra cost to the customer and can run on up to 7 PCs in the home.

8. Customers on the entry level broadband service, BT Total Broadband Option 1, and Narrowband
customers can purchase the same protection for £3.50 a month (BT NetProtect)

PC Backup

9. BT provides 1GB of Digital Vault storage to enable anyone in the UK (whether they are a BT customer
or not) to back up their most important content into a secure online digital vault. This service ensures that
even if the PC or laptop at home is stolen or the hard disk fails, the most important data is backed-up. Many
people copy to hard disks or CDs but these can be lost or destroyed in a fire. BT Digital Vault also enables
users to share content with other people and to enable remote access to their data when away from home.

10. In addition to the free service BT also oVers a premium version for £4.99 a month which includes
20GB of storage and an automated backup application for all computers in the home.

Spyware and Adware

11. Spyware and adware are malicious software that can install themselves on your computer, they track
your surfing habits and collect personal data that is then sent back to their creators. They can run behind
the scenes on your computer, and you might not even know that they are there.

12. BT provides Symantec’s Norton SpywareScan protection to all narrowband and broadband
consumer customers included in each product. This service monitors your PC continuously for any spyware
or adware activity and blocks it.

Pop-Up Blocking

13. When surfing the Internet users are often presented with pop-up advertising windows. Not only can
this be annoying but it can be oVensive or might involve phishing (trying to get personal details to then get
access to bank accounts etc). BT provide pop-up ad blocking protection at no extra cost for all narrowband
and broadband customers. The service looks for pop-ups and blocks them before the customer can see them.

Witnesses: Mr Nicholas Lansman, Secretary-General, Internet Service Providers’ Association, Ms Camille
de Stempel, Council Member of ISPA and Director of Policy, AOL, and Mr Mike Galvin, Managing
Director, Global Customer Experience Programme, BT, gave evidence.

Chairman: I welcome to the second part of this
morning’s session Nicholas Lansman, Secretary-
General of the Internet Service Providers’
Association, Camille de Stempel, a council member
of ISPA and also Director of Policy at AOL, and
Mike Galvin, Managing Director of Customer
Experience at BT. Alan Keen will begin.

Q201AlanKeen: Ipresumethatyoufavourquitea lot
of self-regulation on the issue about which we are
speaking today. Where should the dividing line be in
relation to self-regulation?
Mr Lansman: Perhaps I may start by giving a little bit
of backdrop to self-regulation. ISPA has always been
very supportive of self-regulation in certain
circumstances. In the very fast-moving world of the
Internet and all the changes mentioned this morning
in terms of social networking sites—just changes
generally in the Internet and how it has been used—
self-regulation has proven to be an eVective way to

regulate in certain circumstances. A good example of
that is that 11 years ago ISPA was a pioneer in the
UK’s Internet industry in creating a code of practice
that I am proud to say has been adopted in other
countries in the world. Those codes of practice have
been useful to an extent. One part of the code was for
the industry to set up the Internet Watch Foundation
inthefirstplace. I thinkeveryonewillagree todaythat
that has been a tremendous success. However, self-
regulation can go only so far. We have seen examples
today where regulation is needed sometimes. It is
needed, for example, with computer-generated
images to give clarity in that field. We have talked
about extreme pornography. It is possibly needed
there as well. However, care must be taken that this
regulation oVers what is required to the police to give
clarity and the regulation must be implementable; in
other words, it must do the job and be enforceable
and useful. Care must be taken that when new laws
are needed they come about in the appropriate way. I
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know that ISPA and my colleagues here have been
very much involved with various Government
departments when new legislation has been put
forward to make sure it can be put into practice
properly.
Mr Galvin: I do not think you would have seen the
pace of our co-operation with legislation because
inevitably it goes more slowly. Self-regulation has
accelerated to the point where you get a much better
view of what is possible in the industry; in particular,
you develop a set of best practice. You heard Jim
Gamble talk about best practice earlier. I think that
self-regulation can take you to that point. The
important issue for legislation is clarity of what is
right and what is wrong because ultimately all self-
regulation looks back over its shoulder to the law to
say what is right and what is wrong. That is where
there is a role for legislation.

Q202 Alan Keen: You mentioned the Internet Watch
Foundation which provides a list of banned websites.
It ledus tobelieve that100ISPsdonot takeanynotice
of that. Why? Does that not damage self-regulation?
Mr Lansman: You are talking about the blocking of
certain URLs by the Internet Watch Foundation. Of
the large consumer-facing ISPs in the UK I am not
aware of any that do not take the list provided by the
Internet Watch Foundation. The source of that list is
trusted and the ISPs receive it twice a day. Mr Galvin
can probably go into this in a bit more detail in a
moment. There are ISPs that provide purely business
services and would argue that their audience is so
diVerent that they provide their own mechanisms to
protect their staV. These are early days in terms of the
concept of blocking. It seems to be working very
eVectively. There is encouragement on the part of
ISPA to make sure that as many ISPs as possible take
the list. I believe that work is taking place with ISPA
and the Home OYce to encourage ISPs to develop
mechanisms to do so.

Q203 Alan Keen: Everything moves so fast in modern
technology and the habits of individuals who use it. I
well understand that self-regulation can move
quicker than anything else, but where do we need
more regulation? In this fast-moving world what do
you understand to be the areas where regulation
needs to be imposed from above?
Mr Galvin: Let us take the example of the IWF list
that we have just talked about. That list is founded on
the Protection of Children Act which has, unusually
for UK law, an exceptionally clear definition of what
is and what is not legal in terms of child abuse images
and makes actual possession of such images illegal.
There are very few other such things in our law that
are treated so severely as possession. In those
circumstances it is possible for the Internet Watch
Foundation to develop a list of what in their
opinion—after all, they are only an industry body—
would constitute illegal images and it is possible for
them to distribute that list and for ISPs to blacklist
those siteson thebasisof the IWFlist. If youthen step
back fromchild abuse images it is very diYcult to find
other parallels where there is so much clarity about
what is and what is not legal. I cannot think of any

now. Itwouldbe somucheasier toproducea list if the
law was clear in diVerent areas. There is a role for the
law to make much clearer what is and what is not
acceptable. If you turn to almost any other area and
lookatother laws there isalwaysanelementofdoubt.
Setting up a site with these images and downloading
them may be legal but what you do with them after
they are downloaded may be illegal. Therefore, the
lawlacksclarity.There isa role for lawandregulation
to provide a much greater degree of clarity in the
online world to enable people to act on what is right
and what is wrong.
MrLansman:Possiblyapicturehasbeenpainted that
somehow the Internet industry does not want
regulation, but in certain circumstances the opposite
is true. The need for clarity is quite important for the
Internet serviceprovider industry.Oneexample is the
ability to push back on “judge and jury”, that is, the
concept that the ISP has to interpret the law where it
is not clear or there could be grey area. That has been
a frustration for the Internet industry for quite some
time. Sometimes regulation can clarify the position
and make the job of ISPs much easier to enforce their
own terms, conditions and rules.

Q204 Alan Keen: Is there a role for Ofcom? Should
Ofcom be involved or should a new body be set up to
help to co-ordinate it? What do you see as the next
steps to be taken?
Mr Lansman: Ofcom is the body that looks right
across communications broadcasting and indeed is
the regulator. It depends on the aspects of the area in
which you want Ofcom to become involved.
Obviously, they would be in a better position to oVer
that advice. I think the issue is that if you are talking
ofdefiningcontent,whether extremepornographyor
other areas—computer-generated images—should
come within the law, it is really for Parliament to give
a steer on that. There are quite a few bodies and
groupings where the industry takes part with
government, law enforcement, charities and Ofcom
to discuss these issues on a regular basis, but
ultimately Parliament should make the judgment call
on whether or not new legislation is required, and
opportunities like this to give our views are very
helpful and will it is hoped provide information to
parliamentarians to make those decisions in future.
Mr Galvin: Currently, Ofcom does not believe that it
regulates the Internet. If Ofcom or any other body
were to be established to regulate the Internet you
would have to give them terms of reference; you
would have to say what their powers were and clearly
indicate what was expected of them and what level of
performancewouldberequired fromsuchafunction.
Talking forourcustomerbase—theInternet industry
and UK general public at large—I do not believe
there is yet a consensus on what that level of
regulation or intervention would be. That is
something which Parliament would have to decide
and agree upon.

Q205 Alan Keen: You heard Mr Gamble hesitate to
name names when Nigel Evans asked him about this
a few minutes ago. If you were forced this morning to
give us an opinion—we want your views before we
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putourReport together,whichwehopewill influence
them—what would you like us to put in the Report
about the extent of self-regulation as against maybe
even a new body to enforce it upon those with whom
he is beginning to lose patience?
Mr Galvin: This is a fast-moving technological area.
For example, Facebook was mentioned today. Even
one year ago no one had even heard of Facebook. BT
hasbeenoperatinganInternet servicesince1996, that
is, only for 12 years. It is a relatively recent
innovation. I believe that self-regulation has a very
important role to play to ensure we can keep pace
with technological changes and keep on changing
best practice as new services and new threats in terms
of child protection, general crime and best practice
threats on the Internet come along. Legislation has a
role in defining what the minimum standard is, if you
like, and enshrining best practice when there is
suYcient consensus around what is technically
possible and what is acceptable to the UK public at
large and Parliament, and legislation then has an
important role in setting the gold standard. If you
look at self-regulation in any aspect of industry
worldwide you will always find people at the front
pushing for it and saying more can be done and there
will be laggards at the back who have not yet caught
up. Therefore, the minimum standard will be set by
legislation.
Mr Lansman: In terms of what should be in your
Report,MrGalvinhas espoused thebalancebetween
self-regulation and perhaps the need for new
regulation. What Jim Gamble was calling for, quite
rightly, was more resource and structure so that he
andcolleagues in lawenforcement coulddo the jobof
policing, which is entirely correct. I think the Internet
industry has always been reluctant to take on the role
of policing ISPs. Companies that oVer services such
as websites and social networking are not the police
but commercial bodies which are there to provide a
service and do their best to co-operate with law
enforcement, government, Parliament and so forth,
but ISPA would certainly echo the need for more
resources tobeable topoliceproperlyandaccept that
some of the crimes in the oZine world apply in the
online world, and vice versa. That is entirely right. I
believe that the co-operation the industry has oVered
law enforcement and government has been positive.
Maybe thereareoneor twocompanies thathavebeen
less than helpful. ISPA’s membership comprises just
over 200 members who represent about 95% of the
whole industry. If between5%and1%arenotplaying
ball but the others are doing between a mediocre and
very good job that is not such a bad position in which
to be.
Ms de Stempel: I would like to highlight some of the
work that has been done. For example, through the
Home OYce task force we have developed some
guidelines around social networking. The
conversation was the most interesting bit of this
debate because we could get practice out of all our
competitors and then integrate them into our
products and make sure they delivered what we were
aiming to do. Some part of the approach we have
taken allows flexibility to suit diVerent ISPs, content

providers and social networking. The aim is to
protect a child but then we might have diVerent ways
to go about it.

Q206 Mr Evans: I am Chairman of the All-Party
Identity Fraud Group. Somebody from KPMG
came to see me last year and told me about the deep
web that operates at a diVerent level. Those who need
to know where it is can get access to it and they trade
credit card details, dates of birth and passwords on it.
How it operates is quite amazing. Are you aware of
this? Can anything be done to block people getting
onto the deep web to do this?
Mr Galvin: There is no specific network such as deep
web. One has an informal group that uses a variety of
tools includingopenaccess to the Internetbutbacked
up by sites—things like cryptography using proxies
to try to disguise identities, et cetera—to swap
information illegally. You see this in a number of
crime areas. Financial fraud is the main one, but you
also find the paedophile community taking extreme
counter-surveillance activities to avoid the detection
when they do this. They use facilities in diVerent
countries, hidden identities and so on. There is
widespread use of cryptography. These are not
networks in the sense of connected wires but people
who have common applications and processes to
share this data illegally.

Q207 MrEvans: Are youable to do anything to block
them? I guess you have to find them first.
Mr Galvin: The industry can and does co-operate
very closely with law enforcement authorities to
provide technical information for the detection of
this activity. As an industry we are not part of the
police; we do not go out and look for illegal activity
and check what our customers are doing. We act as a
support for the police force in that role and provide
them with technical facilities for the detection of that
activity. Quite often the types of activities you
describe might also cross several international
borders. You find that you are co-operating with
yourownlocal lawenforcementauthoritieswhichare
also co-operating with counterparts abroad which in
turn are co-operating with industry partners in those
countries.

Q208Mr Evans:Would itbeunfair ofme to summate
what we heard earlier today and in the past in our
inquiry that in some cases ISPs will not take action to
blockaccess tositesbecausebasically theysaytheydo
not adjudicate on the law? If it is illegal they will take
action; if not they will do so and pass the buck to
Parliament. But if they were to take action on their
own they would be afraid of the commercial
advantages that would be won by other ISPs who did
not take any action?
Mr Galvin: I have heard of instances of ISPs outside
the UK refusing to take down sites because they are
not illegal. There are many examples of that. For
example, you might go to a site that is freely trading
MP3 material and the ISP refuses to take it down
because it says that what is being done is not illegal.
Within the UK that is much more unusual. I cannot
think of a single example where an ISP has refused to
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take down a site once it has been requested to do so.
Quite often these requests come via the IWF or the
local police force. In some cases we have taken down
sites when individuals have requested us to do so
because it contains what they regard as personal
information. I cannot think of a recent example over
thepast fewyearswhere thathashappenedin theUK.
Mr Lansman: Obviously, there is a regulatory
backdrop to notice and take down which is the
European E-Commerce Directive which is
transposed intoUKlaw.Formanyyears thatprocess
hasnot beenclearlydefined in UKlaw; it does not say
whocangivenotice.Havingsaidthat,over thepast10
years almost it has proved to be quite a robust system
in the UK in the sense that ISPs that host material do
takedowncontentsorothersites.ThediYculty is that
a lot of the sites about which you are probably most
concerned are not hosted in the UK, so one problem
is the diVerence in concept in terms of going through
the law enforcement of other countries and getting to
the ISPs in those countries. The issue is also about
making decisions on what is harmful. We have talked
about imagesofchildabusewheretheposition isclear
in law. There are other areas where the position is less
clear; and there are areas of harm at which I believe
the whole of this evidence session is looking.
Obviously, the diYculty is deciding whether it is
harmful and to whom. Is it harmful to a six-year-old
child, a 16-year-old child or an adult? In addition,
quite importantly youhave extended the scopeof this
evidence session beyond content itself to things like
phising, spam and other areas of abuse. I think that is
an area in which ISPs have been very robust over the
past several years. They have been looking at new
issues such as phishing and tackling those issues. An
earlier examplewas financial fraud.That isdealt with
in co-operation with law enforcement, government,
ISPs and the banking sector and it will be an ongoing
battle. We have to accept that many of the issues we
raise today are not ones that can be quickly solved. It
will be a permanent battle based on co-operation by
the Internet industry itself but lots of other sectors of
society including consumers themselves to address
these issuesas theseandnewproblemsemergethatwe
cannot even think of today.

Q209 Mr Evans: Do you believe that things like Net
Nanny and other security software are eVective? One
hears of examples where sometimes simply because
normalsitescontaincertainwording—perhaps it is to
do with breast cancer—they are blocked because of
one word. How eVective is security software in
protecting people?
Ms de Stempel: They are very eVective but they are
built around artificial intelligence and so, like
anything, they need to learn that “Père Noël” in
French is “Father Christmas” in English. It might be
blockedbecause the software doesnot knowabout it.
That is why all the powerful controls that we oVer to
ISPA members have a mechanism whereby people
can feed back on under-blocking and over-blocking.
Something is changing; an address has been sold to
some other sitewhich was good before andnow is not
good.All thatrequiresparticipationbyusers.Butone
of the things we have found with parental controls is

that theyare very robustbut areunder-utilised. Some
of it we oVer for free; some are oVered for a very small
charge. We advertise it; we make it a unique selling
point. Although we market it there is still under-
utilisation. We work very closely with Tanya Byron
but also with many of the industry initiatives to see
how better to educate parents as to the usefulness of
parental controls, making sure it is about tailoring an
online experience rather than prohibiting things.
How can you get to good sites in a timely manner? If
you search for “bomb” you get things about history
rather than information about how to make a bomb.

Q210 Helen Southworth: Perhaps I may ask BT how
much of its annual budget is spent on online child
protection.
Mr Galvin: I donot have the answer to that oV the top
of my head. There is a considerable investment in
online child protection with the facilities we provide
within the browser.

Q211 Helen Southworth: If it is considerable what is
the approximate figure?
MrGalvin:Youareaskingmetomakeaquickmental
calculation.Onewouldbe talkingof something in the
region of six figures. It would include systems like
Clean Feed.

Q212 Helen Southworth: What would be the six-
figure amount?
Mr Galvin: It is about £1 million, possibly more. You
would have to take into account the fact that where
we have logos on the home pages, for example, it
displaces advertising revenue. It depends on whether
or not you take into account that type of cost.

Q213 Helen Southworth: I am focusing on your
research and the people who are working directly on
the issue of child online protection?
Mr Galvin: We have an abuse desk which deals with
issues that come from our customers.

Q214 Helen Southworth: How is that staVed?
Mr Galvin: It has permanent BT staV and is based in
the UK. The staV vary but typically it would be in the
range of 12–15 people.

Q215 Helen Southworth: Is that seven days a week 24
hours a day?
Mr Galvin: It is online and on mail and it is an oYce
hours service.Wealsohave frontline staVprovidinga
service 24 hours a day seven days a week who are
trained help desk people, if they are not trained abuse
deskpeople.Theywoulddealwith issues that came to
them and would take that to the abuse desk.

Q216 Helen Southworth: It would be very helpful if
you could let us have the annual budget for specific
work on online child protection. What is the position
with AOL?
Ms de Stempel: We do not have a figure because it is
integrated in anyof our products. Whenwe develop a
product we look at lots of diVerent functionalities
including child protection. For example, we have a
reporting mechanism for all our products.
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Q217 Helen Southworth: But you do not allocate
anything specifically for child online protection; you
do not have anything ring-fenced for that specific
purpose?
Ms de Stempel: For example, the equivalent to BT’s
Clean Feed would be part of the cost. We have law
enforcement support which would be another part
of the cost, but they do other things as well. If we
apportion a particular cost to AOL staV, some of
their work would concentrate on child protection
and some on consumer protection.

Q218 Helen Southworth: I am thinking in terms of
what gets measured gets done.
Ms de Stempel: It gets done because it is in the DNA
of what we do.

Q219 Helen Southworth: But you cannot quantify it
at all?
Ms de Stempel: No. I can ask but we look at this
issue globally. For example, like other ISPs we
contribute to the IWF and that would be one of
the costs.

Q220 Helen Southworth: Does ISPA have a specific
budget for child online protection?
Mr Lansman: We do. It is perhaps unfair to judge
big corporate companies for failing to split up
budget lines into the minutiae of detail. However, I
do take your point which is very important.

Q221 Helen Southworth: I do not think child
protection online is “minutiae of detail”.
Mr Lansman: The big corporates will have multi-
billion pound budgets. I think that splitting up——

Q222 Helen Southworth: I do not know whether
their customers would think the same.
Mr Lansman: I volunteer to go back to the
membership and suggest that we try to provide the
Committee with some information on that. I can see
where you are coming from. As to ISPA itself, it is a
not for profit trade association and every year it
allocates £20,000 out of a sum of between £200,000
and £300,000 which is the turnover from
membership fees in the main, so somewhere between
10% of the revenue of ISPA goes to the Internet
Watch Foundation as a fee. In addition, a great deal
of the time of ISPA staV and members is spent on
secondment to various charities, CEOP and work
with the Home OYce. The problem is one of trying
to allocate an enormous amount of time and
resource from people whose jobs are to deal with lots
of things where child abuse images and child
protection are just one of the issues. It is more a
problem of unpicking the financials than a lack of
willingness to do it.

Q223 Helen Southworth: I want to ask about notice
and take down policies for potentially illegal
content. Once something has been reported as
potentially illegal how long does it take before it is
removed?

Ms de Stempel: It is a matter of 24 hours. We have
a system similar to that of CEOP and an escalation
process, for example, for child abuse images if it is
flagged as such. Unless people flag us as to exactly
what it is, all abuse might end up in the same box, but
that would be removed from our service, so it will no
longer be available to anyone else who has not
opened an email where it is attached and law
enforcement then picks it up for us.
Mr Galvin: It is done in 24 hours. Often to speed up
the process when something is reported to us rather
than have a debate about whether or not it is illegal
it is a lot quicker to say that under our taste and
decency policy we have the power to remove it
immediately and not get into a debate about the
legalities of it. Quite a lot of the notice and take
down occurs under our taste and decency policy
rather than a debate about whether or not it is illegal.

Q224 Helen Southworth: Is 24 hours an industry
standard?
Mr Lansman: The law defines the notice and take
down procedure as “it should be removed
expeditiously”, so there is no clarity on what the time
should be. But on issues such as child abuse images
for the industry the answer is “as quickly as
possible”. We have referred to 24 hours. I think there
are other types of content where there must be a
greater reflection, but I think that for child abuse
images it is done as quickly as possible and 24 hours
is an industry standard.

Q225 Helen Southworth: Are you confident that it
is met?
Mr Lansman: It is best practice.

Q226 Helen Southworth: You just added “best
practice” as I asked whether you were confident it
was met. There are issues as to whether something is
best practice or it is the standard.
Mr Lansman: I am confident that the Internet Watch
Foundation which obviously will deliver the notices
has never reported anything other than speedy co-
operation with industry.

Q227 Helen Southworth: What about users
reporting content that they find distasteful but is not
necessarily illegal?
Ms de Stempel: We have very stringent conditions of
service attached. Each member of ISPA has its own
standards of service, so if it breaches any of our
terms of service it will be taken down expeditiously
as well.

Q228 Helen Southworth: For example, bullying or
pro-suicide sites?
Ms de Stempel: Absolutely. If it is hosted on our
service and is against our policy it will be taken
down.
Mr Galvin: Absolutely. I think the importance of a
taste and decency clause in the terms and conditions
is that it gives you much more freedom of choice
about what sites you host. We and all the reputable
ISPs have a very low bar for what we consider to
cross the taste and decency line. A pro-suicide site
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would make it over the bar by miles. We are now
taking down things that would cause oVence, for
example the publication of people’s personal details.
Basically, the taste and decency policy is defined as
anything that causes distress to our customers.
Mr Lansman: ISPA’s position has been to help quite
a lot of the smaller ISPs which have acceptable use
policies (AUPs). This has developed a best practice
template for an AUP. Obviously, the issue about
“harmful” is one that is open to interpretation. To
whom is it harmful? I think it is right that diVerent
ISPs through their acceptable use policies can take
slightly diVerent views on what is acceptable or not
to their service. There are ISPs that provide access to
the Internet and take a much stricter family view
where their communities are more geared to families
and there are other ISPs which will take a slightly
more open-minded adult view, accepting that
customers might be in a diVerent community. I think
that is right because it is diYcult to get the balance
right between what is someone’s harm and another’s
freedom to look at.
Ms de Stempel: Within those constraints we might
have even greater granularity as to some of the
things that are allowed in kids’ chat rooms or in a
football chat room after 11.30 when pubs are closed.
The language we would allow in football chat rooms
after pub closing is very much more permissive than
in a child’s chat room. For example, if you say a bad
word beginning with “f” in a kid’s chat room you
will get a warning about that language. If you use the
same word after 11.30 at night in a football chat
room it may be seen as banter rather than a bad
word.

Q229 Helen Southworth: How would you handle the
fact that irrespective of what time it is put on it can
be accessed at any point at a later date?
Ms de Stempel: Because we have reporting
mechanisms. If somebody reports me for saying a
bad word it will have a stamp as to where I was
exactly on AOL’s or any other service and at what
time.

Q230 Helen Southworth: But the fact is that you have
a football chat room which you say takes place after
the pub is closed and is put on a site at a specific time.
Ms de Stempel: Yes.

Q231 Helen Southworth: You do not have a
watershed like television. If television puts out
something after nine o’clock there is a watershed but
if it wants to repeats it next morning at nine or 10
o’clock it cannot put it out again, whereas yours will
remain on the site; you cannot hold the watershed.
Ms de Stempel: No. A chat room has gone as soon
as the page has gone, so it will not remain on the site.

Q232 Helen Southworth: You work on the
assumption that by the time other people add to it
the site will have disappeared?
Mr Galvin: Yes; it lasts for only a few minutes and
has temporary content.

Mr Lansman: You are alluding to the diYculty that
the Internet is a global environment and someone’s
watershed in the UK is not someone’s watershed in
America. That is an issue because of global time
diVerences and the fact that the Internet is available
everywhere at all times.
Mr Galvin: What is regarded in this country as bad
language may not be so regarded elsewhere.

Q233 Chairman: Are your chat rooms moderated?
Ms de Stempel: For children, absolutely.

Q234 Chairman: Not the football chat room?
Ms de Stempel: You can call in someone to help you
if something is happening in the football chat room.

Q235 Chairman: I can set up a chat room now. There
are lots of sites that allow individuals to set up chat
rooms that cannot possibly be moderated?
Ms de Stempel: No.

Q236 Chairman: You are operating a walled garden
but outside of that it is a free for all?
Ms de Stempel: It is not a free for all; it is about the
people who are in the chat room. That is why we
build those reporting mechanisms. We have diVerent
approaches to the reporting mechanisms to which
Mr Galvin referred. DiVerent ISPs or content
providers have diVerent approaches to the concept
of exactly where it leads but everyone has a reporting
mechanism. The important thing is to be able to
report an activity on one’s service so the service
provider can take appropriate action.

Q237 Chairman: But if I go onto one of the websites
which allows the creation of chat rooms—one is
called Chatsy—it has no system whereby I can
report abuse.
Mr Lansman: You are right in pointing out the
diVerence between an Internet service provider and a
chat room which may be a website set up by anyone,
including yourself. Where an ISP such as AOL
provides a chat room service for children and so
forth it can monitor and moderate it and make sure
it is safe for its community. If it is set up by anyone
or another organisation it has to be treated as a
website and if necessary end users can filter so as not
to go into that website.

Q238 Chairman: If you were moderating a children’s
chat room and you became suspicious that
somebody who came into it was pretending to be a
child would you report it to the police?
Ms de Stempel: Absolutely.

Q239 Chairman: Therefore, you are proactive in
seeking out abuse?
Ms de Stempel: We are not seeking it out, but if
someone is seen to be behaving inappropriately we
will report it. Not long ago we reported a message on
the message board which was not illegal or against
our terms of service; it just smelt inappropriate. We
reported for advice as to what we should do. We take
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it down just in case but then we report it for advice.
We have to build on our experience as commercial
people.

Q240 Chairman: But would you report to the police
the identity of the person who posted it?
Ms de Stempel: We report all the information they
would need to serve us with a RIPA notice.

Q241 Chairman: Every PC has an identification
number which will allow it to be identified. Would
you supply that?
Ms de Stempel: Any connection has an IP address
which can come back to a subscriber.

Q242 Chairman: You would supply the information
that would allow the police to identify that
subscriber?
Ms de Stempel: Yes.
Mr Lansman: On service of the appropriate legal
notice.
Mr Galvin: You will get back to the Internet
connection, so it does not tell you who the person on
the PC is; it will just give the location of the
particular connection.

Q243 Chairman: It would be the account holder?
Mr Galvin: It depends on the individual ISP but in
most cases, yes.

Q244 Chairman: But it is your policy which is
industry-wide to reveal the identities or account
holders of the IP addresses only when served with a
legal order?
Ms de Stempel: Yes. We have a very good, robust
and swift process. We have single points of contact
in all the forces. They have a system of priorities as
to whether something is a risk and we give the
information straight away, or it can wait. The police
then decide where they need their investigation to
go.
Mr Galvin: It protects the individual and is also a
system that works very well. We have an agreement
about how long we keep the information post any
particular session. You need to know the date and
time as well as the IP address to be able to identify
the individual. IP addresses change as people
connect and disconnect from the network. We have
a very robust agreement with law enforcement
authorities. When they want information quickly we
have a process for that and also a process for pulling
out archival information. It is now quite a well run
process.

Q245 Chairman: Short of a legal order from the
police, if you saw somebody behaving
inappropriately against such terms and conditions
would you terminate that account?
Ms de Stempel: If it is against our terms of service,
yes.

Q246 Chairman: The making of inappropriate
suggestions in a chat room would be against the
terms of service?

Ms de Stempel: Absolutely.

Q247 Mr Evans: How many accounts did you
terminate last year?
Ms de Stempel: OVhand, I do not know.
Mr Lansman: The punishment must fit the crime. I
think it is appropriate that ISPs have a variety of
policies to deal with their own users and customers.
I know that some of them and AOL will give
warnings and wait for behaviour to be modified
before taking the ultimate sanction.

Q248 Chairman: The approach would be two or
three strikes and you are out?
Mr Galvin: It depends on what they have done. For
example, if you are hosting a suicide website that is
not two or three strikes and out; that is just out. If
someone was using bad language or perhaps sending
diYcult emails, which would be a type of abuse
query we would receive, we might warn them and if
they did not stop they might be out.

Q249 Chairman: Both of your two companies were
commended by Mr Gamble as examples of very
good practice, but we are concerned with the ones
who are not very good examples. Therefore, your
approach of monitoring and giving notice of
inappropriate behaviour or co-operating with the
police does not appear to be a universal practice. Do
you believe that you are being let down by some of
your competitors?
Ms de Stempel: I do not have the feeling that other
people are not co-operating. In the UK there is a real
willingness on the part of the industry to become
involved in all the diVerent initiatives of the Home
OYce and cyber bullying task forces and the Internet
Crime Forum. I do not think we see colleagues from
other companies not participating in that and
contributing very much to the debate.

Q250 Chairman: Were you surprised by Mr
Gamble’s remarks?
Ms de Stempel: Some of the reporting mechanisms
that Mr Gamble advocates are perhaps not the way
other people decide to proceed. However, they have
reporting mechanisms and I know they have been
engaged with CEOP and their colleagues to try to
develop a solution that suits both parties.
Mr Lansman: Unless I misheard Mr Gamble, he was
heaping praise on the industry but referred to one or
two organisations with which he was having words.
I trust Mr Gamble to be able himself to have those
robust conversations with the companies to which
he refers. He mentioned only one or two and heaped
praise on a large part of the industry which is not
only generous of him but also entirely correct.

Q251 Chairman: I accept that, but the problem is
that it takes only one or two. If people wish to abuse
this industry all they need to do is find the one ISP
that will not insist on appropriate content or go out
of its way to co-operate with the regulatory
authorities and then they have the access they need.
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Mr Lansman: Like any other sector, the Internet can
have one or two apples possibly spoiling in the
barrel, but I do not think we should ignore all the
good work by the rest of the industry. It is a long list.
For many years ISPA and its individual members
have been involved not just with the IWF but other
organisations and task forces; they have co-operated
with government departments, law enforcement and
Parliament on a long-term basis, and long may it
continue.

Q252 Chairman: Is it your general attitude that
whilst there are various activities which rightly give
rise to public concern the industry is on top of it, the
self-regulatory structure is working, protections are
in place and not a lot more needs to be done?
Mr Lansman: I think the industry in the UK is
leading the way. It would be complacent to think
that the job is done; it is not. This type of thing will
be an ongoing battle. As new services that we cannot
even imagine today come onto the Internet the
industry will be required to co-operate again with
law enforcement, government, children’s charities
and other organisations to make sure it stays on top
of things. There are some very good examples of
what the industry is doing, but it is a question of
continuing engagement with all parts of society,
realising that the good parts of the Internet are there
and are wonderful in terms of education and
entertainment but also recognising that there are
some bad parts. It is incumbent on industry as a
whole and individual members to make sure we
address the bad parts whilst we keep pushing the
wonderful rewards oVered by the Internet.
Mr Galvin: Even the best managed ISPs—AOL and
BT are good examples—have not eliminated all the
risks; indeed, by technical means we probably never
will be able to do that. One requires more arrows in
one’s quiver than technical means to do this. There
remain significantly higher levels of risk with activity
outside the UK. That is a problem of reach not only
for ISPs but also UK law. If you look at the statistics
from the Internet Watch Foundation about child
abuse material hosted in the UK it is almost but not
quite down to zero compared with very significant
levels of such content hosted abroad. Self-regulation
has given you a shining example of best practice in
the best ISPs. The challenge for the rest of the
industry is to get everyone up to that level. Industry
as well as government and people like Mr Gamble
and CEOP have a role in advocating that. It must be
a concerted eVort. The Home OYce task force has
proved to be a vital piece of glue to bring together the
industry here as well. We all have a duty to bring the
industry up to best practice. I do not think we would
be where we are today without a few ISPs leading the
way and developing best practice techniques and
what we have in the UK. I echo what Mr Lansman
said. We cannot be complacent; the threat is
constantly changing and we are getting new people
on the Internet now at a rate of knots. The customer
base continues to grow. As a generalisation, new
customers who arrive are probably less computer
and threat-aware of what is on the Internet than

customers who have already accessed it. The nature
of the environment, customers and technical threats
changes constantly.

Q253 Chairman: But you see no need for statutory
regulation?
Mr Galvin: I would not say that. I go back to my
earlier comments. Statutory regulation provides the
minimum standard and it is the role of Parliament
and government to define what is right and the
height of the bar. It is diYcult. Imagine a slope at the
very top of which is the almost universal consensus
that child abuse material is wrong; the public
absolutely buy into that. Think about the position of
BT in 2004 when it introduced the Clean Feed
system. We are a commercial company with
shareholders. We took the decision to censor this
material on the Internet. That is not a role that one
normally associates with a commercial company. It
was only because it was universally abhorrent to our
customers who went along with it, with superb
support from Paul Goggins and the Government,
that it was successful. Part of it was the position of
child abuse material under the Protection of
Children Act. You then have to decide where
Government and Parliament want to draw the line.
There is a descending curve at the top of which is
child abuse material and perhaps ordinary
pornography at the bottom. The suicide websites
would be in there as well. Where do we draw the line
between harmful, unpleasant and illegal content?
When do we say that there cannot be access because
it is illegal, that there can be access to the material
but with certain protection or that there can be free
access to the material? Who draws that line? I believe
that is a role for Parliament and government.

Q254 Janet Anderson: This issue spreads across a
number of government departments: the Home
OYce and the Departments for Children, Schools
and Families, Health and Culture, Media and Sport.
Do you think it would help to get a clearer message
from government if we had a minister with specific
responsibility for child protection?
Mr Galvin: I think it would help to get a much clearer
position on child protection, but potentially there is
more harmful content on the Internet than child
abuse. I am not demoting child protection, but if you
look at other content, for example some of the
material that comes out of Iraq, you also have to
decide how you treat that. It would be a useful
unifying link for child protection but perhaps we
would miss some of the other key areas on the
Internet.

Q255 Helen Southworth: I want to ask about two
aspects of education. One is the work that you do in
terms of educating people who are your direct
customers—we saw an interesting example earlier of
that direct connection with customers—but also the
work that you do on a wider basis in view of the
earlier comments about some children who do not
have anybody there to fight their corner. You have
taken considerable steps in the education of your
customers but how will you drive it forward?
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Mr Galvin: This is a never-ending task with many
facets where you can never do enough. It is a matter
of educating customers about how to get the most
out of the Internet which is a tremendously powerful
tool, how to find their way about and find the
material they want, where they can participate in
things and how to give them basic control of the
navigation of it. We have in our minds the model
that most parents do not know how to use the
Internet and their children have to set it up for them.
As a generalisation that is not particularly true of the
customers with whom I deal. You cannot predict
who in a household will run the computer system,
the level of computer education in that household
and what access to training facilities a person will
have in any particular household. You have to cater
for all possibilities. It is about providing basic
information about navigation and threats. At one
end of the scale it may be child protection and at the
other end it may be dealing with spam mail and
fraud, and phishing would be somewhere in the
middle. It is also a matter of providing online
information which is proactive and regularly
updated which customers can use as a reference tool,
and also at the point where you set up the service you
provide information which introduces customers to
the facility so they can use it themselves. You then
have to back it up with a comprehensive help
arrangement. We provide telephone and online help
and both are extensively used. If you look at our help
desk operation much of it deals with faults but it also
helps customers to configure their own systems and
deal with queries. For more serious cases we back it
up with an abuse desk which deals with customers
who are concerned about their experience of the
Internet. We provide buttons that allow customers
to report to CEOP, for example, but remember that
child protection is only one aspect that might worry
a customer online. In some cases a customer might
have a significant problem for which he cannot use
the child protection reporting mechanism. Let us say
the customer is receiving anonymous emails or
something like that. We provide an abuse desk to
deal with cases like that.
Ms de Stempel: I believe that all ISPs regularly
promote those education initiatives, but also help to
promote some of the government initiatives on
which we have worked. For example, a lot of ISPs
have supported the anti-bullying guidance that
emerged from the DCSF campaign. It was
instructive and very well done. Therefore, we can
give that information which also comes from a
source that is not commercially involved. Sometimes
we believe that if we say it it may not have the same
weight as the DCSF talking about certain
behaviour. It is also about catching some of the
behaviour of kids in a chat room. They may send
their mobile number. We immediately send them a
mail about security. The moderator will send an
email saying it is inappropriate or dangerous to do
this. It is not a warning; it is about safety. For

example, Bebo has a fantastic thing about putting on
a profile the IP address. It says, “This is your IP
address. Learn more.” It says that you are not
anonymous on the Internet, so it gives information
and education about safety and behaviour.
Mr Lansman: You asked about existing customers. I
believe my colleagues have given information about
how all of them, from Tiscali to Sky to Orange, give
information to customers online and it is updated.
You have to have in mind two things. First, access
to the Internet is now not just traditionally through
a PC; it is also through mobiles. I know you have
heard from colleagues in the mobile industry. Many
of those members are also members of ISPA because
they realise that access to the Internet is through
mobile devices; indeed, many children get their
Internet connection only through mobile devices.
Second, you mentioned existing and new customers.
It is important for the Internet industry to realise
that in some contexts information must be in hard
copy that parents can read because they do not get
onto the Internet to get the downloaded
information. Many ISPs send information in
booklets and hard copy that can be read by parents
and children. Equally, ISPs go into schools and
provide presentations to children, many of whom
are not yet online. They are probably online in
school but not necessarily at home. All of these are
extremely important issues and I am confident that
the industry is looking at them. The end point for the
ISP industry as a commercial imperative is to have
more and more people on the Internet, so it is in its
interest to make sure that the Internet is
understandable, safe and provides a rewarding
experience for new customers as well.

Q256 Helen Southworth: Has the industry looked at
making a specific budget allocation for educational
initiatives to roll out some of those things?
Mr Lansman: My colleagues can give more
information on this, but I suspect that in general
terms it is just part of the good practice of marketing.
You could argue that information and education are
part of quite a large marketing budget to get people
onto the Internet in the first place.

Q257 Helen Southworth: I was looking at it
specifically in terms of protection from harm.
Ms de Stempel: It depends. For example, if there was
a lot of concern about bullying on mobile phones,
which was something we did not expect, we would
find some budget to support that campaign by
advertising on our service which is costly. We would
allocate part of the budget to promote that
campaign, or if our safety and security area needed
to be redesigned we would allocate a new line of
budget to redo some pages including safety and
security. It is a rolling exercise and part of what the
ISP industry is trying to do especially in the UK to be
seen as the best in helping to protect children online.
Chairman: I think that is all we have for you. Thank
you very much.
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Memorandum submitted by Google

About Google

Google is widely recognized as the world’s best search engine because it is fast, accurate and easy to use.
The company also serves corporate clients, including advertisers, content publishers and site managers with
cost-eVective advertising and a wide range of revenue-generating search services. Through technology
development and a continuing focus on innovation, we work every day on our core mission: to organize the
world’s information and make it universally accessible and useful.

YouTube is a wholly owned subsidiary of Google, and it has retained its distinctive brand identity and
operatesindependently (all YouTube employees have remained within the company).

YouTube is a leading video hosting site, and the premier destination to watch and share original videos
worldwide through a Web experience. YouTube allows people to easily upload and share video clips on
www.YouTube.com and across the Internet through websites, mobile devices, blogs, and email.

Overview

The Internet has grown to become an amazing and diverse source of information for people of all ages.
There are over 1 billion people online today—all creating, communicating and consuming information. The
Internet has allowed people to express their views freely and openly. Google believes that allowing
individuals to voice unpopular, inconvenient or controversial opinions is important. Not only may they be
right but debating diYcult issues in the open often helps people, and society, come to better decisions. Blogs,
social networks and video sharing sites allow people to express themselves—to speak and to be heard—as
never before. The opportunity for free expression is the greatest benefit and opportunity the Internet has
delivered to society.

Freedom of expression has associated risks. These risks apply to everyone but are, perhaps, of most
concern in relation to children and young people.

While most people agree in principle with freedom of expression, the challenge comes in putting theory
into practice—allowing maximum benefit to society whilst minimising the risk of exposure to illegal,
inappropriate or oVensive content. At Google we have a bias in favour of people’s right to freedom of
expression in everything we do. We are driven by a belief that more information generally means more
choice, more freedom and ultimately more power to the individual. But we also recognise that freedom of
expression can’t be—and shouldn’t be—without some limits. The diYculty is in deciding where boundaries
need to be drawn. For a company like Google with services in more than 100 countries—all with diVerent
national laws and cultural norms—it is a huge challenge.

In a few cases it’s straightforward. For example, Google has a global product-ban against child abuse
images, which are illegal in virtually every country. But when it comes to political extremism it’s not so
simple. DiVerent countries have come to diVerent conclusions about how to deal with this issue. In Germany
there’s a ban on the promotion of Nazism—so we remove Nazi content on products on Google.de (our
domain for German users). Other countries’ histories make commentary or criticism on certain topics
especially sensitive. And still other countries believe that the best way for extremists to be discredited is to
allow their arguments to be publicly exposed.

People have diVerent views about what should be allowed on Google’s sites and beyond on the Internet.
How and where to draw the boundaries is the subject of lively debate, even within Google. Google is not,
and should not, be the arbiter of what does and does not appear on the Internet. Those are decisions the
courts and those elected to government must make. We welcome this inquiry as an opportunity to debate
how best to ensure that everyone, and in particular children, are able to enjoy the best that the Internet has
to oVer while keeping safe.
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The benefits and opportunities oVered to consumers, including children and young people, by the Internet

Google believes that the opportunities for freedom of expression and access to information are the
greatest benefits that the Internet has oVered to consumers and, more broadly, to society.

These opportunities are particularly important for children and young people as they learn about the
world they live in. The Internet oVers children and young people the opportunity to access information
about issues of interest and concern to them, but it also oVers the opportunity for them to reach out and
make connections with their peers from diVerent backgrounds and cultures through applications like social
networking sites and instant messaging. Being able to connect with their peers can give children and young
people a chance to express themselves and gain emotional and practical support and advice when they need
it. The Internet can provide this generation of children with a freedom of discovery and expression
unavailable to previous generations.

Where access to information was previously limited by location, one of the most important benefits of the
Internet has been to provide consumers with direct access to information wherever they are and at whatever
time they seek it. Social networking and user interactive services are now hugely popular, and have become
a compelling activity for many Internet users, particularly young people. These services are part of what has
been termed the shift from Web 1.0 to Web 2.0. Simply put, Web 1.0 was characterised by static web sites,
download of content, limited use of search engines and surfing from one website to another. Web 2.0
represents a fundamental shift away from this model, towards a more dynamic and interactive Internet
where content is generated by users, uploaded by others and enjoyed within online communities.

The convergence of technology and communication platforms is also a significant development. For
example, users can interact with each other across multiple platforms and devices, such as mobile phones,
PDAs, game consoles, and PCs. This means that users can upload or download content on many diVerent
services and devices. The growth of “user generated content” has been phenomenal—for example, there are
hundreds of thousands of new videos being uploaded to YouTube every day. There is significant
opportunity to create more and better opportunities for users to express themselves creatively. Beyond this
there is also potential to create opportunities for consumers to make their views known on issues of concern
to them—an important opportunity when considered against a growing background of declining political
participation.

The wealth of information and resources available through the Internet oVer exciting educational
opportunities for the future. For instance, Google has developed a programme in the UK to provide
information on how Google tools, such as Google Earth and Google Search, can be used as educational
resources (http://www.google.co.uk/schools).

The potential risks to consumers, including children and young people, from exposure to harmful content on
the Internet

Most consumers, including children and young people, use the Internet positively but sometimes in ways
that may place them at potential or actual risk.

For adults, exposure to illegal content is an important concern, as is the risk of identity fraud as a result
of the disclosure of sensitive personal information—particularly through social networking sites.

For children, exposure to illegal or inappropriate content, whether such content is accessed deliberately
or inadvertently is a concern. Children may also put themselves at risk of abuse or bullying through the
disclosure of personal information online.

YouTube, for example, oVers Safety Tips, where we provide further guidance on how users, and in
particular, young people, can enjoy video sharing web sites of user generated content safely. Here, we clearly
state that “the first thing everyone needs to know is that YouTube is not for people under the age of 13”.

Cyber bullying

We appreciate that our video sharing platforms are being used by many individuals of all diVerent ages
from around the world. And, we diligently promote the Community Guidelines and Terms of Use that we
have developed—a clear set of rules regarding what is, and is not, acceptable to post on the site.

Unfortunately, some individuals choose to use the opportunities oVered by the Internet to maliciously
abuse others. The Department for Children, Schools and Families (DCSF) has produced guidance,
“Cyberbullying: Safe to Learn—Embedding Anti-bullying Work in Schools”, which defined
“cyberbullying” as “the use of Information and Communications Technology (ICT), particularly mobile
phones and the Internet, deliberately to upset someone else (September 2007, page 3).

The YouTube Community Guidelines state clearly that:

— “There is zero tolerance for predatory behaviour, stalking, threats, harassment, invading privacy,
or the revealing of other members’ personal information. Anyone caught doing these things may
be permanently banned from YouTube.”
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— “We encourage free speech and defend everyone’s right to express unpopular points of view. But
we do not permit hate speech (speech which attacks or demeans a group based on race or ethnic
origin, religion, disability, gender, age, veteran status and sexual orientation/gender identity).”

Cyberbullying may occur where users post inappropriate or harmful remarks about another user, or
another users’ content. As a result, YouTube provides users with the option to restrict the comments of
others if they are unwelcome.

Google has actively participated in the Department for Children, Schools and Families (DCSF) working
group, which published guidance on cyberbullying in September 2007. This guidance, aimed primarily at
teachers (and parents), makes a series of recommendations on how to deal with cyberbullying in schools.

In addition, YouTube and Beatbullying are working together in an online campaign to raise awareness
of how to avoid and prevent bullying. We have created a Beatbullying YouTube channel (http://
uk.youtube.com/beatbullying) to highlight anti-bullying activities, which was launched in November 2007
during Anti-Bullying Week in the UK. The channel features brief video messages from some of the world’s
most famous personalities who oVer practical advice on bullying and how it can be prevented. The channel
also shows young people and professionals talking about their experiences of bullying and the bullying
prevention work they’ve been doing.

User generated content, including content that glorifies guns and gang violence

We appreciate that concerns have been expressed by both politicians and the media about the use of video
sharing platforms to post illegal and harmful content, including content that glorifies guns and gang
violence. We require users to agree to Community Guidelines (http://uk.youtube.com/t/
community guidelines) and Terms of Use (http://uk.youtube.com/t/terms) before users are able to upload
a video. These policies, purposefully written in easily understood language, provide clear advice as to what
is acceptance content to upload to our services, and specifically states what is not allowed.

The YouTube Community Guidelines clearly state that:

— “Graphic or gratuitous violence is not allowed. If your video shows someone getting hurt, attacked
or humiliated, don’t post it.”

Unfortunately, as in real life, not everyone abides by the rules. As a result, we have enabled users to flag
potentially harmful or inappropriate content, and we have recently taken aggressive steps to improve our
flagging system by adding 18 new categories for flags, context help and the ability to enter comments (http://
www.youtube.com/blog?entry%vQjIMRCXDV4). If a video has been flagged as inappropriate, a member
of our dedicated operations team will review the video to determine if it violates the Terms of Use. Only a
small fraction of user generated content is flagged as harmful or inappropriate, and even a smaller fraction
requires removal. While flagged videos are not automatically taken down by the system, those that are
deemed inappropriate will be removed and the user who uploaded the content will be notified. We will delete
the users’ account for repeated violations of the Terms of Use.

We also oVer users the opportunity to directly contact us through an on-line form which is sent to our
operations team in relation to the reported matter. We will continue to innovate to maintain the high
standards of the YouTube community.

The availability of personal information on social networking sites

Online behaviour through social networking sites may also place users, including young people, at risk.
A particular concern is the frequency with which children divulge personal information online to others.
While this problem is not isolated to children, research undertaken by Professor Sonia Livingstone suggests
that 46% of children (9–19-year-olds) have divulged personal information to someone that they have met
online (UK Children Go Online, 2005, page 24). Behaviour of this kind may leave children vulnerable to
the unwanted attention of others, whether through bullying, or the attention of pedophiles (ie “grooming”).

Google has been involved in the drafting of guidance for the providers of social networking services,
which will soon be published by the UK Home OYce. This guidance will include a series of
recommendations to service providers on how to make users aware of the implications of disclosing personal
information on social networking sites. It will also make recommendations as to how consumers should be
aware of the available options to minimise risks they may inadvertently expose themselves to.

YouTube includes information about how to protect personal information on the “Safety Tips” page
(http://uk.youtube.com/t/safety). This encourages users to think about whether the content they intend to
post should be uploaded in the first place or only restricted to selected friends (marked “private”). It also
suggests that users think carefully before revealing personal information which could be misused by others.

The Safety Tips clearly state that:

— “Personal information like your telephone number or home address should never be shared with
other users.”
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Content that incites racial hatred, extremism or terrorism

YouTube does not allow content that incites racial hatred, extremism or terrorism.

The Community Guidelines state clearly that:

— “We encourage free speech and defend everyone’s right to express unpopular points of view. But
we don’t permit hate speech, which is content intended to attack or demean a protected group
based on gender, sexual orientation, race, religion, ethnic origin, veteran status, colour, age,
disability or nationality.”

If content violates these guidelines it may be removed by our dedicated operations team.

Content that exhibits extreme pornography or violence

YouTube also does not allow content that exhibits extreme pornography or violence.

The Community Guidelines state clearly that:

— “YouTube is not for pornography or sexually explicit content. If this describes your video, even
if it’s a video of yourself, don’t post it on YouTube. Also, be advised that we work closely with
law enforcement and we report child exploitation.”

— “Graphic or gratuitous violence is not allowed. If your video shows someone getting hurt, attacked
or humiliated, don’t post it.”

The tools available to consumers and industry to protect people from potentially harmful content on the Internet

While the Internet provides an amazing opportunity for freedom of expression and for people to access
useful information, some online material poses serious risks to children and families; and some online
behaviour violates the law and should be stopped.

Google has developed a range of mechanisms to provide all of our users, and in particular young people,
with a safe experience on the Internet. Our approach has three primary elements:

(1) powerful tools to empower families to control their activity online;

(2) cooperation with law enforcement and industry partners to stop illegal content and activity online; and

(3) educational eVorts to increase awareness about online safety.

SafeSearch tool for users to filter unwanted content. We understand that many people prefer not to have
adult content included in their search results, especially when children are using the computer. Google has
developed its own SafeSearch filter, which uses advanced technology to block pornographic and explicit
content from search results. Users can customize their SafeSearch settings by clicking on the “Preferences”
link to the right of the search box on Google.co.uk.

Cooperation with law enforcement to combat child exploitation. Google responds to thousands of law
enforcement requests worldwide for assistance each year and has a legal team devoted to this eVort 24 hours
a day. We respond to hundreds of subpoenas per year as part of our cooperation in local, federal, and
international child safety investigations.

Prohibition on illegal content and abuse in our products. For example, our AdWords program has a strict
policy prohibiting advertising that promotes child abuse images or other illegal material, and all ads are
reviewed to ensure their compliance with this policy. We invite our users to tell us about illegal content or
abuse they encounter on the Web or in our products through our Help Center. When we discover child abuse
images or are made aware of it, we respond quickly to remove and report it to the National Center for
Missing and Exploited Children (NCMEC).

Employing technology to fight child exploitation. Google works with coalitions of financial and technology
companies, as well as law enforcement authorities, to develop new solutions aimed at eradicating child abuse
images on the Internet. We have also initiated a technology partnership with NCMEC in which we’re
donating Google hardware and software to improve NCMEC’s ability to manage incoming reports of child
exploitation.

Support for educational eVorts to increase awareness about child safety online. We’re working with many
non-profit organizations, including Beatbullying; the Child Exploitation & Online Protection Centre;
Childnet; Internet Watch Foundation; and the National Society for the Prevention of Cruelty to Children
(NSPCC) in the UK to provide support and promote access to resources about Internet safety. Generally
speaking, we maintain an open dialogue with child safety organisations and seek their guidance when
content on our platform is not illegal but potentially harmful or inappropriate.

Education and media literacy form a critical part of keeping users safe online and empowering them to
manage their online experience. Responsible Internet use and online safety are considered essential life skills
for children and young people. Ofcom’s Media Literacy Audit: Report on media literacy amongst children,
shows that children and young people receive information about Internet safety from a range of sources
(http://www.ofcom.org.uk/advice/media literacy/medlitpub/medlitpubrss/children/).
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The most challenging areas for Google are where we host other people’s content—oVerings like Blogger,
Orkut or YouTube. On the one hand we’re not generating the content and we aim to oVer a platform for
free expression. On the other hand, we host the content on our servers and want to be socially responsible.
So we have terms and conditions we ask our users to follow. Google does not, however, want to be a
gatekeeper. We don’t, and can’t, review content before it goes live, any more than a telephone company
would screen the content of calls or an ISP would edit emails. Technology can sometimes help but it is rarely
a complete answer. We also have millions of active users who are vocal when it comes to alerting us to
content they find unacceptable or believe may breach our policies. When they do we review it and remove
it where appropriate. These are always subjective judgments and some people will inevitably disagree. But
that’s because what’s acceptable to one person may be oVensive to another.

Ultimately, we give users the ability to manage the tools needed to protect themselves from potentially
harmful or inappropriate content on the Internet. For example, most uploaded content to YouTube is in
compliance with our Community Guidelines and Terms of Use. We also provide information that makes it
clear to all users what we expect in regards to the content they submit.

The eVectiveness of the existing regulatory regime in helping to manage the potential risks from harmful content
on the Internet and in video games

Public bodies play an important role. In the UK, the Child Exploitation and Online Protection Centre
(CEOP) has launched a national campaign “Think U Know” (www.thinkuknow.co.uk), which is also
available on the CEOP YouTube channel (http://uk.youtube.com/user/ceop). This campaign provides
young people with advice and guidance on how to have fun, stay in control of their personal information,
and report any problems they may encounter in the online environment. Similarly, Childnet, a UK
children’s charity, has created an innovative and successful campaign called “KnowITAll” to help educate
young people, parents and teachers about how to use the Internet safely and positively (http://www.childnet-
int.org/kia/).

Education and awareness campaigns, such as CEOP’s “ThinkUKnow” and Childnet’s “KnowITAll”
campaigns, can successfully inform children, young people and parents about how to use the Internet safely
and responsibly. Industry widely believes that such campaigns, in addition to technology solutions, are the
most practical and useful steps to help manage risks online, and access the information and benefits the
Internet can bring.

Google believes there needs to be a broader recognition and understanding that managing the potential
or actual risks from potentially harmful or inappropriate content on the Internet is the ultimately the
responsibility of parents and carers. While we recognise that industry, teachers and other stakeholder groups
have a role to play in managing risks online, we can not assure that young people will not engage in activities
which may pose potential risks. It is vital that parents and carers become involved in young people’s use of
the Internet, including social networking and other user interactive services. We also believe that the best
opportunities to develop new ways of managing the potential risks will arise through strategic partnerships
between those working in the Internet sector and practitioners with direct experience of working with
young people.

January 2008

Witness: Mr Kent Walker, General Counsel, Google, gave evidence.

Q258 Chairman: Good morning, everybody.
Welcome to this further session in the Committee’s
inquiry into harmful content online and in electronic
games. Since our last meeting our deliberations have
been informed by the publication of Dr Byron’s
report and we will be hearing from her later, but
before that I would like to welcome Kent Walker,
the General Counsel of Google and to thank you for
calling in on us on your way back from South-East
Asia. I know you would like to make a brief
statement to the Committee first.
Mr Walker: Thank you very much, Chairman. We
appreciate the chance to speak with you this
morning. I am Kent Walker, the General Counsel of
Google Incorporated. We are one of the world’s
leading search engines and also a significant player
in a number of other forms of Internet content,
including YouTube, Blogger, Gmail and various
forms of Geo-spatial navigation (such as Google
Earth and Maps). My personal background includes

having worked, not only for Google, but for eBay,
Netscape, and America On Line and having served
as a Public Prosecutor for the Department of Justice
in the United States. Also, my wife and I are the
parents of three children, 14, 11 and eight, who are
active Internet users, so I see these issues from a
variety of perspectives. It is clear that the Internet
has been a wonderful thing for the world. It has
changed the way people communicate, live and
work, it has made access to information easier and,
significantly, has allowed a generation to grow up as
creators of content, not just consumers of content.
When many secondary school students are
generating their own pages online, on Bebo and
MySpace, Facebook, Blogger and YouTube, they
shift into being not just consumers, but authors and
artists and really change their relationship with the
media. This is an important part of the message of
media literacy that is an important part of the
inquiry today. That is not to say that the Internet is



Processed: 24-07-2008 21:38:42 Page Layout: COENEW [E] PPSysB Job: 398893 Unit: PAG1

Ev 120 Culture, Media and Sport Committee: Evidence

1 April 2008 Mr Kent Walker

an unalloyed good. There are issues and challenges
with all new technologies and all new
communication platforms. We are focussed very
much on the diYcult question of balancing the risk
of chilling free speech with the very real risk of harm
to children and oVensive content more generally on
the Net. We think of this as a clash of valid but
contending arguments on each side. We struggle
every day around the world with diVerent
formulations of these questions. We see it as a shared
responsibility. Certainly parents have a role to play,
as Dr Byron has pointed out in her report, in helping
their children become media literate, to oversee
them, to educate them, to make them better
consumers and producers, authors and creators of
content. Government too has a role to play. I know
that Ofcom has taken a leading role in media literacy
here. Other government organisations have worked
closely with us and with others to educate children
and to work on the law enforcement side of things
where appropriate. And industry has a significant
responsibility to work on our own platforms and
with our users to encourage safe and sophisticated
use of the various tools that are now available. We
do a number of things both at Google and YouTube
to help balance this desire to make the world’s
information universally accessible and useful and to
protect children and to deal with oVensive content.
We provide SafeSearch technology in our search
engine to address the risk of inappropriate photos
and text where appropriate. We have guidelines on
YouTube and on our other community sites that set
down strict, clear and plain-English formulations as
to what is acceptable and what is not. We have a
variety of diVerent tools to remove material that
violates those guidelines. We work very closely with
a number of diVerent government organisations and
non-profits around the world and in the UK to try
to encourage media literacy and the safe use of our
platforms and, where appropriate, we co-operate
quite closely with law enforcement to deal with cases
of abuse and improper content that is online. It is
very early days in the history of the Internet. Google
has existed as a company for nine years and
YouTube for less than three years. We think that this
balanced approach has worked quite well in
fostering the growth of a new and dynamic medium.
It has brought a lot of benefits, while making
appropriate and increasing eVorts to deal with the
problems that have arisen. We recognise it is a
continuing conversation and we welcome the
discussion this morning.

Q259 Helen Southworth: I would like you to focus on
some of the issues around corporate responsibility
but very specifically on child protection. What
annual budget does Google set in the UK for online
child protection?
Mr Walker: Because our platforms are global we do
not break that out by country. I would say we spend
millions of pounds a year on a variety of diVerent
things across all of our diVerent products and that
includes specific contributions to child protection
organisations and those contributions are both in
cash and in kind. One of the most valuable things

that Google can do is give advertisements to services
that are hoping to protect children so that when
somebody puts in a search term like “suicide”, for
example, a user or a child is directed to a suicide
prevention line or a suicide hot-line. We do an awful
lot of that. In addition, I think a lot of the work we
are doing with regard to filtering and evaluating
content to make sure that there is very little chance
that an inappropriate thing slips through is in a sense
a very major contribution, tens of million of pounds,
perhaps hundreds of millions of pounds, across all of
our diVerent platforms.

Q260 Helen Southworth: Quite a number of those
things are general protection in society and I know
we are going to be exploring those further. Would it
be possible for you to let us have some information
that is specifically in terms of your budget on child
protection and the areas that you are specifically
covering as follow-up information?
Mr Walker: Yes.1

Q261 Helen Southworth: May I ask you about the
reporting of inappropriate content or reporting of
abuse bullying fears and concerns, some of which
could be of a criminal nature. CEOP has given us
evidence about a very successful reporting process
that they have set up. Will Google be participating
in that so that people can report direct to CEOP and
the triage process could be carried out very rapidly
to protect very vulnerable children?
Mr Walker: Yes, very much so. We work very
closely with CEOP and with the National Center for
Missing and Exploited Children in the United
States, as well as with a variety of groups like “Don’t
You Forget About Me” and other non-
governmental groups focussed on missing and
exploited children. We not only work on the law
enforcement side of that in responding to requests
for information—we receive thousands of requests
and hundreds of subpoenas each year and we
provide information that is useful to law
enforcement on that front—but then also work in a
more collaborative fashion with these diVerent
organisations and we look forward to continuing
doing that.

Q262 Helen Southworth: Are you going to be
making space available for a direct reporting process
on the front page?
Mr Walker: Within the company we have a variety
of diVerent products. I think most of the concerns
and requests are focused on YouTube. YouTube
does have a direct online report page in addition to
the community flagging, which you may be familiar
with, when there is an inappropriate video. There is
also an opportunity for people to communicate
directly with YouTube staV about particular
concerns.

Q263 Helen Southworth: We have been told that
there are some cases where it is absolutely essential
that law enforcement agencies are the first point of

1 Supplied in confidence
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reporting and can take immediate action to protect
children in the most diYcult cases. Are you going to
put a direct report line through to CEOP?
Mr Walker: I would be interested in talking further
with CEOP about that. We have in many cases a
global platform, so we need to find something that
will work for law enforcement around the world. I
think we have had a very positive and productive
working relationship with them thus far. I think we
will be able to do some things to further that
collaboration. I am not in a position to commit to
specific implementation at this point.

Q264 Helen Southworth: I think we would be very
interested to hear something further about that.
Mr Walker: I appreciate the concern.

Q265 Chairman: You stressed the global nature of
the Internet and Google is obviously active in a very
large number of countries around the world. In some
of those countries material may be deemed
inappropriate or legal whereas in others it may be
seen to be acceptable. How do you deal with that?
How do you stop somebody in country A accessing
material which is illegal there by going and getting it
from country B?
Mr Walker: It is an extraordinarily complicated and
diYcult question and one that I have spent a large
amount of time on, as do my staV and teams of
people around the world. Several examples come to
mind. One that was made public within the last few
months was criticism of the King of Thailand, who
is a demigod in Thai Buddhism. The notion of
criticism was oVensive to the government and to
many Thai people, but at the same time there were
political overtones to much of the criticism. We did
not want to be in the business of censoring political
comment. We worked very carefully with the Thai
government to respect Thai law, to make material
that was illegal in Thailand unavailable within
Thailand, but without going to the extreme of letting
one country, any country, dictate the global content
of the Internet. We have done this in a variety of
diVerent scenarios. Germany has particular
concerns with regard to Nazi paraphernalia, for
example, India has concerns about things that are
defamatory toward Mahatma Gandhi, or Turkey
toward Kemal Ataturk. We work carefully with a
variety of diVerent tools to both block and, where
appropriate, remove. There is certain material, for
example, child pornography, which is generally
thought to be abhorrent and unacceptable
worldwide and in those cases we would simply
remove it from the site. In other cases where there is
a narrow or more focused concern we have a variety
of tools which we can use to limit access.

Q266 Chairman: Let us look at China where there
has been some controversy. You have gone along
with the requirements of the Chinese authorities in
terms of what they are willing to permit their citizens
to see.
Mr Walker: China is a very diYcult area. I would
note that in the course of the last couple of weeks
there have been a number of videos uploaded on

YouTube with regard to the riots and protests in
Tibet. Those remained on YouTube and were not
removed, leading to the Chinese government
shutting down access to YouTube. I am not sure
whether it has been reinstated or not at this point.
We take great pride in the fact that as a search engine
we are a provider of information, we facilitate access
to information, which is ultimately one of the best
ways of encouraging democratic change. That said,
to operate in China there is a certain level of
interaction with the government that is required. We
take great pride in the fact that we filter less than any
other search engine operating in China. On your
earlier point, diVerent countries around the world
have diVerent concerns. We respect the German
government’s concern over Nazi paraphernalia and
we have worked with the Chinese government and
with others.

Q267 Chairman: Do you detect that the concerns
being expressed here are greater than elsewhere or
are there specific concerns which are now being
discussed in the UK which demand specific
solutions here?
Mr Walker: In the UK there is a particular focus at
the moment on child protection, which we recognise.
We do not think of it as a unique or special problem
but rather the first government to have focused on
this. We are very interested in working with the
British Government on solutions that will be
scaleable because it is ultimately a worldwide
problem. It is not that the Germans do not care
about their children online. The question for us is
how to implement this in a way that is scaleable.
There may be aspects that are nationally focused.
We continue to look at ways of implementing our
guidelines in a way that would have either a legal or
cultural sensitivity built into them so that we could
have diVerent standards for diVerent countries, but
that is a work in progress.

Q268 Chairman: Given that it is a worldwide
problem, do you think there is a case for a worldwide
solution?
Mr Walker: Many of our solutions are in fact
worldwide. We have a variety of diVerent tools, from
the global flagging to the global review teams that we
have in place, to an increasing emphasis on filtering
tools which are designed to block and remove
inappropriate videos.

Q269 Chairman: Obviously you are a global
company so you do have global policies. I am
thinking more of whether or not there is a case for
some kind of international body to agree what are
unacceptable standards and have some ability to
enforce those internationally.
Mr Walker: The history of international eVorts to
try and control information has been a somewhat
chequered one. I think our initial response is that a
self-regulatory model, informed by the concerns of
governments around the world, has actually been
relatively successful. That is not to say that mistakes
have not been made or things have not slipped
through. If you look at the growth of the platform,
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again just looking at Google and the billions of
searches that are done or YouTube where hundreds
of thousands of videos are uploaded every day and
hundreds of millions of videos are viewed every day,
it has been a phenomenal growth, with some
problems. The risk of governmental or prescriptive
rules being imposed on an industry which is
eVectively less than three years old runs a significant
risk of unintended consequences. Given the relative
success of the model thus far and our desire to
continue to evolve our approach and to work
carefully with governments and reports like Dr
Byron’s, I think it has been fairly successful.

Q270 Mr Sanders: Would the risk of unintended
consequences not simply impact on business models
and profits whereas actually it is about protecting
children and human beings?
Mr Walker: I would go back to the power of the
Internet. Many of these platforms do not make
money per se. They exist as platforms that are
designed to facilitate communication back and
forth. The concern is that if you were to pre-filter or
prescreen all the content that is on the Net.
Remember the wide variety of things we are talking
about here. It is really not a broadcast medium; it is
what is called in Silicon Valley the “long tail”
phenomena where the majority of material is very
small scale, for example, parents uploading a video
of their child’s first steps so that they can send it to
the grandparents, a blogger who is blogging for a
small community of people or a shared document
which, rather than being edited in a traditional
fashion by one person, is shared among 20 or 50
people for input and comment. The notion of setting
up a regime that would edit all of those comments or
prevents you from posting a comment on a blog
before it had been screened by a government agency
I think would fundamentally change the way people
work with the Internet. Our response is to say we
need clear standards, we need to enforce those
standards and respond very promptly where a
concern has been identified and thus far I think we
have done a pretty good job of that.

Q271 Adam Price: You have set out for us the action
that you have taken and the tools that you have
developed to minimize access to harmful content on
the Internet. It would be fair to say your view is that
the system largely of self-regulation that we have is
working well. Others have told us they believe that
the current legal and regulatory framework is
inadequate. Would you accept that there are any
areas where there is a need for formal regulation or
legislative changes?
Mr Walker: I do not want to speak beyond my area
of expertise. I would say that certainly we welcome
additional government eVorts on media literacy;
that is certainly all to the good. We have been an
active participant in a number of discussions of
codes of conduct currently being developed by the
DCSF with regard to cyber bullying and that are
being developed by the Home OYce with regard to
social networking and are due to be released later
this week. Ourselves and other internet companies

welcome that and think that is an appropriate
model. I note that the Byron Review suggested
additional work along those lines. We would be very
interested in participating in that. With regard to
more prescriptive approaches as to what people can
and cannot post oZine, to some degree the existing
set of laws that are out there with regard to legal and
illegal conduct and whether or not someone is aiding
and abetting a crime have proved suYcient in most
of these cases.

Q272 Adam Price: As a company you did broadly
welcome the Byron Review. The Government has
said it is fully committed to implementing its
recommendations. Do you have any reservations
about any of those recommendations?
Mr Walker: It is a long report and something of a
work in progress. We were delighted to have the
opportunity to work with Dr Byron and her staV
and participate in some of those conversations. We
think it is an excellent step in the right direction.
Many of the recommendations are for further study
and analysis, so it is hard to know exactly what will
come out of all that, but directionally we are very
supportive.

Q273 Adam Price: Are there any particular
reservations that you want to place on the record?
Mr Walker: There is nothing I could pull out at this
moment and say that we absolutely could not live
with.

Q274 Adam Price: There is this issue raised in the
report about a greater regulatory role for Ofcom in
this area of harmful content on the Internet. Would
you be comfortable with Ofcom developing a greater
role, as posited in the report?
Mr Walker: It is probably not for me to suggest how
the British Government should structure its
regulatory review. In general I think we have had a
positive working relationship with Ofcom and the
other agencies that have been involved, the DCMS
and the Home OYce. There is an advantage to
having a coordinating group, the Internet Council,
for example, bringing to bear a lot of the diVerent
concerns, which are similar but not necessarily
completely overlapping, to work through a more
structured framework for future work.

Q275 Adam Price: If Ofcom was to have a policing
role behind that Council would that not create any
particular worries for you?
Mr Walker: I think there is a line between a self-
regulatory code, informed by concerns that have
been brought before the Committee and a rule that
would be eVectively trying to pre-clear or censor
content before anyone could post something to the
Internet. I think we would have concerns about the
latter. The former, in terms of enforcement and
continuing to work with industry, I think we would
welcome.

Q276 Rosemary McKenna: The YouTube Terms of
Use and Community Guidelines set out what you
will not allow as content on YouTube. Is it not the
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case that users have no obligation to read them—or
even to link to the relevant pages or tick a box—
before uploading a video?
Mr Walker: They are presented with the terms
before they go through. They say in the States that
you can lead a horse to water but you can’t make
it drink!

Q277 Rosemary McKenna: You can make them tick
a box to say that they have read them.
Mr Walker: We can present it. I think we do a pretty
good job of distilling it, of making it not legalistic
and making it accessible so that people of all ages
can review it. We were actually recognised early on
in the history of YouTube as a leader in terms of
providing detailed information about all the
potential risks and issues, ranging from the risk of
infringing someone’s copyright to the dangers of
posting oVensive or inappropriate material. We
communicate fairly clearly to people that, not only
will their uploads be removed, but if they violate
those terms on a repeated basis we will terminate
their accounts on YouTube, and we follow that
quite strictly.

Q278 Rosemary McKenna: If they are uploading a
video which could be considered harmful they do
not have to read the Terms of Use.
Mr Walker: That is true. We have no way of
compelling one to read material we put before them.

Q279 Rosemary McKenna: Is there not some way
that you could make them go to that page?
Mr Walker: As part of the upload process they are
prompted to review various materials. There is a lot
there because there are a lot of potential concerns.
The response has been that in many cases when
inappropriate content is uploaded it is flagged very
quickly. It is a three-legged stool of ways of
responding to violations. One is that we have a
community of hundreds of millions, maybe billions
of users around the world who review and very
quickly flag material that they find oVensive and that
has been very eVective in triaging and identifying
problematic material. We review that quickly again
with a global team. The majority of material is
reviewed within half an hour. The large majority is
reviewed within the hour and removed. Users can
flag diVerent kinds of flags, for example, for child
pornography or copyright infringement or
otherwise oVensive material. We are increasingly
developing technology tools—Google is if nothing
else a technology company—to try and facilitate
that, certainly to block the reposting of videos that
have already been determined to violate our Terms
of Use and, increasingly, to look at similar sorts of
videos. It is in a sense easier to detect a copyright
infringing video when the copyright owner has
posted the original and cooperated with us. We can
use other search tools to see if a new upload is a
match to that content that would infringe their
copyright. It is actually more complicated in some of
this material to determine exactly what is
appropriate or not, to distinguish, for example, a
video of somebody smashing windows from a

documentary of the protests in Tibet or at the World
Trade Organisation in Seattle a few years ago. There
are some nuanced questions that are involved there.

Q280 Rosemary McKenna: Would you support the
Byron Review’s recommendation for an
independently monitored code of practice on the
moderation of user-generated content, and will you
modify your terms and guidelines accordingly?
Mr Walker: We would support the development of
a voluntary code of practice. We would support the
notion of moderation in the sense of working to
make sure that inappropriate content, once
identified, is promptly removed. We lead the
industry in how quickly we remove that content. We
would certainly be open to a discussion on our terms
of service and content which have continued to
evolve. I would go back to the point that the service
has only been in existence for two or three years and
those terms have evolved over the course of its
history. As I mentioned before, we are looking at the
possibility of diVerent approaches in diVerent
circumstances around the world.

Q281 Rosemary McKenna: Do you tell people that if
they upload videos of others committing crimes then
they too risk criminal conviction?
Mr Walker: We prohibit anything that is deemed to
be hate speech, that is deemed to be graphic and
gratuitous violence and anything that is humiliating
or bullying or otherwise negative. I would have to go
back to see if we specifically call out the risk of
criminal prosecution in an aiding and abetting
context.

Q282 Mr Sanders: When somebody signs up to
YouTube they are confronted with the terms and
conditions and you have to scroll through thousands
and thousands of legalese words. I suspect most
people scroll to the bottom, tick the box and oV they
go because they want to get going. Surely you could
do more. You could have a series of questions that
confront people and say, “Are you aware that if you
upload X you will be liable to prosecution, yes or no?
If you do this [. . .],” and so you make the process of
signing up almost like one of those learning
programmes where you go through a series of
questions. You could do that, could you not?
Mr Walker: It is a classic question of online
consumer services. There is a desire on the one hand
to cover a wide variety of potential risks and
concerns and problems and a desire on the other to
make something short enough that people will
actually read it. We have this issue with our privacy
policy, for example, to describe accurately all the
things that are done with users’ information, to
benefit them and to customize services. It is a very
long document. The concern has been that the
longer you make it the less people will read it. We try
and balance those two considerations by making it
not as legalistic as some and I am sure we could
always do better, but we do go back regularly and try
to shorten that document to make it more user-
friendly and more likely that people will read it.
There would be an infinite number of boxes that
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could be ticked around a wide variety of diVerent
things. Our ultimate question is to what degree does
the user understand their role and responsibility
online and to encourage them to do the right thing
and not violate the terms. Where they do violate the
terms we respond very quickly and remove the
oVending content and let them know in no certain
terms that their accounts will be violated if they do
it again.

Q283 Mr Sanders: Everybody has ticked the box to
say they have read and understood the terms and
conditions, but I doubt anybody has done a study to
test whether they really have read and understood
the terms and conditions. It would not be that
diYcult to put in, on a rota basis, some extra
questions. They do not need to be the same questions
to everybody, but just some extra questions in there
that really make it clear that there could be a penalty
for misusing the system. That would oVer that little
bit of extra protection at relatively no loss to
yourselves. Why do you not do it?
Mr Walker: It is certainly a fair concern. I do not
want to get into the micromanagement of product
design because the people back in Mountain View
would not be happy if I did. The tension would be
between a form that had lots of boxes that you
needed to check all the way down. There is a
temptation, if you give them 20 diVerent boxes to
check, to say, “Yes, yes, yes, yes, yes,” all the way
down.

Q284 Mr Sanders: That is not what I am saying.
Mr Walker: I understand. That is on one side. There
may be some enhanced ways of making our terms of
service more visible or highlighting particular
concerns within them. Each diVerent constituency
has a diVerent concern. When I speak with
representatives from the privacy agencies and data
protection agencies they tell me they would like us to
put more emphasis on the privacy protection sites of
our materials. The copyright industry would like us
to put more emphasis on the risks of infringing
copyright. Certainly protecting children is a
paramount concern and we need to make sure that
that is highlighted appropriately. There are a
number of others. We try and calibrate and
harmonize all these diVerent concerns. We think of
our terms and our approach to our terms as a work
in progress. I take the point. It is something that I
will study when I get back to the United States to see
if there are additional things we can do. At the end
of the day, the question is, how do we really reach the
user in a tangible, visible way? We have a lot of
material on-site, tutorials and other kinds of
educational material that we have developed in some
of these areas and we may be able to do more in this
area as well.

Q285 Mr Evans: You have talked about this struggle
between the freedom of speech on the one hand and
protecting youngsters on the other. Let us go back to
China for a second. You have got the battle between
the freedom of speech and the protection of a
government which regularly violates human rights.

Should that not be an easy one for Google to sort
out? You are on the side of freedom of speech,
surely.
Mr Walker: We are on the side of freedom of speech
and the goal is to maximize freedom of speech and
access to information around the world. It is a
harder question to say how best one does that. In
China and in a number of other governments around
the world, which are not as democratic as we would
like, you have to consider whether you serve that
goal better by absenting yourself completely from
the country and not making that service available to
the citizens of the country or by trying to engage in
a constructive way and push the boundaries of what
is acceptable so that again more information is
available on your service than would be on
contending services. We balance the desire to be a
socially responsible company in many areas with the
desire for free speech. We are working constantly on
the copyright side. It is a very hard challenge because
you have 200 plus countries around the world each
with their own sets of laws and their unique
concerns. I alluded to some of these earlier on. It is
in some measure not for us to pick and choose which
laws we like and which we do not. On the other hand,
at the margins there are certainly situations where
human rights or other concerns are such that we
have a diYcult time. Another example would be a
recent situation involving a video on YouTube
which involves someone being beaten
unmercifully—shocking, horrible stuV. We took it
down immediately only to discover it was actually
posted by a well-known Egyptian human rights
blogger who had raised concern in his blog about
Egyptian police brutality. Not being able to find a
place on his blog to host a video, he had cross-linked
to do it on YouTube. I suspect it was evidence in
support of his concern about police brutality and
abuses in violation of the laws of Egypt. We have
situations in which one country is concerned about
the citizens of another country viewing material in a
way that might create a danger to the citizens of the
first country, so we have extra-territorial or extra-
jurisdictional issues that are raised. It is a
phenomenally complicated set of issues and we do
our best to work both in a public and on a private
basis with governments around the world to try and
get to a position of maximum free speech everywhere
we can.

Q286 Mr Evans: I am just wondering how best you
serve the people of China when you put in
Tiananmen Square or Falun Gong into your search
engine and it throws up nothing because the Chinese
authorities do not want that to happen.
Mr Walker: We do disclose to our users that the
government has edited the search results eVectively
and there is available on our side a link to our dot-
com results. A user in China, if they can get through
the Chinese government’s own “Great Firewall”,
will have access to our unfiltered comprehensive
results. I recognise the issue.
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Q287 Mr Evans: How do you make these decisions?
Do you have a group of people who sit down and
say, “China is worth $100 million to us so let’s
buckle a little bit”?
Mr Walker: I can candidly say that I have been in on
a number of conversations and never have I heard a
discussion about how much money we stand to
make from a given country. It is always, and I think
legitimately, a balance in terms of trying to promote
free expression or the free exchange of ideas while
maintaining our ability to operate in-country and
keep our people in country safe from a rampaging
mob, which we have seen, or situations where our
country managers have been hauled in to police
departments or otherwise threatened.

Q288 Mr Evans: Do you think the fact that you have
buckled to the Chinese authorities has done any
damage to the reputation of Google?
Mr Walker: I would not describe it as having
buckled. I think it is a complicated area. There are
those who have a view of the world that would have
us essentially keep our hands clean of any
involvement in any government that they did not
like around the world. It has not been our approach.
We have tried to continue to maintain our message
of free speech. We have tried to minimise the
possibility that user information would be disclosed
to governments that would use it for ends that we
would not approve of. At the same time, we have a
policy of cooperating with law enforcement around
the world and many government requests, even from
governments that may have human rights issues, are
in fact legitimate. There are situations involving
child pornography or bank robbery or murder in
every country around the world. Balancing those
two things is another set of issues we wrestle with.

Q289 Mr Evans: Have the Chinese authorities ever
asked Google to do certain things and you have
turned round and said, “No, we’re not going to do
that”?
Mr Walker: The YouTube example would be one
most recently.

Q290 Mr Evans: That one is not so clear because I
think the Chinese authorities wanted footage of the
rioters shown on television to show the Chinese
people that these are hideous people who are
damaging property. The Chinese people were quite
happy to see video footage of that.
Mr Walker: I am not clear on that. They did block,
for example, Reuters’ and the BBC’s accounts of the
rioting that was going on. We have a team of people
in China who work on exactly these issues and push
back against requests from the Chinese government
to try and minimise the scope and duration and in
some cases, as with the recent situation, they simply
do not filter it.

Q291 Mr Evans: You negotiate with them, but if the
Chinese turn round and say, “No, we want this oV,”
then it has to come oV otherwise they will just block
you completely.

Mr Walker: Within the dot.cn site, the site that is
limited now to China as to search, that is correct. It
is a condition of doing business in the country that
we comply with the laws of the country. That is the
diYcult issue that we wrestle with. At the same time,
we try and minimise it. Compared to any other
search engine out there we provide more
information. We filter less at the request of the
Chinese government than anyone else out there. We
think that brings a benefit to the people of China. If
they want to, if they are interested in doing so, they
have access, to the maximum extent we can provide
it, to the global site.

Q292 Mr Evans: If it was Zimbabwe and Mugabe’s
hideous regime asked you to remove certain things
surely you would tell them to get lost, would you
not?
Mr Walker: It would depend at some level on what
the request was. If it was for child pornography, I
think we would probably honour that globally. If it
was politically sensitive material, that is a much
harder question. We do not have oYces in
Zimbabwe. We do not have, to the best of my
knowledge, a site targeted at Zimbabwe. In fact, as
you will see if you go to YouTube or some of the
search sites, a lot of information coming out of
Zimbabwe about the progress of the election,
concerns about potential election rigging and the
like. It has been a wonderful channel for that sort of
information. In Venezuela within the last year, when
the Chavez administration shut down various
television stations, several of those stations turned
around and started broadcasting on YouTube as an
alternative way of providing information to the
citizens of Venezuela. It is an important back and
forth that we look at continually.

Q293 Mr Evans: I suspect that the diVerence is China
is huge, it is very powerful and there is a lot of money
there. Maybe Zimbabwe is not so clever and clearly
very poor. Google, like a lot of countries, probably
takes a diVerent attitude to China than they would
to other countries that violate human rights.
Mr Walker: It is a challenging game to sit down and
assess the various criteria one would apply to a
diVerent country with regard to its overall level of
democracy, level of transparency, independence of
its judiciary, tolerance for civil expression and then,
taking all that into account and the question of
whether or not we have people in harm’s way in-
country, what is the particular nature of the request
that is being made? Is it for child pornography? Is it
for something that we genuinely recognise as
criminal? Is it for defamation, which might well be
recognised as criminal or at least a civil wrong in the
United Kingdom or in Europe? What if it is
defamation of a political figure? What if it is
defamation of a dead person, Kemal Ataturk or
Mahatma Gandhi, which in the United States would
not be defamation at all but certainly is defamation
in those countries? We try and bring all of those
factors to bear in the analysis of these issues.
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Q294 Mr Evans: At what level in the company are
these decisions made? Is it one person or is it a group
of people that make these decisions? Are they
diVerent people for diVerent countries?
Mr Walker: Right now our Executive Management
Group, which is the very senior people in the
company, has reviewed several of these issues. There
is a woman on my staV who we have christened “the
decider” who is involved in reviewing a variety of
these things around the world. We have policy
teams, corporate communication teams and people
on the ground involved because these are close
issues. There are diVerent points of view even within
the company as to the right approach. In most cases
we are able to reach consensus internally. In some
cases we have escalated them to the senior
management of the company for decisions as to
what to do.

Q295 Philip Davies: Could I give you a real life
example of some of the things that people have been
saying earlier on today about some of the content? It
is a paper you might not have come across, but as it
is my local paper it is the most important paper in the
country and that is the Bradford Telegraph & Argus.
On the front cover you will see video nasties with
pictures of Buttershaw School fights and
Rhodesway Royal Rumble bitch fight 1 and bitch
fight 2 all appearing on YouTube. Do you accept
that this kind of gratuitous violence happens partly
because people want to put it up on YouTube and
that without YouTube some of these things would
not happen?
Mr Walker: I think you are right that there is a risk
that any new form of communication often times
gets adopted first by the youngest people in that
community and can be used for many good things
and for some bad things. Gratuitous violence is
against our policy so we try and remove it very
quickly. It is typically taken down in a number of
minutes where it is flagged. It is a concern. It is
something we work very hard on.

Q296 Philip Davies: You say you take it down very
quickly. How long does it take for you to remove an
item that is inappropriate like that?
Mr Walker: Once flagged, more than 50% of that
material is removed within half an hour. A large
majority of it is removed within an hour. In the
longest cases it is one to two days for materials that
are harder to identify or figure out whether or not it
is a documentary or it is promoting or glorifying
violence.

Q297 Philip Davies: Do you not think that is slightly
lax, that once flagged you say you will take things
down as quickly as possible? Do you not think that
you have a duty, given that it is your site, to have
people monitoring what is going on there and
proactively taking things down like this, which are
completely inappropriate and I think everybody
would agree is totally unacceptable, rather than
waiting for somebody somewhere to flag it up when

they are thinking, “I don’t need to flag it up because
surely somebody at YouTube is going to be looking
out for this and taking it down”?
Mr Walker: The community does very actively flag.
We get hundreds of thousands of flags every day.
The larger question you raise is what is the model of
the Internet? Is it more like broadcast television or
a newspaper? Is it more like the telephone system, a
communication platform that is used for one-to-one
or a few-to-few kinds of communications? It clearly
has aspects of both. It would be hard to have the
rules of television or the requirement of impartiality
applied to YouTube. We have this “long tail”
problem where there is an awful lot of content.
Whether it is on YouTube, Blogger or MySpace, the
notion of having somebody pre-clearing your
content before you posted it to a MySpace account
or to a Bebo account or pre-clearing a blog which
you were going to write before you are allowed to
publish it on the Internet because it might have
oVensive content in it has not been the way the
Internet has worked. Looking at the volume of
material we have uploaded just on YouTube, it is
hundreds of thousands of video clips in a day. When
you add in all these other services it is in the millions.
The eVective way of doing it has been to be
responsive to problems, to respond very quickly to
problems and remove them. Going back to your
earlier notion of media literacy, it is to make sure
people understand that there will be stupid things
posted; there will be misuses and abuses of the
platform in the same way that there is graYti
scrawled on school walls. You learn to disregard it,
to recognise it is inappropriate. Parents work with
children to make sure that they are viewing things
that are age appropriate for them and they know
how to deal with the challenges and the risks of the
Internet as they would with the risks of a school or
a park.

Q298 Philip Davies: It is one thing for stupid things
to be put on, but it is another thing if you are a young
kid at school and you have been beaten and punched
and kicked just so that somebody can get some
pleasure by putting it up on your site. I was not quite
sure from your answer whether or not you employ
teams of people or use some kind of system to flag
up to yourselves anything that is inappropriate so
that you can proactively take it out?
Mr Walker: It is a mix. Primarily it is the three-
legged stool I referred to earlier. First of all, it is
community flagging. Those flags are quickly
reviewed by a human team of reviewers and there is
some automation at the back end to make sure that
once posted something does not get reposted. That
automation then comes back to the front end again.
If you are posting something that has previously
been pulled down, that would be blocked initially
and will never go up. We are working on additional
software tools to identify material such as
pornography and prohibit it on the site. If we can
recognise that and hold it until it can be reviewed,
that is something that we continue to look for.
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Q299 Philip Davies: How many people do you
employ to monitor what is going on? You have said
that you get hundreds of thousands of things a day
being put on there. How many people do you
employ to monitor what gets put up there?
Mr Walker: It is a variety of diVerent teams that are
working on it. Our primary focus is on the tools and
the development of something that facilitates what I
think is actually the industry leading responsiveness
on the speed of review. If we are reviewing more than
50% of the things within half an hour, the large
majority within an hour, the queues are short. The
challenge is not so much the review teams but in
making sure that we have identified the things
quickly. It comes back to the earlier point that was
made about how to enhance community flagging.
How do we enhance that process and potentially
empower the community itself to be able to identify
and remove material and suspend the appearance of
material pending review?

Q300 Philip Davies: There is one argument you
made that I cannot quite follow. You said that you
do not really want to go down the line of somebody
like YouTube looking at things before they go up
there to decide whether or not they are worthy of
going on and that that would be a restriction on free
expression. Once something is flagged up to you you
then review it to see whether it is acceptable or not.
What is the diVerence between reviewing it before it
goes on to see if it is acceptable and reviewing it after
it has gone on to see if it is acceptable? Surely you are
going through exactly the same process.
Mr Walker: In the United States I am not sure if the
language is the same but I suspect the concept is the
same in Britain. We would have concerns about
what what in the States we would call prior restraint.
We have hundreds of thousands of pieces of material
being uploaded on YouTube or millions of pieces
being uploaded if you start to include Blogger,
MySpace, Bebo, shared documents, posts going up
onto videos, a huge amount of user-generated
content. This is what is called “Web 2.0” and it is
where you have empowering of the individual
consumers to create their own content. If you try to
take that vast amount of content and pre-screen all
of it, it is neither eYcient nor eVective and would
burden the process of creation. Think of the delays
that would be occasioned between the time you tried
to edit a document or post a comment and some days
later when it would appear online. It is a very
diVerent model to anything the Internet has ever
had.

Q301 Philip Davies: What you are saying is it would
be a pain in the backside to do that. I do not dispute
for one minute that it would be hopelessly
inconvenient and a complete pain for you, but if it
would stop things like this from going on in some of
my local schools would you not agree that it is a price
worth paying?
Mr Walker: It is not the price for us that I would be
concerned about but the price for the user. It is a
somewhat diVerent model to what we have had
before. A page like this gets worked on by 20

diVerent people. It is on the Internet; it is user-
generated content. If I change a comma, should that
need to be reviewed before it goes online? I recognise
there is a spectrum, from something that gets viewed
millions of times to the millions of things that get
viewed only a small number of times, but all of that
is user-generated content. If you have a correction to
a Wikipedia article, should it need to be pre-
reviewed before you can move the comma? This is
the challenge that we face in trying to come up with
a scaleable model that works for all forms of user-
generated content. The eVective and generally fairly
eYcient approach and the approach that has
safeguarded the user experience and the value of the
Net have been responding very quickly to problems.
It is as it is in the oZine world. We do not have
policemen on every street corner stopping things
from happening. We have policemen who very
quickly respond when there are problems that occur
and consequences for violation of those rules. In this
case you would remove a video, you would lose your
account and you would be kicked oV the Google
services if you were guilty of violating the rules.

Q302 Paul Farrelly: Mr Walker, it was a very simple
question that my colleague Mr Davies asked you
which you did not answer. How many people does
YouTube employ to proactively review and take
down inappropriate content irrespective of whether
it has been flagged or not?
Mr Walker: The answer is we do not proactively
review in a human way—

Q303 Paul Farrelly: Not a single person?
Mr Walker: We have automated tools which review
material to see if it has been previously flagged and
will stop its reoccurrence. We are developing tools,
again to the point that we are a technology
company—

Q304 Paul Farrelly: Not a single person is the
answer?
Mr Walker: Devoted to doing prior restraints of
user communication, that is correct.

Q305 Paul Farrelly: Let us take a clear-cut example.
Somebody perverse uploads a piece of child
pornography, how does that get removed from
YouTube before anyone flags it?
Mr Walker: There are two potential ways. One, we
are working very hard on various forms of
automated filters that will detect—

Q306 Paul Farrelly: How does it now get removed?
Mr Walker: In some cases I believe some of these
filters are already being used to identify
pornography content. It is diYcult to distinguish
child pornography from general pornography, but
the advantage is that both are illegal or unacceptable
on YouTube and so we do not allow it.

Q307 Paul Farrelly: How does it work? Until
someone flags it—
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Mr Walker: If an individual piece of video has been
uploaded before and we have ruled it a violation of
our terms of service or illegal—

Q308 Paul Farrelly: I am talking about a new piece.
You are saying somebody has got to flag it to you
before it is taken down.
Mr Walker: I am saying that that is an important
part of the way the material comes down. I think you
will find that there is very little pornography let
alone child pornography on the site because of that.
As users know that if they upload something they
should know it is going to come down very quickly
it is almost not worth the bother of putting it up in
the first place. Either it is blocked because it has
already been taken down before, it is potentially
blocked because it is something that our system has
identified as being pornographic or it is blocked
because the first person to look at it says it is clearly
child pornography and would flag it and it comes
down within a matter of minutes. The game is not
worth the candle.

Q309 Paul Farrelly: Clearly it would aVect
YouTube’s business model if it had to employ banks
of people to do this and therefore your profitability.
Does your business model not abdicate any
responsibility that you have?
Mr Walker: I would say the reverse is true. The
unacceptable content, child pornography—we make
no money from pornography and have no desire to
or from the oVensive content. There is a much larger
risk to our brand reputation and to the vast amounts
of money and time and eVort we put in to try to
detect and remove this material from the service. We
would be, from a business perspective, much better
oV if none of this had ever hit the site.

Q310 Paul Farrelly: Last year there was a teenager
murdered in random violence in Liverpool and the
press posted pictures of screamed rants from
YouTube on videos glorifying gang violence. I am
sure this is not just a UK issue, it is an issue in
America as well. When I made some comments
about that YouTube’s response was to say, “We’re
not in the process of editorializing. It’s nothing to do
with us, Guv,” and subsequently I have been
pestered by teams of YouTube PR people seeking to
meet me and educate me. If those people were
employed doing something about that sort of
content or if the law as it stands gave you more of an
incentive to do that I would feel much happier,
particularly as the father of young children.
Mr Walker: Let me apologise for any pestering. I am
sure it was not intended. The general notion is that
it is right that we feel a sense of responsibility, as I
am sure you do and parents everywhere, to try and
make sure that this sort of stuV does not get
uploaded. Material that promotes violence on our
site violates our rules and it should not be there.

Q311 Paul Farrelly: There was another case recently
where a young girl of 15 was prosecuted and
sentenced to detention for being an accessory to
manslaughter and possibly murder because of the

filming of gratuitous violence that was uploaded to
YouTube. If the law were to be strengthened to
make it carry the risk that by virtue of owning
YouTube and broadcasting that you might also,
unless you took the issue more seriously, be
prosecuted as an accessory, that would give you
more incentive to sharpen your act up, would it not?
Mr Walker: I do not think of ourselves as a
broadcaster, I think of ourselves as a
communications platform. I assure you, we take the
issue extremely seriously right now. The question is
not a lack of will.

Q312 Paul Farrelly: But you do not employ a
single person.
Mr Walker: To do something that we ultimately
think would be the wrong approach. We employ
many people to get involved in this very complicated
balancing of the chilling of free speech on the one
hand and the elimination of harmful or oVensive
content on the other and that is ultimately the right
path. There are problematic phone conversations
that go on every day with people planning criminal
oVences. No one would think to impose a
requirement on the phone company to monitor
phone calls, which would probably be eVective in
reducing the use of telephones to commit criminal
acts. The balance on the other side, of the invasion of
privacy, would be thought to be undue. Here again I
think trying to create a model which turns the
Internet into a monitored broadcast medium where
everything you want to post to YouTube or
MySpace, whether it a comment to a blog or a blog
itself or even your email which goes out to 100
people, should have to run through a filter before it
is made public—

Q313 Chairman: I think our approach would be to
suggest to you that your corporate slogan might not
just be “Do no evil” but perhaps “Take an active role
to prevent others doing evil”. I understand about the
amount of material that is posted. Could you
confirm whether or not ten hours every minute of
video content is correct?
Mr Walker: That is currently correct. It goes up
every day.

Q314 Chairman: That video content is tagged. You
do not need to look at every single minute of video
content. Surely you could have people who would
look at the video content which is tagged with labels
which suggest it could be inappropriate. If
something is tagged “rape” then you might decide
that would be worth looking at rather than waiting
to see if somebody reports it.
Mr Walker: We look at a variety of diVerent signals.
Key words might be something to take into account.
The challenge is when you go down that path and
someone is posting a comment on “Sex in the City”,
you might well get an awful lot of material that is not
problematic.

Q315 Chairman: If you were to narrow your search
by looking at the material which is tagged with labels
which suggest it could well be inappropriate then
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you would not have to be looking at the ten hours
going up every minute, you could actually employ
some people specifically for this purpose.
Mr Walker: At the end of the day, I think we all
agree that the goal is to minimise the amount of
controversial material that is on the site. What is the
most eVective way to do that, not the least expensive,
but the way that is best for the user experience, to
block it? It may be that some combination of an
analysis of the material that is being uploaded
through technological tools, an analysis of the labels
that are going on, an analysis of the history of the
user if they have previously posted problematic
material but not so much that their account has been
suspended and an analysis of how many people were
viewing an item or have viewed other items in the
past. We take a lot of diVerent signals data into
account. Certainly it is a fair suggestion and it is one
we will continue to look at.

Q316 Chairman: I only raise it because there was a
case in the UK very recently of a woman who was
gang raped and a video was then uploaded to
YouTube. It was viewed by 600 people before it was
taken down.
Mr Walker: There were 600 views. We believe it was
a much smaller number of individuals, but I am
familiar with it. Clearly it was a mistake on our part
as a result of human review. Our reviewers review a
lot of material and in some cases just simply make
a mistake.

Q317 Chairman: You say it was a mistake on your
part, but it would have been possible to take it down
earlier, would it not?
Mr Walker: The initial flag was reviewed and the
individual reviewer, who had reviewed a huge
number of materials, did not take it down promptly
upon reviewing it. I do not know exactly what
happened, but it was a mistake. It was a tiny, tiny,
infinitesimal percentage of the material that we are
reviewing.
Paul Farrelly: That is incredible.

Q318 Adam Price: How could you make a mistake
like that? How can you agree with gang rape and not
see it for what it is?
Mr Walker: The challenge points out the diYculty
with human review and that the answer is not always
putting more people on this.
Adam Price: Come on!
Paul Farrelly: Do you know how absurd you are
sounding?

Q319 Adam Price: You are defending the
indefensible now. People will find this deeply
objectionable. You cannot defend that. No reviewer
could view that kind of content and not understand
it for what it is. Surely that single case is enough for
you to realise that your approach is completely
inadequate. How can you defend that?
Mr Walker: I do not mean to defend it. Certainly the
rape itself and the underlying content are
abominable and no one would defend it.

Q320 Adam Price: That is not the point. It is a
mistake you made as a company and the system is
inadequate, surely.
Mr Walker: No system is perfect. The argument is
that in the vast majority of situations we do get to the
right answer and we get to the right answer very
quickly. The challenge is how to make a better
system that continues to honour the desire for free
speech and does not interpose a government or a
business between individuals who are putting up
perfectly legitimate, positive, pro-social messages
and the small number of people who are abusing the
rules and that is the diYculty. There is no question
that everybody regrets the fact that this video was on
the site for a minute.

Q321 Mr Evans: Can I ask what changes you have
introduced in the company since making that error
to ensure it does not happen again?
Mr Walker: A number of diVerent things. The
mistake that was made had to do with the way the
individual reviewer coded the video so that
additional flags that came in were not immediately
escalated to the beginning to the queue. We have
made that much harder to do. It is now a double
trigger, it needs to be reviewed twice. I do not want
to go into the details because it would allow people
who are trying to game the system to avoid the
technologies. Where there are other signs of content
being inappropriate that allows for a secondary
review. There are a number of other things I would
be happy to talk about in a private session.

Q322 Rosemary McKenna: When you come across
these things do you pass them to the local police
immediately?
Mr Walker: In that particular case we worked very
closely with local police because the Internet, while
it raises these challenges, is also a very transparent
medium. The perpetrators of this crime are now
captured on video in a way that is very powerful
evidence for law enforcement to go after them and
the same is true for some of these other instances of
cyber bulling or other places where people appear to
have been aiding and abetting the underlying crime.

Q323 Paul Farrelly: Very quickly, Mr Walker, you
have admitted to us that there is not a single person
within YouTube (owned by Google) who
proactively monitors oVensive material. You have
just told us that because of the amount of material
that your reviewers of flagged stuV have to look at
there are human failings and a gang rape got
through. The next question is: how many people do
you employ at YouTube to look at stuV that is
flagged as oVensive? How many people?
Mr Walker: Again it is a combination of—

Q324 Paul Farrelly: How many people? It is a very
simple question.
Mr Walker: I think it is impossible for me to sort out
the people who are doing physical review from the
people who are engineers working—
Paul Farrelly: Have a guess.
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Q325 Chairman: Can we leave it that we would ask
if you could supply the Committee with further
information?
Mr Walker: We will provide everything that is
public and that which will be useful to you.2

Chairman: We are going to need to move on to our
next session but Alan Keen has one or two
questions.

Q326 Alan Keen: Before we come on to the IT
questions, you very rightly tried to avoid areas which
are not your expertise but we do not often get an
expert with your knowledge here. I have got four
grandchildren under five and the world moves so
quickly: what have we got to fear in the next ten
years? Give us some idea. This must be talked about
all the time. I know you concentrate on trying to stop
the problems now but what do we need to be looking
out for?
Mr Walker: It is an interesting question. I would say
that the Internet generally as a daily communication
platform is a diVerent way of working and
communicating than anything we are used to. When
we talk about user-generated content or social
networking, we need to think about a world that
opens up new vistas for kids and ways to
communicate across the country, make friends, all
of this, but also which creates this Second Life
virtual world phenomenon which has a whole new
set of challenges. I would not say dangers because I
think, appropriately educated, kids can work in that
environment, but it is a diVerent way of presenting
yourself to the world. I talk to my children about
how an email is a diVerent way of working in the
world than talking to people face-to-face and that
you have to be very careful about how you present
yourself, what information you provide, and how
people will see you. I think the Internet as a tool
generally will only become more commonplace and
worldwide as a communications platform, so you
have to think a little bit about how that facilitates
collaboration in the way you work with people in
your company, community and your school group.
If there is zero cost to communication, collaboration
becomes much easier and much more powerful.
That is generally a very good thing but it also creates
these risks of anti-social content and conduct in
creating new things. I think that is something to be
watched but not pre-judged until the problem
emerges.

Q327 Alan Keen: Will technology enable us to
control the bad things that can happen on the
Internet? Is that developing? We were pleasantly
surprised when we were looking at counterfeit
reproduction of films that the signals go right
through the film and it is not just catching a bit at the
beginning. Should we be confident that things will
get better and not worse?
Mr Walker: In general that is a useful approach to
new technologies and it has been the case for the last
couple of decades, and I think in specific areas, yes.
We have talked a little bit about watermarking to

2 Supplied in confidence

avoid copyright infringement. Watermarking is
challenging because once it is broken, it is broken for
ever, whereas fingerprinting or video identification is
actually more powerful, because if you try and
circumvent it by tilting your video camera a little bit
or tinting something orange, we can adjust on the
server side to match it against this digital library of
Alexandria that we are accumulating of various
kinds of video content, and technology turns out to
be a very good and eVective tool when used in a
collaborative way. The next challenge for us is to
focus on a lot of these oVensive materials, which is a
harder technology challenge. Technology will never
completely substitute itself for human judgment but
the beauty of the Internet and of technology
generally has been the ability to programme in
intelligent rules, so essentially to discern from your
query for “flowers” you are looking for a picture of
a flower, you would like to purchase flowers for your
spouse, you are looking to do research on flowers, or
something else, have all of those diVerent threads
and give you the information that you are looking
for. That is not because we have a lot of people
working on it; it is because we have the ability to
develop technology that incorporates some aspects
of human intelligence and discerns your intent.

Q328 Alan Keen: Internationally in the negotiations
you have—and people have mentioned China and
Zimbabwe—do you see in your meetings and
discussions that gradually the world will be educated
and these regimes will change? It is Foreign OYce
policy in a way that we are talking about, but from
the IT point of view you have got this knowledge, so
what is happening; is it getting better?
Mr Walker: I think it is getting better. It is a big
challenge because you have one Internet and you
have a global platform and 200 diVerent countries
and they are not used to a world in which everybody
has their own digital printing press. That is very
challenging particularly to regimes that have limited
the distribution of information in the past. That
said, you see international standards changing.
There was an incident in Pakistan not long ago
where the Pakistani Government was concerned
about a video that was critical of the Government
and they blocked YouTube from being accessible in
Pakistan, but inadvertently blocked it from being
available anywhere in the world. Any request that
was going to YouTube was directed to Pakistan
instead. Within a couple of hours, as a result of
government-to-government communications and
our intervention, they reversed that and made it
universally available. We see a growing sense that
undue interference with the Internet and undue
blocking of information in inappropriate ways is
becoming internationally less acceptable.

Q329 Alan Keen: Coming on to boring issues but
vital to this inquiry, can you tell us a bit about
SafeSearch and the Byron Report recommendations
on that? Can you enlighten us a little bit on that?
Mr Walker: Sure. We have, as you know,
SafeSearch as a default setting on the Google search
generally which avoids the display of oVensive or



Processed: 24-07-2008 21:38:43 Page Layout: COENEW [O] PPSysB Job: 398893 Unit: PAG1

Culture, Media and Sport Committee: Evidence Ev 131

1 April 2008 Mr Kent Walker

pornographic imagery that might otherwise be out
there on the net. There is also the possibility for an
enhanced level of safe search that edits text as well.
That is somewhat more complicated because you do
not want to filter out somebody who is searching for
information about breast cancer or sex education or
other appropriate materials, but it is available as
requested. We are also looking at a variety of other
tools that we can provide to parents to further
facilitate that. Again, as in many of these questions,
it involves a question of balance, and of privacy

Witness: Dr Tanya Byron, gave evidence.

Chairman: We now move on the second part of this
session and I should like to welcome Dr Tanya
Byron. Thank you for your patience for the previous
session. Adrian Sanders is going to start.

Q331 Mr Sanders: How would you say your
professional background has helped shape the
review?
Dr Byron: That is an interesting question. The
review was an extremely challenging six months. If I
knew then what I know now I wonder whether I
would have said yes, but I think I would have done,
I have really enjoyed it; it has been a fascinating
experience. I can answer the question by talking
about the skills I think it has really drawn on. I
suppose primarily I am an academic with a
background in child development, so my academic
background is in the understanding of models of
child development and how children develop, how
children think and how children behave. In addition
to that, I have a clinical career of almost 20 years
working mostly with children, young people and
families, and specifically as a consultant I have
worked with vulnerable children and young people
in secure units, medium secure units or in open units
with children who had to be detained under the
Mental Health Act. I am a writer and broadcaster,
which I think was useful in terms of the writing of the
report, and also thinking about ways in which quite
complex arguments could be understandable to
many people and useable so that there was take-out
information from the report particularly for parents
and teachers. I am a mother, I have two children, my
son is ten, my daughter is almost 13, and they use
these technologies. When I was asked to do the
review, another reason I said yes is because I realised
how little I knew and felt it would be useful in my
own home to know what I know now. That is
probably the combination of skills that I brought
to this.

Q332 Mr Sanders: Is there anything specifically that
you have learned through conducting this review
that has changed how you communicate with your
children in the home and what boundaries you set
for them?
Dr Byron: I promised my son particularly that I
would not talk about him directly in this Committee,
but yes it has.

concerns on that side because to block a web
application essentially requires you to know in a
verifiable way whose computer it is and who is
behind that computer, and that is something we
continue to work on.

Q330 Chairman: I think we are going to have to draw
a line here since Dr Byron has been waiting very
patiently. Mr Walker, can I thank you very much.
Mr Walker: Thank you, Sir.

Q333 Mr Sanders: He will never forgive you!
Dr Byron: No, he will never forgive me.

Q334 Chairman: My son is not speaking to me.
Dr Byron: And I remember, John, because I was
there and I think I had a word with you afterwards
actually but there we go; we all live and learn and we
all move on! I have always had an understanding
around parental filters and they have been an
important part of the way I have parented my
children with technology. My children do not have
computers in their bedrooms and never have done
and I feel that is very important. As a broadcaster
and a writer on child development generally, I have
a real issue about young children’s bedrooms
particularly becoming multimedia stations in
homes, and certainly when I write about things like
literacy and so on I do have concerns around that
and family time. The dialogues with both my
children are very diVerent. My daughter is older and
we have a diVerent relationship. She is female and,
not wishing to be sexist, in terms of the way that she
thinks about the world at her age, in the way that I
do not read her diary, there are times when she is on-
line and I respect that but I also respect that we have
a relationship where we can discuss things. With my
son it is much more monitored and supervised.
When he is gaming, we know where he is, there are
times around when he plays, there are rules in the
house around when he plays such as “do your
homework first” and no-one plays games when they
are eating meals, things like that. I am not saying I
am a model parent, I make mistakes like everybody
else does, but this is a big challenge for parents and
my review was about challenging government and
challenging industry, and I feel I have done that
robustly as much as I could, but it was also about
empowering parents, I suppose, to span this
generational technological divide which is so
prevalent at the moment.

Q335 Mr Sanders: Is it just a generational divide? Is
there not actually a real divide between somebody
who is informed and technologically aware above
average and a lot of parents who are not, and how
will this review reach those parents who at the
moment are not adopting the sensible attitude
towards the technology that you are in your own
home?
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Dr Byron: That is a good point that you make and
in the report I set out a grid where it was really
interesting for us, particularly when we were doing
the focus group research, where we found that there
was a variety of ways that parents chose to parent
their children around their Internet use or their
gaming, and some parents are very controlling, some
parents are very liberal, some parents use lots of
filters, and some parents monitor less, and so on.
What was interesting was that parents who felt they
could parent their children in whatever way they
chose were those who had an understanding of the
technology so at least they were “web 1.0 parents”
even if their children were “web 2.0”. I considered
myself a web 1.0 parent before I did this review. I did
not understand the notion of user-generated content
and so on, as I do now. I am excited by it and it has
not frightened me for my children but it has made me
more aware. As you know, I have recommended
quite substantial things to government, quite big
challenges, and I have recommended investment in a
huge marketing campaign; I have called it a “social
marketing” campaign. As a child, I remember the
“clunk-click” campaigns and I am thinking we need
“think-click” campaigns. We need campaigns to
reach people in their homes through public
broadcasting, through newspapers, through
magazines, in schools, through HR departments and
so on. That is what I am recommending; I hope it is
robustly taken up.

Q336 Mr Sanders: What part may you play in
developing and putting into practice the action plan
that you have recommended for Government?
Dr Byron: Can I say I am going on holiday first! I
have no plans to be actively involved in the
implementation of this review. I have to say I feel
very passionately about the review now and I am
really pleased at how vigorously it was taken up on
the day that I published. The Prime Minister asked
me if I would come back and re-review, as I have
recommended, in 2011, to make sure that what I
have recommended has been implemented and
within the time lines that I have recommended,
because I do not want things to be set up in a nice
thought about way that takes a bit of time; I want
things to get going now. I am considering at the
moment whether I will do that.

Q337 Rosemary McKenna: Can I just say how
welcome the report was. I think it is a fantastic
report and it is timeous and it has to be implemented
within the time lines because we have been aware of
the issue for some time. I am also talking as a user
and a grandparent so I want to get these things in
place as quickly as possible. We have just heard how
inadequately some of the social networking sites are
monitored. Just how dangerous is the Internet for
children?
Dr Byron: I think the dangers of the Internet
correlate strongly with the benefits of the Internet
and I think that is something that we need to think
about really carefully. The Internet can help you
make new friends but it can also mean people who
you do not want to know who you are or where you

are or what you look like can get information about
you. For me, if we start at the very basic parenting
level, we feel empowered to say to our children
“don’t talk to strangers,” or “don’t give your details
out to people who you do not know” and so on, but
what really struck me is how people are not engaging
in that conversation at all with their children because
they do not even know that is what they are doing.
A lot of parents think when their kids are going on-
line that they are watching television and so the
Internet is used as an electronic nanny. It is not; it is
actually like opening your front door and saying,
“Go on then, go and play,” and we do not want our
children to go and play unsupervised until we are
clear that they are independent. There are very clear
dangers which are defined by law. I commend CEOP
and the Internet Watch Foundation, I think you
have heard from both of them, and the work that
they do there is extraordinary and important and
must be well-resourced to continue. I have made
recommendations about how the law needs to
further clarify illegal content, contact and conduct
on-line and I think it is important that we think
across those three diVerent domains. The big debate
we are having at the moment is about suicide
websites and I think dangers when it comes to an
individual child are very much located within the
child, to do with risk and protective factors, so
protective factors exist within the home, within
family relationships and within how much their
parents understand technology. Risk factors make
vulnerable children more vulnerable but that is both
oV-line and on-line, and I think there is a blurring of
the oV-line and the virtual worlds and, definitely,
children do not see these worlds as diVerent. When
they are being bullied at school and it then happens
on-line it is a blur across the two worlds.

Q338 Rosemary McKenna: I think that is true and
what I am concerned about is that those children
who are already vulnerable are likely to be the ones
who are most vulnerable when they go on-line
because they will not have the relationship with their
parents nor will their parents have the
understanding of the dangers. Is it possible to run a
campaign which would alert those parents and
would really let them understand exactly without
scaring them oV the Internet?
Dr Byron: I think the campaign has to be thought
about really carefully and I think that targeted
marketing of diVerent kinds of ideas to diVerent
families and so on has to be thought about carefully,
as you say. With my child protection hat on, with the
background that I have in child protection, I also
know that there are some extremely vulnerable
children and young people who have parents who
will probably not respond to any kind of messaging
which is distressing and disturbing and something
which we have to think about often as a society.
Those children sometimes are in schools and so I
have also made a number of recommendations
about how we can support schools in terms of
thinking about e-safety. We know that boys are
particularly vulnerable if they have no permanent
and strong male role model in their lives. Often these
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boys do make attachments to male role models in
schools so it is also about looking at how schools and
staV within schools can support these children.
What is really interesting is on-line there are also
ways in which vulnerable children can be supported
and detected and, for me, it is also thinking about
that and resourcing that as much as we can.

Q339 Rosemary McKenna: I also think it is quite
important that we do not over-protect children and
there is an issue about that anyway in the non-virtual
world, if you like, with children being escorted to
and from school, et cetera, all the kind of things that
I think tend to not prepare children to face risk or to
understand risk. Can we do that, can we manage
that balance?
Dr Byron: I am really glad you have made that point
because I have made the point several times in the
report and I make it often when I write in my column
for The Times. I have real concerns generally that we
are living in a risk-averse culture and we have a zero-
risk approach to parenting. It is very diYcult to say
that without people thinking that what I am
implying is that children should just be left to roam
free and face all the dangers of the world. That is not
what I am saying but, ironically, what we did find
from the focus groups and from talking to
children—and you know that most of the
respondents to my report have been children, more
than all industry, all adults and everybody it was
kids who were writing to me, blogging with me and
so on—is that as we become more anxious about the
oV-line world, the real world, so we are restricting
our children access to play outside and all the things
that we all did as kids, children who, because of the
developmental imperative to take risks and to
socialise, and this is how you develop, you take risks
and you socialise, it is what development is about,
and because they are inside the home they are going
on-line and they are doing exactly the same things,
and I would argue they are almost more at risk
because they are doing exactly what they want to do,
socialising and taking risks, but they are doing it in
a space where the grown-ups under whose care and
control they are, have no real understanding or idea.
For me the irony is that as we try and protect our
children in the oV-line world in an overprotective
way we might be pushing them into risk in the on-
line world without them really knowing that.

Q340 Adam Price: Looking at risk in the on-line
world, I think your categorisation of content,
contact and conduct is a very useful way of being a
bit more specific because I think that is part of how
we avoid a risk-averse culture by being clear about
the nature and scale of the risk. Could you just say a
little bit about the principal risks that you see to
child development? We understand those associated
with inappropriate contact but could you say a little
bit about what the risks are related to exposure to
inappropriate content to children on-line?
Dr Byron: I suppose a useful way of thinking about
this is to think about the development of the frontal
cortex, if I could have that conversation with you.
This is quite a useful way of thinking in how we can

help children manage risk anyway, whether it is on-
line or oV-line. We need to think about the ability of
the individual child at a neural level. Neural
networks in the brain are still developing throughout
childhood into early adulthood. In the frontal cortex
of the brain the neural networks are very
underdeveloped at birth and they take time to
develop. It is not really until adolescence that the
neural networks at the front of the brain are linking
back to other bits of the brain. This part of the brain
is very involved in the kinds of skills that children,
young people and adults need in order to evaluate
and manage risk. Those would be things like
critically evaluating what it is I am seeing, having an
ability to diVerentiate between fantasy and reality,
and being able to manage my own impulsive urge to
behave in a particular way, being able to regulate my
emotion in terms of how it is going to impact on my
behaviour. Clearly with very young children we see
that we have to have a very high level of supervision
and monitoring in the oV-line world, and if you do
not mind me saying, we have locks on doors so kids
cannot just run out of houses, when they get older
they play in gardens but there are gates, and so on
and so on. For me it is about thinking about the age
of the child in terms of developmental profiles and
thinking about what is that child competent to be
able to manage. For particular kinds of content I am
stating very clearly not just in terms of the Internet
but in terms of video games that adult content is not
appropriate for young children, and we need to be
very clear about that and we need to have the
courage to say no to our children, to set up filters, to
have a clear video game classification system where
we are clearly saying: you do not buy that for your
child because what they are going to be experiencing,
they may not be able to think about in a way that is
helpful for them.”

Q341 Adam Price: I think in the report you went into
some detail looking at the research to date in this
area and some people might be surprised that the
research at this stage is mixed and possibly even
equivocal that there does not seem to be substantial
evidence in relation to the diVerent categories of
harmful content. Were you surprised by that? Is that
a fair assessment of where we are at in terms of our
understanding based on the research?
Dr Byron: To be frank, initially I was quite
disappointed because when I first started this review,
what was really clear from the outset is the
polarisation of debate and the emotion and the
arguments: “Yes it does,”, “No it does not,”
freedom of speech/censorship and the way that I
suppose new media has always been met in society
and there is moral panic. There are real things to be
afraid of, absolutely, and I have written about them,
but also the kind of fear that comes beyond that
which is the fear of the unknown. For me as a social
scientist I thought let us cut through that and go to
the research and then I found that the polarisation
of debate exists in almost the same way in the
research. It depends who you are talking to. There
are some researchers who will say, “I can show you
unequivocal evidence of harm,” but then there are
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others who can say, “Yes, but you know what, look
at your methods, they are wrong,” and when you
look at the video games research for example, where
you see a huge polarisation of debate, those
researchers who claim violent video games make you
violent, that is lab-based research that shows short-
term eVects which many people would say you
cannot then generalise into the long term. So for me
it was about stepping away from that and rather
than just arguing and table-banging and continuing
this polarisation of debate, while children are still
merrily running along there and doing what they are
doing, let us not get too hooked into looking for a
simple causal model and let us look at one that talks
about probability of risk and in locating probability
of risk then you locate it within the child and you say
let us think less about what the technology does to
the child but what the child brings to the technology
and how that is going to mediate benefit or risk for
that child.

Q342 Paul Farrelly: We are all parents or
grandparents and if we waited for the child
psychologists and scientists to prove causality as a
human race we never would have adopted a moral
code in the first place, would we, so there are
boundaries that we as parents set without waiting
for causality because we have taken a judgment,
right or wrong, that something is inappropriate or
wrong. Should we not have the same approach to the
Internet?
Dr Byron: I think we should and that is why I think
most of my recommendations are very much about
empowering the end consumer. For me it is a
question of who do we want to make that decision.
Do we want government to make that decision at a
network level of blocking? Can I just be clear here, I
am not talking about illegal material, I hope you are
clear that I have very strong views about illegal
material and I am very clear that that needs to be
thought about very carefully and we should not be
unequivocal about that at all, but harmful and
inappropriate; what does that mean? One person’s
harm is another person’s oVence is another person’s
distress for their child is another person’s, “I want
my child to see this while they are with me because
it is empowering for them.” For example in the
pro-ana debate there are parents who have said, “I
find it useful to go to these websites to sit down with
my daughter and say, “Look at this, this is where it
could go.” For me it is about having the ability to
think about all of those views and embrace them in a
way that empowers each individual to make the right
decision for their child with all the caveats, as we
have said earlier, for vulnerable children. I agree
with what you are saying, that you do not want
people like me saying, “Here is the evidence; now do
it.” It is about commonsense, it is about judgment,
it is about good parenting. Given this technology
digital divide, it is also about helping people feel
competent and confident to make decisions about
their children. As a parent you would know and as a
parent I would know that when your kids know
more than you about something it makes for an
uncomfortable parenting dynamic, so for me it is

also about actually saying to parents: have the
courage to say, “I do not really understand this but
I just do not like it and I think we need to talk about
it.” Also if I could say one further thing because your
question was very useful, in terms of the research I
think we always need to have a research base and an
evidence base to really look back to, particularly if
we are thinking about policy, and with the UK
Council for Child Internet Safety I have made a very
clear recommendation that research needs to be tied
into the thinking of that Council, but we also need
to accept that ethically from a methodological point
of view to actually do the kind of experiment we
would need to do to truly prove what harms would
happen to what children through these new digital
technologies it would be completely unethical and
we could not do it. So I think we need to also, as you
say, bite down a bit and take a commonsense
approach and empower the end user to really use all
the tools available to challenge industry to step up to
sign up to codes, to self-certify against safety
principles, and to be independently evaluated and
monitored, which then gives parents and consumers
the opportunity to make an informed decision on
behalf of their children.

Q343 Mr Evans: You sat patiently through the last
evidence session. It would be remiss of us not to ask
you: do you think that YouTube and Google should
be doing more to protect youngsters?
Dr Byron: It is remiss of you to ask me this. I sat
patiently through that and I got quite terrified
towards the end, I have to say, waiting for my go! I
know Kent Walker and I know Patricia Moll and I
worked with them and their teams very much during
this review, and I have found them, as much as all the
stakeholders who have engaged very positively with
me during this review, to be people who have
genuine and real concern and care around these
issues. I agree there are commercial imperatives and
so on, but I tend to take a less sceptical view because
I also think otherwise we do go down this road of
polarisation of debate where it becomes an
argument that does not actually get us anywhere. In
terms of me making evaluations of diVerent
companies or diVerent sites, forgive me, I am not
going to give you that opinion because that is
outside the remit of my review and I actually think
that it would muddy the recommendations I made if
I start now giving you a breakdown of who I think
does what better. I think a lot of them do some things
well. There is a lot more that can be done and I have
set a real challenge and I am really pleased to see how
much this has been welcomed by industry. For me it
is about now everybody doing what they are saying
they are going to do.

Q344 Mr Evans: And if they do not, there should be
a time—because we have done this before—for
whistle-blowing and exposing the companies?
Dr Byron: But also the Government, if you would
forgive me for saying that since you are they. There
has been a great fanfare and a big jump up and
down, and on Thursday the Prime Minister and I
were on GMTV—that was an interesting moment in
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my life—but that was great and he was very
supportive, and the two Secretaries of State were
really supportive, and that is good and this is a
positive thing for Government, it is a positive thing
for industry, it makes everybody look good because
everybody is saying, “Yes, we are going to fly the flag
for child safety”; so do it. I have put time lines in and
I will decide whether to come back and be the person
to say yes you have or no you have not.

Q345 Mr Evans: Even at the risk of straining
relationships between parents and youngsters, you
would say to parents that that computer should
come out of the bedroom and it should be in a
communal place?
Dr Byron: I think that is a very good first start,
particularly with younger children, in the same way
as you would not let your younger children have any
other experience without you being around, to
“shoulder surf” is the new term, to have a look and
just check. With older kids it gets more complicated,
and I have said from my own experience with my
daughter there are times when she is on-line and she
is doing what she is doing and that is because I know
her and I trust her. That is how we parent our
children in the oV-line world. We increase their
independence. We have to accept that for children to
be able to manage the world they need to understand
risk. If we take an over-protectionist view we have
very vulnerable children who are vulnerable to
exploitation in both the on-line and the oV-line
worlds, so for me it is a balance in terms of how we
actually parent children and we have a combination
of supervision, monitoring, filtering, discussion,
boundaries, timers, and all the other things that I
have talked about in my report,

Q346 Mr Evans: It is really complicated when you
are talking about the causation of people playing
violent video games and then going out and being
violent. Should parents really be taking more
proactive decisions and indeed learning a little bit
more about the Internet and video gaming as well in
order to properly supervise or indeed censor what
their youngsters are playing?
Dr Byron: We do it for films, we do it for
pornography that is on the top shelf. We do not
allow or encourage our children to read it or buy the
magazine for them. Interestingly, I was buying a
video game with my children on the weekend and
there were three little boys trying to buy a very well-
known and popular video game in the shop and the
retailer said no, and then they brought granddad
along and he said, “Oh, it’s a game, it’s fine,” and I
sort of twitched and my daughter said to me, “Mum,
you really aren’t supposed to be doing it in shops. It
is okay through your report,” but I think that is the
case. The word “game” in itself often gives people a
false sense. Do we want to get hung up on the “video
games turn people into psychopaths” argument
again when we get into the polarisation of debate?
My view is that vulnerable people who do dangerous
things, it is usually a combination of factors that
push them from that underlying predisposition
towards violence into violence. It may be what they

experience in terms of content in a variety of ways as
well as what they experience in the home, how
violence is validated and normalised in their early
childhoods, and so on. Having said all that though,
children should not be playing games that are
designed for adults. The video games industry are
not designing these games for children. I have
recommended a much more robust classification
system at the consumer-facing element side and I
hope that will help people really understand about
games. There are some brilliant games for kids
which comprise 50% of the market; I play them with
my kids, and that is what parents should be spending
their money on.

Q347 Chairman: Can we come on to your main
recommendation for a UK Council for Child
Internet Safety. It seems to be a development of the
Home Secretary’s Task Force. Can you tell us what
the diVerence will be between the Council and the
Task Force?
Dr Byron: In my overall evaluation of the Home
Secretary’s Task Force I felt very positive about it. I
think it is a model of good practice and I think that
is where I feel that the UK does take a responsible
lead in thinking about these issues and can continue
to do so. The problem with the Home Secretary’s
Task Force was to do with how it was set up, how it
was resourced, who was part of it and also the length
of time it took to produce really lengthy documents,
which were guidance documents for good practice
which in and of themselves are really good
documents, but I could not see what they actually
meant in terms of the end user, the consumer,
whether that is a parent making a decision on behalf
of their child or for us to eVectively monitor and
evaluate that certain companies are doing what they
say they want to do in terms of good practice. For
me it was building on the relationships, building on
the goodwill, building on the fact that we had big
multi-national companies based outside the UK
who were sitting and thinking together about issues
that were UK-centric at the time, and also bearing in
mind it was set up in the Home OYce because it was
set up originally to look at illegal content,
particularly child abuse images, and there has been
some very successful work that has come out of that.
I felt it needed to move on, I felt it needed to be
properly resourced, I felt that there needed to be
much more of a cross-governmental feel to it
because what I also found was that industry were
very fatigued at the many diVerent government
departments all of whom have a diVerent role to play
in this arena and who were having several sometimes
contradictory conversations with them, so for me it
was about having one government departmental
voice if you like with all departments working
together. I identified the Home OYce as one chair
because I believe there is lot of work still to be done
on illegal content, and DCFS as the second because
of the issues particularly around education and
children and families. I have recommended a parent
and child advisory panel. Children have really
helped shape this review, their voice is very
important, so we need parents and children telling us



Processed: 24-07-2008 21:38:43 Page Layout: COENEW [E] PPSysB Job: 398893 Unit: PAG1

Ev 136 Culture, Media and Sport Committee: Evidence

1 April 2008 Dr Tanya Byron

what they think. We need child development experts
but we also need technology experts that can
challenge companies to think outside the box
sometimes. I do think, as you were discussing
previously, that technology is moving very much
towards better ways of dealing with these issues. We
need to have two very clear arms, we need one
around thinking about policy and thinking about
systems, but we also need one around delivery, and
I recommend that we need an independent person to
drive the delivery arm so that we do not spend a lot
of time talking about it but not actually delivering.

Q348 Chairman: As you know, the Committee
recently visited CEOP and we met one of the
children who sit on the advisory panel. CEOP is
doing a lot of the things which you have called for,
not just to seek out and prosecute potential oVenders
but also in the field of education. Is there a danger
that by creating this body you are going to
undermine or diminish the work that CEOP is
doing?
Dr Byron: It is not my intention to undermine or
diminish the work that anybody is doing. There are
a lot of organisations that are doing a lot of good
things and for me it was about a co-ordinated and
strategic approach that was driven by a national
strategy. I absolutely echo and agree with your
comments about CEOP, and CEOP would have a
very key role to play in the Council definitely around
illegal content and definitely in the conversation
around enforcement. When it comes to education of
children, CEOP do a great job, they are going into
schools a lot and I know they have their child panel.
In fact, we borrowed their child panel for our
purposes as well in the review, but there are many
others as well and for me it is about pulling together
all the information out there in a way that is
accessible. I found that about 57–60% of parents
said to me, “The problem is we know there is a lot of
information out there but we do not know where to
go to find it,” so people are almost overwhelmed by
it. Also what one person finds useful somebody else
might not, so it is also about writing and producing
and supplying information in a way that meets the
needs of everybody who is looking to have their
questions answered.

Q349 Rosemary McKenna: Is it right to interpret the
review as proposing a move away from self-
regulation according to good practice guidelines and
towards a more co-regulatory approach, with more
accountability to bodies such as the Council or
Ofcom?
Dr Byron: I spent an awful lot of time asking
members of my team and members in various
departments to help me understand the distinction
between these models, and I have to say I think it
becomes rather semantic after a while, if you will
forgive me. For me it is about self-regulation. It is
about industry setting out very clear safety codes
and general good practice principles that can then be
independently monitored and evaluated. Some
people might interpret that as co-regulation; some

people might interpret that as self-regulation. I have
talked about it from a self-regulatory standpoint in
this report.

Q350 Rosemary McKenna: And therefore you would
not be in favour of a more naming and shaming
culture for those businesses and firms who are not
complying or do not match the same standards as
others?
Dr Byron: I think to some degree this is sort of
implicit in what I am recommending in the fact that
here we have a UK Council that reports yearly to the
Prime Minister. Transparency for me is the key, that
is the issue, that consumers really understand what
these codes are and that these are monitored and
that they understand who is adhering to those codes
and who is not, and for me implicit in that then
would be a public acknowledgement of good
practice. We have to balance this now and move
away from a blame, name and shame; there is a lot
of good practice out there that needs to be
acknowledged and industry needs to be supported as
well as challenged, and I think for me it is about
finding a balanced way of doing that that is
proportionate to the risk that we are looking at.

Q351 Chairman: A lot of the evidence that we have
received from the industry has been firmly in support
of the self-regulatory structure, and you have
praised that, but you are also suggesting that the
Council is going to be established to set industry
standards, to monitor compliance and to publicly
censure breaches. That is not self-regulation; that is
co-regulation and I think it is not just semantics,
there is a diVerence between the two, and I think
some might feel that a move towards a co-regulatory
system is not necessarily going to help. How would
you respond?
Dr Byron: Having spent many years working in
many diVerent areas of child protection, just to talk
about my oV-line world experience, I have worked
with many dedicated staV teams who have worked
extremely hard to protect the most vulnerable
children, but a good staV team is as good as how they
are evaluated, monitored and audited. My
background in health has been around audit. It is
about showing good practice and thinking about
one’s practice in order to push on practice and push
the standards on, and so for me the self-regulatory
bit of what I have recommended is around the codes
and about the good practice guidelines and the
safety principles so that diVerent companies can also
show how they measure up to these codes in diVerent
ways. We talk about user-generated content. That is
a massive area so how do diVerent companies
measure up to codes in diVerent ways that can be
evaluated so that the end consumer can then make
an informed choice about what they wish to engage
with or their children to engage with.

Q352 Chairman: But under your structure the
Council stands behind the industry bodies and will
express views as to the adequacy of what they are
doing?
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Dr Byron: The industry bodies are also part of the
Council, so the industry bodies are there. For me this
is about collaborative, joined-up working, this is
about thinking together, this is about sitting and
thinking through some of these very diYcult
conversations in a way that moves away from the
polarisation of debate and the entrenched
positioning that often seems to occur when these
conversations are had. To me it seems almost a
nonsense to have codes if those codes are not
independently monitored. That needs to be thought
about alongside the development of codes.

Q353 Paul Farrelly: Unless you give bodies some
bite, the danger in setting up a quango is that it
succumbs to what you might call “industry capture”.
Let me give you an example. The City regulators
pleaded with government that naming and shaming
on pensions mis-selling would do nothing, it would
not incentivise and that the threat had more leverage
over the industry. That was absolute nonsense. It
was only after 1997 that the new Minister, Helen
Liddell, who is now in Australia, said, “I am going
to name and shame companies that mis-sold,” that
industry did take it seriously and got its act together,
so I am not getting any sense of what bite your
Council might have?
Dr Byron: I do not think any company would want
to tarnish its brand by not signing up to good
practice codes or to ensure that when they have an
independent evaluation of their practice that they
can show that they are measuring up to those codes.
I think the brand damage, apart from anything else,
would be huge, and for me that is where I think the
bite is. I think also the fact it is set up by and reports
to the Prime Minister and it has a very public face to
it and the fact that companies work together with a
number of government departments so there is a
sense of joined-upness in the conversations, because
what I have found—and this is what has taken me
the most time to get through—is the competing
needs of diVerent departments that are putting
pressure on industry in diVerent ways and there is no
strategy or clear strategic way of moving forward in
terms of thinking about child safety. I do believe that
brand damage would be huge and brand reputation
is very much for these companies what they want
and not to be seen to be actually part of this, if one
was to take the more sceptical view, I think would be
very damaging for these brands.

Q354 Paul Farrelly: As you have heard, we visited
CEOP, and they submitted evidence to your inquiry,
and at CEOP they feel very strongly that the balance
is far too skewed towards self-regulation. We have
just heard evidence from a major multi-national that
they do not employ a single person to proactively
filter out child pornography, and an as yet
unspecified number of people checking flagged
content were so overloaded they missed a gang rape,
so you can understand CEOP’s view in terms of the
balance between who monitors and the industry co-
operating on takedowns for inappropriate content,
and you cannot just say, “They have got that view
because they’re coppers, aren’t they?” In terms of

their evidence to you, are there elements of their call
for the balance to be shifted that you have ignored
or have you accepted CEOP’s evidence in its entirety
in your findings?
Dr Byron: As far as the illegal content goes, I have
absolutely no argument with anything that CEOP
says. I think that what they do, they do
extraordinarily well, and it is not just in terms of the
cases but it is in terms of the behavioural
monitoring—as you know, you have been there—
and the way that they actually do profiling around
predators on-line. CEOP in terms of the bigger
picture are part of a number of diVerent
organisations, including industry themselves, who
have a role to play. I believe that is a role that needs
to be collaborative. As I made the point earlier,
when it comes to content that is not illegal, that is
harmful or inappropriate, which is very much a
subjective rating around content, for me it is not
about a single organisation or a single government
making the decision on behalf of society which is
accessing that content as to what they can and
cannot see or should or should not see. For me the
subjective value of making a decision should be
supported. CEOP have an incredibly important role
in the Council. They are respected by many people
and their position, I think, is a very useful challenge
to the Council, to the Government and to industry
and I think for them to sit amongst others and to
work together in the way that I propose is the most
useful way forward.

Q355 Paul Farrelly: Just finally, Chairman, we do
not want to over-egg the risks and we do not want to
mollycoddle children, but we heard at CEOP about
the diVerence between what publicity they are able
to put out on that still-watched medium television
and how Australia treats it rather diVerently, and
that they do not have a budget really within the
departmental priorities to put out factual stuV such
as we see every day on keeping people to driving at
20 miles an hour rather than 30 miles per hour and
the risks to children. How would your Council
change that? Do you think it would be a force for
shifting that sort of publicity up the departmental
priorities. Again what clout is your Council going to
have in that respect?
Dr Byron: As you know, the major area of
recommendation for me was what is called media
literacy (although I think that is a really confusing
term for many people) and an education campaign
around e-safety, and all the issues to do with risk and
risk management, and all the things that you have
highlighted that is targeted across society, but also in
specific places targeted to certain groups or
individuals based on vulnerability as is assessed and
understood and also very much through schools.
For me that has been something that I have said very
clearly needs to be resourced and I believe that
commitment was made last week by government, so
in terms of empowering the end consumer, there are
tools, there are filters, there are products, and we
need to push the standards in the development and
we need to put them in front of people and we need
to make them easy to understand. Fundamentally, it
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does get back to this issue that one of your colleagues
raised earlier about confidence and competence and
self-eYcacy around using the technology. For me
CEOP definitely has a role in that in terms of the
education that they do, but there is a bigger
education question which goes beyond risk and it is
about what is this technology, what does it do and
how can I understand it in order to help my child
understand it.

Q356 Chairman: Can I turn to the question of the
criminal law and legislation. You have
recommended that the Council should look to
whether there should be some clarification of the law
in particular areas. Can you just tell us where you
think there is a case perhaps for introducing further
legislation?
Dr Byron: The tragic cases that were going on in
Bridgend during the course of this review obviously
brought the whole issue around suicide and suicide
websites very much to the forefront of everyone’s
minds, and so alongside my call for evidence there
was a huge amount of evidence and suggestions and
concern coming into me for that. Obviously as you
are aware as a Committee, having sat through so
many hours of discussion, there are so many issues
to think about. For me it was about sticking to my
remit but also when there were particular areas of
real concern listening to those and thinking about
those. I did decide to write specifically about that in
the report. I understand that the Law Commission
review in 2006 talks about assisting someone to
commit suicide as being a crime both on-line and oV-
line. I think we need to be really clear about that and
we need to identify where that might be happening
and then we need to take steps to enforce the law
around those areas on-line as we would also oV-line.

Q357 Chairman: Can I just test you on two other
areas which have been suggested to us. Jim Gamble
specifically highlighted Second Life and the use of
avatars to simulate child sex and he suggested to us
that that should be covered by the law. Would you
agree that is another area we need to look at?
Dr Byron: I think it is an area that needs to be looked
at but it is an area that needs to be researched and
evaluated. I think there is less clarity around that in
terms of the Law Commission giving quite a clear
steer on the issue around assisted suicide both on
and oV-line. I think that needs to be thought about
and that needs to be evaluated and that might be a
priority for the Council in terms of the national
strategy that they set out by early next spring.

Q358 Paul Farrelly: That is sitting on the fence
really, is it not?
Dr Byron: I think it is sitting on the fence because I
do not think we know enough about that yet. I come
from a background of social science which is looking
at risk, looking at concern but taking a balanced and
proportionate view. What that means is
understanding that there are many, many things that
make people feel very anxious but having a very
clear understanding and a basis for action before
one acts.

Q359 Paul Farrelly: Surely it is illegal to show this in
real life? I think the Government was reviewing
whether it might be illegal to show it in manga
comics and there is a similar issue with respect to the
Internet. It should be illegal, should it not?
Dr Byron: If there is simulation around child sex and
that simulation is deemed to be illegal, then
absolutely it should be dealt with appropriately and
expediently.

Q360 Chairman: Also the existing system regarding
video game classification, would you like statutorily
enforced classifications below 18 so it would be
illegal to sell a 15-rated game to a 12-year-old?
Dr Byron: And down to 12. My recommendation is
to take the statutory legislation down to the age of
12. Do you want to know why?

Q361 Chairman: Yes.
Dr Byron: The reason why is that in looking at the
content I looked very carefully at how game content
changes over the diVerent ages and at 12 you begin
to get more realistic violence and some sexual
innuendo. Listening to the voice of the parents,
which was very important in shaping the review, and
also looking at the research done by the other
organisations around this, and also looking at the
Ofcom research which looked at the voice of parents
generally in terms of the Internet and the on-line
space, for me it was very clear that when it gets to
content at that level, people are more concerned to
really understand not just content but context. How
is this violence being played out here? Is it part of a
news-type game, is it something that has a historical
basis to it, or is it just violence? For me it felt very
important that in line with DVDs and films, the
statutory classification should be from 12 and then
15 and 18.

Q362 Alan Keen: From the law enforcement point of
view, Jim Gamble, when he came he was absolutely
firm that if it is illegal in real life it should be illegal
on-line in every sense of that. Would you like to
expand on that and say whether you agree with that?
Dr Byron: I think that is something that needs to be
discussed. I think there are very clear examples
already for example child abuse images. I think that
the on-line space can change things and can make
things more diYcult, more risky. I think again for
me you may say it is sitting on the fence; I would say
it is being a social scientist, but you need to take a
proportionate view of things, and I think to say that
everything that is illegal oV line is therefore illegal
on-line may be the case but we need to set a very clear
strategy and we need to do it now. This needs to be
one of the first priorities of the Council to go through
that point-by-point and to be very clear so that we
then take appropriate enforcement because in terms
of resourcing as well, we want to make sure that we
resource enforcement to act in the appropriate way,
and so therefore we need to be very clear about what
our priorities are.
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Q363 Alan Keen: Where does your opinion fall,
taking a very simple thing, you said there is not
enough research on this really to make proper
judgments, but a child of 12 who continually plays a
game where people are shot and blood runs out and
their arms and legs are chopped oV; do you think
that is harmful or would it have no eVect on the vast
majority of kids and it would just be the odd few who
would be aVected by other things in real life? Is that
how you see it?
Dr Byron: The game that you have described would
not be rated for a 12-year-old, it would be rated for
possibly a 15-year-old and probably an 18-year-old.

Q364 Alan Keen: A 15-year-old then?
Dr Byron: The reason I have made very clear
recommendations about the statutory end of the
classification system at 12, 15 and 18 is because I
believe that that kind of content would be
inappropriate for people under the age that it is
rated for.

Q365 Alan Keen: Is there not a danger of a 15-year-
old playing games which are extremely violent, and
the press in their headline way of reporting stuV say
that is dreadful, that child is going to become so used
to it that he will do it in real life because he thinks
shooting people or using violence is quite acceptable.
What are your views on that? I know it is over-
simplistic.
Dr Byron: In terms of the risk, I spent a long time in
my report going through the research evidence for
video games and there are two camps. There are
those who look at games in terms of laboratory-
based experiments which show short-term eVects of
playing violent games on the people playing them,
although there are questions around playing games
in a laboratory as part of an experiment and whether
that is equivalent to playing in real life. There are
questions around the measures of aggression after
the experiment as to whether they are actually
adequate in terms of hypothesising that that is
aggression. Certainly there are huge concerns that
one cannot extrapolate from a laboratory to real life
and generalise from short-term eVects and make
statements about long-term eVects. For me it is more
an active participant approach in terms of the
research, which would include research that was
more ethnographic rather than laboratory-based, so
therefore we are looking at qualitative and
quantitative research that really evaluates the child,
the individual who is accessing the technology or
playing the game, rather than just looking at the
game itself. I knew this before I came to the review
because I have worked with vulnerable children for
most of my career, but there are some children who
have an underlying predisposition towards violent
behaviour, either directed towards themselves or
others. Those children may be influenced by a
variety of factors in their lives, factors that existed
before the advent of video games, but video games
themselves may be part of a constellation of factors
that would then impact on that child’s behaviour to
the point that they may do something tragic either to
themselves or others. If we continue down the road

of trying to isolate single causal factors when we try
and understand very complex questions such as
child brutality, I think we really lose the perspective
and we lose the ability to make holistic and
important interventions in terms of managing risk
for vulnerable children.

Q366 Alan Keen: What would you like us to put in
this report about further research that the
Government should make sure is carried out? What
would you like us to say? Are you satisfied that
research is going to be on-going?
Dr Byron: I hope it is going to be on-going. As you
know, I made the recommendation as part of my
UK Council. When I had two Secretaries of State
and the Prime Minister saying yes, I kind of
presumed they were saying yes to everything, which
included the research part of it. Maybe I will come
back and see! I have very clearly stated that
currently, as the research stands, the research in
itself is not adequate to base policy around, but it is
very important for us to think about it in terms of
making proportionate decisions and responses to
the probability of risk. Based on your previous
question, I think definitely research around
vulnerable children and young people, identifying
who those children and young people are and
thinking about appropriate ways of managing their
vulnerabilities and supporting them is very
important, research around the areas of illegality,
John, what you were talking about earlier in terms
of the avatars and so on is very important. Research
helps calm the anxieties that polarise the debate and
so it needs to be prioritised around the objectives
that are set out by the UK Council for Child Internet
Safety at their first summit in a year and a half’s time.

Q367 Adam Price: You set out in the report the
diVerent approaches being taken by the companies
that host content to minimise access to harmful
content, everything from software that scans content
for key words, through to YouTube’s approach
which is to allow users to flag potential—
Dr Byron: Notice and takedown?

Q368 Adam Price: Yes indeed, and then finally to
companies like AOL who proactively employ their
own moderators to identify harmful content which
they then take down themselves. Do you think that
all these approaches are equally valid in diVerent
contexts or is there a gold standard and should more
of the major companies be adopting that kind of
proactive approach to identifying harmful material
that is out there on their sites?
Dr Byron: That is a good question. In an ideal world,
a combination of all of those things would be a
perfect solution. There are some really great social
networking sites for younger children, Club Penguin
is an example of that, and there moderation is really,
really important. When you have very young
children it is important that there are human
moderators who are actually present in that on-line
space with the child, for obvious reasons that I do
not need to spell out. Also talking to the BBC and
looking at how they moderate their CBeebies
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website, I think it is a brilliant standard of
moderation. Certainly when you get with older kids
and there is chat there need to be very clear buttons
where abuse can be reported or concerns can be
reported and very clear strategies around how that is
managed. Certainly parental filter will filter content
wherever your child goes on-line, so if your child is
going on to YouTube but they are eight and you
have very clear parental filters in place, then that will
filter the content that your child experiences there.
For me it is about setting it out in the way that you
have just set it out—and thank you for reading my
report in such detail. I do not know if you know but
I wrote a report for children as well so children got
the more sane version of it, to be honest, we cut out
all the stuV we had to wade through before we got to
what we had to say. For me it is about being really
clear about the options, making sure, for example,
with parental filters and also with filters on gaming
consoles that they are easy to set up, they are clearly
understandable and so on, and putting them in front
of parents. I have recommended that when people
take up a broadband connection with a new ISP they
are oVered bundles of filters as part of the package
and that for all new computers it is there on the
bundle with all the other bits of bundled stuV that
you get in terms of virus protector and so on when
you buy your PC. It is a combination of all those
things that I think will help children be safe and take
risks appropriate for their age and stage of
development.

Q369 Adam Price: On the argument against
companies which host internet content acting
themselves as proactive gatekeepers, we have heard
again this morning from Google that it is like asking
a telephone company to screen the content of calls.
Do you think that is a fair analogy against the idea
of them having a team of people themselves actively
reviewing the content to see if there is anything there
which could potentially be harmful?
Dr Byron: I have written a bit about the e-Commerce
Directive in this report. I do not know if it would be
helpful to talk about it here. It took me an awful long
time to understand it. I hope you understand it when
you read what I had written. For me the e-
Commerce Directive is a very interesting point here
because I think it is something that companies may
use in these discussions. In terms of understanding
how it works, there are two ways of understanding
it. In terms of the ISP as far as the e-Commerce
Directive goes, they are literally the pipes that the
content gets piped down, so the e-Commerce
Directive would talk about their role as having a
mere conduit nature, so they are merely the conduit
for content, and as a conduit there is no expectation
of them to be opening the packages of content as it
goes down the pipe and making a decision about
whether that is appropriate or not for delivery. I
suppose in the same way as we do not expect the
Royal Mail to open every letter and decide, that is
the “mere conduit” argument. As far as the content
hosts go, the issues around liability, which is once
they step into an area where they start to make
decisions about what is appropriate or

inappropriate (and again I am talking about the
subjective bit, I am not talking about the illegal bit
where it is pretty clear, I am talking about we make
a decision that we do not like this so it is going) they
then set themselves up in terms of liability that if you
did this bit, why did you not do this bit and why did
you not do this bit? So the notice and takedown is a
way that that can be managed as well. I think that
businesses take risks also as part of being businesses
and sometimes businesses might want to stick their
head above the parapet and say, “Yes, there is the e-
Commerce Directive but, do you know what, we do
not like this, so we are proactively going to take that
down.” That is me speaking entirely personally. I
think businesses take risks as part of business. As far
as the e-Commerce Directive stands at the moment
that is how these things have come about. Notice
and takedown in itself can be an eVective system and
certainly when it is built into a reputational
management system so your community police force
actually has people within it who the community
understands as being reliable informants of where
content breaks policies of acceptable use, that is very
useful because their flags when they say they do not
like something will be escalated up the system and
will be looked at first, and a number of companies do
that in a very reliable way. These are issues the
Council really needs to think about, so if we do have
a system which is notice and takedown then all the
questions that you asked earlier need to be answered
in terms of time, there needs to be transparency,
there needs to be accountability, and it needs to be
evaluated.

Q370 Paul Farrelly: In terms of the e-Commerce
Directive in the area of libel there is bite because
companies can be sued irrespective of whether they
are a pipeline or not if they do not go through certain
steps of giving notice and then take down. The
question for this Committee is whether the criminal
law or an almost mandatory approach adopted
through your Council should give bite in terms of
liability for stuV that is hosted or posted on the
Internet, so what would your recommendation be?
You have said the issues need to be looked at but
what would your recommendation be?
Dr Byron: You are going to tell me that I am sitting
on the fence again here, Mr Farrelly—

Q371 Paul Farrelly: No I am not.
Dr Byron: Oh yes you are! My recommendation
would be this: the e-Commerce Directive as it stands
works but it works in a way that I think industry
should be encouraged not to hide behind it. They
should be able to think proactively about their own
liability in relation to content. I think these are
complex and diYcult conversations. I am not
recommending that the e-Commerce Directive be
changed in itself but it might be as these
conversations continue that that needs to be thought
about. I will be honest with you in terms of the
breadth of the remit of review, this is not something
that I have thought about in any depth and I could
not give you a specific recommendation at this stage.
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Q372 Paul Farrelly: I would not want to discourage
witnesses coming to committees like this, whether by
accusing them of fence-sitting or more serious
things.
Dr Byron: You are terrifying, you are!
Adam Price: Speak to his wife!

Q373 Paul Farrelly: Speak to my children! Now I
have lost my whole train of thought. We have just
heard a pretty hands-oV liberal model from Google.
I can Google and get almost any fact I want by using
Google but were you surprised that the previous
witness could not actually answer the simple
question of how many people might be involved in
Google and YouTube in taking down flagged
materials? Was that a surprise to you?
Dr Byron: I am not going to make specific comments
about other witnesses or what they have said to you
because that is outside my remit and I am here to
answer questions about the review, so I say that to
you with respect, Mr Farrelly. I think that we need
to be careful that we do not become so polarised in
the debate again that we lose the focus. I think there
are diYculties. These are very new technologies.
Who knew two years ago that social networking was
even going to be a phenomenon? I am not defending
mistakes that are made. I am not condemning them
either. I am saying I think we need to move our
thinking on in a way that is collaborate and
proactive and fundamentally focuses on the needs of
children and young people.

Q374 Paul Farrelly: Generalising from that specific
instance, so we are not naming and shaming any
particular organisation, is that sort of model a bit
too hands-oV for you?
Dr Byron: The notice and takedown model?

Q375 Paul Farrelly: Not having anything proactive
and having staV so overloaded that they miss gang
rape videos, in the general case?
Dr Byron: There will be ways of looking at things
proactively in terms of scans, in terms of flesh tones,
as was being said earlier by the last witness, in terms
of things like pornographic content. The diYculty
with that and the way that as I understand the
technology is advancing is that when you are
looking at flesh tones, you might be looking for flesh
tones in terms of seeing sexual content but you may
get 15 million pictures of people in their bikinis on
the beach, so the technology is advancing in terms of
being very strategic in terms of pictures but also in
terms of text. You made the point—and can I call
you John because I sort of know you—you were
talking about tagging and you were talking about
sophisticated research around names. I think these
are all things that need to be thought about, but it
needs to be pushed up the agenda for companies so
these technologies are technologies that they are
really investing in because child safety is a priority
because we say it should be.

Q376 Rosemary McKenna: Just very quickly on a
couple of specific issues, you reject an expansion of
network level blocking such as that used by major

ISPs to block access to sites identified by the Internet
Watch Foundation, but the Internet Watch
Foundation say that it is working eVectively. Why
do you not want it to be developed?
Dr Byron: Maybe I need to be a bit clearer. I do not
reject it in terms of illegal content, as we have been
talking about earlier. If content is identified as being
illegal and it is found to be illegal, then we need to
think about how we tell the ISPs about that so they
can take it down, but I reject the notion that ISPs
should be looking for that content. We need to
define as we have with child abuse images what is
illegal and then notify them. Generally I am not
recommending in terms of harmful and
inappropriate material, which again is a subjective
decision, that the networks make that decision and
then block it at that level.

Q377 Rosemary McKenna: You also recommend
that parental control software on new computers
should not be automatically on there but should be
an option for the parents?
Dr Byron: I think it should be there and I think it
should be in front of people and I think it should be
there when you switch on. What I am saying is it
should not be set at the highest level by default. The
reason for that is I thought about this really, really
carefully because obviously if you are very
concerned about child safety, it would be an obvious
recommendation to say put the filtering software on
and have it set at the highest level, but in the focus
groups and very much in the call for evidence, what
parents were saying is that they were finding filtering
software so restrictive that if it was set at the highest
level they just switched it oV, partly because families
have lots of children of diVerent ages, and once it is
switched oV they have not actually engaged with
anything other than the thought of switching it oV.
For me it is there, it is in front of you as you switch
on or your ISP provides it to you when you change
to a new connection, and you are talked through
setting it up. I talked about this notion of the
“tipping point” which is what the social psychologist
Malcolm Gladwell talked about, which is if you put
it in front of people and you enable them to engage
with it enough because they have to go through the
process to set it up, you have moved them from a
stage of precontemplation, which is not even
thinking about the issue, to a state of contemplation
and to a state of action so you have changed people’s
behaviour while also providing the tools to enable
them to keep their children safe.
Rosemary McKenna: Thank you very much for a
very, very commonsense approach to a very complex
issue and it is very helpful to the Committee to have
heard you this morning as well as having read the
report.

Q378 Chairman: I am afraid Mr Farrelly wishes to
test your patience one last time!
Dr Byron: Make it a nice one.

Q379 Paul Farrelly: This is a very easy, nice
question. I want to congratulate you on the report.
I do not think I have ever seen a report that has been
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so broadly welcomed, apart from one rogue editorial
in the Guardian that I read, and I have never seen a
Government immediately come out and say, “We
are going to implement all the recommendations.” If
they treated political manifestos like that, we would
be in a diVerent world. Flicking through this report,
I have not seen a figure in here and good intentions
wither on the vine unless they are matched by
money, so what figure do you have in mind that your
Council would cost to be eVective?
Dr Byron: Can you help me answer this question
really? I absolutely would not know. I have not
thought about money. I am not a person who
prepares budgets. I am a psychologist; I am not an
accountant. What do you think, Mr Farrelly, should
be the figure that I should be suggesting here?

Q380 Paul Farrelly: I have no idea. I will ask all the
people who have welcomed the report but I thought
you might have a figure in mind.

Dr Byron: Lots of money. Enough money to target
eVectively and enough money to be creative around
how that targeting is done. This should be a financial
priority in terms of resourcing a campaign to enable
parents, teachers, adults grandparents who do a lot
of childcare as well, and schools, to feel empowered
to enable children to take responsibility for their
own behaviour, and that will require proper
resourcing.

Q381 Paul Farrelly: So warm welcomes are fine but
the Government has got to put its money where its
mouth is?
Dr Byron: Absolutely right.

Q382 Chairman: Can I thank you very much and can
I on behalf of the Committee wish you a very
enjoyable holiday, which is thoroughly deserved!
Dr Byron: Thank you very much.
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Memorandum submitted by Bebo

Executive Summary

1. As one of the world’s leading social media networks, Bebo is at the forefront of the revolution taking
place in new technology. We welcome the opportunity to oVer our experience and understanding of this
exciting new world to this important inquiry.

2. We strongly believe that the internet, including social media and other web 2.0 services(i) such as Bebo,
contributes positively to the lives of consumer-citizens and the broader socio-economic landscape in the UK.
In particular social media networks allow users to develop digital literacy skills (critical to both individuals
and national prosperity in a global knowledge economy), and improve their social capital (the benefits that
are derived from being part of a “network” of peers).

3. However, we are fully cognisant of the risks that do exist online and the safety of our users is therefore
of utmost importance. We have consequently developed a robust approach to safety, which is grounded in
sound academic understanding, and which provides users with tools and education to enable them to be safe
and responsible when online. As Bebo’s primary audience is 16–24, our safety strategy, and therefore our
submission to this inquiry, focuses mostly on issues related to this age group.

4. Bebo’s approach to safety is led by forensic psychologist Dr Rachel O’Connell, who has a 12 year
career in researching how end-users use new and emerging technologies. She has also been involved in multi-
stakeholder dialogues, such as the Home OYce Task Force.

5. Within the traditional “media eVects” research paradigm, young people were regarded as passive
recipients in relation to media and it was assumed that it was possible to measure the potential negative
eVects on young peoples’ psychological, emotional, social and ideological well-being. In a web 2.0 world
young people are active participants in the creation, dissemination and moderation of content. Harm can
be derived not just from content, but also from conduct; and users can be the creators as well as the victims
of harm. This significant alteration in young peoples’ relationship with media presents a whole new set of
issues that challenges traditional conceptualisations not only of how we define harm but also how we
consider measuring and mitigating its eVects.

6. Cognisant of these new configurations of harm Bebo takes a three-pronged holistic approach to risk
management by:

(a) Securing our service: implementing industry-agreed good practice guidelines and other self-
regulation approaches; embedding a series of safety features into the site to reduce exposure to
risk; and operating a robust Report Abuse system.

(b) Supporting users: working with organisations, such as the Samaritans, via the Be Well part of the
site to reach out and support those users who have been the victim of harm and those who are at
risk of doing so.

(c) Implementing pro-active and reactive harm reduction strategies, including but not limited to,
developing programmes of education, deploying the latest filtering technologies on our service,
safety check in new product development cycle, operating an eVective abuse management team
and by working closely with various stakeholders including young people, teachers, parents,
industry partners and law enforcement agencies.

7. Bebo believes that the most eVective way to address harm in a web 2.0 environment is through a
combination of individual companies employing robust safety features, the implementation of industry self-
regulation, and the encouragement of digital literacy. We acknowledge that these approaches will need to
evolve alongside the rapidly changing marketplace (indeed that evolution is already underway), but we
firmly believe that a multi-stakeholder approach, exemplified by the Home OYce Internet Task Force is an
eVective driver of industry self-regulation. The latest product of the work of the Task Force is the “Good
practice guidelines for social networking and user interactive services” which will be launched in the coming
weeks. Bebo has been an active participant in the discussions around the good practice guidelines and we
have been both thought leaders, (eg all profiles private by default) and ensured that we are in compliance
with the guidelines as they were agreed.
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About Bebo

8. Bebo is one of the world’s most popular social networking sites (SNS). It was founded in 2005 as an
online community where users could post pictures, write blogs and send messages to one another via their
User Profile.

9. Today, Bebo has evolved to become a global Social Media Network, a radical new vision for online
media which combines community, self-expression and entertainment. It has a membership of more than
40 million individuals worldwide, with its primary membership coming from the UK (where Bebo is the
number two SNS, with more than 11.2 million users), Ireland, New Zealand, Australia, and the US and
Canada(ii). Bebo has also recently launched a Polish version of the site.

10. The service is geared towards an audience aged under 30, with the core of 16–24-year-olds spending
2.14 billion minutes on the site per month (more than MySpace, Facebook and YouTube combined). The
average Bebo user spends almost 40 minutes on the site each day, viewing an average of 92 pages.

11. In addition to allowing users to find and communicate with friends, Bebo enables users to discover,
experience and share user-generated and professional content such as video, music, books and other forms
of entertainment. The professional content aspect of Bebo is an increasingly central feature of our service
and we provide access to a line-up of high quality programmes and entertainment from professional
broadcasters, independent producers and other rights owners and gives users a simple set of tools to create
their online media collection and communicate their tastes to everyone in their network:

(a) Bebo’s KateModern, the UK’s first interactive web series, has received more than 25 million views
since it first aired. Another interactive series, Sofia’s Diary, is planned for 2008.

(b) In October 2007, Bebo launched The Gap Year, the first ever truly interactive reality series created
by Endemol which will follow six Bebo users on unforgettable adventures around the globe.

(c) Also in October 2007, Bebo launched Open Media, a new vision for social media and
entertainment that gives media companies free and open access to the Bebo community and the
Bebo community free and open access to thousands of hours of premium entertainment content
from some of the world’s best known media brands.

12. The combination of SNS functions plus original entertainment creates a rich social media network
experience for our users, making Bebo one of the most innovative Web 2.0 companies in the world.

Benefits and Opportunities of the Internet

13. Before moving on to talk about the potential risks that exist online, it is worth reminding the
Committee of the overwhelming good that the internet has brought to society in terms of education,
communication, commerce, financial services, information and entertainment, as well as increased
economic productivity, innovation and competitiveness in the global market.

14. Web 2.0 services have their own particular set of benefits: never before has so much power to create,
communicate, publish and moderate content been in the hands of the general public. The associated
abundance of “user generated content” is fuelling an information revolution typified by the growth of a
number of new activities, including for example, citizen journalism. The resultant paradigm shift in people’s
relationship with media, its creation and exchange presents new challenges in terms of mitigating risks
associated with harmful content.

15. Web 2.0 services also provide a forum to develop one of the most essential skill sets for the modern
age: digital literacy, the ability to express yourself online, make informed choices, access, share and retrieve
content, and keep yourself and others safe. As well as being essential for employment and for living a fully
enfranchised life as a consumer and a citizen, these skills also empower users to protect themselves online.
Bebo has consequently developed a number of ways to encourage digital literacy as an integral part of our
safety approach, as we will explain later in the submission.

16. Another potential benefit of web 2.0 services is the creation of “social capital”. Interaction through
networks enables people to build communities, to commit themselves to each other, and to knit the social
fabric. However, it has been argued(iii) that in the real world active membership in community groups is
decreasing. This vacuum in community engagement in the real world is being filled, at least in part, by the
community building activities that occur in online social networking environments, which can act as an
invaluable glue through which people can maintain contact with one another and continue to build
friendships. Furthermore, having access to support networks has been found to buVer the eVects of stress
and improve resilience.(iv)

Potential Risks of Harm on the Internet

17. As the Byron review has acknowledged in its consultation, “risks are a reality of life” in online world,
just as it is in the oZine world. The aim therefore of public and private company policy should be to minimize
that risk and to provide citizen-consumers with the knowledge and tools they need to address potential harm
if and when they encounter it.
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18. The starting point for an eVective company approach to risk management is solid understanding of
those risks. Consequently, Bebo’s approach is led by forensic psychologist Dr Rachel O’Connell, Chief
Safety OYcer, whose experience includes more than twelve years of research into how end-users use new
and emerging technologies. Dr O’Connell has been a key contributor to policy development with respect to
internet-related issues in the UK, both in her previous role as the Director of the Cyberspace Research Unit
at the University of Central Lancashire chairing the Public Awareness Group of the Home Secretary’s
Internet Task Force on Child Protection, where she facilitated a partnership approach across the mobile
and fixed internet industry, child welfare organizations, government, parent and teachers’ organizations to
develop a number of web-based programmes of education on internet safety. Dr O’Connell has also co-
ordinated pan-European projects designed to address internet safety related issues, funded by the European
Commission. At Bebo she leads a safety team of three, and is supported by a safety engineer, a graphic design
team and an abuse management team, who are based in Austin, Texas, who work together to understand
the landscape we are working in and develop appropriate responses.

19. Concerns about the harmful eVects and negative influences on the public, and in particular young
people’s well-being, with respect to media consumption are not new. In the context of literature, film, TV and
games these concerns have traditionally been addressed through (often) statutory media content regulatory
policies, such as the broadcasting code. There is scope to extend into the online world both the lessons
learned from the traditional media landscape with respect to mitigating harm and updated versions of
regulatory policy. However, as discussed earlier the notion of “harm and oVence”, and therefore the
resulting measures employed to address it, needs to be reassessed for today’s internet environment. Further,
in order to arrive at an entirely contemporary definition, we need to consider web 2.0 services, where one
of the central features is the increasingly active role of users as producers, publishers and disseminators of
textual and visual content through their digital social spaces.

20. Before the mainstream arrival of web 2.0 services, there were three categories of online harm:
“Commerce”, (which relates to misleading product placements and exposure to advertising); “Contact”
(which relates to inappropriate contact being made between adults with a sexual interest in children or young
people, who solicit young people to engage in cybersex and/or to meet in the real world); and “Content”,
which relates to pornography, violence, racist content, misinformation and propaganda. In today’s world
we need to reconsider existing categories to acknowledge that users can be both victims and perpetrators of
harm and we also need to add a fourth category—Conduct.

21. There are two sub-categories of potentially harmful conduct:

(a) Bullying or victimization, which has been described as the repeated exposure over time to negative
actions on the part of one or others.(v) In an online context bullying, harassment, defamation can
be perpetrated by a young person to victimize another young person or an adult such as a teacher.
These include behaviours such as spreading rumours, excluding peers from one’s social group, and
withdrawing friendship or acceptance.

(b) Risk-seeking behaviours, which include divulging personal information, posting sexually
provocative photographs, lying about real age or arranging to meet face-to-face with people only
ever previously met online.

22. As such, it can be argued that “harm and oVence” should be expanded to “Risk of Harm from Online
and Related OZine Activities” (RHOOA), to more accurately encapsulate users’ opportunities to harness
the capabilities of interactive technologies as creators, producers and disseminators of both content and
communications. These potential risks include harm to the physical, psychological and social well-being of
users and recognizes the ability of users people to be active initiators of, and participants in, deviant or
criminal online activities such as cyberbullying, cyberstalking, creation and dissemination of pornography.

23. A further consideration in this new web 2.0 context is the complexity of the construct of “risk of
harm”. For example, a vulnerable young person who is seeking information about self-harm online may be
at an increased risk of harm to their psychological and physical well being if they become participants in
online forums where self-injurious behaviours are legitimized, sanitized and normalized. Alternatively,
other users may derive positive benefits from engagement with similar online communities since
communicating with others may have a cathartic eVect by providing support and an opportunity to discuss
problematic emotions, cognitions or behaviours.

24. Again, while the concept of social capital was introduced earlier in this submission as a potential
benefit associated with online social networking, it is important to recognize that these communities can
sometimes be characterized by negative aspects of human interaction and social organization, including
delinquent and sometimes criminal conduct.

25. In summary, while it is possible to identify new formats of potential online harm, suYcient
programmes of research have not yet been undertaken which focus on how web 2.0 communities address
anti-social, deviant or other inappropriate behaviours. As our knowledge base is not fully formed, it is
important to ensure that appropriate programmes of research are commissioned to better understand the
issues in advance of any proposals regarding “formal regulation” of these issues.
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Helping Users Manage Risks

26. Given this understanding of risk of harm, Bebo takes a three-pronged holistic approach to the
minimising risk of harm (both content and conduct) on its site.

Securing our service

27. Bebo is an active participant on the Home OYce Internet Task Force’s sub group, which has
developed Good Practice Guidelines for Social Networking and User Interactive Services. Bebo adheres to the
good practice guidelines laid out in the social networking guidance and it is worth noting that many of the
safety features on Bebo pre-date the guidance. The following are examples of Bebo’s safety features;
however this list is not exhaustive.

(a) Since its inception all profiles on Bebo are Private by default and safety messages on Bebo are
continually updated—see www.bebo.com/safety. Bebo’s aim is to have programmes of education
designed for parents, teachers and young people easily accessible on the site—see www.bebo.com/
safety. Bebo places context specific safety messages in areas where young people make decisions
about how to interact with the community, eg, when users register they are strongly advised to keep
their profile Private if they are under 21. When users sign in to use the service their IP address is
visible with messaging which details that they are not anonymous online.

(b) As part of Bebo’s schools engagement strategy Bebo has created http://safesocialnetworking.com
for use by teachers in schools where access to the Bebo site is banned. The materials have been
mapped to the school curriculum and include lesson plans.

(c) Bebo has had a robust Report Abuse system in operation since its inception. Every profile page
contains a Report Abuse link located underneath the profile picture which when used allows our
abuse management team to quickly view both the sender and the subject of the report and to issue
conduct warnings, remove content or delete accounts as appropriate.

(d) In accordance with Home OYce good practice guidance it is not possible to search for users under
the age of 16 using search engines.

Supporting young people

28. Sites like Bebo reflect what is happening in young people’s lives and the nature, scope and extent of
harmful behaviour between young people is a cause for concern. As above Bebo addresses these issues
through our abuse management team, which deals with reports of abuse submitted by members of the
community and we also issue conduct warnings if necessary. However, we also employ a more innovative
approach to tackling potentially harmful content/conduct on our site.

29. Research findings indicate that many teenagers fall prey to abuse both oZine and online without ever
having flouted laws or acted irresponsibly. For others, personal attributes render them vulnerable both to
law breaking and to victimization. Bebo has therefore created a part of the site called Be Well
(www.bebo.com/bewell), a well-being centre, which allows support providers to use the Bebo platform as
a means to easily access the young people who need their services. Currently, organizations including the
Samaritans, beatbullying and Mencap, harness Be Well to reach out to and support not only those who have
fallen victim to abuse but to empower young people with the knowledge to identify possible risks to their
personal safety and well-being and to seek appropriate help to mitigate the risk.

30. Be Well is just one of a number of initiatives that Bebo is involved in with a growing number of
partners focused on empowering and supporting young people in areas as diverse as motivational training,
social entrepreneurship, careers advice and using Bebo in an educational context as a Virtual Learning
Environment. For example, Bebo is also part of a multi-stakeholder policy group called Technology for
Well-Being, which brings together providers of support services related to mental health, social care and
well-being who harness or are considering harnessing online platforms (both fixed and mobile), in order to
share learning and develop good practice around the operation of support services online.

31. We believe that this innovative approach to supporting and empowering our users oVers a great
opportunity to mitigate potential harm on our site and oVers scope to address issues relating to conduct by
educating young people to promote tolerance, respect and inclusion in online communities.

Pro-active and reactive harm reduction and crime prevention strategies

31. Bebo’s content standards policy is aimed at ensuring that only content suitable for under 18’s should
be accessible on its site. The majority of user-generated content uploaded to Bebo.com meets Bebo’s content
standards policy, as described to users in Bebo’s Terms of Service.1

32. Bebo ensures that, as a minimum, the Bebo Terms of Service obtains the agreement of the users of
the Bebo Website not to post content that is harmful, obscene, indecent, unlawful, libellous, profane,
defamatory, infringing, inappropriate, hateful or racially, ethnically or otherwise objectionable.

1 http://www.bebo.com/TermsOfUSe.jsp
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33. Bebo has a Member Media Review team “MMR” that searches for inappropriate images and videos
on our service. Currently, the MMR team operates seven days a week and typically inappropriate content
is removed by the MMR team within 24 hours after it is uploaded to Bebo. However, as with any large social
networking environment, it is impossible to find all inappropriate content.

34. Bebo deploys various technologies to intelligently filter content, which augment the eYcacy of the
MMR team. Bebo is always looking at additional ways to: (i) monitor and filter content that contravenes
its standards policies and aims to utilise the ever-increasing capabilities of new and emerging technologies
in order to fulfil this aim. Bebo aims to remove inappropriate content within 24 hours of becoming aware
of or being notified of such content and its location on the Bebo Website.

35. Bebo monitors the patterns of evolution in the use and misuse of various aspects of our service and
reviews new products from a number of perspectives including safety and security. Whilst Bebo cannot be
liable for unsuitable content that is uploaded, or any sensitive content that is downloaded or otherwise used
as a result of or in connection with technological advances, developed user practices, hacking, or any other
illegal and/or unforeseen activity, Bebo aims to address these issues as and when they arise.

36. Bebo was the first social network to implement an audio filtering solution (developed by Audible
Magic), which is designed to allow Bebo to filter any copyright material owned by a third party on the
Bebo Website.

37. Bebo enables users to moderate content in the following ways;

(i) Pre-screen comments: Users have a facility to pre-screen comments made by other users before
they appear on a users profile page.

(ii) Delete comments: a user can delete comments that appear on his or her page but also each user
has the ability to delete comments posted by him /her to another user’s page.

(iii) Default private setting for the profile. All user profiles are Private by default when a user sets up
a Bebo account. Users can remain private or opt to make their profiles public.

(iv) By editing their photo albums users can control who can see individual photo albums and choose
whether to allow others to copy photos from individual photo albums.

(v) There is a link to a Report Abuse form on every Profile page and adjacent to content, which
augments users ability to Report content that contravenes Bebo contents standards or Terms of
Service to Bebo.

(vi) Bebo members can choose to Block individual members, which will prevent the blocked member
from sending them mail messages, posting to their White Board, and commenting on their Blogs,
Quizzes, Photos, Profile or Polls.

38. Bebo recognizes the importance of working with law enforcement and we actively engage with the
Home OYce’s Single Point of Contact training program which is designed to educate law enforcement
oYcers about how to lawfully acquire telecommunications data from Bebo under the Regulatory
Investigatory Powers Act (RIPA).

39. Bebo has a distinct reporting route for users to report suspected paedophile behavior to us and
includes critical education material designed to help those unsure about whether the behaviours they are
concerned about constitute paedophilic behaviours. Reports we receive via this route are dealt with as a
highest priority and reports are disseminated to the appropriate law enforcement agency.

40. Bebo supports the work of the newly formed Child Exploitation and Online Protection centre
(CEOP) and has worked with the both harm reduction team and the intelligence team.

How eVective is the current regulatory regime in managing potential risk?

41. The current regime for managing risk from harmful content and conduct online can therefore be
described as: individual company safety policies ! self-regulation via industry good practice guidelines
(developed with input from other stakeholders). This approach recognises that traditional “command and
control” regulation, which has worked for passive media, is unlikely to be eVective in an environment where
users are not just passive but active, where the parameters are global and not national, and where services
and the use of those services are developing and evolving at a lightning speed. This multi-stakeholder
approach has already demonstrated that it can work, as we have seen in the response to illegal content, the
establishment of the IWF, which saw potentially illegal content hosted in the UK reduced from 18% in 1997
to less than 1% by the end of 2003.

42. However, while we should have confidence self-regulatory approaches, we do acknowledge that the
rapidly evolving nature of the market means that it is necessary for all stakeholders to continually review
and improve their response. For example, Bebo’s safety approach is in a continual cycle of improvement,
as we demonstrated when our move into the mobile market, with the launch of a service with Orange in the
UK and O2 in Ireland, prompted a safety review prior to product launch and the development of a Bebo
Mobile safety animation which is included on http://safesocialnetworking.com.
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43. The wider multi-stakeholder response also needs to evolve in order to be fit for purpose, and there
are currently many activities underway to do this. For example, the Broadband Stakeholder Group, which
has brought together a range of audiovisual content providers, will shortly publish a set of guidelines for
labelling potentially harmful or oVensive content. Bebo hopes that these multi-stakeholder dialogues will
continue and that they are used proactively to discuss potential problems as soon as concerns develop. We
also believe that there is the potential to extend dialogues and share good practice and information across
national boundaries—the UK is not in isolation in dealing with these concerns.

44. However, while industry, with support of government bodies and other stakeholders, is already
evolving practices to best address existing and upcoming harmful content/conduct issues we do believe that
a third element is vital in empowering users to manage risk of harm online: digital literacy. As we have
demonstrated, Bebo strives to promote digital literacy, and we have also committed to increase investment
in educational and other Corporate and Social Responsibility related activities which raise awareness of the
information and tools available. However, adequate levels of digital literacy can only be achieved if
recognized educational institutions and other state-based organizations also provide programmes of
education.

45. We believe that internet safety needs to be a mandatory part of the school curriculum, that it is
informed by research and that it looks at the many positive benefits of networking with others online, as
well as the potential risks including for example, bullying, identity theft, harassment or stalking. The
curriculum must also recognize that young people may also pose a risk of harm to other users, as well as
themselves and develop young peoples’ understanding of their human rights, roles and responsibilities.

46. Digital literacy also needs to go beyond young people to the wider population, for the sake of both
their capacity as users, and as guardians for children’s online activities. In the case of teachers and other
educational staV, we believe that this education needs to take place both as part of initial teaching training
and as part of the rolling programme of continual professional development (CPD). For the general public
supplementary support in the form of help lines, websites and awareness raising initiatives are needed.

47. Conclusion

48. The existence of potentially harmful content (and conduct) is taken extremely seriously by
stakeholders across the online world and Bebo is in a continual cycle to respond to these challenges. We
have therefore welcomed the opportunity to share our experiences with the Culture, Media and Sport Select
Committee, as part of the vital dialogue that needs to take place.

49. In the course of its inquiry, we urge the Committee to approach the issue from a similar base that we
have adopted at Bebo: attempting to understand the very particular forms of harm that can exist in web 2.0
contexts and by recognizing the responses that are likely to most eVective in dealing with those forms of
harm: company safety policies ! multi-stakeholder dialogue and self-regulation ! digital literacy.

References:

(i) Web 2.0 or social media can refer to a perceived second generation of web-based communities and hosted
services which aim to facilitate creativity, collaboration, and sharing between users. This group of services
can include social networking services, which enable the creation of online social networks for
communities of people who are friends or colleagues or who share interests and activities. Social networks
enable interactivity through functions such as chat, messaging, email, video, voice chat, file sharing,
blogging, discussion groups. The addition of access to professionally generated content such as video,
TV, film and music allows a social network to also become a social media network.
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in the previous year as a means to seek help when they felt “very upset, sad, stressed or angry. These
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year. Olweus, 1990.

(v) O’Connell and Bryce (in preparation).
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Memorandum submitted by Fox Interactive Media (FIM)

1. MySpace, a unit of Fox Interactive Media Inc. (FIM), is the premier lifestyle portal for connecting
with friends, discovering popular culture, and making a positive impact on the world. By integrating web
profiles, blogs, instant messaging, email, music streaming, music videos, photo galleries, classified listings,
events, groups, college communities, and member forums, MySpace has created a connected community.
As the first-ranked web domain in terms of page views, MySpace is the most widely used and highly regarded
site of its kind and is committed to providing the highest quality member experience. MySpace will continue
to innovate with new features that allow its members to express their creativity and share their lives, both
online and oV. MySpace’s international network includes 20 localized community sites in the United States,
Canada, UK, Austria, Finland, Germany, Italy, Norway, Sweden, Switzerland, Denmark, France, Ireland,
Netherlands, Spain, Latin America, Mexico, Australia, Japan, and New Zealand. FIM is a division of News
Corporation.

2. FIM is committed to making the Internet a safer environment for teens and people of all ages. We look
forward to working with the Culture, Media and Sports Committee, the Byron Review, the Prime Minister,
and all relevant UK government ministries and agencies to address issues of interest. The following
highlights some of the most notable advancements MySpace has made to enhance safety on its Site for all
of its members and visitors.

3. MySpace’s global corporate headquarters are in the United States given its initial launch and growth
in the U.S. MySpace has developed a close, cooperative working relationship with the United States
government and law enforcement, and we are committed to developing similar relationships with
governments and law enforcement in countries where we localize our Sites. In the UK, we have worked
collaboratively with diVerent branches of the government and law enforcement. MySpace has participated
in the ongoing discussions related to the Home OYce Task Force on Child Protection on the Internet, is
a member of the DCFS Cyberbullying Task Force, and has had numerous discussions with relevant UK
ministries.

4. For example, MySpace is pleased to note that following discussions we had with Home OYce oYcials
in February 2007, the then-Home Secretary John Reid announced his support for making key features of the
Sex OVenders’ Register available to those involved in eVorts to promote online safety. Jim Gamble, Chief
Executive OYcer of the Child Exploitation and Online Protection Centre, also expressed his strong support
for this idea. Subsequently, at the conclusion of the Review of the Protection of Children from Sex
OVenders, in June 2007, the government announced its intention to “Extend the information that oVenders
must provide when on the Sex OVenders Register to include for example email addresses....” The availability
of such data would, of course, be essential to any policy of the kind being discussed last February.

5. MySpace is now engaged in further discussions with Home OYce oYcials on taking this policy further
in the UK. We would also like to see sex oVenders required to register any IM tags or any chat identifiers
they might use.

6. MySpace has also engaged with the UK’s OYce of the Information Commissioner to explore ways of
providing information to the public related to data protection and privacy in the context of social
networking. A central component of MySpace’s eVorts is transferring, as closely as possible, safety features
that society follows in the physical world to the online world. More specifically, MySpace believes in and
proposes a comprehensive approach that involves the following elements working together:

— Site-specific safety features, policies, and practices to address illegal and otherwise harmful
content;

— Cooperation with law enforcement and collaboration to the extent permitted by law;

— Engaged and informed parents with access to tools to protect their children;

— Easy to use tools for members to protect themselves and their privacy and to report any abusive
contact or content;

— Robust safety educational information available to members;

— Strong online safety legislation; and

— Collaboration with organizations that further promote online safety and education.

7. MySpace’s safety program starts with a staV with a strong background in law enforcement and
Internet safety issues. Its head is Hemanshu Nigam, a former U.S. Department of Justice Internet crimes
prosecutor who also has held executive-level security positions at Microsoft and the Motion Picture
Association of America. MySpace is supported by an international team of professionals devoted to online
safety. The MySpace global safety initiatives and law enforcement coordination are overseen by Jennifer
Mardosz, also a former U.S. Department of Justice prosecutor who specialized in Internet crimes against
children. In the UK, MySpace has a safety and security manager, Chris Atkinson, who has over 10 years
of experience in child protection and Internet education awareness. Furthermore, MySpace has engaged
renowned child protection advocate, John Carr, as a consultant on online safety issues in the UK. Carr has
a wide range of experience in this area, serving as Secretary of the Children’s Charities’ Coalition on Internet
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Safety, and as the former Head of the Children & Technology Unit at NCH, as well as other positions in
the field. MySpace also has two dedicated safety personnel in Australia and is currently hiring safety
personnel in France, Germany, Italy, Brazil, Canada, and the Scandinavian countries.

FIM, through its activities on MySpace, has pro-actively sought to improve online safety by adopting and
continuing to advance the safety features described below.

8. Safety Features

— Email Verification: MySpace requires that users register with a valid email address, which is
authenticated via email response. This helps law enforcement track down potential criminals by
removing some of the anonymity of individuals by associating them with an actual email address.

— Monitoring Age Limits: MySpace’s Terms of Use restrict the use of the Site to members 14 years
of age and over. While there is currently no eVective age verification mechanism due to technical,
legal, and data challenges, MySpace has adopted a number of technical solutions and procedures
to enforce the age restriction. For example, the MySpace registration page requires prospective
members to enter their exact birth date, and individuals who enter a date that does not meet the
requisite age are not permitted to register.

To combat a situation where a teen under 14 lies about his or her age, MySpace employs a search
algorithm, utilizing several thousand terms commonly used by underage users, to find and delete
underage profiles. The Site is scanned for such terms, and the database of search terms is updated
to reflect changes in user behavior and terminology.

Profiles that have been reported by MySpace members or parents as belonging to an underage user
also are reviewed by MySpace. Whenever an underage user is identified, the profile is deleted.
MySpace similarly will remove members if we believe they are over 18 and they represent
themselves as under 18.

— Privacy Settings: All users have the option to set their profiles to private and profiles of users aged
14 and 15 are automatically set to private. The privacy setting for users aged 14 and 15 prohibits
any unsolicited contact or communication with users not given the status of friend who are over
the age of 15. If a user chooses to override this setting, the user will see specific safety tips about
the disclosure of personally identifiable information, and will be required to confirm the choice to
change this setting. Even if the default privacy setting is overridden, the profile is only viewable by
the user’s friends and other users under 18. Users 18 and over can only become “friends” with users
aged 14 and 15 if they know the younger user’s last name or email address.

Additionally, users under 18 can block users 18 and over from contacting them or viewing their
profiles and, alternatively, users 18 and over can block users under 18 from contacting them or
viewing their profiles. All users also can conceal their ‘online now’ status, and can pre-approve all
comments before being posted to their blogs.

— Tools for Engaging Users: MySpace oVers users methods to report inappropriate content to
MySpace. Specifically, throughout the Site there are links to “Contact MySpace” and a link to
“Report Abuse” at the bottom of every MySpace user’s profile. MySpace also has in the U.S.
safety pages that include tips for users and parents. MySpace currently is developing a resource
page dedicated to UK contacts and law enforcement.

— Image Review: MySpace is diligent in reviewing its Site for inappropriate content, reviewing each
image and video that is uploaded to the MySpace server for compliance with the Terms of Use and
Photo policy (which prohibit nudity, pornography, and sexually explicit images).2 If an image
violates MySpace Terms of Use, the image and possibly the entire profile are deleted. Hashing
technology is also used to prevent inappropriate images from being uploaded a second time, after
they have already been identified as inappropriate. MySpace is exploring the use of hashing
technology for use in video uploads.

In the United States, MySpace also gives users the ability to report sexually explicit (including

2 In addition, and of relevance here, the Terms of Use prohibit content that: is patently oVensive and promotes racism, bigotry,
hatred, or physical harm of any kind against any group or individual; harasses or advocates harassment of another person;
exploits people in a sexual or violent manner; contains nudity, excessive violence, or oVensive subject matter or contains a
link to an adult website; solicits personal information from anyone under 18; provides any telephone numbers, street
addresses, last names, URLs, or email addresses; promotes information that the user knows is false or misleading, or
promotes illegal activities or conduct that is abusive, threatening, obscene, defamatory, or libelous; promotes an illegal or
unauthorized copy of another person’s copyrighted work; involves the transmission of “junk mail” “chain letters”, or
unsolicited mass mailing, instant messaging, “spimming”, or “spamming”; furthers or promotes any criminal activity or
enterprise or provides instructional information about illegal activities; solicits passwords or personal identifying information
for commercial or unlawful purposes from other users; includes a photograph of another person that is posted without that
person’s consent; or for band and filmmaker profiles, uses sexually suggestive imagery or any other unfair, misleading, or
deceptive content intended to draw traYc to the profile.



Processed: 24-07-2008 21:45:10 Page Layout: COENEW [O] PPSysB Job: 399022 Unit: PAG1

Culture, Media and Sport Committee: Evidence Ev 151

child pornography) conduct directly to the National Center for Missing and Exploited
Children’s (NCMEC’s) CyberTipLine. (MySpace of course reports any and all child
pornography to NCMEC independent of user reports.)

— Dedicated Team for Customer Care: Sensitive issues such as cyberbullying, impostor profiles, and
harassment are handled by a special Customer Care team.

— Screening Out Registered Sex OVenders: As noted above, MySpace is committed to transferring
safety features from the physical world into the online setting. For example, in the United States,
convicted sex oVenders are required to register their physical addresses on publicly availably sex
oVender registries. MySpace recently partnered with Sentinel Tech Holding Corp. to build a
database, called “Sentinel SAFE,” which compiles all the registries into one centralized searchable
database. We are currently comparing the Sentinel SAFE database against the MySpace database
so we can remove registered sex oVenders from our Site. We are deleting the sex oVenders’ profiles
and preserving the information so it can be used, if relevant, in a criminal investigation. MySpace
would welcome the opportunity to discuss the feasibility of the extension of this program into
the UK.

— AMBER Alerts: In the U.S., NCMEC developed a system to send emergency notifications to local
communities via traditional communications (radio and television) when a child becomes missing.
MySpace has partnered with NCMEC to distribute localized online AMBER alerts via MySpace
to help bring a missing child home as soon as possible. MySpace would like to explore finding ways
to extend the UK’s AMBER Alert program into the online world.

— Parental Verification Software: MySpace is currently developing free parental verification
software that, once downloaded onto a computer, is expected to identify users who log into
MySpace from that computer. The software will reveal user-provided information (age, user name,
and hometown) to parents so they will know whether their child has a MySpace profile and what
age the child has claimed to be regardless of the computer that the child subsequently uses to log
in to the Site.

— Preventing Teens from Accessing Age-Inappropriate Content: MySpace restricts the ability of
younger users to access age-inappropriate content. For example, advertisements for age-
inappropriate products or services (eg, online dating, tobacco, or alcohol) are not displayed to
users under 18. Users under 18 are also denied access to age-inappropriate areas such as Romance
& Relationship chat, forums, and groups; all groups designated as Mature; and Classified
categories such as Personals and Casting Calls.

9. Law Enforcement

MySpace has developed a comprehensive Law Enforcement Guide for U.S. law enforcement to explain
how to obtain the information they need from MySpace for their investigations. The Guide describes what
type of information is available and the mechanisms by which law enforcement may lawfully request it.
MySpace also maintains a 24/7 dedicated hotline and email address for use solely by law enforcement.
MySpace is currently preparing an international law enforcement guide, which will include information for
UK law enforcement, specifically outlining the legal processes by which UK law enforcement can obtain
information from MySpace.

MySpace is also hiring safety personnel on the ground in many countries outside the U.S. where it
operates localized sites. In the UK, Chris Atkinson serves as MySpace’s law enforcement liaison, assisting
UK police forces with their requests for information from MySpace in law enforcement investigations. She
has also provided training to UK law enforcement oYcials and provided input to training courses, including
a CEOP-hosted course, to ensure that police oYcers are familiar with MySpace and know how to report
any concerns. MySpace has also worked in partnership with the CEOP and the police to facilitate
communication in cases where young people have been reported missing.

If MySpace discovers any child pornography or receives any predator-related reports, it promptly reports
such information to NCMEC, as required under U.S. law. MySpace then locks the profile so that the user
is unable to make any changes to or access the profile. NCMEC then provides the information to law
enforcement so that the authorities can investigate accordingly. Any child pornography that appears to be
uploaded from a user in a country other than the U.S., would be reported to that country’s law enforcement
via NCMEC.

10. Legislative Strategy

MySpace believes that one of the best ways to fight sexual predators on the Internet is to recognize that
the web is every bit a neighborhood as our cities and towns and modernize our laws. MySpace is very
interested in working with government and legislators to promote legislation that is aimed at fighting sexual
predator activity on the web. To date, these eVorts have been focused on the state legislatures and federal
government in the United States, but MySpace recognizes that the Internet is an international
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neighborhood. Consequently, MySpace welcomes the opportunity to discuss the possibility of working with
appropriate agencies in the UK to analyze the feasibility of pursuing a similar strategy as that described
below.

— Email Registration for Sex OVenders: In the United States, sex oVender registries require
registration only of physical addresses. MySpace is advocating that those sex oVenders also be
required to register their email addresses, instant messaging (IM) and chat identifiers with the
registries. That way, MySpace and other websites can then use that information to keep convicted
sex oVenders from signing up on their site. However, if a registered sex oVender uses a false or
unregistered email address, IM or chat identifier, they would face criminal penalties. Eleven states
in the U.S. have passed such legislation and it has been introduced into numerous others. Recently,
the U.S Council of State Governments adopted sex oVender email registry legislation as a “model
bill,” with the likelihood of U.S. state adoption more broadly in 2008.

— Misrepresentation of Age to Solicit Minors Online: MySpace also supports legislation that makes
it a crime for an adult Internet user to lie about their age with the intent to solicit a minor online
for sexual purposes.

11. Education and Outreach

MySpace is a firm believer in the power of user education and collaborative outreach in the pursuit of
improved online safety and has, therefore, worked with law enforcement, schools, community groups, and
Internet users. These are essential steps, and as MySpace becomes increasingly popular outside the United
States, it will continue to pursue and foster these relationships with non-U.S. law enforcement agencies,
education groups, NGOs and community representatives.

— Law Enforcement: MySpace provides training to U.S. cybercrime units on how to investigate and
prosecute cybercriminals using MySpace. As noted above, MySpace has participated in CEOP-
sponsored events in the UK, and is developing UK-specific law enforcement guidance.

— Parents and Teens: MySpace provides extensive educational resources for parents and teens on its
Site, including links to safety tips for parents and users that appear at the bottom of every page of
the Site. The user safety tips provide guidelines on how to use MySpace safely. The parent safety
tips are designed to educate parents about MySpace and how to help their teens make safe
decisions in relation to their use of online communities. It also encourages parents to talk with their
kids about how they communicate with others and how they represent themselves on MySpace.
Additionally, it provides parents with step-by-step instructions detailing how to remove their
teen’s profile from MySpace if they so desire, and links to free software that enables parents to
monitor or block their teen’s use of the Internet, including blocking MySpace. MySpace also
provides a link for parents to purchase a book entitled “MySpace Unravelled”, written by
renowned online safety experts Larry Magid and Anne Collier, which reviews safety on MySpace
specifically for parents.

— European Education Initiative: MySpace has been working with 13 other multi-national
technology and telecommunications companies as part of a newly formed industry partnership
with a European education organization called European Schoolnet (EUN) to deliver a
coordinated set of education and awareness materials aimed at teachers across Europe. This
initiative represents the industry coming together and working with one clear set of
communications to deliver a cohesive set of resources to:

—Support teachers in Europe to understand Web 2.0 and converging Internet/mobile services
such as social networking and user-generated content;

—Provide materials for teachers to address current diYculties related to issues such as
cyberbullying, responsible use, privacy and personal safety;

—Enable teachers to distribute information and resources to parents, children and wider school
communities;

—Support parents and caregivers in safeguarding their children’s use of new technology; and

—Provide core materials in main European languages (English, French, German, Spanish, Italian)
and localization toolkits for other languages.

— NGO Partnerships: MySpace is also involved with, and dedicates resources to help, non-
governmental organizations on Internet safety issues. Some U.S.-based safety organizations
include IKeepSafe.org, NCMEC, Enough is Enough, and Connect Safely. MySpace is developing
a similar strategy for outreach within the UK.

— Media Outreach: MySpace, through its parent company FIM, has an extensive media reach and
has used these abilities to increase public awareness about online safety. MySpace has also
launched Public Service Announcements (PSAs) on Internet safety through FIM’s media
platforms and other platforms targeted at children. This has included News Corporation and
MySpace engagement in the largest PSA campaigns on Internet safety with NCMEC as well as the
development of celebrity-based multimedia PSA campaigns on Internet safety via multiple media
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outlets, in addition to online PSAs. Also as part of this eVort, FIM partnered with Common Sense
Media and the PTA to launch a national television PSA campaign featuring “24” star Kiefer
Sutherland. MySpace is planning similar outreach activities to be deployed within the UK.

12. Conclusion

MySpace is committed to a continued public private partnership, and in connection with that
commitment we are working with law enforcement, governments, and NGOs in the myriad of ways
described above, including promoting the adoption of site-specific safety measures, a targeted legislative
strategy, and collaborative eVorts. To this end, MySpace finalized a “Joint Agreement” with the State
Attorneys General in the United States that will enhance the safety functionality on the site across
jurisdictions. A copy of the “Joint Agreement” is attached to this submission (along with two documents
summarizing the agreement, see Appendix I, II, III). We also support the ongoing eVorts of the Prime
Minister, all relevant UK government ministries and agencies, the Byron Review and the Parliament,
including this review of the Committee on Culture, Media and Sport to address Internet safety. We look
forward to a continued dialogue and increased cooperation on these issues.

February 2008

Witnesses: Dr Rachel O’Connell, Chief Safety OYcer, Bebo, and Mr Mike Angus, Executive Vice President
and General Counsel, Fox Interactive Media, gave evidence.

Chairman: Welcome to this further session of the
Committee’s inquiry into harmful content online
and in electronic games. This morning we are
focusing on two phenomena which have really taken
oV in the past two years: social networking sites and
electronic games. For the first part of the session I
should like to welcome Dr Rachel O’Connell, Chief
Safety OYcer of Bebo, and Mike Angus, Executive
Vice President of Fox Interactive Media.

Q383 Mr Evans: It seems that just a couple of years
ago nobody had ever heard of MySpace, Bebo or
Facebook and now people talk of little else. Can you
tell us how important are these sites, how many
members you have, the growth rate and why you
think that young people are so attracted to them?
Mr Angus: We worked with Danah Boyd who
conducted a survey and did her PhD thesis with the
University of California Berkeley on social
networking and this phenomenon. Her conclusion,
which I believe is consistent with Dr Byron’s, is that
social networking at the age of the youth able to use
our site, which begins at 14, performs an important
function in their sociological development, namely
that is when they start to form their adult identity
and find their voice means of expressing themselves.
Often teenagers in classroom settings are a bit more
reserved and this gives them the opportunity to
express those sentiments. The other aspect is that at
around the age of 14 teenagers start to look more to
peer groups for their values and identities and, as
many parents of teenagers know, start to look away
from their parents for those values. In the past when
teenagers were freer to congregate without adult
supervision, whether it be in coVee shops, soda
houses and such, it was easier for them to do that.
Today with the valid concerns of parents about
teenagers being out unsupervised much of that
activity takes place on the Internet. This performs a
really important function in their development.
Dr O’Connell: I would echo and add to that. If we
look at the wider social context and ministries of
education and our own DCFS documentation on
the harnessing of technologies, we are educating

young people to become proficient members of the
knowledge economy. Therefore, with the skills they
acquire when using collaborative spaces like
Moodle, which is the educational space that very
much mirrors Bebo, we are educating young people
to become proficient in using these kinds of
collaborative spaces in an educational context. In
the past few years there has been an information
revolution where they are able to create, generate,
disseminate, moderate and police content online as
never before. In addition to the points Mr Angus has
raised we also have to think about it in terms of
government strategies, the promotion of the
knowledge economy and how to equip young people
to become proficient members of that economy.

Q384 Mr Evans: How we survived without them we
will never know! I looked at Facebook last night. It
has now added a chat function. Where do you think
the next step in social networking will take place? Is
there something on which you are working at the
moment about which we do not know?
Mr Angus: How quickly diVerent applications
develop is unreal. Recently, we have opened up our
development platform to third-party developers as
has Facebook, so many of the applications that tend
to take root and become popular are not even ones
that we develop ourselves. This caters to user
behaviour and activities change daily. Our site
evolves and we have to stay vigilant about it in order
to make sure we continue to provide a safe
environment.
Dr O’Connell: This is also an issue from our
perspective. We have also opened up our platforms
and work very closely with our partners to make sure
they adhere to the codes of practice. For example,
recently the Home OYce internet task force was
launched with guidance and recommendations for
social networking and user interactive services, so
there is an onus upon us as companies when working
with partners to make sure we lay down and include
in terms of service as far as possible that they must
also adhere to these codes of practice.
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Q385 Mr Evans: Is there a typical MySpace or Bebo
user? What is the average age of the user? Is one
younger than the other?
Mr Angus: For us, approximately 15% are under the
age of 18. There is not a general demographic. On a
global basis we have 110 million unique users per
month and for the UK it is nine million. There is not
a typical profile. We have adults, seniors, teenagers
and musicians. We have the impact channel which
provides an opportunity for individuals to interact
around philanthropic activities, charities and
political activism, so people find diVerent areas of
the site for diVerent purposes and all have their own
unique ways to use the site and its functionality. It is
really growing beyond what it started out to be three
or four years ago.

Q386 Mr Evans: Do Bebo users tend to be a bit
younger?
Dr O’Connell: We have 40 million users worldwide
and, if you read the media, yes. The media report
that our core market is 15 to 24. We have some
younger users and on MySpace there are lots of
older users and those interested in music, movies and
diVerent areas in relation to media. The whole idea
of Bebo is about self-expression, bringing together
and curating those things that are of interest to you
and sharing them with other people.

Q387 Mr Evans: You have a lot of young people
using the Internet and these social sites. We have
talked about the benefits and advantages of them.
Clearly, that is so; otherwise, people would not be
going to those sites. I agree with everything you have
said, but there are now dangers associated with it.
Growing up is clearly a dangerous activity in any
event, but do you think youngsters may not be aware
that some of the things they are putting up on their
sites, particularly about themselves, can be accessed
by other people and perhaps unwittingly they just do
not know they can use privacy controls to greater
eVect, or are they just being idealistic in believing
that no one out there will try to do any damage to
them? What more do you think you ought to be
doing to try to advise users at least to protect
themselves better?
Mr Angus: I think the most important thing, which
is echoed in Dr Byron’s report, is education. We do
quite a bit. We have safety tips available on every
page, but we feel it is very important for those under
18 who sign up to see them in a very condensed
version in a way that resonates. People are not
always who they say they are and they should make
sure they know who they are talking to; they should
not meet strangers oZine. If they absolutely have to
do so, they should take along someone else or an
adult. They should be careful about the information
they post. First, they do not want to post any
personally identifiable information, not just the
name and address but anything that can help
someone identify them. They should be careful
about photos and other information that they put up
on the Internet. The Internet is a wonderful thing but
it is also permanent. Once it is out there it is pretty
much out there for good. Teenagers tend to think

they are invincible and often do not think about
what is ahead of them. We try to make sure we really
inform them about the significance of what they are
doing online.

Q388 Mr Evans: When I was a youngster in school I
was taught the Green Cross Code and how to cross
the road safely. Do you think consideration should
be given to teaching in schools how better to protect
yourself when online? Clearly, they did not do it
when I was a kid because we did not have such a
thing as online.
Dr O’Connell: We should think about making
internet safety and the whole concept of wellbeing
online a mandatory part of the school curriculum. I
think we will look back on that in time. That echoes
Dr Tanya Byron’s thoughts on this as well as
thoughts in diVerent countries across Europe. We
should equip young people with the skills to think
about these things. We also need to redress the
balance in terms of teachers. We cannot expect
teachers automatically to know or understand how
to educate young people. We have mirrored the
initiatives of MySpace which has also been involved
in the European project Teach Today. We have
worked with the European Schoolnet and the
Department for Education here to pull together
resources designed specifically for teachers so we
educate them and give them the information they
need. That was launched about two weeks ago in
Brussels. Commissioner Viviane Reding attended
that and commended the industry for pulling
together these sorts of resources. I think there is a
challenge here for governments to consider how best
to implement education for teachers through
continuing professional development, obviously
through teacher training, so that teachers are now
equipped with the information they need. They are
then best placed to cascade that information down
to young people. We also need to consider how to
address parents and their needs. I and a lot of my
friends are mums. I see a diVerence in terms of my
understanding, because obviously I work in the
industry, and their level of understanding.
Therefore, there is an onus on us as an industry to
play a part in filling that gap. One of the strategies
we have employed is to go out and work with parents
and ask how they would like the information
presented. Do they want it in a booklet, on a DVD
or do they want condensed text, animations or
videos? As a result of that work we have put together
animations and videos—my colleague has brought
along an information pack—for parents. They want
to sit down with their children, watch them and then
engage in dialogue with them. I think that is the
single most important message to put to a parent
with open lines of communication. You do not want
a situation where your teenager comes across
something untoward and is so afraid you will
terminate internet access that that is not
communicated to you. We need to engage with a lot
of stakeholders. One of the other strategies we have
been looking at is how to engage them. As you say,
teenage years can be quite challenging.
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Q389 Mr Evans: At what age in schools would you
start to teach youngsters about being safe online?
Dr O’Connell: I would start from the day they
commence school.

Q390 Chairman: What do you say is the minimum
age at which it is appropriate to join Bebo?
Dr O’Connell: Under COPA legislation in the US
you must be 13 years of age to join Bebo.

Q391 Chairman: My daughter is 12 and she has been
on Bebo for at least 18 months. I believe that every
one of her friends is in the same position. She spends
hours on it. It is universal. The age is well below 13.
Do you think that is inappropriate?
Dr O’Connell: When parents report to us that their
child is under age we will delete that account.

Q392 Chairman: You said that in the US it is 13.
There is no such thing here.
Dr O’Connell: That applies to our whole service.

Q393 Chairman: So, my daughter should not be on
Bebo even though she is 12?
Dr O’Connell: That is true.

Q394 Chairman: Every one of her friends is on Bebo
and, as far as I am aware, that is very widespread.
One has literally thousands and thousands of
children in this country under 13 are registered on
your site?
Dr O’Connell: That is one of the challenges facing
social networking service providers. For Bebo in
particular, when somebody registers with a date of
birth that indicates he or she is under 13 we draw up
a cookie drop which is a piece of script that does not
allow that person to go any further in the
registration process. If they are clever enough to
remove that cookie—we prevent them from using
the back button—we then do word string searches.
They are quite clever. They will put in “I am 11
candles”, or, “I am 12 candles” which means “I am
12 years old.” Therefore, we have to search actively
for those word strings and when we find them delete
those accounts. There are companies like Neopets
and other social networking companies. There is a
duty to educate people about the age
appropriateness of particular sites. Nonetheless, we
still need to educate parents and young people about
using the Internet safety.

Q395 Helen Southworth: What is the annual budget
that MySpace and Bebo allocate to child protection
work in the UK that you have been describing to us?
Mr Angus: We do not break it down by country. Our
safety eVorts are on a global basis.

Q396 Helen Southworth: What is the budget
internationally?
Mr Angus: It is a really diYcult question because
there is no pure safety budget. I promise that I am
not trying to be evasive.

Q397 Helen Southworth: Therefore, you do not have
an allocated budget?

Mr Angus: It is millions of dollars.

Q398 Helen Southworth: Can you write to us with
the figure?
Mr Angus: Safety is really incorporated in every
aspect of our business. It is not a discrete group of
people or eVort that looks at the website. The CEO
will email me to say that a particular service is to be
launched; he has some developers with him and he
will ask me to talk to them because they want to start
thinking about how to make sure it is safe. It is part
of every development aspect of our business. I think
it would be irresponsible of me to try to estimate
some discrete amount that is dedicated to safety
overall. There are educational components. We
spend amounts on education. We make public
service announcements and some of those run on
other Fox properties.

Q399 Helen Southworth: So, you would not be able
to identify it through budgetary methods; you would
not be able to audit it?
Mr Angus: Correct.

Q400 Helen Southworth: Therefore, there is no
possibility of your making any audit of whether or
not you are providing child protection across all
those areas; it is just a cultural feel?
Mr Angus: Do not let me mis-speak. It is not just a
cultural feel; there are dedicated resources as well,
but I do not want to misrepresent it by suggesting
that it stops at this place.

Q401 Helen Southworth: But would you be able to
let us have details of the dedicated resources?
Mr Angus: Yes, but I do not think it is possible to
break it down by country.1

Q402 Helen Southworth: Provided we can have the
headline figures, that is fine. Within that would it be
possible for you to let us know the allocations to
education or child protection measures specifically
focused on the UK?
Mr Angus: As Dr O’Connell said, most of what we
are doing is concerned with the European
Commission and Teach Today. We have devoted a
lot of resources to the broad education of teachers
throughout Europe.

Q403 Helen Southworth: Presumably, within that
there is some kind of check to see in which nations
you are operating?
Mr Angus: Correct.

Q404 Helen Southworth: Presumably, you have
some methodology to identify that it does not all go
to one particular European nation but is spread
across all your customer base; otherwise, you will
not be able to determine whether or not it achieves
anything. You must have some method of auditing?
Mr Angus: I still do not know that it is auditable. We
may be able to approximate based on user numbers.

1 Supplied in confidence.
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Q405 Helen Southworth: You can give us averages
but not anything that is actually tackling the issue
within the UK?
Mr Angus: Not that I am aware of. We are working
with CEOP and obviously the Home OYce and
this group.

Q406 Helen Southworth: Perhaps I may ask Bebo the
same questions. What is your budget for child
protection across your global operations? Are there
any specific measures applied to the UK?
Dr O’Connell: Perhaps I may unpick that a little.
When I was hired by Bebo, which is three years old,
it was clear that the whole ethos was to develop a
safe site and to do what needed to be done to make
it as safe as possible. My role in the company is to
work at a number of levels, for example with the
engineering team so that when it develops new
products it thinks about the potential risks. We go
through a full risk analysis in terms of what the risks
are or might be and how we can mitigate them, how
somebody might misuse it, how we can get them to
use it more positively. That takes a huge amount of
time. When you talk about budget, are you asking
whether we allocate x amount of money or whether
it is time and allocation in terms of the diVerent
kinds of activities involved in talking to engineers
and getting them to think about product
development?

Q407 Helen Southworth: That is for you to
determine. I want to know how your company
measures the resources that it applies to this activity.
Dr O’Connell: It is so integral to our company. We
spend money on image filtering technologies, on our
abuse management team and our staV who are
dedicated to safety-related issues. Over a third of our
staV are completely focused on safety. I want to be
as helpful as possible. If those are the sorts of figures
and one is trying to add them up——

Q408 Helen Southworth: Whatever methodology
you use, what I would like to know is what
percentage of your activity is allocated to this?
Dr O’Connell: We can come back to you with a
breakdown of those figures.2

Q409 Helen Southworth: It would also be very useful
if you could let us know which of those things are
directly allocated to the UK in terms of education. If
you do masses of education that is great, but it is not
really great for us if it all goes to another nation. We
want to know what benefit your customer base in the
UK receives from those things. That would be really
helpful. I take you back to the specific question of
child protection in the UK. How many reports does
MySpace send to CEOP, and are they all sent via the
National Centre for Missing and Exploited Children
in the US? What is the allocation?

1 Supplied in confidence.

Mr Angus: Everything goes directly to the national
centre’s cyber tip line as mandated by law. They
further disseminate those reports to the appropriate
law enforcement agencies internationally.3

Q410 Helen Southworth: So, they all go via the US
centre?
Mr Angus: When they come to us we are required to
report to them. We also enable users to report
directly to CEOP.

Q411 Helen Southworth: In terms of the process of
going via the centre in the US, what time elapses
between a report being made by a young person or
parent of suspected abuse and it reaching our law
enforcement service for action?
Mr Angus: We do not get information on that from
the national centre.

Q412 Helen Southworth: You do not ask for it?
Mr Angus: We do not get it; we are not able to
obtain it.

Q413 Helen Southworth: So, you have no idea at all
how long it could take a report of suspected serious
abuse to reach our law enforcement agency from a
report to you?
Mr Angus: I am not certain about a report from the
cyber tip line to the national centre and CEOP. I
know that they have a very close relationship.

Q414 Helen Southworth: But we have no idea
whether it is hours, days or weeks?
Mr Angus: I do not. I am certain that the national
centre and CEOP would know.

Q415 Helen Southworth: I want to ask about direct
reporting to CEOP. How many clicks does it take for
a child to get to CEOP from your system?
Mr Angus: We have a safety page which has the
safety resources. There is a direct link to CEOP on
that page.

Q416 Helen Southworth: How many clicks does it
take? How many interrogations does a child have to
make of your system to be able to report abuse?
Mr Angus: They go straight away to the safety page.
Then there is the link to the resources and that will
take them straight away to CEOP.

Q417 Helen Southworth: How many interrogations
is that?
Mr Angus: It is not really an interrogation. Our
educational system—-

Q418 Helen Southworth: For a child it is; it has to go
through a number of diVerent menus.
Mr Angus: It goes to the safety page which is how we
teach them to report these matters. It then clicks the
other resources, if the child does not choose to report
directly to us. If you are on the safety page it is one
click to go to the resource and one to take you to
CEOP.

3 Ibid.
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Q419 Helen Southworth: So, there are only two?
Mr Angus: Yes.

Q420 Helen Southworth: Are you content with that?
Mr Angus: Yes; it is consistent with the Home OYce
guidelines; we are fully compliant.

Q421 Helen Southworth: You are quite content that
you are completely compliant. Does that mean you
are not going to do anything else?
Mr Angus: I would not say that. As I said earlier, the
safety process for us is one that we constantly
measure in terms of eVectiveness, so as user
behaviour and site functionality changes we will
change our site to reflect that so we maintain as safe
an environment as we can.

Q422 Helen Southworth: Perhaps I may ask the same
set of questions to Bebo.
Dr O’Connell: On every single person’s profile page
there is a link to report abuse; it is just underneath
your photo. You click on that. We have a pack,
which my colleague can disseminate to the
Committee afterwards, on page 6 of which you come
to the report abuse page. Down here is a specific link
in the UK which says “File a police report”, and you
click on that. What comes up is the report that you
fill in—the same one that goes to CEOP. That
currently comes directly to us. If you imagine a
bucket, it comes to the highest priority team. That is
sent to CEOP. Ideally, what we are trying to achieve
with CEOP is that it goes simultaneously to them
and to us, so we are working with them and can
achieve that. I hope that will be there at some point.
We also have information for our users. When you
click on “File police report” we are conscious that to
a teenager that can be quite daunting, so it gives an
explanation of the circumstances in which one might
want to do that. My background is that of a forensic
psychologist. I have researched how paedophiles
exploit the Internet and leverage vulnerable young
people, so this done in a helpful way to explain in
what sorts of circumstances one might want to use
this report. It goes to the highest priority team which
turns it round as quickly as possible and goes
straight back to CEOP. I hope that at some point in
the near future it can be simultaneous.

Q423 Helen Southworth: How long does it take at
the moment?
Dr O’Connell: It takes between one and four hours.

Q424 Helen Southworth: In terms of your actual
reporting to CEOP and it being filed by a young
person or whoever raises the concern, currently what
is the maximum time it takes to get to CEOP?
Dr O’Connell: We hear back from our abuse
management teams in one to four hours. At the
outside it is 14, but for the highest priorities it will be
shorter than that.

Q425 Chairman: You are dealing with young
children some of whom will think it quite amusing to
file a police report about one of their friends. Do you

filter them and decide that particular reports are
serious accusations, or do you pass everything to
CEOP?
Dr O’Connell: We pass on those ones. It is a little
daunting and it is not simple. You are perfectly
correct to say that some of these cases arise perhaps
because they are upset with their friends. There are a
number of options on the report of abuse. They will
report abuse and say that so and so has been mean
and done x, y and z. We receive quite a number of
those reports, but we work to try to make it look at
bit more serious when you fill in your details and say
that this is a police report. That was specifically why
we did it. We will not eradicate the temptation to file
such reports 100%. That is just human behaviour
and is part of being a teenager. They have to fill in
those details; they are asked for full names, email
addresses, ages and city address. That is what CEOP
requires users to fill in.

Q426 Chairman: But if you try to make it daunting
is there not a danger that in a genuine case you might
put them oV?
Dr O’Connell: If they use our report abuse system—
if they simply click on and report general abuse to
us—some of those reports come through that
mechanism also. That is one of the things we have
tried to cover in the Home OYce internet task force,
so the networking guidelines are a recognition that
sometimes when abuse happens people need to go to
other places like the NSPCC and get that sort of
support first before making a police report. That is
a very good, valid point.

Q427 Helen Southworth: In terms of protection of
the individual child, if there is a need for further
investigation do you have the ultimate say within the
company as to how that is dealt with? Do you have
mechanisms in place? If you had concerns about an
individual child would it come through to you so you
could determine how it would be dealt with or what
action needed to be taken?
Dr O’Connell: We have a dedicated team which is
specifically trained so it understands the Regulation
of Investigatory Powers Act and how the company
responds to requests for information. We also have
very close relationships with law enforcement.
About a week ago my colleague was involving in
training in Edinburgh. Does the Committee know
about SPOT, that is, single point of contact law
enforcement oYcers who are trained about the
acquisition of telecommunications data, such as IP
addresses, date and time stamps? We have very close
relationships with law enforcement oYcers in the
UK who request information. If we have concerns
about something what do we do? We will contact
them and let them know of our concerns.

Q428 Helen Southworth: In terms of business
development within Bebo, do things come to you for
a check on how it relates to child protection and
harmful content?
Dr O’Connell: Yes. I also have a safety engineer, so
it is not reliant solely on me. Our products have to
go through a safety check.
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Q429 Helen Southworth: Can you veto?
Dr O’Connell: Yes.

Q430 Alan Keen: I would like to follow Helen
Southworth’s question about budgets and so on. I
understand that it is diYcult to answer that. I have
spent most of my working life in the private sector.
I recall that when the first serious health and safety
legislation was introduced—it had nothing to do
with computers which did not exist in those days—
someone on the main board had to be nominated as
the person in the company responsible for safety. I
thought that was very onerous and then began to
realise that it was me and I had to make sure that
there were people like you perhaps working to me.
Obviously, you are experts in your field, but is there
someone nominated on the main boards of both
companies who is to blame if there is a fault in the
safety mechanisms? If not, should there be? Should
we recommend that in our report?
Mr Angus: Ultimately, it falls to me; I oversee all of
the safety issues in the safety team. The chief security
oYcer came from Microsoft. We have technical
people who are well versed in how some of these
safety measures may be circumvented so we can do
our very best to ensure that when implemented they
are eVective and work. We work with all the
engineers throughout the company to make sure
that they also live and breath the safety aspects and
understand their.
Dr O’Connell: Similarly, I am chief safety oYcer and
I sit on the main board.

Q431 Mr Hall: There is now no doubt that the
Internet can be an extremely dangerous place for
young people to explore. The thrust of your evidence
this morning is that the solution to the problem is the
control of access to it. In the UK government
believes that industry self-regulation is the answer
and not necessarily primary legislation. Is the
present British position working well, or is there
anything that the government should be doing to
make it work better?
Mr Angus: I think it is working well. I believe that
self-regulation in this area is the appropriate means
to approach safety. Because it evolves so quickly we
as a company must be able to be agile and flexible in
how we approach the safety measures, look at how
diVerent applications are being used on our site and
how user behaviour changes from day to day. We
can change how our settings and policies are applied
and implement new features to ensure the safety of
our younger users. We can change our messaging,
for example. You mentioned legislation. I think the
other aspect of it is close co-operation with
government via the Home OYce, this Committee,
CEOP and others, to understand their goals and
needs. In terms of legislation, the UK is far ahead of
other countries. There are many countries where
grooming activity may not be illegal. For these kinds
of things it is essential that law enforcement has the
ability to prosecute these criminals who engage in
this activity. The other aspect currently being
addressed is a registry so that we make sure we keep

registered sex oVenders oV these sites by whatever
means, for example by email registration so they can
be screened.

Q432 Mr Hall: Is that possible?
Mr Angus: Sometimes it is diYcult to force them to
comply, but when they do not and we catch them
there are additional penalties and that in and of itself
becomes a crime.
Dr O’Connell: Speaking to your point about self-
regulation and the formation of the Home OYce
Internet Task Force, we spent 18 months sitting
round a table with all the various stakeholders: law
enforcement, child welfare people, experts like Sonia
Livingstone, the Department for Education and
those involved in parenting organisations. It is an
arduous and long process, as it should be, to arrive
at these recommendations. The Home OYce
internet task force is looked at round the world as a
model of good practice. In terms of Dr Byron’s
recommendations and the creation of a UK Council,
we believe that those are good recommendations
and are a natural progression of the work of the
Home OYce internet task force that has been going
on for years. The self-regulation model is definitely
the best way to go. To pick up my colleague’s point,
because of the exponential growth of
communication technologies and capabilities which
are changing rapidly it is critical that the industry
and safety people like ourselves are at the table to
talk about the emerging patterns. That is an eVective
way to go forward. Is there room for improvement?
There is always room for improvement. We need to
keep focusing and looking at the eVectiveness of the
measures that we put in place.

Q433 Mr Hall: Is there any legislation that works
which we can import from abroad? Is there anything
in the States that works that we do not have here?
Mr Angus: Obviously, you are way ahead of the
curve in terms of grooming legislation, but the
registration requirements for sex oVenders and the
criminalisation of using other means of
communication on the Internet that is unregistered
should very much be criminalised.

Q434 Mr Hall: Dr O’Connell, in answer to Nigel
Evans you talked about those people responsible for
supervising children, for example teachers. There is
the interesting expression “digital literacy”. I may
have misheard what you said. I thought you said
that it was the responsibility of government to
ensure that the people responsible for children were
digitally literate rather than people from within the
industry.
Dr O’Connell: I think government needs to look at
our teacher training programmes and whether there
should be a section in that course that addresses the
issue of communication technology, social
networking sites and collaborative spaces like
Moodle that young people are using in schools.
Government needs to make sure that that education
is more than suYcient to communicate safety
messages, an understanding of wellbeing online and
how to keep young people safe and then review for
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those teachers who are currently in employment how
to facilitate a process through continuing
professional development programmes whereby
they have the same access to the sorts of education
they need adequately to educate young people in
their care.

Q435MrHall:Butchildrendonotaccess the Internet
just at school; predominantly they do so from home.
Mr Angus: The educational process is definitely a
shared responsibility. It is incumbent upon us as
businesses to do what we can to explain our
technology and services to our users so they
understand the safety measures, why we have them
and why they should embrace them, and also to
explain them to the teachers so they can engage in a
productive dialogue with students and it can become
very much part of the curriculum, as it should be. We
alsoneed toeducateparents so theyare therenotonly
to supervise and provide guidance but answer
questions and be a participant in their children’s
online activity. That is the crux of it. Going even
beyond parents, teachers and students, the education
of law enforcement is also of utmost importance. We
have a very close working relationship with law
enforcement. We prepare a law enforcement guide
for police oYcers to use when conducting
investigations. We have had numerous calls where
the police may be investigating a crime and they are
not quite sure what information we have and what
they should ask for but they know that there may be
some information available. We have prepared a
guide so they can understand what we have, how they
can get access to it and how it may help their
investigations. In 2007 there was a murder case in
whichwewereable toworkcloselywiththepoliceand
provide information relating to IP addresses and
online communication which enabled them to catch
the suspect who I believe is being sentenced in a
couple of weeks.
Dr O’Connell: These things can be part of the
solution.Oneof the thingsweneed toconceptualise is
that we can harness the positive potential of these
companies in a myriad of ways, one of which is the
Teach Today website, to which we have already
referred, where social networking sites and mobile
operators come together to provide information and
education for teachers. That partnership between
ministries of education and industry to produce that
kind of educational material is quite a landmark way
to go forward and is a demonstration of the
commitment of industry and also recognition by
those ministries that they need that sort of input if
they are to educate students in a way that ensures
young people use these sites in safe and responsible
ways to themaximumextent.Thatkindof innovative
partnership approach is really critical in terms of
augmenting people’s understanding of digital
literacy and it is something that will hugely benefit
UK users here. Bebo has done that in that it created
the set of animations and videos to which I referred
and put them on the home page of our site. We went
out and spoke to teachers who said that Bebo was not

accessible insomeschoolsandsothiswasnotofmuch
use to them. We thought we would then create a
diVerent site called Safe Social Networking.com
which should be accessible from schools. Therefore,
it is just the educational materials, animations and
videos. We then went back to teachers who said they
did not always have reliable internet access in their
schools.Therefore,wemade themdownloadableand
so you do not need internet access. We also mapped
them onto the school curriculum with the help of a
company accredited with the Qualifications and
Curriculum Authority. Therefore, the information
teachers need—lessons, plans and worksheets—that
they would use with students have also been created
for themandputonadiVerent site in case theycannot
access Bebo. We have a collaborative approach in
working with and talking to head teachers and IT
teachers.TheDepartment forEducationdevelopeda
very useful cyber bullying guide. We worked with
teachers in our schools engagement strategy; we said
this had been produced and these were the sorts of
videos. We recommend a school assembly to make
people aware that, for example, when you sign into
Bebo your IP address is flashed up to tell you that you
are not anonymous online and if you misbehave you
create a digital record of your bad behaviour. In my
previous role I ran the cyberspace researchunitwhich
was funded by the European Commission to develop
education programmes. I used to visit schools and
organise with school liaison oYcers to knock on a
door at a particular time to demonstrate to kids that
an IP address looks like a telephone number with a
series of dots in between and that can be linked to the
address and details. Therefore, if they are bullying
they create a digital record and at that point the
school oYcer will knock on the door and come in.
You could see certain heads move and hear “Oh!”
That is a powerful way to communicate to them. We
are trying to promote that and raise head teachers’
understanding that we can be part of the solution.
When you have young people squabbling about who
said what to whom you can see what they have said.
When you can raise that baseline level of knowledge
thathasahuge impact in termsof reducing themisuse
ofour services,andthat iswhywearesocommitted to
those sorts of activities.

Q436 Mr Evans: I believe that Facebook has an
application called Honesty Box where you can send
anonymous messages to somebody. There have been
examples of bullying and even death threats relating
to that. Is it right thatBebo andMySpacedo nothave
that at all and everything that is sent is completely
traceable?
Mr Angus: That is correct.4

Q437 Mr Evans: Do you think Facebook should
remove that application? Do you think it is a
dangerous application?

4 Note by witness: Upon further review, it has come to my
attention that a third party application called Honesty Box
is available on MySpace.com. It remains correct that
everything that is sent through such an application is
completely traceable.
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Mr Angus: I am not sure how that application works
orwhether on the backend they areable to track it, so
I cannot speak to that technology.

Q438 Chairman: I believe that the application Mr
Evans is talking about means that the recipient of the
messagedoesnotknowfromwhere it comes.Youcan
certainly trace from where it emanates if it is
threatening, but it raises an interesting point. The
particular application is not developed by Facebook;
it is one that has taken advantage of it. You said that
you allowed others to put up applications associated
with MySpace. What scrutiny do you give to an
application before you allow it to be attached to
MySpace?
Mr Angus: We scrutinise every application before it
goes live. The issue is that some applications may
evolve over time and their usage may turn out to be
more negative than positive. Just as we have the
ability to report problematic videos, images and
comments for users easily to report those things and
for us to take decisive action, we will remove
applications if they are being abused. We will also
deal directly with the users of the site who are
engaging in bullying behaviour.

Q439 Mr Evans: You would not entertain an
application on either of your sites that was
anonymous from sender to receiver?
Mr Angus: As you have described it I cannot
envisage it.
Dr O’Connell: Similarly, we have to work with those
application developers and make sure they
understand that there are codes of practice that need
to be adhered to and to explain it to them. In addition
to educating parents, there are a lot of stakeholders
for whom we have a responsibility to try to educate
and reach out. It may not be immediately obvious to
somebody who has developed this. They think this is
great and everyone will love it but you provide them
with the really helpful checklist at the back of the
HomeOYceguidelinesandask themtotick themand
let us know what they adhere to and then talk them
through the whole process. That is also a big part of
our work.
Mr Angus: You have asked about specific
applications, but our settings for younger users do
not allow the sending of messages to them unless they
are already someone’s friend. We do not facilitate
communication among unknowns for the under-18
crowd.

Q440 Mr Sanders: Dr O’Connell, earlier you alluded
to your respect and praise for the Home Secretary’s
task force.Whydoyou think it is thatDrByron inher
recent report proposes a new UK council for child
internet safety to replace the Home Secretary’s task
force?
Dr O’Connell: I spent a lot of time with Dr Byron
during her deliberations with various people. In my
home country, Ireland, we have the Internet
Advisory Board which is very similar to the Home
OYce Internet Task Force. I had the privilege of

sitting on that board when it started way back in 1997
or 1998 just after a big case involving child
pornography. The advisory board was convened
with a view to seeing what we had to do to change our
legislation. At the time it was not illegal to possess
child pornography in Ireland. After a number of
years we realised that that body should have
dedicated civil servants, a budget and proper
standing just like the UK council. That has recently
gone intoeVectand it isnowcalled the InternetSafety
OYce. Similarly, I think there would be a lot of
advantage intermsofhavingadedicatedUKcouncil.
I do not think it is to replace something but to build
upon the amazing work that has already been done. I
imagine the structure and process of arriving at these
good practice recommendations will be very similar;
it just gives it a firmer standing.

Q441 Mr Sanders: What diVerence do you think it
will make?
Dr O’Connell: I think that in terms of transparency it
will facilitate industry communicating more
eVectively with the wider public, the media, MPs and
various stakeholders what it is we are doing, how the
recommendations have been arrived at and how
various companies have implemented them. It brings
togetheragreater levelof transparencyandfacilitates
avenues of communication between those
stakeholderswhoneedtoknowwhat isgoingon,who
isbeingresponsibleandwhatmeasureswehaveput in
place to mitigate risk. I think that with a properly
resourced and funded UK council we can achieve
that. It is a natural progression; it is an evolution
which is to be welcomed.
Mr Angus: I think that the more people,
organisations and perspectives involved the better
answers we will have for how to tackle all of these
safety issues, whether it is feature sets or education.
We all have safety education pieces on our sites but
not everyone has access. We have to make sure that
this digital education of everyone, whether it is
teachers, law enforcement or parents, comes from
multiple points. We have to keep repeating this
information. It should come from parents, educators
and should be available online. We engage in prolific
public service announcement campaigns on
television. Printedmaterials anda guideare provided
to educators so that if they cannot access the
information online and want to read about it and
consult it when a child comes to them they can do so.
We also have one for parents that explains to them if
theyarenotcomputer literatewhatsocialnetworking
is about, how it works, how they should talk to their
children about it and what they should be concerned
about. The more ways we try to reach people the
better and we need to provide them with resources as
well. We have a parent and dedicated laws
enforcement hotline that is staVed 24/7 so that when
these issues arise and people have urgent needs they
are able to connect with someone.

Q442 Helen Southworth: Is there a UK number for
that?
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Mr Angus: We are working on a UK number right
now. We have one in the US and we are in active
discussion as to how to roll that out. That would be a
separate line item in our budget.

Q443 Mr Sanders: MySpace is a member of the
HomeSecretary’s task force.Doyouassumethatyou
will automaticallybe members of theUK Council for
Child Internet Safety, and what do you see as the
diVerence between the two organisations?
Mr Angus: We would certainly hope to participate.
We are also participating in the European
Commission task force on internet safety and social
networking. These diVerent organisations give us
another forum to continue to discuss. One of the
benefits I have seen over the past week in engaging
with industry members is that it is helpful for us to
come together to share our success stories, our
failures and our questions so we can approach this
together. None of us competes on safety; it is
something for which we share responsibility. We
share the aspirational goal to make the Internet safer
for all of our users.
DrO’Connell: I agree with that. A lot of thework that
wehavebeendoing for thepast fewmonths is to reach
out to various organisations that provide emotional
support, social care and mental health resources,
saying to them that the demographic they are trying
to reach is on a site like Bebo, MySpace and other
sites. One of the oVers wemake to them is they should
use this platform in such a way that their services are
easily accessible to young people, so again it is not
simply about being reactive in education; it is also
about proactively harnessing the capabilities of these
technologies so that you make available the services
that young people need. We have a close working
relationship, as you do, with NSPCC and Childline.
To have just a click away and readily accessible the
sorts of resources that a teenager needs and the areas
of help that he or she may be looking for reduces the
vulnerability when the support and help is provided
in a timely fashion.

Q444 Helen Southworth: I am after a statistic. How
many reports of suspected abuse in the UK have you
received in thepast 12monthsandhowmanyof those
have you forwarded to CEOP?
Mr Angus: We receive approximately 3,600 abuse
complaints a month. That is a broad range. We
forward the appropriate ones. I do not have the
specific statistic.

Q445 Chairman: Is that a UK figure?
Mr Angus: Yes, I believe it is.

Q446 Helen Southworth: Can you let us have those?
Mr Angus: Yes.
Dr O’Connell: I need to get the breakdown for the
UK. We have 40 million users worldwide and receive
about3,000 reports of abuseperday. In anyoneweek
the number of reports we send to CEOP directly that
areUK-relatedcanvarybetweennone inoneweekup
to six or seven in another week.

Q447 Helen Southworth: In terms of your reports of
abuse, are these cases of suspected exploitation?
Dr O’Connell: No.

Q448 Helen Southworth: Can you say how many
reportsofsuspectedexploitationyoureceiveandhow
many you forward?
Dr O’Connell: We can.5

Mr Angus: For us I believe that globally there are
approximately 50 on a monthly basis.6

Q449 Helen Southworth: Let us have the UK figures.
When will you have a one click report process of
suspected exploitation?
Mr Angus: We allow them to report. I am not sure
what you mean by “one click”.

Q450 Helen Southworth: Microsoft Messenger has
implemented one in the UKwith CEOP which allows
a direct report through and it can be triaged by the
centre which can allocate it to NSPCC or to direct
police intervention if there is suspected abuse that
needs immediate interaction. That process allows an
assessment to be made by specialists with child
protection orientation to ensure that if there is a child
at risk it can have immediate access to protection.
That is a one click access process direct from the
screen to the specialists at the Child Exploitation and
Online Protection centre. I am wondering when your
services will be able to provide that for children in
the UK.
Mr Angus: We are constantly evaluating how our
reporting mechanism works. I think the measure of
success for us is eVectiveness. Whether it is one click
or two, our users are taughtand educated to go to our
safety page when they have a safety-related issue and
if it isurgentandrequires that levelofactivity theyare
directed to CEOP and can make that report. We
believe that that works for users quite well and
enables themto report those things to CEOPandalso
to report the things theyneed to report tous so wecan
also deal with them as eVectively and eYciently.
Dr O’Connell: What has come out of our
conversation here is that sometimes it can be
daunting tomakeareport to thepolice.Thathasbeen
the subject of our deliberations in the Home OYce
Internet Task Force in relation to recommendations.
You can click “Report abuse” and then you get the
option to file a police report. We are working with
CEOP and hope that there will be simultaneous
reporting very soon. According to the
recommendation of the Home OYce Internet Task
Force you have to give people alternative ways to
report. The reason I think simultaneous reporting is
very important is that from an evidential point of
view when we get the report we can freeze those
accounts and those people cannot access them.
Evidentially, you have preserved the information on
the server. I think we have to take into account all of

5 Supplied in confidence.
6 Ibid.
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the variable factors and understand the psychology
behind it—that it is scary to report to the police
directly—and give people a number of options.

Q451 Mr Evans: It is good to hear that you are all
working together to defeat the abuse of children
online. I have not seen your pack that teachers can
use. Do you think it might also be useful if you got
together and devised some posters for schools, one
aimed at primary and one at secondary, so that every

Memorandum submitted by TIGA

Tiga represents the business and commercial interests of UK Games independent and publisher owned
development studios. Tiga has 130 members who make all or parts of video games. The sector employs
nearly 9,000 developers in 160 studios up and down the British Isles.

1. Introduction

1.1 Tiga is the trade Association formed in 2001 to represent the business and commercial interests of the
UK’s globally renowned computer and video games studios. The UK has a reputation for creativity and
innovation, having been responsible for classic and iconic content such as the Lara Croft Tomb Raider series
of adventure games.

1.2 UK games developers have few “home grown” routes to market and so mostly make content
commissioned from US and Japanese owned publishers.

1.3 The UK industry was worth £3.4bn at retail (Elspa/Chartrack2007), and there was a surplus of trade
with the rest of the world of some £280m in 2006 (“Playing for Keeps”, UKTI 2007)

1.4 UK has until recently been the third largest producer of video games in the world, but has recently
fallen back to fourth place, now that market distorting state aids being oVered in Canada (reducing the cost
of making game by 30–50%) have started to bite with much of the growth in production facilities going there
rather than being invested in UK operations (“Playing for Keeps”, UKTI 2007).

1.5 A December 2005 report, “Gamers in the UK”, commissioned for the BBC found that 59% of UK
6–65 year-olds—some 26.5million people—play electronic games, with 21.6million of these regularly
playing at least once a week.

48% of the UK aged 6–65 plays games at least once a week (21.6 million people):

— 100% of 6–10s consider themselves to be gamers.

— A quarter of UK game players are aged 36–50.

— 18% (or 1.7 million gamers) are aged between 51–65.

— The average age of UK gamer is approximately 28.

— 45% of all gamers are female.

1.6 In 2007, 42 games rated “18!” by PEGI (pan European industry rating system) were sent to the
BBFC for rating under the Video Recordings Act. Of these, 21 games were given an “18” rating, 19 games
were given a “15” rating and 2 games were given a “12” rating.

1.7 We note that contrary to popular perceptions held by politicians in the UK, Canada and other
countries have recognised the importance of this industry oVering modern high valued added employment
and skills. But if in the UK policy makers and politicians continue to blame the industry for the ills of society
we will loose yet another great British invention.

1.8 “Games” as a form of entertainment are a much misunderstood concept by politicians, and policy
makers and regrettably also much maligned. They provide a convenient “whipping boy” for the ills of
society, and Tiga would respectfully ask committee members to consider whether games content is really
the cause or a symptom of the ways our societies are rapidly being re-shaped by modern communications
and marketing and not least licentious commercial imperatives.

time you went into a school you would see the
message so youngsters could learn how to protect
themselves online? When we visit schools in the next
few months we hope to be able to see them there
perhaps in every classroom.
Dr O’Connell: That is an excellent suggestion. We
have started the Teach Today website and its first
iteration was launched just a week or two ago. All of
these companies are coming together again for the
next iteration. I think that is a very good idea.
Chairman: I thank both of you very much.
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2. The Benefits and Opportunities Offered to Consumers, Including Children and Young People,
and the Economy by Technologies such as the Internet, Video Games and Mobile Phones

2.1 The potential of benefits of “games” are recognised by informed forward thinkers, so that the
immersiveness that is invariably created around players of electronic games has been noted by
educationalists and academics as having a massive potential for engaging large parts of the population. This
is currently the subject of many research projects, such as “FutureLab” in Bristol, and “Games to Grow”
in Walsall. So that for many of these informed people, they view “games” not only as a rapidly rising form
of entertainment (Games bucked the “bearish” retail trend this last Xmas), but the platforms and
technologies for conveying them are a potential new medium for conveying much wider forms of content
including information, education as well as entertainment:

2.2 We would draw the committee’s attention to the part of the industry known as “Serious Games”
which are being applied and researched for use in military, educational, health and training applications.
“Serious games’, sometimes very close to popular entertainment content, are used for treatment of cancer
and post traumatic stress disorder suVerers, for combating MRSA in hospitals and simulating “Triage” for
emergency services staV and the same games developer (Blitz) of this last application has used its games
technology for the soon to be launched Westminster historical simulation. Sports simulation games such as
football and Formula One are used by sportspeople to prepare themselves for the real thing.

3. The Potential Risks to Consumers, Including Children and Young People, from Exposure to
Harmful Content on the Internet or in Video Games. The Committee is Particularly Interested in
the Potential Risks Posed by:

3.1 We accept that this has become a contentious issue, but we do not believe we have seen any concrete
evidence to prove that video games content can harm children if the age ratings codes are used correctly.
However we do note that there is confusion among some consumers about the ratings systems, and believe
more could be done to implement these codes eVectively.

3.2 As with other media such as film, violent games content is made and sold, but the number of these
in proportion to the overall output of the sector is small. We do not think there is an issue with pornographic
content in the games sector.

3.3 Video games provide great entertainment. They can be as engrossing and as enjoyable as films. If a
player is forcibly stopped from playing at a crucial moment in a game then he or she will react as if he or
she had been stopped from watching a film at an equally critical moment. We do not believe that this
therefore means that video games are “opiates” or that they are “addictive”.

4. The Tools Available to Consumers and Industry to Protect People from Potentially Harmful
Content on the Internet and in Video Games

The eVectiveness of the existing regulatory regime in helping to manage the potential risks from harmful content
on the Internet and in video games

4.1 Dedicated video games consoles now have parental control technology built in, allowing parents to
prevent those consoles from playing games which they do not consider appropriate. However, parental
control technology is no substitute for parental engagement in the activities of their children.

4.2 On the question of age ratings, we concede that there is some confusion among members of the public
about what the ratings stand for, eg there can be confusion over whether the rating number is a diYculty
level or a content rating as in films. Some initiative is called for to better inform the public by the publishers
and retailers. However we believe strongly that there should be a pan European classification system and
that the PEGI system fulfills this necessity and that it could be perfectly clear to any parent, who would take
the time to understand what his or her children are doing.

January 2008

Memorandum submitted by the Entertainment and Leisure Software Publishers Association (ELSPA)

1. ELSPA (the Entertainment and Leisure Software Publishers Association) is the trade association for
videogames publishers. ELSPA was formed in 1989 to establish a specific and collective identity for the UK
videogames industry, and has grown to its current membership of almost 60 companies.

2. ELSPA works to protect, promote and provide for its members” interests via a number of activities
including political lobbying, anti-piracy enforcement, research, sales charts and reports, and a variety of
events including playing a major role in the highly successful London Games Festival in October 2007 and
the Edinburgh Interactive Festival in August 2007. For more information go to www.elspa.com.



Processed: 24-07-2008 21:45:10 Page Layout: COENEW [E] PPSysB Job: 399022 Unit: PAG1

Ev 164 Culture, Media and Sport Committee: Evidence

Benefits and Opportunities:

Children and young people

3. Videogames oVer widely-acknowledged benefits in terms of entertainment and play. Play is an
important part of children’s development and videogames enable play to take place in safe, familiar
surroundings and with minimum risk of physical injury or interference. Videogames incorporate developed
characters and narratives which can be stimulating to players, enjoyment of which depends upon
engagement and imagination.3

4. Videogames also allow children and young people to develop critical and analytical skills, as can be
seen from the way in which player’s interest in videogames is generated largely by the recommendations and
reviews of their peers, and much less by magazine reviews or advertising materials.4

5. Research has shown that videogames can provide educational benefits. Increasingly, videogames are
being produced with a direct focus on education, such as Dr Kawashima’s Brain Training. Furthermore,
research suggests that many types of videogames can provide educational and developmental benefits in
terms of the skills and attributes they nurture, and by delivering a stimulus that other educational formats
do not provide.5

Economy

6. The UK economy benefits enormously from a thriving videogames sector and is one of the world’s
leading countries for the sale of interactive leisure software and videogames. The majority of global industry
players—developers and publishers, software and hardware companies—have their main European or
worldwide base in the UK. The UK industry is recognised globally as the gateway to the European games
market, with around 35% of software sold in Europe emanating from UK creative studios. The UK industry
employs around 22,000 people and attracts significant inward investment from the US and Japan—the
largest markets in this US$21billion sector. The UK is the world’s third largest videogames market by value,
recording sales in excess of £2.3 billion in 2006. There is about one games console for every three people in
the UK and some 335million units of games software have been sold in the last decade. A December 2005
report, “Gamers in the UK”, commissioned for the BBC found that 59% of UK 6–65 year-olds—some 26.5
million people—play electronic games, with 21.6 million of these regularly playing at least once a week. A
consistent success story, 2006 sales of interactive entertainment software across all formats totalled £1.36
billion, an increase on 2005’s figures. 2006 also saw a 7% increase on units sold from the previous year taking
the total to 65.1 million units sold.

The Potential Risks to Consumers, Including Children and Young People, From Exposure to
Harmful Content in Video Games

7. No credible evidence exists clearly linking gameplay with psychological or sociological risk. Further
to this, no credible evidence exists linking combative gameplay behaviour with violent or anti-social
behaviour in real life.

8. However, UK authorities have adopted a precautionary principle originally established for the theatre
and film industries, which can be loosely based on the idea that, “no evidence of harm” does not necessarily
mean “evidence of no harm”.

The Tools Available to Consumers and Industry to Protect People from Potentially Harmful
Content on the Internet and in Video Games

9. In the UK videogames are covered by the Video Recordings Act (1984) as amended. Under the Act,
videogames are exempt from classification unless they contain:

— gross violence.

— sexual activity or nudity.

— criminal acts.

10. The Act entails that the BBFC therefore age rates games to be suitable only for adults aged 18 and
over (as outlined above). All other games deemed suitable for those under the age of 18 are rated under the
Pan-European Rating Information System (PEGI). Since its inception in April 2003 up to 30th June 2007,
94% of games have been rated by PEGI.

For children and young people, suitability is signalled by a series of age-related guidelines determined by
content in areas such as violence, sexual behaviour, fear and bad language.

3 Cyberchaos study for Teesside University, pp2-3; Unlimited Learning report “Computer and Video Games in the Learning
Landscape” p5

4 BBFC report on video games 2007, p44
5 Learning and Teaching Scotland report on Games-based learning, www.ltscotland.org.uk
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11. Next-generation games consoles (Xbox 360, PS3, Wii) incorporate parental controls which enable
parents and guardians to set an age limit for game play based on the current rating system. The software is
encoded with its particular age rating, and the parental control allows a console to be set up to restrict access
to software which is rated over a certain age. Information and guidance is available from a variety of sources,
for children, young people and parents, to help them understand the risks associated with hard copy
videogames. These sources include PEGI,6 BBFC,7 Ask About Games,8 gaming magazines, the games
retailers and the publishers themselves via their websites and in-pack materials. Furthermore, next
generation games consoles incorporate parental controls to regulate playing of age rated games downloaded
from the internet in a similar way to hard copy games.

12. The parental controls described above incorporated into next generation consoles also control access
to online games via the console. Internet gaming cafes have a representative trade body in the form of IGUK
(Interactive Gaming UK),9 whose members follow a code of practice ensuring that underage game players
do not access videogames (or view advertising or promotional materials) with restricted age suitability.
Information and guidance is also available from PEGI Online.10

The Effectiveness of the Existing Regulatory Regime in Helping to Manage the Potential Risks
from Harmful Content on the Internet and in Video Games

13. Under the current system of dual regulation of videogames in the UK, there is an inbuilt and, in our
considered view, avoidable confusion over age ratings. YouGov research in July 2007 found that consumers,
including parents buying games for under-18s, do not know what either the BBFC or PEGI age rating
standards mean, whether they are or should be legally enforceable and which rating body is most
appropriate for game content.

Information on Consumer attitudes to regulation:

BBFC has high visibility, but much lower acceptance

YouGov polling research conducted on behalf of ELSPA shows that BBFC has extremely high brand
recognition (91% of those surveyed were aware of it) but that it is not well understood in relation to games.
Only 59% of those who knew that there was a rating system for computer games believed that BBFC
provided age-related guidance on the suitability of a computer game.

Consumers see PEGI as more relevant to games content and suitability rating

For PEGI, 79% thought that the rating provided age-related suitability guidance. When asked whether
each system represented a legal restriction on buying games, only 51% thought that BBFC provided legal
restrictions, but this figure was twice as high as the corresponding answer for PEGI.

Dual-system confusion

It appears clear, therefore, that consumers view BBFC weakly as a legal standard and that they view PEGI
strongly as age-related guidance on games. However, when asked directly if they considered two standards
confusing, the answer was unequivocally “yes”—consumers were evenly divided.11

14. Furthermore, publishers are concerned that the current legal regulation system in the UK applies only
to physical product. Increasingly, games are delivered—both played and sold—online. Our view is that
eVective protection of minors must include detailed online regulatory standards and the nature of online
activity is that standards can most eYciently and eVectively be delivered multi-nationally. Games publishers
consider Europe to be the smallest multi-national unit in which such standards can be maintained.

15. ELSPA members key concern as responsible publishers of over-18 games must be to secure those
products and to protect against inadvertent or planned use by minors. A single, respected single rating
system must therefore be developed to cover both on and oV line games. This is what we should do:

16. Of the two systems of age related classification the UK, both oVer the potential to become the desired
single regulator, but both require substantial changes—whether in the granting of new powers or in the
extension of the existing remit—to be eVective.

17. BBFC—strengths and weaknesses

6 www.pegi.info
7 www.bbfc.co.uk
8 www.askaboutgames.com
9 www.iguk.org
10 www.pegionline.eu
11 YouGov/ELSPA Survey
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Strength Weakness

Recognised by 91% of consumer as an age- Regulation of a linear medium such as film does not imply
rating expert for films expertise at regulating interactive products such as games.

A large proportion of consumers do not view a BBFC
rating on a game as having the same force or meaning as
the same rating on a film or DVD.

Legally enforceable standards for sales of Does not oVer protection of minors (under 12) from
games rated 12 and over buying inappropriately rated games

British standard British consumers abroad, or buying product online from
abroad, must learn a diVerent standard.
All other European countries use an identical, but
diVerent, common standard, making it easier for
consumers to assess game content.
The trend among European countries is to move towards
pan-European regulation and away from single-country
rating.

Regulates physical product sales only BBFC has no mandate or experience in assessing or
providing guidance to consumers for online products.
BBFC does not have the capacity to regulate all games—
some 2,000 games per year are produced, but BBFC only
rates about 100.
Adding new competencies to BBFC’s remit would take
considerable time to achieve both legally and
operationally.

Clear ratings “steps” from U to 18 Evidence shows that, for games at the border between
rating classifications, BBFC tends to rate “down” to the
lower age group, reducing protection for minors,
compared to the pan-European system.12

Strong understanding and support from the BBFC is a film industry-established body, funded and run
film industry by figures from that sector.

There is minimal involvement from the games industry in
the running or governance of the BBFC.
Extension to the remit of BBFC is not supported by the
computer games industry.

18. PEGI and PEGI online—strengths and weaknesses

Strength Weakness

Already classifies age ratings for computer Not legally enforceable at any age in the UK.
games for age 16 and under in the UK. Does not oVer protection of minors (under 16) from
Classifies 18! games in all other territories buying inappropriately rated games

Does not oVer sanctions or support for retailers in refusing
to supply inappropriately rated games to minors.
Less-well known in UK than BBFC—requires a consumer
education programme in the UK.

Europe-wide standard, operating in 27
countries, making it easier for consumers to
assess game content.
The trend among European countries is to
move towards pan-European regulation and
away from single-country rating.

12 In 2007 42 games rated “18!” by PEGI were sent to the BBFC for rating under the Video Recordings Act. Of these, 21 games
were given an “18” rating, 19 games were given a “15” rating and 2 games were given a “12” rating.
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Strength Weakness

Classifies products for physical and online
sale
Experts in computer game technology and
content regulation
Clear ratings “steps” from 3! to 18!

Evidence shows that, for games at the
border between rating classifications, PEGI
tends to rate “upwards” to the higher age
group, increasing protections for minors,
compared to the BBFC.
Extension to the remit of PEGI and PEGI
online to fully cover the UK is ELSPA
preferred outcome.

PEGI does not “ban” games, so the UK would still need to
consider how to prevent a game from being released.

19. Having carefully analysed the pros and cons of each regulatory system the current evidence suggests
that while BBFC is not without merit, children are better protected by using the PEGI system.

20. ELSPA therefore supports the phase-out of BBFC from the dual system of age-related regulation for
physical product sold by retailers and establishment of PEGI as the single games regulator for the UK.

21. Phase-out of dual regulation for physical product would establish PEGI as the legally-enforceable
rating system for all age groups, give pan-European coverage against potentially harmful product content,
oVer clarity for consumers and provide expert regulation by an appropriately-qualified and experienced
authority. Equally important, it will also address the future games market.

22. The fast-emerging trend in computer gaming is to play online. ELSPA members are increasingly
seeing their products sold online. As technology continues to improve, we expect to see a large increase in
episodic games—where, for example, players purchase and download levels and game challenges in addition
to the original game product. Over time, such online purchase and play patterns are likely to exceed sales
of physical product.

23. ELSPA supports PEGI Online—which is already operating—as the best way to provide appropriate
protection for minors and to “future-proof” the regulatory system against emerging trends among game
players.

24. The UK should sign up to the pan-European online regulatory system and ELSPA members are
willing to support mandatory use of PEGI Online for all product content that they market in the UK. PEGI
Online oVers the highest standards of age-related protections at all levels and, combined with PEGI as the
single UK games regulator, provides clarity and consistency for consumers across all game formats. By
recommending this online regulatory standard, we are proposing the best defence against future
developments in game purchase and playing patterns.

25. Moving from dual regulation to a single regulator requires the following steps:

— PEGI to be given legal force in the UK, probably by “designating” PEGI under the Video
Recordings Act as the ratings body for computer games, alongside BBFC as the ratings body for
linear content only.

— A new code of conduct for online games including retailers, publishers and the Government should
be agreed.

— A major public education campaign is needed, alerting game players and parents to the change of
regulator, and re-explaining the ratings system, parental controls and the penalties for attempting
to buy age-restricted products.

— Government should consider how it will maintain the regulatory ability, currently available to
BBFC, to “ban” a game under the Video Recordings Act by refusing it any form of rating or
certification.

January 2008
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Memorandum submitted by Electronic Arts (EA)

VIDEO GAMES

Benefits and Opportunities

1. What are the benefits of video games to (a) children and young people, (b) society, (c) the economy?
(Please refer to paragraph 3.2)

Video games are at heart entertainment. They provide incredible enjoyment and pleasure to many people
young and old. They also contribute to skills development unlike other passive entertainment media such
as film, TV and music. There are many studies on the benefits of gaming including one authored by Dr
Winston in “Child of Our Time”. In that study, he showed that game playing children demonstrated a
number of development skills such as teamwork, strategic and tactical thinking, puzzle solving and fine
motor skills.

Professor Stephen Heppell refers to the power of games in children’s development and education. As
games are “synonymous” with children, he has studied and believes that children can learn more quickly
and eVectively using a video game style mechanic as the learning aid. In one study, he used games as a way
of allowing children to safely act out actions, and consequences to those actions, and inter-personal relations
in games such as in The Sims. He also echoes the thoughts of Dr Winston.

In addition, video games are increasingly becoming a family oriented activity, providing family members
with a common interest around which to spend valuable family time. And more and more people are playing
video games with other people around the world through online services rather than playing alone,
illustrating the continuously growing social aspect of gaming.

While playing video games provides enjoyment, it’s also a safe kind of leisure time activity for kids. As it
happens mostly at home, parents can and should monitor the content to which their children are exposed.
The new consoles and Windows Vista on the PC have easy to manage parental control systems that can
block inappropriate content. This is not the case of TV where programming can be viewed by audiences of
all ages.

A February 2007 Nielsen research report into video games found that they are diVerentiated from other
media options, such as watching movies or television, in terms of their ability to oVer a greater degree of
creative and cerebral stimulation: providing food for the imagination and mental challenges.

When questioned, 55% of respondents agreed that video games stimulate the imagination (compared to
51% for movies and 36% for TV), and 47% felt that video games make you think (compared to 41% for
movies and 38% for television).

2. What are the opportunities presented by video games to (a) children and young people, (b) society, (c) the
economy? (Please refer to paragraph 3.2)

Video games are an interactive media unlike film and TV. They require participants to actively participate
with the content and therefore play out actions and consequences. It allows people to experience what it is
like to drive an F1 car, be a professional footballer or golfer. It can teach people the consequences of the
decisions they make in these environments and to enable them to adjust behaviour. A child can act out being
an England football star with a ball in the back garden and then become that star within the video game.

People simulation games like the Sims can educate players about social interaction, or the importance of
adult responsibility such as holding down a job. A game like SimCity can help players learn about city
building, planning and environmental issues.

Radio, music CDs, movies and TV fit less and less into the media leisure time interests of many people.
Instead, consumers are now looking for media opportunities which are challenging and engaging and which
consider their own abilities, interests and preferences like video games do.

Social gaming now also plays a huge role in the way people play. Devices like the Wii allow families to play
together when parents aren’t familiar with traditional joypad controls. Many players also like to compete (or
cooperate) with players from other parts of the world online. This opens up a brand new way of interacting
with people from diverse cultures. 60% of PS3 and Xbox 360 owners play via the proprietary online systems.

Games are great fun which shouldn’t be ignored. They provide a degree of escapism as do other forms of
leisure activity and entertainment but in an involving manner. We are seeing more and more people play
games over the years as the awareness and accessibility increases. The business generates a growing £2bn a
year to the UK economy and employs 30000! staV.
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3. What are the potential and actual risks to children and young people who engage with video games and how
should the Review approach defining and measuring the risks? (Please refer to paragraph 3.3)

The perceived risks to children who pay games are often greater than the actual risks. There are two main
areas where fears have been raised : addiction and increased aggressive behaviour.

Video game addiction : The great majority of gamers do not have problems with knowing when to switch
oV, and through many studies that have been done in this field, researchers have found that there is little
empirical evidence to support the notion of true video game addiction.

However, parents should always take care to ensure that leisure time activities are balanced. As interactive
entertainment isn’t addictive itself, it could be a symptom for other life problems when a gamer has addictive
gaming behaviour. The question is rather: why are they spending so much time gaming? Do they have any
experiences of success in real life?

Generally speaking, interactive entertainment is not the only important leisure time activity children and
young people should deal with. Excessive gaming for a period of time is not problematic (in the same way
that excessively reading Harry Potter or playing football is not problematic) but overall there should be a
balance. This is primarily the responsibility of the parents. For that reason it is important for them to show
an interest in what their children are doing as this is the best way is to know what kind of games they are
playing and how much time they are spending doing it.

Links between game playing and violent behaviour : Although the media have often been known to
regularly link aggressive acts by individuals with video games that they have been known to play, suggesting
that this is the cause of their violent behaviour, there are innumerable volumes of research that conclude
that there is no evidence of a causal link between video game playing and real life behaviour.

Many studies have tried to establish a link between virtual violence and physical aggression, and have
found very little empirical evidence to suggest there is any significant link between the two. See:

— Does viewing violent media really cause criminal violence? A methodological review. Aggression and
Violent Behaviour—Dr. Joanne Savage, 2005

— Key Finding: Dr Savage concludes that there is no causal link between media violence and
violent crime, quoting: “The question addressed here is not whether or not the eVect is
plausible, but whether the eVect has been demonstrated convincingly in the scientific
literature-and the answer is “not so far”.

— Review of Research on the Impact of Violent Computer Games on Young People—Raymond Boyle
and Matthew Hibberd, Stirling Media Research Institute, 2005

— Key Finding: The research evidence of a direct link between video games and violent
behaviour in society remains contradictory. . . /playing violent video games increases arousal
and the possibility of aggression in some players however this evidence is often disputed and
cannot be simply read as evidence that game playing translates into violent social behaviour

— “Playing With Fire? How Do Computer Games Influence the Player?”—the Danish Government and
the Unesco Clearinghouse on Children, Youth and Media, 2004)

— Key Finding: It is not possible to say anything conclusive about the potentially adverse eVects
of violent games. The empirical evidence is too limited and the criticism of the extant research
too serious. . ..We can say that the question of the extent to which computer games in general
have an adverse eVect on all or on many gamers is too broad for a specific answer

— Video Games and Real-Life Aggression: A Review of the Literature”—Washington State
Department of Health: OYce of Epidemiology, 2000

— Key Finding: At present, it may be concluded that the research evidence is not supportive of
a major public concern that violent video games lead to real-life violence

— Evaluating the Research on Violent Video Games—Dr. Freedman University of Toronto

— Key Finding: There is substantial, though far from overwhelming or definitive evidence that
people who like and play violent video games tend to be more aggressive than those who like
and play them less. . . /there is not the slightest evidence that playing violent video games
causes any long-term or lasting increase in aggressiveness or violence

— It was reported in 2006 that social scientific data to demonstrate a causative relationship between
perceived harms associated with violent video games remains unproven (Source: Chicago
University).

A third area of frequent concern is the idea that children should play only with content that is deemed
suitable for their age. PEGI, the industry age rating system, bases its ratings on content, not skill. Parents
and users have a responsibility to understand that they shouldn’t put a child in front of an 18! rated game,
just as they wouldn’t a film.

A simple review of the PEGI rating system shows the overwhelming minority of games that are published
with an 18! or adult rating. The gaming industry is not an “extreme” content provider, and the content
oVered that is deemed for adults is no diVerent than that oVered to adults in films or books.
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Age class Total Percentage

3! 3,590 48%
7! 746 10%
12! 1,868 25%
16! 939 13%
18! 334 4%

Total 7,477 100

Equally important to note is that in Europe, the average age of a gamer is today 28—adults who make
their own informed entertainment choices.

4. What do (a) children and young people and (b) parents know already about the potential and actual risks
of playing video games? (Please refer to paragraph 3.3)

We are not aware of any negative impact on children, youths or adults from gaming beyond those
associated with other media such as television. The industry works to advise players that they shouldn’t play
for extended periods, and take breaks, and oVers tools such as rating systems to help parents understand
the medium of choice for their kids.

The PEGI system supports informed adult choice. It provides European parents with age rating
recommendations intended to inform their buying decisions regarding content that is suitable to their
children.

Research by Nielsen (February 2007) shows that awareness of the PEGI system is high amongst video
game consumers. Findings from this study include:

— Six in ten European gamers claim to be aware of a European age ratings system for video games,
and when prompted with the PEGI age rating symbols, recognition is near universal (94% of
respondents indicated that the visual marks of the PEGI system are well known).

— A third of European respondents claim they find the symbols useful when deciding whether to
purchase a video game.

— Awareness is highest in the UK, standing at 81% in comparison to other European countries.

— Demographically, awareness is driven by males (62% vs. 47% among females), and also skewed
towards handheld owners (65% vs. 60%-61% among PC and console owners).

— Parents in particular appear to place an additional premium on the system, with half claiming to
find it helpful

— Three in ten adults in Europe feel the symbols are a useful tool when purchasing a game for a child

— Six in ten (59%) respondents claim to be aware of a European age ratings system for video games.

— Recall (unaided memory) by responders of the symbols, reaches in excess of nine out of ten (93%-
98%) in the majority of European countries, with recall peaks among respondents in the UK at
58%. Recall among parents reaches 40%.

— On a five point scale, a third of respondents (34%) feel the PEGI symbols are of more value
(“extremely useful” or “very useful”)

— Further analysis of the data reveals that some subgroups place an additional premium on the age
ratings system: the system appears to be of particular help to parents (49% “extremely useful” plus
“very useful”), females (47%), and respondents aged 25! (44%).

The UK trade body, ELSPA, proactively promotes www.askaboutgames.com. As a company, EA
support these education eVorts with a very visible link from its UK home page: http://
www.electronicarts.co.uk/.

EA also works elsewhere in Europe to ensure that parents and children have accessible, understandable
information to help them make infirmed choices about gaming. One example is the website :
www.aprendeyjuegaconea.com, operated by EA Spain since 2004 to proactively educate parents about what
to expect from each game oVering, the type of experience they’ll find inside the game and the age
appropriateness.
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5. What do (a) children and young people and (b) parents think and feel about the potential and actual risks
of playing video games? (Please refer to paragraph 3.3)

With an easy to use, easy to understand age rating system that can be enforced, there is very little risk
associated with playing video games.

The risk will lie in the adult society’s understanding of PEGI as an aid for consumers to make appropriate
content choices for game play. Many adults are not game players, and as a result, harbour misperceptions
about video games. Exaggerated media reports, often authored by those with little or no hands on experience
with gaming, contribute to parents” fears and doubts about interactive entertainment. People under 30
generally understand that games are safe and fun.

Some of the misunderstanding about the risks associated with video games stems back to the age rating
system and a potential lack of awareness that it is content, and not skill, driven.

Away from the risks, research shows that there are educational benefits to be had from video gaming, and
that academia is largely in favour of using video games as part of the learning process in schools.

This view was demonstrated in a survey conducted by EA and NESTA Futurelab (2006) which found
that more than 60 percent of educators in the UK support using video games in education, a stark contrast
to the perpetual media frenzy over the potential negative eVects of videogames on the developing minds
of minors.

Further to this, 91% of respondents in the survey of 1000 primary and secondary school teachers in the
UK, believed that playing games developed children’s motor-cognitive skills, while over 60% thought that
players would develop their higher order thinking skills and could also acquire topic-specific knowledge.

This attitude towards the positive use of video gaming in a child’s upbringing is not limited to the UK.
In 2007, the University of Alcal† & UNED in Spain conducted research into the educational benefits of
video games which drew the following conclusions:

— “Multiple media and platforms need to converge in classrooms”.

— “In collaboration with teachers, certain specific educational uses of games were progressively
discovered”.

— “A big attitudinal change took place in teachers and families as they learnt to appreciate digital
games or other media as educational agents”.

— “Digital games play a meaningful and natural role in the everyday life of children and young
people”.

— “The worlds of games provide them with new experiences, interesting stories, social events, fun,
challenges, excitement and also many moments of learning”.

— “In informal situations the power of video-games to generate creative ways of thing and writing
is much more clearly revealed”.

— “If the twenty-first century needs to look for innovation, videogames are turning out to be one of
the most powerful cultural tools which populate our real everyday lives”.

Helping Children, Young People and Parents Manage Risks

6. What are the range of mechanisms that exist to help children, young people and parents manage the potential
or actual risks of playing (a) hard copy video games, (b) games downloaded from the internet, (c) games
played on line? (Please refer to paragraph 3.4)

There are a number of robust mechanisms already in place to protect children and assist parents when
purchasing video games including BBFC ratings and the PEGI rating system. However, while the former
is a recognised and trusted guide to parents and children, it does not provide a comprehensive guideline as
it only applies to video games which meet certain criteria:

— Games which will have an 18! rating.

— Games that contain clips / trailers from other games.

— Games that contain real movie clips.

The PEGI (Pan-European Game Information) system is the first ever pan-European system of
harmonised age ratings. PEGI aVords parents and other gatekeepers independently checked, reliable and
easy-to-read recommendations to make informed buying decisions pertaining to interactive software,
whatever the platform. It oVers clear, visible and easy to understand on-product information: age rating,
visual icon and written descriptor.

PEGI operates under stringent measures—in 2007, 42 games were rated 18! by PEGI and also referred
to the BBFC. Of those:

— The BBFC gave 21 of them a lower rating (50%).

— 19 of the games received a 15 rating.

— 2 games received a 12 rating.



Processed: 24-07-2008 21:45:11 Page Layout: COENEW [E] PPSysB Job: 399022 Unit: PAG1

Ev 172 Culture, Media and Sport Committee: Evidence

The record of PEGI complaints speaks to the eYciency of the system : 2 complaints from consumers
between April 2003 and March 2007; 8 since then, 7 of which from publishers, all of them aimed at getting
lower ratings.

PEGI Online : In addition to the consumer information provided for hard copy games, PEGI has
eVectively scaled users of online games through PEGI Online and the PEGI Online Safety Code.

EA is a signatory of both PEGI and PEGI Online.

The PEGI Online Safety Code, referred here as the POSC, applies to all online gaming providers who are
signatories of the POSC. The term “online gaming providers” refers to all publishers or website operators
to the extent they provide online services through which interactive software products allowing on-line game
play, including videogames, computer games, and education/reference works on CD Roms. The POSC also
applies to all associated advertising and promotion of such online services.

The POSC is based on a Code of Conduct that reflects the interactive software industry’s commitment
and concern that information be provided to the public in a responsible manner with regards to the content
of interactive software products. The industry’s contribution is intended to complement existing national
laws, regulations and enforcement mechanisms.

The POSC provides parents and educators with an assurance that online gaming services displaying the
PEGI Online Label (POL) are operated by publishers who have committed to abide by its provisions.
Equally, the POSC reflects the interactive software industry’s commitment not to produce, advertise,
distribute or promote any product in breach of human decency.

PEGI Online and its signatories address the main concerns related to online game play:

— The online service will only include game content which has been appropriately rated under the
PEGI system or under other recognised European systems such as—but not limited to—those
operated by the BBFC in the UK and the USK in Germany.

— The PEGI Online label (POL) provides a direct hyperlink to a dedicated website where appropriate
information is given regarding the risks arising from the fact that content created in the course of
game play may be unknown to the original publisher. Alternatively and where appropriate,
signatories display the url associated with the said dedicated website in a prominent position visible
to users of online services.

— The POL is displayed in a size that permits the message to be clearly visible to, and perfectly legible
by, the public, in accordance with templates provided by ISFE. The same principles will apply to
any making available of interactive software to the public through other means apart from sale,
such as rental or loan.

— Licence holders ensure that the POL is used only in accordance with national legal requirements
and that, in particular, it is not used in countries where the products carried on the online services
concerned are prohibited or subject to compulsory legal classification.

— Should products available on online services carrying the POL be subject to such classification in
any country or countries, the use of the POL is accompanied by a conspicuous reference to any
consequent conditions covering game play on the said services.

— Licence holders use their best endeavours to ensure that online services under their control are kept
free of content which is illegal, oVensive, racist, degrading, corrupting, threatening, obscene or
might permanently impair the development of minors. When online services under the control of
the license holders also contain user generated content, the license holders use their best
endeavours to immediately take down user generated content which is illegal, oVensive, racist,
degrading, corrupting, threatening, or obscene.

— Where possible, removal of undesirable links or “hyperlinks” is also actioned.

— Licence holders ensure the incorporation in their terms of business, with online subscribers of
certain provisions usually included under the heading of so called “community standards’. These
provisions will contain prohibitions against those subscribers introducing content or indulging in
online behaviour which is illegal, oVensive, racist, degrading, corrupting, threatening, obscene or
might permanently impair the development of minors.

— Any licence holder engaging in the online collection of personal information from subscribers will
also maintain an eVective and coherent Privacy Policy fully in accordance with all applicable
European Union and national Data Protection laws. The Privacy Policy will encompass the
responsible collection, distribution, correction, and security of the personal details of subscribers
who shall be given full details of the licence holder’s Privacy Policy before the finalisation of any
subscription to an online service.

— Subscribers are also be given the opportunity to comment on any perceived misuse of their
personal details and therefore be fully advised as to ways, for example, of avoiding unsolicited or
unwanted email contact.

— In keeping with one of the main objectives of the POSC, licence holders adhere to stringent
standards ensuring the protection of children from any unsuitable content and behaviour
associated with any website aimed at children. These standards include, where appropriate;
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— the publication of warnings about the supply or display online of private email addresses.

— the promotion of responsible purchasing practices where minors are concerned.

POSC signatories ensure that online services comply with existing and future laws and regulations at EU
and national level.

The European interactive software industry has put in place five diVerent instruments to fulfil its
objectives, four of which are common to the POSC and the PEGI Codes and so maintain the consistency
of both systems.

These instruments are:

— The PEGI Advisory Board (PAB), established to interpret the provisions of the PEGI Code of
Conduct and to suggest appropriate implementation tools. This body ensures that the POSC
responds to ongoing social, legal and technological developments. The PAB is made up of :

— parents/consumer organisations.

— child psychology experts.

— media experts.

— lawyers expert in European minor protection laws.

— academics.

— a representative of the PEC.

— a representative of ISF.E

— the PO Administrator.

— The independent PEGI Complaints Board (PCB) which again includes representatives from key
stakeholders, and is entrusted with management of the following three matters:

— conflicts between applicants and the PO Administrator.

— complaints about the consistency of advertising, marketing and promotional activities of any
POSC signatory with the provisions of the POSC.

— disputes about the implementation of POSC by signatories.

— The PEGI Enforcement Committee (PEC) charged with implementing the recommendations of
the PAB Board and, more generally, of ensuring the enforcement of the provisions of the POSC,
including decisions of the PCB.

— A Legal Committee, also common to the PEGI system, which will ensure the ongoing coherence
and consistency of the POSC Licensing System with national legal frameworks.

— A Licensing System operated by ISFE with the assistance of an Administrator, for issue of licenses
to use the PEGI Online Label (POL), whereby assurance is given to the public that the licensee has
committed to abide by all provisions of the POSC.

26 EU member states ! non EU countries such as Iceland, Switzerland and Liechtenstein adhere to the
PEGI rating system.

We refer to the Electronic Software Ratings Board (ESRB) in the United States as an example of a similar
system in place to help manage the risks of gaming, and recommend that the Byron Review team consult
with that organization as a means to gather additional evidence of age rating systems, online protections
and retail enforcement mechanisms.

7. To what extent do (a) children and young people and (b) parents understand and use the video games age
classification system and/or other descriptions of content? (Please refer to paragraph 3.4)

The Nielsen research results referenced above point to the conclusion that the PEGI rating system is
generally well recognized. However, the understanding of the system and its icons must be further addressed
for full eVectiveness.

While heavy gamers are familiar with the descriptive symbols, the PEGI website and the process that
consumers can use to file complaints to PEGI about inappropriate behavior, many less frequent gamers have
lower awareness of the PEGI symbols, complaints process or website existence.

Further consumer education could greatly improve the understanding of the rating system, most notably
that the ratings are based on suitability of content as opposed to the level of skill required to play the game.



Processed: 24-07-2008 21:45:11 Page Layout: COENEW [E] PPSysB Job: 399022 Unit: PAG1

Ev 174 Culture, Media and Sport Committee: Evidence

8. In what other ways do a) children and young people and b) parents seek to manage perceived risks of video
gaming and how do they feel about their ability to do so? (Please refer to paragraph 3.4)

As said above, there are a number of measures in place. In the UK, Ask About Games.com is a good
existing source for parental and consumer information in the UK.

High on the ELSPA agenda is a review of the additional resource required to broaden public awareness
of video games and their rating system.

9. How well do these diVerent approaches and mechanisms work? (Please refer to paragraph 3.4)

The general age rating systems in place to protect children from inappropriate content are working well
for consumers, as evidenced in questions 4 and 6.

There is inherent benefit in the existing PEGI system :

— Since its inception, the PEGI system of age classification has worked to the satisfaction of
European consumers, as evidenced by the Nielsen survey results referenced above. There is broad
consumer awareness of PEGI, and in particular among UK consumers who score highest in terms
of recognizing the PEGI symbols and acknowledging the usefulness of the system in making
purchase decisions.

— Across Europe, PEGI has the unique ability to address the distinct interactive characteristics of a
game, and rate them according to the specificities of interactive entertainment that are not found
in film or TV.

— An independent, self-regulated operation has proven to be eYcient. The questionnaire based
methodology allows for the inclusion of cultural context in the rating criteria, while oVering
flexibility to adapt rating needs as the needs of industry and society evolve.

— PEGI has been eVectively scaled to online gaming with the launch of PEGI Online, done in
partnership with, and with support from, the European Commission.

— A single European rating system eases pan-regional commitment and compliance for companies
in the gaming industry, the majority of which operate on a European or global scale. The ease of
working within one known and unified scheme encourages game developers” fulfilment of the
stated requirements. Adhering to multiple systems would incur extra cost and resource for
companies, and would likely also impact parental controls in hardware as these would need to be
Europe (or PAL) wide initiatives.

We encourage the Review team to consider these benefits along with the consequences of a potential shift
to single-nation systems that would be challenged to meet the requirements a global, fast paced and evolving
industry.

10. What roles do the retail and advertising sectors play in supporting children, young people and parents to
manage potential and actual risks in playing video games? (Please refer to paragraph 3.4)

Retailers can and should have a large part to play. They should be called upon to assist in the education
of the age rating system, and should have robust compliance measures in place when selling to children
under the classified age.

In the UK, ELSPA has been actively engaged with a major representative of the gaming specialist sector.
Further enquiry with ELSPA on this activity is recommended.

As an example from the United States, the ESRB has established the ESRB Retail Council (ERC) http://
www.esrb.org/retailers/retail—council.jsp which, among other goals, ensures that ERC retail member
companies support ratings education and enforcement. The Code commits ERC members to using their best
eVorts to:

— Enforce store policies not to sell or rent M (Mature) rated computer and video games to customers
under the age of 17 without permission from a parent or guardian;

— Not sell or rent AO (Adults Only) games to customers under the age of 18;.

— Display signage in stores describing the ESRB rating system and retailer’s policy regarding sale
and rental of M- and AO-rated games;

— Train store associates about ESRB ratings and game sales procedures/policies;.

Member companies also participate in at least two “mystery shopper” audits each year to measure and
track the level of sales policy enforcement. Results are posted in aggregate on the ESRB website http://
www.esrb.org/retailers/retail—council.jsp£piechart.

Each of these biannual audits includes a minimum of 100 retail stores for each ERC member. The audits
involve a consumer under the age of 17 attempting to purchase or rent a computer or video game rated M
(Mature) by the ESRB, and measures whether the customer was able to complete the transaction. The audit
also measures if the store displays signage explaining the ESRB rating system and the store’s policy with
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regard to the sale of M-rated games. The overall and store level results are provided to ERC member retailers
for performance improvement purposes. The results charted on their site demonstrate increasing
improvement since ERC was created in 2005.

In advertising, the industry adheres to the rules regarding watersheds and appropriate targeting without
any noticeable issues. Age ratings are adhered to for demo disks and the anticipated age rating for the full
game to which the demo disk relates.

When mainstream children’s programming refers to video games or promotes games, it is done in a
responsible manner, and takes into account the need for suitable content for the target group.

Games specialist magazines should also follow age related guidelines. It is important that a magazine with
a younger demographic not write about or review games of a mature nature.

11. What opportunities exist for children, young people and parents to learn about safe, responsible and
fulfilling video game playing—and do they help? (Please refer to paragraph 3.4)

Video game safety is an extremely pertinent issue. There is not just one organisation solely responsible
for regulation, rather it is the joint responsibility of games companies, ISPs, manufacturers and parents to
ensure that children are not exposed to unsuitable material or people whilst playing games both oZine
and online.

EA itself works to ensure safety for its users through a number of measures.

EA standalone product websites have a date of birth request at the point of entry to discourage under
age visitors. The same mechanism applies for all videos on electronicarts.co.uk for 18! games available
for viewing

All EA product web pages have clear PEGI rating at the top of the page.

A number of guidelines are available on EA’s website which all online gamers are advised to follow at all
times. These guidelines are as follows:

1. Be discreet. The information you provide is often public, for all to see. Do not share information or
images that you do not want the world to know about or see. Think—your information could be passed on.

2. Be anonymous. Do not share private or very personal information. Never post or send anything that
can be used to locate you or another person oZine, such as a full name, email or home address or phone
number.

3. Be distant. Do not arrange to meet in person anyone you’ve met online. If you must, only meet
somewhere that is safe and public, tell someone your plans and then bring a friend along. If you aren’t an
adult, get your parent or guardian’s permission first and take them with you.

4. Be honest. You may be tempted to pretend to be someone you are not. The other person may also do
the same thing. They may not be who they say they are.

5. Be nice. Don’t take on bullies or cyber-bully anyone else. If someone taunts you, walk away from the
computer. Report the person or behaviour to an adult or administrator. It’s supposed to be fun, right?.

6. Be clean. Do not open, respond to or forward an email or IM unless you know the person who sent it
to you and you’ve checked it for viruses. The content could contain damaging software (such as spyware or
viruses) or it might be oVensive.

7. Be secure. Use security software (such as virus scanners). Ensure your system is up-to-date and
protected in case an email from someone unintentionally infects your computer.

8. Be private. Never share your password or password hints with anyone.

9. Be inventive. Ensure the online IDs you create do not reveal your personal information. Be creative
and unique!.

10. Beware. If something sounds too good to be true, it probably is! Check the facts if you aren’t sure
about something. And remember—you’re in control. You decide which activities to participate in and what
information you provide.

From an online community perspective, EA imposes a number of regulations to discourage inappropriate
participation of minors. To post in EA UK forums, users must be over 13 year of age and register as such,
and content is monitored by administrators. Any users found to be posting material which is unsuitable in
accordance with the rules of operation or found to be underage, will be notified and banned from the forum.

EA also has rules in operation on all forum boards to which community members have to adhere. These
are detailed as:

We do insist that you abide by the rules and policies detailed below. If you agree to the terms, please
check the “I agree” checkbox and press the “Register” button below. If you would like to cancel
the registration, click to return to the forums index. Although the administrators and moderators
of Electronic Arts UK Community will attempt to keep all objectionable messages oV this forum,
it is impossible for us to review all messages. All messages express the views of the author, and
neither the owners of Electronic Arts UK Community, nor Jelsoft Enterprises Ltd. (developers of
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vBulletin) will be held responsible for the content of any message. By agreeing to these rules, you
warrant that you will not post any messages that are obscene, vulgar, sexually-oriented, hateful,
threatening, or otherwise violative of any laws. The owners of Electronic Arts UK Community
reserve the right to remove, edit, move or close any thread for any reason

In addition to the work done by EA to ensure member security throughout oYcial sites and forums, it
should be noted that a great deal of positive self regulation also takes place within online communities.
Community members regularly report fellow users for posting inappropriate material or abusive remarks.
Many online communities are very close knit and protective of members, meaning those individuals who
join with malicious intent seldom last long.

With regards to the online purchase of games through EA UK Store, games rated 18! by the BBFC are
accompanied by the following notice, in bold, on the product description page :

WARNING: This product has been awarded an 18 classification by the British Board of Film
Classification (www.bbfc.co.uk). If you order this product you are confirming that you are 18 years of age
or over and that this product is being purchased for your own use and not for the use of someone under 18
years of age. Given this product’s age classification you further agree that (i) any purchase of this product
is limited to credit card payment; and (ii) you are the holder of any credit card used to purchase this product.

A similar warning is given for games rated 15!.

Additional measures are in progress at EA to further enhance protection mechanisms around the
purchase of 15! and 18! rated games by underage audiences.

Need and Potential for Improvement and Change

12. What, if anything, could be changed in order to help children, young people and parents manage the
potential or actual risks of playing a) hard copy video games b) games downloaded from the internet c) games
played on line, and what are the pros and cons of diVerent approaches? (Please refer to paragraph 3.5)

The best approach is the reinforcement and communication of a single age rating system for videogames.
This would allow for technology adjustments to be made pan-Europe wide and give consistent rules to
development houses which would ensure content compliance. A pan-European system would also benefit
multi-country retailers, and facilitate the implementation of an education campaign for consumers.

The adoption of a UK specific rating system such as the BBFC would present a challenge to video game
companies which operate, for the majority, on a worldwide or European scale. In addition, the BBFC is a
film classifier under the Video Recordings Act which by the BBFC’s own view, is inappropriate for games.

PEGI is scaleable to meet evolving requirement of the industry and society. Already, since 2003, the
questionnaire tick box has evolved to incorporate the notion of contextual violence to better assign an
appropriate rating in line with common understanding of accepted materials or scenes.

PEGI could equally evolve to meet any concerns raised as a result of this review.

The final piece would be an education programme as referenced above. Within such a campaign,
consideration should be given to Internet games that are accessed without buying a hard copy of the game,
and be subject to the same rating system.

13. What are the emerging opportunities for developing other ways of supporting children, young people and
parents? (Please refer to paragraph 3.5)

There are possible changes available through parental controls on gaming hardware to establish the age
of the player at the start of the play period.

One measure touted by many groups for regulating the video game industry is age verification to monitor
both games sales and content. While systems such as BBFC, PEGI and ESRB can assist with regulation of
games sales and US Regulations such as COPPA exist to protect young children, regulation of content
through the same system is not so straightforward.

The key question to address on this issue is “At what point does age verification start to conflict with
privacy?” This issue becomes even more central when considered in light of young children.

In our eVorts to protect children from exposure to potentially harmful or inappropriate material on the
internet and in video games, the age verification solution can compete with eVorts to preserve personal
privacy as dictated by law or our accepted social perceptions. As such it is not widely viewed as a viable
solution to the problem at hand.

A certain degree of responsibility lies with the consumer. EA will always take every step to ensure that
the online environments it builds are as safe as possible, with proper monitoring mechanisms in place. On
top of this, there is an expectation for the consumer to play their part, be vigilant and report any suspicious
content or behaviour breaches through the oYcial channels to allow action to be taken.
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As this report lays out, education is the key. If users play their part and are fully informed of the systems
in place to deal with inappropriate content, they can work with games developers, ISPs and oYcial bodies
such as PEGI to regulate content without the need for over intrusive age verification systems that breach
personal privacy.

Children today are extremely internet savvy and the many are keenly aware not to give out identifiable
personal information into a public domain. Similarly, as mentioned earlier, internet communities are very
good at self regulation and reporting suspicious activity.

This does not suggest lax approach from the industry in the eVort to provide a comprehensive lasting
solution to the question. Education, awareness and responsible commitment from industry are key
opportunities for the future.

One illustration of the industry’s intention to participate in establishing beneficial rules and regulations
on the Internet is the Online Safety Group of the AeA, the largest association of high-tech companies in the
United States, of which Electronic Arts is a member:

http://www.aeanet.org/GovernmentAVairs/gais—OnlineSafety.asp

General

27. What impact will new ways of accessing media have on the questions being considered in this review?
(Please refer to paragraph 3.10)

Games are now made for and played on a host of devices including handheld consoles, ipods and mobile
phones. Consistency for age ratings and proper protection levels across games being made available for all
of these devices—whether hard copy purchase or download—is the best avenue for consumers and for the
industry.

The interactive entertainment industry is evolving quickly with the fast and ongoing leaps in technology.
Companies who create and supply digital media are already taking self-imposed steps to ensure child safety.
For example, in addition to the games industry, many mobile carriers have set their own guidelines for
delivering appropriate content to children.

The industry itself is well equipped to keep pace with the speed of technology change and evolving
requirements for content delivery. As a whole, this responsibility is taken seriously by industry players who
are working to establish, and work within, needed guidelines.

28. Do you have any further comments?

As an ELSPA Board member, and representing the world’s leading interactive entertainment software
company, we can state that we and our trade bodies have engaged completely with this review. We are open
to discuss all routes that may come to light, and I, Keith Ramsdale, Vice President and General Manager
of EA in the UK, and father of two young daughters, am happy to be personally involved to whatever degree
is deemed appropriate.

January 2008

Witnesses: Dr Richard Wilson, Chief Executive OYcer, Tiga, Mr Paul Jackson, Director General,
Entertainment and Leisure Software Publishers Association (ELSPA), Mr Keith Ramsdale, Vice President
of EA Games, and Mr Jason Kingsley, CEO and Creative Director, Rebellion Group, gave evidence.

Chairman: We now move on to electronic games. I
welcome Paul Jackson, director general of
Entertainment and Leisure Software Providers
Association (ELSPA), Keith Ramsdale, vice
president of EA Games, Dr Wilson, chief executive
of Tiga which is the Independent Games Developers
Association, and Jason Kingsley, chief executive
oYcer of the Rebellion Group.

Q452 Mr Sanders: The outlook for the video games
industry worldwide looks good. What is the outlook
like in the UK?
Mr Jackson: We are in a very positive position at the
moment. The new hardware platforms that have
been moving into the market are performing very
well and seem to be extending the interest in our

products to constantly wider groups of people. I
believe that we are in very strong economic shape at
the moment.
Mr Ramsdale: If you look at analysts’ expectations,
depending on which ones you listen to at the
moment it is about a $30 billion worldwide industry
that could grow. There seems to be a consensus
around $45 billion in the next three years or
something like that, so there is about a 50% growth
largely from internet gaming. A lot of that growth
will be internet-based gaming and the UK numbers
probably echo a similar proportion of growth.
Dr Wilson: The UK games industry is strong but it
faces intense competition from countries such as
Canada particularly Quebec which subsidises its
games developers considerably. Certainly, UK
business people and games developers I have met
over the past couple of months have reported to me
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some poaching of staV from Quebec-based
companies because they are attracted by the
considerable tax breaks in that country. The games
development sector in the UK is strong but faces
considerable competition from subsidised
competitors.

Q453 Mr Sanders: Were any of you encouraged by
the recent Creative Britain strategy document?
Mr Jackson: We were very encouraged by it. We
particularly welcomed the commissioning of
research better to learn how the economic benefits of
creative industries are understood across the UK.
We are also very pleased by the calls for R&D tax
credits to be simplified and for them to be more
applicable to our industry. I think we are keen to see
how much is being spent on that going forward.
Dr Wilson: There were some good points in the
Creative Britain strategy document and I echo the
points made by Mr Jackson. I was also pleased to
learn that the government said it would consider
working with European partners to see whether
Canada is violating World Trade Organization rules
with regard to unfair competition. There is however
room for improvement in that particular paper. The
government very sensibly is keen to drive up the
quality of the workforce, but in the games
development sector I did not get the feeling that the
necessary skills that we need for our sector were
recognised. For example, there is a focus on
developing more apprenticeships—of course, we do
need more apprenticeships in particular sectors of
the economy—but the games developers to whom I
have spoken over the past couple of months have
emphasised the fact that above all they need people
at graduate level. This may be one of the challenges
that government departments face when they create
a strategy document that covers a number of
diVerent sectors of the economy. That Creative
Britain strategy paper did not look simply at games
but also at music and fashion. I think that creates
diYculties for government departments.
Mr Ramsdale: EA is an American company that has
studios around the world, including Canada. In
Canada we benefit from some of those tax breaks
and credits that we talked about. We also look at
where the talent pool is. There is a good pool in the
UK and it is in our interest to have studios here. We
have a big studio in Guildford. We particularly
welcome the fact that the government seems to be
widening the existing R&D tax credits and it appears
there is some flexibility in our ability to apply for
those. From an EA perspective we would
encourage that.

Q454 Mr Sanders: How important to the industry is
location? A relocation to Canada is a big move. Is
location an important factor in being together with
other creators?
Mr Ramsdale: Again, from our perspective we find
talent pools that work particularly well in a type of
genre. We are an international company with 8,000
to 9,000 employees, so it is quite common for us to
move developers from one studio to another on
particular projects. From a commercial aspect it is in

our interests to make games where it is most
economically viable to do it, but that is balanced by
the location of the main talent pools.

Q455 Mr Hall: I turn to the perceptions of the eVects
of video games. In its submission Tiga said that,
“Games...are a much misunderstood concept by
politicians and policy-makers and regrettably are
also much maligned. They provide a convenient
‘whipping boy’ for the ills of society.” That is pretty
stern stuV, is it not?
Dr Wilson: My predecessor was a man of
considerable character, which is why he put it in that
way, but the essence of his argument is correct.
When we see violent behaviour reported in
newspapers or on television because we are rational
human beings sometimes we wonder how on earth
people can behave in this way and we look for
reasons for it. What Tiga has tried to do in the
submission is to emphasise that there is a very
positive thing to report about games. We should not
forget that games are entertaining; they can be used
in education and training. A number of members of
Tiga provide education and training products for
both business and schools. Referring to the specific
point about violence, Dr Byron’s report was
extremely balanced; it looked at all the literature
but, above all, it seemed to me she was saying we
must err on the side of caution. As far as I can
interpret her remarks, she did not say that there was
a direct relationship between playing violent video
games and people wanting to go out and act in a
violent manner. She seemed to come down quite
firmly on the fact that the context of the individual
child was above all important. I think it is very
important that we put it in perspective. When we
look at violent behaviour in society I am sure the
evidence will show there is a much stronger link, for
example, between alcohol abuse and violent
behaviour. Above all, video games are good for
society.
Mr Kingsley: But it is important to remember that
there are also video games that are suitable for
diVerent age groups. It is a bit like the book
publishing world: there are books that are suitable
for kids and books that are not. I get slightly
annoyed when people bundle them all together and
say that because they are computer games therefore
we should be careful about kids playing them
because, quite frankly, some of them should not be
played by children.
Mr Jackson: We were very pleased when Dr Byron
was asked to complete this report. We have always
been keen to protect children in our environment.
We set up our age-rating system 15 years ago. It was
clear to us that she would look at these issues and try
as far as she could to deal with them. I think her
report was very instructive, in that she said there
were some possible negative eVects of violent video
games but these were harmful only when children
presented other risk factors. She then talked about
that. What is absolutely key is that we use this
opportunity to make sure we get our classification
system correct going forward because we have one
chance to get that right.
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Q456 Mr Hall: There is absolutely no doubt that
public perception of the negativity of extremely
violent games is the one that informs people’s views
about them, especially people who do not become
involved at all.
Mr Ramsdale: I think that is a defining point. There
is a divide based on whether you do or do not play
games. The numbers are quite compelling. We
believe that there are 21 to 22 million people who
play games in the UK. Of those, 16 million would
call themselves regular players. There is a bigger
number who currently do not play. At the moment I
think that what the industry is about is that, looking
backwards, it has been a kind of “hobbyist”
industry, if that is the right term; it is something that
people do and enjoy. I think that we are on the cusp
of becoming a very mainstream industry with casual
games aimed at a much older demographic. We have
a game that has been influenced by Steven Spielberg
who has worked on it with us; it is about knocking
down blocks on the Wii which is a puzzle game but it
could be played by granddad with grand-daughter.
That is a target market. Today the perceptions could
be better. I think that tomorrow or in a very short
space of time those perceptions will have changed.

Q457 Mr Hall: Both answers have commented on
the ambivalent findings of the Byron report about
the connection between violent video games and
violent behaviour. Does more work need to be done
on this particular aspect, or is that the defining
word?
Dr Wilson: I am sure that this will be an ongoing area
of research. Dr Byron made the point that in some
ways it is diYcult to do longitudinal studies on the
eVect on children of playing violent video games.
She made the very valid point that obviously if there
were anecdotes one would not necessarily want to
carry out experiments on children, as it were.
Clearly, this will continue to be an area of research.
Unfortunately, I do not think the issue will ever be
settled because there is an ongoing debate about
whether or not violent films are suitable for people.
I do not think that will ever go away.

Q458 Mr Hall: This is where freedom of expression
comes up against the need for censorship and there
will always be tension there. There are games like
Manhunt 2 which have had an appalling press and
there have been High Court decisions about whether
it should be certified for 18 and over. Do you think
that if the industry did something about the hard end
of the violent video games it might get a better press?
Mr Ramsdale: In many respects it is perhaps the
reverse. As an industry we have not been as good at
portraying the positives of which there are so many.
ELSPA has a PR resource now that is focused on
putting out good messages about what we do. I think
that once more people play and understand that 98%
of titles that are launched are for the under18s—
there is only a tiny number of 18-rated games—that
will shift. Currently, you only ever read negative
stories and we have a job to do. I believe that the
Byron report has been very good for us.

Mr Jackson: I think so too. We have to be really
clear that it is our responsibility to work within the
law and we will consistently do that. It is also our
responsibility to make sure that adult-rated content
is properly classified. If products are to be banned
that is censorship which is quite rightly in the hands
of Parliament. At the end of the day, we vote for all
of you and you are the people who should be setting
those moral boundaries and we look to you to give
us laws within which to work.

Q459 Chairman: Eliot Spitzer said that Grand Theft
Auto simply encouraged people to sleep with
prostitutes which was somewhat ironic given what
then happened to him. Equally, the trailers for
Grand Theft Auto 4 suggest that it shows the main
character drinking and getting into a car and
therefore may encourage drink driving. As Mr Hall
said, Manhunt 2 was banned by the BBFC though
subsequently that decision was overturned. We have
talked about freedom of expression. Are you
uncomfortable about any of those games?
Mr Kingsley: From a personal creative standpoint I
think the games I would want to do would not push
at those kinds of boundaries. I would prefer to push
the more creative side of computer gaming, but in
any growing industry you will always have outliers
and people who want to push those boundaries, in
part to get the publicity that goes along with it but
also because that is part of the creative freedom. I
suppose that it is MPs who need to determine by
legislation how far they can push it. It is our role as
a creative industry as well as a very big business to
work on creative expression. I do not necessarily
defend the position of some of my colleagues on
that, but I defend the principle of being allowed to
be creative.

Q460 Chairman: But it must frustrate you that you
come to us to tell us of the huge benefits that
electronic games can bring and yet all the publicity
focuses on what is a fairly small number of games
but ones that are probably less beneficial.
Mr Kingsley: Anecdotally, in preparing to come here
I went into some shops and watched people’s
purchasing. The particular thing that frustrates me
is that clearly you see a 12-year-old child picking up
an unsuitable game, going up to the counter and
being told by somebody, who is probably on or close
to the minimum wage and who is obeying the law,
that it cannot be purchased; the guardian comes up
and just buys it. That disappoints me because the
labelling is very clear but it appears that parents are
perhaps not taking responsibility in the way they
should. That is perhaps something for wider society
rather than any one sector of the media.

Q461 Chairman: Does ELSPA take a similar view?
Mr Jackson: Yes. It is very frustrating that a lot of
the media coverage we get is so negative. That seems
to be the narrative that has been worked out over the
past few years. We are very keen that a lot of the
work Dr Byron has done will help us start to lose
that coverage. She was very open and accessible; she
came to us without prejudice, and I think she talked
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intelligently and clearly about how positive the video
games industry is for youngsters in Britain. It is the
start of a more sensible discussion upon which we
hope the tabloids will pick up. We will see.

Q462 Chairman: Let us move on to Dr Byron’s
recommendations. Obviously, in your area the
principal one is a streamlined system of classification
of games with BBFC taking the lead in over-12
ratings. You did not appear to give that
recommendation 100% enthusiastic endorsement.
What is your current view?
Mr Jackson: We agree with the vast majority of her
recommendations and worked very closely with her
through the process. You will know that this is a very
important matter for us. We have always been
incredibly concerned to make sure that only
youngsters of an appropriate age play appropriate
material. We very much approve of greater parental
involvement and understanding of the games that
children play and are keen to help improve parental
control systems and awareness of the age of 18 and
what it means. We are very happy to work on
improving the classification systems and have them
backed up by law. However, the priority of our
members is the protection of children and due to the
dramatic changes in the sale of computer games and
the shape of the industry going forward we are
concerned about the hybrid system that she
produces. We are concerned as to whether that will
give to consumers the right clarity both online and
oZine, and we are concerned with the BBFC’s
methodology when it comes to an industry that is
moving rapidly online. When you talked earlier to
the online companies you referred to self-regulation.
We honestly believe that as we move into this online
space self-regulation is the only way legitimately to
classify all of the product that will be coming on
stream. Those are the current issues which
fundamentally are predicated on the substantial
changes in the industry that we see over the next few
years. We see our products being much more and
consistently digitally distributed and as that happens
those business models will change, with products
fragmenting and becoming multiple products. At
the moment in the UK we are classifying 1,750
games a year and the BBFC at the top end is
involved in, I think, about 100 games. At face value
it looks as though these proposals will increase that
load to 500 games. We would have some concerns
about how the BBFC would rate another 500 games,
but fundamentally that is not the issue. The issue is
how it will rate 100,000 game elements in five years’
time. That is our real concern, because if we do not
get it right now the problem is that we will end up
with a muddle and in five years’ time we will not be
protecting children very well again and that will just
be appalling.
Mr Ramsdale: From our perspective as publishers
we concur. We are now making content on Sims and
Burnout where you have bought a game and disk.
You put in the disk which carries perhaps a BBFC
rating and you have the opportunity to buy stuV
online in hundreds of thousands of quantities which
then carry a PEGI online self-regulated rating

system. That is just confusing. Looking at what
analysts say about the industry, the growth will
come from online content and not just from having
a disk and buying additional content down the pipe.
It is about going onto the pipe and playing one to
one. You may choose to pay £2 and play a football
game against a guy sitting at home in Japan. There
is nothing there about BBFC and packaged goods.
Therefore, the analysts are looking at this and saying
that potentially in five years’ time there could be as
much online game playing as there is disk-based
game playing. From our perspective we just feel that
this suggestion goes down the wrong route.
Dr Wilson: Specifically on the classification system,
it is important to emphasise from a games
development point of view that our members make
games that are sold all over the world. Therefore, the
classification systems of other countries are also
important. The games developers I have spoken to
so far believe that they can operate perfectly well
within the existing classification system. The ones I
have spoken to since the publication of Dr Byron’s
report seemed to indicate that they could operate
under the hybrid system that she also proposes.
Mr Kingsley: As a games developer that makes
games for a worldwide market, we already have to
take into account diVerent cultures and diVerent
things. We have to do diVerent things in Germany,
for example. As long as it is clear what we have to do,
the rules are the same for everybody and the timing
is appropriate in terms of getting the classification
sorted out well in advance of submitting the game to
the hardware manufacturers, because that is another
approval process that game developers must go
through, we are fine with pretty much everything as
long as we can give it a time zone. If it takes a couple
of weeks that is all right.

Q463 Chairman: Referring to your point about the
parent who basically ignores the rating and buys the
game for the child, that happens with BBFC-rated
games where at least there is some legal force. Surely,
one of the attractions of BBFC’s system is that it
carries legal force and we can therefore require age
ratings and classifications at 12, 15 as well as 18 if we
adopt the BBFC proposal.
Mr Kingsley: From my perspective I do not have a
problem with that. I think it is quite shocking it is not
already the case that it is illegal to supply certain
games to those in a particular age group. I was quite
surprised to find that it was only at the 18 point that
there were legal ramifications in such supply.

Q464 Chairman: So, you would prefer a BBFC-
type system?
Mr Kingsley: From an individual perspective, I
would prefer to have legal sanctions in place for that
kind of thing, whether or not it is through PEGI.
This is where we diVer from our colleagues in
publishing.
Mr Jackson: In our evidence to Dr Byron and to you
we said we believed that the legal protections under
the Video Recordings Act should be aVorded to the
PEGI system in the UK. We would then have one
legal system that went from the shelf through to
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online and there would be the clearest possible world
within which consumers could operate. I would
stress the fact that as we move into the online future
and products fragment essentially it is the publisher
who is responsible for classification. That is why I
believe that the publishing community is so
concerned to get this right. We will work with our
internal development resources and external
independent developer friends to get that right, but
fundamentally it is our job and we must make sure
we get it right.
Mr Ramsdale: You asked Bebo and Fox about
whether one could possibly look to the US for any
other ways to do it. The ESRB in the US is a self-
regulatory system that has quite sharp teeth against
publishers on compliance. From our perspective a
multinational European system makes life a lot
easier for a multinational publisher and retailer from
the point of view of complexity. My personal view
and that of my company is that we should support a
European system like PEGI. I believe that self-
regulation has proven to work in the US with ESRB
and so far here with PEGI, but some involvement is
needed with the PEGI system. I do not say that
today it is perfect, and we shall spend some time
talking to ISPI and PEGI about what they would
need to do to step PEGI out, but a sharp set of teeth
is an important part of what PEGI needs.

Q465 Chairman: Referring to your point about what
will happen in five years’ time when there will be an
explosion in material available for digital download,
the diYculty of classifying that will be the same
whether it is the BBFC or PEGI presumably?
Mr Jackson: The task is the same, but we cannot see
how the methodology will work. Whereas PEGI is
classic self-regulation and the people concerned with
making the content and the publishing community
self-regulate it through that system and there are
checks and balances to ensure that that regulation
works well—Dr Byron said she thought that the
processes worked equally well and was happy with
both regulatory systems—that is quite diVerent
because it is a scaleable resource. As you have more
products you have more people making them and so
you have more people self-regulating them. It is the
classic self-regulation mode. With the BBFC, as I
understand it, the model was developed in the 1950s
when I guess it was looking at linear films. It reviews
everything from scratch and then develops its view
of what the rating should be. The issue is that if you
are rating 100,000 game elements you need a very big
oYce block full of censors to do that. We just do not
see how that will happen; indeed, I have not seen that
proposed in the online space for things like
YouTube and so on. At the moment to some extent
as an industry we appear to be like the film or music
industry, but we are very quickly transforming into
something that looks like a cross between us and
iTunes, YouTube and goodness knows what else.
We do not see at the moment how that model can be
dealt with under the BBFC’s methodology.
Mr Kingsley: There may have to be an element of
self-regulation in BBFC because games are so big
that the concept that they can play every aspect of

every game is not possible. There may well have to
be an element where the publisher or developer says
that the BBFC is looking at representative content.
I have only just thought about it, but one will need
a kind of hybrid anyway.
Mr Jackson: That is right, and if the BBFC needs to
turn into PEGI to do the job properly that is a bit
crazy.

Q466 Chairman: It is diYcult to see how you can
expect a games developer, who has spent a lot of
money developing a game, to turn round and say
that it believes it should be rated 18 so that no one
below that age can buy it. Surely, they have a vested
interest in making it available.
Mr Ramsdale: I would argue that we should look at
the US model. The US is the largest territory in the
world for video games, so pretty much every major
publisher has a role to play in the US. That is a self-
regulatory system with teeth and it works. The
BBFC has done a decent job for us. We are not here
to say that the BBFC has been rubbish, but it is a film
specialist which is a very linear media. To go back to
Grand Theft Auto, one or two days ago a Times
journalist, I believe, talked about how two players
could have two fundamentally diVerent experiences
in that game. To have someone who is able to
classify that just feels like a step too far.

Q467 Chairman: BBFC would argue that they have
been looking at video games ever since the Video
Recordings Act, which is now quite a long time, and
so it has probably built up more experience than
PEGI. That would be their submission to us.
Mr Jackson: I think there is a fundamental
diVerence between reviewing products for sex and
violence at the very top end of the stream—it has
looked at about 100 products a year in recent
times—and the full context of what we put onto the
market. The reality is that in the history of PEGI we
could not find a single complaint about the age
rating given to a product. We have had some
complaints when a product has come in with an 18
rating and has been given a lower rating by the
BBFC. There is consistent history that the BBFC
rates more lightly than the PEGI system. I do not say
that in any sense as a complaint but merely to show
it definitely proves that the industry-backed self-
regulatory system is not driving classification lower
but quite the reverse.

Q468 Alan Keen: Let us move away from legislation
and law enforcement for the moment and go to what
is almost a philosophical point of view. When I first
came to London I can remember the court case over
Lady Chatterley’s Lover and the Lord Chancellor
still in charge of what could go on the stage. Mr
Gamble who is probably the most experienced law
enforcement oYcer said in evidence—we were then
talking more about the Internet than games—said
that what was illegal in real life should be illegal on
the Internet. Is there a diVerence between watching
films where baddies do really awful things to good
people and other baddies and becoming a character
in a video game where you are doing illegal things:
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drinking and driving, which has been mentioned,
chopping people into little bits and pieces with blood
coming out, rape and all sorts of things? From a
philosophical point of view is there a diVerence
between watching other people do it and becoming
a character that does it? Just be very open about it.
Mr Kingsley: With great respect, I do not know of a
single game where you can rape somebody.

Q469 Alan Keen: You can chop people into little
bits.
Mr Kingsley: You can kill dragons as well. There are
lots of abstracts in game playing.

Q470 Alan Keen: What about killing people or
chopping them up?
Mr Kingsley: Is it diVerent from real life?

Q471 Alan Keen: Mr Gamble said that things illegal
in real life should be illegal on the Internet. Should
we be able to become characters and do illegal things
to people? Is there a diVerence between watching
and doing?
Mr Jackson: This is a complex matter and you are
probably not talking to the right people. Dr Byron
is the right person to answer that question.
Fundamentally, she said there was a diVerence
between doing something that really hurt people and
something that absolutely did not. All through time
we have played games and entertained ourselves.
When in chess you kill a pawn nobody asks any
questions about it. The clarity of the vision in some
of our games is so good that we need to make sure
youngsters are protected, and we have spent 15 years
trying to do that. I am not sure that we are really the
right people to talk to about that kind of
philosophical side of things. Personally, I do not see
that if you can do something in real life that is illegal
it should be illegal to do it in a video game. That
would be like making it illegal to watch in a film what
you read about in a book and that takes you into
some incredibly scary country.

Q472 Alan Keen: To explain, I am not being
antagonistic towards any of these games. I know you
do not believe what MPs say, but in this job we do
not get time to play. I play the odd game of Sudoku
plus football, but I do not have time to play games
which I believe are a bit of a luxury. I hope I will be
able to do so when I retire. I am not asking you in an
accusatory way; I am just trying to get an
understanding of it.
Dr Wilson: With all due respect to Mr Jackson, I
think everyone is perfectly capable of having a point
or view about whether or not it is moral to play
certain games or to watch particular films. As it
happens, most of the games I play are rated for 12
because I like strategy games, which says a lot about
me, but it does not mean that when you play a game
that re-enacts Caesar’s legions in the course of next
day you will sign up with some far right
organisation; it does not work like that. I think that
generally—Dr Byron stressed this point—people
can diVerentiate between fantasy and fact; there can
be diVerentiation. In many ways some of the things

you see on films are more shocking. Although the
graphics and technology have improved enormously
in games, in films we see real human beings doing
things to other human beings which must have a
greater impact on people, if only it is being scared by
it. One sees some very realistic horror films, for
example. We are all capable of making decisions
about this.

Q473 Alan Keen: But is there a diVerence between
watching people doing horrible things to other
people and becoming a character and doing those
horrible things ourselves to other people?
Mr Kingsley: Within a computer game as opposed to
just watching it passively? In some ways a game
playing experience can be very intense, but if it is the
right kind of movie it can be an incredibly intense
experience as well. I have had them described to me
as “sit forward and sit back” experiences; that is, you
sit forward and play a computer game and then sit
back and watch a movie. I have watched movies
which frankly horrify and shock me and I have felt
bad about having gone to see them. Recently, in
Cloverfield the motion sickness was so awful that I
could not watch it. That has a visceral eVect on me.
But good games give you moral choices; they do not
necessarily from a games design point of view drive
you down the bad or good route; they give you a set
of choices and allow you as a player perhaps to
fantasise or decide whether you want to be a holy
paladin going on a quest to save a world or to be an
evil character who is trying to conquer it. I think that
is quite cathartic. If you look at what goes on in the
Grimm brothers’ fairytales some are quite
horrifying. Sometimes an audience needs that kind
of cathartic aspect to it.

Q474 Mr Hall: I want to explore the area of parental
control. It is said that now there are devices on most
games that allow parents in the home to control
what their kids get up to. Is there any evidence to
show that parents implement these devices on
computers and they control access to these more
violent activities online?
Mr Jackson: We do not have any research at the
moment about how parents use online parental
controls. One of the recommendations made by Dr
Byron was that we increase the awareness of
parental controls and work to make sure that those
controls are easy to use and implement and we have
accepted that wholeheartedly and will be working
with manufacturers going forward to make sure that
happens. Parental controls are fundamentally a
technological issue. I do not have all the facts on this,
but we see parental controls particularly through
bespoke systems like the Sony PS3, Xbox 360 and
Nintendo Wii as being a very solid future for us in
terms of helping to protect youngsters, because we
think that the parental controls can eventually work
online. They often do already but the diVerent
machines need to be brought into line and there
needs to be clarity as to what they are and how
parents can implement them when the machine
comes into the home. That can be done in a number
of ways.
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Q475 Mr Hall: So, they will be a lot clearer for
parents to be able to understand them?
Mr Jackson: Dr Byron had diVering viewpoints. She
said to us that the Microsoft Xbox 360 system was
the gold standard, so we need to look at that and see
how that might flow out across the other hardware
platforms. Obviously, this is quite time-
constraining. The industry will look at new
hardware platforms as they are designed to some
extent, but there might also be software solutions
to it.
Mr Ramsdale: If you look back just three or four
years, we used to make games for three formats:
Sony, Microsoft and Nintendo platforms. Now we
make games on 11 formats which include Apple
iPods and any mobile phone. You can imagine the
number of SKUs for diVerent products that we have
to make for all the diVerent mobile phones out there.
Therefore, one thing to consider is parental control
on those devices as well because children have the
hardware and are downloading applications on to
them. I would also make that point in relation to the
debate about PEGI and BBFC. Is it realistic for
BBFC to rate 11 diVerent formats including an iPod
which by rights it should do?

Q476 Mr Hall: The point you make is that children
now have access to laptops and mobile phones.
There are a number of ways of getting access outside
the home and therefore beyond parental
supervision. That puts into context that parental
supervision is not the be all and end all in terms of
protecting children and preventing them from
accessing harmful content?
Mr Ramsdale: I think that is right. We can do some
education. We see the future ahead of us and think
how we can deal with it so we are really looking out
for children. You can probably hear from us that we
are dedicated to that thought. It is more diYcult
than just saying that there is a parental control and
parents switch it on or oV as they choose.

Q477 Mr Hall: One then has the issue of parental
supervision which is probably far more important
than parental control. If parents took a greater
interest in what their children did online or in the
games they played rather than just relying on a
device on the computer that gave some protection
that would be a much better way to deal with this
part of the concern.
Mr Kingsley: In a way, perhaps parental controls
have the opposite eVect; parents may think it is
completely safe to leave their children to do
anything.

Q478 Mr Hall: That is why I say there is a diVerence
between supervision and control.
Dr Wilson: Ultimately, parents must take
responsibility. All the technological devices in the
world are valueless if parents do not use them or
encourage their children to take advantage of them.
Mr Ramsdale: Again, that is talking to a system that
works across every format, that is, one age rating
system that parents understand, whether it is a
mobile phone, iPod, laptop or console.

Mr Jackson: That is a key part of what we talked
about earlier. The fewer systems we need our
technologies to interact with and understand what
the age rating system is telling you the better shot we
have at protecting children in future because we can
get the systems to talk together. I am sure we will try
to do that with 27 diVerent systems across Europe
but the reality is that we are unlikely to do very well.

Q479 Mr Hall: It would be better to have one?
Mr Jackson: We would be much more likely to
succeed in protecting children. That is the key. It is
not that we would not try, but with 27 systems as
opposed to one the chances of failing are much
higher.

Q480 Helen Southworth: You make a very strong
case for a self-regulated industry and parental
responsibility being the ultimate responsibility. As
organisations and businesses how are you
progressing those things? What contribution is each
of your industries making to the education of users
and parents, and what sort of budget are you
allocating to that? What kind of results are you
getting from it?
Mr Ramsdale: From our perspective, we are really at
the cusp. If one looks back at the education we have
done, there is a healthy awareness among people
who play games on PEGI: more than 80% of game
players recognise and understand it but PEGI and
BBFC work in tandem. Looking backwards we have
good recognition. Looking forward it is clear that as
the industry becomes more casual-based—the
average age of game players at the moment is 28 or
29, so they are not children—our job is to increase
awareness of age ratings. I think that we have a part
to play in that. Part of our ELSPA board work is to
talk about how we would fund that, that is, what
elements we need to fund, for what elements we
would look to government for help and what we can
do that is relatively cheap and easy. As an example,
in the US at the end of every advert there is a flash
with the ESRB age rating. Can we do that in
Europe? Potentially we could. I think we are now at
a point when we need to consider much more
robustly education going forward. The Byron report
has been a catalyst for that. Indeed, next week we
have a meeting with the European trade body ISPI.
We shall be talking to them about that very subject.

Q481 Helen Southworth: In terms of describing the
five years ahead that is a very short period of time.
Mr Ramsdale: It is long in our world.

Q482 Helen Southworth: The whole problem is that
two worlds which clash: one moves so fast that you
can barely see it; as for the other two years is a very
short period in which to achieve anything. We have
to get those two things working eVectively together.
But in that five-year world one will see a very radical
shift in the age range?
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Mr Ramsdale: Yes.

Q483 Helen Southworth: Describe to us what you are
expecting from that radical shift. I know what I am
expecting; let us see if they are the same.
Mr Ramsdale: I think it will go younger and older,
frankly. Some of the work that Nintendo has done
has really changed our industry in a very short space
of time. If any of the Members have children or
grandchildren I am sure they have seen them play
NDS. That works very well for a younger audience.
Just a few years ago we would not have considered
some of the games they play to be viable even in
content let alone market potential. As one goes up
the age range, Wii oVers a family experience. For
example, my dad plays bowling with my four year-
old daughter on the Wii. What else can they do
together when they are on equal terms? It is a
fabulous thing. One then has the Internet and how it
will develop in this phase, the mobile phones, iPods
and whatever other device there is that has not even
been thought of. What it will look like in five years’
time is a tough question. What we are certain of is
that the average age will be higher but the bottom
and top ends will also expand outwards; and our
primary concern is that because some of the players
are getting younger we adequately protect those
under 18.

Q484 Helen Southworth: We are describing the same
thing which is that there will be a huge increase in the
number of younger people and therefore by
definition more vulnerable people being able to
access systems very quickly?
Mr Ramsdale: As to “a huge increase”, a lot of
children play already. I think that the huge increase
is at the other end of the scale.
Mr Jackson: We did some research on that. We do
not go below eight. The research shows that
currently for the eight to 11 year-olds about 100%
play video games; between 11 and 15 it is 97%, but
we do not have anything below eight.

Q485 Helen Southworth: But over the next few years
the diVerence will be access to online games?
Mr Jackson: Yes.

Q486 Helen Southworth: That is why I say there will
be a huge increase in online access to games by the
under-18s?
Mr Jackson: Yes. That is why it is critical we get
right the decisions about the classification system
and future-proofed now so we end up with systems
where we can protect kids as best we can.

Q487 Chairman: Perhaps I may raise with you a
problem of online gaming. In many online games,
particularly World of Warcraft, it is possible to
communicate by voice with other players who may
be anywhere. It was drawn to my attention by a
national newspaper that in one particular game
extreme racist remarks and highly oVensive
language were used by players against other players.
Is any responsibility taken by the games industry

that creates these online spaces where people can
communicate to prevent that kind of abuse, or is
there anything that can be done about it?
Mr Kingsley: I do not think anything can be done. I
imagine that people have pretty horrible
conversations over telephones. I do not know to
what extent they are tracked or not, but I do not
think much can be done about that kind of thing. It
is a mechanism for communication. I have been in
situations where I have played online games and,
frankly, I have wanted to switch it oV because it is
just horrible. It appears to be the younger male
voice, particularly American, that conveys the
particular abuse. I do not know that there is
anything we can do. We could just disable that
feature.

Q488 Chairman: In particular if they are young
people they may be exposed to bullying in that space
and it could be quite harmful to them, but you do not
believe there is anything that the industry can do to
prevent that?
Mr Kingsley: It is the same situation in schools.

Q489 Chairman: Quite a lot is being done to try to
deal with it in schools.
Mr Ramsdale: For my part, I think prevention is
diYcult. The point is: how do you take these people
to task? Like the conversation we have just had,
certainly as a publisher we have a big customer
service operation and escalation points for
complaints go into that group. Those complaints
could be about someone not playing fairly or
cheating in the game or that the person is being
abusive. You have the opportunity to complain very
quickly and easily, but it is tough to prevent it
because you are dealing with humans.

Q490 Chairman: Would you ever bar somebody
from playing online?
Mr Ramsdale: Yes.

Q491 Chairman: You would say that is unacceptable
behaviour?
Mr Ramsdale: And we have proof of having done so.

Q492 Helen Southworth: You just said that one had
the opportunity to complain very quickly. How fast
does the response come back? We are talking
specifically perhaps about exploitation and
vulnerability. How do you sort that out from all the
other general stuV?
Mr Kingsley: I was talking mainly about people
swearing at each other or using inappropriate
language online rather than the exploitation of
children.

Q493 Helen Southworth: We are also saying that
there is the potential perhaps for bullying or activity
that is exploitative?
Mr Kingsley: You would not necessarily know at
whom you were swearing online.
Mr Jackson: As our industry develops these new
business models and entertainment products we are
moving into the same world and the people we are
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addressing. Dr Byron looked at that. We shall need
to address the issues that she identified on the
Internet side in a lot of the work we are doing.
Currently, we do that under the PEGI code of
conduct for video games. We have the mechanisms
in place and those need to be amended and improved
in the light of Dr Byron’s report. We need to work
very closely with all the elements involved in the
report to make sure we are at the cutting edge of that
kind of protection. We are rapidly taking on board
all of the recommendations made by Dr Byron who
looked at these areas. In that part of our business we
are, like MySpace and Facebook, moving into the
same space but in a diVerent way. We need to look
at the specifics of that for our codes of conduct, but
the video games industry has already signed up to
the fact that it must address it. It is already
addressing it and it will work on it going forward.
Mr Ramsdale: To answer your direct question about
how long it takes, for us it is really a matter of
minutes. We use an outsourced agency that we run
cum bonum. I would guess that is a relevant point.
The complaint can be escalated via email or even
telephone call and the response time is within
minutes potentially. We do not get the numbers that
the other witnesses referred to, but for that group we
receive a few thousand calls a week.

Q494 Helen Southworth: We have been looking at
various examples of issues and problems. One issue
that emerges is vulnerable young people, or even
older people, who are particularly aVected by
something, for example bullying, and can make a
response to it leading to fast intervention. Are you
putting in place mechanisms? For example, if you
receive a report from someone who says, “This has
happened to me. I feel really bad about it. I have
been harming myself and I am going to do
something more”, do you believe you will be able to
achieve fast interaction in that case?
Mr Ramsdale: Without being evasive, I do not think
I can answer that specific scenario. If someone
makes a complaint it will go to our team who will
investigate it and potentially will take the person out
of the game and impose a ban. We come back to
your point about whether we can ban people. Yes,
and we do so actively.

Q495 Helen Southworth: But do you have a
mechanism for directing support to a person who
reports a crisis to you?
Mr Ramsdale: To professional support for that
person?

Q496 Helen Southworth: Yes.
Mr Ramsdale: I would need to check that; I do not
know.
Mr Kingsley: Is it not a bit diVerent? You are talking
about people who make up characters online and
then role play them. It is not themselves; they are not
pictures of themselves, and they are not talking
about themselves as 12 year-olds at school or
anything. They are not necessarily communicating
to people as people; they are communicating within
the context of a game. You can ban certain users or

ISPs but you would not necessarily know whether
the person was a 47 year-old man or a 12 year-old
girl playing the game. They may adopt diVerent roles
in those games. Whilst superficially it sounds similar
it is actually quite diVerent.

Q497 Helen Southworth: But in terms of reporting
concern or abuse, the whole point is that one must
be able to diVerentiate those things and have
mechanisms that can deal with the world into which
one is entering?
Mr Kingsley: The diVerence is that you are not
talking about an individual personality. When you
talk about social networks as I understand it you are
talking about a real person with a MySpace page
who is being bullied directly. If you are playing
World of Warcraft or any of the other online games
you might be a mighty barbarian warrior who is
being sworn at by another such warrior. It is not
necessarily directed at you, the person who happens
to work in Marks & Spencer but who becomes a
barbarian warrior at weekends; it is directed against
his or her character. You might complain that there
has been cheating and that the language used is
inappropriate, but it distances itself from the very
direct form of personality bullying that one might
have with online social networking spaces.
Mr Jackson: Having said that, we are keen to protect
youngsters in this space and we will make sure that
our codes of conduct work with the regulations to
make sure they do.
Mr Ramsdale: Currently, the PEGI online symbol is
shown. For any online games content you must meet
certain criteria like escalation points and panic
buttons.8 That can become more robust but I do not
think it is bad for where we are at.

Q498 Chairman: As I understand it, the economics
of your industry require that if you are to get a return
on considerable investment in the development of a
game it must probably be obtained in the first month
of release. We are anticipating Grand Theft Auto 4.
The forecast is that it will take over $200 million in
the space of the first week of release. To achieve that
there is already massive advertising. If the
advertising tells people that this takes gaming to a
new dimension and oVers graphics and experiences
never seen before are you not creating a huge
demand among people who it is hoped will not be
able to buy the game because they will be under the
age at which it is rated?
Mr Jackson: Twelve or 13 years ago I chaired a
meeting when the industry signed up to the ASA
code of conduct and guidelines. That is an article of
membership. You are thrown out of all the
associations and you cannot operate unless you sign
up to the ASA codes. There are not many industries
that do that. I am absolutely sure that the
advertising has been managed appropriately. At the
end of the day, we have to be able to represent these

8 Note by witness: An escalation point/panic button is a
mechanism allowing a consumer to report inappropriate
activity from another user during online gameplay.
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incredible cutting edge products that we make
honestly and sensibly within the code. By and large
I think we are doing that.

Q499 Chairman: But the advertising will not say that
this is an 18 game and if you are under 18 you should
not even think about it?
Mr Jackson: I think it does flag up the age rating of
the game, which is the current BBFC age rating. We
need to make sure that we do ever more work in that
direction and we are already discussing that. It needs
to be clear on every product as it is advertised what
its age rating is.

Q500 Chairman: As the father of a teenage son I am
acutely aware of the immense desire on the part of
teenage boys to be able to buy Grand Theft Auto and
games of that kind. I anticipate that there will be a
considerable demand once this particular game
reaches the shelves. I am slightly concerned that the
industry is promoting it so hard and creating exactly
the problem Mr Kingsley described, namely that
teenagers will say that they have to have the game
and will put pressure on parents to buy it.
Mr Kingsley: But is that not the same with virtually
anything that grown-ups want to stop kids of a
certain age groups from doing? We have laws in
place to try to stop that.

Q501 Chairman: I cannot think of any other
example where millions of pounds are spent on
promoting something that they are not allowed to
do?
Mr Kingsley: It is not promoted to them but at the
legitimate market. I suppose you could talk about
advertising spread and say it is going to a diVerent
audience. If you are doing an outdoor poster you
cannot determine who will look at it or not. The
reality is that we ought to be celebrating something
that is probably the world’s biggest launch of
intellectual property and is British made. I think that
is fantastic and it should be celebrated. The fact
there is an audience there which would like to buy it
but really should not is something for society to
consider.

Supplementary memorandum from ELSPA (Entertainment and Leisure Software Publishers Association)

In order to clarify part of his oral evidence to the DCMS Select Committee with regards to the exponential
increase in games as they move on-line Director General of ELSPA, Paul Jackson, would like the following
to be taken into consideration:

The current online PC games market oVers a good indication of how the online games industry will
develop. Under the PC model, a consumer buys an introductory on-line game, the player is then oVered the
opportunity to supplement that game with the purchase of additional items to add to the gaming experience.
For example, in a lifestyle game you might buy additional clothes, in a football game you might buy
additional teams or in a war game you might buy additional weapons. It is essential to note that there have
been instances where—by purchasing an additional item—the nature of the game has changed thereby
altering the appropriate age at which the game should be played.

Therefore the developing online gaming experience requires the classification of two types of on-line
content: The initial game and then all additional products you can buy for that game. For the correct
classification of on-line gaming and the protection of children, all games and additional content need to be
rated as some additional items might be suitable for diVerent age groups.

Mr Ramsdale: I remember as a 12 year-old in the
seventies not being able to wait to watch the video
nasties, and I would guess we have all been there.
Alcohol is another example. Alcohol does very
compelling, clever advertising that people under 18
will see. I think the same rules apply.
Fundamentally, the ASA needs to tell us what is and
what is not acceptable and we need to be compliant,
and I would say that so far we have been.
Mr Kingsley: After all, they are the experts on the
whole of advertising.

Q502 Chairman: You will be aware that there are
very strict rules controlling the advertising of
alcohol and there is pressure here to tighten them.
Do you think there may be a case for restrictions on
the advertising of video games?
Mr Ramsdale: If you are deliberately targeting an
inappropriate game to an age demographic and you
know where those people are spending their time
you should not be allowed to do it. If you are being
sensible about targeting the audience I would
argue: why?
Mr Jackson: We would say that we are an important
part of media entertainment. All along we have been
saying that legally we should not be treated
separately from film or any other industry because
that is the area we are in. We do not believe that
video games should be specifically targeted because
we have tried so hard for so long to get everything
right.
Dr Wilson: Chairman, you are absolutely right that
when advertising takes place and the product has an
18 age rating that fact should be made quite clear. If
nothing else, that helps not only the buyer, the
parent, to have the appropriate information but also
the people in the shops.

Q503 Chairman: For instance, in cinemas Grand
Theft Auto should be advertised only in films that are
rated at 18?
Mr Ramsdale: Yes; there are strict codes on that.
Mr Jackson: The point is that the ASA codes should
apply to all advertising and should be rigorously
enforced and by and large they are.
Chairman: That is all we have for you. I thank all of
you very much.
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By extension, we can accurately predict that the next generation of games consoles will move in the same
way where all consoles posses the capability of a “live” shop that provides registered users access to new or
additional content. Once logged into a game, the registered player will have the opportunity to expand,
upgrade or enhance their existing product. This will require the correct classification of the content, and
appropriate restrictions if the age category is raised above that of the original product.

As with all purchases on-line the speed with which a consumer can access the market is infinitely faster
than via conventional means. As games move increasingly on-line publishers will doubtless exploit this
opportunity by continually looking to oVer additional experiences to their original purchase, thereby
massively increasing the number products to be rated. Therefore in order to protect children it is vital that
we have a classification system which is capable of coping with the exponential explosion of games and
games products over the next few years.

This point is backed up on behalf of the industry by Vice President of EA Games Keith Ramsdale who
states:

“We believe over the next few years our business will evolve towards a similar model we’ve trialled
with success in Korea with FIFA MSG. The diVerence being that instead of a standalone MSG
model we will use the technology to enhance our existing boxed business. Our games will likely
release in their traditional fashion but then oVer a post launch feature service via the release of
smaller game content oVering year round online. The future of our games will evolve from once
a year product ship to a sports entertainment service made up of 500! game feature pieces released
year round. We will be announcing the first step in that direction for FIFA later this summer.”

June 2008
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Foreword

1. The past decade has seen significant changes in the communications and broadcasting landscape.
Children and young people are at the forefront of these changes: as our research shows, they are some of
the heaviest users of new media, from text messaging to MP3 players, games consoles and the Internet. The
Internet in particular oVers rich opportunities for them to learn, to get help with their education and to
enrich their communications with family and friends, amongst others. But the Internet also presents
challenges, particularly to their safety and wellbeing, arising from exposure to potentially harmful or
inappropriate material.

2. So we welcome the CMS Select Committee’s inquiry, and the review commissioned from Tanya Byron,
and the opportunity these will aVord for a timely and balanced discussion of the issues. We believe this
scrutiny will inform and stimulate an evidence-based debate with industry, government and consumers
about the possible range of activities to help address these real concerns.

3. In particular, we welcome the opportunity to begin the discussion about how best to secure consumer
protections in the online age. At a time of sweeping change in content delivery, and in the type of content
that is available, the overall goals of content regulation persist. These are to ensure that people have the
information and skills they need to take responsibility for their media choices. In linear broadcasting, the
schedule and the watershed are powerful and well-understood tools for signalling the characteristics of
content to audiences. Our aim must now be to help inform consumers for the online world.

4. Although the goals are the same, the broadcast model of content regulation is not appropriate for
potentially harmful online content. Rather, a new approach to content regulation is required: one which is
built on a model of shared responsibility, which gives people the tools they need to take personal
responsibility and which supports eVective industry self-regulation. The growing importance of online
media literacy derives from this: media-literate parents and children, equipped to take on this personal
responsibility, provide a significant means of protection.

5. Ofcom’s research, analysis and experience lead us to believe at this stage, that this approach is the
likeliest to be successful, and to build confidence for children, young people, their parents, and wider society.

6. We look forward to the outcomes of the inquiry, and to working with all sectors of industry and
consumer groups to achieve these goals.

1. Introduction

7. Ofcom is pleased to submit its response to the call for evidence issued by the CMS Select Committee
Inquiry into Harmful Content on the Internet and in video games. We welcome the opportunity to have a
balanced, evidence-led discussion about:

— the benefits and opportunities oVered to consumers, including children and young people, and the
economy by technologies such as the Internet, video games and mobile phones;

— the potential risks to consumers, including children and young people, from exposure to harmful
content on the Internet or in video games; and the specific risks raised by:

— “cyberbullying”;

— user-generated content, including content that glorifies guns and gang violence;

— the availability of personal information on social networking sites, and

— content that incites racial hatred, extremism or terrorism; or that exhibits extreme
pornography or violence.

— the tools available to consumers and industry to protect people from potentially harmful content
on the Internet and in video games, and
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— the eVectiveness of the existing regulatory regime in helping to manage the potential risks from
harmful content on the Internet and in video games.

8. Our evidence focuses primarily on Internet risks including both home PC/laptop Internet, and mobile
phone Internet use, although where appropriate, we also make reference to consumers’ online gaming
experience.

9. Section 3 of the Communications Act 2003 (“the Act”) sets out Ofcom’s principal duties in carrying
out its functions are to further the interests of citizens in relation to communication matters and to further
the interests of consumers in relevant markets, where appropriate by promoting competition. While
Ofcom’s statutory duties as a content regulator are exclusively directed to TV and Radio broadcasting we
also have legal responsibilities in respect of Internet connectivity. We also have a statutory duty to promote
media literacy (Section 11 of the Act)—a role in encouraging consumers to make the most of services on the
Internet, and to learn how to manage the risks to which they are exposed when online. We therefore have
an interest in the protection of consumers from harm when they use the Internet.

10. In preparing our submission we considered the following areas, each of which is provided as an annex
to this document:

— How does the Internet work? (Annex 1)

Provides an overview of the Internet value chain, the diVerent types of content and services available
on the Internet, the economics of the Internet and the key players.

— Current tools and approaches to regulating the Internet (Annex 2)

Outlines the current regulatory thinking, the legal and regulatory structures in the UK, and the
initiatives that are already under way at diVerent points in the online content value chain.

— TV content regulation and child protection: policy, practice and user tools (Annex 3)

Summarises the current legal and regulatory structures for TV and points to the lessons that can be
learned from TV content regulation; provides an overview of the Audio Visual Media Services
Directive (AVMS).

— Online child protection—the international perspective (Annex 4)

Reviews approaches adopted in five other countries: France, Germany, Australia, the US and South
Korea. We also take a brief look at the approaches taken in China and Saudi Arabia.

— The research evidence base: the views of children, young people and parents (Annex 5a) and the
views of adults (Annex 5b).

In Annex 5a we summarise the findings from the “Children, Young People and Online Content”
research that was commissioned to support our submission to the Byron review by providing Ofcom
with up-to-date feedback on this topic from parents, children and young people.1 In Annex 5b we
summarise key relevant findings from other Ofcom research2 and other publicly available research
as appropriate.

— Harm and oVence in media content: updating the 2006 review (Annex 6)

In support of our submission to the Byron Review, Ofcom commissioned Sonia Livingstone and
Andrea Millwood Hargrave to update the literature review on Harm and OVence in Media Content,
first published in 2006. The updated literature review focuses on children and the eVects of the
following media on them: TV, games, the Internet and mobiles.

1 Between October 25 and November 7 TNS (the market research agency) conducted face-to-face, computer aided interviews
with 653 parents, 653 children aged between 5–17 years from the same household, and 279 non-parents. We use the phrase
“young people” to refer specifically to 16–17 year-olds. When we refer to the full sample of children aged 5–17, we use the
phrases “children” or “children and young people” interchangeably, The interviews covered: current media habits and
consumption, attitudes to the Internet, parental rules around Internet use, use of and satisfaction with software filters,
concerns about the Internet and mobile Internet, exposure to inappropriate material online and awareness of who to complain
to. We deliberately interviewed a parent and child from the same household so that we could directly compare their responses.

2 We draw on research from Ofcom’s Communications tracking survey (Q3 2007 data, n % 2235 respondents across the UK),
Ofcom’s Media Literacy Audit (fieldwork was conducted between October and December 2007 with n % 2,905 adults and
n % 2,068 children. The Media Literacy Audit research reports will be published by Ofcom in Spring 2008), as will Ofcom’s
qualitative research into consumers use of social networking sites.
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11. We have structured our evidence as follows:

Chapter 2 is an executive summary of Chapters 3–6.

Chapter 3 looks at the benefits and opportunities that the Internet oVers for adults, children, young
people, their families, society and the economy.

Chapter 4 primarily addresses the views of parents, children and young people about children’s
and young people’s use of the Internet and the potential or actual risks to children’s safety and
wellbeing in going online. We also address adults’ general use of the Internet and the concerns that
they have about online content.

Chapter 5 summarises the conclusions of a review of the literature on the risks of harm to children
from exposure to inappropriate content. We also briefly summarise the findings from a review of
the literature on the risks of harm to adults.

Finally, Chapter 6 looks at what is being done today to help people manage the potential or actual
risks of going online, where there are issues, and considers what could be changed in order to help
adults, children, young people and parents manage the potential or actual risks of going online,
as well as the pros and cons of diVerent approaches. It is in this context that we share with the
Select Committee our recommendations for the Byron Review team’s further consideration.

12. This body of current evidence and analysis has informed the recommendations we have made;
however, the fast pace of development in the online environment means that we must remain open to new
evidence and to alternative ways to address the potential risks we have identified.

2. Executive Summary

13. Our evidence to the Committee covers the potential risks of harm to all consumers, including children
and young people, their parents, and adults generally. However, our evidence is focused principally on the
potential risks to children and young people, for whom the risks are greatest.

The Internet is much used and valued by children and their parents as well as by adults more generally

14. Overall, 99% of children aged 8–17 say that they use the Internet, and 80% of households with
children aged 5–17 have Internet access at home (compared to 57% of households without children).3

15. While TV remains the dominant medium for children aged 5–15, the use and importance of the
Internet to the child increases with age, both in terms of hours of use and in its status as the medium the
child would miss the most.

16. Average hours of use of the Internet by children have increased greatly over the past two years (from
7.1 hours/week in 2005 to 13.8 hours/week in 2007 for 12–15-year-olds).

17. The uses made of the Internet by children vary considerably by age: younger children tend to use it
more to play games, older children as an educational tool as well as for searching, email, watching or
downloading video clips, and using social networking sites.

18. Younger adults tend to use the Internet more and for a broader set of activities than older adults; the
most popular online activities overall are using email, surfing in general and purchasing things. Younger
adults also tend to value the Internet more than older adults. As with children, average hours of use of the
Internet have also increased over the past two years (from 6.5 hours/week to 8.2 hours/week, especially
amongst younger adults).

A mixed picture emerges regarding the degree and eVectiveness of parental oversight of Internet use at home

19. For a start, one of the challenges faced by parents is that almost half (47%), believe their child is more
skilled at using the Internet than they are. This is especially true of the parents of older children (61% of
parents of 12–17-year-olds).

20. There are also diVerences in what parents and young people say about the presence of “Internet rules”
at home: the research indicates that parents tend to claim greater presence and use of these rules compared
to children, especially in the case of children under 15.

21. Just over half of parents said that they had content filtering software installed; a further 9% said that
they had not heard of filtering (until now) but would be interested in using it in the future. Around one in
five was familiar with content filtering software, but did not use it; the reason most frequently given being
that they trusted their children. This suggests that parents think that this type of software is used to prevent
children from accessing certain types of content, rather than as a tool which could be used to help provide
protection from such material. Other reasons mentioned were that their children were too young to surf the
web/use the Internet, or because they did not think they needed it.

3 See Annex 5 for the full research report and a methodological overview.
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22. While parents generally seem to have a good understanding of the uses their child makes of the
Internet at home, there are some notable exceptions: they seem to be underestimating, in particular: game
playing, watching video clips, using social networking sites and contributing comments to someone else’s
web page. This is borne out, for example, by the finding that around one in five parents do not know if their
child has a social networking site profile.

23. One possible reason for this is unsupervised use; overall, 16% of children have a computer with
Internet access in their bedroom (this rises from 1% of 5–7-year-olds, to 12% of 8–11-year-olds and 24% of
12–17-year-olds); parents also tend to underestimate their child’s access to the Internet at a friend’s house.

24. Finally, while the majority of parents believe that they have done what needs to be done to help their
child stay safe when online, there is a sizeable group of parents (over one in four) who say that they do not
have any rules in place.

25. This points to, on the one hand, a group of parents who may not be doing enough to ensure that their
children are safe online, and, on the other hand, to another group who have rules in place, but where there
are potential shortfalls in the eVectiveness of these rules.

26. While almost one in seven 8–17-year-olds say they have come across potentially harmful or
inappropriate material in the past six months, almost one in 10 parents4 do not know if their children have
or not. The likelihood of coming across such material increases with the age of the child, as does the
likelihood of the parent not knowing if the child has done so.

27. While the majority of children and parents agree that the child would tell the parent if they came
across something that worried them, this does not always seem to be the case: overall, 16% of 8–17-year-
olds say they have come across harmful or inappropriate material5 in the past six months, while 12% of
parents with children in this age group say that their child has; almost one in ten parents (8%) do not know
if their child has come across harmful or inappropriate content in the past six months.

28. Responses from parents and children indicate that most of this material was seen at home, but
children also say that they have seen it at school or at friends’/relatives’ houses. Parents seem to be less aware
of out-of-home exposure to potentially harmful or inappropriate content. This clearly has implications for
the impact of their rules on the child’s levels of potential exposure and risk.

29. Sexual content is by far the most frequently mentioned type of potentially harmful or inappropriate
content, followed by violence and pop-up adverts with harmful or inappropriate content.

30. Most children say that they leave the site when they come across such material, with only a small
percentage saying that they tell a parent (possibly because they are not suYciently concerned or worried
about it).

31. The majority of parents (57%) do not know where to go to get information about how to help protect
their children online.

32. Between 5% and 8% mentioned other websites, schools, family/friends/colleagues, or the library; 3%
or less mentioned Get Safe Online, ThinkYouKnow, the Internet Watch Foundation, the Citizens’ Advice
Bureau or CEOP (Child Exploitation and Online Protection).

33. A substantial minority of parents—almost four in ten—would not know who to complain to if they
came across something potentially harmful or inappropriate.

34. Around a third would complain to the police, 14% to their ISP and 11% to the websites themselves.
Most children say they would complain to their parents (though whether they would or not is questionable,
given the findings reported above).

35. Although parents and children do have concerns about the Internet, for both, the benefits outweigh
the risks.

36. In research conducted for this submission, the vast majority of parents agreed that online children
discover interesting, useful things that they did not know before, and both parents and children
overwhelmingly agreed that the Internet helps children with school/college work.

37. Almost two-thirds of the parents and children interviewed in this research agreed that children who
do not have/use the Internet are at a disadvantage.

38. The majority of parents agreed that they trusted their child to use the Internet safely, that it was safe
for them to go online, and in general the children interviewed were more confident of their ability to manage
online risk than their parents were.

39. While the majority of parents clearly have concerns about the Internet (66% of all parents have
concerns), the reverse is true of children (30% of 8–17-year-olds have concerns). Just over three in five adults
(63%) have concerns about what is on the Internet. However, around half of the younger adults (aged under
24) do not have any concerns.

4 Parents of children aged 8–17.
5 We asked first of all if they had come across harmful or inappropriate material in the past six months and, if they had, we

asked the open-ended question “What type of content was it?”. Thus these findings relate to self-reported harmful or
inappropriate material.
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40. Parents are particularly concerned about sexual content, violent content and paedophiles/perverts
masquerading as young people, their children about sexual and violent content. These are also some of the
top concerns for adults more generally, along with identity fraud and other online security issues.

41. While parents overwhelmingly believe that Internet users must be protected from seeing
inappropriate or oVensive content, slightly more than half agree that Internet sites must be free to be
expressive and creative. Similarly, adults also clearly agree (78%) that users should be protected from
inappropriate or oVensive content, but at the same time just over half agree that Internet sites must be free
to be expressive and creative.

42. Finally, a majority of parents think that the benefits of the Internet outweigh the risks, and that real-
life concerns like bullying and violence are more worrying. Children in particular agree with the latter
statement.

43. The majority of adults say they have concerns about sharing several types of personal information
online, and most say they would make a personal judgement about a website before entering any personal
details (one in ten say that they would not make a judgement, especially those aged 16–24 (17%)).

44. However, this sense of caution does not necessarily appear to translate to the type of information
shared on social networking sites, perhaps driven by the younger age profile of such users: although people
of all ages have a social networking profile (22%), the majority are aged 16–24 (54%).

45. Qualitative research suggests that privacy and safety issues are not “top of mind” for users of social
networking sites. Social networking is associated with the users’ homes and leisure time, and a sense of ease
and fun. Users gave several reasons for not actively taking steps to reduce any potential risk regarding the
information they were sharing about themselves: lack of awareness, the assumption that the social
networking provider had taken care of the issues, ICT confidence, information on privacy settings being
diYcult to find, other sites perceived to pose a greater risk, the “invincibility of youth”, and the desire for
attention outweighing safety concerns.

46. Does exposure to potentially harmful or inappropriate material lead to actual harm?

47. A review of the literature—summarised in Chapter 5—identifies evidence suggesting some risk of
harm. While ethical reasons make the examination of online risk of harm to children problematic if not
impossible, some researchers have examined the risk of harm to adults from online content and services.
There remains rather little evidence that direct exposure to online pornography is harmful for adults, though
some clinicians, and a few surveys, report an association between use of online pornography and clinical
problems regarding sexual or emotional experiences oZine. It is diYcult to determine whether the
pornographic content referred to in such studies is consensual or violent in nature. Secondly, surveys
(typically, of American undergraduates) point to a growing problem of stalking online, of varying degrees
of severity, this perhaps being associated with oZine stalking. Third, when shown race hate websites, adult
audiences consider these “outside community standards” but there is no evidence that their views are directly
altered by these; little or no research has examined the responses of those who are the target of such sites.
In conclusion, research suggests that the diverse and sometimes extreme nature of online content, and the
enhanced opportunities for online contact, is resulting in a risk of harm for some adult users of the Internet.
As for children, however, it is too early to draw strong conclusions regarding the nature, extent or duration
of any actual harm associated with Internet use. Therefore, research can only guide policy by supporting a
judgement based on the balance of probabilities rather than on irrefutable proof.

48. The research findings reported above, and the overall conclusions from the literature review, suggest
a lack of evidence for actual harm but evidence for the risk of harm. We can conclude from this that there
is a case for considering whether the existing regulatory environment is adequate and whether more could
be done to help adults and children manage the potential or actual risks online.

49. For the Internet, there is no single institution which can do what the broadcast TV channel does (ie
assume responsibility for content standards). Instead, we believe that responsibility for the potential risks
is shared, or distributed, across the system: players across the Internet value chain all have a role to play in
mitigating the risk of harm.

50. In this document we will outline our thoughts on proportionate ways in which the potential risks
might be mitigated. In developing these recommendations we considered the extent to which action was
needed at all (the “do nothing” option); and the extent to which direct statutory intervention might be the
appropriate way of addressing parental concerns and the potential for harm, supported by our research. We
conclude that current legal constraints and the problems of jurisdictional reach make statutory regulation
impractical and, even if it were adopted as an approach, it may be of limited eVectiveness. This is, in large
part, because the Internet is an open, global platform, and statutory regulation can only have national
reach—unless the regulation also involves curtailing this openness and global reach, which distinguish the
Internet from traditional platforms and in many respects are the basis of its impact and value.
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51. Instead, a new approach to content regulation is needed, one which is built on a model of
responsibility distributed across the value chain, relying much more on personal responsibility and on
industry self-regulation than on traditional, formal intervention.

52. The analysis in Chapter 6 suggests that there is a great deal of industry activity already under way to
help adults, parents and children manage the potential risks from harmful content online: individual
industry players and collective self-regulatory initiatives are making a material diVerence. This is
particularly clear in relation to the management of access to illegal content on the Internet, for which the
UK has a self-regulatory framework in place which is ahead of those in many other regions of the world.
However, on the industry side, and in relation to the development of consumer competences and awareness,
Ofcom believes there are some areas where further improvement is possible. Ofcom’s evidence to the Byron
Review included an analysis of the current position and identified some areas where further action might be
considered. While the Terms of Reference of the Select Committee Inquiry do not ask for this, our evidence
includes the recommendations that we made to the Byron Review.

53. In order to help people take more personal responsibility when they go online, we need to help them
become more media literate. Media literacy is the ability to access, understand and create communications
in a variety of contexts. Some call this “literacy for the 21st century”. Put another way, if literacy is not only
about reading and writing, but also about comprehension and critical thinking, then media literacy is about
engaging these capabilities when using and consuming media. Without media literacy, people’s ability to
participate eVectively in society, the marketplace and in the workforce may be greatly diminished. The remit
of the Committee’s Inquiry focuses principally on issues related to access—how to find the content and
services wanted and how to avoid the content which may be potentially harmful or oVensive—and indeed
this is the focus of our response. However, Ofcom also recognises the importance of “understanding” and
“creating” in the broader media literacy landscape, and these latter aspects are a part of our overall media
literacy work programme.

54. We believe that both of these elements—greater media literacy on the part of parents, young people
and children, coupled with targeted industry support—are critical and necessary in order to deliver a safer
online environment for children. We look at each element in turn below.

Personal responsibility—media literacy: parents, children and young people

55. The evidence clearly points to a need to help adults generally, as well as parents and their children,
better manage the potential or actual risks of going online by improving their media literacy skills. In our
submission to the Byron Review we suggested a focus on particular media literacy outcomes to help parents
and their children manage the potential or actual risks of going online. Here we expand on this to include
adults more generally.

Outcomes

56. For parents and their children:

Increased awareness and understanding among parents of their critical role in ensuring the safety of
their children when they are online, through the eVective application of carefully targeted and age-
appropriate rules. For example, this should include:

— Increased awareness among parents of where to go to get information on protecting their child
online as well as tips to ensure that the child has understood and accepted the importance of any
rules that the parent puts in place (eg an Internet “green cross code”):

— Increased parental understanding of how they can apply their real-world parenting skills to
the online world (ie it’s not necessarily just about technical literacy);

— increased parental awareness of what children are doing online more generally and the key
areas/things that they need to look out for;

— increased awareness of the age-appropriateness of certain activities online, eg using a social
networking site (SNS);

— increased parental and children’s awareness of the risks of children’s access to content and
other online activity (e.g. privacy in relation to the personal information that children share
about themselves online) as well as child contact, and

— increased awareness of where to find high-quality content online, for younger children in
particular.
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— Increased take-up of content management tools such as filtering software, by making parents
aware of its existence, its benefits and its limitations:

— increased use of other forms of filtering, such as those provided by search engines, and

— increased awareness and understanding of the tools provided by parents’ Internet Service
Providers (ISPs) and awareness of those ISPs which are more “family-friendly”; for example,
as demonstrated by the presence of a family-friendly “trustmark”.6

57. For adults in general, as well as parents and their children:

— Increased awareness and understanding of their online responsibilities and of the implications of
their behaviour while online. For example:

— an understanding of the potential eVects of sharing diVerent types of personal data, and

— awareness and ability to manage and control their personal data appropriately.

58. For adults in general:

— Increased awareness and understanding of the meanings of the content labels used by industry, as
well as the implications of these in relation to children’s use of content.

— Increased awareness of where to complain about potentially harmful or inappropriate content
online—eg the IWF for illegal material, the site host for inappropriate material, their filtering
product provider where they identify over- or under-blocking.

— Increased awareness of the role consumers can play, both in labelling the content they put online
and in “community policing”.

— Alignment of the advice and information that is being given to adults, parents and other carers,
teachers and children:

— integrated awareness-raising and educational initiatives, appropriately targeted at distinct
audiences with diVerent needs, at a local and national level, for maximum eVect, and

— linked to this, the broader inclusion of e-safety, along with the other critical components of
media literacy, across the national curriculum from a younger age.

Delivering these outcomes

59. A very broad range of good initiatives are currently under way in this area—from those associated
with formal government agencies such as Becta or the Child Exploitation and Online Protection centre
(CEOP), to those oVered by charitable organisations, industry bodies and individual industry players,
including organisations such as Childnet International, Media Smart, the BFI, the Media Literacy Task
Force, the BBC and Channel 4.7 However, to deliver the outcomes oVered for consideration above, we
proposed to the Byron Review, and propose here, that thought is also given to the following:

— The development of a framing strategy for the delivery of the above outcomes across the various
government departments, industry bodies and individual industry players, charitable
organisations, and regulators, with a single point of oversight and coordination:

— develop short-, medium- and long-term targets and identify the communications plan,
educational initiatives and funding necessary to deliver these on a sustainable basis;

— consider the appropriate balance between a high-level public information/awareness
campaign and on-the-ground activities, and

— prioritise the more vulnerable children.

— Creation of communications and materials that are target-group specific, ie tailored to the diVerent
types of users (eg parents, children, teachers), so that they are appropriate to the level of the
recipients’ skills and understanding.

60. In this context, we would direct the Committee’s attention to the significant Government attention
paid to the specific risks of cyberbullying, and the development of integrated campaigns with targeted
information and resources for children, parents and teachers. This work is discussed in Chapter 6.

— The development and promotion of an easy-to-use and interactive online “one-stop-shop” for
information on how to protect children online, to help parents, children and teachers.

61. We outlined our thoughts on the desired ends and described some of the possible means, but left the
question for the Byron Review team to consider about what is the institutional mix to make this happen (ie
what is the role for Government, Ofcom, the BBC, schools, CEOP, industry etc.), as well as the appropriate
funding model.

6 See below, “The promotion of industry self-regulation” and Chapter 6 for more on this.
7 See Annex 2 for more details.
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Figure 1

THE ROLE OF CONSUMERS AND INDUSTRY SELF-REGULATION

62. Ofcom believes that a new focus on media literacy outcomes will be of crucial importance in
mitigating the potential risks from harmful content. Alongside media literacy, there is a range of means
through which industry players can help UK Internet users protect themselves from the risks from harmful
content. There are two broad types of intervention: actions intended to aVect the extent to which content
is made available on the Internet—seeking to aVect the supply of risky material—and those intended to
aVect the extent to which the content is accessible to (vulnerable) audiences.

63. In addition, there are five areas where we believe there may be an opportunity for further industry-
led initiatives to support parents and children in their management of potentially harmful content. Ofcom
suggested to the Byron Review team that they give consideration to these areas for potential action. Our
suggestions involved, for the most part, a refocusing or widening of activity that is already under way in the
marketplace: we did not and are not proposing new regulatory interventions; rather, we propose taking
those that the market and/or Ofcom has already recognised and promoting the best of these.

64. Ofcom’s analysis employed a value-chain model of the Internet content market8: we considered
what diVerent contributions industry players at each stage of the value chain can make. In the self-regulatory
context described, these industry contributions are typically aimed at empowering or enabling parents and
children to manage their content experience, and in particular to avoid potentially harmful content.

65. The five areas which we suggested the Byron Team consider are, in broad order of importance:
filtering, content labelling, User Generated Content (UGC) community standards, online advertiser codes
of practice, and age verification. For the most part, these are areas in which there is already significant
voluntary industry activity under way.

66. The use of filtering tools is an essential element in the management of content risks; they have already
been adopted by over half the UK’s parents. In relation to filtering, we considered there are four further
ideas worth exploring:

1. We recommended that the Byron team considers exploring with ISPs and the Internet Service
Providers Association (ISPA), their trade association, the development of a code of practice for
family-friendly Internet access, with relevant characteristics including the provision of tools,
information and support—for example in relation to parental controls for content filtering, and
Internet security (firewalls, spam-blocking tools). This code might also create a “trustmark” or
brand for family-friendly services, like those developed in France and Australia by ISPs and service
providers. Information and awareness initiatives could improve parental awareness of the
potential benefits of such services and of the trustmark. This could help to create incentives for
interested ISPs to focus greater attention on creating diVerentiated family-friendly access
propositions.

2. In the UK, Ofcom has been working with the Home OYce and industry to develop a BSI standard
for filtering products, which will allow qualifying products to carry a Kitemark. Alongside other
media literacy initiatives, we recommended that the Byron team considers promoting awareness
of Kitemarked filtering products’ benefits, and encouraging their wider adoption.

3. As well as promoting the use of filtering products, we recommended that the Byron team considers
ways of encouraging parents to be active users of such products, reporting instances of under- and
over-blocking to their software providers. Over time, this information will help the development
of products which better reflect the specific concerns and content standards of UK parents.

8 Annex 1 includes a description of the value chain activities; Annex 2 describes the current activity in content protection at
each stage of the value chain.
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4. We recommended that the Byron Review considers encouraging the mobile network operators to
extend their commitment to network filtering, and allowing parents to specify a child-friendly
filtering option analogous to that possible within most PC filtering tools (eg an age 12! filter in
addition to the 18! one that is currently in place).

67. Content information is also an essential element in the management of content risks; we
recommended the Byron Review team considers promoting and supporting the eVorts described below to
improve the quality of content information in relation to commercially produced audiovisual media:

5. The Broadband Stakeholder Group, supported by Ofcom and key industry players, is developing
common principles for the ways in which viewers should be informed about potentially harmful
or oVensive commercially produced audiovisual content. These common principles, once agreed
by industry, will form the basis of good practice in enabling viewers to protect themselves and their
children from exposure to such content.

6. Looking forward, the new Audiovisual Media Services Directive requires the UK to create a new
regulatory framework for on-demand television service providers, including those operating on
the Internet. The UK is in the early stages of developing this model; however, eVective and
consistently applied content information is likely to be a significant element of the framework,
along with other measures to control children’s access to harmful content familiar from broadcast
markets, such as PIN controls.

68. User-generated content (UGC) community standards are the frameworks and processes through
which UGC hosts, like YouTube or MySpace, define the types of content they will host and determine how
they will deal with complaints. As outlined above, we believe that individuals should be encouraged to
participate in the “community policing” of the sites they use, where such tools exist. While the tools for
community content management are often sophisticated, their operation is often opaque to the audience,
and their eVectiveness has been questioned.

7. We recommended the Byron Review team considers working with industry to create a voluntary
scheme or code under which UGC providers make transparent the operation of their content
review processes—for example, reporting on the turnaround times for these processes, on the
timetable (if any) for communicating with complainants, and ideally, with independent
verification of performance. This type of scheme could mirror the commitment made by Facebook
to the New York Attorney General concerning its complaints-handling process, under which
Facebook sets targets and makes reporting commitments in relation to complaints about sexually
explicit content.

69. Similarly, Ofcom’s examination of potential risks from sharing personal information on social
networking sites suggests that the development and adoption of an industry code of practice will be
important in securing improved protection for users. The Home OYce Task Force on Child Protection on
the Internet has been developing guidelines for SNS providers over the past year, in close collaboration with
industry and consumer groups; the adoption of these guidelines will go some way in helping to address some
of the privacy risks identified.

70. We recommended the Byron Review team considers exploring with the online advertising industry
ways to reduce further the extent to which mainstream UK online advertising is placed around harmful
content. Initiatives might include:

8. Encouraging greater take-up of the IASH9 Code (or a similar framework) so that it covers a much
greater proportion of UK online advertising sales; and

9. information/educational initiatives directed at improving awareness among advertisers and
agencies of the means through which online advertising can be made more secure.

71. Finally, although age verification has the potential to be valuable in managing risks to children,
practical hurdles, including implementation and cost, will tend to limit its impact. Nonetheless, Ofcom
recommended that the Byron Review team considers whether there might be any opportunity to encourage
the use of age verification to restrict access to harmful content.

Conclusion

72. It is our view that, taken together, the combination of enhanced media literacy skills on the part of
adults in general, parents, children and young people, and targeted industry, NGO, regulatory and
government initiatives, will help deliver an environment in which:

— parents are more confident of their ability to support their children online;

— children themselves are confident in their online e-safety and also know what to do when they come
across material that is potentially harmful or oVensive; and

— consumers in general are better able to manage and control the content they view when online and,
in particular, are better placed to decide and to determine how and with whom they share personal
information.

9 IASH % Independent Advertising Sales House.



Processed: 24-07-2008 22:45:47 Page Layout: COENEW [O] PPSysB Job: 399487 Unit: PAG1

Culture, Media and Sport Committee: Evidence Ev 197

73. The range of potential risks, the diversity of the means through which they can be mitigated, and the
sharing of responsibility across Government, industry and the consumer, give rise to a complex overall
system. As well as the specific initiatives and actions described above, there is a need for continued scrutiny
of the evolving Internet environment, of the risks and potential harms that consumers face, and the extent
to which these risks are being appropriately and eVectively addressed.

74. Therefore we also encouraged the Byron Review team to consider what success would look like. This
could frame an independent review within two years of implementation of the recommendations, asking:

— whether there is any further evidence regarding harm and the level of risk which should be taken
into consideration; and

— whether satisfactory progress has been made in relation to the concerns raised and if not, whether
alternative measures need to be pursued.

3. The Benefits of the Internet

This chapter briefly outlines the benefits and opportunities that the Internet oVers for adults and for
children and young people. The key findings are as follows:

Adults

The use of information and communication technology (ICT) is increasingly implicated in what it means
to be “socially, economically, culturally and politically involved in the 21st century society”.10 As noted by
Demos, “technology is now so central to many of the activities seen to be indicative of social inclusion . . .
that it does now represent part of the “mainstream of life”.11

The Internet is widely and frequently used by adults in the UK: by Q3 2007, 66% of people had Internet
access in their home, and over half of Internet users claimed to use the Internet every day.

The use of the Internet and its status as the medium one would miss the most is linked to age; older people,
especially those over 65, use the Internet least (although those over 65 who do use the Internet spend on
average more hours online every month than any other age group) and are less likely to mention it as the
medium they would miss the most; the “Internet generation” of 18–24-year-olds are the greatest users of
the Internet.

Email represents the most popular use of the Internet, followed by web surfing, although the majority of
broadband users also use the Internet for online shopping (66%) and banking (58%).

Benefits of the Internet to adults can be grouped into the following areas:

— Financial benefits.

— Social and communication.

— Cultural benefits—including leisure and entertainment.

— Access to information.

— Civic engagement.

Children and young people

The vast majority of parents agreed that when online, children discover interesting and useful things that
they did not know before, and both parents and children overwhelmingly agreed that the Internet helps
children with schoolwork/college.

Although the research is not conclusive, an analysis of the evidence does highlight the many apparent
benefits of the Internet and the opportunities it aVords for social and educational achievement.

While TV remains the dominant medium for children aged 5–15, the importance of the Internet to the
child increases with age in its status as the medium the child would miss the most.

Most parents and children interviewed agreed that children who do not have/use the Internet are at a
disadvantage.

While not an issue directly raised by the Byron Review team, the evidence also highlights the inequalities
that exist regarding children’s access to the Internet and the potential adverse implications of this for
those children.

75. The Internet is a powerful platform for the distribution of services to audiences. It is a network of
networks, spanning the world, and connecting a global audience with a globally provided set of content and
services: almost any member of society from almost anywhere in the world can gain access to content and
services produced by anyone and hosted anywhere on the global network. The simplicity of the protocols
on which the Internet is based, and the flexibility of the devices through which most audiences connect to

10 L Grant Learning to be part of the Knowledge Economy: Digital Divides and media literacy Future Lab 2007.
11 Demos Web I’m 64, Hannon and Bradwell November 2007.
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the Internet, enable an extraordinary range of services to be created and used. Together these factors—
global reach and flexibility—have made the Internet an engine for innovation throughout our society: in
media, communications, and business.

3.1 Key benefits of the Internet to adults

Background

76. Modern society is becoming increasingly reliant on digital communications technology. The world
around us is changing rapidly, the various media are becoming a more integral part of everyday life and
knowledge of how to use them is in many cases a pre-requisite to eVective participation in society:

— multifarious communications devices are now oVered to the consumer market;

— an increasing number of central and local government services are now oVered online, and

— Internet purchasing oVers consumers greater choice and more competitive pricing than
traditional retailers.

77. Demos, in its report Web I’m 64,12 notes that “as use of the Internet has exploded, more services and
products have migrated online”. The use of information and communication technology (ICT) is
increasingly implicated in what it means to be “socially, economically, culturally and politically involved in
the 21st century society”.13 “E-government” initiatives have seen public services integrating online delivery
and technology with everyday practice . . . Online social tools have proliferated, from email through photo
sharing to the current crop of social network sites. For the majority of users this brings huge benefits . . .
But beyond the financial motives, people are also finding the means to develop and share ideas, build
friendships and maintain family relationships . . . Technology is now so central to many of the activities
seen to be indicative of social inclusion—from playing an active role in the community to maintaining one’s
personal finances—that it does now represent part of the “mainstream of life”. Reports from the Social
Exclusion Unit and the Cabinet OYce have argued that those with social problems can benefit greatly from
what technology can oVer [. . .]”14

78. Consumer take-up of devices has responded accordingly—both in speed of take-up and ubiquity of
devices. Convenience and choice are increased and the benefits to users include increased opportunities for:

— financial benefits;

— social and communication benefits;

— cultural benefits—including leisure and entertainment;

— access to information and services, and

— civic engagement.

79. However some groups in society are being left behind, in terms of:

— ownership of new technologies; and

— access to those technologies.

12 Demos Web I’m 64, Hannon and Bradwell November 2007.
13 L Grant Learning to be part of the Knowledge Economy: Digital Divides and media literacy Future Lab 2007.
14 Social Exclusion Unit, Inclusion Through Innovation: Tacking Social Exclusion through new technologies, 2005; Cabinet OYce

Enabling a Digitally United Kingdom: A framework for action, the Digital Inclusion Panel report, 2004.
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Take-up

80. By Q3 2007, 66% of people had Internet access in their home. Growth in access to the Internet has
been consistent with growth in ownership of PCs, rising from 61% in Q2 2006 to 65% in Q2 2007. Nine in
ten consumers who have a PC also have an Internet connection at home.15

Figure 2

TAKE-UP OF THE INTERNET AT HOME

Frequency of use

81. The widespread availability of broadband, together with the emergence of the Internet as a
mainstream channel for communication, information and entertainment, has led to increasing time being
spent online by those who have Internet access. Ofcom’s research finds that in Q1 2007 56% of Internet users
claimed to use the Internet every day, a four percentage point rise on a year previously (Figure 3). A
Home.net report commissioned by Orange Broadband found that in April 2007 47% of households spent
three or more hours on the net every day. ComScore research published in June 2007 reported that the UK
had the most active online population in Europe, with users spending an average of 34.4 hours online a
month, with a peak of more than 21.8 million people online in any given day.16

Figure 3

FREQUENCY OF INTERNET ACCESS

15 Ofcom The Consumer Experience, 2007.
16 Ofcom UK Communications Market 2007, Telecommunications.
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Age distribution

Figure 4

AGE AND SOCIO-ECONOMIC PROFILE OF THOSE WHO HAVE
INTERNET ACCESS AT HOME

82. Internet take-up has continued to increase over the last two years (Figure 4) across all groups in the
population. While take-up has increased among 25–44-year-olds, it has nearly doubled among over-75s, to
27%, although this is still less than half the average level of take-up.17

Usage

83. According to Ofcom research, email is the most popular use of the Internet, followed by web surfing,
although the majority of broadband users also use the Internet for online shopping (66%) and banking (58%)
(Figure 5). Broadband users do more of everything than narrowband users, with a particularly marked
diVerence in high bandwidth applications such as gaming and video downloading.18

Figure 5

ONLINE APPLICATIONS USED BY BROADBAND AND DIAL-UP USERS, Q1 2007

17 The Consumer Experience Ofcom 2007.
18 Ofcom UK Communications Market 2007, p 310.
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Sites used

84. Measures of online use by domain or category usually focus on reach in terms of numbers of unique
visitors in a given period. However, Nielsen NetRatings data, measuring use by time, is also a useful metric
and presents a very diVerent picture (Figure 6). Based on usage in April 2007, eBay emerges as a very clear
leader, with users spending over twice as much time on the UK website as on its nearest rival. Social
networking websites also rank very highly, with Bebo, MySpace and Facebook all in the top ten. Bebo was
the second most popular website in times of total time spent on it, despite being only ranked 20th in terms
of unique users, with users spending on average 162 minutes on it every month. Average monthly use of
multiplayer role-playing game Runescape was 318 minutes per user, lifting it into the top 10 by time, even
though it only ranks 131st by reach.19

Figure 6

TOP 20 UK WEBSITES BY TIME SPENT ONLINE, APRIL 2007

Benefits of the Internet to adult users

85. As previously noted, the benefits of the Internet to adults can be grouped into the following areas:

— Financial benefits.

— Social and communication benefits.

— Cultural benefits—including leisure and entertainment.

— Access to information and services.

— Civic engagement.

Attitudes to the Internet
86. Ofcom’s latest Media Literacy Audit (to be published in Spring 2008) found that 73% of those adults
surveyed considered that the main purpose of the Internet was for information and education—47%
considered that its main role was for entertainment. Eighty-seven per cent of those surveyed said that they
had personally learnt useful things from the Internet. The main reasons why these adults were using the
Internet were: to find out or learn things (47%), to contact others (23%) and for fun (11%).

Financial benefits

87. The Internet brings financial benefits to consumers as well as to the providers of services or products.

88. Demos suggest that “Consumers have taken to e-retail in great numbers—in the year to June 2006
online sales reached £4.2 billion in the UK20 . . . Research has shown that using the Internet for four years
or more saves people an average of £268 per year”.21 It has been estimated by market research firm IMRG
that some 4.4 million UK people bought goods online on Christmas Day 2007, spending £84 million and
marking a 269% increase on the previous year.22

19 Ibid, p 311.
20 Interactive Media in retail Group “IMRG: e-retail hits 80% hypergrowth—£4bn web sales in July”

http://www.imrg.org/ItemDetail.aspx?clg%InfoItems&cid%pr&pid%pr Index press release 200807
21 P Foley, X Alfonso, K Brown and J Fisher Connecting Communities: tackling exclusion? An examination of the impact and

use of the Internet by socially excluded groups in London GLA 2003 (This figure does not take account of the costs to the
individual of going online).

22 Robert Jaques, vnunet.com Brits go web shopping on Christmas Day, 2 January 2008
http://www.vnunet.com/vnunet/news/2206305/brits-turn-web-shopping
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89. Ofcom’s latest Media Literacy Audit found that 76% of the adult Internet users surveyed bought
things online, 66% sought information relating to booking holidays, 57% bought or sold through auction
sites and 51% banked or paid bills online.

90. Research carried out by Ipsos MORI on behalf of Nationwide in May 2007 showed that over a third
(37%) of adults now use Internet banking.23 Over half (53%) of Internet bank users bank online because
they believe it is convenient. Half (50%) of all users also say Internet banking is easy to use, with a quarter
giving speed as their reason for banking online.24

91. Demos, in its report Web I’m 64, notes that “£208 million is spent on central government websites
each year25 . . . Research published in 2004 suggested that local government could save more than £300
million with more e-government projects26; in 2006 Sir David Varney indicated that initiatives to create e-
services could potentially save the government up to £400 million27 and in 2002 the national Audit OYce
(NAO) suggested that e-government technology could save government departments 10% of their operating
costs.28 In addition to cost savings, the NAO observes that public services delivered online can be more
convenient and eYcient for service users than traditional delivery methods”.

Social and communication benefits

92. The popularity of email, and the more recent IM, chat rooms and social networking sites, bear witness
to the Internet’s role as a communications facilitator. Ofcom’s 2007 Media Literacy Audit29 found that
“contacting others” was stated as the main reason for using the Internet by 23% of adult users. Ninety-two
per cent of users surveyed used email. The ease, speed, price and convenience of the Internet attract users
across a range of services.

93. Ofcom’s Consumer Panel Report Older People and Communications Technology30 showed that
connecting with family members was an incentive for older Internet users: “Family played an important
supporting role for many of these self-starters and children were often the reason for acquiring the first
computer”.31 Such communication can, in conjunction with other factors, play an important part in
decreasing social isolation—especially among the elderly.

94. The Internet also helps users to find old friends: “Fifty-two per cent of Internet users say they have
used the Internet to find friends they had lost contact with, and 31% had done this more than once. Perhaps
unsurprisingly, those in the youngest age bracket embraced this concept the most, with 55% of 16–24-year-
olds having used the Internet more than once to try and locate friends”.32 The same features that help users
keep in touch with old friends also bring the benefit of enabling people to meet new people. According to
Continental Research’s report, these friendships and relationships do not always remain virtual: “28% had
eventually met up in person with someone they originally met online. Meeting for a date was particularly
common amongst 25-44-year-olds”.33

23 Press release, Nationwide, 22 May 2007,
http://www.nationwide.co.uk/mediacentre/PressRelease this.asp?ID%1001

24 Ibid.
25 Interview by Annie Kelly with Helen Milner, MD, UK Online Centres, 19 September 2007 Guardian.
26 Local e-government to deliver £300m savings, Silicon.com Dec 2004.
27 This was one of the findings of Service Transformation: A better service for citizens and businesses, a better deal for the

taxpayer, by Sir D Varney 2006.
28 National Audit OYce, Better Public Services Through E-Government, 2002.
29 Quantitative study based on 2,905 interviews with adults aged 16 and over from October to December 2007. To be published

in Spring 2008.
30 The 2006 research was based on 18 x 1.5 hour focus groups in 6 diVerent locations across the UK (Watford, CardiV, Belfast,

Manchester, Edinburgh and Southampton). The groups were supplemented with 20 in-home depth interviews among
consumers with disabilities and/or those unable to leave the home to attend group sessions.

31 “Older People and Communications Technology”, Ofcom, July 2006.
32 “Internet and Convergence Report”, Continental Research, Autumn 2007, p 38.
33 “Internet and Convergence Report”, Continental Research, Autumn 2007, p 38.



Processed: 24-07-2008 22:45:47 Page Layout: COENEW [O] PPSysB Job: 399487 Unit: PAG1

Culture, Media and Sport Committee: Evidence Ev 203

Figure 7

USE OF THE INTERNET AT HOME

95. According to Ofcom research, and as shown in Figure 7, 23% of adults with the Internet at home
use social networking websites, and this rises to 31% among 15–24-year-olds. Although social networking
websites are not the only way in which people can meet people online, this tallies with research from the
Oxford Internet Survey, which found that, in 2007, 23% of Internet users had met someone online who they
did not know before using the Internet (up from 20% in 2005). Of the people who use the Internet to meet
others, 83% say they have 20 or fewer online-only acquaintances, with 7% saying they have more than 50
(Figure 8).34

Figure 8

NUMBER OF ONLINE-ONLY ACQUAINTANCES

Source: The Internet in Britain, 2007, Oxford Internet Survey
Base: All who have the Internet at home

Cultural benefits—including leisure and entertainment

96. The Internet, as an open platform promoting the free flow of information and freedom of speech, has
brought about cultural benefits for adult Internet users. This can best be found in the increase of “user-
created content” (UCC), as the low entry barriers for content creation encourage more people to publish
material online.

97. A 2007 OECD report stated that this has caused a cultural change; a “shift away from simple passive
consumption of broadcasting [ . . .] to a participatory ‘culture’”.35 The report argues that “Users may derive
a higher value from this content consumption as it may be more personalised and on-demand (one-to-one,
“narrowcast”) with users having greater control over it”.36

34 UK Communications Market 2007, Ofcom.
35 “Participative Web and User-Created Content: Web 2.0, Wikis and Social Networking”, p 64, OECD, 2007

http://213.253.134.43/oecd/pdfs/browseit/9307031E.PDF
36 Ibid, p 64.
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98. Other cultural benefits are brought about by the Internet’s compatibility with “long tail” economics,
which allows the distribution of small quantities of products cheaply.37 The OECD report states that this
allows “a substantial increase in, and a more diverse array of, cultural content to find niche users”.38 This
benefits the niche markets that would not normally be served, and all Internet users benefit from the greater
variety of choice and expanded creativity on oVer. For example, in Korea, “one portal alone had over
150,000 literature-related forums where classic and novel genres were created and commented on by amaeur
critics (National Internet Development Agency of Korea, 2006)”.39

99. The availability of audiovisual content on the Internet has also oVered audiences increased choice
and convenience, free from broadcaster-defined schedules, and they are able to access user-generated
content (UGC) from across the globe. The Internet also allows users to listen to radio stations online and
from stations worldwide—24% of adults said they had listened online, according to RAJAR.40

100. This interactivity and citizen engagement has cultural benefits in diVerent areas: for example, news
(“citizen journalism allows users to correct, influence or create news”)41 and political discourse and
debate.42

Table 1

INTERNET TV MARKET FORECASTS

Streamed TV Dowloaded TV

Numbers currently viewing in last year (millions) 2.9 million 2.4 million
Non users likely to do in next year 2.4 million 3.3 million
Longer term potential size 5.3 million 5.7 million

Base: omnibus: 983 interviews

101. The increase in online TV viewing indicates that Internet users see this feature as a benefit, as does
the research that shows a high level of satisfaction with Internet TV. In Continental Research’s report, only
12% of viewers of Internet TV were dissatisfied with the service.43 74% were fairly satisfied or very satisfied.

Access to information and services

102. Ofcom’s 2007 Media Literacy Audit found that the most frequent reason given by adult users for
their use of the Internet was to find out or learn things (47%). Seventy-one per cent used the Internet to find
out information for their leisure time eg cinema or live music listings, 66% found out information relating
to their work/job/studies, 63% looked for information about public services provided by local or national
government, and 60% looked at news websites.

103. In addition to the informal acquisition of information via the Internet, a number of formal education
courses now deliver their content, and interact with students, online. Such delivery oVers students additional
convenience—giving them a wider choice of courses than might be available in their local area, making it
possible to study at home rather than attending an external course— in addition to the schedule of study.
This can be seen to support the push for improved skills levels required in the UK workforce, as called for
in the Leitch Review.44

104. In 2004 the Government commissioned Sandy Leitch to undertake an independent review of the
UK’s long term skills needs. The Leitch Review of Skills, Prosperity for all in the global economy—world class
skills, was published in December 2006. It notes that low skill levels can hold back productivity and growth
and, if not addressed, will result in increasing inequality and the marginalisation of some groups within the
labour market. The report projects that, even if current targets are met, by 2020 the UK’s skills base will be
inferior to that of many other developed nations. A radical step-change is necessary. It suggests that the UK
must urgently raise achievements at all levels of skills and recommends that it commit to becoming a world
leader in skills by 2020, benchmarked against the upper quartile of the OECD. This means doubling
attainment at most levels of skill. The report states that responsibility for achieving these ambitions must
be shared between Government, employers and individuals.

37 Ibid, p 12.
38 Ibid, p 12.
39 Ibid, p 64.
40 UK Communications Market 2007, Ofcom p 191.
41 Ibid, p 12.
42 This argument is made in Balkin, J (2004) “Digital Speech and Democratic Culture: A theory of freedom of expression for

the information society”, New York niversity Law Review, 79, 1.
43 “Internet and Convergence Report”, Continental Research, Autumn 2007, p 18.
44 S Leitch Review of Skills, Prosperity for all in the global economy—world class skills, December 2006.
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Political civic engagement

105. As noted above, Ofcom’s 2007 Media Literacy Audit found that 63% of the Internet users surveyed
looked for information about public services provided by local or national government and 60% looked at
news websites. This does not include those who are involved in political causes or lobbying, via individual
websites or profiles on social networking sites.

106 The 2007 Internet and Convergence report by Continental Research45 showed that users are
interested in using the Internet to interact with local government and public services. A survey of 685 visitors
to a local council’s website showed that people use the Internet to do tasks such as paying taxes and renewing
library books.46 The results also showed that respondents wanted to do this more in the future.

Figure 9

WHAT WAS DONE IN THE LAST YEAR (PROMPTED LIST) AND WHAT
WOULD LIKE TO DO ONLINE

Source: Internet and Convergence Report, Continental Research, Autumn 2007

107. As the report indicated, respondents not only want to use the Internet to fulfil their obligations, such
as by paying parking fines, but also want to use it to interact with their local authority, keeping it informed
of their concerns and encouraging it to keep their environment clean and safe.47

Impact on the economy

108. Increased numbers of people working from home produce two benefits: they enable their employers
to save resources, and they also improve their own work/life balance.

The Net Impact study

109. The Net Impact study, a project conducted by Hal Varian of the University of California-Berkeley,
Robert E. Litan of The Brookings Institution and Momentum Research Group, and sponsored by Cisco
Systems, was designed to measure the current and anticipated cost savings and revenue increases that
organizations believe have been created by their investment in Internet business solutions. For the purposes
of the Net Impact study, the researchers defined an Internet business solution as any initiative that combined
the Internet with networking, software, and computing hardware technologies to enhance or improve
existing business processes or create new business opportunities.

110. The study was conducted in the US, the UK, France, and Germany.

111. In the US, the study surveyed more than 2,000 senior decision-makers charged with implementing
Internet business solutions for their organisations and, with the results, created a projection of the financial
impact on the entire US economy.

112. The Net Impact study was replicated in Europe, focusing on the three largest European economies:
the UK, France, and Germany. A total of 634 organisations were interviewed for this portion of the study.

45 “Internet and Convergence Report”, Continental Research, Autumn 2007.
46 Ibid, p 45.
47 Ibid, p 45.
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Preliminary results

113. According to the preliminary results of the study, organisations in the US, the UK, France, and
Germany currently deploying Internet business solutions have realised cumulative cost savings of $163.5
billion.

In the US

114. The deployment of Internet business solutions has yielded to date cumulative cost savings of $155.2
billion to US organisations. Those that are currently deploying Internet business solutions expect to realise
more than $500 billion in cost savings once all Internet solutions have been fully implemented by 2010.

115. Once all current solutions have been fully implemented, the “Net Impact” of these cumulative cost
savings is expected to account for .43 of a percentage point of the future increase in the annual US
productivity growth rate.

In the UK, France, and Germany

116. Adoption of Internet business solutions in the UK, France and Germany has resulted in cumulative
cost savings of ƒ9 billion ($8.3 billion) to organisations deploying Internet business solutions. These
organisations estimate that Internet business solutions have also helped enhance their revenues by ƒ86.4
billion ($79 billion) to date.

117. Dr Sushil Wadhwani, a member of the Bank of England’s Monetary Policy Committee, stated in
2000 that: “The Internet lowers search costs, reduces barriers to entry and helps shorten the supply chain.
These features should help boost productivity, lower profit margins and help cut the equilibrium rate of
unemployment [. . .]”48

Mobile

118. Mobile telephony contributes an estimated £22.0 billion to UK GDP (figures from 2003). This is
equivalent to 2.2% of the UK’s total economic output.49 To put this into perspective, it is “smaller than
construction but the same size as the UK’s oil and gas industry. The contribution of mobile telephony is
about half the direct contribution of construction (5.8% of GDP) and slightly smaller than the direct
contribution of hotels and restaurants (3.4%). But the contribution of mobile telephony is in line with oil
and gas extraction (2.3%); food manufacturing (2.3%) and printing, publishing and paper (2.2%)”.50

3.2 Key benefits of the Internet to children and young people

119. In the market research conducted for this submission,51 the vast majority of parents agreed that,
when online, children discover interesting, useful things that they did not know before (92% of parents).
Parents, young people and children52 all overwhelmingly agreed that the Internet helps children with
school/college work (92% of parents and 81% of children).53

120. In Becta’s Harnessing Technology Review 2007: Progress and impact of technology in education, it is
noted that:

“There is increasing evidence that the use of ICT can help raise educational standards, though this
is influenced by the context in which the technology is used. Links between e-maturity and school
performance have been demonstrated both through analysis of national data and the evaluation
of the ICT Test Bed project. The latter found a strong improvement in the attainment of pupils
(see Figure 10), particularly at Key Stage 2”.

48 The impact of the Internet on UK inflation, Dr Sushil Wadhwani, member, Monetary Policy Committee, Bank of England,
delivered at the London School of Economics on 23 February 2000.

49 “The Contribution of Mobile Phones to the UK economy”, report produced by cebr for mmO2, p. 4 http://www.02.com/
media files/news 100504.pdf

50 Ibid, p 4.
51 See Annex 5 for the full research report.
52 Children and young people aged 8–17, n % 513.
53 Agree strongly or agree slightly, ie top 2 box score. Top 2 box—or bottom 2 box—scores are cited unless otherwise staged.
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Figure 10

COMPARISON OF TEST BED SCHOOLS WITH THE NATIONAL PICTURE AND
COMPARATOR SCHOOLS IN CORE SUBJECTS

121. The report also goes on to say that: “Where technology is used to support learning, even if utilised
purely to enhance existing practice, we can now be confident there is a positive general impact on learning
outcomes. Since the 2003 ImpaCT2 study, statistical links between the use of technology and learning
outcomes have been identified in an increasing body of evidence, ranging from studies of home use of ICT
by learners, to studies of the impact of specific technologies (for example, interactive whiteboards) on
learning, and analysis of the relationship between the development of school e-maturity and school
improvement. In the FE and skills sector, robust evidence of impact on outcomes is limited”.

122. Research with primary and secondary school teachers, published in this report, also points to the
positive motivational and attainment impact of ICT on pupils:

Table 2

PRIMARY AND SECONDARY TEACHERS’ VIEWS OF IMPACT OF ICT (PERCENTAGE
AGREEING ICT CAN HAVE A POSITIVE IMPACT ON THE GROUPS LISTED)

Motivation Attainment Base (all
Agree Agree primary

Strongly Agree Strongly Agree teachers
% % % % answering

Key Stage 1 pupils 49 45 26 48 539/535
Key Stage 2 pupils 56 42 27 52 559/552
Girls 43 53 24 53 594/580
Boys 59 39 29 50 595/580
Able or gifted and talented pupils 53 42 29 49 598/586
Pupils with special educational needs 58 39 32 51 600/586

Source: Harnessing Technology in Schools survey 2006 (Kitchen, Finch and Sinclair, 2007)

Motivation Attainment Base (all
Agree Agree primary

Strongly Agree Strongly Agree teachers
% % % % answering

Key Stage 3 pupils 42 49 20 47 1,184/1,174
Key Stage 4 pupils 38 51 23 47 1,162/1,150
Girls 30 52 19 47 1,167/1,156
Boys 47 45 23 48 1,153/1,143
Able or gifted and talented pupils 39 47 23 45 1,179/1,173
Pupils with special educational needs 45 46 26 47 1,173/1,163

Source: Harnessing Technology in Schools survey 2006 (Kitchen, Finch and Sinclair, 2007)
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123. Around two-thirds of the parents (67% of parents of 8–17-year-olds) and children (64% of 8–17-
year-olds) interviewed in research conducted for this submission agreed that children who do not have/use
the Internet are at a disadvantage. Agreement with this statement increases with the age of the child in the
household—58% of parents of 5–7-year-olds agree, rising to 69% of parents of 16–17-year-olds. Around one
in four parents and one in five children aged 8–17 disagreed with this statement—in other words they did
not agree that children who do not have/use the Internet are at a disadvantage. Those who have, or are,
children who access the Internet but not from home are more likely to disagree (43% and 30% respectively),
as are C2 children and DE parents (35% and 34% respectively).

124. The findings about Internet access being an advantage to children are consistent with a qualitative
study conducted earlier on this year by Ofcom’s Consumer Panel: in Children and the Internet54 it is reported
that from about age 10, most children believe that Internet access is a “must have”. Key benefits for children
were found to centre on social communication and inclusion—the Internet enabled those children who were
not in the “in crowd” to participate, as their personalities could shine through in the more impersonal
communication over the Internet. Educational achievement was of secondary importance to many of the
children; however, from the age of 10 onwards, there was a reported pressure from schools for families to
get the Internet and a sense that access to the Internet allowed willing students to attain a higher quality of
presentation and content. The research also suggested that use of the Internet had a role in re-engaging some
of the educationally disengaged, as they enjoyed the control and fun of working with a PC. Children who
didn’t have home Internet access believed that they had inferior technical skills to those who did. The report
also found that children who were already outside their social peer group risked becoming further isolated
without Internet access. However, the study also found that having the Internet at home did not guarantee
social and educational achievement. It strongly depended on how the Internet was used and controlled and
the type of child who was using it.

125. From a labour-market perspective, awareness and the ability to use ICT is recognised increasingly
as a basic skills requirement, and the Skills Strategy recognises ICT as the third essential “Skill for Life”
(alongside literacy and numeracy).55 The Internet enables learning to occur not only in educational
institutions, but also at home, and to be personalised to a greater degree—although not all the research
found beneficial eVects and there is debate about the eVect of other variables and timescales. What does
seem to be critical is the way in which ICT is used and some commentators argue that there has been a lack
of training for teachers in this area.

126. As noted in a recent report by Futurelab: “Whilst ICT use is certainly not a pre-requisite to surviving
in 21st century society [. . .], it is almost certainly an integral element of thriving in 21st century society”.56

127. While the majority of children access the Internet at school, and recent figures show that 64% of
children aged 5 to 15 use the Internet at home, home Internet access is not consistent across social and
economic groups: 81% of children from AB families access the Internet at home, compared to 46% of
children from DE families.57

128. IPPR58 notes that lack of engagement with ICT cannot be explained simply in terms of access and
skills. “It is becoming increasingly clear that it is a social, economic and cultural phenomenon, relating to
motivation, confidence, assistance and the type of content available on the Internet”. The IPPR suggests
that the digital divide is a symptom of economic inequality, and not a cause, and so: “exclusion from
technological networks tends to go hand in hand with a variety of other forms of exclusion. These include:
low skills; lack of confidence in ICT use and general literacy; lack of informal technical support (ie friends
and family with good skills); and lack of social reasons to use ICT (eg if one’s peers are not using email, for
instance, then that removes much of the incentive to use it)”.

129. The increasingly important role of the Internet, particularly for older children, is further
demonstrated when we ask them what media activity they would miss the most. As can be seen in Figure
2, the importance of TV declines with age while that of the Internet—and mobile phones—increases. This
is a trend that appears to be accelerating. For example, Ofcom’s 2005 research into media literacy found
that 6% of 8–11-year-olds and 8% of 12–15-year-olds said they would miss the Internet the most, compared
to 11% of 8–11-year-olds and 23% of 12–15-year-olds in 2007.

54 Ofcom Consumer Panel 2007.
http://www.ofcomconsumerpanel.org.uk/information/documents/Children and the Internet.pdf

55 The impact of government policy on social exclusion among working age people: A review of the literature for the Social
Exclusion Unit in the Breaking the Cycle series (August 2004).

56 Futurelab: Beyond the Digital Divide Rethinking digital inclusion for the 21st century (2007.
57 Young People and Media Survey—Ofcom 2007.
58 IPPR—Modernising with Purpose: A Manifesto for a Digital Britain.
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Figure 11

MEDIA ACTIVITY CHILDREN WOULD MISS MOST

Q: Now of the ones you do almost every day, which one of these would you miss doing the most if it got taken
away?
Base: Children aged 5–15 (3,696)
Source: Ofcom—Young People & Media, April to September 2007

4. Adults’ and Childrens’ Safety and Wellbeing when Online

130. This chapter draws primarily on Ofcom’s submission to the Byron Review and the research
conducted in support of that submission. It is therefore focused primarily on the findings from a range of
consumer research studies looking at: children’s use of the Internet; rules for use of the Internet in the home
and ways in which parents are currently trying to make the Internet a safe experience for their children;
attitudes to the Internet—both benefits and concerns; current level of exposure to potentially harmful or
inappropriate material online, the actions taken when exposed, and a comparison of responses from parents
and their children in order to understand gaps and diVerences in knowledge, perceptions and attitudes.59

131. Where relevant research findings for adults are available, these are included. A summary of the key
adult findings is included in Annex 5b and it focuses primarily on adults’ Internet use, behaviours and their
concerns.

132. The key findings are as follows:

The Internet is much used and valued by children and parents as well as adults more generally.
The importance of the Internet to the child increases with age.

— Overall, 99% of children aged 8–17 say that they use the Internet, and 80% of households
with children aged 5–17 have Internet access at home (compared to 57% of households
without children).

— While TV remains the dominant medium for children aged 5–15, the use and importance
of the Internet to the child increases with age, both in terms of hours of use and in its status
as the medium the child would miss the most.

— Average hours of use of the Internet by children has increased greatly over the past two
years (from 7.1 hours/week in 2005 to 13.8 hours/week in 2007 for 12–15-year-olds).

— The uses made of the Internet by children vary considerably by age: younger children tend
to use it more to play games, older children as an educational tool as well as for searching,
email, watching or downloading video clips, and using social networking sites.

— Younger adults tend to use the Internet more and for a broader set of activities than older
adults; the most popular online activities overall are using email, surfing in general and
purchasing things. Younger adults also value the Internet more than older adults. As with
children, average hours of use of the Internet has also increased over the past two years
(from 6.5 hours/week to 8.2 hours/week, especially among younger adults).

59 See Annex 5a for the full research report and methodological overview. Most of the children’s/young people findings referred
to in this chapter are drawn from the research conducted for this review (Children, Young People and Online Content) or
Ofcom’s Young People and Media tracking study (April to September 2007).
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A mixed picture emerges regarding the degree and eVectiveness of parental oversight of Internet
use at home.

— For a start, one of the challenges faced by parents is that almost half (47%), believe their
child is more skilled at using the Internet than they are. This is especially true of the parents
of older children (61% of parents of 12–17-year-olds).

— There are also diVerences in what parents and young people say about the presence of
“Internet rules” at home: the research indicates that parents tend to claim greater presence
and use of these rules compared to children, especially in the case of children under 15.

— Just over half of all parents said that they had content filtering software installed; a further
9% said that they had not heard of filtering (until now) but would be interested in using it
in the future. Around one in five were familiar with content filtering software, but did not
use it, mainly because they trusted their children. This suggests that parents think that this
type of software is used to prevent children from accessing certain types of content rather
than as a tool which could be used to help provide protection from such material. Other
reasons mentioned were that their children were too young to surf the web, or because they
did not think they needed it.

— While parents generally seem to have a good understanding of what their child uses the
Internet for at home, there are some notable exceptions: they seem to be underestimating,
in particular: game playing, watching video clips, using social networking sites and
contributing comments to someone else’s web page. This is borne out, for example, by the
finding that around one in five parents do not know if their child has a social networking
site profile.

— One possible reason for this is unsupervised use; overall, 16% of children have a
computer with Internet access in their bedroom (this rises from 1% of 5–7-year-olds,
to 12% of 8–11-year-olds and 24% of 12–17-year-olds); parents also tend to
underestimate their child’s access to the Internet at a friend’s house.

— Finally, while the majority of parents believe that they have done what needs to be done
to help their child stay safe when online, there is a sizeable group of parents (over one in
four) who say that they do not have any rules in place.

— This points to, on the one hand, a group of parents who may not be doing enough to ensure
that their children are safe online, and, on the other hand, to another group who have rules
in place, but where there are potential shortfalls in the eVectiveness of these rules.

While almost one in seven children say they have come across potentially harmful or inappropriate
material in the past six months, almost one in 10 parents do not know if they have or not.60, 61

The likelihood of coming across such material increases with the age of the child, as does the
likelihood of the parent not knowing if the child/young person has.

— While the majority of children and parents agree that the child would tell the parent if they
came across something that worried them, this does not always seem to be the case: overall,
16% of 8–17-year-olds say they have come across harmful or inappropriate material in the
past six months, while 12% of parents with children in this age group say that their child
has; almost one in ten parents (8%) do not know if their child has come across harmful or
inappropriate content in the past six months.62

— Responses from parents and children indicate that most of this material was seen at home,
but children also say that they have seen it at school or at friends’/relatives’ houses. Parents
seem to be less aware of out-of-home exposure to potentially harmful or inappropriate
content. This clearly has implications for the impact of their rules on the child’s levels of
potential exposure and risk.

— Sexual content is by far the most frequently mentioned type of inappropriate content,
followed by violence and pop-up adverts with harmful or inappropriate content.

— Most children say that they leave the site when they come across such material, with only
a small percentage saying that they tell a parent (possibly because they are not suYciently
concerned or worried about it).

The majority of parents (57%) do not know where to go to get information about how to help
protect their children online.

— Between 5%–8% mentioned other websites, family/friends, or the library; 3% or less
mentioned Get Safe Online, ThinkYouKnow, the Internet Watch Foundation or CEOP
(Child Exploitation and Online Protection).

60 Children aged 8–17.
61 Parents of children aged 8–17.
62 We asked first of all if they had come across harmful or inappropriate material in the past six months and if they had, we

asked the open-ended question “What type of content was it?”. These findings therefore relate to self-reported harmful or
inappropriate material.
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A substantial minority of parents—almost four in ten—would not know who to complain to if
they came across something potentially harmful or inappropriate.

— Around a third would complain to the police, 14% to their ISP and 11% to the websites
themselves. Most children say they would complain to their parents (though whether they
would or not is questionable, given the findings reported above).

Although parents and children do have concerns about the Internet, for both, the benefits
outweigh the risks.

— In research conducted for this submission, the vast majority of parents agreed that, when
online, children discover interesting, useful things that they did not know before, and both
parents and children overwhelmingly agreed that the Internet helps children with school/
college work.

— Almost two-thirds of the parents and children interviewed in this research agreed that
children who do not have/use the Internet are at a disadvantage.

— The majority of parents agreed that they trusted their child to use the Internet safely, and
that it was safe for them to go online, and in general the children interviewed were more
confident of their ability to manage online risk than their parents were.

— While the majority of parents clearly have concerns about the Internet (66% of all parents
have concerns), the reverse is true of children (30% of 8–17-year-olds have concerns). Just
over three in five adults (63%) have concerns about what is on the Internet. However,
around half of the younger adults (aged under 24) do not have any concerns.

— Parents are particularly concerned about sexual content, violent content and paedophiles/
perverts masquerading as young people, their children about sexual and violent content.
These are also some of the top concerns for adults more generally, along with identity fraud
and other online security issues.

— While parents overwhelmingly believe that Internet users must be protected from seeing
inappropriate or oVensive content, slightly more than half agree that Internet sites must be
free to be expressive and creative. Similarly, adults also clearly agree (78%) that users
should be protected from inappropriate or oVensive content, but at the same time just over
half agree that Internet sites must be free to be expressive and creative.

— Finally, a majority of parents think that the benefits of the Internet outweigh the risks, and
that real-life concerns like bullying and violence are more worrying. Children in particular
agree with the latter statement.

The majority of adults say they have concerns about sharing several types of personal information
online, and most say they would make a personal judgement about a website before entering any
personal details (one in ten say that they would not make a judgement, especially those aged
16–24 (17%)).

However, this sense of caution does not necessarily appear to translate to the type of information
shared on social networking sites, perhaps driven by the younger age profile of such users:
although people of all ages have a social networking profile (22%), the majority are aged 16–24
(54%).

Qualitative research suggests that privacy and safety issues are not “top of mind” for SNS users.
Social networking is associated with users’ homes and leisure time, and a sense of ease and fun.
Users gave several reasons for not actively taking steps to reduce any potential risk regarding the
information they share about themselves: lack of awareness, the assumption that the SNS provider
had taken care of the issues, ICT confidence, information on privacy settings being diYcult to find,
other sites perceived to pose a greater risk, the “invincibility of youth”, and the desire for attention
outweighing safety concerns.

4.1 Media use in the home

133. Overall, 80% of households with children aged 5–17 have computers with Internet access in the
home, compared to 57% of households where children are not present. This means that of all households,
66% have Internet access at home, and take-up peaks with 45–54-year-olds and SEG AB.63

134. Ownership of media-related technologies in general tends to be higher in households with children,
and in particular in households with older children, than in those without.

135. Children’s bedrooms are increasingly becoming multi-media centres: for example, 48% of children
aged 5-17 have analogue TV in their bedroom, 24% have multichannel television, 55% a games console, 16%
a PC with Internet access, 9% a webcam, while 61% own a mobile phone. In general, these figures are even
higher for older children (eg about a quarter of 12–17-year-olds have a computer with Internet access in
their bedroom).

63 Ofcom communications tracking survey July to September 2007.
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136. While TV remains the dominant medium for children, the average number of hours spent online
increases considerably for older children. The average number of hours spent online has also increased
greatly over the past two years:

Figure 12

HOURS USE THE INTERNET AT HOME IN A TYPICAL
WEEK (CHILD RESPONSES)—2005 VS 2007

Q: 2005—How many hours would you say you spend using the Internet at home in a typical week?
2007—Thinking about the time you spend using the Internet at home. How many hours would you say you use
the Internet on a typical school day/weekend day?
Base: All who use the Internet at home: Children aged 8–11 (2005%378, 2007%877), 12–15 (2005%467,
2007%1,040)
Source: Ofcom—Media Literacy Audit 2005/ Young People & Media, April to September 2007

137. These findings are consistent with those reported in Chapter 3: the importance of the Internet to the
child increases with age (older children are more likely than younger ones to say that the Internet is the
medium that they would miss the most).

138. A diVerent picture emerges when we asked adults which medium they would miss the most if it was
taken away. While overall around half of the respondents said they would miss TV the most, there were
significant diVerences by age group. Younger adults (16–24-year-olds) were the most likely to say they
would miss their mobile phone most, followed by the TV and using the Internet. In contrast, all other age
groups would miss the TV the most, rising from 47% of 25–34-year-olds to 71% of over 65s. Among 25–54-
year-olds a significant minority would miss their mobile phone or Internet, while over-55s would also miss
the radio or reading newspapers.

139. The percentage of 16–24s who report they would miss the Internet the most if it was not available
has increased by 10 percentage points since 2005 (ie from 11% to 21%).

Figure 13

MEDIA ACTIVITY ADULTS WOULD MISS MOST

Q: Now of the ones you do almost every day, which one of these would you miss doing the most if it got taken
away?
Base: All adults (2,905) 16–24 (413), 25–34 (473), 35–44 (661), 45–54 (489), 55–64 (341), 65! (522)
Source: Ofcom media literacy audit October to December 2007
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140. When adults were asked to estimate the number of hours per week they spent online they reported
spending on average 8.2 hours per week online. Perceived time spent online was highest among 16–24-year-
olds (10 hours per week) and decreased with age to 6 hours for over-65s. The exception is 55–64-year-olds,
who spend 8.8 online each week.

14. As with children, adults are spending more time online at home than they were in 2005. This increase
is mainly driven by 16–24s and 55–64s.

Figure 14

HOURS OF INTERNET USE AT HOME AMONG ADULTS

Q: How many hours in a typical week would you say you use the Internet at home?
Base: All adults who use the Internet (1,723), 16–24 (336), 25–34 (332), 35–44 (473), 45–54 (319), 55–64
(156), 65! (103)
Source: Ofcom media literacy audit October to December 2007

4.2 Location of Internet access

142. Overall, 99% of the 8–17-year-old children interviewed say that they use the Internet, the majority
either at home and/or at school; almost one in five have access to the Internet only outside their home.

Table 3

CHILDREN’S ACCESS TO THE INTERNET—SUMMARY

Any access: Most often access:
8–17-year-olds 8–17-year-olds

PC/laptop at home 81% 65%
School/college 86% 26%
Library 12% 1%
Internet cafe 3%
Friend’s house 23% 2%
Relative’s house 11% 2%
Mobile phone 7% 1%

Any Internet use 99%
Don;t use the Internet 1%
Use Internet but not at home 18%

Q: Do you use the Internet nowadays? If so, where do you access it? Where do
you access it most often?
Base: Children 8–17 (513)
Source: Ofcom—Children, Young People & Online Content, October 2007

143. Parents’ and childrens’ responses to the question of where children access the Internet are consistent
for most locations, with one exception: parents underestimate their childrens’ access to the Internet at a
friend’s house. Only 10% of parents of 8–17-year-olds say that their child accesses the Internet there,
compared to 23% of children aged 8–17.
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144. Responses from parents and children regarding the child’s use of his/her mobile to access the
Internet are broadly consistent; according to the children interviewed, mobile phones are used by 7% of
8–17-year-olds to access the Internet—this is driven by the older age groups, specifically the 16–17-year-olds
(14% access the Internet via a mobile phone).

145. Adults in general are more likely to access the Internet at home than anywhere else. 16–24s are more
likely than any other age group to access the Internet from somewhere other than at home. The two other
places where they are most likely to access the Internet are at school or college (27%) and at a friend’s
place (26%).

Table 4

Total 16–24 25–34 35–44 45–54 55–64 65!

School/college 5% 27% 2% 1% 1% — —
Library 5% 11% 7% 5% 4% 5% 2%
Internet cafe 2% 3% 2% 4% 1% — —
Friend’s house 8% 26% 11% 7% 4% 3% 1%
University 2% 8% 4% 2% 1% — —
Wi-Fi hotspot/wireless 2% — 2% 2% 2% 3% 1%

4.3 Internet use

4.3.1 Adults

146. Adults, like children, use the Internet for a variety of activities, and adult usage also diVers by age;
in general, breadth of usage is greater the younger the adult and vice versa. “Finding out or learning things”
is the main reason stated for using the Internet (47%) by adults. This is followed by contact with other people
(23%) and “for fun” (11%). Although this trend is reflected across age groups, there are diVerences between
those aged under, and over, 35 (see Figure 15 below).

147. Over a quarter of 16–24-year-olds said their main reason for using the Internet was for contact with
other people, higher than all other age groups. 16–24-year-olds were also more likely to say that their main
reason for using the Internet was “for fun”.

Figure 15

MAIN REASON FOR USING THE INTERNET

Q: Which one is your main reason for using the Internet?
Base: All adults who use the Internet (1,723) 16–24 (336), 25–34 (332), 35–44 (473), 45–54 (319), 55–64
(156), 65! (103)
Source: Ofcom media literacy audit October to December 2007

148. As can be seen from Figure 16 below, 25–34-year-olds appear to be embracing online banking more
than other age groups (69% reported that they have used the Internet for banking, compared with 55% of
the general population), while those aged 65! appear to have more limited use of the Internet.
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Figure 16

USE OF THE INTERNET BY AGE GROUP

Q: Which, if any, of these do you or members of your household use the Internet for whilst at home?
Base: All adults with Internet at home (905) 15–24 (129), 25–34 (210), 35–44 (212), 45–54 (179), 55–64
(117), 65! (112)
Source: Ofcom communications tracking survey Q3 2007



Processed: 24-07-2008 22:45:48 Page Layout: COENEW [E] PPSysB Job: 399487 Unit: PAG1

Ev 216 Culture, Media and Sport Committee: Evidence

4.3.2 Children

149. The uses made of the Internet by children vary quite considerably by age: younger children tend to
use it more to play games, older children as an educational tool as well as for searching, email, watching or
downloading video clips, and for using social networking sites:

Figure 17

CHILDREN’S USE OF THE INTERNET BY AGE GROUP

Q: Which, if any, of these do you use the Internet for?
Base: All who use the Internet at home: Children aged 8–11 (147), 12–15 (188), 16–17 (89)
Source: Ofcom—Children, Young People & Online Content, October 2007

150. Results from Ofcom’s tracking study: Young People & Media show that the majority of 5–7-year-
olds (69%) are supervised by an adult when using the Internet at home. This falls to 28% of 12–15-year-olds,
who are more likely to be accessing the Internet on their own (63%). This may be linked to the trend for
increased penetration of computers with Internet access in older children’s bedrooms.
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151. When we compare the responses of parents and children we see that, for the most part, parents have
a good understanding of how much time their child is spending online and what their child uses the Internet
for at home. However, there are some notable exceptions: parents seem to be underestimating, in particular,
game-playing, watching video clips, using social networking sites and contributing comments to someone
else’s website/webpage:

Figure 18

CHILDREN’S USE OF THE INTERNET AT HOME: PARENTS’ PERCEPTIONS VS
CHILDREN’S RESPONSES

Q: Which, if any, of these do you use the Internet for? Which, if any, does your child use the Internet for?
Base: All whose child/who use the Internet at home: Parents of 8–17-year-olds (445), 8–17-year-olds (424)
Source: Ofcom—Children, Young People & Online Content, October 2007

4.4 Parents’ and children’s Internet skills

152. While 47% of parents think that the child/children in the house are more skilled than themselves, or
their partner, there are considerable variations by age: parents of younger children are more likely to think
that they—the parents—are more skilled than their child and vice versa for parents of older children:

— 72% of parents of children aged 5–7 say that they (or the other parent) are more skilled; and

— 61% of parents of 12–17-year-olds say that their child is the more skilled.

153. This assessment is consistent with children’s views on whether they or their parents are more skilled.
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4.5 Parents’ and children’s awareness and use of social networking and user-generated content sites

154. As reported above, two popular uses of the Internet among children, and particularly older children,
are visiting social networking sites and watching video clips on user-generated content sites, and parents
tended to underestimate this usage. This section looks briefly at the diVerences between parents and their
children with regard to social networking and user-generated content sites.

Children’s and parents’ awareness and use of social networking sites

155. Half of the parents interviewed had heard of the term “social networking sites” (SNS) and a further
third had heard of such sites after being provided with their description. Ofcom’s qualitative research into
social networking also showed low levels of familiarity with the term “social networking site”, rather
consumers are more familiar with the actual brand names of these sites. 16–17-year-olds had the highest
levels of spontaneous awareness of SNS, and this was lowest among 5–7-year-olds:

Figure 19

AWARENESS OF SNS—PARENTS VS CHILDREN
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Q: Are you familiar with the term “Social Networking Sites”?
*5–7: given description and example in the same question
Base: Parents of 5–17-year-olds (653), parents of 8–17-year-olds (537), children aged 5–7 (140), 8–11 (198),
12–15 (208), 16–17 (107)
Source: Ofcom—Children, Young People & Online Content, October 2007

156. Older children are far more likely to have an SNS profile than younger children, and children in
general are far more likely to have a profile than are parents:

— 16% of all parents aware of social networking sites say they have a profile on a site, compared to
27% of 8–11-year-olds, 55% of 12–15-year-olds and 67% of 16–17-year-olds.

— This is equivalent to 15% of all parents having a profile, 19% of all 8–11-year-olds, 54% of all
12–15-year-olds and 66% of all 16–17-year-olds.
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157. While most parents are aware of these sites, many of them think that their child does not have a
profile when in fact he/she says that they do, and almost one in five parents does not know if their child has
a SNS profile:

Figure 20

PROFILES ON SNS—PARENTS VS CHILDREN
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Q: Do you have a page or profile on a social network site? Does your child?
Base: All aware of social networking sites/whose child uses the Internet—Parents of 5–17-year-olds (579),
parents of 8–17-year-olds (481), children aged 8–17 (451), 8–11 (143), 12–15 (202), 16–17 (106)
Source: Ofcom—Children, Young People & Online Content, October 2007

158. More parents than children say that they have rules in place for SNS use (65% of parents of 8–17-
year-olds who believe that their child has a profile say that they have rules in place, versus 53% of 8–17-year-
olds with a profile).

159. The key rules relate to:

— restrictions on meeting new people online (30% of parents with 8–17-year-olds, 13% of 8–17-year-
olds—the biggest gap);

— giving out personal details (27% of parents of 8–17-year-olds, 26% of 8–17-year-olds), and

— meeting online contacts in person (17% of parents of 8–17-year-olds, 10% of 8–17-year-olds).

Parents underestimate the extent of their children giving out personal information online, and almost one
in ten do not know if their child does this.

160. There is also a considerable gap between parents’ awareness of the privacy setting of their child’s
SNS profile. When asked whether their child’s profile was currently visible:

— 70% of parents of 8–17-year-olds with a page on a social networking site said that the profile was
visible, 10% said that it was not, and 20% replied “don’t know”.

— This is in contrast to the 83% of 8–17-year-olds with a profile who said their profile was
currently visible.

161. However, of the parents who were aware that their child had a visible profile, most had a good
understanding of its visibility to friends (53% of parents of 8–17-year-olds said their child’s profile was
visible only to their friends, compared with 58% of 8–17-year-old children).

Children’s and parents’ awareness and use of user-generated content sites

162. Spontaneous awareness of the term “user-generated content sites” (UGC) is much lower than that
recorded for social networking sites: just 15% of parents of 8–17-year-olds and 14% of 8–17-year-olds said
they were aware of this term. However, awareness rose significantly after respondents were presented with
a short description of these sites and further still when given examples of websites. Overall awareness is 83%
among parents and 86% among 8–17-year-olds.
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Figure 21

AWARENESS OF UGC SITES—PARENTS VS CHILDREN

16% 15%
2%

14%
5%

15%
30%

54% 53% 59%

44%

71%

62%

14% 15%

23%

13%

22%

9%
6%

0%

20%

40%

60%

80%

100%

Parents (all) Parents (8–17) Aged 5–7* Aged 8–17 Aged 8–11 Aged 12–15 Aged 16–17

Spontaneous Given description Given example

83%

25%

86%

72%

95% 97%

83%

Q: Are you familiar with the term “User Generated Content” sites?
Base: All parents (653), parents of children aged 8–17 (537), children aged 5–7 (140), 8–11 (198), 12–15
(208), 16–17 (107)
Source: Ofcom—Children, Young People & Online Content, October 2007

163. Older children and young people are more likely than younger children to have viewed content on
UGC sites, and older children and young people in general are far more likely to have viewed content on
these sites than their parents: 50% of parents of 8–17-year-olds said that they had viewed content on a UGC
site, compared to 47% of 8–11-year-olds, 83% of 12–15-year-olds and 76% of 16–17-year-olds.

164. While most parents are aware of these sites, many of them think that their child has not viewed
content on a UGC site when in fact the child says that he/she has (49% vs 70%), and almost one in five
parents do not know if their child has viewed any UGC in the past six months.

Figure 22

VIEWED CONTENT ON UGC SITES—PARENTS VS CHILDREN
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Q: Have you viewed any content (photos or videos) on a User Generated Content site, such as YouTube or
Flickr in the last six months?
Base: All aware of user-generated content sites: Parents of children aged 5–17 (524), parents of children aged
8–17 (443), children aged 8–11 (142), 12–15 (197), 16–17 (104)
Source: Ofcom—Children, Young People & Online Content, October 2007

165. Compared with social networking sites, families are less likely to have rules in place around the use
of UGC sites, but again, more parents than children say that there are rules in place: 46% of parents of
children aged 8–17 said they had rules, somewhat higher than the 39% of 8–17-year-olds who said this was
the case.
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166. Where rules exist, they are often either an all-out ban on visiting these sites, or restrictions relating
to the viewing and posting of content (each is mentioned by around one in ten). Parents and children give
similar accounts of the rules in place.

4.6 Families’ rules about going online

While the majority of parents believe that they have done what needs to be done to help their child when
online, almost one in ten do not believe they have done so [. . .]

— 84% of parents of 8–17-year-olds agreed that they had provided their child with enough
information to stay safe online, and 7% disagreed. The majority of children agreed with this (85%
agreed, 6% disagreed).

— This figure ranges from 86% of parents of 5–17-year-olds whose child accesses the Internet
from home to 61% of those parents whose child uses the Internet but does not have access
at home.

— 73% of parents with children aged 8–17 agreed that they had appropriate measures in place to keep
children safe online; 8% disagreed.

— This figure ranges from 79% of parents of 5–17-year-olds whose child accesses the Internet
from home to 48% of those parents whose child uses the Internet but does not have access
at home

[. . .] and around a quarter say that they have not done any of the following:

— Discussed what they can or cannot do online (58% of parents of 8–17-year-olds said they had done
this; 54% of children aged 8–17 said that their parent had done this).

— Discussed how to stay safe online (overall, 56% of parents with children aged 8–17 said they had
done this; 54% of children aged 8–17 said their parent had done this).

— Discussed, or shown their child how to search for information eVectively (36% of parents said they
had done this; 28% of children aged 8–17 said they had).

— Discussed, or shown their child how to decide if information online can be trusted or is reliable
(31% of parents with 8–17-year-olds said they had done this; 27% of children aged 8–17 said
they had).

Overall, 80% of parents of 5–17-year-olds whose child accesses the Internet from home say they have
done at least one of these—this falls to 45% of those parents whose child uses the Internet but does not
have access at home.

167. This points to, on the one hand, a group of parents who may not be doing enough to ensure that
their children are safe online, and, on the other hand, to another group which has rules in place, but where
there are potential shortfalls in the eVectiveness of these rules.

168. While most parents and children say that there are rules/restrictions around the child’s use of the
Internet, parents perceive a higher level of oversight in the home than their children do. The use of rules
starts to fall oV for children aged 12 and over in particular:

Table 5

RULES AND RESTRICTIONS AROUND INTERNET USE: SUMMARY

5–7-year-olds 8–17-year-olds 8–11-year-olds 12–15-year- 16–17-year-
olds olds

Child responses
Rules 66% 64% 71% 59% 59%
No rules 27% 36% 29% 41% 41%

Parent responses All
Rules 71% 86% 68% 81% 69% 50%
No rules 29% 14% 32% 19% 31% 50%

Q: Do you/your parents have any rules or restrictions about using the Internet?
Base: All who/whose children use(s) the Internet: Parents of 5–17-year-olds (621), parents of 8–17-year-olds (526),
children aged 5–7 (118), 8–11 (198), 12–15 (208), 16–17 (107)
5–7-year-olds asked what rules rather than restrictions
Source: Ofcom—Children, Young People & Online Content, October 2007
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169. The following diagram summarises the rules implemented, by age of child, as reported by the parents
and children. As can be seen, the most frequently mentioned rules relate to supervised use (although this is
mentioned by around twice as many parents as children, which seems to undermine its credibility). Other
rules relate to the protection of the child’s privacy, the amount of time that can be spent online and the types
of websites that can be accessed. Nine per cent of parents mention controlling their child’s access with filters
(see Section 4.7 for more on the use of content filtering software):

Figure 23

PRESENCE OF RULES AND RESTRICTIONS RELATING TO
INTERNET USE: 5–7 YEAR OLDS

Q: Do you/your parents have any rules or restrictions about using the Internet?
Base: All who/whose children use(s) the Internet: Parents of 5–7-year-olds (95), children aged 5–7 (118)
5–7-year-olds asked what rules rather than restrictions
Source: Ofcom—Children, Young People & Online Content, October 2007
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Figure 24

PRESENCE OF RULES AND RESTRICTIONS RELATING TO
INTERNET USE: 8–17 YEAR OLDS

Q: Do you/your parents have any rules or restrictions about using the Internet?
Base: All who/whose children use(s) the Internet: Parents of 8–17-year-olds (526), children aged 8–17 (513)
Source: Ofcom—Children, Young People & Online Content, October 2007

170. The majority of parents and children say that there are certain things that the child does not do
online because they know it is dangerous (90% of parents of 8–17-year-olds agreed and 86% of children
aged 8–17).

4.7 Adults’ “rules” about sharing their personal information online

171. The majority of adults say that they have concerns about sharing several types of personal
information online, and most say that they would make a personal judgement about a website before
entering any personal details (one in ten say that they would not make a judgement, especially those aged
16–24 (17%)).
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Figure 25

INFORMATION PREPARED TO GIVE WHEN REGISTERING ON
SITES ON THE INTERNET

Q: Please look at the options shown on this card. I’m going to read out some details about information you
could be asked to enter when you’re on the Internet, and for each one I’d like you to say how you would feel
about doing this in terms of any security concerns.
Base: Adults aged 16! who use the Internet at home or elsewhere (1,723)
Source: Ofcom media literacy audit October to December 2007
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Figure 26

WHETHER WOULD MAKE A JUDGEMENT ABOUT A WEBSITE BEFORE ENTERING
PERSONAL DETAILS

QIN42: Could you tell me whether you would make a judgement about a website before entering these types
of details? (credit/debit card details, home/mobile number, home/e-mail address) (Shows spontaneous
responses from 4% or more of all Internet users)
Base: Adults aged 16! who use the Internet at home or anywhere else (1,723)
Source: Ofcom media literacy audit October to December 2007

4.8 Adults’ awareness and use of social networking and user-generated content sites

172. Just over one-fifth of adults reported that they had already set up their own social networking profile
or page, while a further one in ten were interested in doing so.

Figure 27

PARTICIPATION IN INTERNET ACTIVITIES

Q: I’d like to read out a number of things people might do. For each one, could you please tell me if you’ve done
it, you’d be interested in doing it, or not interested?
Base: All adults (2,905)
Source: Ofcom media literacy audit October to December 2007
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173. Figure 28 illustrates the age profile of those who had already set up their profile, as this was the
greatest demographic variation. Younger adults were more likely to have already set up their own profile
than others. Over half (54%) of 16–24-year-olds had done so, as well as 28% of 24–35-year-olds. The
penetration level of setting up a personal page or profile on a website decreases significantly among over-35s.

Figure 28

PROFILE OF ADULTS WHO HAVE SET UP THEIR OWN PAGE OR PROFILE ON AN SNS

Base: All adults who use the Internet (1,723), 16–24 (336), 25–34 (332), 35–44 (473), 45–54 (319), 55–64
(156), 65! (103)
Source: Ofcom media literacy audit October to December 2007

174. Consistent with numerous media reports, the top three SNS among respondents in November/
December 2007 were Facebook, MySpace and Bebo. The majority of adults who had used an SNS had a
profile on Facebook and this was the most mentioned main SNS. Nearly half had a profile on MySpace and
one-third on Bebo.

175. Due to the lower percentage of over-35s reporting that they had a profile on an SNS, it was possible
to look only at the age profile of under-35s.

176. Respondents with a profile on an SNS claimed to use the sites fairly frequently, with 87% accessing
them at least once a week, and 50% at least every other day.

Figure 29

FREQUENCY OF VISITING AN SNS

Q: How often do you visit any sites like Piczo, Bebo, Hi5, Facebook or MySpace?
Base: All adults with a profile or page on SNS (347)
Source: Ofcom media literacy audit October to December 2007
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Why people use SNS

177. Communication is the most-mentioned activity on SNS—talking to friends and family who they see
a lot, as well as those they see rarely, and looking for old friends they have lost touch with.

178. It is worth noting that when people communicate through SNS, they talk mainly to people they
know in some way. Around two-thirds reported talking to friends and family, 47% looked for old friends
and 35% talked to people who were friends of friends. In comparison, 17% talked to people they didn’t
know. Those who reported talking to strangers are significantly more likely to be 16–24 (22%)-year-olds
than 25–34 (7%)-year-olds.

179. Use of SNS is not exclusively about communicating; people also reported looking at other people’s
sites without leaving messages (40%) and listening to music/finding out about bands (29%). 16–24-year-olds
(42%) and males (34%) were more likely than others (29% UK average) to say they used SNS to listen to
music.

Figure 30

FEATURES PEOPLE USE ON SNS

Q: Do you regularly use these sites for any of the things shown on this card?
Base: All adults who have a social networking page or profile (347)
Source: Ofcom media literacy audit October to December 2007

180. Ofcom’s qualitative research shows that SNS have become an important leisure activity for many
people throughout the UK across all demographics—age, gender, ethnic and social group. Increasingly
many people now have, as standard, a mobile phone, an email address, IM and are members of at least
one SNS.

181. The ease of keeping in contact with friends, and reaching many people at the same time are key
aspects of SNS’ appeal. Use extends beyond basic networking with friends to meeting new people, keeping
up with favourite bands and adding applications such as games, quizzes and virtual gift giving.

182. However there are potential downsides to allowing uncontrolled access to profile information.
Social networking sites can be used to look up people for reasons other than getting in contact with them.
Anecdotal stories report employers researching prospective employees, and research conducted on behalf
of Get Safe Online64 reported that 29% of social networkers had looked up colleagues, job candidates or
their boss. Furthermore, they found that the same percentage had looked up an ex-girlfriend or boyfriend.

183. A recent high-profile example of how information on an SNS can be used for purposes other than
originally intended is the use of profile information about, and photos of, Bilawal Bhutto, following the
assassination of his mother, former Pakistani Prime Minister Benazir Bhutto. Journalists (and anyone else
who searched) were able to use Facebook to find out and publish personal information and photos about
Bilawal, a student at Oxford University.65 Even more pertinent in this case is that the photographs
published came from a “friend’s” profile, which did not have as strict security settings, but whose pages
contained photos of Bilawal Bhutto.66

64 Get Safe Online Report 2007 www.getsafeonline.org
65 http://www.guardian.co.uk/pakistan/Story/0,,2237211,00.html
66 http://www.guardian.co.uk/comment/story/0,,2236313,00.html<article continue
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Factors aVecting usage

184. Qualitative research conducted by Ofcom among 39 users of SNS aged 11–3067 found that a
number of characteristics inform how a user chooses, and interacts with, SNS. These are summarised below:

— Most users chose sites which their close friends were on and recommended.

— Children said they preferred sites which oVered simplicity, visual fun and entertainment (eg Bebo
and MySpace). They generally had more time to spend on these sites and tended to be more
experimental in how they used them and in the material they posted.

— Adult users expressed a preference for sites which were more discreet and appeared more “mature”
(eg Facebook). They tended to be more time-poor and so had less time to “play” on these sites.
In addition, those over the age of 30 might be less confident in ICT (information communication
technology), and therefore likely to be more cautious and reserved about how they use SNS.

— Users’ online personalities seemed often to be exaggerated versions of their real personalities,
although SNS did seem to allow quieter and shyer types to be bolder and more experimental in
the virtual world.

— Teenagers without Internet access at home felt that they were struggling to keep up with their peers
because they lacked the social currency that SNS would give them within their peer sets. They did
attempt to access the web at friends’ houses and at the library, but their lack of regular screen time
did feel like a hindrance to them socially.

Benefits of SNS

185. In the qualitative research conducted by Ofcom among users of SNS, respondents found it much
easier to talk about the benefits of SNS than the drawbacks. The types of benefits they mentioned were that
it was fun and an engaging leisure activity; a way of communicating with existing friends and linking up with
old ones; of building new relationships; helping them to build confidence and giving them the opportunity to
adopt a diVerent persona. Although SNS users in the Ofcom sample had not actually done this, they also
mentioned using SNS for social good, such as campaigning and joining advocacy groups.

Privacy and safety

186. The privacy and safety of users and users’ information on SNS has been covered in the media
recently as well as in reports from the Pew Foundation and the OECD, and the academic community. While
the majority of the research available focuses on children, these are relevant issues for adults as well.

187. The OECD, in its report “Participative Web and User-Created Content” outlined several privacy
issues with SNS and user-created content sites (we refer to this as user-generated content in this report);
privacy violations; identity theft (phishing)68 as well as the use of SNS by employers to check potential
employees.

188. As mentioned earlier in this section, the Get Safe Online Report 2007 stated that people had reported
looking up their ex-boyfriends and girlfriends, colleagues, job candidates and their boss. The report also
highlighted the possibility of information being passed on without owners’ consent. Their report stated that
27% of 18–24-year-olds had posted information or photos of other people without their consent and 7% of
people had passed on contact details from someone else’s online profile without their consent.

189. Considering the potential risk and wide coverage this issue has received, it is important to look at
what SNS users are actually doing, what their concerns are and their awareness of online privacy issues.
Ofcom commissioned research in November and December 2007 to investigate this, among other media
literacy issues.

190. Almost all respondents were able to say what the privacy status of their profile was; only 3% were
unable to say. Figure 31 illustrates that respondents were fairly evenly divided; 48% reported that their
profile could be seen only by their friends and 44% said their profile could be seen by anyone.

191. 25–34-year-olds were more likely than younger people to state that only their friends could see their
profile. Due to the lower percentage of over-35s having profiles on SNS it is possible to look only at the age
profile of users under 35.

67 Social Networking: A qualitative look into behaviours, attitudes and barriers, to be published Spring 2008.
68 OECD 2007 “Participative Web and User-Created Content: Web 2.0, Wikis and Social Networking” ISBN 978-92-64-03746-

5, page 95.
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Figure 31

AWARENESS OF WHO CAN SEE SOCIAL NETWORKING PROFILE

Q: And do you know if this profile can be seen by other people?
Base: All adults who have a social networking page or profile (347)
Source: Ofcom media literacy audit October to December 2007

192. Qualitative research on SNS showed that privacy and safety issues did not emerge as “top of mind”
for the majority of users. SNS were associated with the respondents’ homes and leisure time, and promoted
a sense of ease and fun. Most users were less aware and seemingly unwilling to consider that there could be
a potential risk attached to this activity.

193. Through discussion, a number of possible risk areas were highlighted by respondents:

— Giving out personal information. Many users did not conceal their personal details and often
included their name, where they lived, the school(s) they attended or their place of work. Some
also published their MSN account details.

— Posting personal photographs. A number of issues were raised in relation to this point. Firstly, some
teenage girls and young women post sexually provocative photographs to seek the attention of the
opposite sex. This appears to be detrimentally aVecting these young women’s reputations.
Secondly, some older users with children were sharing their private family photographs with their
entire SNS, while believing that only their friendship network could see them. When they realised
that these pictures could be viewed by anyone if they did not use the appropriate privacy setting,
these respondents were concerned.

— Leaving the privacy settings “open” as default. Some users were unaware that this was the default
position, but were not concerned that people they did not know could see their page and their
personal details. This was, however, a problem for other users, who had presumed that only those
in their friendship network could see their details.

— Becoming online friends with people they did not know. This included accepting people users did not
know, to boost their number of friends overall. Users recognised that by doing this they could be
opening up their profiles to inappropriate and unpleasant comments. Most users were not
particularly concerned about this.

— Meeting people in person that they didn’t know. A number of teenagers and older users had done
this, and felt that they had mitigated any risks by meeting in a public place, bringing friends along,
etc. In essence many were using SNS as a form of free online dating.

194. Research in the Get Safe Online Report,69 supported the view that many people are posting personal
details online. This report stated that 25% of all people using SNS have posted contact details on their SNS
profile. According to the research, younger people were more likely to have reported posting this
information; 34% of 18–24-year-olds and 30% of 25–34-year-olds had posted their personal details.

69 Get Safe Online Report 2007 www.getsafeonline.org
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Why some users were putting themselves at potential risk

195. Qualitative research conducted by Ofcom highlighted that respondents tended not to be aware of the
drawbacks of SNS, and thought about them only when prompted.70 The following list outlines the reasons
respondents gave for not taking more precautions themselves/taking some type of risk.

— Lack of awareness of the issues. Many users were simply not aware that their behaviour could be
perceived as putting themselves at risk. When these issues were discussed in the research sessions,
many respondents expressed a desire to protect themselves more fully.

— Assumption that the SNS had taken care of any privacy and safety issues. Some users thought that
SNS sites moderated their content.

— Levels of information communication technology (ICT) confidence. Those who were less confident
with ICT were more resistant to changing their personal settings or exploring the more technical
aspects of SNS.

— Privacy and safety information is diYcult to find and use. All users, even those who were confident
with ICT, found the settings on most of the major SNS diYcult to understand and manipulate.
Facebook, in particular, was mentioned by a number of respondents.

— Other online sites and facilities were perceived to have more obvious threats. For example, online
dating sites, which often encourage individuals to meet, and online banking and shopping sites
which involve the transfer of money, were both thought to carry more obvious and worrying risks.

— Younger users felt that they were “invincible”, and that even if they were to be aVected by the risks
discussed, they would be able to deal with them.

— The need for attention outweighed the need to be safety conscious. This was particularly the case for
younger female users, who often appeared to have low self-esteem and craved attention.

User-generated content (UGC) sites

196. Respondents reported participating in several UGC activities (shown in Figure 32 below); the most-
often mentioned was uploading photos to the Internet (43%). For all other activities listed in Figure 32, while
the majority of respondents reported that they weren’t interested, a significant minority had either done the
activity, or were interested in doing it.

Figure 32

PARTICIPATION IN UGC ACTIVITIES

70 Social Networking: A qualitative look into behaviours, attitudes and barriers, to be published Spring 2008.
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Q: For each one could you please tell me if you’ve done it, you’d be interested in doing it, or not interested?
Base: All adults who use the Internet at home or elsewhere (1,723)
Source: Media literacy audit December 2007

Privacy and safety of UGC

197. Privacy concerns are relevant to UGC sites, as well as SNS. The OECD reports that people have
used UGC to reveal content about other people by uploading online videos, or other content, without
permission.71

4.9 Use of content filtering software

198. Overall, 83% of all parents are aware of content filtering software, and of all the parents with
Internet access at home, just over half (54%) said that they had a filter installed.

199. While most said that they, or another adult, installed this software (78% of parents of 8–17-year-
olds), a minority (6%) said that their child did this. Responses from the children are quite diVerent: 51% of
children said that their parents or another adult installed the software, while 23% said that they or a sibling
did it.

Figure 33

WHO INSTALLED INTERNET FILTERING SOFTWARE

Q: Who installed this software on your computer?
Base: All who currently have software installed on their home computer and use it: Parents of children aged
5–17 (282), parents of children aged 8–17 (237), children aged 8–17 (196)
Source: Ofcom—Children, Young People & Online Content, October 2007

200. Most parents do not think that their child knows how to override the filter (80% of parents of 8–17-
year-olds)—in contrast, only 67% of children said that this was the case.

201. The majority of parents are satisfied with their filtering software (88%).

202. About one in five parents have never used filtering software but are aware that it exists; these parents
were asked why they didn’t use it. The reason most frequently given was that they trusted their child. This
suggests that these parents think this type of software is used to prevent children from accessing certain sites/
content rather then as a tool which could provide protection for the child. Other reasons mentioned were
that their child was too young to surf/use the Internet or that they did not think that they needed it.

203. Nine per cent of parents who had not previously been aware of these filters said that they would be
interested in using them in the future, while the remaining 8% of all parents interviewed who had not been
aware were not interested in using them in the future.

204. Forty-five per cent of all parents who use, or whose child uses, the Internet are aware of other
filtering systems, and of these just under half are aware (spontaneous) of the filters oVered by their ISPs and
just under one-third are aware of filters available on search engines.

71 OECD 2007 “Participative Web and User-Created Content: Web 2.0, Wikis and Social Networking” ISBN 978-92-64-
03746-5
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4.10 Concerns about children going online and awareness of where to go to get help in protecting their child
online

Attitudes to the Internet72

The majority of parents agreed that they trusted their child to use the Internet safely and that it was safe
for them to go online [. . .]

— 90% of parents agreed that they trusted their child to use the Internet safely—93% of children
agreed that their parents trusted them to use the Internet safely.

— 66% agreed that it was safe for children to spend time on the Internet (15% disagreed)—68% of
children agreed and 12% disagreed.

[. . .] and in general the children interviewed are more confident in their ability to manage their online risk
than their parents are:

— 70% of parents agreed that they know how to avoid online content that is inappropriate or harmful
(18% disagree)—82% of children agreed with this and 9% disagreed.

— 66% agreed that they know what to do if they come across harmful material online (19%
disagreed)—81% of children agreed with this and 10% disagreed.

However, the majority of parents have concerns about risks on the Internet (especially regarding sexual
content, paedophiles masquerading as children, child abuse imagery, and bad language). Children are, on
the whole, less concerned about risky Internet content than their parents:

— 89% of parents agreed that it was a risk that children might give out personal or private
information online (but as we saw above, just 14% of parents of 8–17-year-olds spontaneously
mention having rules about giving out personal information, indicating that this is not necessarily
a “top of mind” concern).

— 81% of parents agreed that they were concerned that children might see sexually explicit images
online (15% disagreed).

— 76% agreed that they were concerned that children might see violent images on the Internet (15%
disagreed).

— 53% of children agreed that they were worried about seeing inappropriate things on the Internet
(32% disagreed); 74% of parents agreed with this.

While parents overwhelmingly believe that Internet users must be protected from seeing inappropriate or
oVensive content, slightly over half agreed that Internet sites must be free to be expressive and creative:

— 91% believed that Internet users must be protected from seeing inappropriate or oVensive content.

— 57% agreed that Internet sites must be free to be expressive and creative, 20% neither agreed nor
disagreed, and 18% disagreed.

Levels of concern

While the majority of parents clearly have concerns about the type of content/material on the Internet,
the reverse is true of children:

— 30% of children aged 8–17 said they had concerns overall, and 40% were very, or fairly, concerned.

— 66% of all parents said they had concerns overall, and 72% were very, or fairly, concerned.

72 All data in this section refer to parents of 8–17-year-olds and children aged 8–17.
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205. Parental levels of concern about specific issues are higher than those of their children on all fronts,
particularly regarding sexual content and paedophiles/perverts masquerading as younger people. Although
parents are more concerned about it than their children, the gap between the responses of the two groups
with regard to violent content is closer than for sexual content, and children are almost as likely as their
parents to mention cyberbullying and pop-up adverts with harmful or inappropriate content.

Figure 34

CONCERNS ABOUT CONTENT ON THE INTERNET—TYPE OF
MATERIAL: PARENTS VS CHILDREN

Q: What sort of things are you worried about?
Base: Asked of all who expressed concerns about content on the Internet and rebased on all parents/children
Source: Ofcom—Children, Young People & Online Content

206. Although they have concerns about the types of content and material available on the Internet, the
majority of parents think the benefits of the Internet outweigh the risks, and that real-life concerns like
bullying and violence are more worrying. Children in particular agree with the latter statement:

— 60% of parents agreed that the benefits of the Internet for their child outweigh the risks (18%
disagreed).

— 56% of parents agreed that problems like bullying and violence in real life are more of a concern
than inappropriate content on the Internet (16% disagreed); 68% of children agreed and 11%
disagreed.

— Parents are almost evenly split on being more concerned about harmful content on TV than online
(34% agreed, 27% neither agreed nor disagreed and 37% disagreed).
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Awareness of where to go to get help in protecting children online

207. Despite these high levels of concern, the majority of parents (57%) don’t know where to go to get
information to help them protect their child online.

Figure 35

WHERE PARENTS GET INFORMATION TO HELP THEM PROTECT
THEIR CHILDREN ONLINE

Q: Do you know where to go in order to get information to help you protect your child when online?
(Unprompted)
Base: All whose child uses the Internet: Parents (621)
Source: Ofcom—Children, Young People & Online Content, October 2007

4.11 Children’s exposure to potentially harmful or inappropriate content in the past six months

Level of exposure73

208. Despite the fact that the majority of children and parents agree that the child would tell a parent if
they came across something that made them uncomfortable (85% of parents of 8–17-year-olds agree with
this and 87% of 8–17-year-old children agreed), this does not always seem to be the case:

— Overall, 16% of 8–17-year-olds said that they had come across harmful or inappropriate material
in the past six months, while 12% of parents of 8–17-year-olds said that their child had had such
exposure; a further 8% of parents did not know if their child had come across harmful or
inappropriate content in the past six months. The likelihood of coming across such material
increases with the age of the child, and the likelihood of the parent not knowing if the child has
come across such material also increases with the age of the child.

— When questioned about “nasty, worrying or frightening” material on the Internet, 16% of children
aged 8–15, questioned as part of Ofcom’s 2005 media literacy research, said they had come across
such material; this is similar to the findings reported here.

209. Sexual content is by far the most frequently mentioned type of harmful or inappropriate content
that users come across:

— Sexual content (mentioned by 67% of parents of 8–17-year-olds and 46% of 8–17-year-olds).

— Bad language (8% each of parents and children aged 8–17).

— Paedophiles (7% of parents of 8–17-year-olds, not mentioned by the children).

— Pop-ups (8% of parents; 12% of children).

73 We asked first of all if they had come across harmful or inappropriate material in the past six months and if they had, we
asked the open-ended question “What type of content was it?”. Thus these findings relate to self-reported harmful or
inappropriate material.
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— Violent content (7% of parents, 16% of children).

The UK Children Go Online survey in 2004 found that 57% of 9–19-year-olds who use the Internet
had come across pornography on the Internet—ranging from 21% of 9–11-year-olds to 80% of
18–19-year-olds. This contact was most likely to come in the form of a pop-up advert (38% of all
9–19-year-olds) or from accidentally going to a site showing pornographic material (36% of 9–19-
year-olds). The diVerences in the reported level of exposure between this research and the Children,
Young People and Online Content research probably stems from both a diVerence in how the
questions were asked as well as the base of children from whom responses were drawn.

210. Responses from parents and children indicate that most of this material is viewed at home, but
children also say that this happens at school or at a friend’s/relative’s house. Parents seem to be less aware
of out-of-home exposure to inappropriate content. This clearly has implications for the impact of rules on
levels of exposure and risk.

Figure 36

WHERE CHILDREN CAME ACROSS INAPPROPRIATE
CONTENT: PARENTS VS CHILDREN

Q: Where did they/you (children) come across this content/material on the Internet?
Base: All who/whose child have/has come across harmful/inappropriate content on the Internet: Parents of
children aged 8–17 (62), children aged 8–17 (80), * caution—low sample size
Source: Ofcom—Children, Young People & Online Content, October 2007

What children do when they come across harmful or inappropriate material

211. The majority of 8–17-year-olds (87%) agreed with the statement “I would tell my parents if I came
across something online that made me uncomfortable” and 85% of parents of 8–17-year-olds agreed that
their child would tell them/their spouse if he/she came across something online which made him/her
uncomfortable.

212. However, when children were asked what they did on each occasion when they came across harmful
or inappropriate content, the net results74 show that only 19% say they told a parent. Of course a reason
for this could be that the material that the child came across, while considered harmful or inappropriate,
either did not make them feel uncomfortable, or that they were not comfortable enough to share this with
a parent. More children (40%) say they left the site immediately, or did nothing (21%). Compare this to the
parents’ responses—under half (44%) said they talked to their child about the material, 33% told their child
to leave the site immediately and 24% say they made a complaint.

213. Those parents who did not make a complaint were asked why they did not.75 The most common
response was that they didn’t know who to complain to, followed by the fact that they thought it wouldn’t
make any diVerence if they did.

214. A substantial minority of parents—almost four in ten—did not know who to complain to. Around
a third said they would complain to the police, 14% to their ISP and 11% to the websites themselves. Most
children say they would complain to their parents.

74 Caution—small sample sizes as 16% of all children say they came across such material and 12% of parents say their child did.
75 Caution—small sample sizes.
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Figure 37

AWARENESS OF WHO TO COMPLAIN TO ABOUT INAPPROPRIATE CONTENT ON THE
INTERNET: PARENTS VS NON-PARENTS

Q: As a general rule, who would you contact if you had a complaint about content/material you saw online that
you considered harmful/inappropriate?
Base: Parents (653), non-parents (279)
Source: Ofcom—Children, Young People & Online Content, October 2007

215. Children were less likely to say they didn’t know who to complain to, as the majority would turn to
a parent—although this course of action tends to be lower for 16–17-year-olds; they are more likely to
mention the websites, ISPs and the police.

Mobile concerns felt by a minority of parents and even fewer children

216. All groups are much less concerned about harmful or inappropriate content on mobile phones.
Those who said they had concerns mentioned similar issues to those on the fixed Internet. Sixty per cent of
all parents mentioned sexual content and 39% violent content. Twenty-nine per cent of parents said they
were concerned about bullying, 22% mentioned “happy slapping” and a further 8% mentioned the misuse
of mobile phones.

4.12 Adults’ concerns about the Internet

217. Over three in five (63%) adults reported having some concern about Internet content. The
proportion of people who expressed concern increased with age and peaked among 35–54-year-olds, where
three-quarters reported being concerned; this could be related to the fact that this age group is more likely
to have children. Concerns about Internet content decrease among the over-55s. Parents are more likely to
have concerns about what is on the Internet than those who do not have children. In particular, parents are
more likely to be concerned about paedophiles, sexual content, inappropriate content for children, violence,
websites showing abuse of children, identity fraud/access to personal details, computer viruses, spam, pop-
up advertising and insecure sites.

218. The lower percentage of people concerned in older age groups is likely to be related to a lower take-
up of the Internet at home among this group.

219. Overall, ABC1s were more likely to express concern about a variety of issues than C2DEs, and
females tended to be more concerned than males.
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Figure 38

CONCERNS ABOUT WHAT IS ON THE INTERNET: THOSE SAYING THEY HAVE
CONCERNS

Q: Can you tell me if you have any concerns about what is on the Internet
Base: All adults (2,905), 16–24 (413), 25–34 (473), 35–44 (661), 45–54 (489), 55–64 (341), 65! (522)
Source: Ofcom media literacy audit October to December 2007

220. Respondents reported a variety of concerns about what is on the Internet. The top two areas of
concern were paedophiles/perverts masquerading as younger people and sexual content/pornography.
Looking at the categories overall, Figure 39 shows that content was the main concern, followed by
online security.

221. Content concerns encompass sexual and violent content, websites showing abuse, instructions for
terrorism and suicide, racism, and content on chat rooms. Concerns about security involve other people
getting hold of personal details or phone numbers, claims for money, insecure sites and computer viruses.

222. ABC1s were more concerned about computer viruses, spam, pop-up adverts, insecure sites and
website instructions on how to be a terrorist or commit suicide than C2DEs.

223. Females were more likely than males to be concerned about sexual and violent issues (paedophiles/
perverts masquerading as young people, sexual content/pornography, Internet content unsuitable for
children, violent content and websites showing abuse of children).
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Figure 39

CONCERNS ABOUT WHAT IS ON THE INTERNET

Q: Can you tell me if you have any concerns about what is on the Internet
Base: All adults (2,905)
Source: Ofcom media literacy audit October to December 2007

224. The 2005 research study on media literacy asked adults about their level of concern about what is on
the Internet. Forty-eight per cent of all adults said they were very, or fairly, concerned. The level of concern
increased to 54% in 2007.

225. Consistent with the age profile of people who were concerned about the Internet, the profile of those
who were very, or fairly, concerned increased with age and peaked among 35–54-year-olds. With the
exception of 18–24-year-olds, over half of all age groups reported being either very, or fairly, concerned.

226. 18–24-year-olds were fairly polarised about Internet concerns; 40% were concerned to some extent
while 50% were not very, or not at all, concerned.
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Figure 40

LEVEL OF CONCERN ABOUT THE INTERNET

Q: Overall, how concerned are you about what is on the Internet?
Base: All adults (2,905), 16–24 (413), 25–34 (473), 35–44 (661), 45–54 (489), 55–64 (341), 65! (522)
Source: Ofcom media literacy audit October to December 2007

227. Similar to parents, while over three-quarters of adults overall agreed that users must be protected
from seeing inappropriate or oVensive content, over half of all adults agreed that Internet sites must be free
to be expressive and creative.

228. The results reported in this section regarding Internet content show that this is a complex issue.
While people are concerned about content on the Internet, and nearly 4 in 5 believe users must be protected
from certain content, many adults also feel that sites need freedom to be expressive and creative.
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Figure 41

ATTITUDES ABOUT THE INTERNET
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Base: All adults (2,905)
Source: Ofcom media literacy audit October to December 2007

229. The complexity of issues about freedom of expression and protection on the Internet are reflected
in Withers’ (2007)76 report, which states that one of the main benefits of SNS is being able to communicate
with people, both inside and outside the normal circle of friends. However, this communication with
strangers also raises the risk of potentially negative experiences.

230. Respondents had fewer concerns about mobile phones than about the Internet (33% vs 63%). Again,
16–24-year-olds were the least likely to say they were concerned (23%), followed by over-64s (31%). The age
profile of those expressing some concern was fairly evenly spread.

76 Withers K. (2007) “Young people and social networking sites: Briefing to guide policy responses” Institute of Public
Policy Research.
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Figure 42

CONCERNS ABOUT MOBILE PHONES: THOSE SAYING THEY HAVE CONCERNS

Q: Can you tell me if you have any concerns about mobile phones?
Base: All adults (2,905), 16–24 (413), 25–34 (473), 35–44 (661), 45–54 (489), 55–64 (341), 65! (522)
Source: Ofcom media literacy audit October to December 2007

231. The extent of concern about content on mobile phones is somewhat lower than for the Internet. 6%
of adults said they were very concerned about content on mobile phones, compared with 19% for the
Internet.

232. In fact, across all age groups, the highest proportion of adults said they were not at all concerned
about content on mobile phones.
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Figure 43

LEVEL OF CONCERN ABOUT CONTENT ON MOBILE PHONES

Q: So, overall, how concerned are you about what mobile phones?
Base: All adults– 2,905
Source: Ofcom media literacy audit October to December 2007

233. Unlike the Internet, respondents did not mention content when asked what aspect of mobile phones
they were concerned about. Health and the cost of calls were the top two areas of concern.
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Figure 44

CONCERNS ABOUT MOBILE PHONES

Q: Can you tell me if you have any concerns about mobile phones?
Base: All adults (2,905)
Source: Ofcom Media literacy audit October to December 2007

5. A Review of the Literature on the Risk of Harm and Offence on the Internet

As part of its evidence gathering for its submission to the Byron Review, Ofcom commissioned Sonia
Livingstone and Andrea Millwood Hargrave to update the literature review “Harm and OVence in the
Media”, first published in 2006. The updated literature review focuses on research with children in the areas
of TV, games, the Internet and mobile phones. Annex 6 contains their full report (“Harm and OVence in
Media Content: Updating the 2005 Review”). This chapter contains their summary and conclusions for the
Internet (which incorporates and updates the previous review) and their overall argument for a risk based
approach to the issue of media harm. This chapter also provides a short update from Professor Livingstone
and Ms Millwood Hargrave regarding their views on the literature as it pertains to adults.

Children

Internet summary and conclusions

234. The evidence from this review on the potential harm from content provided through television and
video games is clearly linked with the type of material contained in that content—for example, violent
content or material that depicts sexist stereotypes and the potential eVect that this may have on aggressive
behaviour or on attitudes. Many researchers assume that similar eVects will occur if the same material (from
television, games or film) is encountered online, but this has not represented a distinct line of empirical
inquiry.

235. Research conducted on the potential harm from online content includes some studies on the eVects
of viewing pornography or violent content, although, since the research is rarely experimental (ie controlling
the content viewed), it is less clear exactly what content is at issue. Some researchers, however, are concerned
that such online content is more extreme than that generally available on other media. Furthermore, the
lack of clear definitions of levels or types of pornography, violence, etc. on the Internet, where the range
is considerable, impedes research, as do (necessarily) the ethical restrictions on researching the potentially
harmful eVects of online content, especially, but not only, on children. Given these ethical issues,
particularly when researching the risk of harm for children, there are diYculties in calling for more
research here.
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236. Despite the paucity of direct research on online harm to children (given practical and ethical
considerations), there is a growing body of national and international research on children’s distress when
they accidentally encounter online pornography or other unwelcome content.

237. Most research regarding potential Internet-related harm relates to risky contact rather than content,
primarily that involving interaction with other Internet users. Indeed, this update found a number of studies
that addressed the risk of inappropriate contact (eg bullying—for which more research exists than for the
first review, and also online contact with strangers). The research suggests that such contact may put users
at risk of harm, either directly (as in meeting strangers in dangerous situations) or indirectly, from the
consequences of their online behaviour.

238. It also appears likely that when children receive hostile, bullying or hateful messages, they are
generally ill-equipped to respond appropriately or to cope with the emotional upset this causes; similarly,
parents are unclear how they can know about, or intervene in, risky behaviours undertaken—deliberately
or inadvertently—by their children.

239. Little or nothing is known about how young people respond to hateful content, especially in terms
of how the targeted groups (mainly ethnic minorities) respond. Nor is much known regarding the use of
niche sites—such as those that promote suicide or anorexia, though research is beginning to accumulate
here.

240. Some phenomena are new since the previous Harm and OVence review, especially regarding the uses
of social networking sites. Research on social networking sites has concentrated on the Internet, although
these are also available on mobile telephony as a delivery platform. For user-generated content, there is still
little or no research. We have also considered excessive Internet use (“addiction”).

241. There are diVerences between the principal sites used—in the UK, Bebo (and then MySpacei) is
currently more popular, while in the US much of the research has looked at Facebook, among others, partly
because of its relative popularity, partly because US research tends to concentrate on university students
(who use Facebook).i

242. Research on the risk of harm has concentrated on social networking sites (raising issues of privacy)
rather than on information uploaded onto user-generated content sites such as YouTube (n.b. these are
increasingly populated by “professionally” produced material).

243. For social networking especially, the issue of verifiability and anonymity is a problem. A significant
proportion of young people communicate with strangers online and post material about themselves which
would be considered “private” in most circumstances. The ability to restrict access to sites is known about
but not always used. Therefore, some young people knowingly give away inappropriate (private)
information publicly (allowing access to “anyone”). However, it seems likely that many more do so
inadvertently, as a result of limitations both in Internet literacy and in interface design.

244. This leads to concerns about the possibility of underestimating the unanticipated or future
consequences of making private information public, especially since it appears that many young people have
an inadequate understanding of the long-term consequences of publishing such information (eg employers
are reported to look at social networking sites when considering employees).

245. The risks of inappropriate contact (especially in relation to sexual predation), harassment and
bullying (including the easy dissemination of harassment or bullying content to others in the network)
represent significant and growing policy concerns when considering the regulation of the Internet.

246. Research suggests that young people may be aware of the risks, especially regarding social
networking sites, but this awareness of the issues and problems is not always translated into action.

247. There is, therefore, growing evidence that, notwithstanding their many advantages and pleasures,
social networking sites permit young people to create profiles that expose the individual or that ridicule or
harass others, that using such sites for extensive periods of time (as is common) may isolate users of these
sites from contact with “real” people, albeit only for a few, addicted users.

248. In short, the widespread accessibility of the Internet, along with its aVordability, anonymity and
convenience, appears to increase the likelihood of risk of media harm; although some argue that there is
little new about online content, familiar content merely having moved online, most disagree, expressing
concern about the accessibility of more extreme forms of content that are, potentially, harmful and
oVensive.

Does exposure to potentially harmful or inappropriate material lead to harm? The literature review identifies
evidence suggesting some risk of harm. However, the evidence base is patchy and undeveloped and, for both
practical and ethical reasons, some key questions remain diYcult to research. The evidence that does exist
points to the increased potential for harm online. Therefore, research can only guide policy by supporting a
judgement based on the balance of probabilities rather than on irrefutable proof.
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A risk-based approach

249. While the concern of regulators is with harm, much of the research reviewed here deals with the risk
of harm (by measuring incidence of exposure to risk, risky behaviour, or the use of certain media contents
which may be harmful to some, etc). Some of the evidence does demonstrate a link from exposure to
“actual” ill eVect, although this is generally measured either experimentally in the short term, or by using
correlational methods which cannot rule out all confounding factors. However, we note that the above
definition of harm includes both potential and actual ill eVects, and thus we discuss harm largely in terms
of possible influences on behaviour and attitudes.

250. However, we argue also that the search for simple and direct causal eVects of the media is, for the
most part, inappropriate. Instead, we need an approach that seeks to identify the range of factors that
directly, and indirectly through interactions with each other, combine to explain particular social
phenomena. As research shows, each social problem of concern (eg aggression, prejudice, obesity, bullying,
etc) is associated with a distinct and complex array of putative causes.

251. The research reviewed here and in the earlier review suggests that the media may contribute—more
or less, under diVerent conditions—to these complex social problems. A risk-based approach would take
into account the range of relevant factors at work and allow for the possibility of their interaction. It should
also weigh the relative contributions of diVerent factors in explaining the outcome at issue, thus permitting
a balanced judgement of the role played by the media on a case-by-case basis.

252. We therefore call for more research that will put possible media eVects in context, seeking to
understand how the media play a role in a multi-factor explanation of particular social phenomena (eg
violence, gender stereotyping, etc), including an account of the relative size of eVect for each factor, so as
to guide regulatory decisions based on proportionality.

Adults

Video games

253. By comparison with research conducted specifically on children, there is rather more empirical
evidence regarding the eVects of playing violent video games on adults, particularly on young men. It seems
that playing violent video games is associated with emotional tension and arousal during play, and it may
increase feelings of hostility to others or aggressive thoughts and behaviours following play. Whether these
harmful eVects occur in everyday life (rather than just in experimental conditions) and whether they last
longer than the period immediately following game play remains uncertain, as the research findings are
mixed.

Internet

254. While ethical reasons make the examination of online risk of harm to children problematic if not
impossible, some researchers have examined the risk of harm to adults from online content and services.
Firstly, there remains rather little evidence that direct exposure to online pornography is harmful for adults,
though some clinicians, and a few surveys, report an association between use of online pornography and
clinical problems regarding sexual or emotional experiences oZine. It is diYcult to determine whether the
pornographic content referred to in such studies is consensual or violent in nature. Secondly, surveys
(typically, of American undergraduates) point to a growing problem of stalking online, of varying degrees
of severity, this perhaps being associated with oZine stalking. Thirdly, when shown race hate websites, adult
audiences consider these “outside community standards” but there is no evidence that their views are
directly altered by these; little or no research has examined the responses of those who are the target of
such sites.

In conclusion, research suggests that the diverse and sometimes extreme nature of online content, and the
enhanced opportunities for online contact, is resulting in a risk of harm for some adult users of the Internet. As
for children, however, it is too early to draw strong conclusions regarding the nature, extent or duration of any
actual harm associated with Internet use.

255. The evidence referred to above, regarding adults, is critically reviewed in Millwood Hargrave, A and
Livingstone, S (2006). Harm and OVence in Media Content. Intellect Press.

6. Current Approaches to Managing the Risk of Harmful Content

256. In this chapter we examine the current processes, actions and regulation through which risks to
adults and children from potentially harmful or inappropriate content online are mitigated in the UK, and
in other regions of the world. We go on to consider where specific actions might be considered to further
reduce risks, building on current domestic and international activity. We use a value-chain model of the
Internet content market for this analysis, exploring what role the diVerent kinds of industry actors, from
ISPs to UGC hosts, can and might play, as well as considering the contributions that consumers make to
their own protection.
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257. In developing our evidence to the Committee, and alongside the research and literature review
discussed above, we have also undertaken a review of the operation of the Internet content market,77 the
legal and regulatory frameworks aVecting Internet content in the UK78 and in a range of other regions of
the world,79 as well the range of existing means through which the risks from potentially harmful are
managed;80 (there is already a great deal of activity, by service providers, government agencies, charities,
and parents, seeking to address this goal).

258. We do not comment on the issues relating to the sale of games for PC and games consoles, though
some of the measures discussed below will contribute to the management of potentially harmful or
inappropriate content in games played online.

259. The chapter is divided into five main sections covering:

— an overall model for managing Internet content risks;

— the role of industry in managing risks from potentially harmful content including that on UGC
sites and social networking sites;

— managing illegal content;

— the role of the consumer in managing risks from potentially harmful content, and

— cyberbullying.

260. The key findings from this chapter are as follows:
The research findings reported above, and the overall conclusions from the literature review,
suggest a lack of evidence for actual harm but evidence for the risk of harm. We can conclude from
this that there is a case for considering whether the existing regulatory environment is adequate
and what more could be done to help adults and children manage the potential or actual risks
online.
The current legal constraints and problems of jurisdictional reach mean that statutory regulation is
not possible for key parts of the value chain and, even if adopted as an approach for the parts where
it is feasible, would be of limited eVectiveness. This is, in large part, because the Internet is an open
global platform, and statutory regulation can only have national reach—unless the regulation also
involves curtailing the openness and global reach which distinguish the Internet from traditional
platforms and are the basis of its impact and value.
Therefore, a new approach to content regulation is needed, one which is built on a model of
responsibility distributed across the value chain, relying much more on personal responsibility and on
industry self-regulation than on traditional, formal intervention.
There is a great deal of industry activity already under way to help adults, parents and children
manage the potential risks from harmful content online: individual industry players and collective
self-regulatory initiatives are making a material diVerence. This is particularly clear in relation to
the management of illegal content online, where the UK has a self-regulatory framework in place
which is ahead of those in many other regions of the world.
However, on the industry side, and in relation to the development of consumer competences and
awareness, Ofcom believes there are areas where further improvement is possible. In this chapter,
we provide an analysis of the current position; we also identify those areas where we believe further
action might be appropriate, and which we recommended to the Byron Review for consideration.
In order to help people take more personal responsibility when they go online, we need to help
them become more media literate. Media literacy is the ability to access, understand and create
communications in a variety of contexts. Without media literacy, people’s ability to participate
eVectively in society, the marketplace and in the workforce may be greatly diminished. The focus
of the Committee’s inquiry is principally directed to issues related to consumption—how to find
the content and services wanted and how to avoid the risks of potentially harmful content—and
indeed this is the focus of our response. However, Ofcom also recognises the importance of
“understanding” and “creating” in the broader media literacy landscape, and these latter aspects
are a part of our overall media literacy work programme.
We believe that both of these elements—greater media literacy on the part of parents, young
people and children, coupled with targeted industry support—are critical and necessary in order
to deliver a safer online environment for children.
Our analysis employs a value-chain model of the Internet content market: we consider what
diVerent contributions industry players at each stage of the value chain can make. In the self-
regulatory context we have described, these industry contributions are typically aimed at
empowering or enabling parents and children to manage their Internet experience, and in
particular to avoid potentially harmful content.

77 See Annex 1.
78 See Annex 2.
79 See Annex 4.
80 See Annex 2.
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Our suggestions involve, for the most part, a refocusing or widening of activity that is already
under way in the marketplace: we are not proposing new interventions; rather, we are taking those
that the market and/or Ofcom has already recognised and promoting the best of them.

It is our view that, taken together, the combination of enhanced media literacy skills on the part
of adults in general, parents, children and young people, and targeted industry, NGO, regulatory
and government initiatives, will help deliver an environment in which:

— parents are more confident of their ability to support their children online;

— children themselves are confident in their online e-safety and also know what to do when
they come across material that is potentially harmful or oVensive; and

— consumers in general are better able to manage and control the content they view when
online and in particular are better placed to decide and to determine how and with whom
they share personal information.

The range of potential risks, the diversity of the means through which they can be mitigated, and
the sharing of responsibility across Government, industry and the consumer, give rise to a complex
overall system. As well as the specific initiatives and actions described above, there is a need for
continued scrutiny of the evolving Internet environment, of the risks and potential harms that
consumers face, and the extent to which these risks are being appropriately and eVectively
addressed.

Therefore, Ofcom recommended that the Byron Review considers what success might look like;
this could frame an independentreview within two years of implementation of the Review’s
recommendations, asking:

— whether there are any further learnings regarding the evidence of harm and the level of risk
which should be taken into consideration; and

— whether satisfactory progress has been made in relation to the concerns raised and if not,
whether alternative measures need to be pursued.

6.1 The need for an approach to Internet content risks

261. The Internet raises some new challenges for societies which have previously been able to regulate,
to a significant extent, the media to which their citizens are potentially exposed. The Internet is a global
medium, through which it is easy for individuals as well as businesses to oVer content and services to a global
audience. In relation to a specific concern—over the types of content to which audiences in the UK might
have access—we face a potentially unlimited number of originators of content, operating from territories
often outside our jurisdictional reach, and where standards of legality or acceptability may be diVerent to
those in the UK.

262. As seen in Chapter 4, our research with families shows that while they have concerns about the
Internet, for most, the benefits outweigh the risks, and Internet use is in fact higher in households with
children than those without. That said, a mixed picture emerges regarding the degree and eVectiveness of
parental oversight of Internet use at home. Almost one in seven children aged 8–17 say that they have come
across potentially harmful material in the past six months, and the majority of parents do not know where
to go to get information about how to protect their children when online. Parents and other adults are, in
general, more concerned than children about the type of material available online, in particular content of
a sexual nature.

263. A review of the literature—summarised in Chapter 5—identifies evidence suggesting some risk of
harm. While ethical reasons make the examination of online risk of harm to children problematic if not
impossible, some researchers have examined the risk of harm to adults from online contents and services.
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Firstly, there remains rather little evidence that direct exposure to online pornography is harmful for adults,
though some clinicians, and a few surveys, report an association between use of online pornography and
clinical problems regarding sexual or emotional experiences oZine. It is diYcult to determine whether the
pornographic content referred to in such studies is consensual or violent in nature. Secondly, surveys
(typically, of American undergraduates) point to a growing problem of stalking online, of varying degrees
of severity, this perhaps being associated with oZine stalking. Thirdly, when shown race hate websites, adult
audiences consider these to be “outside community standards” but there is no evidence that their views are
directly altered by them; little or no research has examined the responses of those who are the target of such
sites. In conclusion, research suggests that the diverse and sometimes extreme nature of online content, and
the enhanced opportunities for online contact, is resulting in a risk of harm for some adult users of the
Internet. As for children, however, it is too early to draw strong conclusions regarding the nature, extent
or duration of any actual harm associated with Internet use. Therefore, research can only guide policy by
supporting a judgement based on the balance of probabilities rather than on irrefutable proof.

264. The research findings reported above, and the overall conclusions from the literature review, suggest
a lack of evidence for actual harm but evidence for the risk of harm. We can conclude from this that there
is a case for considering whether the existing regulatory environment is adequate and what more could be
done to help adults and children manage the potential or actual risks online.

265. Before considering the alternative ways in which the risks from harmful content might be addressed,
it is necessary to clarify the diVerent forms of potentially harmful content which create such risks, and the
circumstances through which such content becomes available. There are three distinct areas of potentially
harmful content which have led to concerns in the UK, which may require diVerent solutions, and which
have been tackled in diVerent ways in international markets. These are:

— illegal content, which is unacceptable for all, and may present risks of harm to adults as well as to
children—such as abusive images of children, sexual violence, or material encouraging race hate;

— content, the publication of which is not illegal in itself—ie that is appropriate for adults but not
for children, such as non-illegal sexually explicit or violent content, and

— content which is not specifically illegal in itself, but which depicts dangerous or illegal activity and
which therefore may encourage illegal behaviour, such as fighting among children (and happy
slapping), footage of gangs and guns, etc. Concerns over this type of content are particularly
associated with user-generated content sites.

Traditional content regulation and regulation of the Internet—why a new approach is needed

266. This chapter proposes that harmful content on the Internet must be addressed in a diVerent way to
the historic models of content regulation, exemplified by the broadcasting market. The analysis below
suggests that, in contrast to the broadcasting market, the responsibility will be shared, and that the part
played by statutory regulation will be negligible. Many discrete activities will contribute to the increased
safety of children online, but there is no one institution which can act as the channel does for broadcasting:
as the locus of responsibility for content standards.

267. While there is a wide range of activities in the broadcast market (eg producing programmes,
operating channels, running platforms like Sky or Virgin Media, producing and distributing consumer
equipment like television sets and set-top boxes) for the purposes of controlling harmful content, regulation
focuses exclusively on channel operators, who are bound to conform to national standards in relation to the
content which they oVer. The content available to UK audiences is managed through a bilateral relationship
between regulator and channel operators. The position is very diVerent in relation to the Internet.

268. We use a model of the Internet value chain to illustrate the key distinctions (further detail is available
in Annex 1):

Figure 45

THE INTERNET VALUE CHAIN

269. The critical feature of the Internet value chain is the fact that all but one of the activities are outside
individual nations’ jurisdictional reach: content creation, content aggregation, hosting, search and the
consumer device (software and hardware) are all global markets. These products and services are outside
the specific control of individual nations or even trading blocks. As a consequence, national (UK) legislation
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or regulatory initiatives cannot be expected to be an eVective means of managing UK audiences’ access to
media online—providers of content or social networking services who don’t want to comply with UK rules
can easily operate outside the UK.

270. Uniquely, providers of Internet access (ISPs81) are entirely within national jurisdiction: UK
Internet access providers are physically located in the UK, and therefore represent the sole means through
which it might be possible to control the distribution of potentially harmful content in the UK; in other
words, to play the role which channels play in broadcasting.

271. However, regulation of Internet content via ISPs, for the purposes of controlling national Internet
content markets, is an undesirable and inappropriate response to the risks of harmful content. (As discussed
in Annex 4, in a small number of nations, including China, and Saudi Arabia, the Internet content market
is controlled through ISPs regulation).

The legal context: ISPs

272. The debate over the role of the ISP has already been had at the EU and UK level in the context of
the Electronic Commerce Directive (the “Directive”)82 as implemented in the UK in the Electronic
Commerce (EC Directive) Regulations 2002.83 This framework limits the liability of service providers who
unwittingly transmit or store unlawful content provided by others in certain circumstances.

273. For our purposes, there are two critical categories of service provider that are granted specific
protections from liability in relation to illegal content: those who transmit information (ie “mere conduits”),
and those engaged in “hosting” information.

274. ISPs will typically have protected status under the Directive because they are likely to be “mere
conduits”.84 Where they do not initiate the transmission of content, select the receiver of the transmission,
or select or modify the content transmitted, they will not have legal responsibility even where that content
is unlawful. The Directive also prevents Member States, including the UK, from imposing general
obligations on such service providers, to monitor the content they transmit or store.

275. The existence of a current legislative constraint is not a suYcient reason to reject consideration of
ISP regulation in the future. However, Ofcom considers that ISP regulation is unlikely to be an appropriate
mechanism to control Internet content markets for the following reasons:

276. Firstly, the basic role of the ISP is to carry digital packets, not to manage content services, and so
it does not make sense to make them responsible for the content services which the packets they carry make
up. An ISP is in some ways like a provider of traditional telephony—responsible for connecting people or
businesses, but not for the content of their conversations or other communications.

277. More formally, ISPs are not direct economic participants in the content markets which they enable:
they are compensated for carrying data packets, whether those packets will make up an email, a television
programme or some high-value financial market information.

278. Requiring ISPs to take responsibility for controlling adults’ and minors’ access to content and to
distinguish between content acceptable for adults, but potentially harmful to children, would in eVect
transform an ISP into something much more like the operator of a broadcast platform; ISPs would be
incentivised to carry content exclusively from recognised or approved providers. This regulated platform
would not be the open and innovative Internet available today: if ISPs blocked unknown content they could
prevent the development of new products and services.

279. Finally, it is important to note that although no legal duty applies, ISPs in the UK and many other
regions already make a significant contribution to the management both of illegal and harmful content. The
role that ISPs play today, and the extent to which they might play a greater role, is discussed below.

The legal context: hosts

280. The UK and EU legal framework also protects those providing Internet hosting services from
liability for illegal content in certain circumstances. Internet hosts are defined as those who store third party
information, and they have a partial protection from liability—they are not liable for hosting content which
is illegal, until they have “actual knowledge” of illegal activity or information. This protection from liability
ends when they do have actual knowledge, unless they act expeditiously to remove or disable access. As with
conduits, member states are prohibited from imposing monitoring obligations on hosts.

281. These protections are important, because there is a broad range of providers of hosting services: in
particular, user-generated content hosts like YouTube (and thousands of others) are typically classified as
hosts under the legislation and are therefore protected in respect of illegal content liability, and protected

81 Such as BT, Virgin Media, Tiscali.
82 Directive 2000/31/EC.
83 SI 2003, No 213.
84 Defined in the Directive as where an information society service is provided that consists of the transmission in a

communication network of information provided by a recipient of the service or the provision of access to a
communication network.
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from the imposition of monitoring duties. Since hosts are also part of the global market, any national
initiative focusing on the actions of hosting service providers would in any case have limited impact on the
totality of inappropriate content available to children.

Self-regulation, self-organisation and consumer responsibility

282. If no individual institution or set of institutions can be charged with responsibility for managing the
risks posed by potentially harmful content, what can be done? The answer is that harmful content risks must
be approached as a distributed responsibility. Under this model everyone has a role to play, but none is
uniquely in a position to promise safety. Put another way, the familiar assertion “You can’t regulate the
Internet” is both true and misleading: the Internet can’t be regulated like broadcast television—if it could
it wouldn’t be the Internet as we know it; but a wide range of actions can help limit the exposure of adults
and children to potentially harmful or illegal content, even if there is no statutory regulation involved.

283. This important conclusion also raises some issues: where there is distributed responsibility,
individual players in the content value chain may seek to evade individual duty, even though each has an
important role to play. Furthermore, it is diYcult to ensure that a system of distributed responsibility is
eVective, because statutory duties will play a minimal role. In other words, if the UK is necessarily limited
in the extent to which it could regulate global content producers, search providers, Internet hosts etc; and
if the regulation of ISPs is not an appropriate solution either, the UK must rely to a greater extent on self-
regulation or self-organisation85 (respectively, through joint action by industry players or the individual
eVorts of single businesses) to help secure the protection of children. In fact this approach is recognised by
the E-Commerce Directive; there is a specific obligation on Member States and the European Commission
to encourage the drawing up of codes of conduct, including in respect of the protection of minors and human
dignity.86

284. This has two important consequences: firstly, as is typically the case when a self-regulatory model
is adopted to address a policy objective, a greater degree of responsibility will rest with consumers; and
secondly, that in considering actions through which children’s safety may be enhanced, it is necessary to pay
careful attention to the extent to which industry commercial incentives are aligned with the interests of
citizens and consumers. Where incentives are not eVectively aligned, either in terms of individual incentives
of a company or the collective incentive of industry to support public commitments, then a self-regulatory
model is less likely to be eVective. In examining the current and future roles we can expect of industry, we
therefore give careful consideration to the extent to which corporate incentives would be likely to support
industry action, either by the most significant individual players or by the majority.

285. Furthermore, it is important to recognise the extent to which the regulated broadcast market also
relies upon parents’ actions. Broadcast TV includes a great deal of potentially harmful content; the system
relies upon parents’ awareness of the watershed, and their ability to respond to on-air warnings, programme
titles, and to the context provided by channel brands to manage their children’s media experience. Harmful
content on the Internet creates new duties for parents, but their central role in protection is characteristic
of the more highly regulated TV environment.

286. As discussed in Annex 2, industry players across the value chain already make important eVorts to
support people in managing online risks eVectively. There are some opportunities where industry might
contribute more to supporting children in the online environment, which we describe below. However, some
of the most significant opportunities to mitigate harmful content risks are through the development of
children’s and parents’ awareness of the risks, and their ability to manage those risks—not though
traditional regulatory interventions, which focus on changing the behaviour of industry players through
statutory direction.

287. In the following sections we examine the roles played by industry, Government and regulators in
the management of potentially harmful but legal content; approaches taken to illegal content and to
cyberbullying; finally, we consider the significant role which consumers can play in managing harmful
content risks.

A value chain model for Internet content management

288. For the purposes of the analysis of online content risks, it is most useful to think of three broad
groups of industry activity:

— content creation, aggregation and hosting are the activities through which content is made
available to the global audience, and to UK citizens in particular; and

— Internet access, search, and the consumer device (software and hardware) are the means through
which the content is accessed by those audiences.

85 Self-organisation refers to individual corporate initiatives which seek to address a public policy goal.
86 Article 16(1)(e).
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Figure 46

THE INTERNET VALUE CHAIN: CONTROLLING AVAILABILITY
AND ACCESS TO CONTENT

289. In considering industry actions through which potentially harmful content can be managed, there
are two broad types of intervention: those intended to aVect the extent to which content is made available
on the Internet; and those intended to aVect the extent to which the content is accessible to (vulnerable)
audiences.

290. UK initiatives intended to control the availability of potentially harmful content will tend to be
limited in their impact to businesses which are within the UK’s jurisdictional reach. However, actions
developed in collaboration with industry can have a broader impact: corporate “good citizens” outside the
direct jurisdictional reach of the UK may still be inclined to comply with UK standards, guidelines, codes
of practice etc, where these are also consistent with their businesses’ successful operation. While such
initiatives may have an impact on the willing—on corporate good citizens—there will always be other
operators who will not comply, from regions with diVerent cultural values and diVerent laws.

291. Activity intended to control access to content can potentially extend to services from anywhere, and
can therefore have broader impact. In considering how to manage content risks we will examine the extent
to which the availability of potentially harmful content can be managed, and what opportunities exist to
secure greater protection, and then examine opportunities in relation to controlling the accessibility of
such content.

292. Although the current industry approaches to managing harmful content are important, they must
be considered as part of an overall system which also includes adults, children and their parents and
children. The goal of the actions taken by industry players is not to make it impossible for children for
children to access potentially harmful content—it is to reduce the risks to children and to enable parents to
manage and control their children’s access to content. This is similar to the position in the more highly
regulated broadcasting environment: regulatory structures like the 9.00 pm watershed, or the PIN
protection of certain programmes cannot prevent children from seeing adult programmes, but they reduce
the risk and can enable parents to control their childrens’ access to potentially harmful content. Media
literacy—and specifically, the development of adults’, parents’ and childrens’ awareness and competences
in relation to Internet content risks—is discussed in the final section of this chapter.

6.2 The role of industry in managing risks from potentially harmful content, including that on user-generated
and social networking sites

293. This section examines the roles that industry actors can play in mitigating the risks from potentially
harmful content by helping to manage the accessibility and availability of such content. As noted above,
however, many of these actions are part of a system which will involves action on the part of adults and/or
children. The risks associated with illegal content are covered in section 6.2.



Processed: 24-07-2008 22:45:49 Page Layout: COENEW [E] PPSysB Job: 399487 Unit: PAG1

Ev 252 Culture, Media and Sport Committee: Evidence

294. Content producers, aggregators and hosts all operate in a global market, and the potential reach of
UK initiatives to manage access will necessarily be limited. Action at these points in the value chain can
nevertheless help mitigate the risks from potentially harmful content, by helping to manage the availability
of harmful content, in four broad ways:

Figure 47

THE INTERNET VALUE CHAIN: MANAGING THE AVAILABILITY
AND ACCESSIBILITY OF CONTENT

295. Content classification and labelling: providers can oVer information about the characteristics of
their content to inform audiences about the nature of the content. Users can refer to this information
directly—as is the case with labelling systems like the BBFC movie ratings, or the PEGI video games ratings
systems—or indirectly via filtering and search and navigation tools which refer to labels to identify content
unsuitable for children.

296. Age verification: content providers can restrict access to content inappropriate for children through
the use of tools to establish users’ age. A credit card number is the most widely used age-verification tool.

297. UGC Community Standards: The emergence of online communities is a central feature of the
Internet content environment; user-generated content hosting sites, such as YouTube or DailyMotion,
social networking sites (SNS) and peer-to-peer (P2P) communities all allow individual audience members
to upload and to share content with other members of the community (though in the case of P2P
communities this is often copyright content). These sites cannot rely on the top-down forms of content
management because their users determine what the site comprises: they are hosts, as defined above.
However, communities typically have “site standards” which define the types of content users are
encouraged to share; and the categories of content that are forbidden. Many of these sites operate
community-led review processes to ensure that content on the site fits the site standards: users can complain
about individual content assets, and the site operator commits to reviewing the content and remove it in the
event that it does breach standards. Annex 2 includes more details of such sites and review processes.

298. Advertising content controls: These present an indirect means for addressing potentially harmful
content. For the most part, content which is made freely available online relies on advertising funding;
through codes of conduct, and other means, advertising flows to the providers of harmful content can be
restricted. In the UK, the Internet Advertising Sales House (IASH) code of practice defines types of websites
prohibited for its members’ adverts, as well as websites where IASH members need to seek permission from
the client before placing an advert. Other controls include codes of conduct set by aYliate networks and
restrictions placed by Google AdSense (described in Annex 1).

Content classification, labelling and tagging

299. In general, content providers are in a position to classify their content—to decide whether it is for
children or adults; is funny or frightening; is a cartoon or reality footage, etc. Content providers can attach
information “labels” to classify their content. Furthermore, a content provider has strong incentives to
provide accurate information about the characteristics of the content they are oVering, whether it is a
website or an individual piece of content. It is this information which enables interested audiences to find
content: and unless a user knows something about what to expect, there is no reason to look at a given piece
of content. In principle, we should expect all content to have some kind of label or content information.
However, there is a significant gap in the application of standardised labels like the ICRA framework or
the RTA label, which can be used to manage or control access to specific types of website.87, 88

87 This is a simple labelling framework supported by the Family Online Safety Institute.
88 Restricted To Adults (RTA) is a label recognised by a broad range of filtering products; it is intended for all content

inappropriate for minors, though mainly is use by pornography providers.
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300. Despite the easy availability of such frameworks, the application of standardised labelling remains
negligible. Most importantly, this is because the incentives to adopt standardised labelling tools for content
producers are generally low (unless producers are required to do this as part of commercial agreements).
This is, in part, because standardised labelling tools are not widely used for content filtering—reinforcing
the lack of incentive for providers.

301. According to the expert panel report evaluating the activities of the EU Safer Internet Action Plan
in 2003–04, there is a general reluctance among Internet content producers to apply labels, especially for
use in blocking lists. The report concluded that “voluntary self-labelling cannot provide a solution to tackle
the problem of unlabelled web pages, except if labelling becomes compulsory”.

302. In practice, creating a statutory duty requiring content providers to label for the purposes of content
filtering would be ineVective—it would be impossible to enforce for non-UK sites, and impractical in
relation to the thousands of UK individuals who make their own Internet content available. In particular,
it would create a duty and potentially a liability for UK citizens and content businesses, while allowing
providers of potentially harmful content, such as pornography, easily to evade the requirement, by
operating outside the UK.

303. Although a general requirement for labelling for the purposes of content control may be impractical,
there is a role for labelling frameworks in content sub-markets for commercially-produced video (such as
TV programmes) and films, especially those which are potentially harmful.

Further action suggested to the Byron Review

There are two policy initiatives currently under way in the UK which could enhance the breadth
and eVectiveness of content labelling in relation to commercially produced audio-visual content.
In our evidence to the Byron Review we suggested that it considers promoting and supporting the
eVorts described below to improve the quality of content information in relation to audiovisual
media.

— The Broadband Stakeholder Group, supported by Ofcom and key industry players, is
developing a common framework for the ways in which viewers should be informed about
commercially produced audiovisual content that is potentially harmful or oVensive. These
common principles, once agreed by industry, will form the basis of good practice in
enabling viewers to protect themselves and their children from exposure to such content.

— Looking forward, the new Audiovisual Media Services Directive requires the UK to create
a new regulatory framework for on-demand television service providers, including those
operating on the Internet. The UK is in the early stages of developing this model; however,
eVective and consistently applied content information is likely to be a significant element of
the framework, along with other measures to control children’s access to harmful content
familiar from broadcast markets—such as PIN controls.

304. Critically, these initiatives focus on behaviour which is aligned with the interests of industry players.
Mainstream content providers will benefit from being able to provide their audiences with a predictable,
managed content experience. Application of these frameworks can rely on a UK self-regulatory framework
(or co-regulatory, where required under the AVMS Directive). Some operators may wish to avoid such a
framework—however, adoption of a stricter statutory model would have limited impact, as non-compliant
operators are free to base themselves outside the UK.

305. There is a further means through which content labelling and classification can contribute to the
management of harmful content of all kinds: through the operation of audience participation in
classification.

306. Content classification by members of online communities of interest is an important part of the
process for managing potentially harmful content in community environments. In practice, a user posting
material onto a user-generated content site can be presented with a range of means to label their content.
The user will always be able to add “tags”, to which other users can refer in order to inform their content
choices; in some instances they can add standard labels—categorising content as entertainment or music;
or indicating that content is inappropriate for children.

307. More broadly, members of the audience can themselves label content in certain environments. In
relation to potentially harmful content, audiences can work with providers of filtering services, alerting them
to instances of incorrectly classified content (over-blocked or under-blocked). This option is discussed below
in the subsection on filtering.

308. In the longer term, members of the UK and global audience represent the most significant resource
in developing eVective, accurate and usable content information. Services like the photo-sharing site Flickr
derive their value in substantial part from the actions of users in “tagging” content with labels—ensuring
that other users can find exactly what they are looking for. The more widely the Internet audience takes
responsibility for sharing information in this way about content which is good or harmful, or which is
relevant to specific audience groups, the easier it will become for individuals to find the content they want,
and to protect themselves and others from the content they wish to avoid.
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UGC community standards

309. There has been considerable media and political attention paid to the availability in online
communities of potentially harmful content; particular attention is focused on the availability of content
on YouTube which is:

— appropriate for adults but not for children, and

— content which is legal but which depicts dangerous or illegal activity and which may therefore
encourage illegal behaviour, such as fighting among children (and happy slapping), footage of
gangs and guns.

310. It is important to note that the specific attention paid to YouTube, and to other market-leading
providers of UGC hosting like MySpace, is based not on the fact of their providing UGC hosting services,
but on their market-leadership position and the fact that they oVer a general use proposition: they are
targeted at adults and (older) children. Public concern does not seem to be directed at the large numbers of
UGC-hosting services whose stated objective is to enable communities to share pornography
(YouPorn.com, PornoTube.com), violent content (Extremevideos.org; Almostkillled.com), whose content
clearly creates a risk of harm for children, or illegal copyright content (thepiratebay.org; and the recently
closed Demonoid.com).

311. YouTube, and the other major UGC hosts, typically operate two mechanisms through which
children’s access to potentially harmful content can be controlled: a form of age verification, discussed
below; and community standards processes—under which:

— the site defines a standards framework—for example, YouTube includes the guideline “YouTube
is not for pornography or sexually explicit content”. In contrast, Pornotube requires only that
content posted is legal in the US;

— users of the services can flag videos—indicating that they believe a specific video does not comply
with an aspect of the community standards framework, and

— the service operator will review the item against its community standards framework, and, if it
agrees with the user’s judgement, it will remove the video from the site. In some instances respected
members of the community are also empowered to review and remove content which is of concern.

312. In principle, these systems should ensure that content is compliant with the site’s terms of use—
though for some services these will of course include or encourage the posting of potentially harmful
content. There is nothing that can be done to address the availability of such adult-targeted (potentially
harmful but legal) services operating from outside the UK. The accessibility of such services to children can
be addressed through the use of filtering solutions, discussed below.

313. However, there remains a real distinction between mainstream hosting providers and harmful
content communities, which is that mainstream services are intended for the use of children as well as adults:
and this is reflected in the top 10 ranking among children of these types of service.89

314. Many commentators believe that the review processes on mainstream sites are ineVective, and that
they allow content which contravenes guidelines to remain available; and there is anecdotal evidence
supporting this hypothesis. It is, unsurprisingly, possible to find content on mainstream sites like YouTube
which might appear to be inconsistent with site standards. (Access to content which is assessed as consistent
with site standards, but intended for adults only, is controlled through a limited form of age verification,
discussed below).

315. Unfortunately, it is not possible to determine empirically how eVective site review processes actually
are. Major UGC sites often operate sophisticated review processes: YouTube oVers multiple categories
under which content can be flagged (including sexual or violent content; and subcategories, like “physical
attack” or “minors fighting”); and allows an escalation process in the event that a complainant is unsatisfied,
but there is no transparency over the operation of the process. Although YouTube, for example, commits
to reviewing all flagged content within 48 hours, the process remains opaque to the public. Furthermore,
because it is impossible to determine what proportion of content is potentially harmful, there is no means
to assess the overall eVectiveness of the system. In the absence of transparency, and given the evidence of
individual instances of potentially harmful content, the continued expressions of concern among
policymakers and others are understandable.

316. It is important to distinguish between the distinct types of content which might create such concerns:
content which is illegal in the UK; content which is potentially inconsistent with site standards; and content
which is legal but may only be appropriate for adults. Illegal content is considered below.

317. In relation to content which is legal in the UK, the UK does not possess any powers which would
enable it to require non-UK UGC hosts to adopt diVerent content standards or a diVerent content review
process to that which currently exists. The E-Commerce Directive imposes an obligation on Member States
and the Commission to encourage voluntary codes of conduct regarding the protection of minors and
human dignity. The self-organisation scheme which YouTube already operates is clearly intended to ensure
that the site’s content is consistent with the content standards it defines.

89 Neilsen Online, August 2007. See Annex 5.
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318. What remains unclear is what relationship exists between the self-organisation scheme principles
and the specific timetable commitments YouTube makes to community members, and the actual operation
of the scheme.

Further action suggested to the Byron Review:

In our evidence to the Byron Review Ofcom suggested that it considers working with industry to
create a voluntary scheme or code under which UGC providers make transparent the operation
of their content review processes—for example, reporting on the turnaround times for these
processes, on the timetable (if any) for communicating with complainants, and ideally, with
independent verification of performance.

This type of scheme could mirror the commitment concerning its complaints handling process
made by Facebook to the New York Attorney General: to determine its response to any
complaints about sexually explicit content within 72 hours of receiving the complaint.

319. It is not wholly clear what the architecture of incentives is, in relation to this idea. Facebook’s
commitments emerged from direct intervention by the Attorney General, as opposed to pressure from
audiences. Successful mainstream UGC hosts would argue that their sustained growth, and popularity
across all population groups, is good evidence that their current approaches to content control are eVective,
and that audiences’ interest in greater transparency is limited. However, to the extent that greater
transparency about the sites’ content review processes may reassure some users (parents in particular), it
should contribute to the services’ overall appeal rather than diminishing it. Nonetheless, this initiative will
rely on industry willingness, and on evidence that this is something audiences really want.

Age verification

320. Age verification has two distinct forms: schemes intended to create secure identities for children to
manage access to, for example, child-targeted forums and messaging services; and those intended to verify
adulthood, as a means of preventing children from accessing potentially harmful content. In this context
we are concerned with the second type of age verification—that used to control access to adult content.

321. Age verification is a tool that promises to be useful in controlling children’s access to adult (harmful)
content, but which in practice faces very significant challenges. There are three main reasons for this: the
near-impossibility of truly secure verification, the cost of good verification and jurisdictional limits.

322. Firstly, it is very diYcult to confirm age securely without some physical link between the website
operator and the individual. For this reason, the German age verification process, giving access to regulated
providers of pornography, involves visiting a Post OYce or the use of a live webcam to demonstrate identity,
or the physical receipt of a personal ID USB-chip. Without such measures, it is possible to refer to publicly
available identity data, such as electoral rolls; or to use credit card numbers. However, all these measures
are subject to significant leakage. In particular, while credit cards are unavailable to minors, debit and pre-
paid cards are available to, and used by, those under 18.

323. In its analysis of the Child Online Privacy Protection Act, the US Federal Trade Commission noted
that “current technology does not provide a practical means to prevent determined children from falsifying
their age online [. . .] age verification technologies have not kept pace with other developments”.90

324. Even though such measures can contribute to the control of harmful content, they tend to be
expensive, both for the individuals concerned and/or for the content provider using the service. For example,
online safety expert Parry Aftab of Wired Safety noted that “The cost of obtaining verifiable parental
consent for interactive communications is very high, estimated at more than $45 per child”.91

325. Finally, age verification is inevitably limited by the reach of a national scheme: pornography
providers to Germans must operate with the age verification process described above, unless they operate
from anywhere outside Germany. Anecdotally, the introduction of this regulatory requirement resulted in
a significant majority of German pornography providers moving their operations out of the country.

326. Given these issues, pursuing “secure” age verification access to harmful content is almost without
doubt a very challenging task. Nonetheless, the use of credit card data and other lower-cost means to verify
age can help control the availability of potentially harmful content.

Further action suggested to the Byron Review:

Although age verification has the potential to contribute to the management of risks to children,
practical hurdles, including implementation and cost, will inevitably limit its impact. Nonetheless,
Ofcom recommended to the Byron Reviw team that it encourages the use of age verification to
restrict access to harmful content.

90 http://www.ftc.gov/reports/coppa/07COPPA Report to Congress.pdf. Quotation is part of FTC report of public
comments, but context makes clear their agreement.

91 Parry Aftab, Filing in COPPA Rule Review 2005, June 27, 2005, p 2
www.ftc.gov/os/comments/COPPArulereview/516296-00021.pdf Relates to verification of children’s age, but cost issues are
also material in relation to adults.
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Age confirmation

327. The form of age verification used on many websites which feature potentially harmful content—
including UGC, social networking and a significant proportion of US-based pornography sites—are
essentially insecure. These sites simply require that users enter their date of birth, with no external
verification of the user’s claim. They will not prevent children who are seeking harmful content from finding
it. However, children who are aware of the reasons these tools are in place can nonetheless use them to
manage their content experience and avoid harmful content. Strictly speaking, this is more in the nature of
a content classification and labelling initiative, than age verification. A set of content is classified as
inappropriate for children, and children can use an age confirmation tool of this type to avoid exposure to
such content.

Further action suggested to the Byron Review
Ofcom recommended to the Byron Review that it encourages the use of such age confirmation tools
by all providers of potentially harmful content, even though they are insecure.

To be eVective this would also require parents and children to be aware of the valuable role that
such age confirmation tools can play in helping prevent exposure to inappropriate or harmful
content, and for parents to ensure that children make use of them. This should be a part of the
general media literacy programme discussed below.

UGC community standards, guns, gangs and happy slapping

328. Significant media attention has focused on the practice of “happy slapping”—essentially filming an
assault, typically using a phone camera, and then sharing the film, either among friends, or among a wider
audience by posting the content onto a UGC hosting site; related concerns cover, for example, footage of
illegal acts, such as driving dangerously or displaying what appear to be real handguns. Excessively violent
content should be managed as part of a mainstream UGC site’s standard terms and conditions; however,
these types of content are believed to create a particular risk because the content may normalise or
encourage dangerous behaviour and may therefore create risks for adults as well as children. In some cases
the content will also be consistent with site standards (eg footage of dangerous driving may be acceptable).

329. Although it appears to depict illegal acts, publication of such content is not illegal under current UK
legislation. It would be very diYcult to make such content illegal, as illegal acts, including the display or use
of guns, dangerous driving, fighting etc, are a persistent feature of films and television programming, both
in drama and in documentaries and news. Although the material posted on sites looks real, the distinction
between fiction and fact does not generally play a part in obscenity legislation: obscene content is obscene
whether it is simulated or depicts real activity. It would be practically impossible to operate a legal or
regulatory framework in which “real” footage was illegal and fiction was legal—and even if possible, this
would in any case compromise news and documentary programming.

330. The additional issue raised by such content is not one of controlling content and managing content
risks, which should be captured through the operation of the site’s terms of use, as described above. The
challenge is to improve communication between UGC providers and the criminal justice system so when
problems are reported they can be addressed. Ofcom has not undertaken research into the eVectiveness of
such communication, though concerns have been voiced on both industry and criminal justice sides that
collaboration could be more eVective.

Social networking sites’ community standards

331. There is a blurred boundary between sites which enable social networking, and user-generated
content (UGC) services which allow users to share their own content. Some popular social networking sites,
for example MySpace, have UGC sharing as a core element of their proposition. Other UGC sites, notably
YouTube, are more clearly focused on enabling content sharing and less on the community-forming aspects
of social networking sites.

332. Alongside their popularity, it is also clear that social networking sites create a specific risk of harm:
they will inevitably do so, in as much as their fundamental characteristic is to enable individuals to share
personal information of one kind or another with others. Much of the information shared may be
harmless—for example, an individual’s favourite music or films—but some is not. The principal ways in
which social networking sites create risks for their consumers are:

— Personal identity information, (name, address, dates of birth etc.) being made more widely
available than users intend. This can create risks of identity theft, or in the case of vulnerable
individuals, can expose them to exploitation—for example children being exposed to contact with
predatory paedophiles.

— Personal content, such as photographs or diary entries being made more widely available than
users expect or intend. This can be embarrassing or even harmful in certain circumstances; stories
about employers refusing job applicants, or dismissing staV, on the basis of information on
individual’s SNS profiles are widespread.
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333. The existing UK legislation relating to the protection of personal data, the Data Protection Act 1998
(the “DPA”), places strict controls on the extent to which service providers can collect and exploit personal
data. The Information Commissioners OYce (the “ICO”) is responsible for the protection of personal
information in the UK, and enforces the requirements of the DPA as well as providing advice and guidance
to businesses about their responsibilities, and consumers about their rights, in relation to personal data.

334. The central requirements of the legislation are that businesses which collect and use personal data
must do so:

— fairly and lawfully, and for limited purposes;

— the information collected must be adequate, relevant and not excessive; accurate and up to date;
not kept for longer than is necessary;

— it must be held securely, and

— it must be managed and used in line with consumers’ rights, such as the right for individuals to have
access to the information held; to correct inaccurate information; and that information should be
used only for the purposes it was collected for.

335. The ICO also has legal powers to ensure that organisations comply with the requirements of the
Privacy and Electronic Communications Regulations 2003 which set out rules for people who wish to send
electronic direct marketing, for example, email and text messages.92

336. Website operators who are collecting personal data must therefore ensure that their users are aware
of the following:

— who is collecting the information;

— what it will be used for; and

— the other institutions or individuals to whom it will be made available.

337. The privacy policies for leading SNS are set out in Annex 2. This brief survey of the leading social
networking sites suggests a high degree of awareness of, and eVorts to address, privacy concerns. In each
case, the service providers seek to define clearly what types of information can and should be shared, the
extent to which the information provided will be made accessible, and to whom, and the extent of users’
control over the accessibility and persistence of their social network identities. All of the leading services
specify that their users should be older than 13/14 (see comments above about age verification).

338. Ofcom has not examined the extent to which individual social networking sites comply with the
specific requirements of the DPA and related legislation, nor have we considered compliance with UK or
international legislation relating to the management of personal information. Our examination of the issue
focuses on the extent to which users are aware of the implications of what they do when they use social
networking services—whether they understand the privacy policies of the services they use; and whether
they are able to use the tools provided by operators to manage their personal data as they would wish.

339. Ofcom’s analysis of this question in Annex 5B suggests that some adults are failing to manage their
personal information appropriately, and that there are, therefore, material risks arising from their use of
SNS. There is a substantial media literacy need in relation to the use of social networking sites for adults,
children and their parents; as a part of the overall delivery of media literacy outcomes set out below, Ofcom
believes that competences in relation to the management of personal data are a significant priority.

340. As for other content risks, there is a role for industry, focused around enabling consumers to take
eVective control of the risks they face. It is clear that, at least among the leading providers, there is already
a material commitment to helping people manage privacy risks, through the provision of privacy policies
and tools, safety advice and mechanisms to enable users to report concerns.

Furthermore, under pressure, largely from US Attorneys-General, individual providers such as
Facebook and MySpace have committed to mitigating further the risks of harm to their users, through
investment in technology to improve the reliability of tools used to identify under-age users, and further
restrict the inappropriate use of SNS by adults to make contact with vulnerable children.

341. However, Ofcom’s research in this area has suggested that some of the SNS providers’ privacy
controls and support information still leave some audiences confused about what they are doing, and how
widely they are sharing information; anecdotal evidence suggests that it is not as easy as it should be to delete
SNS profiles on some sites.

342. These risks therefore need continued attention from service providers. The Home OYce Task Force
on Child Protection on the Internet has been developing good practice guidelines for SNS providers, in close
collaboration with industry, over the past year. Compliance with these guidelines should help ensure that
SNS providers give appropriate support and protection to their users. The project has involved all the
leading providers of SNS to UK audiences. We keenly anticipate the publication of these guidelines and
their widespread adoption by the industry in the UK and internationally. Looking forward, Ofcom expects
to see continued improvements in the clarity and quality of privacy information and profile management.

92 Implementing Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002.
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Advertising content controls

343. Content which is made freely available online relies on advertising funding. Many of the institutions
responsible for placing advertising make significant eVorts to ensure that advertising, and the associated
revenue, is channelled to appropriate content sites. It is not possible to determine the extent to which
advertising revenue is unwittingly directed to harmful content providers. Nonetheless, the current systems
are not perfect, as a result of a number of factors:

— Some industry sources have suggested that there is insuYcient awareness among advertisers and
agencies of the potential for advertisements and money to flow through to potentially harmful or
inappropriate content sites.

— Some advertisers are indiVerent as to the contexts in which their advertising is placed, though these
are typically marginal brands, and account for a limited proportion of the total banner market.

— Management of the networks through which advertising reaches sites is a complex task. Network
and aYliate network operators and providers are not always able to maintain complete control
over the portfolios of sites to which their content flows, despite continued investment. Mainstream
operators are, however, strongly incentivised to do so by the damage to their businesses caused
when problems emerge.

— In the UK, the Internet Advertising Sales House (IASH) code of practice defines types of websites
prohibited for its members’ adverts, such as those featuring guns or obscene content, as well as
websites where IASH members need to seek permission from the client before placing an advert,
such as adult content or P2P sites. However, IASH membership currently excludes some of the
leading advertising network operators. The reasons for this are hard to discern, although they do
not appear to result from the lack of desire by network operators to provide controlled placement
of advertising.

Further action suggested to the Byron Review
Ofcom recommended that the Byron Review team explores, with the online advertising industry,
ways to reduce further the extent to which mainstream UK online advertising is placed around
harmful content. Initiative might include:

— encouraging greater take up of the IASH Code (or a similar framework) so that it covers
a much greater proportion of UK online advertising sales; and

— information/education initiatives directed at improving awareness among advertisers and
agencies of the means by which online advertising can be made more secure.

Controlling accessibility

344. There is a single technical means of controlling individuals’ access to content: through the use of
content filtering tools. A full description of filtering is included in Annex 2; in brief, however, content filters
provide managed access to the Internet by classifying content, and enabling diVerent classes of content to
be blocked. Filters can operate at a number of points in the access chain: at the network (ISP) layer; in the
provision of search engine results; and on the PC (the consumer device).

Figure 48

THE INTERNET VALUE CHAIN: CONTROLLING ACCESS TO CONTENT

345. Typical filter classification categories include: sexual activity, nudity, violence, drug use and
gambling. The threshold of acceptability or harmfulness for content varies according to the ages of children
and their families’ cultural backgrounds. To reflect this, filtering solutions are designed to be flexible and
enable specific control of the types of content that should be blocked. Many filtering tools allow control on
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the basis of child age ranges, rather than in relation to the specific categories of potentially harmful content.
For example, AOL’s parental control tool distinguishes between three child categories—under-12s; young
teens (13–15); and mature teens (16–17).

346. There is a wide variety of filtering tools available, and they are becoming increasingly sophisticated.
In principle, it should be possible for Internet filtering tools to play a key role in resolving the concerns of
parents over the risks of harmful content. However, the use of filtering tools in the UK is partial: around
half of all parents use filters to manage their children’s Internet access. To the extent that filtering seems to
promise significant benefits, we must consider what hurdles exist to their wider adoption by parents.

347. Firstly, filters require parents to install and configure them. Although the providers of such software
have an incentive to make the filtering products easy to use, it is still often a complex task. Among other
things, parents who have children of diVerent ages are required to create and configure distinct identities on
a home PC, in order that both older and younger children have the right controls in place.

348. Despite the improvements in the sophistication of filtering products, they are perhaps most eVective
for younger children. For the youngest children—perhaps under 6—the simplest “pass list” filter may be
appropriate. This will restrict access other than to a defined shortlist of child-appropriate websites—so there
is no risk of under-blocking; and the fact that children will be unable to access a broad range of content
which might be appropriate for them is arguably a lesser concern.

349. For older children, filtering tools typically rely on a combination of a blocking list—a defined of
undesirable sites—and automatic decision-making about unclassified sites, using keywords, phrases and
other indicators such as the type of language in use and the text-to-image ratio, and any available content
labels and metadata. Although such tools are all subject to a degree of over- and under-blocking, an EU
testing project in 2006 found that “filtering tools are generally capable of filtering potentially harmful
content without seriously degrading the Internet experience of the youngsters”. However, as children
approach and enter their teens, they are increasingly likely to encounter blocked content which they wish
to access, and which in some instances may be inappropriate. In practice, parents of older children may face
repeated requests that filters be removed in order to access specific pieces of content.

350. Finally, as has been demonstrated by the experience of the Australian Government in relation to its
publicly-funded, freely available filtering products, teenagers are often very sophisticated computer users—
with competences well beyond those of most parents. Shortly after the free filtering software packages were
released in Australia, there were widely reported stories of teenage experts breaking the filter; and once a
tool has been cracked the relevant techniques quickly become available to all interested users. Although
there will continue to be advances in the security of such products, this threat will limit the usefulness of
filtering products for older children.

351. Nonetheless, filtering products are an essential tool in managing access to harmful content,
particularly for younger children. The question is how to encourage their more widespread adoption.

ISPs and filtering

352. The leading consumer ISPs, which account for over 90% of UK Internet subscriptions, all oVer
filtering products as part of their Internet access proposition; and the majority of UK broadband
subscriptions come with a free filtering solution. However, the provision of information about filtering, and
support for parents in their use of the tools provided, does not appear to be as eVective as it might be.
Although ISPs do invest in filtering tools, and in support, the incentives they face are somewhat mixed: a
message that Internet access presents a significant risk of harm is not easily reconciled with the eVective
marketing of Internet access.

353. More generally, the dominant characteristics on which Internet access is marketed are bandwidth
and price: value-added characteristics such as filtering or security support are used less to distinguish
between service providers. For example, AOL’s Internet access business, a core element of whose consumer
proposition earlier in the decade was the promise of parental control, was sold to Carphone Warehouse in
2007. Although the AOL access proposition still includes parental controls, the current marketing
communications focus on price and speed—with some packages also including the oVer of a free laptop.

Further action suggested to the Byron Review

Ofcom recommended that the Byron team explores with ISPs and ISPA, their trade association,
the development of a code of practice for family-friendly Internet access, with relevant
characteristics including the provisions of tools, information and support—for example in relation
to parental controls for content filtering, and Internet security (firewalls, spam-blocking tools).
This code might also create a “trustmark” or brand for family-friendly services, like those
developed in France and Australia by ISPs and service providers.

Information and awareness initiatives could improve parental awareness of the potential benefits
of such services and of the trustmark. This could help to create incentives for interested ISPs to
focus greater attention on creating diVerentiated family-friendly access propositions.
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Filter usability and relevance

354. In a number of other countries, there have been national schemes to encourage the adoption of
filtering; along with information or educational initiatives, there are programmes to test filtering products
for features including general usability, over- and under-blocking, presence of age-based filtering and
content-category based options. In the UK, Ofcom has been working with the Home OYce and industry
to develop a BSI standard for filtering products, which will allow qualifying products to carry a Kitemark.

Further action suggested to the Byron Review
Ofcom recommended that, alongside other media literacy initiatives, the Byron team considers
promoting awareness of Kitemarked filtering products’ benefits, and encouraging their wider
adoption.

Filtering and complaints

355. One concern widely expressed about commercial filtering products is that they are relatively
undiVerentiated across countries: certainly the market for English-language products is dominated by US
providers, which will mean that blocking and pass lists may fail to take account of specific UK cultural
concerns; or of valuable or harmful local content.

356. In order to address such concerns, a number of regions operate a centralised register of illegal
content, to be used by filtering and blocking tools. The most widespread form of this is the creation of
blocking lists: for example, the UK and Sweden have centrally maintained lists of sites featuring child abuse
images, which are used (voluntarily) by ISPs to block access. These lists are complaints-led: consumers who
find potentially illegal content report their concerns, and after professional review illegal sites are added to
the list. In Australia, the AMCA runs a similar scheme with a slightly broader remit—it includes child
pornography; bestiality; excessive violence or sexual violence; detailed instruction in crime, violence or drug
use; and/or material that advocates the doing of a terrorist act. The blocking list is incorporated into the
range of Government-approved filtering solutions.

357. Similarly, the network-layer blocking systems operated in Saudi Arabia refer to a list run by the
Communications and Information Technology Commission—which is open to online complaints, both
about illegal content or about blocked sites which users believe should be made available.

358. The creation of a centralised register of potentially harmful content would be a Sisyphean task—
the resources required to develop a list suYciently comprehensive to have impact would be considerable,
and would inevitably trail behind the proliferating availability of such material. However, UK Internet
audiences represent a valuable resource, whose contribution could help with the development of more
eVective UK-centric filtering products.

Further action suggested to the Byron Review
As well as promoting the use of filtering products, Ofcom recommended that the Byron team
explores way of encouraging parents to be active users of such products, reporting instances of
under- and over-blocking to their software providers. Over time, this information will help the
development of products which better reflect the specific concerns and content standards of UK
parents.

Network and local filtering

359. Content filters can be applied at two points: at the network layer, by the ISP; and on the consumer
device—the PC. In the UK, and in most of the rest of the world, consumer filtering is used at the PC rather
than at the network layer, although the AOL Internet access service incorporates network layer filtering.

360. One policy response to the limited adoption of filtering products by parents in the home, and given
the issues identified above, is to propose the introduction of network layer filtering. However, this proposal
does not oVer significant advantages over filtering on consumer PCs—and raises some significant additional
problems.

361. Firstly, the same practical hurdles exist in relation to network filtering as to PC filtering—parents
would still need to configure the filtering software to reflect their specific concerns and the diVerent ages of
their children. Furthermore, enabling discrete filtering options would, for most ISPs, entail a very significant
investment in enabling multiple identities at the ISP for those families who wished to have filtered and
unfiltered access. Finally, network-layer filtering places material costs on ISPs, and can lead to problems
with network performance and connection speeds.93

362. For these reasons, outside states which have strong centralised policies in relation to the
management of Internet content, like China and Saudi Arabia, there has been very limited consideration of
network layer filtering. In Australia, where plans to implement free network-layer filtering were announced
by the Government in 2006, network layer filtering currently plays a limited role. An initial feasibility study

93 Please see results of a feasibility study in Australia in 2006.
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carried out in 2006 found that network layer controls reduced performance significantly, especially for
larger ISPs. The approach may nonetheless be implemented, following feasibility research and input from
a trial of ISP filtering currently taking place in Tasmania, but future developments remain uncertain.

Mobile Internet access and filtering

363. The use of mobile devices to access Internet content presents some additional challenges and
opportunities for the management of harmful content risks. The challenges emerge because the market for
filtering solutions which can be installed and run locally on mobile devices is undeveloped, and mobile
phones are used by children without parental supervision.

364. However, mobile networks and devices are, at least at present, a much more appropriate platform
for network filtering: the devices are owned by individuals, so complex configuration for multiple users is
not necessary; the range of services accessed is narrower; and the volume of Internet data traYc is much
lower than for fixed Internet connectivity.

365. In the UK all the mobile network operators comply with a joint industry code of practice which
requires access controls for the operators’ own content portals; and requires that they oVer network-layer
filtering for the Internet. For both of these services, the account-holder can specify whether or not the phone
should allow access to content for adults (18-rated content). No comprehensive evidence exists as to the
levels of application and eVectiveness of this code of practice. Ofcom, in partnership with the Home OYce
and the Children’s Charities Coalition on Internet Safety, have begun an audit which will result in the
publication of a review with recommendations in 2008.

366. In France, at least one network operator has committed to providing a further level of support for
parents: as well as oVering the under-18 class of network filtering, they propose to allow parents to also
specify a “child profile” (under 12), further limiting the range of content accessible.

Further action suggested to the Byron Review

Ofcom recommended that the Byron Review considers encouraging the mobile network operators
to extend their commitment to network filtering, and allowing parent to specify a child-friendly
filtering option analogous to that possible within most PC filtering tools.

6.3 Controlling illegal content

367. The first challenge that an individual nation faces in relation to controlling the availability of illegal
content is common to problems with harmful content: the Internet is a global and potentially anonymous
platform for the publication of content, while an individual nation’s ability to manage access to content it
deems illegal is constrained by the limits of its jurisdiction.

368. However, controlling illegal content should present fewer challenges than controlling legal but
potentially harmful content, because the goal is less complex: in relation to illegal content, the objective is
to prevent distribution, while for legal but potentially harmful content, the aim is to restrict availability for
a subset of the population—children—without compromising freedom of expression for adults. However,
the diYculties of dealing with a global platform remain.

Figure 49

THE INTERNET VALUE CHAIN: CONTROLLING ILLEGAL CONTENT

369. In the UK, there is a co-regulatory framework which seeks to control illegal online content. Control
of illegal content in the UK is secured via a partnership between police, government and the industry,
involving a number of organisations, and described in detail in Annex 2. A summary of the key elements is
provided below.
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370. The Internet Watch Foundation (IWF) plays a central role. The IWF is a regulatory body set up in
1996 following an agreement between government, the police and the UK online industry. Its key objective
is to minimise the availability of potentially illegal Internet content, specifically:

— child sexual abuse images hosted anywhere in the world;

— criminally obscene content hosted in the UK, and

— incitement to racial hatred content hosted in the UK.

371. The IWF acts as a hotline for reporting illegal and obscene content on the Internet. When an
individual finds content they believe to be illegal or obscene, they can report it to the IWF (ISPs also pass
on relevant complainants or complaints which they receive). The IWF reviews the content against UK law
for the categories listed above.

372. If the content is hosted in the UK, the IWF issues a take-down notice to the content host, which will
remove the content; if the content is hosted outside the UK, the IWF will inform the relevant authorities,
and add the website to its database of IP addresses hosting illegal content.

373. This database of IP addresses hosting illegal content is used to enable network-layer filtering of
illegal content by the UK ISPs. The database is regularly updated and contains between 800 and 1200 live
illegal content URLs at any one time.

374. According to the Internet Services Providers Association (ISPA), all major ISPs, and most smaller
ones, use the database to block access to the sites listed in it. This means that the vast majority of consumer
Internet connections are protected against accessing illegal content listed in the database. In 2006, the
Government set a target that all consumer ISPs in the UK should use the IWF database to block UK
subscribers’ access to identified illegal content.

Figure 50

THE IWF PROCESS FOR HANDLING REPORTS OF ILLEGAL CONTENT

It is hosted
in the UK

Is it illegal
in the UK

Consumer views
potentially illegal content

Consumer notifies the IWF

The IWF reviews reported
content

Yes No

Yes No
No action taken

The IWF issues take down notice
to revelant host

ISP removes content from server
and retains copies for police

The IWF notifies relevant
authorities and updates

database of inappropriate sites

The IWF distributes database of
inappropriate sites to ISPs

ISP voluntarily decides whether
to remove content from server

375. The broad approach to controlling illegal content therefore comprises two elements:

— an institution or institutions to collect and review complaints about illegal material and create a
database of illegal content addresses, and

— an agreed process for the use of this database to control access to illegal content.

376. This broad approach is replicated in a number of regions across the world, though it is notable that
its implementation in the UK (and in Sweden) looks particularly eVective. In contrast, in Germany a content
blacklist is created by a combination of Government agencies and self-regulatory authorities including the
Bündesprüfstelle für jugendgefährdende Medien (BPjM) and the self-regulatory body Freiwilligen
Selbstkontrolle Multimedia (FSM). In the event that illegal content hosted in Germany is identified, the
hosts are issued with a notice requiring them to remove it. The blacklist of internationally hosted content
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is issued to search providers in Germany (most importantly Google, which has a market share in excess of
90%), which are members of the FSM self-regulatory body. As a member of the FSM, Google, for example,
will not provide links to content on the backlist to users of the German-facing service Google.de. However,
German Internet users will still be able to access illegal content if they know the relevant content address—
something which is not possible in the UK where blacklisted addresses are blocked by ISPs.

377. Similarly, in Australia, the ACMA runs a hotline and creates a database of illegal content hosted
internationally, which is provided to ISPs and to the providers of filtering tools; as far as we can determine,
the list is only used at present within filtering tools controlled by consumers. Individuals who choose not to
use such tools are therefore potentially able to access illegal content which has been identified and
blacklisted.

378. Ofcom believes that the current UK model is the most appropriate and eVective means to address
the problems of illegal content through the actions of relevant players in the Internet market. However, it
also requires that consumers play their part, in reporting the illegal content they encounter—Ofcom
research indicates that awareness of the IWF is lower than it might be. This suggests that, as in relation to
personal data, there remains a very significant gap in audiences’ contribution to the control of illegal
content.

379. The Committee also raises the question of content which is illegal by virtue of the fact that it
encourages terrorism. To the extent that such content encourages race hate, it would be captured by the
IWF process described above.

380. In addition, under the Terrorism Act 2006, a police constable who identifies content as “terrorism-
related information” hosted in the UK can issue a notice to the host (a “section 3 notice”) requiring the host
to remove the content within two days. Ofcom does not have information on the prevalence or usage of
such content.

6.4 Individual responsibility—the role of adults, parents and their children

381. As noted in the introduction to this chapter, Ofcom believes that Internet risks are a distributed
responsibility, with consumers playing a significant role alongside industry actors. In order to help people
take more personal responsibility when they go online, we need to help them become more media literate.
Media literacy is the ability to access, understand and create communications in a variety of contexts. Some
call this “literacy for the 21st century”. Put another way, if literacy is not only about reading and writing,
but also about comprehension and critical thinking, then media literacy is about engaging these capabilities
when using and consuming media. Without media literacy, people’s ability to participate eVectively in
society, the marketplace and in the workforce may be greatly diminished. The Committee’s inquiry directs
our attention principally to issues related to access—how to find the content and services wanted and how
to avoid the content which may be potentially harmful or oVensive—and indeed this is the focus of our
response. However, Ofcom also recognises the importance of “understanding” and “creating” in the
broader media literacy landscape, and these latter aspects are a part of our overall media literacy work
programme.

382. The evidence clearly points to a need to help adults in general, parents and their children manage
the potential or actual risks of going online by improving their media literacy skills. We suggest a focus on
the following media literacy outcomes to help them manage this:

Media Literacy Outcomes

For parents and their children

383. Increased awareness and understanding among parents of their critical role in ensuring the safety
of their children when they are online, through the eVective application of carefully targeted and age-
appropriate rules.

384. For example, this should include:

— Increased parental awareness of where to go to get information on protecting their child online,
as well as tips to ensure that the child has understood and accepted the importance of any rules
that the parent puts in place (eg an Internet green cross code).

— Increased parental understanding of how they can apply their real-world parenting skills to the
online world (ie it’s not necessarily just about technical literacy).

— Increased parental awareness of what children are doing online more generally and the key areas/
things that they need to look out for.

— Increased awareness of the age-appropriateness of certain activities online, eg using a social
networking site (SNS).



Processed: 24-07-2008 22:45:49 Page Layout: COENEW [E] PPSysB Job: 399487 Unit: PAG1

Ev 264 Culture, Media and Sport Committee: Evidence

— Increased parental and children’s awareness of the risks of access to children’s content and other
online activity (eg privacy in relation to the personal information that children share about
themselves online) as well as child contact.

— Increased awareness of where to find high-quality content online, for younger children in
particular.

385. Increased take-up of content management tools such as filtering software, by making parents aware
of its existence, its benefits and its limitations:

— Increased use of other forms of filtering, such as those provided by search engines.

— Increased awareness and understanding of the tools provided by parents’ ISPs and awareness of
those ISPs which are more “family-friendly”; for example, as demonstrated by the presence of a
family-friendly “trustmark”.94

For adults, parents and their children

— Increased awareness and understanding of their online responsibilities and of the implications of
their behaviour while online. eg:

— an understanding of the potential eVects of sharing diVerent types of personal data, and

— the awareness and ability to manage and control their personal data appropriately.

For adults in general

— Increased awareness and understanding of the meanings of the content labels used by industry as
well as the implications of these in relation to children’s use of content.

— Increased awareness of where to complain about potentially harmful or inappropriate content
online—eg IWF for illegal material, the site host for inappropriate material, their filtering product
provider where they identify over- or under-blocking.

— Increased awareness of the role that each can play, both in labelling the content they put online
and in “community policing”.

Alignment of the advice and information that is being given to adults, parents and other carers, teachers
and children.

— Integrated awareness-raising and educational initiatives, appropriately targeted at distinct
audiences with diVerent needs, at a local and national level, for maximum eVect.

— Linked to this, the inclusion of e-safety across the national curriculum from a younger age.

Delivering media literacy outcomes

386. A very broad range of good initiatives are currently under way in this area—from those associated
with formal government agencies such as Becta and CEOP, to those oVered by charitable organisations,
industry bodies and individual industry players including organisations such as Childnet International,
Media Smart, the BFI, the Media Literacy Task Force, the BBC and Channel 4.95 However, to deliver the
outcomes oVered for consideration above, we propose that thought is also given to the following:

— The development of a framing strategy for the delivery of the above outcomes—across the various
government departments, industry bodies and individual industry players, charitable
organisations and regulators—with a single point of oversight and coordination.

— Development of short-, medium- and long term targets and the identification of the
communications plan, educational initiatives and funding necessary to deliver these on a
sustainable basis.

— Consider the appropriate balance between a high level public information/awareness campaign
and on-the-ground activities.

— Prioritise the more vulnerable children.

— Creation of communications and materials that are target-group specific, ie tailored to the
diVerent types of users (eg parents, children and teachers) so that they are appropriate to the level
of the recipients’ skills and understanding.

— Explore the potential for cross-government and industry funding.

387. The development of such a strategy could include consideration of the lessons learned from similar
initiatives in other countries. For example, in France, the national CONFIANCE project is based on co-
operation between the government ministries, educators, technology providers, and a wide range of other
players, including public institutions, NGOs and private companies. A key aspect of the project is a national
awareness campaign “Internet sans Crainte”—“Internet without Fear” which aims to reach a broad variety
of target audiences and makes use of existing initiatives and materials. Other nation-wide initiatives in
France include a media campaign orchestrated by the Interdepartmental Delegation on Family Matters,

94 See below, “The promotion of industry self-regulation” for more on this.
95 See Annex 2, for more details.
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across all public media, and a national educational plan to raise awareness of Internet safety issues among
students and educators. In Sweden the Swedish Media Council has developed a standard toolkit of
materials, which is being implemented though regional training workshops with educational professionals,
social workers and welfare oYcers across the country.

388. The development and promotion of an easy-to-use and interactive online “one-stop-shop” for
information on how to protect children online to help parents, children and teachers. For example:

— FAQs;

— help;

— “What’s New”;

— a safety forum;

— advice on the tools available—eg filters, labelling, how to complain, family-friendly ISPs etc;

— an age-appropriate Internet “green cross code”;

— information on where to complain; and

— links to other relevant websites.

389. In this area too, international examples may be useful. One example is the Australian Government’s
NetAlert programme, which, as part of a broader range of activities, provides a central website containing
information on Internet safety issues, free software tools, and links to interactive educational
environments.96 These include the Cybersmart Detectives game that teaches children key Internet safety
messages—the activity is based in the school environment, and brings together a number of agencies with
an interest in promoting online safety for young people. Netty’s World is another example of an interactive
learning environment, and is designed for young children (aged 2–7) to learn about Internet safety issues.
NetAlert encourages parents to take their children through an online storybook where safety messages are
revealed through five adventures. Children can also join Netty’s Club in which oZine Internet safety
activities (such as bookmarks, stickers and pencil holders) are sent free by post.

390. We have outlined our thoughts on the desired ends and described some of the possible means, but
there is still a substantive question outstanding: what should be the institutional mix to make this happen
(ie what is the role for Government, Ofcom, the BBC, schools, CEOP, industry etc), as well as the
appropriate funding model.

391. The range of potential risks, the diversity of the means through which they can be mitigated, and
the sharing of responsibility across Government, industry and the consumer, give rise to a complex overall
system. As well as the specific initiatives and actions described above, there is a need for continued scrutiny
of the evolving Internet environment, of the risks and potential harms that consumers face, and the extent
to which these risks are being appropriately and eVectively addressed. This will be essential to securing the
goals of the strategy described above.

392. Therefore, we also encouraged the Byron Review team to consider what success would look like.
This could frame an independent review within two years of implementation of the recommendations,
asking:

— whether there are any further learnings regarding the evidence of harm and the level of risk which
should be taken into consideration, and

— whether satisfactory progress has been made in relation to concerns raised and if not, whether
alternative measures need to be pursued.

6.5 Cyberbullying

393. Bullying, and now cyberbullying, is a very significant aspect of the risks to children’s happiness and
well-being. For this reason, we welcome the Committee’s specific exploration of the issues; we also support
the extensive work under way to address this problem:

— There is a significant body of information and support available to children, parents and schools
about the prevention or handling of cyberbullying—notably the Tackling Cyberbullying
guidelines, published in 2006 by the Schools Minister; and the DCFS anti-bullying package,
launched in September 2007, which provided further guidelines and advice about cyberbullying,
an information campaign and information films.

— The existing consumer protection arrangements for communications service providers—for
example in relation to malicious telephone calls and texts—will play a significant role in helping
to tackle cyberbullying via the use of fixed and mobile networks.

96 http://www.netalert.gov.au/
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— The Home OYce Guidance for the Providers of Social Networking and Other User Interactive
Services, noted above, will incorporate a range of specific suggestions for the management of
cyberbullying, including the provision of advice and support to users, tools to block or remove
“friends”; procedures for reporting abuse and intervening to prevent further problems (for
example, by terminating accounts).

394. Ofcom does not have specific responsibilities in relation to the risks to children from bullying,
whether in the playground or online. Nonetheless, it is clear that industry players, including some
communications service providers, have a material role to play in addressing cyberbullying. Our evidence
to the Committee is a summary of research into cyberbullying and of UK initiatives intended to address the
problem.

395. Overall, it certainly seems that Government and other relevant institutions have invested
significantly in the development of processes to develop awareness and competences in relation to the
management of cyberbullying; and in ensuring that the relevant industry players help to prevent the use of
their networks and services for cyberbullying.

Background

396. While cyberbullying has its roots in traditional bullying, it has distinct features which stem mainly
from these factors:

— the invasiveness of communications technology into private spaces (eg the home) which were
previously safe havens;

— the possibility of being cyberbullied 24/7;

— the breadth of reach and size of potential audience who may be involved—for example viewing
pictures posted online or reading fabricated blogs;

— the perceived anonymity of communication;

— the diYcult in controlling the spread of content;

— the physical distance from the victim and associated decreased chance of empathy, and

— the profiles of the bully and the target—including cross-generational bullying.

397. There are a number of definitions of cyberbullying. Although there are diVerences, the definition
used by the DCSF captures the common elements:

“Cyberbullying is the use of Information Communications Technology (ICT), particularly mobile
phones and the Internet, deliberately to upset someone else”.97

398. Childnet identifies the following types of bullying:

— threats and intimidation;

— harassment or stalking;

— vilification/defamation/hate or bias-bullying;

— ostracizing/exclusion;

— identity theft, unauthorised access and impersonation;

— publicly posting, sending or forwarding personal or private information or images, and

— manipulation.

399. Research commissioned by the Anti-Bullying Alliance from Goldsmiths College, University of
London,98 identifies seven categories of cyberbullying:

— text message bullying;

— picture/video-clip bullying via mobile phone cameras;

— phone call bullying via mobile phone;

— email bullying;

— chat room bullying;

— bullying through instant messaging (IM), and

— bullying via websites.

400. Webcams, gaming and virtual learning environments have also been identified by Childnet as
potential platforms on which cyberbullying can be carried out.

97 “Cyberbullying, A whole-school community issue” is a summary of the Department for Children, Schools and Families
(DCSF) Guidance for schools on preventing and responding to cyberbullying, which was written in conjunction with
Childnet International and published in September 2007. This document seeks to give practical advice to young people, their
carers and school staV about the issue of cyberbullying. http://www.digizen.org/cyberbullying/overview/

98 An investigation into cyberbullying, its forms, awareness and impact, and the relationship between age and gender in
cyberbullying A Report to the Anti-Bullying Alliance by Peter Smith, Jess Mahdavi, Manuel Carvalho and Neil Tippett Unit
for School and Family Studies, Goldsmiths College, University of London.
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The extent of the problem

401. According to the Goldsmiths report to the Anti-bullying Alliance,99 “cyberbullying is a fairly recent
concept, and the research exploring it is still in its initial phases. The relatively few studies that have been
carried out are mostly confined to examining just one aspect of cyberbullying (for example text messaging),
or have been carried out in conjunction with other research.”

402. As a result, it is diYcult to draw concrete conclusions from the studies to date, although certain
patterns do seem to emerge. Studies generally indicate that between 11–34% of their sample have been
cyberbullied. The majority of studies suggest that females have a higher likelihood of being cyberbullied
than males.

403. Results diVer significantly when researching the action that the cyberbullied person had taken—
reporting that between 28–74% of those cyberbullied did not tell anyone. Again, although this is not
conclusive, the majority of studies found that between 11–13% of young people studied admitted to
cyberbullying. The Pew Internet and American Life Project (2006)100 found that those young people who
were users of social networking sites were more likely to be cyberbullied than those who were not (39%
versus 22%).

404. Finally, a 2006 MSN/You Gov study suggested that 48% of parents were unaware of
cyberbullying.101

Legal duties and powers: Education law102

405. The DCSF guidance notes that the school community has a duty to protect all its members and
provide a safe, healthy environment. These obligations are highlighted in a range of Education Acts and
government initiatives. In addition, the Education and Inspections Act 2006 (EIA 2006) outlines some legal
powers which relate more directly to cyberbullying.” The DCSF guidance continues by noting that
“although bullying is not a specific criminal oVence in UK law, there are criminal laws that can apply in
terms of harassment or threatening behaviour” eg the Protection from Harassment Act 1997 which has both
criminal and civil provision, the Malicious Communications Act 1988, section 127 of the Communications
Act 2003 and the Public Order Act 1986.

What policies are in place?

406. As previously noted, cyberbullying is a subset of the wider bullying problem; policies on
cyberbullying must be viewed in the context of policies addressing bullying more widely. For example, the
2000 document Bullying: Don’t SuVer in Silence was an anti-bullying pack for schools based on research,
relevant experience, and legislation current at the time.103 The National Assembly for Wales issued
Respecting Others: Anti-Bullying Guidance National Assembly for Wales Circular No: 23/2003 in 2003.

407. In Wales and Scotland Anti-Bullying Week 2007 addressed cyberbullying as a main theme. The
National Assembly hopes to publish new guidelines on tackling cyberbullying in spring 2008.

408. In Scotland, “Respect me” the Executive’s new anti-bullying service was launched in March 2007
and works with organisations working with children to tackle bullying. The Executive provides £144,000 to
Childline Scotland to fund their dedicated bullying helpline which oVers support directly to those aVected.

409. In Northern Ireland, the Department of Education has a page on “Child Protection”
(cyberbullying) on its website, which provides information and advice for those concerned, and cross-refers
to the DCSF cyberbullying guidance. “Add up Group” Northern Ireland (http://www.addupgroupni.com/
news.php) provides leaflets to schools on cyberbullying and how to deal with it.

Tackling Cyberbullying

410. In July 2006 Schools Minister Jim Knight published guidelines entitled “Tackling Cyberbullying” to
help schools, parents and pupils in England, prevent and address the additional risks presented by
cyberbullying.104

DCSF anti-bullying package

411. In September 2007, the DCSF announced a major package of measures, including an online
campaign, to help schools tackle all forms of bullying.105 This included publishing two documents, written
in conjunction with Childnet International, intended to oVer guidance for schools on preventing, and
responding to, cyberbullying.

99 An investigation into cyberbullying, its forms, awareness and impact, and the relationship between age and gender in
cyberbullying A Report to the Anti-Bullying Alliance by Peter Smith, Jess Mahdavi, Manuel Carvalho and Neil Tippett Unit
for School and Family Studies, Goldsmiths College, University of London.

100 Pew Internet & American Life Project Parents and Teens Survey, Oct–Nov. 2006. Based on online teens [n%886].
101 http://www.msn.co.uk/customercare/protect/cyberbullying/default.asp?MSPSA%1
102 Cyberbullying Safe to Learn: Embedding anti-bullying work in schools DCSF 2007
103 http://publications.teachernet.gov.uk/eOrderingDownload/DfES%200064%20200MIG479.pdf
104 Tackling Cyberbullying can be found at http://www.dfes.gov.uk/bullying
105 http://www.dfes.gov.uk/pns/DisplayPN.cgi?pn id%2007 0168
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412. The Staying Safe: Action Plan, published in February 2008, announced the DCSF’s plans to launch
a new anti-cyberbullying pack for school staV, as well as new guidance on tackling bullying, including
cyberbullying, outside of schools.

E-safety in the curriculum

413. Although e-safety is not explicitly referred to within the National Curricula at present, (with the
exception of Northern Ireland) there are a number of areas within the programmes of study that oVer
opportunities to discuss e-safety issues, and these are highlighted within Becta publications.106 The new
QCA school curriculum in information and communications technology (ICT) for 11–14-year-olds, which
will commence in September 2008, includes Internet safety, including protection from cyberbullying. The
Scottish curriculum is currently going through a national review, entitled Curriculum for Excellence, with
the aim of developing a streamlined curriculum for 3–18-year-olds and implementing new approaches to
assessment.

414. Don’t SuVer in Silence suggests schools have a duty to ensure that:107

— bullying via mobile phone or the Internet is included in their mandatory anti-bullying policies, that
these policies are regularly updated, and that teachers have suYcient knowledge to deal with
cyberbullying in school;

— the curriculum teaches pupils about the risks of new communications technologies, the
consequences of their misuse, and how to use them safely;

— all e-communications used on the school site or as part of school activities oV-site are monitored;

— clear policies are set about the use of mobile phones at school and at other times when young
people are under the school’s authority;

— Internet blocking technologies are continually updated and harmful sites blocked;

— they work with pupils and parents to make sure new communications technologies are used safely,
taking account of local and national guidance and good practice;

— security systems are in place to prevent images and information about pupils and staV being
accessed improperly from outside school; and

— they work with police and other partners on managing cyberbullying.

415. It also suggests that schools can help parents through Home-School agreements that include clear
statements about e-communications, regular briefings for parents on e-communication standards and
practices in schools and support for parents and pupils if cyberbullying occurs.

416. It is accepted best practice, although not a legal requirement, for schools to have a policy for pupils’
acceptable use of the Internet, including aspects of e-safety.

417. There has been debate about the adequacy of provision of professional support/training for teachers
in this area. In December 2007 Childnet International, supported by Becta, the TDA and Microsoft,
produced two DVDs and additions to its website in its Know It All series (KIA) about e-safety, aimed at
trainee and secondary school teachers.108

Good practice guidance

418. As noted in Cyberbullying Safe to Learn: Embedding anti-bullying work in schools, “the Home OYce
is publishing good practice guidance for social networking providers, drawn up by social network providers,
children’s charities and others.109 The Home OYce has already published such guidance for chat, instant
messenger and web-based services providers,110 and on moderating interactive services.111 These good
practice guidance documents contain a range of recommendations for service providers, including
education of their users; making reporting an easy and prominent facility for users; and providing tools for
their users (such as blocking tools).”

419. The UK code of practice for the self-regulation of new forms of content on mobiles112—the mobile
operators’ Code of Practice—has been developed by Orange, O2, T-Mobile, Virgin Mobile, Vodafone and
3 for use in the UK market. The intention behind the Code is that parents and carers should have access to
the information with which they can show their children how to use new mobile devices responsibly, and
the power to influence the type of content they can access.

106 Becta’s site provides extensive guidance and support for the use of technologies in schools: www.becta.org.uk
107 http://publications.teachernet.gov.uk/eOrderingDownload/DfES%200064%20200MIG479.pdf
108 http://www.childnet-int.org/kia/
109 See http://www.police.homeoYce.gov.uk/operational-policing/crime-disorder/child-protection-taskforce
110 See http://police.homeoYce.gov.uk/news-and-publications/publication/operational-policing/ho model.pdf?view%Binary
111 See http://police.homeoYce.gov.uk/news-and-publications/publication/operational-policing/moderation.pdf?view%Binary
112 See www.imcb.org.uk/assets/documents/10000109Codeofpractice.pdf
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Prevention activities113

420. All UK mobile phone operators have nuisance call centres set up and / or procedures in place to deal
with such instances. They may be able to change the number of the person being bullied.

421. It is possible to get content taken down from video-hosting sites, though the content will need to be
illegal or have broken the terms of service of the site in other ways.

422. It is good practice for Instant Messenger (IM) providers to have visible and easy-to-access reporting
features on their service. Instant Messenger providers can investigate and shut down any accounts that have
been misused and which clearly break their terms of service.

423. It is good practice for social network providers to make it easy for users to report incidents of
cyberbullying, and to have clear, accessible and prominent reporting features. If social networking sites do
receive reports about cyberbullying, they will investigate and can remove content that is illegal or which
breaks their terms and conditions in other ways. They can delete the accounts of those who have broken
the rules.

424. It is good practice for chat room providers to have a clear and prominent reporting mechanism to
enable the user to contact the service provider. Users who abuse the service can have their accounts deleted.
Some services may be moderated, and the moderators will warn users posting abusive comments, or take
down content that breaks their terms of use.114

Provision of information

425. Individual providers also provide resources designed to raise awareness of, or help tackle,
cyberbullying. The provision of such information should, however, be consistent and easy for consumers
to locate.

February 2008

APPENDIX 1

1. Introduction

1.1 What is the Internet?

The Internet is a publicly accessible global communications network, which enables the interconnection
of a wide variety of devices ranging from mobile phones to domestic computers to large corporate computer
networks. Figure 1 provides a basic representation of the Internet’s distribution network.

Figure 1

THE INTERNET AS A DISTRIBUTION NETWORK

113 Cyberbullying A whole-school community issue
114 Cyberbullying A whole-school community issue
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Networks and devices attached to the Internet communicate by exchanging packets of data using a
standard called Internet Protocol (IP). Along with the content of the communications, an IP packet contains
all of the information required for it to traverse the Internet between the source and destination of the
communication.

2. The Internet Value Chain

We use a value chain model to describe the roles of the key players involved in the creation and
distribution of content over the Internet. The value chain model comprises six segments, each with a discrete
function (see Figure 2). However, some entities cover more than one segment, which can create confusion
among some about their exact status and duties; this is very important in considering the legal protections
and liabilities of diVerent service providers. Alongside the value chain sits the Internet management layer
which supports the Internet at all levels.

Figure 2

THE INTERNET VALUE CHAIN

We will now consider each of these segments in turn to understand how content is made available and
accessed.

2.1 Internet management

The Internet management layer consists of the international, regional and national bodies which manage
the technology and addressing system which underpins the Internet. They ensure that the technology
standards that support the Internet such as the Internet language HTML and the transport protocol TCP
are interoperable. They also enable users to locate sites through the domain name system, and locate
individual computers on any given network from IP addresses.

2.2 Content producers

Content producers commission, produce and own the original copyrights to the content available on the
Internet. They include the traditional content producers we see in other media such as Disney and Warner
Bros., as well as online-specific content producers and consumers who produce user-generated content.
Content producers may upload their content directly to a website (such as MySpace) or it may reach the
Internet via a content aggregator; eg a music track may reach the Internet via iTunes.

Certain content producers label their content and insert tags (metadata) that can be used to filter the
content. This entails packaging content with information about the characteristics of the product or service.
Examples of labels include easily understood graphics, plain English description and the classification and
rating systems used in cinemas.
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2.3 Content aggregators

Content aggregators purchase content and negotiate rights deals with multiple content producers, and
package the content for its distribution further down the value chain. Internet-specific content aggregators
include AOL and Yahoo, whereas the BBC and Sky are content aggregators working in a variety of media
including the Internet.

2.4 Web hosts

Content producers or aggregators can have their content hosted on the Internet in three diVerent ways:

— by running their own servers and contracting for their own connection to the Internet. Google and
Amazon host their content in this way;

— by leasing a server from a specialist provider, who will also provide a connection to the Internet.
For example, the BBC has its content hosted on dedicated servers provided by Siemens; or

— by sharing a server provided by a third party. This is the case for most small and medium content
producers and aggregators, who may share space on an AOL server, for example.

In addition to these models, under which content providers pay for hosting services, there is an important
further category: the user-generated content hosts. There are thousands of service providers who allow users
to post content to their sites, thereby making it accessible to the global audience. Because they are oVering
hosting services, these providers have a special legal status under the E-Commerce Directive (for detail see
Annex 2, Section 2.4): they cannot be held responsible for monitoring the content they host, although the
protection from liability ends when they are informed about potentially illegal content. This protection is
particularly important in considering the regulation of hosting service providers.

2.5 Internet service providers (ISPs)

ISPs provide Internet access to individuals and organisations. ISPs either own the physical access facilities
or procure them from an access provider. In order to connect to the Internet, an ISP interconnects and
exchanges traYc with other ISPs.

The ISPs that provide access to the network are national entities. However, the Internet backbone
infrastructure is spread across the globe; it is not provided by any one player or nation but is owned by
multiple Internet backbone providers.

2.6 Search and navigation

Search engines, directories and online communities facilitate users’ access to content. Search engines
allow users to search the Internet using keywords, whereas directories classify and cross-reference Internet
content to enable users to find the content they need. Online communities may store links which are of
collective interest.

2.7 Consumer devices

Consumer devices consist of the hardware and software that enable users to access content hosted on the
Internet. The device will interpret and present the content that arrives at the device into a form which is
accessible by the consumer. Consumer devices such as computers and mobile phones use Internet browsers
such as Internet Explorer to view web pages and email applications such as Lotus Notes to send and
receive email.

3. The Different Types of Content and Services Available on the Internet

Given the global and innovative nature of the Internet it is diYcult to compile and maintain a universal
service classification framework. However, one of the key distinctions to make is between commercially
produced and user-generated content.

3.1 Professionally produced and user-generated content

The distinction between professionally produced and user-generated content applies across text and
audio-visual content. Alongside the content provided by professionals—eg those working for mainstream
media organisations, funded by advertising, subscription or other paid access—there is a vast body of user-
generated text which takes the form of blogs, chat rooms or visitor comment logs.

Audio-visual content can also, in principle, be divided into professionally produced content and that
which is user-generated. Professionally produced audio-visual content is typically created by mainstream
media organisations such as the BBC or Time Warner. User-generated content is created by anybody with
the tools to produce it and make it available.
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In practice, however, these distinctions can be blurred:

— much professional content is placed in non-professional contexts, for example in the placement of
TV programming on YouTube (see Figure 3.1);

— professionals are increasingly participants in the user-generated world, as active bloggers;

— traditional media providers enable and encourage user participation, allowing comments and
blogging on news websites; encouraging user provision of information and images within the
newsgathering process; and

— some user-generated content is very popular—on a scale matching or exceeding that of some
traditional media outlets.

The distinction is of particular importance when we go on to examine the issues around potentially
harmful content. Professionally produced content is associated with professional businesses and
institutions, which facilitates the development and maintenance of regulatory frameworks and codes of
conduct, in a way which is not possible in relation to the unlimited numbers of creators of UGC. This is one
of the factors that makes new approaches necessary, in relation to harmful content risks online.

Figure 3

YouTube.com CHANNELS WITH MOST VIEWS OF ALL TIME AS AT 02.11.2007

Source: YouTube.com

3.2 Editorial control of user-generated content services

A further, critical characteristic of services featuring user-generated content is the means of editorial
control; the extent to which, and the ways in which, content is reviewed against the editorial standards a
service provider has defined. For linear broadcasting, prior editorial control is at the heart of the business;
broadcasters have a formal duty to ensure that broadcast content is consistent with general standards
(enshrined in the Broadcasting Code). Where there are risks to this control—for example in live broadcasts
with unscripted content or audience participation—broadcasters may take specific measures to ensure
compliance, such as the introduction of a short delay to enable inappropriate material to be edited.

Service providers who host UGC can adopt a range of approaches to managing content that is uploaded.
They can:

— pre-moderate: All user contributions are reviewed before being made available;

— post-moderate: User contributions are made available immediately, but all are reviewed within a
specific time after being made available; or

— community-moderate: User contributions are made available immediately, and reviewed only if a
user complains that the content does not reflect the site’s standards or is otherwise inappropriate.
In some instances, the right to review and remove content may also rest with respected community
members, rather than being retained exclusively by the service provider.
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A website that operates all three forms of content moderation is www.bbc.co.uk. According to the
Corporation’s online services guidelines, fora on sites designed to appeal to children are pre-moderated. The
guidelines also state that areas which invite users to send pictures by email, and live chat where users talk
to a celebrity guest, are generally pre-moderated.

The BBC states that post-moderation is suitable for fora on sites which attract discussion about current
aVairs, or have a history of controversy, polarised debate, personal or racist abuse or potentially defamatory
comments. Community moderation may be suitable for less sensitive sites and those where an active, mature
online community has emerged and which has given rise to few concerns while post-moderated.115

The mainstream user-generated content websites moderate content through their communities. For
example, YouTube enables its users to report potentially inappropriate content by flagging a video. Each
flagged video is reviewed by YouTube’s staV, who will remove any content that violates the site’s terms of
use. Website standards and take-down policies are discussed in more detail in the approaches and tools
section.

4. Audio-visual Content Available on the Mobile Phone

The Internet can now be accessed, not just over the Internet from a computer with a fixed-line Internet
connection, but also from a mobile phone. Indeed, mobile phones are among the key devices used by
children and teenagers to communicate, and to access and share content. Ofcom research conducted
between April and September 2007 shows that 69% of 12–15-year-olds, 28% of 8–11-year-olds and 5% of
5–7-year-olds use mobile phones almost every day.

Nearly half of all 8–15-year-olds in our survey said they used their phones to play games. A smaller
proportion used mobiles to access the Internet (6%). This suggests that the potential for children to come
across possibly harmful material on the Internet via their mobile phone is, today at least, less than that on
the Internet. Nonetheless, as discussed in Annex 2, section 2.9, the mobile network operators have a code
of practice which aims to reduce this risk.

There are four means through which mobile content is made available:

— Commercial content oVered on operator websites: this may include operators’ own or third-party
material oVered via the operator’s portal. This covers a broad range of content types, such as news
updates, music and video downloads, games and online chat services.

— Wider Internet content: this is content available on the wider Internet that can be accessed via the
mobile phone. The operator in this case acts as an ISP by providing the connectivity, but not
determining the content or services accessed.

— User-generated mobile content: content produced and published for sharing by mobile users. This
can be done by using either the operators’ own UGC services, or those on the Internet.

— Content accessed using other phone connectivity eg Bluetooth: this is the content downloaded
directly from other devices (which can be mobile phones, PDAs, computers—any device which has
the same connectivity technology installed). This activity bypasses the mobile operator’s
network entirely.

5. Economics of the Internet

The Internet enables a vast array of diVerent services and diVerent types of commercial and collaborative
relationships. Its economic structure is complex, though Internet access itself is a relatively simple product.
Consumers pay for Internet access on the basis of speed of data access (bandwidth) and in some instances
total usage caps (the total volume of data received or sent). The price of access does not vary according to
the characteristics of the underlying content or other services—there is no discrimination between surfing
the web, sending email or making voice calls. Internet access costs the same independently of the content
characteristics of the services accessed, though the amount of data involved can be important (eg relative
to usage limits).

However, alongside access revenue, money can enter the market at nearly every step of the value chain.

Internet revenue streams

There are four distinct types of Internet revenue stream:

— hosting and connection services;

— content payments/subscriptions;

— advertising; and

— e-commerce transactions.

115 See http://www.bbc.co.uk/guidelines/editorialguidelines/onguide/atoz/m.shtml for the BBC’s online guidelines.
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We will look at the first three of these. E-commerce transaction revenue is largely remote from the
provision of content over the Internet, and will not be considered in this report.

The following charts show how money enters the Internet value chain from hosting and connection
services, content subscription and advertising. To simplify the representation, we have considered
consumers who advertise on the Internet (eg place an online classified advertisement), to be businesses.

Figure 4

MONEY ENTERING THE INTERNET TO DELIVER AND RECEIVE CONTENT

Money also flows around the value chain; for example, content producers, aggregators and search
providers may all purchase hosting services. There are also flows within each of the segments; for example,
ISPs providing connections to businesses and consumers also pay fees to the backbone ISPs.

5.1 Hosting and connection charges

Internet connection revenues

Ofcom estimates that during 2006 total revenue from residential and SME Internet connections increased
by 11% to £2.8 billion. In the same period, revenue from residential broadband services went up by 33%
from £1.5 billion to £2.0 billion. Falling prices for broadband, associated with bundling oVers, are
constraining future growth in revenue, and as LLU availability and take-up grows it seems likely that prices
will continue to fall as competition for subscribers intensifies.
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Figure 5

UK INTERNET AND BROADBAND SERVICE PROVISION RETAIL REVENUES

Source: Ofcom/operators

Note: Dial-up metered revenue figure is based on revenue paid to telecom provider not the element retained
by ISP.

Research conducted by GfK NOP on behalf of the CBI and Google116 gives us some information about
the average annual corporate spend on Internet-based technology and systems. From its survey of 500
companies with over 50 people, GfK NOP found that the average proportion of annual capital investment
in the UK which is spent on Internet-based technology and systems is 11.41%. This equates to an average
spend of £297,687 (on a mean annual capital investment of £2.61 million) or £10.6 billion across all UK
business with 50! employees.

5.2 Content subscription revenues

Some sites such as the Economist.com, wsj.com and FT.com (all of which also sell a hard copy paper),
charge an online subscription fee for access to certain types of content. For example, the Economist charges
$79–$89 per year for an online subscription and the Financial Times charges £98.99 per year for an online
subscription. However, access to some content is available free of charge. Some of the subscription sites also
feature advertising alongside the premium content.

However, in an indication that content subscriptions may create less value than free availability with
advertising funding, the New York Times announced in September 2007 that content in its paid-for
TimesSelect service, including online access to current columnists and its archives, would be made available
free of charge. In a statement, the New York Times said that because of online users’ growing reliance on
search in order to navigate the Web, it “expects to see a substantially increased number of unique users
referred to and accessing the site once the pay wall is gone”.117

Although we can find examples of content subscription services, we cannot determine the total
expenditure on such services in the UK.

5.3 Advertising revenues

Online is still the fastest growing advertising segment. UK Internet advertising revenues may not be
doubling annually as they did between 2002 and 2003, but growth of 47% to year end in 2006 still far exceeds
any other medium. The IAB118 results from the first half of 2007 show that this has continued into this year,
with 41.3% year on year growth in the first half of 2007, taking the sector to a half-year high of £1,334 million
(15% of total advertising spend)—compared to £917 million a year ago. The IAB suggests that the key
drivers for growth are broadband take-up, increases in time spent online, and improved measurement and
web analytics.119

In 2006 Internet advertising spending amounted to £2.0 billion, and this accounted for 12.0% of total
advertising spend across the six media featured in figure 6. Internet advertising already generates more
revenue than cinema, radio or outdoor advertising, and given its growth rates, it will soon start to compete
with other media. At the end of October, The Times reported that Google’s Q3 headline advertising revenues
of £327 million had surpassed ITV1’s £317 million, the first quarter in which the Google’s advertising
revenues have beaten the UK’s top commercial broadcaster.120

116 CBI/Google survey of Internet trends for business and consumers, conducted by GfK NOP November 2006.
117 http://phx.corporate-ir.net/preview/phoenix.zhtml?c%105317&p%irol-pressArticle&ID%1052447&highlight%
118 IAB is the Internet Advertising Bureau—the trade body for online advertising.
119 http://www.iabuk.net/en/1/iabpwconlineadspendfiguresfirsthalf2007011007.mxs
120 http://business.timesonline.co.uk/tol/business/industry sectors/media/article2767087.ece
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Figure 6

ADVERTISING SPEND BY MEDIUM

Source: The Advertising Association

Notes: These figures include all advertising spend, including display and classifieds. Internet expenditure
includes paid-for search. All figures are nominal.

The growth in online advertising is being driven by search, which increased by 50% to £1.2 billion in 2006,
constituting 58% of all online advertising. Enders Analysis suggests that this is linked to search becoming
increasingly dominant as a means of navigating the web, and to the migration of local search from oZine to
online, with all three major search engines rolling out local services in 2006. Enders also reports that search
advertising yield per page has increased as advertisers have invested more heavily and Internet users have
entered more complex search phrases, which enables a greater proportion of search advertising space to be
sold at higher prices. Technological improvement may have increased relevancy and click-through rates.121

Figure 7

INTERNET ADVERTISING SPEND AT CURRENT PRICE

Source: The Advertising Association

Notes: These figures include all advertising spend, including display, classified and paid-for search. All
figures are nominal.

121 Enders Analysis, UK Internet Advertising (April 2007).
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The online advertising market divides into three segments:

— display advertising: an advertiser pays to place a banner or logo on a website;

— search: an advertiser pays to have a logo or link placed alongside search returns for a specific search
word or phrase; and

— other classified: an advertiser pays websites to have their company or product placed in a directory.

Google is increasingly dominant in the UK; its advertising revenues of £872 million accounted for 75%
of all UK search advertising in 2006.8

5.3.1 How does Internet advertising work?

There are many ways in which an individual or organisation can place an online advertisement. A large
corporate advertiser may have a separate advertising agency for online, through typically this would be
linked to its other marketing agencies. Online planning/buying and creative agencies may also be
independent of one another. However, the basic model resembles that for other media: the client briefs a
planning agency with the objectives and the target audience of the campaign, and the agency develops a plan
for the types of Internet advertising (search, display), and the types of websites that might be suitable.

Once agreed, the planning agency can acquire advertising space directly from media publishers, which
have their own sales forces; however, a significant proportion of advertising is placed via networks which
aggregate banner space from many sites. Networks sell space on specific sites and on a “blind” basis under
which advertisers are not informed where their adverts will be placed. Unsurprisingly, advertising sold
“blind” attracts much lower prices than advertising which is sold on specific properties, or on a restricted
basis (for example, “blind”, but excluding pornography sites).

Figure 8

HOW WEB SPACE IS BOUGHT

This diagram illustrates the various routes through which advertising can be purchased—advertisers can:

— buy directly from a publisher;

— buy from an advertising network; or

— buy through an agency, which itself can use either of the preceding routes.

5.3.2 Advertising networks

Figures received by Ofcom indicate that at the time of writing there are between 35 and 50 advertising
networks in the UK, operating on a variety of models. Some act as dedicated sales forces for particular
media owners; however, many advertising networks are “blind”. Examples of major advertising networks
are:

— Advertising.com

— Vcmedia.com

— Adlink.com

— Adfever.com

— Brightmedia.com

There are also genre-specific advertising networks, such as eggnetwork (www.videoegg.com/adnetwork),
which is specifically designed for social networking websites.
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Advertising networks—relationship with advertisers

A blind advertising network will sell web space across all its publishers, and may not tell an advertiser
where its advertising has been placed. However, an advertiser can set restrictions on the types of site where
advertisements are placed.

There are ways of applying restrictions to a blind advertising network:

— certain networks may oVer a premium network of, for example, 100 sites only on which the
advertiser will appear;

— other networks oVer advertising space exclusively from the top publishers as their core
proposition,122 and

— the advertiser may also be oVered the opportunity to target a specific demographic group or
content categories, or block certain other types of websites, notably pornographic sites; sites
targeted at children, etc.

The advertising network is likely to charge a higher CPM (cost per thousand views) for web space for a
request with restrictions, than one that is open to its entire network. Feedback from the industry suggests
that, as advertisers use networks for large-scale advertising at the lowest possible CPM, such restrictions
may not be very popular.

There is evidence that “blind” advertising networks can create problems for advertisers. In autumn 2005
the Internet Advertising Sales House (IASH) was established because of concern expressed by several
advertising networks that their business could be damaged by advertisements being placed next to
unsuitable content.123 The particular cases which prompted this were banner ads for Napster and Apple’s
iTunes appearing on illegal music download sites, as well as the Sky and Barclays brands appearing on pirate
Internet services.124 The IASH code of conduct is discussed in Annex 2. Section 2.9 on tools and approaches,
along with the publisher rules operated by aYliate networks and Google’s Adsense programme.125

5.3.3 Advertising pricing models

There are three main pricing models for Internet advertising—CPM (cost per mille/thousand views), CPC
(cost per click), and performance or CPA (cost per action). These are generally associated with diVerent
forms of advertising.

CPM

The CPM model charges advertisers for the amount of traYc that views a web page with the specified
advertisement on it. This pricing model is not only used in Internet advertising, but also for TV and radio.
It is generally associated with display advertising on the Internet, which advertising networks, sales houses
and some individual websites sell by quoting a CPM rate.

Cost per click

Whereas CPM advertisers pay for awareness-raising and brand-building, CPC advertising has a more
direct relation to consumer interest: advertisers only pay if a user clicks on the banner or a link. CPC pricing
is most commonly used for search advertising.

Cost per action

The CPA (or performance) model charges advertisers when a something happens beyond a click—for
example a user fills in a form or even makes a purchase. CPA is most commonly used for aYliate marketing:
advertisers select individual sites or types of site where they would like to appear, and are only charged if
an advertisement generates a lead or a sale.

5.3.4 Advertising formats

The following types of advertising are discussed in detail below:

— display advertising;

— classified advertising;

— search advertising, and

— aYliate marketing.

122 DrivePM states on their home page that “We provide media only from the top 250 web publishers”.
123 http://www.nma.co.uk/Articles/25650/Sales!houses!agree!on!plan!to!protect!against!rogue.html
124 http://arts.guardian.co.uk/netmusic/story/0,,1591012,00.html
125 Adsense is the Google programme in which publishers can sign up to take Google adverts on their website. These are similar

to the search listing adverts but instead of appearing beside natural search results, they appear on targeted websites.
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Display advertising

Display advertising can take many forms on the Internet. The oldest form is the banner, a horizontal bar
across the top of a web page. The side bar or skyscraper has developed from this; it is vertically oriented
rather than horizontally. A pop-up advertisement appears in its own window when the user goes to a web
page and floating ads appear when a web page is first visited, and fly over the page for a period of time.

Classified advertising

Advertising agencies generally don’t have a large involvement in classified advertising, as these adverts
are often placed by individuals or small businesses in directories. Allinlondon is an example of a website that
features classified adverts. According to this website, a business can be listed for one year for £99 ! VAT.

Search advertising

Search advertising is the dominant sector in UK Internet advertising, and in the UK, search advertising
is dominated by Google, which has approximately 75% of the market’s revenues.126 Its growth rate currently
shows no signs of abating; according to its latest results, the company’s revenues increased by 57% in the
latest quarter.127 Google.co.uk is also the most visited site in the UK, having 17.1 million unique visitors in
April 2007. The two other main search engines in the UK are Yahoo! and MSN, whose .co.uk sites had
unique visitors of 11.9 and 7.8 million in April 2007 respectively.128

Google’s search advertising programme is known as “Adwords”. It operates primarily under a cost per
click business model, although it is starting to oVer CPA to certain advertisers. Under the Adwords
programme, the advertiser composes the text of the advert, selects the search keywords whose results they
would like their advert to appear alongside, and specifies a maximum cost per click. Google then states what
rank the advertiser can appear at for this keyword (and combinations thereof) and how much the advertiser
will be charged for each click through.

AYliate marketing

AYliate marketing advertisements resemble display advertisements but run on diVerent pricing and
placement models: aYliate advertising is sold on a CPA basis. In addition, aYliate advertising is pulled—
media owners register with a network and seek permission to feature advertising from the network. As with
display advertising, aYliate advertising can be placed blind, or subject to approval from the advertiser or
network operator.

5.4 Signs of consolidation in the Internet advertising industry?

Company activity in the Internet industry in 2007 has been characterised by the major media companies
becoming increasingly involved in online advertising, either through the acquisition of an advertising broker
or digital marketing agency, or through exclusive partnerships with, or acquisition of, social networking or
UGC websites.

Figure 9 lists some of the major deals from 2007, as well as some from earlier years. The increased activity
of the major media companies in the online advertising space suggests that they perceive it to be a growth
area, and may be indicative of consolidation in the sector.

Figure 9

MAJOR MEDIA COMPANIES: SELECTED DEALS IN THE ONLINE ADVERTISING AREA

Company Deal

AOL Acquired advertising.com, a leading advertising network, which pools inventory from
many media owners and sells it to advertisers (2004)
Made an oVer for TradeDoubler, a leading digital marketing company. This oVer was
rejected (2007)

Google Acquired 5% stake in AOL (2005)
Acquired YouTube for $1.65 billion (2006)
Agreed exclusive advertising partnership with Fox Interactive Media, which owns
MySpace (2006)

126 Google’s dominance of paid search is even greater in France and Germany—taking 85% of market revenues—Enders
Analysis, European Internet Advertising Trends (June 2007).

127 http://www.ft.com/cms/s/0/dc9603c2-7dcf-11dc-9f47-0000779fd2ac.html?nclick check%1
128 Nielsen//Netratings—“At home” data excluding Internet applications.
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Company Deal

Announced that it is joining forces with MySpace to launch “OpenSocial”, a set of
common application program interfaces (APIs) for building social applications across
the web (2007)
Announced agreement to acquired DoubleClick, a leading advertising services company
for $3.1 billion (2007). The acquisition is still being looked at by European and
American competition regulators.

Microsoft Acquired the aQuantive family of digital marketing companies for approximately $6
billion (2007)
Acquired a $240 million stake in Facebook’s next round of financing at a $15 billion
valuation (2007)

WPP Acquired 24/7 RealMedia, a digital marketing agency (2007). The acquisition is valued
at approximately $649 million.

Yahoo! Acquired the remaining 80% stake in RightMedia, which oVers an online advertising
exchange, for c $650 million (2007). Yahoo already owned 20%.
Announced definitive agreement to buy BlueLithium, a leading online advertising
network (2007)

Source: Ofcom

5.5 Economics of user-generated content and social networking websites

According to the Internet Advertising Bureau, social networking websites are not currently generating a
significant volume of online advertising expenditure—though this has not had much impact on the values
assigned to, and paid for, the businesses.

A recent report from Datamonitor looks at the future for social networks (including UGC sites like
YouTube and Flickr). Datamonitor forecasts that North America will remain the largest market for social
network revenue over the next five years, but that revenue will plateau in all four markets during this time.
As far as EMEA is concerned, revenues of $118 million are reported for 2006, rising to $683.8 by 2012. Social
network membership growth is said to be led by the UK, where it has taken oV in 2007.129

Figure 10

GLOBAL SOCIAL NETWORKING REVENUE 2006–12

Source: Datamonitor, The Outlook for Social Networks, September 2007

129 DataMonitor, The Outlook for Social Networks (September 2007).
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User-generated content sites also have an impact on other players in the value chain. For example, they
increase video consumption and hence bandwidth use: industry observers suggested that YouTube was
already streaming 40 million videos and 200 terabytes of data per day in early 2006.130

Some UGC websites are sharing revenue with the creators of content: for example Revver, a video-
sharing platform, states that it shares the ad revenue equally with the content creators.131 The BBC also
reported in January 2007 that YouTube founder Chad Hurley confirmed that his team was working on a
revenue-sharing mechanism that would “reward creativity”.132

Summary

— Ofcom estimates that during 2006 total revenue from UK residential and SME Internet
connections increased by 11% to £2.8 billion.

— GfK NOP estimates that all UK businesses with 50! employees spent £10.6 billion on Internet-
based technology and systems in 2006.

— £2 billion was spent on Internet advertising in 2006 in the UK, more than on radio, outdoor or
cinema put together.

— 23% of UK Internet advertising spend is on display, 56% on paid-for search.

— Google generated 75% of all paid-for search advertising in the UK in 2006.

— Display advertising can be sold directly by a media owner’s sales force, or it may be brokered by
an advertising network.

— An advertising network may be “blind” or it may oVer the advertiser the opportunity to restrict
the types of websites on which its adverts are placed, or it may oVer a list of premium websites.

— The more specific the advertiser is in restricting where its adverts can be placed, the more expensive
is the banner space it buys.

(1) IASH was set up in order to enable advertising networks and advertisers to standardise and agree
the types of website which could and could not take adverts.

(2) There is evidence that websites are seeking to improve the quality of their content by sharing
revenue with content creators.

— The importance of online advertising has been indicated by the partnerships, mergers and
acquisitions involving major media companies taking place in this area. The activity suggests that
consolidation will take place within the online advertising industry.

— Despite not currently attracting large amounts of advertising revenue, a SNS website has been
valued at up to $15 billion.

— The UK is reported to be leading social network membership growth in the EMEA region, with
growth having taken oV in 2007.

130 Forbes, Your Tube, Whose Dime?, 28 April 2006.
131 http://revver.com/about/
132 http://news.bbc.co.uk/1/hi/business/6305957.stm
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6. Key Players

6.1 ISPs

Ofcom research indicates that in Q3 2007 just over 50% of residential Internet connections were provided
by BT or Virgin Media, with the next biggest players being AOL, Tiscali and Sky.

Figure 11

ISP SHARE OF RESIDENTIAL INTERNET CONNECTIONS

Source: Ofcom, Q3 2007

Niche ISPs

It is also worth considering the number of operators active in some of the segments. We have listed the
major ISPs above, and in January 2007 there were also approximately 686 niche ISPs. Of these:

— 390 provide “hosting, connections and other services”;

— 224 provide “hosting and other services”; and

— 72 provide “connections and other services”.

In terms of the total market, niche ISPs, irrespective of the type of services provided, serve approximately
30% of the total enterprises in the UK and 5% of households. Focussing on connections only, of the niche
ISPs surveyed, 16% of all UK businesses and 2% of UK households have an Internet connection service
supplied by a niche ISP.

45% of the niche ISPs surveyed said they were member of an Internet industry body; the most popular
two were Nominet and ISPA UK. Of those that weren’t members, 52% said the reasons for not joining were
because there were no perceived benefits, and it was not worth the cost, as it did not appear relevant to their
activities; 25% said they had not got round to it.

6.2 Profile of UGC, SNS and online games websites

Nielsen Online data show that the most popular websites among the UK population have, by and large,
remained stable over the six months from February to August 2007 (figure 12). The websites featuring in
the top ten, in terms of the highest unique audience,133 included search engines, web portals and shopping
sites. User-generated content site YouTube also appears in the top ten during August 2007. Search features
in three out of the top four websites (Google, MSN/Windows Live and Yahoo!).

Social networking websites Facebook and Bebo appear in the top twenty, having the 15th and 18th
highest number of unique visits during August 2007 respectively. MySpace is also present under the brand
“Fox Interactive Media” (FIM). According to Nielsen Online, MySpace contributed approximately 84%
of the FIM audience in August 2007. Facebook has increased quickly in popularity; it was ranked only 90th
in February 2007 rose to 15th in August 2007, and has since overtaken MySpace as the most popular
SNS website.

133 A unique audience is defined by Nielsen as the total number of unique persons that have visited a website or used an
application at least once in the specified reporting period. Persons visiting the same website or using the same application
more than one time in the reporting period are only counted once.
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Figure 12

THE TOP RANKED WEBSITES BY UNIQUE AUDIENCES

Rank
Brand August 2007 February 2007 Category*

Google 1 1 Search and navigation
MSN/Windows Live 2 2 Web portal
Microsoft 3 3 Software and applications
Yahoo! 4 4 Web portal
BBC 5 5 News and information
eBay 6 6 Shopping
Apple 7 7 Technology and entertainment
Amazon 8 8 Shopping
YouTube 9 13 Video-sharing
Real Network 10 9 Media player
AOL Media Network 11 10 Web portal
Fox Interactive Media 12 12 Member community/entertainment
Ask Search Network 13 14 Search and navigation
Wikipedia 14 11 Information
Facebook 15 90 Member community
Lycos Europe 16 15 Web portal
Virgin Media 17 16 Entertainment and communications
Bebo 18 22 Member community
Tesco 19 19 Shopping
PayPal 20 17 Online trading

Source: Nielsen Online (sites highlighted represent UGC or SNS sites)/*Ofcom categorisation

Further information on the top UGC, SNS, online games and P2P websites is available in Annex 5.

Summary

— BT and Virgin supply half of all residential Internet connections.

— In January 2007 there were over 650 niche ISPs. However, only 2% of household Internet
connections are provided by niche ISPs.

— Search dominates the top websites for all adults and children.

— YouTube, Facebook and Bebo are all in the top 20 UK sites by unique audience. MySpace is also
present under the brand “Fox Interactive Media”.

Witnesses: Mr Ed Richards, Chief Executive and Mr Stewart Purvis, Partner for Content and Standards,
Ofcom, gave evidence.

Chairman: Good morning. Welcome to this further
session of the Committee’s inquiry into the content
on the Internet and in electronic games. This
morning we are focussing on the regulators and I
would like to welcome to the first part Ed Richards,
the Chief Executive of Ofcom and Steward Purvis,
the Partner for Content and Standards. Adrian
Sanders is going to ask the first question.

Q504 Mr Sanders: Evidence of direct harm from
exposure to inappropriate material on the Internet
appears to be limited. What evidence underlies your
approach to regulating access to potentially harmful
or oVensive content in broadcast material or film?
Mr Richards: The reason I think we focus on
broadcasting in the way we do as opposed to the
Internet—which is obviously an approach we are
developing now—is because broadcasting has been
the established mass medium in society for many,
many years now. I think its broader impact on
society has been debated but is widely accepted. In
terms of the research and understanding of harm

and issues of the impact of broadcasting, as with the
Internet that has been hotly debated over many,
many years. There is a very long established body of
research about the role broadcasting plays. There
are still disputes about the impact and the question
of harm, but I think as a result of all those debates
and all that research over many years—many of
which have taken place in here—we have a fairly
settled view on how we want to approach
broadcasting. That is clearly in contrast with the
evolving set of policy or arrangements that we have
for Internet content.
Mr Purvis: Clearly there is an ethical problem in
really detailed research in the sense that we are not
going to ask children to be put through various tests
to see what the impact of various potentially harmful
content on them is and that is inevitably a quite
proper inhibition on research. The consensus seems
to be on the balance of probability that there is a
potential harm to children from exposure to certain
content and very few people have actually
challenged that. One thing I would say about
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broadcasting and online content is that clearly we
are the leading regulators on broadcast content; we
do not regulate online content. We have other
responsibilities in the online world in terms of the
roles of the ISPs and other services, but we do not
regulate the content. You could ask where is that
heading. At the moment broadcasting has come
from a background of being a mass media; the
Internet has come from being a what is sometimes
called narrow-casting. They inevitably are getting
closer together and the European directive, the
AVMS Directive, identifies the use of video online as
an area where there is a cross-over and therefore we
are working with government to understand the
implications of that. The consensus has not yet been
reached nor is there any kind of conventional
wisdom that the overlap between broadcasting and
online is so great now that there has to be one
regulatory regime for content in both. If that
situation did occur—and it may occur—Parliament
will almost have a choice which in a sense
toughening the regulation on the Internet or actually
loosening the regulation on broadcasting. One
should not presume that Parliament would actually
want to do that if that moment ever comes.

Q505 Mr Sanders: Do you treat broadcasting
diVerently from online broadcasting?
Mr Purvis: We treat it in the sense that every day I
see a list of complaints about broadcasting because
that is what we are asked by Parliament to do. I do
not see a list of complaints about content; those
complaints go either to the websites themselves or
the ISPs or, in a more serious area, they would go to
people like CEOP and Internet Watch Foundation.
Our role is really media literacy which is something
Parliament asked us to do which is to try to help the
public understand their choices in these worlds
rather than to specifically regulate the content.
Mr Richards: The answer in one sense is that we
regulate it in a profoundly diVerent way. The
changes over the last five years, including the
discussions around the Byron recommendations and
so on, show the distinction beginning to blur. It
shows the introduction of the idea of self-regulation
for the Internet—which is the first step doing
something around Internet content—and equally a
recognition that there are diVerent tiers of regulation
even within broadcasting. There is much tighter
regulation for the public service broadcasters; you
have multiple tiers of regulation as opposed to the
generality of cable and satellite channels which enjoy
a relatively freer environment. That said, as we sit
here today, there is still a structural diVerence
between the way we regulate licensed broadcasters
and the way we do not regulate providers of content
on the Internet. Of course the overlap which Stewart
has talked about is richer again because all the
broadcasters are now oVering their content online
and that is regulated because it is begun in the
broadcast regime. You have the newspapers oVering
a great deal of content online and that is subject to
the PCC codes. Then you have another array of
content providers who are not regulated in any way.

That I think is the description of the terrain that we
are currently in as far as regulation of media content
is concerned.
Mr Purvis: We should never forget that there are at
least ten pieces of legislation which apply across this
sector so in a sense Parliament has set forth a whole
series of other ways—call it regulation or not—but
it is not as if there is a completely wild west on the
Internet; the Internet content creators are subject to
the law of the land like any other content creators.

Q506 Mr Sanders: There is a concern that the
watershed, for example, which is quite clear on
broadcast television but if you can access
programmes again at any time in a 24 hour period on
the Internet then clearly the watershed is
meaningless if children are able to use BBC iPlayer
or any other play again facility.
Mr Purvis: If you look at the BBC iPlayer it is a very
good example. When you register there it
immediately asks you if you are over 16 and there is
a parental guideline or parental check which can be
put in. The question which arises is: are children as
likely as parents to understand it or more likely to
know how to override it? In a sense, what is new?
Parents always had responsibilities in the old media
world but they were quite simple, physical
responsibilities where you said to children, “Go to
bed, it is past nine o’clock” or where you said, “I’m
not going to take you to that film because it is not the
right certificate”. Technology has now got in the
middle and has arguably disadvantaged parents of
my age group compared to parents who grew up
with the Internet in the sense that all our research—
that is one of our major areas of responsibility
here—shows that crudely parents are half as likely to
understand the Internet as their children. That may
be a generational issue which may change, but that
is the situation at the moment. Broadcasters like the
BBC are aware of that issue but of course there are
sites where you can watch programmes where there
is no parental control.

Q507 Mr Sanders: If you accept that children can
now access material that in the past was easier for
parents to regulate in the sense that they would go to
bed before nine o’clock, does that change the way
that you apply your regulatory function to
broadcast material?
Mr Purvis: It has not so far. People have asked
exactly what you are asking, what is the logical
position, not just to do with the Internet but even to
do with time-shift television and if you use what is
called PVR to record a programme and as a parent
you record a programme after nine o’clock if you do
not put a parental lock on it your children could
come and watch it at six o’clock the next day. That
is another example of where the watershed is
constantly being questioned, but actually it goes
back to my point that at the moment when they fully
converge what would you do? Would you actually
say that there is somehow a nine o’clock watershed
online, which is impractical, or would you have to
review the nine o’clock watershed on television?
That is ultimately a decision for Parliament.
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Mr Richards: As soon as you move to an on-demand
world these notions that we have all grown up with
are very diYcult because the inherent nature of on-
demand is a world in which the idea of a watershed
is absurd, it is impossible. It very quickly brings you
back to the controls around the access to that piece
of software or the controls associated with, for
example, a gaming console. Is it possible for parents
to police the access of their children to certain
content by using that software or that hardware in a
particular way? I think in all honesty that is the
territory we are heading into. It is very diYcult to
imagine us regulating the broadcast stream in a
particular diVerent way unless we were to say that we
are now going to stop certain content even after nine
o’clock, which is almost unimaginable. Otherwise
the content will be there and once it is there and
oVered in an on-demand world you can access it
whenever you want to. Therefore I think we have to
accept that the regulator’s role is slightly diVerent in
that world and the issue or concern of the
importance of parental responsibility and parental
knowledge and awareness of these issues is one of the
important points that our research that Stewart
referred to draws out.

Q508 Helen Southworth: Ofcom has responsibilities
under Section 3 of the Communication Act 2003 to
ensure that radio and television audiences are
protected from harmful and oVensive material. Is
that a key concern for you? Is this something that
you wake up in the morning and you are going out
there and do it? Are you scrupulous about
enforcing that?
Mr Richards: Is that one of the important duties that
we have? Unequivocally. Do I wake up every single
morning worrying about that and that alone? There
are a lot of other things I worry about as well. Is it a
matter of important debate within Ofcom? Yes, it is.
Do we get complaints about those sorts of things?
Yes, we do.
Mr Purvis: Part of my brain does meet your
requirement in the morning and that is because there
are almost every day issues which come out of the
flow of complaints and also what we call targeted
monitoring which, if we think an issue is arising, we
will view the channels. It is worth saying that the part
of Ofcom for which I am responsible oversees 2000
television and radio outlets so it is not practical that
we have a team monitoring those 2000 outlets but we
know enough about the media scene to know where
there might be problems. Frankly you would be
impressed if you were to see a team at work by their
conscientiousness and also their open-mindedness as
to whether a code should be reviewed, has something
happened which means we need a consultation
period? Every time we review a code or think of
changing one we consult widely. It is very important
and it is done professionally.

Q509 Helen Southworth: In your opinion is it really
important to the public?
Mr Purvis: I think it is. To give you a couple of
examples recently, there has been quite a lot of
debate about what is an acceptable level of violence

in Eastenders. We came up with an adjudication
from one of our panels that basically said that a fight
in Eastenders went beyond what should be
appropriate before the watershed. You may have
seen that the BBC itself put out a statement in the
last few days about a sequence on Eastenders where
somebody was buried alive. These are issues which
really connect with viewers.

Q510 Helen Southworth: It is certainly my
understanding from my constituents’ perspective
that that is what they expect, but I was really
confused by some of the answers we were getting
before because I did not get that sense at all about
the Internet. Is this issue more that it is not your
responsibility and it is going to be very diYcult?
Mr Richards: The Internet is not our responsibility.
I think we were trying to draw a distinction in the
earlier questions between what we are responsible
for in broadcasting—which is very clear, and we
undertake it, for example, in the way that Stewart
was describing—and the Internet in which we simply
do not have those responsibilities.

Q511 Helen Southworth: Part of what we need is the
specialist experience of people who are working in
these fields with people with media to know how
these things can be applied to the Internet. If the
sense we get is either that this is too diYcult or this
is not properly the responsibility of anybody other
than the individual then that is perhaps very
diVerent.
Mr Purvis: I can reassure you on that front.
Although it is not part of our direct responsibilities
our route into this is via media literacy, it is about
increasing people’s understanding of their choices as
citizens and consumers to express their concerns.
That is why we submitted a large body of evidence
to the Byron review and Dr Byron incorporated
some of our suggestions in her plan, if you like. The
key to this really is to bring the stakeholders together
in the UK Council as is suggested by Dr Byron.
What is our role in that? Two roles have been
suggested, one is of research because I think we
would claim to have a large body of research on this.
Secondly as an audit function: can we in some way
advise the various stakeholders? There is a third
possible which is: could we help in some
coordination of codes? There is already an informal
coordination of codes between regulators (you will
hear later on from some of them). It is not as if we
are in any sort of territorial battle, we actually get on
rather well, and as a result for instance the
Broadband Stakeholder Group coordinated a series
of discussions about the code and we had an input
into that; our colleagues at the Press Complaints
Commission who have the self-regulatory
responsibility for video on newspapers’ websites, we
talk to them about the judgements that are made.
There is a connection. The question is really what is
going to flow from the UK Council? Are we going to
see the kind of progress that Dr Byron envisages? I
think we would hope so. Or is it just going to become
a talking shop and we may have some small advisory
role? We would welcome that.
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Mr Richards: Do we think this is an issue in terms of
Internet content? Absolutely. Have we made that
clear through our evidence? Yes, I think we have. Do
we think that the right next step is eVective self-
regulation? I think we do on balance; that is the right
way forward. Is it absolutely critical that during the
next 12 months we see real progress and we see
eVective self-regulation emerge? Absolutely.
Otherwise I think there will then be a whole new set
of questions emerge about what is the appropriate
way of doing it. Are we in a position and ready to
help with that self-regulation to make sure it is
eVective through the expertise we have in
broadcasting, through the expertise we have in
understanding harm and oVence, through the
development of the voluntary code and through our
research? Absolutely, and we are ready to do that as
the Council would have us do. We think this is a very
big issue and we have a lot of expertise to help. The
path that has been recommended is a self-regulatory
one. We need to see if that works and we hope that
it does work as a first step.

Q512 Chairman: To a young person accessing video
content either on television or through the net—
probably through YouTube—there is not a great
deal of diVerence; they regard both as pretty much a
normal activity. However, you are describing a
world where the video content which happens to be
broadcast on television is subject to considerable
regulation with you debating whether or not a
violent sequence in Eastenders went too far at 7.30
in the evening, yet on YouTube there is no control
whatsoever. When we talked to Google we
discovered that a scene of a gang rape was allowed
to go through because some people did not think it
was too objectionable. That decision was overruled
eventually when somebody else came to look at it. Is
it not curious that for a young person there is not a
great deal of diVerence in the content and yet one is
subject to great regulation and the other appears not
to be regulated at all?
Mr Richards: I think for a young person it probably
is curious and I think that is why the current set of
arrangements cannot persist. I do not think they can
persist. That is why I made the remarks about the
importance of the self-regulatory proposals over the
next 12 to 24 months. It is very important in our
minds that they are eVective. Take the scene that you
describe, what are the weaknesses we see at the
moment? The weaknesses we see at the moment are
of precisely that form. In issues of that kind or
content of that kind, we are not clear what the take
down procedures are, we are not clear what the
complaints procedures are, they are not transparent
and therefore we do not have anything even
approaching an eVective self-regulatory model for
this. In our view we have to do that quickly over the
next 12 months to ensure that that Internet world
which the child that you are describing occupies
comes closer to the broadcast world which we are
more familiar with where we make judgments about
harm and oVence on a regular consistent basis. I
think it is very, very important that that does take
place. The test for us will be how much progress is

made over the next 12 months? Does industry step
up to the plate or not? Can we examine in 12 or 18
months’ time eVectively whether that has taken
place? In our view if that has not taken place for
precisely the reasons you say then you will have this
huge disjuncture between the two regimes and I
think some very serious questions will have to be
asked.

Q513 Chairman: Would that potentially involve
Parliament and legislation?
Mr Richards: If you take the two extremes of the
broadcast world being regulated in a way which
actually has widespread consensus and support
across our society (people have diVerent views about
diVerent instances but the general approach has
widespread support) to a world where Internet video
is becoming much more mainstream—it is in
bedrooms, it is living rooms, it is videos and not just
text—that onward march continues and if we
imagine that onward march continues but the
regulatory approach or the systems and procedures
around complaints, around take down, around
harm and oVence stay where they are today, then
one might say that is likely to be an untenable
position.
Mr Purvis: A traditional diVerence between
broadcasting and online, if you look at a lot of the
early regulation around broadcasting it was because
it was coming into people’s homes, a mass audience
but into people’s homes. The first generation of
computers was seen almost as oYce equipment and
they have gradually become more and more a
domestic appliance; now there are screens which
combine the broadcast signal and, if you like, an
online signal so they have absolutely come into the
homes. This is another reason why it seems to us that
self-regulation really has to mean self-regulation and
not in a sense an excuse for lack of action.

Q514 Helen Southworth: You are focussing on self-
regulation there but you have also talked in terms of
seeing action within the next 12 months seeing some
significant progress, seeing real change. If you are
going to be able to measure that to see if it is has
actually happened you are going to have to have
some indicators in your own head as to what is
acceptable progress. For example, what would you
expect to see in terms of take down time for a serious
complaint?
Mr Richards: That is something we would want to
discuss with industry. We would want to hear the
views that people on the Council would articulate
about that. I would be nervous about giving you a
specific time but I think the first thing we need to
have without any doubt is transparency about what
the take down procedures are; I do not think we have
that. The second thing we would need to have is a
well-understood code and credible timeframe for
take down, particularly once notification has
happened.
Mr Purvis: I would re-enforce Ed’s nervousness. The
Council has not even started yet. There were a lot of
discussions within the Byron review about how the
Council will be structured—
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Q515 Helen Southworth: Can I just interrupt you
there? Can I just ask for your personal opinions
then? If there was a video of the type the Chairman
was describing there, how fast would you expect that
to be taken down? Would you want to have a
discussion with the Council about it or would you
want it oV?
Mr Richards: I would want it taken down very
promptly and you would expect any responsible
company to take it down very promptly. I think the
concern that a lot of parents have in this area at the
moment is because in the absence of transparency
and in the absence of fact there is a sense that
sometimes material of that kind is not taken down
promptly. A similar concern exists on the copyright
front. This is a serious set of questions but the direct
answer to your question is that you would expect
something like that to be taken down very
promptly indeed.

Q516 Mr Evans: Ed, should you just be standing on
the top of Ofcom headquarters shouting to the
Government, “Give us the powers”?
Mr Richards: No.

Q517 Mr Evans: You want to wait 12 months whilst
more damaging material gets distributed on the
Internet and then you will see how self-regulation
does not work and then eventually you will get the
powers. It is absurd. You have just admitted that the
nine o’clock watershed is dead; you have to have it
on broadcasting but eVectively it is dead. Anybody
who wants to watch anything after nine o’clock at
four o’clock in the afternoon can watch a lot of it
now on their Internet. Then you say that it is a bit
diYcult to do anything with the Internet because it
is a global thing, it is very complicated and you have
no power over that. It sounds as if you are
surrendering.
Mr Richards: Definitely not. We are definitely not
surrendering; it is not a word in my vocabulary. It is
important to remember that the watershed is not
dead. Despite the huge rise in the use of the Internet
people in this country are still watching pretty much
as much television as they have always watched, I
think it is about 24 hours on average a week. People
are using other time to access the Internet.
Television is and remains remarkably resilient as a
medium and still hugely important. The watershed
in television terms is still very important and I think
will remain so for some years. We have a new
challenge though which is the on-demand world and
the online world and we have to meet that challenge.
Are we surrendering? Do we or should we be calling
for extra powers? I do not think that is the right
response yet. It may be in due course; it does not feel
the right response at the moment. The reason for this
is that our instinct has always been and remains to
regulate in the least intrusive, least bureaucratic way
possible. In this instance there is a real opportunity
for self regulation to be eVective so we should not
start by assuming we should put statutory powers in
place, we should not start by giving us a great heavy
set of powers. It may be necessary in due course but
let us see if we can do it in a less intrusive and less

bureaucratic way first. Why might that be possible?
It might be possible because I think the mood on this
issue has changed; I hope it has changed. What do I
mean by that? I mean that I think there is now
widespread public concern; there is concern that this
Committee has expressed; there is concern that Dr
Byron has expressed and many others. What that
means is that significant companies who are
responsible for a very substantial proportion of
where young people are going online will recognise
the responsibility they have and recognise that it is
in their interests to do something eVective in this
area and to work together with the National Council
to ensure that there is eVective self-regulation. I am
optimistic that it can work and that self-regulation is
the first correct step. As ever with these things you
keep an open mind and a watching brief to see
whether that is an accurate forecast or not.

Q518 Mr Evans: Would you be happy with a ten-
year-old watching Shameless?
Mr Richards: Parents have to make their own
judgment on this. Shameless is on after the
watershed; the episodes of Shameless vary. I think
ultimately those decisions are matters for parents, to
be honest. The issue for us is: is Shameless in the
right place in the schedule? If it is after the
watershed, is it reasonable dramatic material? I
think it is; I think it is very, very good. Is it signalled
to parents that they know what to expect after that
time? I think it is, it is well known.

Q519 Mr Evans: You know very well that when
youngsters go into their bedrooms and they have
access to the Internet, they would be able to
download all sorts of material including Channel 4’s
productions, therefore the parents are not shoulder
surfing.
Mr Richards: Shameless takes us right back to the
example of the iPlayer that Stewart used. So long as
a parent has ensured that the age above 16 or not has
been expressed as a preference then Shameless
download should be limited or controlled by that.

Q520 Mr Evans: How many parents do you think
do that?
Mr Purvis: Whose responsibility is that at the end of
the day? We cannot shirk responsibility as parents;
we have not shirked it over sending them to bed at
nine o’clock so why somehow should it be thought
acceptable for parents to shirk the responsibilities in
an online area? Maybe we do not understand it as
well as some of the children, but that is not a good
reason either if you think about it, is it?
Mr Richards: We are not exercising a judgment
about whether any individual ten-year-old is or is
not watching Shameless and we cannot; we have
never been able to and we never will be able to.

Q521 Mr Evans: Part of your responsibility under
the Communications Act 2003 is to make the most
of services on the Internet and to learn how to
manage the risks to which they are exposed when
online. That is for consumers. Tell us then, how
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much money did you spend last year on telling
parents how they were able to control what their kids
could be watching on the Internet?
Mr Richards: This is our media literacy role.

Q522 Mr Evans: You know the kids are more
intelligent about computers than their parents so I
assume you are spending significant sums of money
on educating parents on how they can control the
risks for their youngsters online.
Mr Richards: We have a duty to promote media
literacy along with the BBC, not a duty to deliver it.
We do absolutely everything we can. As a matter of
fact, we are given half a million pounds by the
Department for media literacy. This year we have
doubled that in order to spend more because we
think it is a significant priority; we are spending
more than double what we receive in grant in aid
because the Board recognise this as an important
priority. We have established a number of
partnerships and activities with other organisations.
Mr Purvis: We prompted the idea that there should
be a BSI kite mark for Internet software filtering,
something that had not happened before. Together
in partnership with, for instance, the Home OYce,
we were able to help bring this about. That did not
cost us a lot of money but there was a lot of initiative
and a lot of enterprise behind that and it was
welcomed by the partners. When the launch of that
kite mark happens relatively soon and there are
products that people can buy, that will be good use
of public money to help promote an understanding
by parents of how they can actually install
something that makes a diVerence to their own
children’s consumption of media. We are not funded
by government to run a poster campaign for, if you
like, the kite mark or for the Internet filters, but we
can be an enabler that actually promotes a process
and helps a process go along in which stakeholders
around the Council table, for instance, can actually
take positive steps. Have we spent a lot of money on
doing something to make a practical eVect? No. Will
it have a practical eVect? Yes.
Mr Richards: We are definitely not the right body to
deliver a mass campaign for promoting media
literacy across the UK. That is not what we do. Even
if you gave us the money for it I would say that we
are the wrong organisation to do it. We are not
equipped to do it; we do not have the skills to do it;
we do not have the reach to do it. I think somebody
probably does need to do that but I do not think it
is a regulator like Ofcom. The duty to promote it and
use our position at the apex of the communications
industry is a sensible thing, but delivering that sort of
mass campaign to bring parents’ understanding and
literacy of these issues up such that they can meet
their responsibilities eVectively, that is not an
appropriate role for us.

Q523 Mr Evans: I remember when John and I were
on one of the broadcasting bills and Gwyneth
Dunwoody was the formidable chairman of that. I
mentioned the Internet several times in one of my
speeches and she said, “Sit down. I do not want to
hear the mention of the Internet again; this is about

broadcasting.” You know where I am coming to:
convergence is already there. It is not just YouTube,
there are a number of other sites that are up there
which have near broadcast quality pictures. You
have put yourselves in an impossible and an absurd
position. I do not understand why you are not
allowed to control what is basically broadcasting on
the Internet.
Mr Richards: We have not put ourselves in any
position; Parliament put us in the position we are in.
It was Parliament that debated whether Ofcom
should have a role in the Internet or not and it was
Parliament that decided that we should not. If you
go back to when that legislation was passed the
mood at the time was that the Internet was an
extraordinary new phenomenon with amazing
innovations taking place and the consensus of
opinion was that the last thing that should be done
was that it should be regulated by anybody. “Let a
thousand flowers bloom” was the zeitgeist of the
day. The debate we are having now is because the
world has moved on and rather than being a new
phenomenon that no-one really understood and was
purely about innovation, it is much more
mainstream so it is bringing with it mainstream
concerns. That is why we are having the discussion
we are having. You should be very clear that we did
not put ourselves in any position in relation to this
at all. We are absolutely duty bound to carry out
what we are asked to do by Parliament and we were
not asked to do anything in relation to the Internet
content. We obviously do regulate the networks that
carry the Internet and do so quite extensively.

Q524 Mr Evans: You are just waiting for the tipping
point. Warp speeds are going to be with us very
shortly and increasingly people are going to be
watching their entertainment via a tube.
Mr Purvis: We should again mention this European
directive which comes into eVect at the end of next
year by which what are called TV-like services on the
Internet fall under a broadcasting regime. Even if
Parliament did not ask us in 2003 to look at this, the
European Parliament is aware of this issue and the
situation may change. We are doing the job that we
are asked to do; we are doing it with not a lot of
money and I would say that we are doing it rather
eVectively.

Q525 Mr Hall: What are the implications for you
with the EU directive on Audio Visual Media
Services? Will we end up having three systems or
just one?
Mr Richards: The main implication is that it brings
into the formal regulatory orbit what are described
as TV-like services, in other words content on the
Internet which passes the definition in legislation of
what a TV-like service is. For the first time ever that
will bring those services into a gentle formal
regulatory orbit. The expectation is that that will be
addressed through co-regulation, that is a form of
self-regulation but which is backed with statutory
powers. That is, I think, the single most important
change.
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Mr Purvis: I think that sums it up. Obviously there
are going to be consultations ahead on what exactly
is a TV-like service; let us not hide from that rather
important issue. However, it does signal a change in
the attitude of legislators towards this issue and it
will be very interesting to see how it develops.
Obviously it has wider implications as some of the
case law that comes out of that unveils.

Q526 Mr Hall: Can you explain this concept of co-
regulation which is self-regulation and statutory
regulation at the same time? That sounds like an
oxymoron to me.
Mr Richards: It may well be an oxymoron but the
way I think about it is that there is a continuum
really and there are three big points on that
continuum. There is statutory regulation which is
what we do for broadcast; there is self-regulation at
the other end which is essentially voluntarist so
industry agrees voluntarily to create a regulatory
code; co-regulation is the point in between the two
where there is a statutory basis for the regulation but
the approach taken is one of co-regulation,
regulating with the industry so the bulk of the work,
but the drawing up of the codes possibly with advice
from ourselves will be undertaken by an industry
based body. So it is somewhere between the two.
Mr Purvis: It is worth adding that sometimes the co-
regulatory bodies are actually areas where we, for
instance, had a statutory responsibility and we have
decided that it is best done in a co-regulatory way by
creating some new body. In that sort of situation the
default power falls back to the statutory regulator
but in all these models it seems to me the default
power falls back to Parliament. If Parliament does
not think that any of these regimes are working it
has options.

Q527 Mr Hall: We do have to have some clear
direction. We might have a dual system, we might
have three systems operating. When you have
plurality you have a real problem actually enforcing
whatever it is you want to do.
Mr Purvis: When I took up this job—I have only
been here about five months—I was asked to write
an article and I worked out that there were at least
ten content regulators in the UK and I ended by
saying, “Is that a problem or is it a solution?” The
answer is that you could argue it either way. You
could argue that the devolved responsibility to co-
and self-regulators is part of a wider regulatory
framework which we are in favour of, or you could
argue that there are too many people disagreeing
about things. I think I have reassured you that there
no fundamental disagreements about the codes
between these various bodies. The issue we have at
the back of our minds at all times is public
awareness: do the public actually know where to go
to complain? Do they know about these ten diVerent
organisations, one for mobile, one for video, on-
demand et cetera? That is where media literacy
comes in to play as well. We are not just interested
in the regulatory talk; we are really concerned about
the public’s awareness and of its rights to complain
to the right body.

Q528 Mr Hall: On that particular issue, have you
had any complaints about the Darren Brown Trick
or Treat programme on Channel 4 on Friday night
where there was the potential of a rabbit going to be
electrocuted live on television?
Mr Purvis: I am told that there was a psychologist
or an animal psychologist on standby, but there is an
answer to that point.

Q529 Mr Hall: I have had a number of letters
already about it.
Mr Richards: If you pass them on to us we will treat
them as complaints and take it forward.

Q530 Adam Price: It is not just content that is
potentially harmful but also the advertising or the
marketing material that is bundled in with that
content. Is there any evidence that some of the
advertisers that have been shut out of the broadcast
world have migrated to online platforms in targeting
children? Is that true? Should we be worried about
it? What potentially could be done about it?
Mr Richards: The kind of advertisers who might
have targeted children in the past on broadcasting
sites have been shut out of that for a long time so it
would probably be diYcult to identify whether they
moved, but that does not undermine the general
point that you are making which is: is there an issue
that is emerging about appropriate targeting of
advertising? I think the answer to that must be that
there is an issue and there is a concern. It is
absolutely one of those things that in the question
about whether self-regulation is going to be eVective
or not it has to be on the list.
Mr Purvis: I think one of our five “must be reviewed
by the Council” suggestions to the Council was what
we call a code of practice for online advertising. That
is the prominence we give it. As I understand it retail
websites fall outside the definition of advertising in
the sense that in-store displays are not actually
counted as advertising, so there are issues around
that as well. As far as I am aware there is no
suggestion that that has been abused by retailers, but
it is certainly a window via which some retailers
could produce harmful content, somehow bypassing
these codes of practice. It is an area which needs
consideration.
Mr Richards: I think it is a very serious issue and it
takes us right back to the big question of how will the
companies involve respond to this. It is clearly
something that society would rightly be concerned
about but it also seems to me something that could
lend itself to eVective self-regulation. Will it be? We
will have to wait and see.

Q531 Adam Price: In our next session we are going
to concentrate on video games. Which of the
spectrum of diVerent models of regulation that you
outlined in an earlier response do you think should
be applied to the video games sector?
Mr Richards: We have not studied the video games
sector; it is slightly outwith our remit really. I think
our instinct on this would probably be close to the
response Stewart gave a few minutes ago which is
that what matters here is transparency and clarity
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for parents. If the issue here is concern about some
very violent games or unsuitable games being
available and accessed in an unsupervised or unclear
way by young children, the test is: do people know
what the ratings are? Do they trust those ratings? Do
they understand where they can identify them and
see them? That, for example, is where we are with the
watershed; it is well-known and well-understood,
everybody is clear and that in a sense is the test of
this issue.

Q532 Adam Price: Your instinct would be that
eVective self-regulation—which is the phrase that
you use—should be able to produce that kind of
transparency.
Mr Richards: We honestly have not looked at it, but
you would start there and if you have good reasons
not to believe that then you would move a step up.
Mr Purvis: I think basically you should never
underestimate the power of transparency. It is a
phrase that is used a lot but people have to answer
direct questions about their systems and their
methods and about such things as how long does it
take to take things down. Before I took up this job I
was at a conference where I asked a social network
site how many content monitors they had per million
users and frankly the number was not very high.
Transparency on resource issues like that I think
would really open up some important issues which
the Council could then follow through on.

Q533 Alan Keen: I have not heard about the rabbit
being electrocuted but some people might be
oVended by rabbits being eaten on television, not
alive of course. What it does to show is that, as you
have said already, it is up to parents to make the
decisions. You have already said that it should not
be your responsibility. It is an enormous role to
have, but how should it be done? It is pretty obvious
from some of the facts we have been given that the
majority of parents do not understand the Internet,
full stop. I agree with you, whose role should it be
and what are you doing to pass it on to someone
else?
Mr Richards: What we have done is work very
extensively, provided a lot of research and evidence
to the Byron review. We saw that as an opportunity
to express our concerns in this area. We did that. I
think the answer to your question is that the Byron
review is in the right territory, it is a big self-
regulation opportunity and challenge and the
National Council needs to meet that. There is a big
educational question and DCSF and the
Government need to meet that opportunity. There is
a big outstanding challenge for framing an overall
media literacy strategy which is more focussed upon
adults, so not schools but more focussed on parents
and parental knowledge and, as we said earlier, we
do the best job we can of our duty to promote and
put extra resources into it, but delivering something
like that is an outstanding question. Who is going to
deliver that? How can it be eVective? It is a very
major challenge because you are grappling with
what is a profound generational diVerence in an
instinctive understanding of this new technology.

Q534 Alan Keen: What would you like us to say in
our report?
Mr Richards: If I were writing your report I would
put in place tough tests on the National Council and
on industry to demonstrate early eVectiveness of
self-regulation. I would invite us to assess the
eVectiveness because I think we are well placed to do
that in 12 to 18 months’ time. Has it made a
diVerence? Do they meet basic standards? I would
place a real challenge to government in relation to
the educational and younger people’s side of things.
I would place a challenge to government in relation
to the framing and delivery of a comprehensive
media literacy strategy.

Q535 Alan Keen: It is clear from the inquiry so far
that this is the greatest gap. Your answer earlier was
that you could not give the answer yourself—and
rightly so—about a decision. The vast majority of
parents just do not know how to do it; the kids are
miles ahead of them and will stay there.
Mr Purvis: We do not know the exact knowledge of
parents in general but what we believe is that part of
the media literacy strategy is not just helping people
understand but help them find out where they can
get help. That is one of Dr Byron’s
recommendations about a one-stop shop. As
somebody who, last week, was trying to install
Internet filtering software, it was not actually very
simple to find out where exactly I could get some
help on that issue. I think that is a major outcome
that the UK Council could clarify but it has to be
part of a wider strategy. There are specific things that
could be done to help parents and support parents
rather than just chastise parents which arguably I
did earlier. In the case of iPlayer which is now part of
the mainstream consumption of media in just a few
weeks, it is not that complicated to do it. It actually
asks you a question. The question behind that is are
children more likely than parents to know how to
bypass it? For every simple solution there is going to
be a complication factor and we just need to
understand that, but that is not a reason why we
should not do the simple things.
Mr Richards: I am glad Stewart added the point
about the single point of contact and information. I
would underline that. The self-regulation strategy,
school strategy, media literacy, these are all
important but it will be crucial that the typical
parent knows and there is a widespread
understanding of where they can go quickly and
easily to get simple, straightforward advice on how
to do some of these things. Some of it is relatively
simple as soon as you know how to do it. It is like
basic bits of DIY, it seems horrendous at the time
but actually if you just follow the instructions you
can do it. That will be a crucial outcome over the
coming months and years.
Alan Keen: I think it actually needs one person or a
team of people to make the recommendations and to
start to educate parents.

Q536 Chairman: Before you go, can I just raise one
other matter with you? Since you came to talk to us
at the session we had on your Annual Report you
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have announced a fine on ITV for abuses of PRS. Do
you see that as the end of the matter or do you think,
particularly given that nobody appears to have lost
their job let alone be required to face a consequence,
there may be a further role for investigation by the
police?
Mr Richards: It certainly is not the end of the matter
in the sense that we have further outstanding cases.
I think ITV themselves took the decision to put into
the public domain one particular case which was the
British Comedy Awards; that is in our process at the
moment and will be out in the coming weeks. I think
there is without doubt a general question about that
period which relates to the issue of corporate
compliance. It is easy, I think, to identify or think
about this programme by programme and that is in
a sense what has happened, but my own view is that
there is a broader question about the standards of
overall corporate compliance in what was clearly a
systemic and widespread problem. Whether that
should involve the police or not is a matter for the
police. In a previous case the Serious Fraud OYce
did contact us, did ask us for the files and
information which we immediately gave them (this
was the GMTV case) and to our knowledge they
have not taken that particular case further. The
question of whether it is a matter for the police is
really a matter for them. They know what we have
done; they know the issues; it is fully in the public
domain. No-one could possibly have missed it so I
think that is a question properly addressed to them.
My own view is that there is an important
outstanding question about the overall level of
corporate compliance because it clearly was and I
think has been recognised as a widespread systemic
problem, not a single issue.

Q537 Chairman: Have you transferred the files
relating to your investigation of ITV to the Serious
Fraud OYce?
Mr Purvis: They have not asked for them but all the
adjudications are already in the public domain on
our website. We are aware that they are aware of
them and should they wish to ask for more details we
are only too happy to provide them.

Q538 Chairman: You do not feel you should draw
their attention to some of your findings?
Mr Richards: I think they are well aware of what has
happened. They were in contact with us during the
previous case and they are very well aware of the
situation.

Q539 Mr Evans: How do you know they are aware?
Have they spoken to you about it?
Mr Richards: They have not spoken to us about this
particular case; they have spoken to us about
previous cases.

Q540 Mr Evans: How do you know they are aware
of this case?

Mr Richards: It is diYcult to see how anyone could
not be aware of these cases. They have an established
interest in the topic because they came to us. They
cannot be unaware of the situation; it is plastered
over every front page.

Q541 Mr Evans: Are you surprised they have not got
in contact with you?
Mr Richards: Last time they did not get in contact
with us over night, it took a little while.
Mr Purvis: Sometimes we do get an individual phone
call from an individual police station as well because
they have read something and they want to follow it
up. If we were hiding away our findings I think you
might ask why we have not handed them over, but
we have not exactly hidden our findings. If I could
just pick up on the other point in a non-police sense
which is: does the regulatory system work? I think
this issue of a system based on individual licences for
channels which is where we are, life has moved on
now and these channels are sometimes consolidated,
there are media organisations which have a number
of channels and the sanction system is based per
channel but, as Ed said, actually sometimes
responsibility lies at the corporate centre. We have
other cases in which this is an issue. I suspect one of
the lessons learned will be crudely: where does the
buck stop? Should it be down to the managing
director of an individual licence holder or does it lie
at a corporate centre?
Mr Richards: I think this is a very important issue.
If Parliament were considering new legislation in this
area now one of the things we would, without doubt,
say to you is that the sanction system should be
linked to where the real responsibility lies rather
than attached to single individual licences which has
been an anomaly and a constraint in relation to our
meeting the seriousness of the concern in this area.
No-one spotted it; it is a product of the history of
ITV being a regional system. In reality these are
network programmes that are running across the
whole of ITV, but actually the sanction only relates
to an individual licence.
Mr Purvis: The issue applies not just to ITV but to
other major media organisations.

Q542 Adam Price: When this first came to the public
domain I wrote to the Metropolitan Police asking
them to investigate. They wrote back to me and said
in terms that it was a matter for you, as a regulator,
to refer the matter to the police. You are saying it is
a matter for them. Both cannot be correct.
Mr Richards: What we are not expert in is deciding
whether something is a criminal oVence or not. That
is not what we are expert in. We are expert in
deciding whether this was a breach of the
broadcasting code and, if it was, setting a sanction.
What the police are expert in is deciding whether
something may or may not be a criminal oVence. We
do not want to get ourselves in the position of
recommending or suggesting that something is or is
not a criminal oVence; it is dangerous territory for a
regulator to get into. In the case of the SFO what we
found in the previous case was that “who is going to
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tell who” as it were resolved itself perfectly happily
with them making a single call to us, we gave them
the files and they investigated it. That may well be
what happens again on this occasion. It has found a
way of resolving itself.

Memorandum from the British Board of Film Classification

Executive Summary

— The BBFC is a highly experienced, independent regulator of film, video/DVD, and video games.
Its determinations have legal force and are based on published guidelines developed through
extensive public consultation.

— The BBFC pioneered the comprehensive provision of individually tailored content advice, and has
developed a role as a major player in the promotion of media literacy.

— The nature and range of the media it regulates, and the fact that its regulation involves thorough
pre-publication scrutiny of the material, sets it apart from Ofcom and from PEGI.

— A diversity of regulation is an important guard against concerns relating to civil liberties (especially
freedom of expression) but when diversity of regulation exists within a particular, well defined
medium, as it does for video games, there are significant disbenefits.

— The BBFC has accumulated unrivalled experience and expertise in the regulation of extreme video
material, including “hardcore” pornography and violent or indecent material which poses a risk
to the well being of children, vulnerable adults or society.

— The BBFC has accumulated unrivalled experience and expertise in the regulation of video games,
including (but not limited to) those which pose a risk to the well being of children by virtue of
content featuring strong violence, criminal behaviour, or sexual activity.

— The realism of video games has increased dramatically in recent years and the most violent games
feature realistically gruesome killing, torturing and dismembering. They are converging with film
rather than the reverse.

— Because most are not “gamers”, many parents still regard video games as “toys” and do not feel
anywhere near as confident about controlling their children’s access to violent video games as they
do about controlling access to violent films and DVDs.

— The presence of two diVerent sets of classification symbols on video games does not help, although
bit reflects the current legislation.

— BBFC symbols reflect game playing context; have statutory force; enjoy very high levels of public
recognition, respect and understanding; and are supported by clear content advice (rather than
confusing and unhelpful “pictograms”); heavily used websites for children, students and parents;
and the expertise of the BBFC’s Advisory Panel for Children’s Viewing.

— Individual PEGI classification decisions are less reliable than BBFC ones because they derive from
inferior methodology based on a self-assessment questionnaire. By contrast, every BBFC decision
is based on extensive gameplay by independent BBFC examiners.

— Unlike PEGI, the BBFC can reject a game (and therefore prevent its supply in the UK) if the risk
of harm is unacceptable. This power gives the BBFC greater leverage to require changes in
other games.

— Unlike PEGI, the BBFC has wide public recognition as a credible and independent media content
regulator. Very recent qualitative research has strongly re-inforced this finding.

— It would not be in the best interests of children and parents for the UK to opt for PEGI as the
single set of games symbols. Such a choice would be highly politically contentious. And would not
enjoy public support.

— If the BBFC symbols were adopted, the UK games industry would suVer no detriment in decision
times, and would gain substantial benefits from increased public trust and confidence, and from
the BBFC’s strong websites and other media literacy activities.

— Online video games raise new risks, such as quasi-addictive playing patterns and bullying by fellow
players (especially online), for which industry-related self-regulation (as in the PEGI system) may
not command suYcient public confidence.

— The Internet is presenting various and serious challenges to the established regulation of film,
video/DVD and video games, with potentially significant consequences for the welfare of children.

Adam Price: Certainly there seems to be some degree
of confusion on the part of some police oYcers and
police stations.
Chairman: Thank you; we need to move onto our
next session.
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— The Internet has created platforms for delivery of audio-visual content and video games which are
not subject to any independent or statutory based regulation.

— Media literacy has an important role to play in minimising risks to children.

— EVective labelling and trusted content advice, such as that provided by the BBFC category
symbols, Consumer Advice and Extended Classification Information, is vital in enabling parents
and others to make informed choices with regard to children’s access to video games and video
material on the Internet.

— The BBFC, in partnership with major content providers (including Disney, 20th Century Fox,
Warner Bros and Sony) and online distribution channels (including Tesco, BT Vision and
Entertainment UK) has developed a voluntary, opt-in system for the classification and regulation
of material oVered via download, streaming or set top box over the Internet.

— Given clear public demand, mainstream UK providers of mainstream material on the Internet are
likely to participate in eVective co-regulation schemes such as BBFC.online.

— Outside the mainstream, providers of some kinds of harmful material will not voluntarily submit
to any form of regulation and, in such a situation, parents will struggle to exercise eVective control
over the material to which their children are exposed.

— Adults seeking harmful material will not be prevented from accessing it by such voluntary schemes
or by labelling requirements.

— It is possible to define a set of material which is likely to cause significant harm to children,
vulnerable adults or society. This would be highly focussed, and not a generic attempt to regulate
the Internet.

— Any attempt to regulate such material on the Internet would need to address jurisdictional issues,
and would be likely to involve placing obligations on the Internet Service Providers and/or the
financial services sector.

— The experience of the BBFC in regulating a vast range of moving image content in a non-linear
environment, and in developing the BBFC.online scheme, would be an asset to any such initiative,
and the BBFC would very much like to be involved in any future developments.

Introduction

1. The British Board of Film Classification (BBFC) is a highly experienced regulator of the moving image
(especially film, video/DVD and video games), and is trialling a voluntary co-regulation scheme
(BBFC.online) for video material supplied over the Internet by means of download or streaming, and for
online games. The BBFC regulates not just as a statutory designated authority but also because we believe
we serve a socially useful function. Through the eYcient classification of the moving image into advisory
and age-related categories, the provision of content advice and the maintenance of our archive, we: give the
public information that empowers them to make appropriate viewing decisions for themselves and those in
their care; help to protect vulnerable viewers and society from the eVects of viewing potentially harmful or
unsuitable content (while respecting adult freedom of choice); provide media industries with the security and
confidence of cost-eVective, publicly trusted regulation; help to protect providers of moving image content
from inadvertent breaches of UK law; and assist Trading Standards oYcers in their enforcement role.

2. The BBFC’s independence is protected by its status as a not-for-profit private company funded by the
fees it charges for making its determinations. The fee tariV is based on the cost of considering the submitted
material and is agreed by the Secretary of State for Culture, Media and Sport. The BBFC’s structure reflects
the importance of keeping decisions relating to finance separate from those relating to classification
determinations. Responsibility for classification decisions and policy ultimately rests with the President and
two Vice-Presidents, while the BBFC’s business aVairs are controlled by a separate Council of Management
which has no involvement in policy work or classification. This submission is being made on behalf of the
BBFC by the Director, who is delegated to make executive decisions, and to formulate and ensure the
execution of policy.

3. This submission was prepared specially for the committee but draws heavily on the BBFC’s submission
to the Byron Review (which, in turn, developed issues raised in the BBFC’s memorandum to the committee’s
enquiry on new media). The BBFC acknowledges and applauds the many benefits that flow from both the
Internet and from a vibrant video game industry but leaves it to others to list and quantify them. The
purpose of this submission is to oVer the Committee the perspective, knowledge and expertise of a media
regulator specialising in the moving image for whom issues of harm to children, vulnerable adults or society
are of the utmost importance. Paragraphs 6 to 14 deal with the background issues relating to the current
statutory regulation of media content; paragraphs 15 to 27 set out the current position of the BBFC;
paragraphs 28 to 43 identify the particular areas of BBFC expertise; paragraphs 44 to 90 deal with the harms
that may be caused to children, vulnerable adults or society through access to inappropriate video games;
paragraphs 91 to 112 look at opportunities for preventing or minimising the risks of harm that may be
caused to children, vulnerable adults or society through access to inappropriate video games; paragraphs
113 to 139 deal with the harms that may be caused to children vulnerable adults or society through access
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to inappropriate material on the Internet; and paragraphs 140 to 177 deal with opportunities for preventing
or minimising the harms that may be caused to children, vulnerable adults or society through access to
inappropriate material on the Internet.

4. It is important to note from the outset that, despite the overlap evident in the expanding field of “online
gaming”, the issues relating to regulation of “the Internet” and “video games start from rather diVerent
positions. Video games which are supplied by means of physical media (typically by means of a disc that is
inserted into a games console) and which contain certain elements relating to sex, nudity, bodily functions,
gross violence or crime are required by law to have a classification certificate from the BBFC. By contrast,
most legal opinion suggests that supply of moving image material over the Internet is currently not covered
by the various statutes governing the regulation of similar material in the mediums of film, DVD and
television, however strong or unpalatable the content may be.

5. Any account of the ways in which the Internet allows access to media content, runs the risk of creating
a sense that ground has already been lost and that the very possibility of regulation is rapidly slipping away.
It is easy to understand why this impression is widespread but, in the view of the BBFC, it is not appropriate,
especially in light of the continuing need to protect children, vulnerable adults or society from the eVects of
exposure to certain kinds of media content. Regulatory regimes are rarely free of gaps and anomalies, and
the absence of a single, perfect solution to the problems thrown up by the Internet in particular should not
be accepted as an excuse for inaction. What is required is a coordinated and systematic approach in which
the major new media industry players and the regulators come together to devise a coherent set of solutions.
Such an approach is unlikely to develop unless it is driven by Government, the only authority that has an
overview across all aspects of new media, technology and the public policy concerns that underlie all types
of media regulation.

Background

6. Founded in 1912, the BBFC’s role in the regulation of cinema films has evolved over many years, both
through legislation relating to the licensing of cinemas and through changes in the nature of the material
and in public attitudes towards it. Although licensing concerns were originally focussed on issues such as
fire safety they quickly expanded to cover the potential eVects of the films themselves on audiences, including
child audiences. The current statutory basis for the regulation of cinema films is found in the Licensing Act
2003 which requires that the admission of under 18s must be restricted in accordance with any
recommendation made by the licensing authority or by the film classification body designated under section
4 of the Video Recordings Act 1984 (namely the President and Vice-Presidents of the BBFC). In practice,
almost all cinema films released in the UK are classified by the BBFC according to its own thoroughly
researched guidelines in order to satisfy the licensing objectives set out in the legislation: the prevention of
crime and disorder; public safety; the prevention of public nuisance; and the protection of children from
harm. The current classification categories for cinema films are “U”, “PG”, “12A”, “15”, “18” and “R18”,
though the latter category is very rarely used in practice. (“R18” is, however, an important and well-used
category for video/DVD.)

7. The advent of domestic video recorders in the early 1980s led to widespread concern about the way
in which the new technology enabled children, especially, to gain access to unregulated and inappropriate
material, including pornography and extreme horror films. Parliament responded by introducing statutory
regulation of video works by means of the Video Recordings Act 1984 (the VRA), and the President and
Vice-Presidents of the BBFC were designated as the authorities responsible for making arrangements for
determining whether video works are suitable to be classified (having special regard to the likelihood of
videos being viewed in the home), and the classification to be awarded to a suitable video. Since the
amendment made by the Criminal Justice and Public Order Act 1994, the BBFC has also been obliged to
have special regard to any harm that may be caused to potential viewers (including underage viewers) or,
through their behaviour, to society by the manner in which a video work deals with criminal behaviour,
illegal drugs, violent behaviour or incidents, horrific behaviour or incidents, or human sexual activity. The
current classification categories for video works are: “Uc”, “U”, “PG”, “12”, “15”, “18” and “R18”.

8. The definition of a video work under the VRA is any series of visual images (with or without sound)
produced electronically by the use of information contained on any disc, magnetic tape or any other device
capable of storing data electronically and shown as a moving picture. It therefore encompasses moving
image material supplied on VHS tape, DVD, UMD (a disc for playing films on the handheld Sony PSP
games console), games console cartridges, memory sticks or similar, but not moving images which are
transmitted to the user via, for example, the Internet or mobile phone networks. A video work is also exempt
from classification if, taken as a whole, it is designed to inform, educate or instruct, or if it is concerned with
sport, religion or music. Drafted at a time when video games had not advanced far beyond “Pong”,
“Pacman”, and “Space Invaders”, the VRA also oVers exemption to video games. Exemption is lost if to
any significant extent, the work depicts: human sexual activity or acts of force or restraint associated with
such activity; mutilation or torture of, or other acts of gross violence towards, humans or animals; human
genital organs or human urinary or excretory functions; or techniques likely to be useful in the commission
of oVences. Exemption is also lost if the work is likely to stimulate or encourage human sexual activity (to
a significant extent); or mutilation or torture of, or other acts of gross violence towards, humans or animals
(to any extent). The presence of linear (ie non-interactive) material may also cause a game to lose exemption.
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In addition to video games which lose exemption, the BBFC also classifies a large number of exempt games
which are submitted to the BBFC by the publisher by choice. (Once classified the statutory restrictions on
sales of age restricted games apply with full force).

9. In performing its classification function under the VRA and in relation to the Licensing Act, the BBFC
recognises its status as a public authority under the Human Rights Act 1998 and also acts eVectively to
ensure that regulated works do not transgress against other pieces of legislation. These include the
Cinematograph Films (Animals) Act 1937 (CFA), which makes it an oVence to exhibit a work containing
real animal cruelty orchestrated by the film maker; the Protection of Children Act 1978 (POCA), which
outlaws the taking, possession, showing or distribution of indecent photographs or pseudo-photographs of
children; and the Obscene Publications Acts 1959 and 1964 (OPA). In carrying out its responsibilities, the
BBFC also has regard to whether the material has arisen from the commission of an unlawful act. The BBFC
provides a convenient and streamlined single source of authority in considering whether such statutes may
have been breached. In doing so, it assists not just the public but also the industry in making available its
experience and expertise on possible inadvertent breaches of the law. It is likely that such UK legal issues
will in future arise in relation to video games.

10. In recent years, particularly with the establishment of Ofcom (the regulator and competition
authority for television, radio, telecommunications and wireless communications services), content
regulation has been concentrated in fewer hands. The BBFC believes that there is a self-evident benefit in
having a diversity of regulation to guard against concerns relating to freedom of expression and other civil
liberties: the main forms of regulated, popular, cultural content should not all be overseen by a single,
statutory body. However it does not follow that a single form of content, such as video games, should be
regulated by more than one regulator.

11. There is also a powerful case for applying a single regulatory approach to films, DVDs and games,
given: the presence of linear (ie non-interactive) material in most games; the existence of film and game
versions of many works; the convergence of films and games through increased game photo-realism; the
existence of common classification issues such as violence; and the need to think through where interactivity
does and does not make a diVerence.

12. The form of regulation practised by the BBFC also remains quite distinct from that practised by
Ofcom, for reasons which, historically, have derived from the nature of film and video content and the
diVerent nature of the media concerned. Up until recently, technological factors (eg the spectrum of
broadcast frequencies) have placed a limit on the number of TV or radio services that can operate at any
one time, encouraging a requirement that providers must be licensed. Ofcom regulates TV broadcasts, radio
broadcasts and radiocommunications by means of making adherence to its codes a condition of the licence.
Failure to adhere to these codes may lead to sanctions, or ultimately to the licence being revoked, but there
is normally no assessment of the content by the regulator prior to its dissemination. An apparent failure to
adhere to the relevant code may be brought to the attention of the regulator through complaints and, in such
circumstances, Ofcom will rule as to whether the code has, indeed, been breached.

13. There is no technical limit to the number of video/DVD distributors. Perhaps more significantly, film
and video/DVD have always attracted a significant amount of content which challenges the limits set by the
law and which raises issues relating to harm. In light of the experience of the pre-VRA era, which saw large
quantities of obscene material widely distributed, a “light-touch” approach based on post-publication
oversight has not been considered appropriate for the UK regulation of video/DVD material. Consequently,
the BBFC operates a unique system based on the independent and thorough assessment of content prior to
its public release. This is carried out swiftly and eYciently, but nevertheless makes possible a thoroughness
of scrutiny, an accumulation of expertise and an authority in advice provision which are not available under
purely post hoc regulatory systems.

14. Although many exempt video games are voluntarily submitted to the BBFC for classification, the
majority of exempt games are currently awarded non-statutory age ratings under the PEGI system.
Although this is a pre-publication system, it operates in way which is quite diVerent from the approach of
the BBFC. While the BBFC makes a determination by means of extensive gameplay by independent BBFC
examiners, supplemented by viewing of “cutscenes” and other materials, a PEGI rating is generated
primarily by means of an online questionnaire filled in by the developer or publisher of the game. Context
is crucial to BBFC decisions, but is generally not taken into account under PEGI.

The Current Position

15. The BBFC is currently experiencing historically high numbers of submissions, mainly as a result of
the industry move from VHS video tape to DVD and the resulting submission of back catalogue titles and
“added value” material. The past three years have also seen a dramatic rise in the number of submissions
of video games, as games publishers responded to the widespread public concerns raised when the mother
of 14-year-old murder victim Stefan Pakeerah linked the video game Manhunt to the brutal killing of her
son (a link that is far from proven, and which was not accepted by the police). Overall, in 2007 the BBFC
dealt with 15,276 individual submissions, compared with 5,266 submissions in 1997.
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16. Despite the rapidly increasing workload, the BBFC has dramatically improved its levels of
productivity and eYciency over the same time period. Average turnaround times for decisions have fallen
to a quarter of their previous level. It currently takes an average of under 11 working days to classify a video
work or video game once payment has been made. Fee reductions in 2002, 2003 and 2004 reduced the cost
of classification by 30%. This reduction has only been marginally oVset by a modest rise in fees at the start
of 2007, necessary to fund the digitisation process that will secure the future of the archive of classified works
we are obliged to maintain under the VRA.

17. The industry has the facility to challenge BBFC decisions by reference to the local authorities (for
film) or through the independent Video Appeals Committee (for video works). However, appeals of that
sort are exceptionally rare, with just three appeals with regard to video works since 2000. This low rate of
appeal is despite the fact that, in 2007, over 8% of new films were given a higher category than that sought
by the distributor, and over 27% of pornographic “R18” video works were subject to compulsory cuts
(usually to material which is obscene, violent, abusive or non-consensual).

18. Productivity gains have not been at the expense of the quality of decision making, which continues
to be exercised in accordance with the criteria set out in our published guidelines. These guidelines,
introduced in 2000 and revised and updated in 2005, are based on over 90 years of experience and expertise
in the regulation of the moving image, and are informed by very substantial research exercises designed to
ensure that our policies are broadly in line with public opinion. The latest published guidelines were
produced after consulting over 11,000 people across the UK covering all ages and demographic groups. The
main outcomes of the research were that overall support for the guidelines had gone up from 59% in 2000
to 63% in 2004. Support for the guideline criteria had also increased on each of the issues of main concern
to the public—sex, drugs, violence and bad language.

19. More recently, BBFC research during 2007 has suggested that 89% of adults understand BBFC
symbols (see para 29). High levels of public recognition and understanding of BBFC film and video/DVD
regulation are also recorded by recent Ofcom research134 which revealed that viewers diVerentiated between
dedicated TV content and films broadcast on television on the grounds that the films had already been
classified by the BBFC and the classification was known. A comprehensive and very recent review of media
eVects research135 also concluded that “Public attitudes to film content are, generally, more tolerant than for
television. This is partly because the public is also aware of and supportive of, current levels of regulation in film,
and partly because people understand the decision process behind choosing to watch violent or sexual content”.
Viewers clearly regard a properly regulated environment to be a safe environment and appear to have
confidence in the regulation provided by the BBFC. Many mainstream distributors of download material
already see BBFC classification and Consumer Advice as an important protection which also adds value.

20. In recent years the BBFC has also sought to enhance its reputation as centre of excellence in media
regulation and related functions, both nationally and internationally. This is particularly evident in the field
of media education. For the BBFC, enabling members of the public to make informed choices about what
to view, and what to allow those in their care to view, is a fundamental aim. The provision of a clear
classification and of some specific content advice for each individual work is a significant contribution but
the usefulness of such information is greatly enhanced if the public itself is aware of the nature, purpose
and extent of regulation and possesses the critical media literacy tools that allow the information to be used
eVectively.

21. To that end, the BBFC has developed two dedicated educational websites (plus a website for
parents—see paragraph 32). The first, CBBFC (www.cbbfc.co.uk), launched in 2003, is aimed at primary
school children and their carers and teachers and seeks to heighten awareness and understanding of the
regulation of the moving image through interactive activities in an appealing and fun environment. The site
receives up to 160,000 hits and 3,000 unique visitors each month. The second website, SBBFC
(www.sbbfc.co.uk), is aimed at media studies students and teachers and features a range of resources,
including case studies of key decisions. It was launched in June 2005 and by November was receiving over
108,000 hits per month resulting in over 6,000 significant sessions per month. During 2007, the popularity
of the site continued to grow and it now receives up to 274,000 hits and 12,000 unique visitors per month.
Both websites are constantly updated and improved. They also complement the longstanding commitment
to make presentations to education establishments on the work of the BBFC. During 2007, this programme
resulted in over 100 visits across the UK speaking to over 10,000 children, students, teachers and family
groups from primary through to post-graduate and adult education level. We also hosted 12 in house
seminars for over 250 students and teachers. The BBFC is thus a major player in the promotion of media
literacy in the UK, and no media literacy strategy would be complete without adequate treatment of the
films, videos, DVDs and video games which the BBFC regulates.

22. As required by the VRA, the BBFC keeps an archive of classified works and uses this resource to assist
Trading Standards OYcers (TSO) in their enforcement role in relation to alleged breaches of the legislation.
In many cases, before a prosecution can take place, the TSO must first establish the true classification of the
video work, or that the work is not classified, or that the work diVers from the version classified. The BBFC
provides this information in the form of a Certificate of Evidence, after checking the title on screen against

134 Language and Sexual Imagery in Broadcasting: A Contextual Investigation by the Fuse Group, September 2005.
135 Harm and OVence in Media Content: A review of the evidence by Andrea Millwood Hargrave and Sonia Livingstone,

January 2006.
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our database of classified titles or, where necessary, by conducting a detailed comparison between the seized
copy and the archive copy. In 2007 the BBFC provided Certificates of Evidence for use in court proceedings
involving over 8,700 video works.

23. During 2005, one of the clear intentions of Parliament in passing the VRA was challenged by a
number of distributors using the mechanism of the independent Video Appeals Committee (VAC). Eight
distributors appealed, claiming that nine explicit “hardcore” sex videos works should be classified “18” and
allowed on general sale rather than “R18” with sale restricted to licensed sex shops. The videos were fairly
typical “hardcore” fare, featuring close up images of genitals engaged in various consensual and legal sexual
acts, and designed primarily for the purpose of sexual arousal. The BBFC vigorously defended the decision
to classify the works “R18”, engaging leading counsel and arguing that such a classification was appropriate
given Parliament’s clear intention, the public policy objectives underlying it, and the evidence of public
opinion on the issue. The appeal was unanimously dismissed.

24. More recently, the BBFC’s decision to reject the video game Manhunt 2 was appealed to the VAC.
The game has an unremitting bleakness and callousness of tone in an overall game context which constantly
encourages visceral killing with exceptionally little alleviation or distancing. It is a game wholly devoted to
stalking and killing human characters in a modern urban environment. In order to progress, the game player
must kill almost every character encountered. Many of these killings are “sneak attacks” in which the
character controlled by the game player hides in shadows until his victim’s back is turned, then creeps up
behind him and attacks with one of a large variety of weapons available to him. Killing in such a fashion
maintains the character’s health, whereas fighting face to face depletes the character’s health and risks failure
to complete the level. There is sustained and cumulative casual sadism in the way in which these killings are
committed, and encouraged, in the game.

25. Of particular concern to the Board is the game’s unrelenting focus on stalking and brutal slaying and
the sheer lack of alternative pleasures on oVer to the gamer. There is no significant objective other than
killing and the only significant variety in the game play involves making use of the full range of weaponry,
including: syringes, pens, shards of glass, knives, axes, saws, a bottle (both unbroken and broken), a mace,
baseball bat with barbed wire, spades, pliers, plastic bags, garden shears, a circular saw, prod, night stick,
hand drill, sickle, flare gun, hand gun, sniper rifle, Uzi machine gun, shotgun, toilet cistern lid, iron maiden,
electric chair, meat hooks and an industrial compactor. Each weapon produces its own unique set of “kill
images”, encouraging players to seek out the most brutal and graphic kill possible.

26. Against this background, the Board’s carefully considered view is that to issue a certificate to
Manhunt 2 would involve a range of unjustifiable harm risks, to both adults and minors, within the terms
of the Video Recordings Act, and accordingly that its availability, even if statutorily confined to adults,
would be unacceptable to the public.

27. The VAC upheld the appeal but its written judgement suggested that its decision may have resulted
from at least one serious misdirection in relation to the legal interpretation of “harm” in the VRA. The
BBFC therefore sought and was granted Judicial Review. At a hearing on 24 January 2008, Mr Justice
Mitting ruled in favour of the BBFC and ordered the VAC to reconsider its decision. The game will remain
unclassified and therefore unavailable in the UK at least until the outcome of that reconsideration is known.

Particular Areas of Expertise

28. There is inevitably some overlap between the work of the media regulators: films classified by the
BBFC for cinema and/or video/DVD release often end up being transmitted on television (and subject to
regulation by Ofcom) while successful television programmes and series will often be submitted to the BBFC
in order to allow their release on video/DVD. Many video games receive both a PEGI rating and a BBFC
rating (the latter taking precedence in the UK given its statutory nature). Although the regulators take
broadly similar approaches to the suitability of certain types of mainstream content for diVerent age groups
(not least because they rely on a common body of research evidence) there are very significant diVerences
in terms of the manner in which the regulation is carried out, and the range of material dealt with on a daily
basis. The BBFC would also stress the value of the existence of a diversity of media regulation, not least in
ensuring freedom of expression.

29. The BBFC believes that much of the trust and respect its regulation commands among the public is
derived from the fact that it examines each and every piece of classified material prior to its release, attaches
a simple and unequivocal rating based on criteria set out in researched and published guidelines, and
provides clear and concise content advice (eg “Contains strong language and bloody violence”). Our
classification symbols are instantly recognised and very widely understood, especially by children and those
with responsibility for children. Early in 2007 the BBFC commissioned quantitative research from leading
market researchers TNS.136 Their poll of over 4,000 adults revealed that 89% understood BBFC ratings
(those that didn’t tended to be aged 55 and over and less likely to have children at home).

136 http://www.bbfc.co.uk/downloads/index.php
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30. Beginning in the mid-1990s, the BBFC pioneered the systematic and comprehensive provision of
content advice and has persuaded the film, video/DVD, and video game industries to carry the advice
provided on video work packaging and film promotional material. The nature of the advice provided is kept
under constant review and in 2006 was adjusted in accordance with the results of a major research exercise
designed to discover ways in which the wording of the advice might be improved to make it even more useful
to the public. One outcome was that the word “peril” was dropped from consumer advice formulations
because the public found it archaic and unhelpful. The BBFC remains convinced that content advice is best
provided by an impartial body, free from commercial considerations, and that a simple but individually
tailored sentence deriving from continuous scrutiny is far more eVective than a simplistic and rigid system
involving numbers or pictograms. This view is supported by very recent research commissioned by the
BBFC (Classifying Games: Qualitative Research Findings),137 which is discussed in detail later in this
submission (see paragraphs 61–65, 95–97, 105–106).

31. In 2007, the BBFC further developed and enhanced its provision of content information. Nearly all
cinema films submitted for classification since 11 June 2007, and nearly all new video games submitted for
classification since 1 August, now have “Extended Classification Information” (ECI) which is published on
the main BBFC website (www.bbfc.co.uk). This is a simple explanation, in two or three short paragraphs,
of why the work was classified as it was, and includes a straightforward description of the relevant material,
and of other material likely to be of interest to a parent looking for guidance before allowing a child to view
the work or, indeed, to persons looking for guidance with regard to their own viewing choices. With the
introduction of ECI the BBFC now oVers parents two tiers of advice alongside the statutory restriction on
sales which come with BBFC age restrictive categories.

32. Detailed information for all video games (U to 18), and for films classified U to 12A, is also a key
feature of Parents BBFC (www.pbbfc.co.uk), a new website launched in October 2007 and aimed at
providing parents with all the information they need in order to make informed choices about the material
they allow their children to view. Operating under the motto “Parents: you call the shots”, this website oVers
the extra information provided by ECI under the title “Extended Consumer Advice” in a format specially
designed to appeal to busy parents. In its first three months, Parents BBFC has achieved over 930,000 hits
from over 9,600 unique visitors, purely on the basis of word of mouth and promotion on the BBFC’s
main website.

33. Such sources of extra information are particularly important with regard to video games: BBFC
research (see paragraphs 52 to 55) has revealed a deep lack of confidence among parents with regard to
controlling their children’s access to games which are classified as unsuitable for their age group. This lack
of confidence appears to stem from a lack of knowledge about what modern games actually contain: many
parents still think of video games as children’s toys and imagine that the content is merely an update of the
simple (and anodyne) Space Invaders and Super Mario games of their own youth. This makes parents more
susceptible to pleas such as “it’s only a game” and “all my friends have it” than they are in relation to age
restricted DVDs. In such an uncertain context, the BBFC’s system oVers clear and thorough guidance for
parents from a source they know and trust. For example, a parent unsure of what to expect from the video
game “Timeshift”, will see the BBFC “18” symbol on the packaging, indicating that it is unsuitable for a
child. Alongside the BBFC symbol on the back of the packing, the parent will also see the short BBFC
Consumer Advice, in this case: “Contains strong bloody violence”. If still unsure of its suitability for their
own child, the parent can check the record on either the main BBFC website (www.bbfc.co.uk) or Parents
BBFC (www.pbbfc.co.uk) which contain the following ECI /ECA for this particular game:

TIMESHIFT is a futuristic shoot-‘em-up on the Xbox 360 in which the gaming action takes place
in first person, as if from the player’s point of view. Players are required to blast through the levels
using a variety of high powered weapons as they attempt to save the world from a tyrannous neo-
fascist regime. It was passed “18” for strong bloody violence.

The BBFC Guidelines at “15” state that “violence may be strong but may not dwell on the
infliction of pain or injury”. In TIMESHIFT however players are given the ability to inflict violent
repeated injury on their victims, with blood splashing up on to the camera lens as they do so.
Players can also blow enemies to bits with either exploding crossbow bolts or a rocket launcher or
set them on fire with a flamethrower, and should they choose, do this in slow motion by using the
games time suspend feature. This focus on violent injury was therefore considered too strong for
“15” and better placed at the adult “18” category.

Additionally, TIMESHIFT features some mild bad language and mild female nudity when a
woman sits naked on the edge of a bed with her back to camera.

34. The material submitted to the BBFC for classification covers a much broader range than that
broadcast on UK television, from the mildest of entertainment for pre-school children to the most horrific
and exploitative examples of fictional sexual violence and real death and mutilation. Importantly, the
BBFC’s judgements have statutory force: it is illegal to sell or hire an unclassified video work (unless
exempt), or to sell or hire a classified video work to a person below the age specified by the certificate. As a
regulator, the BBFC is unique in its experience and expertise in relation to “extreme” material and has

137 http://www.bbfc.co.uk/downloads/index.php
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developed robust policies and procedures for ensuring that the right to freedom of expression is properly
balanced against the need to protect the vulnerable from harm. Two recent examples, both refused
classification by the BBFC, illustrate the nature of the trend in “reality” material.

35. Bumfights: A Cause for Concern is a US video/DVD work in which the film makers persuade real
homeless people, who are often incapacitated through drink or drugs, to fight or take part in dangerous
stunts. Some of the incidents result in significant injuries, for instance one man pulls his own tooth out with
pliers and another sustains a broken ankle during a fight. Part of the work is given over to a spoof wildlife
programme in which the film makers approach homeless men who are asleep in public areas and treat them
as if they are wild animals. This typically involves startling, forcibly subduing and then binding their arms,
legs and mouths with duct tape. Their physical attributes are then discussed as if they are not human. There
is considerable doubt as to whether the homeless men in these sequences are consenting and they appear
bewildered, frightened and angry. The film makers were convicted for soliciting an assault during filming
and the video is reported to have sold over three hundred thousand copies in the USA. Two sequels have
been made.

36. Terrorists, Killers and Other Wackos Volume 1 [aka Terrorists, Killers & Middle East Wackos] also
appears to have been produced in the USA but features real, documentary material from around the world.
The work edits together over 50 minutes of footage of people being killed or seriously injured. The incidents
are not put into any recognisable documentary or news context and appear to have been selected for shock
value alone, and edited together almost at random. Upbeat music and “jokey” captions (including an
onscreen graphic which keeps a running score of the number of “mullet” haircuts seen onscreen) suggest
that the primary purpose of the work is to entertain or even amuse but there is little doubt as to the reality
of the footage. Sequences include live kangaroos having their limbs sliced oV, a man having his arm hacked
oV, a man being shot in the face but remaining alive for a while with his face half destroyed, people on fire
in the Bradford City FC disaster, a dead man being scalped and many similarly horrific images.

37. In both cases, the context as much as the detail was crucial to the decision to reject. The Board also
took account of the appeal of such works to adolescents and teenagers seeking extreme viewing experiences.

38. The BBFC is also unrivalled in the UK in its experience in relation to the regulation of sex material.
Since the adoption of new guidelines in the summer of 2000, legal material designed to sexually arouse and
featuring clear sight of real sex between consenting adults has been classified in the specially restricted “R18”
category. “R18” video works can only be sold to adults who visit a licensed sex shop and must not be
supplied by mail order. The Ofcom code also specifically outlaws the transmission of “R18” material or its
equivalent on UK television. During 2007, the BBFC classified over 1,150 video works “R18”. The type of
material classified at “R18” is that informally known as “hardcore”. Such works normally feature close up
images of genitals during the performance of various sex acts, including oral, anal and vaginal penetration,
masturbation and ejaculation. Unlike the “softcore” images commonly passed at “18”, in “R18” works
there is normally no doubt that the sexual act is being performed for real rather than simulated.

39. The regulation of “hardcore” sex material is a particularly diYcult and specialised enterprise which
is not well suited to a “light touch” approach based on responses to complaints, not least because the
audience is unlikely to complain at the excesses. Much of the material deliberately skirts the boundaries of
consent, legality, abuse, and harm with the result that the BBFC is forced to intervene with a regularity
unmatched in other types of material: during 2007 over 27% of “R18” features were subjected to compulsory
cuts. It is abundantly clear to us that self-regulation does not work in such an area, and leaves serious abuses.

40. The modern trend in explicit “hardcore” sex works is to depict sexual activity free from any pretence
at narrative or relationships, and to show participants (especially women) being pushed to the very limits
of their physical capabilities, often in a group sex scenario. Consensual adult activities are carried out in a
manner which ranges in tone from gentle to mechanical to domineering to aggressive to abusive, and the
task of establishing at which point to draw the line is not at all straightforward. Many “hardcore” works
also play around with notions of consent, youth, innocence, inappropriate relationships, pain and violence
in ways which range from relatively innocuous to extremely disturbing. Over the course of years of
experience of classifying thousands of “hardcore” submissions, the BBFC has developed policies and
procedures which allow for the consistent application of the tests of harm and legality.

41. In relation to pornography and harm, the BBFC takes account of the vast and varied body of research
evidence and also takes expert advice from specialist psychologists and psychiatrists.

42. The legal issues relating to pornography are also complex and include consideration of oVences which
may have been committed in the UK during filming (eg public indecency, voyeurism), issues relating to
privacy (eg private home videos being distributed commercially), and material which may itself be illegal.
The latter category includes both indecent images of children and material which might fall foul of the OPA.
The question of what might be considered “obscene” in UK law is particularly diYcult. In eVect, it is up to
each jury to decide what constitutes obscenity and the standards not only change over time but also vary
from jury to jury and from geographical area to geographical area. The BBFC seeks to avoid classifying
obscene material by ensuring that it is up to date with the current application of the law.

43. As a result of its daily experience of regulating extreme material in the age of the Human Rights Act,
the BBFC has developed significant expertise in balancing freedom of expression against the constraints on
such freedom required by UK law in the interests of the public and of society. The Home OYce made use of
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the BBFC’s expertise in this area as it considered introducing a new oVence relating to possession of extreme
pornographic material (currently before Parliament in the Criminal Justice and Immigration Bill) and, in
light of the concerns expressed by the BBFC and others, the Bill excludes video works classified by the BBFC
from the scope of the oVence. The BBFC’s formal response to the Home OYce consultation is available on
our website and on request.

Video Games: Access to Harmful or Inappropriate Material

44. The VRA requires the Board, in making a determination in respect of a particular video game, to
assess the game’s “suitability for viewing in the home” and, in doing so to have “special regard . . . to any harm
that may be caused to potential viewers or, through their behaviour, to society by the manner in which the work
deals with [. . .] criminal behaviour; [. . .] violent behaviour or incidents; horrific behaviour or incidents”.

45. The VRA does not restrict the consideration of harm that may be caused to viewers to “behavioural”
harm. Rather, section 4A requires the Board to have special regard to any harm that may be caused to
potential viewers. In the Board’s view this is an appropriate and necessary test in relation to violent video
games, and one which does not feature in the voluntary PEGI system by which most exempt games are
classified.

46. The Board believes that a video work may cause harm in a variety of ways, many of which are not
“behavioural”. A work, either on its own, or in combination with others of a similar nature (the “drip drip”
eVect), may cause harm to an individual, whether an adult or a child, by desensitising that person to the
eVects of violence, by degrading that person’s sense of empathy, by encouraging a dehumanised view of
others, by suppressing pro-social attitudes, by encouraging anti-social attitudes, by reinforcing unhealthy
fantasies, or by eroding the sense of moral responsibility. Especially with regard to children, video works
may retard social and moral development, distort an individual’s sense of right and wrong, and limit their
capacity for compassion.

47. The impossibility of proving “harm”, including “moral” harm, was clear at the time the VRA was
passed. The VRA addressed this problem by designating an authority to make a judgement based on the
prescribed criteria. Consequently, the VRA does not require the BBFC to “prove” harm. Rather, it requires
the BBFC to use its collective experience and expertise to make a judgment as to the suitability of a video
game for use in the home and, in making that judgment, to have special regard to “. . . any harm that may
be caused [. . .]” [my emphasis]. The Board makes such judgements in a manner which commands public
confidence.

48. Concerns around harm may arise not just from the visual detail presented by a game but also from
the context in which it occurs. Given equivalent visual detail, a game which encourages a sadistic mode of
play is surely of greater concern than one that does not. Because BBFC examination of a game is based
around extensive gameplay (rather than a PEGI-style self-assessment questionnaire), BBFC decisions take
this fully into account.

49. Unlike the voluntary PEGI system, the VRA requires the Board to consider harm in relation to
“potential viewers” including underage viewers. If persons under 18 are likely to play a violent video game,
even if it is classified “18”, the Board is not just entitled but obliged to consider the possible harmful eVects
that might arise from such viewing. Again, the Board submits that this is an appropriate and necessary test
in relation to violent video games, especially given the relative lack of eVective control of such games in many
households.

50. At the extreme, if the risk of harm is too great, the BBFC can reject a game. If a game cannot claim
exemption, and has been refused classification by the BBFC then supplying, or even oVering to supply it, is
a criminal oVence punishable by an unlimited fine and imprisonment for up to two years. The BBFC has
not been afraid to exercise the power to reject a game and has done so most recently in respect of Manhunt
2. By contrast, the PEGI system has no facility to reject a game, the most severe outcome being a legally
unenforceable 18! rating. This shortcoming of the PEGI system is causing some concern in mainland
Europe and recent news reports suggest there is now a majority in the Dutch Parliament urging the
Government to seek a power to ban extremely violent video games in the Netherlands.

51. In light of its statutory obligation to have special regard to any harm that may be caused to “potential
viewers” (including underage viewers), the BBFC takes very seriously the possibility that violent video
games may be played by children. A video game classified “18” is a very diVerent proposition from a
hardcore porn video classified “R18”. Such a video game can be sold in any shop, not jut a licensed sex shop,
and is likely to be kept in the home alongside other games (some with lower classifications) on display to,
and within reach of, children.

52. Parental attitudes to video games also appear to diVer from attitudes to “18” rated DVDs. The
Board’s own research (Video Games: Research to improve understanding of what players enjoy about video
games, and to explain their preferences for particular games)138 suggests that many parents are ignorant of

138 http://www.bbfc.co.uk/downloads/index.php
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the content of modern video games and have not yet fully taken on board the need to protect younger
children from violent “18” rated games in the manner that they do for violent “18” rated DVDs or
pornographic “R18” rated DVDs.

53. Any attempt to quantify definitively under-age use of games faces grave methodological diYculties.
In particular it is likely to founder on the strong disincentive to publishers, retailers, parents and children
to provide truthful responses. But there is strong anecdotal evidence that such games have been played by,
and even bought for, young children.

54. To many parents “video games” are still essentially electronic toys and evoke memories of the original
Space Invaders, Pong and Sonic the Hedgehog type games. Because many parents do not play video games
they are unaware of the development of games such as Manhunt, The Punisher or 50 Cent: Bulletproof and
are consequently less likely to monitor or control their children’s access to age restricted games. The research
commissioned by the Board concludes that:

“Many parents and gamers believe the classifications are not taken as seriously as those applied to
films and DVD. They say they are widely ignored . . . Many gamers in the sample had played games
classified as suitable only for significantly older children . . . and many parents had supplied
inappropriate games” [page 103]

“Many [parents] are less familiar with the content of video games than with that of films and
therefore have fewer/weaker convictions . . . when they are buying games, some are like illiterates in
libraries and they focus on what their children say they want, ignoring content. Many parents feel
more vulnerable to pressure from their children in relation to games than films because they are so
much more ignorant about games” [page 104]

55. The research goes on to quote parents admitting buying specific “18” rated games for pre-teen
children:

“We bought him GTA [Grand Theft Auto—game in which the player can sell drugs, have sex with
prostitutes and kill policemen] when he was almost 10” [page 104]

“I didn’t have clue what Grand Theft Auto was about . . . and I must admit I bought it for him (12-
year-old)” [page 104]

And quotes children discussing violent, age-inappropriate games, for example:

“The blood is necessary in GTA but in Manhunt I think it gets a bit too extreme . . . In Manhunt . . .
holding him down as long as you can and then sawing his head oV with a wire—that’s a bit too much”
[male gamer aged 14–15] [page 74]

56. In the view of the Board, the current two-tier regulation of video games, in which the majority are
subject to non-statutory PEGI regulation and a minority to statutory BBFC regulation, contributes to the
relative lack of parental control over children’s access to violent computer games.

57. The very fact that video games are normally exempt from classification immediately suggests to
parents that they are of less concern generally than are films or DVDs. Violent video games usually only
require statutory classification if they contain “gross violence” towards humans or animals. This is a high
threshold and means that many quite violent games claim exemption from classification. For example
“Prince of Persia—Warriors Within” allows the gamer to carry out many bloody killings including
decapitations complete with blood spurts (a short 2 minute 43 second video showing examples of the
gameplay in this video game can be found on YouTube at http://www.youtube.com/watch?v%PHgGfsZN-
5I ). “Tom Clancy’s Rainbow Six Vegas”, “Far Cry Instincts Predator”, “Call of Duty 4 Modern Warfare”
and “Red Dead Revolver” are further examples of violent video games which claim exemption. Another is
“Just Cause” which includes a visit to a brothel alongside its bloody violence. Although these games all carry
PEGI 16! ratings, there are no legal restrictions whatsoever on their sale to children. The BBFC has no
power to require such games to be submitted for statutory classification. The onus rests on the publisher
and PEGI.

58. By way of contrast, DVDs containing equivalent scenes of violence require statutory classification by
the BBFC. Should the classification be age restrictive, supplying the DVD to a person under the specified
age is a criminal oVence, punishable by a fine of up £5,000 and imprisonment for up to six months. The
modern trend for games based on big film releases further exacerbates the situation. For example the DVDs
Alien Vs Predator, Matrix Revolutions, Bad Boys II, Constantine, The Chronicles of Riddick and Nightwatch
are all subject to statutory regulation under the VRA, carry a BBFC 15 rating, and legally cannot be sold
to any child under the age of 15. The games based on those films all claim exemption from statutory
classification, are rated 16! by PEGI and can legally be sold to a child of any age. A parent contrasting the
two situations can be forgiven for assuming that the state is giving them a very clear indication of the relative
risks of harm associated with the two mediums and for concluding that society is less concerned about video
games than it is about DVDs. The BBFC is not convinced that it is safe to assume that video games are
inherently less harmful than DVDs.

59. The presence of competing category symbols on games sitting side by side on retailers shelves and in
the home cannot help to give parents confidence in asserting control over their children’s game playing
choices. It can only serve to confuse the issue of suitability and a confused parent is surely less likely to
exercise appropriate control. This problem is exacerbated by the confusion over what is actually being
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indicated by the PEGI symbols (3!, 7!, 12!, 16! and 18!); many parents appear to believe that these
symbols are ability ratings rather than suitability ratings and so purchase a 16! game for a 10-year-old on
the grounds that the child is really good at video games.

60. The games industry’s own 2005 research study139 suggested that public knowledge of the PEGI age
ratings was very low especially with regard to the ratings below 18. For example only 9% could name the
16! rating and only 2% the 7! rating. Given such low recognition of its system it was not surprising that
the researchers suggested that “PEGI has not been established as a brand”.

61. The problems inherent in the PEGI system have been borne out in very recent research commissioned
by the BBFC.140 The small scale research consisted of four focus groups of parents (eight parents per group),
split by class, gender, age of child, and location. The fieldwork was carried out on 8 and 9 January 2008.
The groups were shown sample games in all BBFC and PEGI categories. Respondents were then split into
pairs to discuss: the information they would use to evaluate the games, how would they reach decisions
about child’s ability to play game, how would they reach decisions about game suitability for child. After
spontaneous reactions had been recorded, respondents were asked specifically about the two diVerent sets
of classification symbols, and the two diVerent types of additional content advice (PEGI pictograms and
BBFC consumer advice).

62. The responses revealed that, at present, the PEGI category symbols are understood as referring to
suitability in its broadest sense. When probed, it was clear that many respondents were confused as to
whether suitability was defined by content or player ability with many concluding that it was the latter. Only
a minority of respondents understood the specific reference to content. The majority applied toys and
clothing “age rules” to the system and interpreted the age reference quite literally—“a game that a child that
age or above would be able to play”.

63. Not surprisingly this had led to a number of respondents to make a disappointing games purchase;
for example buying a game with a 3! rating that proved to impossible for young children to either fully
comprehend or to complete. Indeed a few parents in the groups were confused enough to boast about their
child’s gaming prowess, maintaining that he or she could play games for an older age group and that they
were buying games for an “older” ability rating as a result.

64. By contrast, the BBFC classification system is unequivocally understood as referring to content.
Respondents apply film classification “rules” to computer games and immediately grasp that the
classification is referring to key issues such as violence, sexual references and language, often using BBFC
consumer advice “language” to describe what they mean—mild, strong, gory violence etc. The BBFC system
was thought to be familiar, accessible and quick to convey key information. Put simply, a number
maintained that they did not have to work too hard or think too deeply to understand it. This is an important
point given how consumers use classifications at point of purchase. It is very much a quick review, often
working synergistically with game genre and pack imagery rather then a detailed analysis in store.

65. Seeing a variety of diVerent game packs in the groups was often the point at which respondents
recognised that there were two diVerent systems operating within the games market. This often worked to
PEGI’s detriment and compounded the confusion around this system. Even respondents who had
previously thought that PEGI was referring to content became less sure and questioned whether they had
got it right. The fact that BBFC is seen to “own” content, led many to conclude that the PEGI system
referred to ability by age, almost by default.

66. This confusion is not confined to children and parents but is shared by the UK’s leading video games
retailer, GAME, whose website contained the following information under the heading Questions About
Products until the BBFC highlighted the error in its submission to the Byron Review. I have highlighted the
key passage in bold.

“6. Are some of your products age rated?

Any product with a BBFC (British Board of film Classification) rating will be clearly described as
such on the product page for that item. For further information on BBFC ratings, see the Video
Standards Council Website or the Ask About Games Website.

Additionally, we also display PEGI ratings. PEGI stands for Pan-European Games Information and
is the new standard throughout Europe. PEGI age ratings are a guide and simply indicate what age
you’re likely to have to be to understand how to play the game (so a game like Civilisation for
example, which is probably suitable content-wise for anyone, wouldn’t be recommended for a 7-year-
old simply because of the depth of the game)”.141

If the UK’s leading games retailer doesn’t understand the meaning of a PEGI rating, what chance do
parents have?

139 Awareness and Perceived Authority of Age Ratings on Video Games—Modulum S.a.r.l.
140 Classifying Games: Qualitative Research Findings—Slesenger Research/GoldstonePerl Research (2008)

http://www.bbfc.co.uk/downloads/index.php
141 http://www.game.co.uk/Help/OrderingQuestions.aspx?help%willyourgames<willyourgames
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67. The Board accepts the unsatisfactory nature of the “media eVects” research with regard to video
games and “behavioural” harm, but we nevertheless believe that, in some cases, such harm may well be
caused to a significant proportion of vulnerable viewers. The overall risk of a range of possible harms in
relation to children and vulnerable adults is, we submit, real and substantial.

68. The Board does not suggest that all children or vulnerable adults are likely to be harmed, or that all
forms of harm are likely to be behavioural. Its main concern is the eVect of the game on those with aggressive
personality types and low levels of empathy. The concern is that, particularly in children and vulnerable
adults, aggressive and anti-social attitudes will be stimulated and reinforced, that desensitisation will occur
with respect to real world violence, that a view of violence as acceptable will be encouraged, and that
understanding of right and wrong will become distorted.

69. This concern takes into account the possible “drip drip eVect” of playing not just one game but also
a whole range of violent games over a long period of time. It also has regard to the certainty that many
gamers spend many hours playing such games.

70. Ethical and practical considerations make it impossible accurately to research the extent or degree of
harm that might be caused to an individual (especially with regard to children), still less the degree of harm
that might be caused to society though the behaviour of viewers after viewing. Therefore policy decisions
on the harm that violent video games may cause cannot safely be made purely or even primarily on the basis
of the existing “media eVects” research.

71. Of course, researchers have nevertheless tried to establish the nature and extent of any “media
eVects”, including those that might be ascribed to video games, over many years. Some research attempts
to demonstrate a causative link through experiments which involve exposing subjects to a violent video game
under controlled conditions and assessing immediate changes in measures of aggression or attitude. Others
have investigated possible correlations between real life game playing and real life crime or violence.

72. In the view of the Board, the body of research taken as a whole does not provide conclusive answers.
Those studies which purport to demonstrate harmful eVects are hotly disputed by researchers who challenge
the methodological validity of the research. The only point on which researchers are agreed is that more
research in this area is needed.

73. Of course, lack of conclusive evidence of harm is not the same as conclusive evidence of lack of harm.
The VRA is based on the proposition that some video works (including some video games) are harmful and
that in some cases the degree of harm will be suYcient to justify rejecting a work. The regulator must make
a reasoned assessment of the risk of harm and then make a judgement as to whether that risk can be managed
through the classification system or whether it is so great that the work must be refused a certificate. Many
studies do suggest harm, and others suggest that the only rational conclusion is that the eVects of violent
video games are uncertain at present. A selection of relevant recent findings is recorded below.

74. Kevin Browne and Catherine Hamilton-Giachritsis of the University of Birmingham reviewed five
meta-analytic reviews and one quasi-systematic review for the Lancet (Lancet 2005:365: 702–10) and found:

“There is consistent evidence that violent imagery in television, film and video, and computer games
has substantial short term eVects on arousal, thoughts, and emotions, increasing the likelihood of
aggressive or fearful behaviour in younger children, especially in boys” [page 1]

They noted that:

“[. . .] other authors believe the evidence shows that violent video games are related to later aggressive
behaviour and delinquency in older children and teenagers, especially in boys and young men and in
those individuals who were characteristically aggressive” [page 3]

And went on to suggest that:

“Personality factors such as temperament also appear to have a mediating role, with some research
suggesting that high-trait aggressive men are most aVected” [page 4]

And cited evidence suggesting that:

“Notably, even those parents who monitor their child watching videos or DVDs are less likely to
monitor the child using video and computer games” [page 6]

75. In work commissioned by the Department of Culture Media and Sport, Raymond Boyle and
Matthew Hibberd of the Stirling Media Research Institute reviewed evidence of a link between playing
violent video games and real world violence in young people. They concluded that the available evidence
was contradictory, and that research on adults was sparse, but acknowledged:

“a body of evidence that playing violent video games increases arousal and the possibility of violence
in some players” [page 4]

They note research by Jeanne Funk exploring the impact of violent games on “high risk” players, ie
those who have pre-existing adjustment problems (including bullies, victims, and children with
emotional problems) and summarise her study as concluding that:

“some children may be especially vulnerable to exposure to violent video games” [page 28]
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76. Also worth noting is the 2000 finding of the US Federal Trade Commission, as reported by Boyle and
Hibberd, which found that:

“US video game companies routinely marketed to children the very products that had the industries’
own parental warnings or ratings with age restrictions due to its violent content. Furthermore, for
many of the products, the FTC found evidence of marketing and media plans which specifically
targeted children under 17 . . . Specifically, of the 118 games with a Mature (over 17) rating, the FTC
selected 83 for its study and found that 60 were targeted to children under 17”. [page 28]

The Board notes the evidence of a culture of underage viewing in relation to video games, at least in
the US.

77. Boyle and Hibberd conclude not that video games are harmless but that more research is required.
In particular they suggest that the following proposition is tested:

“Are there combinations of types of games, types of personalities and situations which might have the
potential to have adverse aVects—in other words, are there types of games which might cause damage
to certain types of (children and young) people in certain circumstances?” [page 35]

In the view of the Board it is not safe to assume that the answer to this question is categorically “no”.

78. In their recent, comprehensive review of Harm and OVence in Media Content, Andrea Millwood
Hargrave and Sonia Livingstone cite US studies showing:

“a correlation between real life violent video game playing (eg Mortal Combat) and aggressive
behaviour (eg threatening to hit/attacking someone/using force)” [page 135]

“those [schoolchildren] who played more violent video games were more hostile, reported getting into
more arguments and fights, and were doing less well in school. The authors conclude that those who
play more become more hostile in general and, therefore, more aggressive when faced with diYcult
situations” [page 137]

“Research on learning suggests active participation may be more influential than passive observation:
ie game playing may be more harmful than television viewing because it involves attention, enactment,
repetition, reinforcement . . .” [page 139]

79. Dr Guy Cumberbatch of the Communications Research Group, in his report for the Video Standards
Council (“Video Violence—Villain or Victim”) is critical of the methodology employed by many studies but
concedes that:

“There is no doubt that the majority of reviews of the research literature on media eVects conclude
that exposure to violence in movies, on television and in video games makes people more aggressive”
[page 9]

And concludes:

“the absence of convincing research evidence that media violence causes harm does not mean that we
should necessarily then celebrate it and encourage more. There may be moral, aesthetic,
philosophical, religious or humanistic grounds on which we might consider that excessive
representations of violence are a matter of some public interest” [pages 35–36]

80. The Board’s view is that it would be irresponsible to conclude that no video game, however violent,
gruesome or sadistic, could possibly cause a magnitude of harm which would justify banning it from sale in
the UK. Our considered view is that the research on video game eVects, while far from conclusive, raises
justifiable concerns about the eVects of violent games on children and on adults with a pre-disposition to
aggression.

81. The BBFC’s own recent contribution to the debate was the research report Video Games: Research
to improve understanding of what players enjoy about video games, and to explain their preferences for
particular games (see paragraph 52). This research reports the view of gamer respondents that the process
of interacting with the game has the eVect of reminding them that they are, indeed, only playing a game. But
this is not a conclusion of an empirical or scientific investigation of the issue of the eVects of game playing. It
is simple self-reporting by a small sample of gamers in what was essentially a modified focus group exercise
designed to provide insight into the reasons gamers choose to play the games that they play, and the
pleasures they get from them.

82. The issue of “interactivity” and the role it plays in relation to the experience and eVect of playing a
violent video game is clearly very complex, and won’t be resolved through a single, small scale piece of
research. Certainly, a number of gamers in the BBFC research describe a sense of emotional detachment as
a result of the need to keep consciously interacting (ie keep working the controls) to prevent the game from
stopping. But others describe interactivity as creating a deep sense of involvement which surpasses that
achieved by film or book (see pages 54–56). In particular, one games reviewer describes her experience of
playing the game Shadow of the Colossus:

“There is a point at the end of the game [. . .] where [. . .] the horse is killed in a rock fall. It’s just
devastating [. . .] the impact it has on you. This has been your only friend and companion who has
helped you and protected you [. . .] nothing else can do that. There are countless extraordinary books
that are extraordinarily moving, but they can’t do that. Films and books can’t make you lose anything.
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You can read about someone else’s loss, you can empathise in a book, but a book can’t ever take
anything from you. But that game took my horse. He was my horse. He was my friend by that stage”
[page 55]

83. The research confirms the Board’s view that there is significant public concern about the possible
harmful eVects of violent video games. Although most gamers reject the simplistic view that playing games
makes a person violent, others cite specific personal experiences of increased aggression resulting from
game playing:

“I would say that your emotional mood definitely changes when you play a violent game. If you’re not
winning you can get quite aggressive” (male gamer aged 26–30) [page 78]

“I don’t like (violent games) because my brother plays them and it makes him really aggressive”
(female gamer aged 12–13) [page 78]

“When you are playing one of those (violent) games you’re so controlled that you think it’s like real
. . . when I stop playing it it’s all weird and you feel like punching someone” (female gamer aged
12–13) [page 78]

This concern is shared by some industry professionals:

“One of the things I find very diYcult is . . . the level of violence that is now commonplace. The
depravity of it and the unflinching enthusiasm with which it’s displayed, consistently, astonishes me
. . . There’re an awful lot of people whose taste in games means their number one hobby is pretending
to be a murderer. They go home at night at spend four hours pretending to kill people. The stories
provide you with endless rationales about why it’s alright to be killing people . . . We don’t talk, as an
industry, about why that is, why people enjoy it [pretending to kill] so much, and if it’s a problem that
they do enjoy it so much” (games reviewer) [page 80]

And the researchers note that:

“Degree of concern about violence appears to be aVected by a number of factors—how gory and
realistic it looks . . . the degree of detail depicted in close up, and how it is related to game play,
especially the extent to which it seems to be a focus of attention in itself as opposed to a means of
progressing towards a larger objective in the game” [page 74]

84. Some of the key elements noted by the researchers can only properly be taken into account by a
regulatory process, like that of the BBFC, which places extensive gameplay at the heart of its process of
determination.

85. The Board submits that research evidence of harm in relation to violent video games, or in relation
to a particular violent video game, is, for very good reasons, likely to remain inconclusive. In such
circumstances it is necessary to rely on common sense and professional judgement. There may be a limit to
conclusive knowledge but that should not stop us using our knowledge of children and human nature and
coming to the conclusion that such material may, in certain circumstances, cause harm, or pose unacceptable
risks of harm.

86. Such concerns are, if anything, amplified by the increasing use of the Internet in relation to video
games. It is increasingly common for interactive discs submitted to the BBFC to include weblinks, reflecting
the fact that the PCs and consoles on which such discs are played are routinely linked to the Internet by ever
faster broadband connections. Although the material on the disc is “fixed”, the weblink directs the user to
a space on the Internet and this space can be filled with any manner of material, the nature of which can
change from day to day. Although many weblinks are obvious to the user, allowing a conscious choice to
be made to enter the unregulated world of the Internet, others are “seamless” and it is easy for even an
experienced user to be unaware that what is on screen is unregulated Internet content. The result is that an
interactive disc rated “12” or “PG” may lead directly to online material which is wholly inappropriate for
children, material which may not have existed when the disc itself was classified. It is likely that many parents
are completely unaware of the possibilities created by weblinks.

87. Games played on modern consoles, with Internet connections, also commonly allow the player to
play against another player online. Gamers can play against a complete stranger, based anywhere in the
world, with whom, in many cases, they can communicate in real time through a microphone and headphones
or through a keyboard producing onscreen text messages. It is not uncommon for gamers to be exposed to
racial, homophobic, or other forms of verbal abuse, or to experience a form of cyberbullying in which other
gamers gang up to prevent a gamer progressing in the game. Recent BBFC evidence, as yet unpublished (but
available to the Committee on request) suggests that many parents of gamers are unaware of this aspect of
modern video games.

88. Video game players are now commonly oVered, via the Internet, downloadable “patches” or
enhancements which are free from regulation and which significantly alter aspects of the regulated, retail
version of the game. A parent may buy their child a video game classified “12” on the basis that the violence
is bloodless, only for the child to download a “patch” which adds blood every time a violent act is depicted.
The changes brought about by the “patch” may take it beyond the limits of the classification category
awarded to the original disc. The existence of such “patches” was widely reported in relation to the game
Grand Theft Auto: San Andreas, the fastest selling video game of all time (1 million copies sold in nine days).
In this case a “patch” downloaded from the Internet allowed the player to see a sex scene which was written
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into the code of the classified retail disc but which was otherwise impossible to access (and which had
therefore necessarily been invisible to BBFC examiners at the time of classification). “Patches” may be
provided online by the games developers or by “amateurs” with no links to the makers of the game.

89. Even more significantly, whole games are being oVered for supply via download as an alternative to
the traditional method of supplying a disc. The download supply is not caught by the VRA and therefore
escapes regulation in cyberspace, even if it would require classification in the “physical” world. There are
clear advantages to supplying games via download (“bugs” can be fixed, updates and extra levels oVered,
disc production costs saved) and this is likely to become a significant method of distribution to home games
consoles in the future. Without a change in the law, such supply will remain outside statutory regulation but
there is no reason why a mainstream industry, with a desire to act responsibly, could not be encouraged to
ensure that games oVered in this manner are classified in the same manner as games supplied on a disc. The
options for presenting the public with a single set of symbols for games (see paragraphs 100 to 110) could
both be made to work in relation to downloaded version of games (but without the criminal law sanctions).
Download game services also sit neatly within the range of services that the BBFC.online scheme has been
designed to regulate (see paragraphs 151 to 160).

90. A number of games (or commonly, “virtual worlds”) exist wholly within cyberspace (eg World of
Warcraft) and are constantly evolving and developing. The experience of participating in such words is
highly dependant on the actions of other gamers, of whom there may be millions. Some of these games are
structured in a way that places significant limits on what the player can do but others, like Second Life, have
a very loose structure which allows the players to develop the “world” and to interact with others within it
according to their own preferences. Forms of bullying and other types of anti-social behaviour have been
exhibited in such worlds and the games deal with such harms in a variety of diVerent ways. Options include
restricting access to a particular age group (eg adults only), or monitoring the gameplay like cyber police
and taking action against anti-social gamers.

Video Games: Opportunities for Preventing or Minimising Risks of Harm

Improving Media Literacy

91. Because video games are a relatively recent development, and because they appeal primarily to the
young, the traditional parent-child knowledge and competency relationship is reversed: when it come to
video games, children are skilled practitioners familiar with a wide range of content, while parents are
blissful innocents largely unaware of the bloody carnage around them.

92. As a parent, familiarising oneself with the content of a video game to ensure that it is suitable for a
child is not as simple as pre-viewing a DVD. Many parents simply cannot progress far enough in a game to
gain access to the key elements and, even if they have the game playing competence, few parents have the
time to play through a complex modern game (which can contain 40 hours of gameplay).

93. If they are to exercise eVective control over their children’s viewing, most parents must therefore rely
on the classification system and on independent content advice which gives them the information they need.
If parents are to make eVective use of information, it must be presented to them in a form they readily
understand and trust. The BBFC’s symbols are almost universally recognised and understood, especially
among current parents of school age children, not least because of the familiarity built up over many years
in respect to film, video and DVD classification (see paragraphs 19 and 29). Above all, they are recognised
as an indication of suitability (and are not misunderstood as an ability rating).

94. BBFC classifications are accompanied by a line of “Consumer Advice” which appears on the back
of the packaging, alongside the symbol. This gives, in simple English, a brief indication of the content of the
particular game, for example “Contains strong, bloody violence”. Each piece of Consumer Advice is written
especially for the particular game by an examiner who has played the game. We believe that a short sentence
is the clearest and most flexible way of communicating this type of information and our basic terminology
has been refined through both use and research. The beauty of language is that it can communicate subtle
diVerences, such as the diVerence between a game which features “moderate fantasy violence” and one that
features “strong bloody violence”. The Board understands that the PEGI system must use “pictograms” in
order to communicate across all the languages barriers of Europe but the drawbacks in terms of eVective
communication are obvious.

95. Because BBFC symbols and Consumer Advice appear on the packaging, and are familiar (not least
through their use on films and DVDs) there is no lack of awareness and understanding. The Board does not
believe that the same can be said for the PEGI symbols and pictograms. The research referred to in
paragraphs 61 to 65 confirmed this view.

96. PEGI pictograms were generally disliked. Firstly, the concept of pictograms was felt to be too
simplistic and very much at odds with parents’ need for more detailed information. The references, when
understood, led to more questions than answers. Violence—what type of violence? Prolonged/sustained?
Fantasy or gory? and so on. The pictogram designs compounded this problem and were often ridiculed in
the groups. Violence, drugs and bad language were more or less understood, but the pictograms for horror,
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sex and racial discrimination were often misinterpreted with many being very wide of the mark; eg
claustrophobia or multi—player (racial discrimination), contains spiders (for horror) and a game for boys
and girls (for sex).

97. By contrast, the BBFC consumer advice was described as being “spot on”. Respondents preferred
the more detailed approach, using clear and accessible language. The familiar style, reminiscent of film and
DVD consumer advice, also worked well and the benefits of this were two fold; it reinforced the content
message and added credibility to the overall communication and branding.

98. The BBFC recognises that for many parents, the “headline” oVered by the symbol and the Consumer
Advice is insuYcient and so provides, for all new video games, detailed content advice (Extended
Classification Information/Extended Consumer Advice) which it publishes on its main website and on its
dedicated “media literacy” website, Parents BBFC (see paragraph 32). The BBFC provides this information
as part of its holistic approach to protecting children from harm and funds its well set out media literacy
websites for children (cBBFC) and students/teachers (sBBFC) from the fees it charges for classifying works.
The reach of these initiatives, and their contribution to helping parents make informed choices on behalf of
their children, could be greatly increased with the sort of funding that is beyond the means of a cost-
conscious media regulator.

99. Above all, if parents are to play an active part in ensuring that their children are not playing age
inappropriate video games, there must be a significant increase in public awareness of the graphic and
bloodily violent nature of many modern video games, of their increasing photo-realism, and of the concerns
that such games may not be entirely harmless or healthy, especially for younger children. They must also
be made aware of the fact that many games consoles and many video game discs are designed to allow the
gamer to play against, and communicate with, unknown people online. The very fact of this enquiry is an
indication that video games are beginning to become a live issue for many people and such concerns are not
limited to the UK.

A Single Set of Classification Symbols

100. As noted earlier, the presence of two, competing classification systems for video games in the UK
can be seen as a contributory factor to some of the problems identified. The BBFC note that the two systems
have achieved a working relationship and method of operation which at least ensures that the most violent
games receive a statutory classification (by agreement, all games which receive a PEGI 18! rating are
automatically submitted to the BBFC for consideration under the VRA, even if they could, arguably, claim
exemption). It is possible to argue that the status quo, while imperfect, is not actually broken and does not
require fixing.

101. On the other hand, it is also clearly possible to argue that the removal of the confusion caused by
having two sets of symbols for games (one statutory, one non-statutory) would be a significant contribution
to helping parents take control of their children’s exposure to unsuitable games. This was certainly the
conclusion of the BBFC commissioned research referred to in paragraphs 61–65, 95–97 and 105–106.
Respondents were clear that there should be only one classification system for games and that having two
was misleading. (The more cynical felt that the games’ industry was deliberately playing to parents’
confusion in order to sell more games.) All recognised that clarifying the classification system would without
doubt be helpful. In the view of the BBFC, two main options flow from such a conclusion.

102. The first option would be to ensure that the BBFC is taken out of the equation and have all games
classified under the PEGI system. This would have the advantage of placing the UK’s regulation of games
on the same basis as most of the rest of the EU (the largest EU member, Germany, is not part of the PEGI
scheme). As PEGI has no facility to reject a game it would also mean that any game, however violent or
potentially harmful, could legally be sold in the UK. Moreover, because PEGI ratings have no legal force,
even the most violent game with the highest PEGI rating could legally be sold to a child of any age. Ratings
would primarily be determined by a self assessment questionnaire rather than by extensive gameplay by
independent professionals. Parents would have just one set of symbols to deal with for games but would
need substantial and ongoing education as to the meaning of those symbols (which are commonly mistaken
for “ability” ratings) and the accompanying pictograms (which, even if understood, would still fail to convey
the strength or nature of the issue being identified). Parents would lose the clear Consumer Advice and
Extended Classification Information provided by the BBFC for games, but would still face competing sets
of symbols when judging the suitability of a PEGI rated video game against the suitability of the BBFC rated
DVD on which the game is based.

103. The research referred to in paragraphs 61–65, 95–97 and 105–107 also suggested that this option
would have to overcome a wider credibility issue with regard to PEGI. The researchers concluded that there
is no awareness of PEGI as an organisation. When this was probed in the groups, respondents felt that the
organisation lacked the heritage of the BBFC and was thought to be a “newcomer”. More cynical
respondents questioned its impartiality and wondered whether the organisation was being funded by the
computer game industry. Again, this contrasted with the BBFC which was perceived to have a visible,
trusted and authoritative status.
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104. The second option would be to place video games on exactly the same footing as DVDs. This could
be done by simply repealing section 2 (1) (c) of the VRA (the section which provides a general exemption
from classification for video games). If this section was repealed, an individual game could still claim
exemption but only on the same grounds as a DVD, ie if it was designed to “inform, educate or instruct”,
or if it was “concerned with sport, religion or music”. Sports video games and karaoke games, for example,
could therefore be sold without any classification provided they did not lose exemption through the
depiction of “gross violence”, “human sexual activity”, etc. This option would mean that all classified video
games would be rated on the basis of extensive gameplay by independent professionals, that they would
carry the BBFC symbols and Consumer Advice recognised and understood by nearly all parents in the UK
(and would have Extended Classification Information/ Extended Consumer Advice available on BBFC
websites), that potentially harmful games could be banned from sale in the UK, that games with an age
restricted classification could not legally be sold to persons under that age, and that there would be no
confusion between ratings for DVD films and for games based on those films.

105. This second option would have public support, according to the qualitative research referred to
above. Moving forward with the BBFC requires little or no further investment in public awareness or
understanding. The framework for games classification communication is already in place; BBFC ratings
are known to be about content and the brand has heritage and credibility. The consumer advice system is
working well and the idea of the BBFC classifying websites or on line games was met with universal interest
and approval.

106. When research respondents were asked which system they would adopt if they were responsible for
the decision every group reached the same conclusion—that the BBFC system eVectively communicated
classification by content and did so in a straightforward, accessible and familiar way.

107. The BBFC has reason to believe that some in the video game industry would also welcome wholesale
BBFC classification, not least because the lack of contextual consideration in the PEGI process can result
in anomalous decisions (including what many perceive to be the over-classification of the mildest fantasy
violence). No doubt others would object but protests on grounds of delay would be unfounded: turnaround
times for BBFC classifications are comparable to those achieved by PEGI. In terms of cost, the fact that a
BBFC classification is derived from extensive gameplay by independent examiners rather than a self-
assessment questionnaire is reflected in higher fees than are charged by PEGI. The actual fee depends upon
the complexity and scale of the game but for a large game is commonly £2,100, a small sum when set against
the costs of developing, manufacturing, distributing and marketing a multi million pound product which
typically retails at two or three times the cost of a DVD.

108. In June 2007, PEGI launched PEGI Online in an attempt to provide a framework for encouraging
safe gameplay online, and information for parents on the risks and possibilities of online gaming. It is too
early to gauge the success of the PEGI Online scheme in meeting its objectives. The BBFC is also in
discussion with major online gaming companies who would like to see BBFC classifications as the
cornerstone of their child protection measures in relation to all forms of online gaming and the BBFC.online
scheme described in detail in paragraphs 151 to 160 is in part designed to provide a means of carrying over
into the world of online gaming the benefits associated with the recognition, trust and understanding that
have been built into the BBFC brand over many years in the UK. BBFC.online will enable the presentation
of a single set of classification symbols across films, DVDs, video game discs and online games with obvious
and significant benefits for parents.

109. PEGI online already recognises BBFC and (German) USK ratings (but not those of the US games
regulator, ESRB) and it is worth noting that, at present, some online games sold in the UK carry PEGI
online ratings, some carry BBFC ratings, and some are unrated. If it was decided to remove confusion
through the use of BBFC symbols only, the UK Government could, in the short term, make clear that it
expects all online games sold in the UK to carry BBFC ratings. If that did not produce a satisfactory result,
the UK Government could legislate to require all online games sold in the UK to carry BBFC ratings.

110. The UK would not be alone in the EU in concluding that the protection of children in relation to
games (including online games) was best served by a national regulator rather than a pan-European system.
This is already the position in German, the largest EU state. It is also significant that the market for games
is much higher in the UK than in other EU countries (the UK accounts for at least 30% of retail sales of
video games in the EU) so the need for eVective regulation is perhaps more pressing. Given the power of
online games, the relatively low levels of parental understanding, the heightened possibility of unduly
lengthy playing sessions, and the risks posed by upgrades, user-generated content and, above all, inter-
gamer bullying or other abuse, it is not suYcient just to leave them to be supervised by technological tools,
notification procedures and pure self regulation by games publishers. And it is not safe simply to rely on
PEGI Online in the UK, given: its currently limited coverage; its novelty and fragility; the increased risks
to gamers and parents posed by online play; and the current uncertainties about how PEGI online is dealing
with upgrades and inter-player abuse.
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Parental Controls

111. It should be noted that a number of games consoles are fitted with “parental control” systems which
allow a parent to bar access to games whose classification (whether PEGI or BBFC) indicates a lack of
suitability for their age group. Indeed the BBFC entered into a no-fee licensing agreement with Microsoft
to allow its symbols to be used on the Xbox 360 console. The BBFC applauds such facilities but doubts that
they are actually used by many parents. As we have noted earlier, the child is far more likely to be the master
of the games console technology than the parent (just as, in the 1980s, it was common for the 12-year-old
to be the only household member who could set the timer on the video). 2005 research by Ofcom into the
eYcacy of PIN protection systems with regard to TV broadcast services (“Research into the EVectiveness of
PIN Protection Systems in the UK :A report of the key findings of research among schoolchildren aged 11–17,
and a separate study of parents”) summarises its findings as follows:

“The research among secondary school children revealed that, of those minors who were aware that
their household employed security PINs to limit access to rated programmes, around a half knew their
parents’/guardian’s number” [page 6]

112. Clearly there is a limit to the extent to which tighter controls on content can or should be used as a
substitute for parental responsibility. If technological controls are to become a key part of the child
protection strategy in relation to video games then the awareness and competence of parents in relation to
that technology needs to be substantially increased. Much of the necessary eVort needs to come from the
industry. But, to the extent that the regulator can also play a part, the BBFC is better equipped than PEGI
to provide the necessary educative material through its websites.

The Internet: Access to Harmful or Inappropriate Material

113. Media regulation in the UK is governed by legislation that is medium specific and there is currently
no statutory regulation of the Internet. Control of harmful material on the Internet in relation to children
is therefore currently left to the criminal law (especially the Protection of Children Act 1978, which outlaws
indecent images of children; and the Obscene Publications Act, which outlaws material which would
“deprave and corrupt”), voluntary self regulation, and the vigilance of parents. Given the scale of the
Internet, its operation across international borders, the narrow range of material caught by the criminal law,
and a relative lack of media literacy, the potential for harmful material to be accessed by children and
vulnerable adults is very substantial indeed.

114. The fact that Internet video content can be accessed by means of many modern mobile phones, a
common personal possession for the modern child, and one that can be used out of reach of parental
supervision, amplifies concerns about such content. If videos showing extreme violence or pornography is
harmful to children, and we believe it is, then ever increasing numbers of children are likely to come into
contact with it as the means of accessing the Internet without parental supervision multiply. Today’s parents
remember childhood experiences of viewing Chitty Chitty Bang Bang, today’s children may well be
watching Shitty Shitty Bang Bang, a hardcore US porn work which, according to its publicity material,
features “deep sloppy blowjobs, anal pumps, remorseless ass pounding action and double penetrations”.
Today’s parents associate “OV with his head” with the Queen of Hearts in Alice’s Adventure’s in
Wonderland, today’s children may well be watching real footage of hostages in Iraq being decapitated.

Pornography and Extreme Reality Videos

115. Unregulated pornography is widely available on the Internet and can often be accessed without any
warning, payment or age verification. The range of sites is simply vast, with a number mimicking the style
of sites popular with children, especially You Tube. For example hardcoreporntube.com and
www.yourporntube both over large numbers of free, short, explicit, unregulated pornographic sex videos
without even the pretence of an attempt to prevent access by under 18s. Many pornographers also make use
of “pop up” technology and junk mail to impose explicit images on Internet users who are not actively
searching for them, displaying a wanton disregard for the fact that many of their unsuspecting victims will
be children.

116. The sex industry, which often leads in finding profitable business models in new media, is already
oVering a vast range of video on demand (VOD) services and many in the industry are privately predicting
that, given the restrictions that apply to the sale of “R18” videos and DVDs, the UK adult video industry
will soon be a predominantly online industry, free from regulation under the VRA. Already those intent on
accessing the most worrying types of pornography can use VOD to do so. For example, a consumer, wishing
to view the uncut version of an “R18” DVD, from which the BBFC has ordered the removal of scenes of
abusive and violent sexual activity, can log onto the US production company’s website, from where the
original, uncut version of the work is available electronically. The customer has the choice to : “stream” the
video (watch it on a high speed connection as it is downloaded); save the whole video to his hard drive and
watch until he deletes it, or its digital licence expires; or burn the file to a DVD. Unless the individual was
intending to publish the material (thus bringing possession within the scope of the OPA) or underage
participants were involved (engaging the Protection of Children Act), no oVence would be committed. The
unregulated market in Internet pornography oVers material which goes way beyond that permitted in BBFC
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classified “R18” works, and routinely features scenes in which women are made to gag repeatedly as they
perform deep throat fellatio, are depicted as underage children, or are subjected to violence or other forms
of abuse. In the view of the BBFC such material is likely to risk harm to children both through direct
exposure and through the behaviour of others who have viewed it. Much of this harmful pornography is
unlikely to fall foul of the OPA given the very high threshold set by the “deprave and corrupt” test.

117. A BBFC consultation142 supports the view that “abusive” pornography, even though unlikely to
contravene either the Protection of Children Act or the Obscene Publications Act, is likely to encourage
abusive behaviour among those viewers with a predisposition to sexually aggressive or sexually abusive
behaviour. Nine experts were asked to watch a DVD made up of clips from works submitted for “R18”
classification. The five male and four female panel members included forensic psychiatrists, forensic
psychologists, criminal defence barristers and sociologists. Of these, three had an expertise in pornography
or sexual behaviour, four had taken part in a previous BBFC study into visual and verbal references to
children in “R18” pornography and three were regularly consulted by the BBFC on individual works. The
respondents viewed a selection of material submitted to the BBFC for classification at “R18” where
performers who have consented to both sex and filming are subjected to very rough, violent or abusive
treatment during sex which exceeds what could be described as “rough housing”. This included repeated,
forceful slapping; choking during fellatio with breath restriction; choking at the neck; standing on the head
during penetration; and strong verbal abuse and humiliation. Some clips raised concerns for virtually all
viewers, including, in some cases, “normal” “well adjusted” viewers, but particular concern was expressed
over the impact of many of the clips on underage viewers (respondents were asked to consider, in particular,
16–17-year-old viewers) and on those with pre-disposition to aggressive or illegal sexual behaviour.

118. Parliament is currently considering a bill (The Criminal Justice and Immigration Bill) which will
make unlawful possession of certain types of extreme pornography. The proposal recognises the unique
expertise of the BBFC in this area and excludes material classified by the BBFC from the oVence. It should
be noted however, that the material outlawed in this legislation is very tightly defined and, like the OPA,
would not capture the majority of the pornographic representations which the BBFC, and the experts it has
consulted, have identified as being harmful.

119. Given the prevalence of the content and the lack of regulation, it is not surprising that many children
have been exposed to pornography online. In their recent and comprehensive review of Harm and OVence
in Media Content, Millwood Hargrave and Livingstone cite a number of UK and European studies
indicating the scale of exposure. Among the findings of the various studies was:

— 57% of 9–19 years olds had come into contact with pornography online, mostly unintentionally
through pop-ups (38%) or junk mail (25%).

— 5% of 8–11-year-old have accessed porn sites often, 22% sometimes.

— 20% of 13–16-year-olds have accidentally ended up on a porn site.

120. The issue of harm that might arise from the exposure of children to “hardcore” sex works has been
considered at length by the independent Video Appeals Committee (VAC). As noted during several appeals,
ethical considerations make it diYcult if not impossible to accurately research the extent or degree of harm
that might be caused to an individual child from underage viewing of pornographic works. The problem
arises from the fact that no research could be considered authoritative unless it involved the controlled
exposure of children to “hardcore” sex material, a methodology no responsible researcher would employ.
This diYculty has been widely acknowledged and explains the lack of empirical research studies which might
establish causal links.

121. Given the severe ethical constraints on research in this area, the absence of empirical evidence of
harm provides no reassurance that children would not, in reality, be harmed through exposure to
“hardcore” material. Lack of evidence of harm is not the same as evidence of lack of harm. In the absence
of authoritative scientific data the BBFC takes the prudently cautious view that it is likely that such works
may be harmful to children, vulnerable adults and society. The view that children need special protection
from this material is shared by others who have had cause to consider the issue from a regulatory or
professional point of view.

122. The Ofcom Broadcasting Code includes an absolute prohibition on “BBFC R18-rated films or their
equivalent” being broadcast on UK television [Ofcom Broadcasting Code, section 1.25, page 15]. In doing
so, the television regulator has cited the need to protect children from exposure to this type of material and
has taken the view that the protection oVered by subscription, credit card payments, PIN code protected
access in the home and scheduling between certain specified (night-time) hours, is currently insuYcient to
adequately protect under 18s.

123. In its consideration of the issues in Appeals 15 & 16, the VAC noted:

“R18 material is on sale only in sex shops to adults; sex shops are subject to the control of the local
authority and [. . .] the local authority would not hesitate to close the shop if videos were sold to under
18s. Because the material is for the purpose of stimulating sex it is axiomatic that the material is
unsuitable for children” [p25–26]

142 Violence And Abuse In “R18” Level Pornography—BBFC Expert Consultation 2007 (http://www.bbfc.co.uk/downloads/
index.php)
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124. In its decision on Appeals 15 &16 the VAC was unequivocal:

“It is the view of us all that R18 material in the hands of children—and perhaps also the maladjusted—
can be harmful” [p28]

and went on to note:

“Parliament established sex shops to make available material that was not suitable for children. As
recently as 1994, when videos were already almost universally available to children, legislation was
enacted which assumed it would be possible for children to be adequately protected by the
restrictiveness with which such material would be available” [p29]

125. The importance of the special restrictions of an R18 classification in preventing harm to children
were also underlined in the concluding remarks of the majority decision in those appeals:

“The majority believe that all the video works and the trailer under appeal are suitable for sale uncut
solely to adults in sex shops, and that the risk of any so sold being viewed by and causing harm to
children or young persons is, on present evidence, insignificant but we do emphasise that the sale is
limited to adults who visit sex shops” [p31]

126. The utility of the special restrictions on the supply of pornographic R18 DVDs is supported by the
Interfact/Pabo High Court judgement of 23 May 2005 which confirmed that R18 works could not be sold
by mail order:

“In our judgement, the requirement that the event of supply is to be confined to a licensed sex shop
gives heightened protection, reducing the opportunity for the material to be viewed by children”.
[paragraph 20]

127. As recently as 2000, the Home OYce “Consultation Paper on the Regulation of R18 Videos” clearly
set out the Government’s view with regard to the potential harm that might be caused by such material:

“. . . there is widespread public concern about the possibility of children viewing sexually explicit
material which is clearly unsuitable for them and the Government takes the common sense view that
exposure to such material at an early age may be harmful to children. There is, therefore, a need to
ensure that controls on the distribution and viewing of these videos is as stringent as possible”. [Risk
Assessment section, p14]

128. Although ethical considerations eVectively rule out empirical research, the BBFC has nevertheless
attempted to establish the state of expert opinion in this area. In August 2000 the Board published the results
of a research study commissioned to address the question “Are ‘experts’ in a position to say that children are
harmed if they view ‘R18’ videos?”. The study was based on 28 in depth interviews and one group discussion.
The interview sample comprised: 10 child psychiatrists (including three Professors), nine clinical
psychologists, three family or child psychotherapists, four social workers, two head teachers, one special
needs teacher and one paediatrician. The group discussion comprised eight people: four psychologists and
four social workers. The experts acknowledged that there was no reliable scientific evidence available to
resolve the issue and believed ethical problems would make it impossible to conduct an authoritative study.

129. Despite the lack of scientific evidence, a majority thought that viewing pornography was harmful
to children. The majority argued that children were shocked by it. They were unable to deal with the shock
because they did not understand what they had seen; they were unable to “process” it, or relate it to what
they already knew. Moreover, they might well have a strong sense that they should not have seen it, and this
would inhibit them from talking about it. What they had seen would make a strong impression on them
emotionally, but they would not know how to express or deal with these emotions. If the pornography
excited them, they would not be able to find an acceptable outlet for their feelings. [see “summary of main
findings”, p4]

130. The sort of harm envisaged fell into three overlapping categories: the immediate shock and trauma;
sexualisation and possible re-enactment; and broader eVects to do with perceptions of sexuality and
relationships. The symptoms of trauma might include sleeplessness, bad dreams, eating disorders, bed
wetting and general unhappiness. Many respondents believed that inappropriate sexualisation, manifested
by re-enactment or mimicking of sexual relations, regularly resulted when children had been exposed to
pornography. Some children would be emotionally or physically aroused and would try and give their
feelings some expression. Evidence of precocious sexualisation was a source of immediate and grave concern
in schools because it typically involved other pupils. Pornography was also believed capable of having
pernicious eVects on children’s ability to form caring, loving relationships later in life. It was thought likely
to convey distorted and unhelpful notions of how sexual relations were negotiated and conducted. [see
“summary of main findings”, p5–6]

131. Given such widespread consensus that, despite a lack of empirical evidence, hardcore pornography
is likely to harm children who view it, it is perhaps surprising that, while DVDs containing the material can
only be supplied to adults who visit in person a specially licensed sex shop (and cannot be broadcast even
on encrypted adult TV channels), the same material (and much, much worse) can be supplied via streaming
or download on the Internet to anyone, including a child, who can click a computer mouse. Given the
evidence that very significant numbers of children are indeed accessing or being exposed to pornography
online, the lack of eVective regulation in this area becomes very diYcult to defend especially when, as we
will show in paragraphs 161 to 173, there are ways of defining and controlling such material—given the will.
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132. Like pornography, gruesome, extreme reality footage is also easily accessible to children on line,
with a number of easily found, simple YouTube–style sites oVering footage of real hostage beheadings,
executions, beatings, and bomb blasts with no attempts to limit access by children. Examples can be found
at www.bigducky.com. These sites oVer the most shocking footage in the same manner as the video work
Terrorists Killers & Other Wackos described at paragraph 36. There is no thesis, no attempt to understand
or to empathise, no contextualisation, no justification at all other than the most ghoulish form of
“entertainment”—a modern day equivalent of a public execution. Many such sites have hyperlinks to, and
adverts for, Internet sex sites oVering explicit, “hardcore” sexual content, a combination of real violence and
real sex that raises still further the level of concern about the eVect the material might have on viewers.

133. Like pornography, such material does not lend itself to the sort of research that would prove harmful
eVects on vulnerable adults or society, let alone on children, but the BBFC is in no doubt that such material
has a shock value appeal to adolescents and teenagers which makes it likely that many will come into contact
with it. In the view of the BBFC, viewing such material “for fun” and in the absence of any ameliorating
context (such as might be provided by a considered documentary) is likely to cause harm to a child or
vulnerable adult by desensitising that person to the eVects of violence, by degrading that person’s sense of
empathy, by encouraging a dehumanised view of others, by suppressing pro-social attitudes, by encouraging
anti-social attitudes, by re-inforcing unhealthy fantasies, by eroding the sense of moral responsibility, by
retarding social and moral development, by distorting an individual’s sense of right and wrong, and by
limiting their capacity for compassion.

Mainstream video material

134. Away from the very extremes, mainstream Internet video on demand (VOD) services allow video
material which is subject to statutory regulation by means of BBFC classification when released on DVD,
to be sold without any classification and without any age restrictions via streaming and download over the
Internet. This applies not only to material passed “U” or “PG” for DVD release but also to “18” rated
horror films such as “Hostel” and “Saw”. Selling a DVD of “Hostel” to a 10-year-old child is, quite rightly,
a serious criminal oVence under the VRA; selling a download of the same film to the same child is not.

135. Long heralded as the new media application that would kill video tape and DVD, this form of
delivery is set to take oV as major content providers begin licensing premium content for distribution in this
way. The major obstacles to its uptake as a commonplace means of accessing film content and similar are
likely to decrease in size in the near future. The ability to download the material in a high quality format,
in short time periods, and without technical hitches improves almost daily. In the long term, it is possible
that VOD might replace DVD altogether.

136. Internet based VOD services are not covered by the existing regulatory regime and could quickly
become a mainstream means of accessing the full range of moving image material currently classified under
the VRA. With UK TV broadcasters already oVering Internet VOD “catch up” services for popular TV
programmes, public interest in using this facility, and commercial interest in providing content in this way,
may rise dramatically in a short space of time.

137. The BBFC’s research has revealed a great deal of concern about films being oVered for download
without independent content advice and has identified an overwhelming desire to see the BBFC
classification system, so familiar from the world of cinema and DVD, carried over into the world of Internet
VOD services (91% of parents would like to see this).143 Without such an easy, reliable and trustworthy guide
to film content, parents are likely to struggle to exercise eVective control over their children’s viewing, risking
exactly the sort of harm that the VRA was designed to prevent in the medium of video and DVD.

138. To take a simple example, the films The Cave and The Descent are both horror films made in 2005,
set underground, with largely unknown casts, and using similarly dark and vague artwork in their
promotion (see below).

143 Downloading Classification Study, TNS Worldpanel 2007 (http://www.bbfc.co.uk/downloads/index.php)
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The Internet Movie Database describes the former as “Bloodthirsty creatures await a pack of divers who
become trapped in an underwater cave network” and the latter as “A caving expedition goes horribly wrong,
as the explorers become trapped and ultimately pursued by a strange breed of predators”. A parent faced with
deciding which, if any, of these might be suitable for their 12-year-old to view is seriously handicapped in
the absence of a BBFC classification symbol and associated Consumer Advice, which in this case are:

139. Even in the mainstream industry, there are many examples of material whose distribution in cinemas
or on DVDs may have had serious harmful consequence for children if not for the intervention of the BBFC.
Over recent years, the BBFC’s many interventions on child protection grounds have included a scene in film
from a company specialising in family entertainment which encouraged young children to play in a tumble
drier, an advert from an anorexia awareness campaign which had the unintended consequence of giving
vulnerable adolescents advice on how to “succeed” at being anorexic, and a number of examples giving
practical advice on particularly eVective suicide techniques and drug manufacture. None of companies
involved in the distribution of these works had identified a potential “harm issue”. In an unregulated
Internet VOD world, without prior scrutiny by the BBFC, all this material, and many similar examples,
would have been distributed to under 18s.

The Internet: Opportunities for Preventing or Minimising Risks of Harm

140. In the view of the BBFC, regulation of the moving image has demonstrated its social usefulness over
many decades, especially in relation to protecting children, vulnerable adults and society in general. EVective
regulation gives the public information that empowers them to make appropriate viewing decisions for those
in their care, and helps to protect vulnerable viewers and society from the eVects of viewing potentially
harmful or unsuitable content while respecting adult freedom of choice. Far from being a burden upon
industry, the best regulation provides media industries with security, confidence and public trust, and helps
to protect providers of moving image content from inadvertent breaches of UK law.

141. The rapid development of video streaming and download services online, and the fact that content
provision on those platforms has often been global or regional in nature, has meant that eVective national
regulation has been largely absent. Although many new media companies operate their own content
standards and means of control, it is not clear that these are understood or used eVectively, especially by
those with responsibility for children. Indeed, in many cases where technological solutions are oVered,
children appear to be more capable of controlling the viewing of parents than vice versa. After researching
the eVectiveness of PIN protection systems with regard to subscription TV services, Ofcom concluded that
the currently available systems were not suYciently eVective in preventing underage access to allow “R18”
equivalent material to be broadcast under any circumstances.

142. Of course, there are legal controls, including oVences relating to the distribution and possession of
indecent images of children, and to the distribution of obscene material, but beyond these very serious areas
of concern, existing legislation struggles to make an impact, either because the means of distribution falls
outside the legal definitions of regulated media such as television, video/DVD and film; or because the
material, while harmful, fails to meet the high thresholds set by the OPA and by the POCA; or, in relation
to material which does meet those high thresholds, because the source of the material is outside the UK. The
result is something of a free-for-all, in which the best eVorts of self-regulation are undermined by both the
lack of a consistent form of regulation and the vast amount of unregulated material available. This leaves
the public poorly equipped to make informed choices about the viewing of those in their care. It also leaves
children open to exposure to material that is clearly unsuitable for them, with consequent risks to their well
being and to the well being of society in general.

143. The EU Audiovisual Media Services directive, which the UK Government will be obliged to
implement by the end of 2009, does require certain minimum standard regulation for certain VOD services.
In particular, it requires the UK Government to take appropriate measures to ensure that VOD services
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provided by media service providers under their jurisdiction which might seriously impair the physical,
mental or moral development of minors are only made available in such a way that ensures that minors will
not normally hear or see them. Unfortunately the directive only places an obligations on the UK to ensure
eVective regulation of services which are both “TV like” and based in the UK.

144. Clearly, this will leave many (indeed most) Internet VOD services free to continue to supply video
material which might seriously impair the physical, mental or moral development of minors in such a way
that minors are almost certain to come across it. Although some VOD services, like the BBC iplayer, are
extensions of TV viewing, and therefore arguably “TV like”, others are extensions of the DVD rental and
retail markets (eg Vizumi, Apple’s iTunes), and still more are wholly new types of service (eg YouTube).

145. Of course, arguments will be put forward in favour of models of pure self-regulation for services
which fall outside the narrow scope of the EU directive. Such regulatory frameworks have advantages in
certain circumstances but often struggle to attain necessary standards of understanding, trust, eVectiveness,
accountability, independence and respect for freedom of expression. A major European Commission funded
study of existing modes of media regulation [Self Regulation of Digital Media Converging on the Internet:
Industry Codes of Conduct in Sectoral Analysis—by the Programme in Comparative Media Law & Policy,
Oxford University Centre of Socio-Legal Studies, PCMLP-IAPCODE] looked in depth at the various
regulatory frameworks used in regulating broadcasting, Internet content, computer games, films, and
mobile phone services, particularly across the EU. It identified significant weaknesses in many current
models of self regulation, especially in relation to Internet content.

146. The existing use of “trust marks” (logos indicating that a website has been certified by a self-
regulatory body) is rendered rather ineVective by very low levels of knowledge and trust, with just 10% of
EU citizens aware of trustmarks in 2003. In addition to low brand awareness, monitoring of compliance is
rarely proactive, and sites are very rarely removed from a trust mark scheme. Without government
intervention, or the threat of government intervention, and without independent oversight or assistance
from an established regulator, it is doubtful whether the industry will of its own accord devise and fund a
trust mark system which is both commonly used by content providers and widely recognised, understood
and trusted by the public.

147. The PCMLP-IAPCODE study also set out in detail how the particular legal framework within
which Internet service providers and Internet search engines operate has led to negative consequences arising
from the operation of self-regulation through “Notice and Take Down” procedures. This is the system
whereby service and content providers remove or block access to illegal material when it is brought to their
attention. There is no doubt that, especially in the UK, this mechanism has led to the removal of a great deal
of harmful material, indeed, in 2003, the Internet Watch Foundation recorded over 25,000 incident reports.
However, such successes mask inherent weaknesses.

148. In general, service providers and search engines are not legally liable for the content of material
accessed using their services. They are treated as a mere “conduit” (in the same way as a telephone operator
is not held responsible for the content of a phone call). However, when a service provider or search engine
obtains actual knowledge of illegal content then they are usually legally obliged to remove it or to prevent
consumer access to it. Legally speaking (we make no comment on the actual policy intentions of individual
players), it is therefore in the interests of service providers and search engines to be as ignorant as possible
of the content being accessed using their services, because if they do not know then they cannot be held liable
(this is known as the “see no evil, hear no evil, speak no evil” eVect ).

149. “Notice and Take Down” schemes depend upon reports of illegal content from Internet users, via
dedicated “hotlines”. Even the most successful are hampered by a lack of public awareness, with a European
Commission “Eurobarometer” survey of 17,000 citizens revealing that, in 2003, just 5% were aware that
illegal or harmful material could be reported to a hotline, with just an additional 8% aware that it could be
reported direct to the Internet service provider. A “notice and take down” scheme for harmful VOD content
would need to be backed by substantial public awareness initiatives to be eVective.

150. “Notice and Take Down” systems can also have negative consequences for the right to freedom of
expression if undertaken on a purely self-regulatory basis, as they encourage Internet service providers to
block access to material when notified by a third party without carrying out any independent assessment of
whether the material is, indeed, in breach of the law. This amounts to censorship without transparency,
without accountability and without any means of appeal or redress (except through the courts). “Notice and
take down” systems are likely to be most eVective when mediated by an independent and trusted third party
with experience of the material being considered.

Voluntary Co-regulation: BBFC.online

151. For much Internet content, co-regulation is likely to emerge as an attractive alternative to pure self-
regulation. Such schemes combine the advantages of self-regulation with the trust, accountability,
eVectiveness and concern for civil liberties that comes with independent regulation. Although there is much
ground to be made up, the BBFC is convinced that an eVective co-regulation model can work for
mainstream Internet video content.
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152. To that end, the BBFC has been working with leading video content providers and aggregators,
including Disney, Warner Bros, Sony Pictures, 20th Century Fox, Tartan, Arts Alliance Media,
Entertainment UK, BT Vision, Tesco and others to develop a voluntary scheme, overseen by the BBFC,
which will transfer all the benefits of DVD classification to the online world of video on demand.

153. The scheme is called “BBFC.online” and operates on a membership basis, with the annual
membership fee set at a maximum of £900. Members can request from the BBFC “online classification
certificates” for video material they are intending to sell via streaming or download. If the work has already
been classified under the VRA, or is being classified under the VRA, the additional cost is minimal. New
works submitted by a scheme member for classification under the VRA are eligible to receive an online
classification free of charge. Online classifications can also be provided for works previously classified under
the VRA for a fee of just £45 per title. On classification, the member is sent an “electronic black card” which
they are obliged to place at the front of the content file so that when the consumer plays the video, the first
thing they see is the BBFC black card, just as they do in the cinema (see Appendix 3). Members are also
obliged to ensure that appropriate gate keeping mechanisms are in place to ensure that age restricted
material (eg that classified “12”, “15”, “18”) is not sold to persons below that age. Members who are
aggregators (ie the website operators) are also obliged to display category and consumer advice information
in a manner prescribed by the scheme, and using materials provided by the BBFC. In most cases this will
involve display of the appropriate BBFC symbol next to the title of the work being oVered. Moving the
computer mouse over the symbol brings up a hover box “white card” certificate (see Appendix 2) certifying
that the work has been classified by the BBFC for supply via download, streaming or similar, displaying the
symbol with its definition, displaying the unique consumer advice for that work, and featuring a live link to
the relevant classification record on the BBFC’s own website.

154. Compliance with the scheme rules is monitored by the BBFC (funded by the membership and
classification fees). Failure to comply with the scheme rules could ultimately lead to expulsion from the
scheme and the loss of the right to display the BBFC’s intellectual property (classification symbols, white
card design, black card on content file).

155. The scheme was developed in response to both industry concerns about the possible consequences
of stepping outside the well regulated world of DVD, and public concerns about unregulated content being
oVered on video on demand websites. As noted earlier, the BBFC commissioned quantitative research from
leading market researcher TNS144 who investigated public concerns and requirements through a panel of
over 4000 adults in the UK. 74% of parents were concerned about downloading a film or programme
without independent guidance on its content or suitability for a particular age group and 91% of parents
wanted to see BBFC symbols on films or programmes oVered for download.

156. The particular design of the BBFC.online scheme has been subjected to qualitative research within
the last few months. Focus groups across the various demographic groups were invited to look at a mock
website with the BBFC.online “white card” and “black card” elements in place, to compare it with live video
on demand websites in the UK and the USA and to discuss their informational and gatekeeping needs with
regard to such services. The results were uniformly (and almost embarrassingly) positive. Whether young
or old, whether in manual work or professional employment, whether male or female, whether a parent or
free young and single, respondents expressed extraordinary support for the BBFC.online scheme.
Respondents were dismayed at the idea of downloadable films being oVered without a BBFC classification;
liked the way in which the scheme presented content information through use of familiar symbols,
iconography and consumer advice; and trusted the BBFC as a source of such information. Asked whether
they were more likely to use a site which was a member of the BBFC.online scheme there was a clear
aYrmative response. It was also clear that there was some incredulity at the fact that the law allowed the
sale of films via download without any requirement for classification or eVective gatekeeping—many
assumed that the companies involved would have to follow the same procedure as for DVD.

157. Given clear public support for the scheme, the BBFC believes that responsible distributors of video
content online will embrace BBFC.online as a voluntary co-regulation system which allows them to present
their video content to the UK public complete with the symbols, consumer advice and eVective gatekeeping
that they have grown to recognise, understand and trust from the world of cinema and DVD. Both
qualitative and quantitative research, and the positive reactions of major content providers and aggregators
underpins the BBFC’s confidence that BBFC.online will be a success in providing a safe space in which
responsible companies can oVer well regulated video products to families who want to buy in a well
regulated market place.

158. The BBFC.online scheme has been designed to include video games as well as linear video material.
Video games which are oVered via download, or which are played online, can also apply for online
certificates. As with games being supplied on discs, the BBFC will classify the game on the basis of extensive
gameplay by independent examiners, and publishers will be obliged to display BBFC classification
information and content advice in the prescribed manner and to limit access in accordance with any age
restrictions set by the classification.

144 Downloading classification study—TNS Worldpanel 2007 (http://www.bbfc.co.uk/downloads/index.php)
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159. The BBFC.online scheme is also attracting support from responsible purveyors of adult material
classified “R18”. Many such companies are aware that the legislation currently before Parliament will make
it a criminal oVence to possess certain types of extreme pornography and that, crucially, a video work
classified by the BBFC is excluded from the scope of the oVence. Joining the scheme, and having their videos
classified, therefore provides a guarantee that neither they, nor their customers, will find themselves in jail
for up to three years. The BBFC.online scheme has strict rules regarding “R18” content and these mimic,
as far as is practicable in the online world, the “behind closed doors” sales environment of the licensed sex
shop in which “R18” DVDs must be sold.

160. The BBFC.online scheme is currently being trialled with major content providers and aggregators.
The BBFC’s internal procedures and software have been redesigned to allow the scheme to operate smoothly
and in a manner which takes into account the needs of both scheme members and the public. Consultation
on the scheme design nears its conclusion and the BBFC hopes to oYcially launch the scheme in the summer
of 2008.

Statutory Controls

161. While the BBFC is confident about the take up for its voluntary co-regulation scheme among
responsible and mainstream video and video game distributors and publishers, it is equally confident that
many websites oVering video material which is likely to harm children, vulnerable adults and society
(especially: pornography and extreme reality material) will not voluntarily submit to regulation either
because the material they oVer would not be approved for sale by a responsible regulator, or because they
will choose not to bear the costs that are inevitably associated with any form of regulation.

162. Of course, parents should be encouraged to make use of Internet filters and both children and
parents should be educated on the importance of, and techniques for, using the Internet safely. But even
with the best will in the world, filters are not perfect, parents will not always be able to use them properly,
and children will not always follow best practice for safe surfing. It is likely that as long as material harmful
to children is accessible from the UK without eVective gatekeeping measures in place, UK children will
access it.

163. Even if children could be prevented from accessing the material, the concern remains that harm may
be caused to children through the behaviour of adults who have viewed the material. A significant number
of adults actively seek out the most worrying and harmful material and their exposure to such material will
not be prevented by “parental controls” systems or labelling. This is a particular concern in relation to
pornography which presents child-like characters being abused. Such material escapes prosecution under
the Protection of Children Act by using performers who are at least 18 years old. But by casting adults with
underdeveloped physiques and youthful faces, dressing them in childish clothes, and encouraging them to
act in a childish fashion in a scenario which mimics child abuse, such videos provide powerful validation
and stimulation to viewers already predisposed towards abusive behaviour. Such pornography is not rare
and the demand for it within the UK is not insubstantial. The provision of filtering tools and eVective
labelling, and all the media education in the world, will not prevent this material from being accessed by
adults in the UK with consequent harmful outcomes for the children who are unlucky enough to come into
contact with them.

164. In the view of the BBFC, it is possible to define particular sets of video material which are likely to
cause particular harm. Pornography is an obvious example and will have a statutory definition (“An image
is ‘pornographic’ if it appears to have been produced solely or principally for the purpose of sexual arousal”)
when the Criminal Justice and Immigration Bill becomes law. It would be quite possible to make it unlawful
to distribute within the UK via the Internet pornographic video material which had not been classified
“R18”, and which did not display the appropriate classification symbols, and which did not have eVective
gatekeeping measures in place.

165. Any such scheme would obviously face serious issues around enforcement, particularly due to the
extra-territoriality of the Internet (UK authorities cannot prosecute if the publisher is, and remains, outside
the UK). The BBFC believes that such issues can be overcome but even if they cannot, there is surely value
in ensuring that the UK does not host Internet services which oVer video material of a nature, or in a manner,
which is likely to seriously harm children. This is exactly the line that the UK has taken over child
pornography. At the European level, the EU directive discussed at paragraphs 143 to 144, requires member
states to adopt regulatory measures even though the measures will not apply to services outside the EU.
There is merit in putting our own house in order even if others do not immediately follow our lead.

166. As indicated, the BBFC does not share the view that the cross border nature of the Internet makes
it impossible to deal with material hosted abroad. Given the political will, controls can be imposed by
utilising the pinch points at which the services do interact with entities with a UK presence.

167. The first of these is the Internet Service Provider (ISP). If given the appropriate information the ISP
can remove the content from its server or otherwise block access to it. This system already operates with
respect to child pornography (a useful chart sets out the process in the Ofcom publication “Online
Protection: A survey of consumer, industry and regulatory mechanisms and systems” (page 73)) although the
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ISP is not obliged to act in respect of material hosted outside the UK. A well funded “notice and take down”
procedure with statutory authority could be a highly eVective tool against harmful Internet content other
than child pornography.

168. It would be quite possible for a designated body to perform, in relation to pornography or other
harmful material, the function currently performed by the Internet Watch Foundation in relation to child
abuse images. Such a body would identify sites oVering unclassified pornography, or oVering classified
pornography without eVective gatekeeping controls in place, and would maintain and update a database of
such sites which ISPs could remove from their servers or block access to. It could be made mandatory for
ISPs to act within a specified period of time.

169. The second pinch point is the banking system. Although some sites are free to use, almost all sites
oVering video material are funded by advertising or by direct charges using a credit or debit card or other
form of non-cash payment. For example, the USA has used the commercial nature of online gambling sites
as a means of preventing the sites from being used for gambling from within the USA. This measure has
been very eVective and almost completely removed online gambling from the USA overnight.

170. In basic outline, the US legislation (the Safe Ports Act) works as follows: it defines certain financial
transactions as “restricted transactions” and makes receipt of payment by way of a restricted transaction
an oVence. Restricted transactions are those involving online gambling. Those involved in receiving
payments can only be prosecuted if they landed on US soil (as some have been foolish enough to do) but
the establishment of “restricted payments” enables enforcement to be carried out via the banking system.
This is the key to eVective enforcement and works on the basis that a commercial transaction involving
customer funds held within the US banking system can be blocked by US financial institutions. The US
legislation simply requires the banks to identify the restricted services and block the transactions that
involve them.

171. Although such a measure which would be deeply unpopular with the banking system, this could
clearly be adapted in the UK as a means of blocking the commercial supply of unregulated pornography
(or other sets of harmful content), especially if advertising on such sites was also outlawed (a measure which
has precedent in the UK in relation to TV broadcasters based outside the UK). To ease the burden on banks,
UK payment systems could simply be required to block “restricted transactions”, placing the responsibility
for identifying services oVering such transactions on a designated authority. Under this model, the
designated authority would maintain a “proscribed list” of services oVering restricted transactions and the
payment systems would be obliged to block payments to such services.

172. Given the range of possible enforcement mechanisms available, the BBFC also believes that a VRA
style approach, so successful in relation to videos and DVDs, can be made to work in respect of video
material on the Internet. Indeed, we have already worked up an outline of the legislative changes required
to achieve such an outcome.

173. The BBFC believes that statutory force, or at least the threat of statutory force, may be required if
children are to be adequately protected from harmful video material on the Internet, both in relation to
extreme material and in relation to the marketing of age-inappropriate mainstream material to children (a
natural tendency in a market based on attracting the widest possible audience). Co-regulation models are
far more likely to succeed if failure is bound to result in a statutory alternative. If Government is minded
to legislate in the short term then reserve powers could be taken, if not then an intention to do so in future
should be clearly indicated.

Concluding remarks

174. Looking back at the history of media regulation, it is clear that the precise form of the regulation
has been dictated by the nature of the medium and the mode of delivery. With no spectrum limit on the
number of providers of content, and with private citizens able both to pay for and consume the media
content in private, the Internet poses a unique challenge as the normal points of control in a public space
simply do not exist. There is no doubt that the Internet provides great opportunities for innovation,
commerce, art, research, etc, but with those advantages come disadvantages. These include easy access to
material which is illegal, harmful or otherwise unsuitable, including by children and by disturbed adults who
are likely to be aVected in ways which are contrary to the welfare of children or society. As the uptake of
broadband grows rapidly, access to inappropriate content by children and vulnerable adults is bound to
increase. Proper regulation would help to minimise the risks without compromising the real and substantial
benefits that the technology provides. Indeed, regulation which enhances trust in the Internet as a safe place
may act as an incentive to consumers considering engaging in social, cultural, political and commercial
transactions online.

175. What is required is a coordinated and systematic approach, drawing on the diVerent areas of
expertise to be found in a number of regulators and other bodies, in which the major new media industry
players and the regulators come together to devise a coherent set of solutions. Through the development of
the BBFC.online scheme the BBFC has already moved to create an eVective solution for those providers of



Processed: 24-07-2008 22:45:52 Page Layout: COENEW [E] PPSysB Job: 399487 Unit: PAG1

Ev 318 Culture, Media and Sport Committee: Evidence

video content who see a commercial advantage in presenting consumers which video content which is
regulated, classified and labelled according to a system they already recognise, understand and trust from
the world of cinema and DVD; and in which age restricted material is subject to eVective gatekeeping.

176. With regard to Internet video services which are unlikely to voluntarily submit to eVective
regulation, truly eVective child protection systems are unlikely to develop unless driven by Government, the
only agency that has an overview across all aspects of new media, technology and the public policy concerns
that underlie all types of media regulation.

177. The BBFC believes that its long experience of regulating moving image content in a non-linear
environment and, in particular, its unique experience in regulating explicit, hardcore pornography and other
extreme material, gives it a skillset that may be of significant use when considering a set of solutions for
regulating the new media. Should the Committee decide to recommend the establishment of a forum
drawing together the key stakeholders in an eVort to find the best regulatory solutions, the BBFC would
very much like to be involved. The BBFC would also welcome any other opportunities to provide further
assistance to the review and to be involved in any future developments.

APPENDIX 1

EXTENDED CLASSIFICATION INFORMATION/EXTENDED CONSUMER ADVICE
EXAMPLES AS PRESENTED ON PARENTS BBFC (www.pbbfc.co.uk)

(A) Films

Charlotte’s Web (2007) Classification: “U”

Film released: February 2007
DVD released: 2007
Run time: 96 mins 51 secs
Director: Gary Winick
Cast: Dakota Fanning, Julia Roberts

Consumer Advice: Contains very mild language

Summary

Dakota Fanning and Julia Roberts (voice) star in this adaptation of the popular children’s book.

Extended Consumer Advice

Based on the classic children’s tale, this features part live-action, part CGI-animation, and tells the story
of how friends on a farm, including a spider called Charlotte, help save Wilbur the pig from being butchered
and cured for Christmas. It is classified U. THIS PARENTS INFORMATION INCLUDES A PLOT
SPOILER!

The defining issues for the film include the use of mild language, threat and the death of a character.

The mild language refers to one use of “bloody” heard within the first 15 minutes. However, this is neither
aggressive nor directed at anyone in particular. Elsewhere, language gets no stronger than a few utterances
of “heck”.

The mild sense of threat and dread that comes from the plan to see Wilbur turned into lunch is handled
sensitively enough for younger children, with comedy helping to dilute the tension. Reference is made to
Wilbur becoming “Christmas dinner with an apple in his mouth” and is reminiscent in tone of similar themes
in the film, Babe. The food chain theme is highlighted further by a scene that shows the spider grabbing and
wrapping up a fly in its web and commenting: “I eat their blood”, but this scene lacks any gory detail.

Sensitivity is also used when dealing with the death of Charlotte towards the end of the film and is
explained by the spider herself as being “part of the natural cycle”. Her actual death is free of disturbing
imagery. There is later evidence of life turning full circle with the birth of new spiders which ensure a positive
and uplifting ending for the film.

“U” stands for Universal, which means that we think the film is suitable for audiences aged four or older.
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Stardust (2007) Classification: “PG”

Adventure/Fantasy
Film released: October 2007
Run time: 126 mins 07 secs
Director: Matthew Vaughn
Cast: Robert De Niro, Michelle PfeiVer, Claire Danes

Consumer Advice: Contains moderate fantasy violence and scary moments

Summary

In a countryside town bordering on a magical land, a young man makes a promise to his beloved that he
will retrieve a fallen star by venturing into a magical kingdom.

Extended Consumer Advice

“Stardust” is a fantasy adventure about a young man who ventures into the magical world of Stormhold
to find a fallen star. The film contains moderate fantasy violence and scary moments. It also contains one use
of very mild language and very mild sex references.

The combination of fairy tale and adventure story in this film means that the battle between good and
evil often results in violence and occasionally death. However, the film’s fantastical nature prevents either
the violence (which is mostly sword to sword duelling) or the deaths from being graphic or realistic. The
impacts between weapon and body are generally hidden by clothing or furniture and the “bad” characters
are either killed oV-screen or the fatal moments are brief and free of blood.

The film’s scary moments include some scenes where the main heroes are threatened by the bad witches
or the evil Princes. However, these scenes are fantastical as well as brief and quickly resolved, leaving the
good characters safe and sound until the next stage of their adventure.

The very mild language consists of one use of “bloody”.

The sex references include a rejuvenated witch admiring her own bottom in a mirror and a joke from a
jovial pirate about “not wearing a wench out”.

“PG” stands for Parental Guidance. A “PG” film should not disturb a child aged around eight or older.
However, parents are advised to consider whether the content may upset younger or more sensitive children.

Harry Potter and the Order of the Phoenix (2007) Classification: “12A”

Film released: July 2007
Run time: 138 mins 03 secs
Director: David Yates
Cast: Daniel RadcliVe, Rupert Grint, Emma Watson

Consumer Advice: Contains moderate fantasy violence and horror

Summary

Harry and Dumbledore are targeted by the Wizard authorities as an authoritarian bureaucrat seizes
power at Hogwarts.

Extended Consumer Advice

“Harry Potter and the Order of the Phoenix” is the fifth film based on the popular character created by
J K Rowling. The film contains moderate fantasy violence and horror. In addition, it contains some mild
language.

The violence is mostly undetailed and fantastical, with powerful magical spells being exchanged
throughout. This sort of action will be familiar to fans of the previous films in the series. For example, one
scene features Harry and his gang casting spells to combat Malfoy and the Death Eaters—this involves
dramatic music and special eVects, but there is no emphasis on blood or injuries.

The film also contains some moderate horror imagery, with some potentially frightening fantasy
creatures. Good examples are the Dementors and the noseless Voldemort. It was felt that many of the
creatures would be familiar to the large fan-base and the horror is balanced by lighter moments.

The mild language includes uses of “tosspot”, “bloody” and “bugger”.

No-one younger than 12 may see a “12A” film in a cinema unless accompanied by an adult. No-one
younger than 12 may rent or buy a “12” rated video or DVD.
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(B) Videogames

Spongebob’s Atlantis Squarepantis (2007) Classification: “U”

Action adventure
Released: November 2007

Consoles: Nintendo DS/Nintendo Game Boy/Nintendo Wii/PlayStation 2

Consumer Advice: Contains very mild cartoon violence

Summary

SpongeBob and his friends leave Bikini Bottom and journey to Atlantis in search of hidden treasure.
When they get there, things go wrong and the friends must flee or they will be destroyed by Plankton.

Extended Consumer Advice

Spongebob’s Atlantis Squarepantis is an action-adventure game featuring characters from the animated
TV series. Characters must avoid obstacles and attack enemies in order to win the game. The game contains
very mild cartoon violence.

The violence consists of the characters firing ice-cream guns/hamburger patties/ping pong balls at their
enemies. All of this action takes place within a non-threatening cartoon environment.

“Uv stands for Universal, which means that we think the game is suitable for those aged four or older.

Assassin’s Creed (2007) Classification: “15”

Action adventure
Released: November 2007
Consoles: PlayStation 3/Xbox 360

Consumer Advice: Contains strong bloody violence

Summary

The game takes place during the Third Crusade, in the year 1191. The player assumes the role of Altı̈r, a
member of the Hashshashin sect, whose objective is to slay nine historical figures who are exploiting the
hostilities created by the Crusades.

Extended Consumer Advice

“Assassin’s Creed” is a third-person perspective action-adventure game in which the player takes on the
role of a Crusades-era Assassin. The game contains strong bloody violence. It also contains mild language.

The violence occurs throughout the game and includes sight of gushing blood when characters are
attacked by a variety of hand-held weapons including swords, daggers and throwing knives. However, this
violence does not extend to body dismemberment or other similarly gory images. The player-character is
also shown stabbing some enemies in cold blood or slitting their throats, although the sight of the latter is
obscured by the camera angle.

Some non-interactive scenes in the game also show violence perpetrated between characters, such as
stabbing or public execution. The visual representation of these events is graphically similar to the game
itself, with sight of spurting blood during the murders.

The language includes “bastard” and “shit”.

No-one younger than 15 may rent or buy a “15” rated game.

50 Cent: Bullet Proof (2005) Classification: “18”

Shoot-’em-up
Released: November 2005
Consoles: PlayStation 2/PlayStation Portable/Xbox

Consumer Advice: Contains frequent strong bloody violence
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Summary

Shoot-’em-up game, in which the gamer plays the role of rapper 50 Cent who, having been shot and left
for dead, gets a gang together to fight criminal gangs and uncover an international conspiracy involving
terrorists and drug smugglers.

Extended Consumer Advice

“50 Cent: Bullet Proof” is a third person perspective shoot-’em-up, where the gamer plays as rapper 50
Cent as he fights rival gangs and criminals in New York. The game contains frequent strong bloody violence.
It also contains strong language and hard drug references.

Strong bloody violence is the key issue in this game. Armed with a number of modern weapons, the player
fights large numbers of enemies. Bullet impacts cause large bloodspurts. The player may also take,
interrogate and execute hostages. A key feature of the game is the player’s ability to watch himself killing
his enemies in bloody slow motion with guns, knives, boots and fists while swivelling the camera around the
kill to get the best possible view. The lethal violence—including shooting and stabbing game characters in
the face, stamping on characters’ heads and eviscerating characters with a knife—dwells on detail and the
player is rewarded for these killings.

As well as strong violence, the game contains strong language (“f**k”) and drug references.

“18” means suitable for adults only. No-one younger than 18 may rent or buy an “18” rated video game.

APPENDIX 2

BBFC.online “WHITE CARD”

Example
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APPENDIX 3

BBFC.online “BLACK CARD”

Examples

January 2008
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Memorandum submitted by The Video Standards Council

Executive Summary

— The VSC was established in 1989. It is a standards body representing all segments of the video and
games industries.

— From 1994 until 2003 the VSC administered the UK ELSPA system of age rating for video games.
From 2003 the VSC has been jointly responsible for administering the PEGI system of age rating
applying in the UK and 27 other countries of Europe. Both systems represent eVective non
statutory means of control and giving information.

— PEGI is a unique achievement and is a robust and dynamic system of age rating which has the
flexibility to both meet European demands and national requirements and sensitivities.

— A small minority of games (less than 3%) have to be submitted to the BBFC for legal classification
in the UK because of extreme content (usually gross violence or sexual content) and receive the
same BBFC classifications as are used for films. This causes confusion.

— There is a clear need to distinguish between video games and films. They are very diVerent
products. Watching a film is a passive experience. Playing a game is an interactive experience. The
PEGI system fulfils this requirement.

— The methodology used for age rating films is inappropriate for video games. The single use of a
sexual expletive or depiction of gross violence in a film may be justified at a lower age level in a
film because of context. There is a diVerent requirement for games as the expletive or violence may
be heard or seen many times over as the games player endeavours to progress through the game.
The PEGI methodology fulfils this requirement.

— BBFC classifications are mandatory and enforceable. The same force of law should be given to
PEGI age ratings.

— Games with extreme content (those having a PEGI 18!) should continue to be referred to the
BBFC who should retain the right to eVectively ban such games in the UK because of potential
harm risks. If the BBFC do not exercise such right then such games to retain the PEGI 18! for
the UK.

— A UK or any other national approach to the Internet and online gaming will have only limited
impact.

— The combination of PEGI, PEGI Online and parental control software presents an opportunity
to empower parents, in their role as guardians, to control the content they want their children to
be exposed to.

— Education is the key.

1. The Video Standards Council (VSC) was established in 1989 at the request of Government and is a
non-profit making body set up to develop and oversee a Code of Practice designed to promote high
standards within the video and video games industries.

2. The VSC is managed by a Committee made up of representatives from all segments of the video and
games industries overseen by the President (Baroness Shephard) and Vice-President (Iain Muspratt). Day
to day management is undertaken by a Secretary-General (Laurie Hall) and Operations Manager (Peter
Darby).

3. Most games are exempt from statutory classification in the UK under the Video Recordings Act with
less than 3% of games being legally classified by the BBFC because of extreme content (usually gross violence
or sexual content). In view of this the industry introduced a system of age rating which is eVectively
mandatory for all major games platforms.

4. From 1994 until 2003 the VSC was solely responsible for the administration of the ELSPA voluntary
age-suitability rating system for video games in the UK. Had it not been for the steps taken by the VSC and
the games industry trade body (The Entertainment Leisure Software Publishers Association)) there would
have been no age rating system in the UK for the 90% or more of games that did not need to be legally
classified under the law.

5. From 2003 to the present the VSC has been jointly responsible for the administration of the Pan-
European Game Information (PEGI) system of age rating that operates in the UK and 27 other countries
of Europe. The PEGI system superseded the ELSPA system in the UK.

6. The PEGI system is owned by the Interactive Software Federation of Europe (ISFE) and is jointly
administered by the VSC and the Netherlands Institute for the Classification of Audiovisual Media
(NICAM).

7. Consumers see a PEGI games content age-suitability logo on the front of games packaging. Games
will be rated at five diVerent levels: 3!, 7!, 12!, 16! and 18!.



Processed: 24-07-2008 22:45:52 Page Layout: COENEW [E] PPSysB Job: 399487 Unit: PAG1

Ev 324 Culture, Media and Sport Committee: Evidence

8. On the back of the packaging consumers see content pictograms indicating the main reason/s why the
game has been rated at a particular level. Pictograms are used instead of text as the PEGI system is pan-
European. There are seven content pictograms for violence, sex/nudity, discrimination, drugs, bad
language, fear and gambling.

9. The system relates to the content of a game only and takes no account of the degree of diYculty in
playing the game.

10. The PEGI system of voluntary self-regulation provides parents across Europe with an indication of
the age ranges for which a game is suitable. With the use of the pictograms it will also give them a good idea
of the content of the game. It will also enable staV in games shops to be more helpful to customers when
asked whether a game is suitable for a child or young teenager of a particular age.

11. Parents and others having responsibility for the young are naturally concerned that children should
not be exposed to anything unsuitable. Parents today have themselves grown up in an age of films, television
and video and are probably fully capable of deciding what their children should watch. They have not grown
up in an age of video games and sometimes it is very diYcult for them to check for themselves what exactly
is contained in a game. This causes anxiety. The PEGI system endeavours to reduce this anxiety and give
parents the confidence to decide whether a game is suitable for their children, whilst at the same time
acknowledging that games and videos/DVDs are very diVerent products.

12. Under the PEGI system a games publisher enters into an agreement with ISFE and agrees to comply
with a code of conduct designed to ensure that the publisher uses the system responsibly. The publisher has
then to register at least one “coder” who will be responsible for rating games on the PEGI on-line
registration site.

13. Age rating is carried out by the coder on-line. The on-line rating procedure is comprehensive and
straightforward. The coder is asked to give yes/no answers to a series of carefully worded questions relating
to the content of the game. For each question a help page is provided to assist the coder to answer each
question correctly. NICAM and the VSC are always available to any coder who is in doubt or needs
assistance. Once the answers are given the system specifies the provisional age rating for the game and the
descriptor/s to be used on packaging.

14. Games applying for a provisional PEGI 18!, 16! or 12! require examination before being granted
a PEGI license. 18! and 16! games are examined by the VSC and 12! games are examined by NICAM.
At present games given a 3! or 7! rating are examined by NICAM on a sample basis but plans are in hand
to introduce the pre-examination of 7! games.

15. If the VSC or NICAM consider that a game has been incorrectly rated it will inform the coder of this
and usually the game is then re-rated by the VSC or NICAM. In the event that the coder disagrees with the
decision there is a right of appeal to an independent appeals body. Experience so far has shown that the large
majority of games are correctly rated by coders. Incorrect ratings have arisen from mistakes,
misunderstandings and incorrect interpretations. They have not arisen from any deliberate misuse of the
system.

16. Games at the 16! and 18! levels are examined by the VSC to ensure correct rating under the PEGI
system and to deal with the UK legal situation set out in 3 above. Under UK law some games must be legally
classified by a Government appointed body (the British Board of Film Classification) and there are severe
penalties for breach of the law. The VSC ensures that no game enters the PEGI system for the UK if it should
be legally classified.

17. Under UK law (Video Recordings Act 1984 as amended) games are generally exempt from legal
classification by the BBFC. However exemption can sometimes be lost because of the content of the game
(usually gross violence or sexual content). A game can also lose exemption if it contains video footage that
is not an integral part of the game (eg trailers, advertisements, “making of” features). Both the VSC and the
BBFC have taken legal advice to establish the dividing line between exempt and non-exempt games. The
VSC regularly consults with the BBFC.

18. The VSC errs on the side of caution and if there is any doubt as to whether a game is exempt the VSC
always ensures that the game is submitted to the BBFC. As a further step towards ensuring that no mistakes
are made games that are given a PEGI 18! for other countries are always submitted to the BBFC for UK
release. The PEGI 18! is not used in the UK.

19. Historically less than 3% of games have been submitted to the BBFC because of extreme content. A
further 3% have been submitted because of video footage (usually non-controversial).

20. Games referred to the BBFC are classified under the law in the same way as videos and DVDs. They
are given the age-restricted classifications 12, 15 or 18 or non age-restricted classifications PG, U or Uc. For
games given an age-restricted classification it is illegal for a shopkeeper to supply to anyone below the
specified age.
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21. The majority of games referred to the BBFC because of extreme content receive a 15 classification
from the BBFC even if they have a PEGI 18! for other countries. Very few games are given an 18
classification by the BBFC. This is because the system used by the BBFC adopts a diVerent approach to
extreme content than the PEGI system. Extreme content can be permitted at 15 by the BBFC if it can be
justified by context. This is not the case under the PEGI system.

22. There is a belief that games should be considered in the same way as films on video and DVD. This
is certainly not true. Games are a very diVerent product. Watching films is a passive activity. The viewer
watches the film from beginning to end and probably never watches the film again. Games are interactive
(playing a game is not a passive experience). Games present a challenge to the player which requires a degree
of skill and intelligence to overcome. In an endeavour to progress from one level of a game to the next the
player will confront characters and scenarios more than once (sometimes many times over). Each time the
player enters a level of a game the characters and scenarios may be slightly diVerent requiring the player to
confront situations in a diVerent manner.

23. There is a clear need to diVerentiate between films and games and the use of the PEGI system achieves
this by providing a very distinct and diVerent age rating system which is there for retailers and the public
(particularly parents) to see.

24. There is also a clear need to adopt a diVerent and more appropriate method of age rating for games.
The methodology used for films does not work for games. Justifying more extreme content at a lower age level
on the grounds of context does not apply. A sexual expletive heard once in a film may be justified by context
at a 12 legal classification level. If the same word is used once in a game then it may be heard many times
over as the player endeavours to progress through the level in the game concerned (the game will receive a
PEGI 16!). Likewise a single act of gross violence in a film may be justified by context at the 15 legal
classification level. This act of gross violence in a game may be seen time and time again and each time it
may be slightly diVerent if diVerent techniques or weapons are used (the game will receive a PEGI 18!).

25. A single system for the age rating of games in the UK is desirable but it needs to be separate and
distinct from that used for the age rating of films in order to recognise that games are very diVerent products
and to avoid any possible confusion. The PEGI system fulfils these needs.

26. The use of the PEGI system for all games would be generally supported by UK retailers. The PEGI
system has been accepted by retailers but the fact that some games still carry a BBFC classification symbol
does tend to cause some confusion. Adopting PEGI across the board would remove this confusion and at
the same time preserve the Europe-wide approach which the VSC believes is essential to form the basis of
a meaningful means of control for online gaming.

27. The easy option would be to apply BBFC classifications to all games but this would be avoiding the
present need for a separate system and ignoring the future when games move out of high street stores to
online supply. It should noted that the fact that the Video Recordings Act 1984 covers games was almost
accidental as games as they exist today could not have been contemplated at that time. It should also be
noted that BBFC classifications cover only a minority of screen based entertainment (video) and that most
mainstream entertainment (television, cable, satellite) does not come within their remit.

28. Until the early nineties almost no games were legally classified by the BBFC. Since this time the BBFC
have legally classified only a small minority of games with well over 90% of games being rated under the
ELSPA system between 1994 and 2003 and under the PEGI system since then. The VSC administered the
rating of games under the ELSPA system and jointly administers the PEGI system. The 13 years of
experience of those involved with the ELSPA system and now the PEGI system should not be
underestimated.

29. Age-restricted classifications given by the BBFC are mandatory and enforceable. It is illegal to supply
a game given an age-restricted classification to someone below the specified age. It would be relatively
straightforward to apply the same force of law to PEGI age ratings.

30. It is recognised that the need for UK national sensitivities to be addressed is important. At present
the BBFC have the power under the law to ban a game from sale in the UK if they consider that the potential
harm risks are unacceptable. If PEGI became mandatory and enforceable there would be a need for this
power to be retained. Currently all PEGI 18! games are submitted to the BBFC. This procedure should
continue with the BBFC deciding whether any games should be excluded from sale in the UK. If the BBFC
decide that a game should not be excluded then the game should retain its PEGI age rating. A similar
approach has been adopted in other European countries to deal with national sensitivities.

31. The need for a separate and distinct system for the age rating of all games is clear and the VSC would
commend the PEGI system. When it comes to control of Internet gaming (games played or downloaded
from the Internet) an international viewpoint must be adopted as any UK or other national approach to
this matter will have only limited eVect. This is because UK legislation can only be enforced where the servers
hosting the game are based in the UK. It must be recognised that UK consumers will be accessing games
from across Europe.
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32. In the summer of 2007 ISFE launched PEGI Online. PEGI Online is a system whereby operators of
websites and portals through which games can be played or downloaded sign a code of practice designed to
provide the safest online environment consistent with game playing. It is aimed at giving information to
parents about the inherent dangers of playing online. Such dangers include chat rooms, bad language,
bullying and requests for personal details.

33. Website operators signed up to PEGI Online will only make available games that have been age rated
for Europe under the PEGI system or other established European rating agency.

34. The strength of PEGI Online is in the fact that website operators sign an agreement to a stringent
Code of Practice. Those agreeing to the Code are granted the right to display a PEGI Online label. These
are individually numbered to prevent fraudulent use. Prior to their use being permitted each website is
checked by the PEGI administrators (VSC and NICAM) to ensure compliance. This Code of Practice lays
out the minimum safety measures that must be complied with to protect minors.

35. The PEGI Online label also contains a hyperlink to the PEGI Online web page which contains details
of the generic risks attached to online game playing. This is an endeavour to further educate parents to
potential online harm and methods of avoidance.

36. Negotiations are being held between ISFE and Netnanny for the provision of a parental control
filtering system for Europe. This will be similar to those available on Microsoft Vista and so called “next
gen” consoles which have a provision for filtering physical product. Once this system is installed on a home
computer it will enable a parent to ensure that children can only access games websites registered with PEGI
Online and to restrict access to games below a certain age level. It is anticipated that this filtering software
will be available in 2008.

37. The introduction of such a filtering software system has been deemed economically viable on an
international basis. If business models have to be revisited, it is very unlikely that any such system will make
economic sense on a national basis.

38. PEGI and PEGI Online represent a unique achievement to the extent that they have established a
common set of standards for the age rating of games and website approval, acceptable across most of
Europe.

39. They also represent the future. Any system of age rating and controlling games (and indeed films) on
a national (UK) basis is already outdated and will rapidly become redundant with the advent of more diverse
means of delivery to the consumer. The supply of games is moving out of the high street shops and on to
the Internet. The Internet cannot be controlled on a national basis.

40. In contrast, the combination of PEGI, PEGI Online and parental control software presents an
opportunity to empower parents, in their role as guardians, to control the content they want their children
to be exposed to. The software will restrict access to approved PEGI Online websites and restrict access to
games up to an age level pre-set by parents. Although this software could theoretically be developed to
accommodate all national rating systems such diversity and complexity is more likely to act as a deterrent
to most parents using parental control.

41. Without a European rating system and appropriate parental control there will be no practical and
eVective means of securing the safety of minors when they play online games. The UK consumer (parent)
will be confronted with hundreds (if not thousands) of online games websites originating from anywhere in
the world. There would be no ability to establish whether they are legitimate or whether the games have
been age rated. It would be perfectly feasible for dubious websites, posing as game sites, to provide links to
pornography, gambling etc (without parental knowledge). Parents would have no ability to control what
games their children play and at best will have to rely upon a US model based on ESRB ratings and
American culture. This would be particularly noticeable with games containing violence.

42. PEGI Online is dependent on the continuing operation of PEGI as without the underlying PEGI
system PEGI Online will become dysfunctional. Rejection of PEGI by the UK is likely to lead to a domino
eVect amongst other countries and could possibly bring about the collapse of PEGI. The PEGI age rating
logos and descriptors will be seen online and if the UK consumer has not met them previously through retail
the propensity for further confusion is great. It is very important that the UK and other European countries
recognise this.

43. Public awareness of PEGI has grown rapidly since its launch. From a zero base in 2003 familiarity
with PEGI in the UK, at 43%, is the highest in Europe (Nielson Survey 2007).

44. Although it is acknowledged that work remains to be done to reach the same level of awareness as
that of the BBFC classifications that awareness only applies to the film watching public who are not
necessarily games players. The level of PEGI awareness amongst games players and parents of games players
is nonetheless a major achievement in such a short period of time.

45. However there is a gap to fill during the intervening period. In this respect the VSC has played its part
through its retailer membership. The VSC represents most of the major retailers of games. They are supplied
with display and staV training materials as well as a staV training DVD all of which feature the PEGI system.

46. Industry eVorts could be greatly helped by Government assistance to access schools and other
educational establishments in order to accelerate awareness and understanding of the PEGI system.
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47. Education and greater awareness is the key. In the end it is parents and other guardians who decide
what children watch or play. The law can only go so far. If parents and other guardians are made more aware
of the PEGI and PEGI Online systems then they will be in a better position to make more informed choices
for children.

48. Having a law to prevent the supply of age-restricted products to children and young teenagers is one
thing. The practice is another. To the extent that the Video Recordings Act is being enforced it is being
selectively enforced. Trading standards authorities tend to concentrate their eVorts and test purchase
campaigns at high street retailers (the very retailers who are making an eVort). Little or no eVort is made to
enforce the law where the real problem is in secondary outlets and in particular car boot sales and markets.
In these locations children and young teenagers can obtain almost anything they want free of restriction.

49. Visiting car boot sales and markets is a major UK leisure time activity but these places are “hotbeds”
of criminal activity where amongst other things illegal and counterfeit videos, DVDs and games are sold.
This activity is having a devastating eVect on the legitimate industries. It is no wonder that the enforcement
of age restrictions tends to be overlooked.

50. Some games do contain violence but the extent of this is very often overstated. It is extreme violence
that causes public anxiety and Government concern. There is a great diVerence between the cartoon violence
(Tom & Jerry) permitted at the PEGI 3! level and the gross violence at the PEGI 18! level.

51. All games containing gross violence are submitted to the BBFC for UK release and the PEGI 18!

is not currently used in the UK. For countries outside the UK the PEGI 18! is used. However it should be
noted that only 5% of games have been given a PEGI 18!.

52. Research is divided as to identifying any causal link between playing violent games and physical
aggression. Some researchers in Japan and the USA believe they have established this link. Professor
Sakamoto: “Videogames play promotes aggressive behaviour. Influence was the strongest when games had
both high rewards and realistic qualities”. By contrast Professor Kassis from the University of Basle takes a
diVerent view: ‘There is no linear combination between violent games and the violence of teenagers in reality.

53. It is also worth noting that most European researchers consider that findings based on laboratory
research are flawed.

54. Notwithstanding the lack of any reliable link between violent games and violence in real life the games
industry in Europe took the responsible step of introducing PEGI and PEGI Online. They are essentially
information systems enabling adults to make up their own minds as to the games they wish to play. They
are also systems enabling parents and other guardians to decide what games children and young teenagers
are permitted to play and with the aid of filtering software to restrict access to approved games.

January 2008

Witnesses: Mr David Cooke, Director and Mr Pete Johnson, Head of Policy and Business Development,
British Board of Film Classification, Mr Peter Darby, Operations Manager and Mr Laurie Hall, Secretary
General, Video Standards Council, gave evidence.

Chairman: Good morning. We now move to the
second part of this morning’s session and I would
like to welcome David Cooke, the Director of the
British Board of Film Classification and Pete
Johnson, the Head of Policy and Business
Development; and from the Video Standards
Council, Peter Darby, the Operations Manager and
Laurie Hall, the Secretary General. Adrian Sanders
is going to begin.

Q543 Mr Sanders: Do you accept the rationale
underlying Dr Byron’s recommendations on
classification of video games?
Mr Cooke: Yes, obviously subject to the views of this
Committee and whatever views you reach
yourselves. We certainly think the analysis starts in
absolutely the right place. The need is to bring
awareness up to the kind of levels we have for film
and DVD and that is really the starting place that I
think Dr Byron followed. We think it is sensible to
have a single set of symbols and obviously our
preference coincides with Dr Byron’s in that it is
sensible to choose the BBFC’s because of the degree
of trust and recognition that they have and because

the way we examine games means that we can
provide more content information. We welcome the
proposal to get us involved in games from 12 and up.
Certainly on the film and DVD side there are
problematic issues around the 12 border line so that
seems to be a sensible place to start. We also
welcome the fact that that proposal is for online
games as well as physical games which are obviously
going to be very important in the future. So far as
online games are concerned, we are very happy to
work through the PEGI Online system which is in
place at the moment. We have classified some online
games ourselves already but PEGI Online recognises
BBFC symbols and I think we all recognise that
there are extra issues with online games so it seems
sensible to pool our resources on that. There are two
detailed recommendations which have had some
criticism, there is one about having BBFC symbols
on the front of boxes and PEGI symbols on the back
of boxes; people have expressed views about that.
We are quite prepared to do that if people are
content with it. I understand the rationale; I know
that Dr Byron was keen not to lower the profile of
PEGI too much within the UK. Probably the
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recommendation that causes us the most diYculty in
principle is the notion of using BBFC symbols for
the 3! and 7! games which we would not ourselves
examine. We are always nervous about the idea of
putting our symbols to a methodology that we are
not ourselves operating. I understand that PEGI is
intending to introduce testing for 3! and 7! games
which I think would be very important. Subject to
that, then provided that we could agree some kind of
a checking system to make sure that our symbols
were being used properly, then that would be okay.
I think some of this, if it all goes ahead, will require
primary legislation, but not all of it so it would be
possible to be getting on with some of this in advance
of legislation. We are certainly clear that it is a
workable package and we do not have any diYculty
at all with the resource implications. We estimate
that probably between 350 and 500 extra games a
year would come to us. We have been used to gearing
up to a much greater order of magnitude than that
with the expansion of the DVD market from the late
1990s to 2005–06 and we have about 12 examiners
who are experienced, qualified, trained games
examiners. Our current turnaround times are about
ten calendar days. I really do not think there would
be a problem there at all.
Mr Darby: PEGI also welcomes the Byron review. It
is quite clear that the rationale behind it is the
protection of minors and that is something that
PEGI has been working on right from the outset so
we certainly welcome that. Dr Byron put forward
the view that PEGI is not as well known as it might
be and that is something that is fully accepted by
PEGI. PEGI have said that they are ready to spend
a substantial amount of money in attempting to
promote PEGI even further than it has. The BBFC
symbols are clearly much better known than the
PEGI ones, but BBFC has been in existence for a
hundred years and PEGI has only been in existence
for five years. The research that Nielson did in 2007
indicates—this was supported by Dr Byron—that
probably about 50% of the population in the UK do
understand PEGI and in five years we think that is
quite an achievement to get that sort of level of
recognition within the UK. The suggestions of the
hybrid systems would not have been a road that we
would have suggested going down in the first place
and our evidence was that we would have preferred
a single system. However, if the hybrid system is the
one that is recommended PEGI will certainly work
towards achieving that. Maybe there is a possibility
of adapting the hybrid system so that it is PEGI that
is seen on the front and BBFC symbols seen on the
back because one of the things that Dr Byron was
suggesting is that the public need to see the BBFC
symbols certainly for a few years so that they
understand what the symbols that PEGI is using
really mean. By using the BBFC symbol on the back
of the package perhaps that is a way of educating the
public which I think both the BBFC and PEGI think
is the biggest achievement that the public should
understand; the consumer must understand that
some of these games are for adults.

Q544 Mr Sanders: We live in a really complex world
and making things as simple as possible I always
think is a good thing. Where the public come across

symbols, for example in tourism in looking at
accommodation, the tourism industry for decades
has been trying to rationalise its symbols into one
recognisable set of classifications and they still have
not actually achieved it. Do you not think that you
really ought to be looking for one set of symbols on
a product, not two, and that that set of symbols
ought to be the one the parents—who are the people
most concerned about this—recognise?
Mr Cooke: Obviously our ideal would be for the
BBFC symbols to be the single ones. I understand
the rationale in Dr Byron’s recommendation but it
is for others to comment on whether that is the best
solution or not. If you go back to the starting point
of the analysis, the recognition that games
classification is clearly, on all the evidence, less well-
understood than film and DVD classification, it
makes sense prominently to use film classifications
to try as part of a series of campaigns to raise that
awareness. I know that some argue that games are
diVerent from films, suYciently diVerent that they
ought to be regulated completely separately; that is
not my position. My view is that with increased
photo realism in games, with the number of common
franchises—I think about seven or eight current
games in the top 20 are actually based on film
franchises—it is actually better to be able to look
across the content on the diVerent platforms and it
is then possible to answer questions more clearly of
the sort: what diVerence does interactivity actually
make? Does it mean that the experience is more
immersive than watching a film? Does it make it less
immersive in some way because you are more
detached because you are operating through the
controls? We have indeed begun to commission
research on those questions ourselves. My argument
would be that it is better to look across the piece and
to try to raise the awareness of games classification.

Q545 Mr Sanders: There is a big diVerence between
a game and a film and might you not end up with the
situation where you have a film that is classified 18
but the game of the film, because its content is
slightly diVerent, would have a lower rating? Would
that possibly then confuse the market?
Mr Darby: I think you have to follow the content
where it takes you and if the game version is indeed
a lot milder than the film version then you have to
give it the right classification based on the analysis.

Q546 Mr Sanders: Can the game not market the film
or vice versa?
Mr Darby: As a rule it tends to be the other way
round. PEGI deals with most of the games below 18
and because most of the games we get that are a
sequel or a follow-up to a film the game tends to get
a higher rating. That is based on the fact that we
consider the game to be diVerent to the film and
think it should be rated diVerently to the film. I have
an example of a game that was sent to me where I
played through and the publisher said they wanted
the same rating as the film but it was one rating
higher. I said, “No, I have been able to kill more
people five minutes into this game than James Bond
killed in all of the films put together”. That is where
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we think there is a diVerence. The games do allow
much more interactivity and a repetition of what is
actually happening within the game. The use of
sexual expletives is, I think, a very good example. If
it is used once when it is put in context and it is in a
film, then it might get a lower rating, but what PEGI
says quite clearly is, “If you use a sexual expletive in
the game just once it will get a 16” and we base that
on the fact that to play through a game it is not
possible to do it all in one go normally so each level
has to be played through several times. Therefore it
is not just one sexual expletive; it is the same sexual
expletive time and time again as you are going
through. We do not think it is right to put that into
any form of context. The word is there and it should
be rated because the word is there on one occasion.
Mr Cooke: I also think a more precautionary
approach, at least for the time being, is sensible for
games, not least just because games are less well
understood so you get this phenomenon of the
Grand Theft Auto games not being regarded in the
same way as an 18 level film. Of course there are
more complicated factors as well. There is the one
that Peter has mentioned; there is also the possibility
that you can play games in lots of diVerent ways. It is
possible to play perversely; you can play a shooting/
killing game in a way where you deliberately do not
kill very many people or you can play it the other
way round and you can explore the potential of
certain moves over and over again with lots of
variations. I, too, think it makes sense to be more
cautious.
Mr Johnson: I think we all agree that the content
should be classified on the basis of the content in that
particular product. The fact that there may be
diVerences between the film rating and the game
rating is really the same as when you get franchises
of films where diVerent ones in a series may have
diVerent ratings. Of the Mission Impossible films I
think one is a PG, one is a 15 and one is a 12 because
the content was very diVerent. What becomes
important then is to give parents a clear content
advice that explains to them why it is diVerent. I
think that is where the BBFC system of content
advice, which is to use a specific single phrase, is
eVective: it enables us to grade the content and
describe the violence so that we can say whether it is
strong, it is frequent, it is bloody, it is sadistic, it is
mild, it is fantastic, it is comic. Those subtleties
become very important because then the parent can
see why the rating is diVerent. I think that is very
important and that is why in our research 86% of
adults find our consumer advice very useful when
they are choosing material—whether it is games or
DVDs—for their children to view. It is a very
important part of the package; it is not just about
classification any more, it is about the clarity of the
consumer advice that is provided with it. That is a
particular strength of the BBFC system. Because we
actually play the games at length we have a very
good feel for what the parent needs to know about
that game apart from our rating and that is what
appears on the back of the pack.
Mr Cooke: Could I also just mention extended
consumer information? This is something which we
have recently started doing for new films and for

games. The idea is to use the fact of the way we
examine to generate a full paragraph’s worth of
material on the game so there will be the complete
rationale for why the age rating is as it is. All the
diVerent factors—there may be seven or eight all
going on at once—will be picked out. This is the
beginning of an attempt to provide parents with
more information to take informed decisions.
Mr Darby: The other issue in respect of what the
label should be saying is that we believe the label
itself should say that this is a game and not a video,
but in addition, in a few years’ time when the
majority of games are actually coming from the
Internet and being played online, it is going to be the
PEGI label that is seen. We think that the best way
of educating the consumer as to what they are going
to see in the future is to be presenting them with
those logos at the moment so the educational
process has been completed by the time the majority
of games are online.
Mr Hall: We think that there is a clear need to
distinguish between films and games. Watching a
film is a passive experience; as has been said playing
a game is an interactive experience. Watching a film
you sit down for two hours, it is finished, that is it.
With a game you can spend several hours, several
days, several weeks playing it. What you see on the
screen is controlled by you and you can vary it. The
problem with adopting a film classification
approach, putting matters in context, we think it is
wrong and does result in lower ratings to be given in
this country for a game that is rated by the BBFC
than the rating that same game is given in the rest
of Europe.
Mr Cooke: I think this is a genuine point of
disagreement between us. We are very attached to
the fact that we can look at the context of a film and
indeed a game as well—there is an analysis of this in
the Byron report—and sometimes it can lead to a
lower classification when the BBFC has done the
examining, sometimes higher. There may be a game
where the content itself is not particularly strong but
the tone of the thing is such that you need to take
account of that as well. There was a lot of
controversy about a game called The Rule of Rose a
few months ago. That was a case where the tone of
the game was, in our view, a factor as well as the
actual material that you saw in the game. I make
absolutely no criticism of my PEGI colleagues for
not giving such weight to context because that would
clearly be a diYcult thing to do with 20-odd member
countries. I do think that national cultural
sensitivity is important here and it is a valuable thing
to be able to do.
Mr Johnson: It is also worth noting that we do not
use exactly the same methodology for classifying
games as we do films. We watch films at the cinema;
we watch DVDs on a DVD player and monitor; we
rate games by playing through the game. That
enables us to recognise the diVerences between game
playing and watching films. It also enables us to read
across where issues and content are similar, and
often they are similar as we have seen with seven out
of the top 30 games being film franchises. The latest
range of DVDs—the Blu-ray discs—actually allow
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films and games to appear on the same disc. For
instance, with the Disney Blu-ray release of Cars you
can play Cars and watch it as a film or you can play
it with a games application running over the top
whereby every time a character appears you press a
button and you are rewarded if you get it right with
some bonus footage. So there is real convergence
and there is a whole range of material like that about
to come out on Blu-ray. Alien Vs Predator will
probably be a 15 rated Blu-ray disc and that will
have the opportunity for you to watch the film or to
watch the film with a games application playing and
whilst the games application is playing characters
appear on screen and you can shoot them. The two
come absolutely together. To try to separate those
out is a nonsense because the whole point of the
technological advance is convergence; it is not
divergence, it is convergence and the two come
together very much in the Blu-ray world.

Q547 Chairman: The BBFC’s approach seems to me
quite straightforward: you sit, play the game, work
out what the appropriate age is and stick a label on
it. PEGI, you are largely dependent upon the games
manufacturer to tell you what they think it is.
Mr Darby: It is a self-regulatory system whereby the
publisher has to fill in a questionnaire which goes
into detail about what the game is about. Once that
is put into the Online system it then gives a
provisional rating. The game is then examined by the
administrator along with further details that are
provided by the publisher. The job of the
administrator is to ensure that the answers that have
been given are accurate and that the game then
accurately fits in with the provisional rating it has
been given.

Q548 Chairman: So you can overrule.
Mr Darby: Yes, and we do on a number of
occasions. We have probably taken as many games
down as we put up because we do not like a game
being put in at a higher level when it should be at a
lower level, for example a game being given a 16
when it should be 12 because that actually starts to
destroy the credibility of the whole system. We move
games down as well as up.
Mr Hall: I think this recognises the fact that games
are diVerent. I would say it is almost impossible,
without the help of the game manufacturer to view
everything that is in a game. It was in the press last
week about the new Grand Theft Auto game where
one of the press reporters commented that he played
through it a dozen times and each time the game was
diVerent; if he played through it two dozen times it
would be diVerent on two dozen occasions. Who
knows the game better than the game developer
himself and we rely upon him to start the PEGI
process going.

Q549 Chairman: But BBFC rated Grand Theft Auto
IV; how many times did you play it?
Mr Cooke: We sampled it at all levels for at least five
hours. I think in that case it was more like seven or
eight hours. That particular game came to me as well
because of the profile of the game. We did examine it

extremely thoroughly and we are the only regulator I
know of who looked, for instance, at the particular
issue where prima facie there was a concern about
whether you were being given instructional
information about how to make the drug crystal
meth. We actually took independent advice on the
point and eventually were able to satisfy ourselves
that some of the crucial ingredients and techniques
were missing so it was not a genuine cause for
concern. Peter and Laurie are right, that under
whatever system you do need the cooperation of the
publisher and it is standard practice for the publisher
to be told to provide us with all the help they can;
normally they are extremely good and they will draw
attention to likely category defining elements. They
will often provide a DVD play-through which can be
a useful tool although it is not a proper substitute for
playing the game itself. There is an onus on the
publisher too but it is collaborative working.
Obviously if they do not tell you important things
that you need to know about then you need to revisit
the classification.

Q550 Chairman: Are you confident that you
explored every permutation in Grand Theft Auto
before reaching your judgment?
Mr Johnson: It is worth saying that eight hours of
our game play is equivalent to significantly more
than eight hours by the average gamer, not just
because we employ very expert gamers but also
because we get the publisher to provide cheat codes
so that we can through to various parts of the game
much quicker.

Q551 Chairman: The publisher may not always tell
you everything.
Mr Darby: The PEGI code of conduct which the
publisher has to sign up to before they are allowed
to use the system anyway has sanctions in it and for
a deliberate misleading of the administrator the
current sanctions are between 250,000 and 500,000
euros. That is the maximum but if it just negligence
it would be significantly below that. There is an
enforcement committee that would look at what
sanctions should be imposed on any publisher that
actually misleads the administrator.

Q552 Chairman: What happened with regard to the
previous edition of Grand Theft Auto, the notorious
hot coVee incident?
Mr Darby: The hot coVee issue was not so much of
an issue within Europe as far as PEGI was concerned
because it already had an 18. The inclusion of the
sexual material which was the issue certainly within
the United States could not have raised the ratings
any higher. So although we had not seen it, it still
had the correct rating.

Q553 Chairman: You said that if they misled you or
failed to provide information, then you would
sanction them. In this case they did.
Mr Darby: In that particular example it was not
deliberate; it was an unfortunate mistake.
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Q554 Chairman: I have not seen the hot coVee
section but as I understand it it was as close to
graphic sex as you can get in a video game and they
just forgot to tell you about it.
Mr Darby: It was not part of the game. My
understanding is that it was sealed oV within the
content of the game so the gamer could not get at
it. However, there was a hacker somewhere in
Holland or Sweden who was able to find a hack to
put into this so that somebody could download this
from the Internet, run it alongside the game and
open up a bit of the game that was not meant to
be available to the consumer. That is where it all
went wrong.

Q555 Chairman: It does beg the question, what was
the point of it being there if the consumer was not
supposed to see it.
Mr Darby: That I cannot answer.
Mr Hall: As I understand it, it was originally meant
to be part of the game but they decided it was not
going to be but did not take it out properly.

Q556 Chairman: This does raise the question about
whether or not you can rely upon games
manufacturers to tell you what you need to know.
Mr Darby: I would say that since the beginning of
PEGI in 2003 and to the extent that the BBFC
examined 16s and 18s, we have not had one single
example of a publisher deliberately misleading us.
We have had mistakes and errors of judgment, but
not deliberate intention. If you think about it, why
would a publisher join a voluntary PEGI scheme if
he intended to abuse it?
Mr Cooke: I think it is rare. Chairman, your phrase
“every permutation” bothers me a little bit. I
calculated that we spent over a hundred hours
examining the Manhunt 2 game and it feels I was
personally involved in every one of those hours.
Even then I am not sure we could honestly come
to the Committee and say that we knew every
permutation. We knew the game extremely well
and we knew where all of the category defining
elements were. As we have been saying, you just
have to recognise that a game is a diVerent entity
in lots of respects.

Q557 Mr Hall: In an earlier answer to Adrian
Sanders you said there were about 250 video games
being classified at the moment and you have 12
members of staV dealing with that. In evidence to
the Committee you said you expect the market to
grow by 300 to 500 a year. Is that year on year?
Are you saying that in the year 2013 we will have
something like 3000 video games a year going onto
the market?
Mr Cooke: Every diVerent industry analyst you
talk to gives a slightly diVerent response to this
question. I have seen the figure of 100,000 in five
years’ time that was quoted to you by, I think, the
games industry. That is not a figure I recognise and
it is not a figure which any industry analyst I have
spoken to recognises. I suspect that it probably
included things like casual games which might be
very brief games; it might well have included things

like the mini games you see on a cover mount disc
and quite often when we classify one cover mount
disc we will be classifying maybe 30 or more mini
games within that. When you have an online game
you get patches and upgrades submitted and it may
also have included those. Obviously online games
are diVerent and raise extra issues. I think an
important distinction which I would invite you to
consider is between publisher generated content
and user generated content. I think it is reasonable
to operate in a way that means that if a publisher
upgrades the content in a way that changes the
appropriate age rating then that content in turn
should be examined. With user generated content
and user behaviour one of the big issues with online
games is simply bullying and I think a diVerent
model then has to operate and you have to work
through publishers maybe with checking
mechanisms in place as a backup. These are the
kind of approaches which my colleagues have been
developing through PEGI Online that I was also
involved in. I suspect that all of those diVerent
elements were probably in there in the figure that
the games industry quoted. I really do not think a
tower full of censors—I think that was the phrase—
would be necessary to deal with that. I find it a
slightly colourful phrase. The other thing I would
say is that we have shown with DVDs that we can
gear up extremely quickly; because we operate on
a basis where we receive no government money and
the only thing we do is cover our costs from fees
that we charge the industry it is possible to gear up
very quickly. I think one diVerence between us and
PEGI is that PEGI probably would need to have a
discussion with the industry before recruiting extra
staV, we would not.

Q558 Mr Hall: From your evidence, if the figures
are right, you are expecting by 2013 about 3000
new video games a year to come on the market.
That is the top end of the figures that you provided.
You will have to take on more staV to deal with
that and you have just said you will still be self-
financing. Is that a correct assumption?
Mr Cooke: Yes, indeed the greater the volume that
you take on, that can have the eVect that you are
able to reduce fees. That is what we were able to
do with the DVD expansion. I think there were
between 3000 and 4000 DVDs submitted to us in
1997 and by about 2005 it was getting up to 17,000
or 18,000. That gives you an idea of the kind of
orders of magnitude that we have already shown
we are able to respond to.
Mr Darby: If I could come in on those figures,
PEGI has actually rated 5,500 games—unique
titles—since the system started five years ago. We
would anticipate that being a minimum between
now and 2013. In addition to that the games
market is changing quite a bit. I have actually got
a meeting in two days’ time which is looking at a
totally new concept for a game which is going to
be a core game online and maybe once a week a
diVerent level or a small mini game is going to be
attached to that. All of that content is going to need
some sort of examination. It cannot just be put



Processed: 24-07-2008 22:45:53 Page Layout: COENEW [E] PPSysB Job: 399487 Unit: PAG1

Ev 332 Culture, Media and Sport Committee: Evidence

13 May 2008 Mr David Cooke, Mr Pete Johnson, Mr Peter Darby and Mr Laurie Hall

there and say that there is going to be a new level
in this standalone game and it may aVect the rating.
We have to look at a way in which we are going
to be able to deal with that. We do not have the
answer yet but we have the meetings to deal with
it but that is the way the media is actually going.
Mr Cooke: What I do not see is the industry
argument that somehow PEGI is more future-proof
than the BBFC. PEGI has 20-plus members but if
you look at all the big games markets such as the
States, Japan, Germany, they do their own rating
and I think these issues that we are talking about
come down to questions of enforcement, they come
down to questions of resources, taking the right
initial decision and then generating good, clear, full
content information for parents. I do not myself see
that any of that is somehow made more future-
proof by a system that has 20-odd countries, some
of whom are very small markets it needs to be
remembered. I do think myself that there are
national cultural diVerences. You see that with
films; you only have to look across the Channel and
see the ratings that my French colleagues give to
Quentin Tarantino films and consider what would
happen to me if I were to attempt to follow suit. I
do think that that should not be forgotten about
in relation to games as well.

Q559 Adam Price: You referred to the online
context, I think in the BBFC’s submission you
referred to the pinch points at which you think it is
possible to intervene to control potentially harmful
content. Could you explain what you mean by
these pinch points, what they are and how they
would work.
Mr Cooke: Could I say a very quick word and then
hand over to Pete because he has been doing a lot
of work on this. We are just about to launch a
voluntary scheme called BBFC Online which I
think is probably not directly relevant to this
particular debate because we do not see it as an
instrument for classifying games, as I said before
we prefer to work through PEGI Online. However,
putting together that scheme—Pete will tell you a
bit more about it—has once again brought us back
to the question which I think we have discussed in
the Committee before: what about the people who
will not play in your voluntary scheme and what
about the people who simply do not have an
incentive responsibly to self-regulate? We have
done quite a lot of thinking about that as well and
maybe you could cover both those angles, Pete.
Mr Johnson: I think our experience has been what
Ed Richards said earlier about the mainstream
industry having incentive to self-regulate. That is
right. We have been working very much with
household names in the field of content provision,
the people who make the content, have the rights
to distribute it and in terms of online retailers as
well who helped develop the scheme which we are
going to launch very soon. That is great for the
mainstream. Dr Byron made the point that most
children are accessing content through a very small
number of Internet portals and Internet sites so if
you can get those within the scheme you have done

an awful lot of good through the self-regulatory
mechanism. We are very aware because we do
regulate extreme content on DVD and in many
cases have to cut or reject such content in the UK
that there is a significant body of material which
will not subject itself to self-regulation because no
self-respecting self-regulator would pass it. I think
a couple of members of the Committee have been
to the Board and seen some of the examples that
we are talking about. For those we do think that
it may be that Parliament decides something does
have to be done about that, that we cannot simply
leave children and in some cases adults to be
exposed to material which is likely to result in
harm. The problem that is always cited in respect
of material on the Internet is the jurisdictional
problem: what do you do about stuV that is outside
the UK? Our first response to that is that there is
value in doing something anyway. We have not
taken the “we cannot do anything” response in
relation to indecent images of children. The fact
that we cannot stop them being posted in the USA
or in Russia has not stopped us adopting a very,
very eVective means of making sure that indecent
images of children do not appear on the UK
servers. That is one point, but the other thing is
that if you really want to do something about it
there are places in which jurisdiction of the UK
does bite when you are accessing material online.
If you are talking about commercial content,
money goes from a UK bank account to the
provider of the service. The US a couple of years
ago used this route in order to attack the online
gambling industry. They decided that online
gambling was a threat to the US state of such
extremity that it had to be dealt with. What they
did was to define payments to an online gambling
service as restricted transactions and then they
required the payment system—so they required the
credit card companies and the banks—to block
restricted payments. So they put the onus on the
banks to actually identify the services and not
provide financial services to them. That pretty well
wiped out online gambling in the States overnight.
If you want to do something you can do something.
You would not necessarily have to put the onus on
the banks to identify the services; you could put
that onus onto a regulator whose job it was to
identify sites which were oVering the sort of
material that Parliament has decided needed
regulation and to identify, if they had not had it
regulated, and to construct from that a blacklist
which the banks had to block payments to. That is
one route. The other route is through the ISPs
because you access the Internet through an Internet
service provider and the Internet service providers
have been very eVective in blocking material that
the Internet Watch Foundation has identified as
being illegal under the Protection of Children Act
and that is a route. It would not be popular with
the Internet service providers but things can be
done because the Internet does not exist completely
outside national borders. The money touches down
in the UK and the Internet service providers touch
down in the UK. The key, I think, is to define a
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set of material which warrants such intervention
because it would be quite significant intervention.
That could be defined quite tightly; we are not
suggesting that everything on the Internet should
be subjected to this, but there is material—abusive
pornography, extreme reality material in which
collections of people being beheaded in Iraq are
edited together for entertainment purposes—which
do and which must pose a potential risk of serious
harm and which might warrant significant action.
I think if you can tightly define that type of
material there are these routes available to try to
control it.

Q560 Adam Price: Do you already have the
elements of a definition through your main activity?
Mr Cooke: Yes, indeed we do. I imagine there may
well be a legislative vehicle resulting from this
whole area of work and if that is the case then that
could be used.

Q561 Adam Price: The Committee would be very
interested in seeing that, I am sure. Turning to the
Video Standards Council, what do you say to the
argument that is put to us by some people within
the industry that you either have a domestic UK
classification system or you have a global
classification system and the idea of a European
regime actually is neither fish nor fowl and is quite
frankly irrelevant?
Mr Darby: I do not accept that it is irrelevant. The
publishers have a job to do which is getting a
product to market, getting that product to the
consumer. The PEGI system is owned by the
European arm of the publishers. A lot of them are
US based companies that have a European arm
and so the publishers themselves are global but they
are publishing within a European market. An
example of the international aspect would be a US
based company with a European arm with a game
that is going to be played in Europe (it does not
matter whether it is in the UK or anywhere else in
Europe) but it is being posted on a US server. The
only way of having any control over that from
Europe is with a self-regulatory system by that
publisher being responsible and saying that to go
into Europe I have one system I can use so I do
not mind waiting and then that will apply
throughout the whole of Europe exactly the same
way as the ESRB applies throughout the whole of
North America.
Mr Hall: I think the alternative of doing a BBFC
in the 27 other countries in Europe would just be
out of the question.
Mr Darby: Using what I just said about the US
based server, I think that if PEGI was to fail
throughout Europe what I personally think is likely
to happen is that the ESRB rating—which will have
been obtained in the US—will be the one that the
consumer throughout Europe will actually see on
the product because they will not go through the
process of obtaining 27 diVerent ratings when it is
online and they are not required to do so.

Mr Cooke: I still do not really see this because in
this context the UK is not like Poland, say, it is like
the States or Germany or Japan or Australia, none
of whom are members of PEGI and all of whom
have systems which do factor in national issues and
sensitivities.

Q562 Mr Evans: I have to admit that I do not play
these games at all so I am in completely new
territory. In your estimation is it violent people
who like to play violent games? Or can the violent
games actually make people violent? I completely
understand the diVerence between watching a film
for an hour and half or two hours and then playing
a violent game over several days where there is a
lot of violence and you are the one causing a lot of
the violence.
Mr Cooke: There is pretty good analysis of this in
the Byron report because she did get a lot of experts
in the field together. The conclusions accord pretty
much with our experience as well. Every time a
researcher produces a claimed eVect another
researcher jumps on them and pulls it to pieces. I
think what you are left with is some studies that
show some kind of link with aggression rather than
necessarily causing criminal behaviour which I
think no study really demonstrates. The other thing
though is a question mark about whether there are
particular games and particular personality types
and particular situations where the combination is
bad and you need to take account of that. I do
strongly believe that if you try and base
classification just on the behavioural social science
research you will come unstuck and you have to
look wider than that. To use an old-fashioned word
I think you have to look at moral harm as well.
You have to look at possible more insidious eVects
on attitudes. I think that is entirely consistent with
national and European law and I do not really
know of any classifier in the world who tries to do
it just on the basis of the academic social science
research; I do not think you can.
Mr Hall: I would hasten to add that the PEGI
system was introduced across Europe with the
fundamental objective of protecting children from
unsuitable material, almost irrespective of what the
evidence is on whether there is any harm eVect.
Whether there is any harm caused by viewing
violence on the screen, we have to go along with
the Byron report; there is no conclusive evidence
either way.

Q563 Mr Evans: There is a piece I have just been
reading about which I find incredibly ironic about
when Grand Theft Auto was released in Croydon
there was a queue of people and somebody actually
got stabbed randomly. That is what it says here; I
do not know whether that is the case.
Mr Hall: The story is untrue; the person who got
stabbed was not in the queue and was a quarter of
a mile away.
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Q564 Mr Evans: So that is completely fallacious.
Mr Hall: Yes.

Q565 Mr Evans: This is all part of the aura about
these games like Grand Theft Auto. Tell me, what
is Grand Theft Auto like? You have played it for
hours.
Mr Cooke: I have played several of them.

Q566 Mr Evans: Did you enjoy it?
Mr Cooke: It is very much an adult game; it is not
suitable for people below 18. It contains material
which some people will find a lot of fun and other
people will find very oVensive and tasteless. It is
very diVerent from Manhunt 2; there is a lot of
humour in it. It may or may not be your cup of
tea but there is irony, there is satire. The diVerence
between something like GTA4 and Manhunt 2 is
that the latter just has such a single-minded focus
on exploring the kills. Potentially you could have
hundreds and hundreds of kills in the game and
there is any number of permutations; you could do
it with any number of a huge range of weapons.
There were three diVerent levels for the kills—
white, orange and red or something like that—so
there was a tipping point in the game where you
very quickly got to the point where you were skilful
enough to escape the so-called hunters—these
people who are trying to stop you escape—and any
competent gamer would quickly get to the point
where the real significance of the game was just
exploring the kills. GTA4 is not like that at all, it
is more of a kind of “Sopranos” theme except that
I think they are Eastern European gangsters in
something that looks remarkably like New York.
Does that give you a flavour of it?

Q567 Mr Evans: Yes. When you work with the
publishers do you say to them, “Listen, we’ll give
it a certificate but you have to take this out and
that out”?
Mr Cooke: That is the kind of dialogue that
happens a lot with film. We always like to give
people a choice; we do not particularly like saying,
“You must cut this”, but what we will say is, “If
you are desperate to get to a 12A rather than a 15
then the only way you are going to do that is by
reducing certain scenes.” That is a bit more diYcult
with games because of the way in which they are
constructed, but in principle the same kind of
conversation can happen. It did happen, for
instance, with a game that masqueraded for a while
under a Latin name of Canis Canem Edit and then
reverted to Bully which it was going to be originally
I think. We did have a dialogue at a very early stage
with the publisher and some changes were made,
so it is possible.
Mr Johnson: It is worth saying as well that we have
a reject power, that if we refuse to classify
something it cannot be legally sold in the UK. That
does give us purchase with the distributors. For
instance, a couple of games relating to that, The
Punisher for example, had a solarised eVect over the
worst of the violence in order to make sure that
they got an 18 certificate and also in relation to an

18 rated game called Bulletproof: 50 Cent which is
based on the supposed life of the US rapper we
were able to persuade the publisher to conduct a
responsible marketing campaign. We asked to see
evidence of that before we classified that work. The
fact that we have that reject power gives us a point
of purchase.

Q568 Mr Evans: How often do you reject games?
Mr Johnson: We have only rejected two games in
ten years.

Q569 Mr Evans: I am just wondering what it needs
to take for a game to be rejected. You have just
explained Manhunt 2 in vivid detail what the game
is all about and if that is not going to be banned
what was contained in the games you banned?
Mr Cooke: Manhunt 2 has probably taken years oV
my life. You have to do what you think is right and
as you probably know our decision was twice
overturned by our independent appeals tribunal—
the Video Appeals Committee—by the narrowest
of margins, four-three, so they clearly found it very
diYcult. I think the one good thing from our point
of view was that we went to the High Court as well
as part of this process and we did clarify the
definition of harm which is absolutely at the core
of these decisions. Rejection is obviously a very
strong step and I understand why some people do
not like it and why people in the games industry
do not like it. Our view is that it does have a
significance, as Pete says, that goes beyond the
individual titles that you actually reject. The mere
fact that you can do it means that you can have
dialogue and influence on quite a large number of
other games as well. The two examples he gives are
very real. I think it is an important power for us
to have. Dr Byron I think concluded that it was
important and it should be retained. I perfectly
understand that it would be a very diYcult power
for PEGI to equip itself with because there are
going to be Member States who will not be
comfortable with having that kind of power, but in
my view it is essential to retain it.

Q570 Mr Evans: Do you think in your own mind,
after having played some of these violent games,
that people could become violent because of them?
In your own mind that is, never mind the research
that has been done, do you think that if you play
that for long enough it could actually turn you?
Mr Cooke: I doubt it. It depends on the person. I
can get a very short term buzz when I play a
particular game but obviously we cannot classify
for Broadmoor patients. I do also think there is a
real issue about duration of play. Addiction is the
word that some people use; I think that is quite a
strong word, maybe too strong, but there is
evidence that people are having sessions that may
last more than 24 hours on end—quite substantially
more in some cases—so I think there is an issue
there too. Of course with the online gaming you are
also incentivised to go on playing because you may
lose your position or potency or whatever it is if
you do not go on playing very regularly.
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Q571 Alan Keen: You mentioned just now that you
place a barrier and therefore people will discuss
with you because you have the power to reject.
First of all, what was the eVect of the High Court
ruling on people coming to you with further games?
Did it have an eVect? Did it give them an impetus?
Mr Cooke: It did, actually. I think there were one
or two titles where I sensed that people were either
pulling back a bit or at least asking a question. The
High Court decision itself—Mr Justice Mitting’s
judgment—was very helpful because one of the
arguments was that we have to demonstrate
devastating harm, devastating eVect and he said he
did not see that this was a reasonable thing to ask
a regulator to be able to demonstrate. How can you
show that a game is going to have a devastating
eVect on somebody? That was very helpful. He also
said that we needed to look at potential harm and
not just actual harm. Clearly if you have a game
like Manhunt 2 which is not actually released then it
would be almost impossible to demonstrate actual
harm when nobody has actually played the thing
apart from poor suckers like me. That was a very
helpful clarification of the law.
Mr Hall: I do not think the Manhunt 2 situation
and what happened there will have the eVect of
encouraging more and more games’ publishers to
chance their arm, if that is the right way of putting
it. There is no indication of that. The percentage
of games that have had to go to the BBFC over the
last ten years or so because of gross violence has
consistently run at the two and half to three per
cent of the total; it has always been in that region
and there are no signs that it will change. There will
always be publishers who are knocking the door at
the front end and always will be, but I do not think
it will increase.

Q572 Chairman: You have only ever banned two
games, one of them you lost in the High Court and
is now out on sale.
Mr Cooke: Both. The first one was a game called
Carmageddon and again we lost; this was 10
years ago.

Q573 Chairman: Does it not rather undermine the
credibility of the system if you have only ever tried
to ban two games and on each occasion you
have failed?
Mr Cooke: You have a reject power; you have to
use it and you have to accept the result that an
independent judicial tribunal comes up with. I
make no secret of the fact that I regret the decision
in the case of Manhunt 2 because I thought that the
arguments that we put forward for rejection were
cogent; I thought there were real concerns that we
had addressed. We had dialogue with the publisher
which resulted in modifications to the game. We
said that this is an improvement but they needed
to go further and at that point the publisher
exercised their right not to continue those dialogues
so the case went to appeal. I think the fact that it
was 4–3 on both occasions was an indication of
how fine a balance it was. Yes, it is not frequent
that we have used the rejection power but then that

is true for DVDs as well. It will usually only be one
or two cases a year. We have rejected a DVD quite
recently called Murder Set Pieces and it is not
something that we like to do because there is a clear
presumption that comes through every time we
consult the public—we consult on a very large
scale, 11,000 the last time we revised the
guidelines—that at the adult level people ought to
be free to choose their entertainment provided it is
not illegal and provided there is not a clear harm
argument. We thought there was a clear harm
argument in the case of Manhunt 2; we did not win
in the end but we win some of our appeals, we lose
some of them.
Mr Johnson: It is worth emphasising that the
version of Manhunt 2 that is going to be released
now is significantly less graphic in its violence than
the version that was originally submitted to us and
that is because we have that reject power. We
rejected the most violent version of the game; we
then also rejected a less violent version of the game
and the appeal that we lost was only on the less
violent version. The one with the unexpurgated
violence remains banned in the UK.
Mr Darby: It is worth pointing out that what David
said is right, that PEGI will not have the ability to
actually ban a game but that does not mean that
it does not accept what Dr Byron has said, that
within the UK that remains a necessity. PEGI itself
cannot carry out the banning because of the
question of censorship around Europe; some
countries sit uncomfortably with any outside body
having any form of censorship on any material
going into their country. The way PEGI can deal
with this is by doing very much as we do now. Any
material that we see at that upper level that we
think ought to be considered we could either refer
to the BBFC or perhaps some independent body
who could actually look at the sensitivities within
the UK and then make a decision on whether that
product was going to be allowed to be released in
the UK regardless of whether it had a PEGI rating
for the rest of Europe. PEGI cannot carry it out
itself because it is made up of so many European
bodies.
Mr Cooke: I like to think we are an independent
body.

Q574 Alan Keen: I am trying to imagine if games
could be made even worse. Has anybody attempted
to enable the players to upload photographs of
well-known people or next door neighbours so they
could then pursue or something? I would regard
that as absolutely unacceptable, that people playing
these violent games would be enabled to produce
the characters of people they actually identify.
Mr Cooke: I think the scope is endless.

Q575 Alan Keen: Yes, it is; I am really asking what
is coming next? What do we need to watch out for?
Mr Cooke: Something that would bother me a lot
would be sexual violence of a kind that might
encourage emulation because there is more of a
research base for thinking that possibly people
might copy that. That would be a worrying
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13 May 2008 Mr David Cooke, Mr Pete Johnson, Mr Peter Darby and Mr Laurie Hall

development and something that we would
scrutinise very closely and we would not hesitate to
require cuts or indeed to reject a work. The DVD
I mentioned earlier, the Murder Set Pieces, was
rejected largely on the grounds of sexual violence
so if there were to be a kind of game version of that
then it would not have an easy ride from us.

Q576 Adam Price: Currys have recently said that
they are going to have their own classification for
games. Before long there will be no room left on
the box there will be so many diVerent ratings on
it. What do you think of their decision?

Supplementary memorandum submitted by the BBFC (British Board of Film Classification)

Byron recommends (para 7.48) that both physical form and online games from 12! upwards should be
rated for the UK by the BBFC. The BBFC would be happy in principle to do this through the PEGI Online
scheme, given that this scheme already recognises BBFC symbols and ratings, and given Byron’s further
recommendation that the BBFC and PEGI should work together to establish a single set of standards
managing the risks of online gaming (para 8.43). The BBFC did indeed participate in the working group
which developed PEGI Online. Neither the BBFC nor PEGI currently has statutory powers to classify
online games, but the Byron recommendation could be implemented through co-operative arrangements.
In the absence of such co-operation, the BBFC would wish to see the statutory powers which it currently
exercises for non-exempt physical form games extended to cover online games of 12! and upwards.

May 2008

Supplementary memorandum submitted by the Video Standards Council

Games Classification

Please find attached details of the games rated for UK release during 2007. These details give figures and
percentages (see Appendix).

I would make the following comments which I hope answer your various questions:

As you can see 101 games went to the BBFC for classification (8.2%). Of these 101 games 50 (4.06%) went
to the BBFC because of adult content (sometimes for sexual content but usually for gross violence content)
and because they had been rated 18! under the PEGI system. In 2004 the industry agreed with the DCMS
that all games with a PEGI 18! would be submitted to the BBFC regardless of whether they had to be
submitted by law.

The remaining 51 games (4.14%) went to the BBFC not because they contained adult content (they were
not controversial games) but because they contained video footage that was not an integral part of the game
(the law requires such games to go to the BBFC).

As regards the 50 games that went to the BBFC because of adult content (rated PEGI 18! for the rest
of Europe) the BBFC classified 29 with an 18 classification, 19 with a 15 classification and 2 with a 12
classification.

As regards games for children it depends on what definition you use for “children”.You will see that 604
games (49.1%) had a 3! rating which is the PEGI equivalent of being suitable for all ages. However if you
take “children” to mean those aged 12 and under you will see that 1029 games (83.6%) were rated 12 or less.

A hybrid system will rely upon one regulator or the other being able to freely use the logos of the other
without the need for two separate rating processes. PEGI cannot put a PEGI rating on a UK product which
is diVerent to that being used in the other 27 countries to which it applies. At the moment if a game receives
a BBFC classification all the other packaging around Europe should bear the words “not for supply in the
UK”. This is possible as it warns suppliers that it is a criminal oVence to supply in the UK without the
BBFC logo.

For this to done the opposite way round could not be justified as it would be legal to supply it in France
for example, as there is no law preventing it. To prevent the package with the lower rating being sold outside
the UK may be constraint of lawful trade. Therefore the only way that we can see a hybrid system being
able to operate is that PEGI carries out the rating and that for a period of time for education of the

Mr Cooke: My understanding is that retailers
would prefer to operate with BBFC symbols, a
single system. I am not sure if they have said this
to you in evidence or not, but I have certainly seen
press releases that indicate that that is the position
of the ERA for instance.
Mr Hall: Retailers do want one system; they would
prefer one system and they would prefer it to be
mandatory, they would also prefer it to be pan-
European.
Mr Cooke: I am not quite sure that that is what
the ERA have said.
Chairman: We have had a submission from the
ERA. I think that is all; thank you very much.
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consumer, described as desirable by Dr Byron, the BBFC and the PEGI labels are seen on the box. The
BBFC symbol would be the one that matches the PEGI age rating and it would be there purely to avoid any
misunderstanding by parents.

Hopefully over a short number of years consumer awareness will be suYciently high as to allow PEGI
only symbols which is what will be seen on the Internet in relation to downloadable or online games. The
consultation period built in by Dr Byron would be made good use of in determining placement and sizes etc,
the period of time required for public assimilation of the PEGI labels and of course an appropriate course to
follow for the BBFC to legally verify those games that may require scrutiny because of national sensitivities
(those given a PEGI 18!).

The VSC has had a close working relationship with the BBFC for a number of years and the BBFC have
made it perfectly clear that they will not allow their logos to be used without them having carried out a
classification process. This means that any system using two logos will result in confusion as there will be
two diVerent age ratings on some products. It should be remembered that it was the industry that agreed to
increase the size of the BBFC logos to match the size of the PEGI logos and it was the industry that agreed
with the BBFC that it would not carry two logos on the packaging. This was all done in order to reduce
confusion showing that PEGI and the industry are both very concerned about the protection of minors.

PEGI Online

Regulation of online gaming has two elements. The first element is the rating of the game itself which is
done by using the classic PEGI rating system whereby, the publisher, who knows most about the game, fills
in a questionnaire. This system is very transparent and the publisher is given a provisonal rating allowing
him to continue with anticipated marketing. This questionnaire is then examined by the PEGI administrator
along with supplied video material of relevant elements of the game. The publisher then provides either a
copy of the game or, if it is playable on line only, access to the game with the ability to have one of the
developers available to play against if necessary. This allows a more thorough examination of each of the
elements as the presence of a developer allows play to develop along lines asked for by the examiner. Having
examined all of this the administrator either agrees the provisional rating previously allocated by the
questionnaire or tells the publisher what the correct rating should be and changes the answers on the
questionnaire. Misleading the administrator at this stage can lead to serious monetary sanctions against the
publisher, generally much higher than most legal fine levels (maximum ƒ500,000).

The second element is checking the website that is going to host the game. The website operator, usually
the publisher, must first sign a contract agreeing to abide by the PEGI Online Safety Code. This code is the
backbone of the PEGI Online system as it contains details of the elements that must be on the website to be
able to oVer a minimum safety standard for users of the site. These elements include, amongst other, the
presence of a privacy policy and a complaints procedure. However, one of the most important aspects is
that the site must not host any game that has not been subject to a proper rating or classification. Once the
publisher has signed the agreement to the code they can submit details of the sites that they wish to register
to PEGI administrators. A sample of these are checked by the administrator to verify compliance with the
code and if all appears in order a personalised PEGI Online label is issued to the publisher but only for use
on the sites registered. This must be renewed annually. Other sites are randomly checked throughout that
year. Any breaches of the code are also subject to large financial sanctions and removal of the label. The
PEGI Online label contains a hyperlink to the PEGI Online website where general information regarding
the hazards of online gaming are outlined.

One of the companies looking at filtering sofware is Net Nanny. At the moment their system is a blunt
instrument that blocks out all gaming sites if this is the parental input. The work is revolving around PEGI
opening its database to the filtering companies such that the software is able to check the PEGI Online
discreet label number and verify the site is contained in the PEGI Online database. If the site is listed access
to the site is allowed but the software would then be able to interrogate the database containing the age
ratings of the games contained on the site and only allow access to those that fit into the age categories input
by the parent into the filtering software.

There are still many teething problems, such as dealing with the many thousands of “small casual games”
that are put onto most of the online gaming sites as “teasers” but are not charged for and are too small to
warrant the cost of a classification. A solution to this particular problem is currently being discussed by the
administrators and the owners of the system and a solution is anticipated within a few weeks. PEGI Online
is not perfect but because it is self-regulation with teeth it is most certainly the best there is at the moment
to oVer any form of safety for minors online.

It is fully endorsed by the EC Commissioner Vivian Reding and is currently being used by the Council of
Europe and the UNHCR on sites they have developed that use games to put their message across.

May 2008
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APPENDIX

GAMES RATES FOR UK RELEASE ON EPGI SYSTEM FROM
1 JANUARY 2007 TO 31 DECEMBER 2007

Age Categories 3 7 12 16 18 BBFC Total
Final Games 604 175 250 97 4 101 1,231
Percentages 49.1 14.2 20.3 7.9 0.3 8.2 100
Progressive 49.1 63.3 83.6 91.5 91.8 100 100

Further supplementary memorandum submitted by the BBFC

1. How many examiners does the BBFC have to examine video games?

The BBFC has around 30 examiners, and currently up to a dozen of those may be called upon to examine
games. This dozen, together with a senior examiner, constitute our digital media team. All have had
extensive training, and all have a cutting edge knowledge of both physical and online games. Indeed, some
have been recruited from the games industry, and all have particular areas of expertise in games classification
and policy.

2. Do the examiners play the whole of the game? ie: how long do they spend playing the game?

A typical current BBFC game will be examined for around five hours. Some games need much greater
time [. . .] Manhunt 2 took up a total of over 100 examining hours. Other games may be suitable for
examination taking less than five hours. No classifier anywhere in the world plays games all through [. . .]
some games may have hundreds of hours of gameplay, and each playthrough may give a diVerent gaming
experience. Instead, the onus is put on the publisher to draw attention to material which may aVect the
classification, and to provide all necessary supporting material such as cheat codes, DVD playthroughs and
documentary material such as scripts. However, in terms of the fees that we charge, we would expect to
charge for up to five hours of play plus an admin fee.

3. What are the ramifications if shopkeepers sell age-inappropriate games to children?

It is a criminal oVence under the terms of the VRA to supply a work classified by the BBFC to anyone
under that age. The oVence applies to the person doing the selling and not the retail outlet, so every shop
assistant is answerable under the law. You can be fined up to £5,000, though in practice it is usually several
hundred pounds for first oVences and I doubt there are many second oVences and or sent to prison, but you
would have to be a serious recidivist to get sent to prison.

4. Has the BBFC ever given a game an R18 classification?

No. R 18 is the category reserved for pornography which is real sex and only available for sale in Licensed
Sex Shops. While some 18 rated games do have sexual activity in them—Grand Theft Auto and
prostitutes—we have not seen an “R18” level game. Not least because of the limited outlets for sales.

5. What are the BBFC’s powers in relation to downloadable vido games? What incentives are there for games
publishers to submit dowloadable games to the BBFC?

I understand that the BBFC does not rate games which can be played online because of the fact they can
alter over time, but why do you not rate fixed format downloadable games as a matter of course? Is it because
it is easy for consumers to access downloadable games from other countries, therefore the BBFC
classification system becomes irrelevant? Or is it because since there is no actual physical “shop keeper”,
therefore no one can be prosecuted for selling someone an age-inappropriate game? Why would games
publishers buy BBFC Online classification? What is in it for them?

Our powers come from the Video Recordings Act which does not, as far as our best legal advice goes,
cover the Internet. So there is no legal requirement for the online distributors to send their games to us. The
reason BBFC.online is appealing to both film and games distributors is that the public knows and
understands the BBFC system. We have carried out research which very clearly says that the public actually
expect the BBFC to classify the same sort of material online that we already have for cinema and DVD. In
addition they said that they would trust a website selling downloadable material if it was clear that it was
part of a BBFC scheme. It also assures them that they are buying legitimate material. What they get is a lot
of information about why the work was rated as it was and this stays with the work once it has been
downloaded. This means that parents can keep track of what their children are downloading. We also
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require eYcient gatekeeping systems in place so no one can access inappropriate material. We will monitor
this and websites risk being thrown out of the scheme if their systems do not work. The distributors are
buying our reputation. This clearly does not have the same weight in other countries and there is nothing
to stop someone in the UK downloading material from foreign websites. But most people are very
conservative in their online “shopping” and like to have the assurances of a recognised brand protecting
their interests.

June 2008

Further supplementary memorandum submitted by the Video Standards Council

This first section is from an article submitted to a French magazine.

1. What is PEGI?

PEGI stands for PAN-EUROPEAN GAME INFORMATION. The concept was first discussed at a
meeting in Brussels in May 2001. This meeting was convened by the Interactive Software Federation of
Europe (ISFE) and was attended by representatives from many European countries. The basic question that
the meeting addressed was:

Is it possible to design a pan-European system for the age rating of computer games?

At this first meeting the representatives from the various countries explained their national position and
it has to be admitted that the problems resulting from the varying national and cultural diVerences seemed
insurmountable. However after 18 months of further meetings and discussions the problems were overcome
and PEGI was born. Initially it operated in 16 countries of Europe (the major exception being Germany).
It now operates in 28 countries of Europe.

2. Can you explain to us what will consumers find on video game packaging?

This is very simple. Consumers will see an age-suitability logo on the front of games packaging. Games
will be rated at five diVerent levels: 3!, 7!, 12!, 16! and 18!.

On the back of the packaging consumers will see up to two content descriptors indicating the main reason/
s why the game was rated at a particular level. There are seven diVerent content descriptors for violence,
sex/nudity, discrimination, drugs, bad language, gambling and fear.

The system relates to the content of a game and not to the degree of diYculty in playing the game.

3. What is the benefit to consumers for this new system?

The PEGI system of voluntary regulation will provide the public (particularly parents) across Europe with
an indication of the age ranges for which a game is suitable and the age ranges for which a game is not
suitable.

It will also enable staV in games shops to be more helpful to customers when asked whether a game is
suitable for a child or young teenager of a particular age.

Parents and others having responsibility for the young are naturally concerned that children should not
be exposed to anything unsuitable. Parents today have themselves grown up in an age of films, television
and video and are probably fully capable of deciding what their children should watch. They have not grown
up in an age of computer games and it is very diYcult for them to check for themselves what exactly is
contained in a game. This causes anxiety. The PEGI system will reduce this anxiety and give parents the
confidence to decide on whether a game is suitable for their children.

4. Who is in charge of administering the PEGI system on a daily basis?

The system belongs to ISFE who have contracted the daily administration to the Netherlands Institute
for the Classification of Audiovisual Media (NICAM). This is a Dutch body already responsible for the age
rating of films, television programmes and videos in Holland. The Video Standards Council acts as
NICAM’s agent in the UK where a very large percentage of European games publishers are based. The VSC
has been age rating computer games on a national basis since 1994.
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5. What does a games publisher have to do to rate a game?

First of all the games publisher has to obtain a license to use the system from ISFE. Then the publisher has
to register at least one “coder” who will be responsible for rating games on the PEGI on-line registration site.

The on-line registration procedure is very straightforward. The coder is asked to give yes/no answers to
a series of carefully worded questions relating to the content of the game. Once the answers are given the
system automatically specifies a provisional age rating for the game and the descriptor/s to be used on
packaging.

Games given a 12! rating are pre-examined by NICAM. Games given a 16! or 18! rating are pre-
examined by the VSC before the rating is finalised. Games given a 3! or 7! rating are examined
retrospectively by NICAM but there are proposals to examine these games in advance.

Games at the 16! and 18! levels are examined by the VSC to deal with the UK legal situation. Under
UK law some games (historically about 3–4%) are required to be legally classified by a Government
appointed body and there are severe penalties for breach of the law. The VSC ensures that no game enters
the PEGI system for the UK if it should be legally classified.

6. Is it possible for a games publisher to complain about a rating given under the PEGI system?

Yes, ISFE have an appeals procedure that a games publisher can use although it is to be hoped that most
problems can be resolved by negotiation.

7. What happens if a games publisher refuses to accept a rating after appeal?

They would have a problem. The PEGI system is voluntary so they could always decide not to use the
PEGI system. However this would probably not be sensible as the major games platform owners (Sony,
Microsoft and Nintendo) are fully supportive of the system. A game publisher wanting to sell in the UK
may also have problems as some games retailers will only stock games that have been properly rated.

8. Culture is diVerent in every european country. How can PEGI deal with these diVerences?

This was seen as a major problem at the first meeting in May 2001. However as is very often the case it
is a simple solution that solves the problem. This was the case for PEGI.

For certain issues such as violence and drugs there was a general consensus across all the participating
countries from the outset. For other issues such as bad language and sex/nudity there was not a consensus.
This is where the content descriptors play their part.

The descriptors indicate the main reasons why a game has been given a particular rating. If for example
a game is given a 16! rating for bad language and there are countries where bad language is not regarded
as seriously as it is in the UK then the parent can make an informed buying decision and choose to ignore
the 16!. The same is true where a game gets a higher rating for sex/nudity. There are certainly diVering
attitudes to sex and nudity across Europe but again the parent can see why a game has be rated at a particular
level and if sex/nudity is not an issue then the parent can make an informed choice.

Answers to Questions asked by the Committee

1. Does the VSC administer PEGI only in the UK and NICAM administer PEGI in the rest of Europe?

NICAM and the VSC jointly administer the PEGI system for all the 28 countries concerned. The VSC is
not rectricted to the UK.

2. How many examiners does the VSC have playing games, to verify that the publishers’ self-assessment of
their game is correct?

The VSC has two people who examine games and NICAM has three. As you can see from the attached
article extract the VSC pre-examines 16! and 18! games. Historically this has been 200–250 games each
year (average of 4–5 each week).

3. How long do examiners play the games for?

To a great extent playing the game is only part of the examination process. If an examiner endeavoured
to play a game from beginning to end without any help this could take 50–60 hours or more and even then
the examiner would not see everything in the game (it is not like watching a film). Each time you play a game
the experience is diVerent, you are confronted by diVerent scenarios and you see diVerent things.
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Examining a game requires the assistance of the game publisher. The completion of the PEGI
questionnaire is only the first step and it gives the examiner a good idea of what the examiner is looking for.
In addition the publisher has to provide the examiner with a variety of aids such as cheat codes, walk
throughs, God modes, saved games, video of game play (to mention a few). These aids give the examiner
the ability to directly access any part of the game (from beginning to end). If during the examination process
additional aids are needed these will be called for. Under the PEGI process the examiner will not complete
an examination until all aids requested have been provided.

It is entirely possible for a game publisher to “hide” something controversial in a game and not declare
it. However many times the game is played an examiner may never find this controversial content (other
than by luck). This applies to all examining bodies around the world. Under the PEGI system there are
severe penalties for deliberately misleading an examiner (including a fine of up to ƒ500,000). Since the
beginning of PEGI there have been no examples of an examiner being deliberately mislead.

I would say that on average it takes about 2–3 hours to examine a game. This can range from 30 minutes
to 5–6 hours or more (sometimes spread over a period of time as more aids are called for). Some games are
relatively easy to examine where the relevant content can be accessed quite quickly and other games are more
diYcult particularly where judgements have to be made at the dividing lines between 12!, 16! and 18!.

June 2008
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Memorandum submitted by the Department for Culture, Media and Sport and the
Department for Business, Enterprise and Regulatory Reform

1. The Internet and video games are relatively new media platforms which are significantly changing the
way people consume, interact with and create audio-visual content. There has been a shift from single
content producers or broadcasters creating something that millions of people watch to millions of people
creating and reacting to content for the benefit of millions. Within this change the exposure to positive
content on the one hand and harmful content on the other becomes more diYcult to manage. This is an
important issue and one which the Government takes extremely seriously.

2. This note will go on to cover the action government is taking across the issues highlighted by the
Committee but first it is important to demonstrate the benefits and developments that have been enabled
by these media platforms.

3. There are many positive opportunities oVered by the Internet and computer games. The Internet has
revolutionised many aspects of our lives, and it has done so incredibly quickly. Even as little as 10 years ago
we had no idea of the impact that it would have on us. Knowledge has never been more accessible and for
those looking for information quickly—whether in school, college, oYce-based, or in our personal lives—
it is hard now to imagine a world without internet search engines. The Internet provides instant access to a
world of expertise. The UK has seen one of the fastest growing broadband markets in Europe with 99.8%
of households able to access broadband. There are approximately 17 million broadband connections in
the UK.

4. The Internet enables the sharing of ideas between people all around the world. And, in more practical
terms, it provides access to goods that might otherwise be hard to track down (an out of print book from
a second-hand bookshop at the other side of the country, for example); even on a local basis, it provides
access to goods and services when that might otherwise be diYcult (if someone is ill, for example), and it
can provide access to community services that can be a life-line in some circumstances: to mothers at home
with new babies, for instance, or to those suVering from a particular condition or illness, or just those who
share a common interest.

5. Libraries are, for example, already gearing up for a new generation of online users who are
technologically knowledgeable and who integrate information access and use in all spheres of their lives to
an unprecedented degree. The so called net generation, share certain key characteristics, including:

— being accustomed to media-rich entertainment and computing;

— being proficient in using many kinds of media;

— multi-tasking as the accepted norm for their personal, social and work activities;

— blurring distinctions between workplace and home, and cyberspace; and

— preferring to build a wide, sustained network of connections via technology.

Social Benefits

6. Computer games are increasingly becoming part of the lives of millions of UK citizens—some 59% of
the UK population play them and this continues to grow as the games evolve and diVerent types of people
take them up. The popular image of the video games player as a teenage male sitting alone playing a “shoot-
em up” for many hours in succession is increasingly being challenged. The average age of gamers is now 28
and whilst gaming has tended to appeal more strongly to males in the past, it is now generally accepted that
women represent a growing percentage of the of the games audience. According to the Entertainment and
Leisure Software Publishers Association (ELSPA), one in four women—more than ever before—now play
video games. In addition, developments such as the Nintendo Wii and Sony’s “Buzz!” and the SingStar
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games, have made game playing more socially interactive. An innovation such as Nintendo’s “Dr
Kawashima’s Braintraining” has proved popular with older age-groups and is a good example of a game
designed to be played for a short period each day rather than for lengthy sessions.

7. The Internet is also a tremendous source of enjoyment where we can download music, films and games
and as with video games, more people are participating. Women aged 25–34 spend over 20% more time
online than their male counterparts. “Silver Surfers” also spend an increasing amount of time on Internet
use with nearly 30% of total time spent on the Internet accounted for by over-50s.

8. There is also a potential for games to promote better health. There are several examples of games being
tested in therapeutic applications (for example, with patients suVering from post traumatic stress) and the
latest generation of games include some which focus on physical activity, such as the dancemat games, games
for the Nintendo Wii and the forthcoming Wii Fit game and its accompanying Balance Board peripheral
which is wholly aimed at giving users a fun way to monitor and improve their fitness.

9. Virtual worlds such as Second Life (SL) oVer a range of potential benefits to the consumer and to both
public and private sector organisations. The National Physical Laboratory has been using Second Life for
scientific knowledge transfer with international colleagues in NASA. Universities and the public sector are
currently piloting the use of SL for use in healthcare and other fields of research which will ultimately benefit
the consumer.

Educational Benefits

10. Government is interested in the potential educational benefits of video games. There is evidence that
the content of some games can support learning for people of all ages through oVering a safe and structured
environment where students can explore and develop solutions to specific problems.1 Interactive content
also oVers advantages for developing personalized learning. A game typically oVers a framework with
learnable rules in which the scope to explore, evaluate and test has applications for learning scenarios.
Furthermore, computer games could have a specific role in engaging and motivating learners, including
those disaVected or previously hard to reach. All these and related issues are explored in great detail for
example in Steven Johnson’s book Everything Bad is Good For You which challenges perceptions that video
games are detrimental to cognitive development and sets out to demonstrate that children learn valuable
problem solving and other skills from them.2

11. Examples of games supporting curriculum-based learning that have been showcased by Government
include 3T Productions’ Sonica Spanish game produced for the then Department for Education and Skills
(DfES) and which successfully uses a range of activities including dancemat games and an interactive
adventure game to support Spanish language training for 7–11-year-olds. More recently, Sony Computer
Entertainment have worked in partnership with DfES to develop an educational version of their popular
game Buzz! Buzz!: The Schools Quiz features questions based around Key Stage 2 National Curriculum
content and oVers teachers additional, highly engaging tools to help reinforce learning.

12. Organisations like Futurelab, chaired by Lord Puttnam, are doing a great deal of exciting work in
this area. In 2005 and 2006, along with leading games industry publisher Electronic Arts, and the Interactive
Software Federation of Europe, Futurelab carried out a research project investigating the potential for
commercial oV-the-shelf games in classrooms. The project enabled Futurelab to set out a strategy for the
inclusion of games in future lesson plans. With this research, Futurelab and its partners hope to make it
easier for teachers to be aware of the ways in which games may be used in their teaching, by describing the
barriers and successes encountered by the teachers with whom they have been working.

13. Several Government Departments are also actively exploring the area of educational games or
“serious games” as the industry calls them—ie games content and technology which looks to support
purposeful and educational objectives. The Ministry of Defence (MoD), for example, has been looking for
some time at using games content to support infantry communication, decision-making skills and post-
exercise review with their DIVE projects. MoD also commissioned from UK developers TruSim a prototype
game, Trauma Trainer, to demonstrate the potential for serious application of games in defence medicine—
in this case by supporting learning around field medical decision-making. With match funding from the
Government’s Technology Programme, TruSim (a division of Blitz Games) are now embarked upon a £2
million project applying skills and technology used in video games to create demonstrators for a range of
serious training applications. Topics of interest for educational application are very broad: other areas
under active consideration include scenario-based games to support civil and emergency planning, games
to get across key messages—for example about climate change—and games to help citizens gain a better
understanding of how Government policy making is taken forward.

1 Explored in ELSPA’s Unlimited Learning report 2006 and Learning and Teaching Scotland’s report on Game-Based
learning, 2007.

2 Steven Johnson. Everything Bad is Good for You: How Today’s Popular Culture is Actually Making us Smarter. Penguin
Books 2006.
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Economic Benefits of Videogames

14. We should not underestimate the importance of the games industry to the UK economy. In 2006
games generated £2 billion in retail sales in the UK and following the full launch onto the market of the
latest generation of powerful games consoles—Microsoft’s X Box 360, Sony’s Playstation3 and the
Nintendo Wii—it is expected that sales figures for 2007 will increase to £3.4 billion.

15. According to Playing for Keeps, an independent study carried last year by consultants Games
Investor for UK Trade and Investment, in 2006 the UK was the fourth largest computer games producer
in the world by revenue after the US, Japan and Canada. An estimated £370 million was spent on games
development in the UK in 2006 and we have the highest number of computer games development and
publisher companies in Europe with around 160 development studios and 70 publishers. The UK industry
employs some 22,000 people including 8,000 in games development.

16. Government views the games industry as strategically important to the UK and for our ambitions
for the modern knowledge economy. Games are a key driver for consumer take-up of new technologies.
Games developers are frequently at the cutting edge of creativity and innovation given their drive to respond
to increasing expectations of consumers and advancements of new communications platforms.

17. Games companies are major investors in research and development and oVer high-skilled and high
value employment. Games technology and the skills of the industry are often transferred to other contexts,
particularly in a more converged digital media world.

18. Convergence has opened up major revenue opportunities for the producers of many content types.
Over the first half of 2007, 90% of UK singles sales by volume came from digital downloads to the computers
or a mobile handset. This could be indicative of changes in the computer games market to come. Already
millions of consumers worldwide now engage in shared online gaming experiences.

19. The Government wants to ensure that people benefit from the positive opportunities oVered by the
Internet and video games, and to empower them to avoid and manage the negatives. Where these new
technologies are being exploited by those seeking to harm or exploit others, we have taken concrete steps
which are described in the sections below. As the technology is advancing extremely rapidly, we are
continuing to monitor developments in these sectors to ensure the actions we take to protect people continue
to be proportionate and evidence-based.

Cyberbullying

20. Cyberbullying is the use of new technology, particularly mobile phones and the Internet, to bully,
intimidate and harass. The Department for Children, Schools and Families’ (DCSF) main anti-bullying
guidance for schools, Safe to learn: Embedding Anti-Bullying Work in Schools, was issued in September 2007
and included a specific section on cyberbullying, reflecting the rise in this particularly pernicious form of
harassment, and the concern with which it is viewed by schools, parents, children, the wider community,
and the Government.

21. DCSF commissioned Childnet International to develop the cyberbullying guidance; it helps teachers
to identify, prevent and intervene in cases of cyberbullying; and advises on how to educate young people
about the responsible use of new technology.

22. Discipline provisions in the Education and Inspections Act 2006 give school staV the power to
confiscate mobile telephones and to discipline pupils for bad behaviour outside the school gates. Therefore,
if a school is made aware that cyberbullying has occurred outside school but aVects pupils within it, we
would expect schools to discipline the pupils responsible for the bullying and put in place measures to
tackle bullying.

23. DCSF ran a digital campaign on cyberbullying in partnership with ChildLine International between
September and December last year, specifically targeted at 12–15-year-olds, using key websites, including
Myspace, Bebo, MSN and Yahoo. Entitled Laugh at it, and you’re part of it, the materials showed what
action young people can take to minimise the risk of being cyberbullied and be sensitive to how they can be
tacitly complicit in cyberbullying by, for example, passing on malicious e-mails or sharing content.

24. DCSF also convened the Cyberbullying Taskforce in 2006 as a response to growing concerns about
cyberbullying. It is made up of representatives of internet providers and mobile phone companies, school
staV unions, Becta, children’s charities and law enforcement agencies, and through this we are developing
a collaborative approach to finding eVective solutions to the whole cyberbullying problem.

25. Other partners are also producing new materials to tackle cyberbullying: ParentLine Plus are, on
behalf of the Department, producing a leaflet for parents on how to protect their children from
cyberbullying as part of their Be Someone to Tell programme; and Beatbullying are setting up a new
programme to train young people to be “cybermentors”.
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Usergenerated Content

26. The Internet is an open access network. Its international and often anonymous nature has made it
easier for users to disseminate oVensive or even criminal content. Self-regulation, media literacy, awareness
and consumer empowerment are recommended by both Government and the telecoms regulator Ofcom as
the key tools of preventing oVensive content being disseminated.

27. The challenge lies in balancing freedom of expression against technology being used for the display
of harmful and oVensive material. The general law (on defamation, racial hatred etc) is of course applicable
online as it is oZine. And criminals have in fact on occasion been foolish enough to post footage of
themselves committing a crime and been prosecuted as a result.

28. The Internet Service Providers Association (ISPA) has a code of practice which members must
comply with in return for being entitled to use the ISPA logo. ISPs have contracts with their customers
concerning what may be hosted on their servers. These contracts are called Acceptable Use Policies (AUPs).
ISPs can remove oVensive or objectionable material, even if it is not illegal. User Generated Content has a
Code of Conduct setting out conditions under which content can be posted. Material which does not meet
the conditions is removed.

29. All ISPs oVering broadband to the UK must put in place blocks to the child abuse websites as
identified by the Internet Watch Foundation (IWF) by the end of 2007. This has been driven by the Home
Secretary’s Task Force. In addition new ISPs or services should have measures in place within nine months
of oVering the service to the public.

30. The IWF estimates that around 95% of consumer broadband connections are now covered by a
blocking mechanism installed by their provider. This shows an excellent response by the internet industry.
The Government wants to reach 100%, and is working with industry, charities and law enforcement agencies
to ensure that consumer internet broadband connections do not facilitate access to illegal material such as
images of child abuse.

The Availability of Personal Information on Social Networking Sites

31. In the UK, organisations which process information relating to living, identifiable individuals are
required to comply with the provisions of the Data Protection Act 1998. The Act makes no distinctions
based on age and children have the same rights as adults (for example, the right to access personal
information and the right to request that information is not processed where processing is likely to cause
substantial damage or distress). In practice, there will be occasions when a parent or guardian acts on behalf
of a child because the child is not capable of understanding how to exercise their rights but, overall, it should
be remembered that children enjoy the same rights and are aVorded the same protection as adults.

32. Indeed, there is a strong argument that service providers need to take extra care when processing
information about children to ensure compliance with the Act. For example, there is a requirement that
processing has to be “fair”. Fairness often involves explaining to individuals how, why and by whom
information about them will be used. Service providers should ensure that the information they provide to
children and young people is appropriate for the user age group—what might be within the reasonable
expectations of, and fair to, adults, might not be apparent or fair to children. In addition, privacy friendly
options available to children and young people should be well signposted and easy to use for the collection
of information to be fair. Additionally, to be confident that information is held securely, service providers
should consider providing more information to children about the security features available such as how
to choose a suitable password.

33. The Home Secretary’s Task Force has now completed the work on the Social Networking Guidance
document. The document sets out voluntary good practice guidelines for the development and use of social
networking websites such as Facebook, MySpace and Bebo. The guidance has been developed with
representatives from all of the major players, and from law enforcement, charities and government
departments. The document has already attracted significant interest globally, and is becoming the industry
standard for guidance on how to build and use these sites in a way that helps protects children. The launch
will be of interest to a large number of groups, including the European Union, where Commissioner Viviane
Reding intends to launch a consultation regarding social networking in February.

Content that Incites Racial Hatred, Extremism or Terrorism; and Content that Exhibits Extreme
Pornography or Violence

34. OVences of inciting religious or racial hatred (or of inciting other related crimes) already apply to
spoken and written words both online and oZine. But to target this activity online, the Home OYce has
established a Hate Crime Internet Working Group to consider short term and long term solutions to the
problem. This group reports to the overarching Tackling Hate Crime Steering Group and works alongside
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the cross-Government steering group on anti-Semitism, led by the Department for Communities and Local
Government. We are also working with the police and the CPS to develop guidance on how best to prosecute
cases of internet hate crime. We are examining existing legislation to consider whether any changes are
required and engaging with the industry and other key stakeholders to improve the arrangements in place
for dealing with hate related material.

35. The Internet is not a source of hatred or extremism per se. But it is a channel currently being exploited
by those who might wish to spread hatred and extremism. It is just one of a range of tools they use and other
more traditional channels exist—newsletters, books, even radio and television. We know it is used by
terrorists both as an operational platform, and as a tool for radicalisation and recruitment: we know the
Internet plays a part in influencing the radicalisation of many of the individuals who have been involved in
violent extremism and terrorism to date. The degree of such influence via the Internet may increase, as
internet use in general increases.

36. Government is dedicating resources to identify illegal material on the Internet, focusing on material
that is illegal under the Terrorism Act 2000 and/or 2006. This will be material that either incites or
encourages terrorism or would prove useful in the preparation and commission of terrorist acts. Internet
Service Providers in the UK already remove illegal material when it is flagged up to them. We now want to
work with ISPs and others in the industry to take a more proactive role in identifying this material so that
it can be removed if hosted in the UK. We must rely on international partners for removing material hosted
elsewhere and we continue to work with them to alert them to such material. We will work with the industry
to identify ways to limit the availability of illegal terrorism-related material to internet users in the UK,
particularly where that material is hosted overseas and therefore cannot be removed.

37. There has been public concern about the circulation of extreme pornographic material online as
existing controls on publication and distribution by the Obscene Publications Act 1959 can be circumvented.
Media interest in the availability of violent and extreme pornography escalated with the murder of Jane
Longhurst, a special needs teacher in Brighton, by Graham Coutts. The case attracted considerable
publicity, as it was revealed as part of the prosecution’s case that Coutts frequently accessed extreme
pornographic websites depicting the sadistic treatment of women. In passing sentence, the trial judge
commented on the easy availability of extreme pornographic material via the Internet and the possible
adverse influence which such material might have.

38. The Government is legislating in the Criminal Justice and Immigration Bill to create a new oVence
of possession of extreme pornographic material. This will become a criminal oVence punishable by up to
three years in prison. The proposals were published in August 2006 as part of the Government’s response
to its consultation paper on the possession of extreme pornographic material launched in 2005. Material
covered includes necrophilia, bestiality and violence that is life threatening or would result in serious injury
to the anus, breasts or genitals.

39. The new oVence is not intended to target those who accidentally come into contact with obscene
pornography; nor would it target the mainstream entertainment industry which works within current
obscenity laws. The Government is seeking to close a gap in the law caused by the development of new
technologies.

40. There is no conclusive link between exposure to violent content and violent behaviour, however there
is some concern that they may contribute to a general atmosphere in which violence is tolerated, glorified
and even encouraged. We are engaging with the industry and other key stakeholders to improve the
arrangements in place for dealing with violent content.

The Tools Available to Consumers and Industry to Protect People from Potentially Harmful
Content on the Internet and in Video Games

41. The current generation of video games consoles all feature parental lock controls which allow parents
or guardians to restrict children’s access to content. Method of control diVers—for example, they might
allow parents to set restrictions so they can decide on a case by case basis whether games are suitable for
individual children or locks can be set to control access based on the age-ratings that games carry.

42. The Internet Watch Foundation (IWF) deals with some illegal and harmful material. It was set up in
1996 following an agreement between the Government, Police and the Internet Service Provider (ISP)
industry that a partnership approach was needed to tackle the distribution of child abuse images online.

43. IWF is the only authorised organisation in the UK operating an Internet hotline for the public and
IT professionals to report their exposure to potentially illegal internet content such as websites, newsgroups
and online groups.

44. IWF works in partnership with ISPs, Telecoms companies, Mobile operators, software providers,
police and the UK government to minimise the availability of illegal internet content, particularly child
abuse images. It is the only authorised organisation in the UK operating an internet hotline for the public
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and IT professionals to report their exposure to potentially illegal internet content such as websites,
newsgroups and online groups that:

— contain images of child abuse, hosted anywhere in the world;

— contain adult material that potentially breaches the Obscene Publications Act and is hosted in the
UK; or

— contain criminally racist material hosted in the UK.

45. The IWF passes reports to ISPs so that they can remove illegal material. If the ISP fails to remove
the site following notification they are liable to prosecution.

46. This and other illegal material can also be reported to the police in the usual way that any illegal
activity would be reported. For material that is simply inappropriate rather than illegal, many parents and
businesses use filtering systems which allow them to control the images and information.

47. One of Andrew Gowers’s recommendations following his 2006 review of the intellectual property
regime, was that the Government should “Observe the industry agreement of protocols for sharing data
between ISPs and rights holders to remove and disbar users engaged in ‘piracy’. If this has not proved
operationally successful by the end of 2007, Government should consider whether to legislate”. The
Government recognise the value of the current discussions between ISPs and rights-holders, and would very
much prefer to see the adoption of voluntary agreements in this area. However, we have made it clear that
we will not hesitate to legislate in this respect should it be required. To that end, we will consult on the form
and content of regulatory arrangements in Spring 2008.

The Effectiveness of the Existing Regulatory Regime in Helping to Manage the Potential Risks
from Harmful Content on the Internet and in Video Games

48. As a general rule, and with exceptions for material that is illegal, simply unacceptable or can be
demonstrated to cause harm, we support the principle that adults should be free to choose what websites
they access or what computer games they play. But we can all agree that there is content on the Internet and
in games that is not appropriate for children. There is already a classification system in place for computer
games, designed to provide parents with information on a game’s contents. It is an oVence—punishable by
up to six months in prison and a fine of up to £5,000—to supply a physical copy of a game that contain gross
violence or sexual material to someone who doesn’t meet the age classification. That is because games with
that adult content fall under the terms of the Video Recordings Act. All other hard copies of games are
covered by the Pan European Games Information (PEGI) system. The PEGI system also extends to online
games, and parents can check via the familiar classification system that any game their child is using online
is suitable for their age group.

49. However, we need to be sure that the classification system is eVective. And we need to bear in mind
that, other than for computer games, there is no classification system in place for most online content. The
role of parents is, therefore, crucial. Parents, ultimately, are the arbiters of everything that child sees, but
sometimes they may need help in having the confidence and will to take control of their children’s viewing.
Many parents are highly media literate. But where they are not we need to help them become so.

50. These are some of the reasons why the Prime Minister asked Dr Tanya Byron to lead a review. She
is reviewing the evidence on risks to children’s safety and wellbeing of exposure to harmful or inappropriate
material on the Internet and in video games; and assessing the eVectiveness and adequacy of existing
measures to help prevent children from being exposed to such material and help parents understand and
manage the risks of access to inappropriate content; and to making recommendations for improvements or
additional action. Dr Byron will be presenting her final report in March and we do not want to pre-empt
her findings and our consideration of them.

51. The issue of content regulation in video games but perhaps more so online is a very complex one. The
technologies are developing faster than regulatory measures can be assessed and the lack of a combined
global strategy adds to this complexity. We have to make sure that any government measures are
proportionate, evidence based and flexible enough to cope with changes in the way that media is both created
and consumed so as not to stifle new business models before they have even emerged. But through all this
change we have to be sure that appropriate protections are in place.

February 2008

Witnesses: Kevin Brennan MP, Parliamentary Under-Secretary of State, Department for Children, Schools
and Families; Rt Hon Margaret Hodge MP, Minister of State, Department for Culture, Media and Sport,
and Mr Vernon Coaker MP, Parliamentary Under-Secretary of State, Home OYce, gave evidence.

Chairman: Good afternoon and welcome to this, a
further session of the Committee inquiry into
harmful content on the Internet and in electronic

games. Due to the slightly unusual timing of our
hearing today, the Committee is not at full strength
and some of my colleagues have to depart but we are
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hoping for further reinforcements in due course. I
welcome three Ministers: from DCMS Margaret
Hodge, from the Department for Children, Schools
and Families Kevin Brennan, and from the Home
OYce Vernon Coaker.

Q577 Mr Evans: It is appropriate particularly as well
that Kevin Brennan is before the DCMS Select
Committee this afternoon as he will be performing
for us tonight at the Royal Albert Hall. We wish you
well on that. Have you been rehearsing?
Kevin Brennan: I think that I am more confident
about tonight than I am about today.

Q578 Mr Evans: The written evidence that the
Committee has received is a short memorandum
from DCMS and BERR but we are wondering why
the Home OYce and the Department for Children,
Schools and Families did not submit their own
independent written evidence.
Margaret Hodge: This is a committee to which we
are accountable primarily, this is a departmental
committee, but, in preparing that evidence, we of
course not only consulted but incorporated the
views of all of the relevant departments and indeed,
you will know, Chairman, that we wanted to bring
four ministers to today’s hearing and you decided in
your wisdom that that would outdo you in number,
so we limit ourselves to three. We are working very,
very strongly. I think that I have given evidence with
Vernon jointly to a number of Select Committees
probably about three or four times. I have not had
the pleasure of giving evidence with Kevin before
but I am looking forward to doing so today. We are
very joined-up, but we thought it would be easier for
you to have one bit of evidence from across
Government with input from all departments.

Q579 Mr Evans: I thought it was important to
establish that. Dr Byron has proposed a UK Council
for Child Internet Safety to be chaired jointly by
DCSF and the Home OYce. Should the Department
for Culture, Media and Sport also have a co-chairing
role in that?
Mr Coaker: In Dr Byron’s report, it also says that
DCMS should play a crucial role and mentions
DCMS specifically as well playing a key role in the
new UK Council that she has recommended and we
have accepted and indeed we have written out to
members—my colleague Kevin Brennan will also
say something about this—of the Home Secretary’s
Taskforce today inviting them to become members
of the new UK Council which Dr Byron was saying
should be started in April 2009 but in fact we are
going to set up in September of this year recognising
the importance of it. Also, the report said that the
Home Secretary’s Taskforce was a model of good
practice with respect to child protection on the
Internet and what she was very keen to do was to
ensure that that model of good practice that brought
industry, children’s charities, Government and law
enforcement, all of those diVerent people, together
was taken forward. Hence, the need for the Home
OYce to be one of the co-chairs but also, as you
know, Mr Evans, alongside that part of the report,
she talked about the need to better inform parents
and better inform people in terms of educating them,

not only young people but parents as well, in the
crucial importance of this given that she has asked
for a self-regulatory framework. In looking at that,
she therefore came to the judgment that it would be
better, having looked at diVerent options, that you
have a co-chair involving ourselves at the Home
OYce and the DCSF but with DCMS as well as a
number of government departments and all of the
other various partners that we have had on the
Home Secretary’s Taskforce playing a crucial role.
Margaret Hodge: We are currently members of the
Home OYce Taskforce, so we really are joined at the
hip on this one.
Kevin Brennan: As well as the existing members, we
have also written out today to other stakeholders
inviting them to join the Council and indeed the
devolved administrations as well as government
departments.

Q580 Mr Evans: On a general basis, what do you
think that this Council is going to be able to do to
achieve? Where do you see the weaknesses that
currently exist which need this Council to fill the
gap?
Kevin Brennan: Dr Byron’s report, which I know you
have read and which I think is an excellent report
and quite an exemplary way of making this kind of
policy, says that the Home Secretary’s Taskforce has
been very successful so far. In a sense, rather like a
video game, it is time to move on to the next level. I
think that, in the UK Council, we have a very
powerful potential vehicle here which will be
reporting to ministers but containing all the main
stakeholders including industry representatives, co-
chaired by Government Ministers with other
departments represented reporting directly to the
Prime Minister with an annual summit to monitor
progress. I think what she is looking for is a body
which will have additional traction in order to make
progress in this area and in particular in the
recommendations that she has made in her report
for what we need to do both in relation from
Government to public education, education of
parents and education of young people and children,
but in addition to the way in which we draw the
industry in to upping its game in relation to its own
user policies and the independent monitoring of that
as well. I think that the Council is the vehicle which
will enable Dr Byron’s recommendations to be
brought to fruition within the timescale she has
outlined.
Mr Coaker: I would like to add in to what Mr Evans
was asking. What we have to also remember is that
the Home Secretary’s Taskforce was specifically
around child protection on the Internet and often
had as its focus illegal content and trying to do
something about safety on the Internet. The move to
the Prime Minister’s Taskforce is to try to have a
more all-embracing taskforce to look at some of the
other issues that are involved, not just with respect
to illegal content but also what to do about some of
the—we have all read the evidence and I know that
the Committee has been deliberating as well—not
only illegal but harmful and inappropriate content
as well and how you do with all those aspects of
content on the Internet which may not be illegal but
which cause all of us concern, Therefore, I think that
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it is broadly within the remit of the Home Secretary’s
Taskforce into the bigger Prime Ministerial Council
but using that as an example of good practice as to
actually how to do it and I think that that is the
fundamental change between what we have now and
where we are trying to move to.
Margaret Hodge: I would like to add one final point
which is that technology is changing so fast and, with
the development of new platforms, you are never
quite sure where the intervention may be required or
at least consideration of intervention needs to be
required. Having this broader based council with all
stakeholders plus all Government departments is
really, really of huge importance so that we can take
preventative action before something emerges that
we did not know about.

Q581 Mr Sanders: You have pledged to implement
all of Dr Byron’s recommendations in full. Is there
no area in which concerns have been registered
meriting additional consideration, for example the
dual classification on Internet game packaging
which has received some negative comment?
Margaret Hodge: We are certainly committed to
implementing all the recommendations. What Dr
Byron said on the dual classification of games was
that because many parents do not know and do not
understand and, because they do not really
understand, they do not really have proper regard to
the current age classification that go on games. She
therefore recommended a hybrid system and what
she then said was that we should consult on it. We
are going to consult. We hope to have our
consultation paper ready by the end of June and
have a proper consultation. I have already started
having discussions with certain industry interests
and they have concerns. We need to listen to those
and then come to a conclusion which will give us
something that works and which gives us a proper
age classification system that has respect, that
parents understand, that they have regard to and
therefore that it properly plays its role in preventing
children playing unsuitable games.

Q582 Mr Sanders: So, you do not expect us to end
up with a system where you would have the PEGI
classification on the front and the BBFC
classification on the back or the other way round?
Margaret Hodge: It is the other way round. Her
recommendation is BBFC on the front. She makes
another recommendation which I think is really
important which is that the BBFC should take
responsibility for looking at classification of games
from 12 plus which would be a change, so we need to
consider that, and I think, quite rightly, that is
because her view, experience and professional
judgment is that, at 12, children are much more
autonomous in the decisions they make. So, we need
to consider that. The final answer I think depends on
the outcome of the consultation and I think that she
wisely said there—because it is one of the more
contentious recommendations—that we should
consult. Let me pull out a little one of the areas of
contention. She recommended that we move to this
hybrid system of classification. What the industry

has said to me so far—and presumably to you in the
course of your consideration of this issue—is that
they think that is diYcult in the context of a global
market and that they would rather see a European
classification. So, they would prefer the PEGI
classification. I have question marks about that
which she clearly had. One is that Germany has its
own classification at the moment and various other
countries do, so does it really muddle people if
countries have diVerent classifications? I can
understand that it makes the marketing more
diYcult. The other question mark I have is that the
PEGI classification system is a paper-based
system—people fill in tick boxes and fill in a form—
whereas the BBFC classification system is, I think,
rather more thorough and therefore commands
greater confidence and I think that that is what has
swayed her towards having this more hybrid system.
We are going to test it, we are going to consult, and
the paper should be out by the end of June.

Q583 Mr Sanders: In terms of consultation, the
important people here are actually the parents.
Margaret Hodge: Absolutely.

Q584 Mr Sanders: Far more than the industry or
indeed, for that matter, Dr Byron. From the parents’
point of view, a single classification system is far
easier to understand than two classification systems
on a box. Would that sway you in reaching a
determination?
Margaret Hodge: First of all, she is suggesting a
hybrid single classification system with the BBFC
symbol, which is much bigger and clearer, on the
front and the PEGI classification on the back.

Q585 Mr Sanders: But that is two, is it not?
Margaret Hodge: It is a hybrid but it is a bringing
together—

Q586 Mr Sanders: You might call it a hybrid but it
still ends up with two diVerent age ratings on the
same package.
Margaret Hodge: It is not two parallel systems which
we have at present. It is a hybrid system with the
BBFC having the role of assessing and classifying—

Q587 Mr Sanders: With respect, if I am a parent and
I am looking at packaging which says 18 on the front
and 12 on the back, what does it say?
Margaret Hodge: It will not say 18 on the front and
12 on the back because the hybrid system will be the
coming together of the two organisations. It will not
say that. You raise a perfectly legitimate concern
which is why we are going to have a period of
consultation and you are right to say that a system
which parents can easily understand is the most
important objective that we must bear in mind and
we will just have to test it. The industry on the whole
prefers the PEGI system. As I said to you, I think
that the advantage of the BBFC system is that it is a
more thorough assessment of the games and I think
that it was that conflict between thoroughness and
ease and the expense associated with that process—
remember, these are self-financing systems by the
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industry—representations from the industry and
priorities for parents that led Tanya Byron to talk
about a unified but hybrid system bringing in the
two. Let us test it. I hear your concerns, I do not
know if they are shared across the Committee, but
let us test it, let us consult and then let us take a
considered view at the end of that consultation.

Q588 Chairman: May I come back to the role of the
Council on Child Internet Safety. Yesterday, the
Committee took evidence from Ofcom. Ofcom have
a role particularly in the implementation of the
Audio Video Media Services Directive which for the
first time means that they have some requirement to
look at the material on the Internet. They also were
fairly critical of the present self-regulatory structure
being administered by ISPs and others. They
suggested to us that they would want to be satisfied
that improvements were being made and they clearly
saw themselves as having a role. Indeed, the Chief
Executive suggested that Ofcom was the ideal body
to decide whether or not suYcient improvements
have been made. How do you see Ofcom and the
Council working together or is Ofcom oV their patch
and should this be left to the Council?
Mr Coaker: In the first instance, Ofcom are
members of the Home Secretary’s Taskforce and
will be invited to be members and we hope will be
members of the UK Council. The concerns that they
have will be shared and will have to be worked
through. As you know, the Government’s view is
that by and large a self-regulatory framework is
appropriate and the way forward with some
recommendations that others have made to further
improve that system and no doubt Ofcom will play
a part in developing that framework under the
auspices of the new UK Council.

Q589 Chairman: The evidence that we received prior
to Ofcom was generally that the self-regulatory
structure was working pretty well and you, chairing
the Home Secretary’s Taskforce, have played a part
in continuing discussions in the interim. Do you
agree with Ofcom that actually there are some
serious areas where improvement is needed?
Mr Coaker: It would be complacent to say that there
are not areas across the board where there is not a
need for improvement. We can look at the issue of
blocking when we come to it if we need to and we can
look at the issue of clarification of the law which Dr
Byron recommends and I also think is important; we
can look at how the system works in terms of
ensuring that the various bits of guidance that have
come out from the Home Secretary’s Taskforce are
implemented and ensuring that all of that is done
and therefore at the independently monitored codes;
we can look at what we actually mean by harmful
and inappropriate content and how that is actually
looked at and dealt with and how companies take
that down. In all of those areas, there is a need for
improvement. In answer to Mr Evans’s question
earlier on, Ofcom has been a part. Has the Home
Secretary’s Taskforce been successful? In many
respects, yes, it has. Now, however, there is a need
for a step change, a move forward, to take account

of some of these other areas where we need to
actually take further action to move again and
Ofcom will play a role in that alongside us and
alongside the other departments in ensuring that we
build a safe environment that we want particularly
for our children but for everyone and it is incumbent
upon us to have some monitoring mechanism, some
way in which we judge whether what we are saying
at that Prime Minister’s Council actually reflects
into changed practice and actually reflects into
better procedures throughout the industry and
throughout what is happening on the Internet.
Margaret Hodge: Ofcom have a statutory remit
around media literacy and that is hugely, hugely
important in this area. They are going to have a role
to play on the Council but I think that they will take
a lead around the media literacy issues and no doubt
they will play their part particularly if you think
about new platforms. It is this whole thing of, as we
move into new platforms, we think about harmful
content on new platforms, so they will play their
part, but media literacy is their lead.

Q590 Chairman: There is also a little confusion
about the extent to which the structure will remain
as a self-regulatory one or whether or not it will
become co-regulatory. There has been a lot of praise
for the self-regulatory system but Dr Byron was
suggesting that the Council would be standing
behind and would actually have some potential
powers to intervene if it was felt that the self-
regulatory system was not working suYciently.
Kevin Brennan: I did read her evidence to the
Committee and I think that what Dr Byron was
describing was self-regulation plus, if you like. With
the new Council, it would give additional backing to
the self-regulatory system but essentially what she
was calling on the industry to do was to show in the
period to come that they can be held to account for
their own safe use policies and that the Council
obviously is there in part to help facilitate and assist
in the industry in making sure that it can achieve
those safe use policies to which she has referred in
her report, that they can be independently
monitored so that they are prepared to be held to
account for what they say themselves that they will
do and the Council stands there to monitor that.
Ultimately, I think that remains a self-regulatory
system but with a much more eVective means of
traction for getting some movement and
improvement in the industry itself.

Q591 Chairman: Do you see the Council as having
any powers beyond exhortation?
Kevin Brennan: I do not think that she recommends
in her report that it should have any powers in
relation to some sorts of sanctions against industry,
but I think the power that she is talking about in a
sense is in the nature of the industry itself, in that
these major providers that have grown very rapidly
in recent years from pretty small companies into
huge multi-national, multi-billion dollar businesses
depend for their revenue on their reputation and
ultimately, if their reputation is poor, then they will
not get the kind of brand advertising that they need
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in order to generate revenue. So, it is in a sense an
enlightened self-interest argument that Dr Byron
has put forward backed up with creating the UK
Council to say to the industry, “If this does not
happen, people will know about it” and I think that
that is the power of her approach as opposed to
simply trying to use the very blunt instrument of
regulation and sanction to achieve it.

Q592 Chairman: May I give you a specific example
which came up in our evidence. Microsoft operate
MSN Messenger and there is a single button which
one can click on which takes you directly to CEOP.
So, a child who has an approach from a potentially
harmful adult can get help very quickly. We were
told by CEOP that other providers had been asked
to provide a similar one-click route to CEOP and
have been unwilling to do so. Is that the kind of area
where the Council might step in and, if nothing else,
perhaps name and shame?
Kevin Brennan: That is an area in which we would
definitely like to see progress and in which I would
definitely like to see progress in the period to come.
I visited CEOP, as I know the Committee has as well,
and I know that Vernon is very closely associated in
his department with CEOP. It does seem that there
is much more that could be done in this area and
hopefully this will lead the Taskforce towards
making sure that there are quick, easy and direct
routes for abuse to be able to be reported quickly
and to the appropriate authority and, in the case of
the UK, that would be CEOP. Certainly my view—
and I have said this publicly before—is that this
whole process should help to shine a light on that
issue and encourage at this stage those providers
who have millions of very young users who use these
sites. I know that my own daughter and children of
members of this Committee use sites such as Bebo
and so on. I am sorry, no reference to you,
Chairman, intended, and I should tell you that my
daughter is 14 and I am not going to tell you how old
she was when she first joined! Clearly that is a
concern, but we have accepted Dr Byron’s
recommendations in full because we think that the
quality of the work that she has done and the
evidence that she has drawn from industry, from
other stakeholders, from children’s charities from
parents and from children really does point to the
way forward for us. There is always a danger in this
area in that we can all issue tough words, statements
and so on, but really what we are looking for is an
eVective regime in the end that will protect children.

Q593 Paul Farrelly: That is really welcome, Kevin.
There is a phalanx of civil servants here who are all
busy taking notes, so which Minister here is now
going to commit to writing to all the other Internet
providers to ask them to follow Microsoft’s lead in
having that one stop?
Kevin Brennan: What we have done is written to
them today and invited them to join the Council
which I think is a mechanism by which we are going
to get the action that the Council needs.

Q594 Paul Farrelly: Which Minister is going to say
to the Committee now, “I am going to write to all
Internet providers whether or not they join the
Council to ask them to follow that system”?
Mr Coaker: You will be aware of the social
networking guidance that we recently published
from the Taskforce and that lays out a number of
diVerent principles which diVerent internet service
providers should try to adhere to and, as part of that
work, we also looked at diVerent reporting
mechanisms that diVerent internet service providers
had and, as you would expect, there is a variability
between them. One of the things that I will ask in the
letter that I have already decided—and it is a very
good point but just to give you a little clarity—to
write asking them to look at what they have accepted
as part of the Home Secretary’s Taskforce on the
Internet and what is currently provided and look to
see how, within the self-regulatory framework—
they are going to move to be much more consistent
with these principles. There is one other thing that I
think is important for the Committee. CEOP deals
with illegal content and with child abuse and clearly
there has to be a way for children or whoever who
are on the Internet to be able to get from that to
CEOP and we need to ensure that that is there.
However, we also have to recognise that there are
other harms and other inappropriatenesses, for want
of a better way of putting it, on the Internet which
may be cyber bullying or may be violent images or
may be suicide websites or whatever that somebody
would want to report as well. Of course, reporting
abuse with respect to child abuse and protecting
children is a CEOP issue, but there is also an issue
which I think that the Prime Minister’s Taskforce
will help us address in regard to where somebody
goes if they believe that they have come across
something that is illegal but may not be child abuse.
Where does somebody who has come across a
suicide website or something that they want to
report go? Where does somebody go if there is
something else that is inappropriate? I think that of
course there should be a mechanism, whether it is
one click, two or whatever, a clear definable way of
getting to CEOP. It seems to me that there is also
alongside that the necessity for having a clearly
defined way of getting, say, to The Samaritans or
whoever. In direct answer to what Paul Farrelly was
asking earlier on, I will be writing along the lines that
I have said and I had already decided to do that.

Q595 Paul Farrelly: Lest there is no action because
we cannot have one click or we cannot incorporate
five or ten clicks, the answer to the question you have
rightly raised, Vernon, is that CEOP’s website
should provide that pathway to report alternative
[. . .]
Mr Coaker: That might be a solution to it. As you
know, I work very closely with CEOP and you have
had Mr Gamble here as well who is excellent and
who I think has been a trailblazer in this area. It is a
question of what we then do with respect to CEOP.
If, all of a sudden, instead of getting, let us say, a few
hundred child abuse reports, these are prioritised
and dealt with, we then, not only receiving that, start
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to receive hundreds of reports of bullying, hundreds
of reports of suicide illegality and hundreds of
violent reports, all sorts of things, in a sense, we
would need to consider what the implications for
CEOP would be if everything that was a problem
was directed to them. I know that some others who
are involved in this like The Samaritans and so on
would feel that—and this is the debate that takes
place—in the first place they would want something
directed first to them rather than through somebody
else. These are the sorts of things that we need to
resolve between ourselves through discussion and
through deliberation to actually achieve the
common goal, but I agree very much with what Paul
Farrelly has just said about the need for action and
that it cannot be used as an excuse for not taking
action.
Kevin Brennan: I will also be meeting as part of our
Cyber Bullying Taskforce some of the industry in
June and no doubt these are some of the issues that
we will be exploring further at that point. It is also
worth making the point—and I am sure that the
members of the Committee would agree when we
have these discussions—that the Internet and these
social networking sites are not just a dark force.
They are actually overwhelmingly a good thing and
a wonderful opportunity for young people to be
creative and for children to interact with each other.
We are obviously trying to put in place a system that
means that just in the same way that we would not
let our children wander down a dark alley in the
Inner City after midnight on their own—that would
not be a sensible thing to do—parents know how
they can help protect their children when they are on
the Internet and that the industry is co-operating
fully in making sure that it is a safe environment
for them.
Margaret Hodge: This is a bureaucratic point but I
think that it is an important point in response to Paul
Farrelly. It is not really who writes, it is whether we
will write collectively. The structures that we have in
place and the mechanism that we have in place
would ensure that action is taken. Whether Kevin
signs the letter, Vernon signs the letter or whatever
is less important than whether we have those
mechanisms in place to take the decisions and the
answer is “yes”. Are we committed to implementing
the recommendations and the answer is “yes”. I
think that the structure coming through will enable
us to act collectively.
Paul Farrelly: Three is better than one!

Q596 Philip Davies: All of you have said on a
number of occasions that you are going to
implement the Byron recommendations in full but
may I press you a little further on that because it is
not just a question of whether you appear nominally
to have implemented the recommendations, it goes a
little deeper than that and it is about whether or not
they are implemented in the way that Dr Byron
envisaged when she wrote the report. Therefore, are
you actually saying that you are prepared to take the
cost and that, whatever the cost might be of
implementing of the Byron recommendations, you
will commit to meeting that cost?

Kevin Brennan: In the action plan that we are
announcing in June we will be setting out the
full costs of implementing Tanya Byron’s
recommendations and you can certainly hold us to
account if you think that we have not adequately
covered those costs at that time. Of course, with any
report of this kind, it is not a case of a blank cheque.
We would have an idea broadly about the sorts of
resources that her review are likely to need. We are
going to have to set up the UK Council which will
have a secretariat, it will have an annual summit; it
will have to have council meetings and so on. On top
of that, of course a number of the recommendations
within Byron fit very well with a lot of the strategies
that are already ongoing in Government. For
example, in February, we launched across
Government the Staying Safe: Action Plan for
Children which already has built into it a significant
budget line for an information campaign to improve
children’s safety and the recommendations in Byron
fit very, very well with that approach. It is not
entirely a case of always having to invent the wheel
all over again because a lot of government working
is moving in that direction, but it is our pledge to
implement it in full. We will be issuing the Action
Plan in June and if we think that that is inadequate at
that time, then obviously you can hold us to account
about that.
Margaret Hodge: Some of the recommendations will
need implementation by our partners in industry.
For example, Dr Byron’s recommendation is that
the promotional campaign for parents should be
funded by industry and clearly we have already
started those discussions rolling to see how we
ensure that they too play their part in helping us
implement what we all agree on this table is a very,
very powerful and excellent set of recommendations.

Q597 Philip Davies: Have you not potentially put the
cart before the horse in saying that you will
implement all the recommendations before you have
worked out what the cost will be? Can we therefore
not envisage in the future one of you coming back to
us and saying, “Well, of course we accept all the
recommendations and it is something that we aspire
to, but we have just totted it all up and actually it is
going to cost far more than we thought it was going
to cost, so we cannot implement it all in one go as we
had hoped; it might have to take longer”? Are we
potentially getting ourselves into that kind of
situation?
Kevin Brennan: Whether the Government should say
that or not is an interesting process which I have
accepted, but the point is that the recommendations
are not entirely a mystery neither in the course of
taking evidence—it is an independent review—nor
in reporting progress on it. The direction of
approach that Dr Byron was heading down is not
entirely a mystery and therefore the likely resource
implications of her report are not a mystery to us. In
other words, I do not think there are hidden billions
in here that we do not know about that you will have
to worry about in the future. We are confident that
her recommendations contain, as I said, a number of
things including the communications on child safety
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issues which we have already factored into our
Staying Safe: Action Plan which was issued in
February before Dr Byron’s report.

Q598 Philip Davies: You say that but, when we
asked Dr Byron how much the UK Council would
need to be eVective, she said that she was not really
sure and that she had not really given a great deal of
thought to it, but what she did know was that they
would need lots of money.
Kevin Brennan: I read her evidence and it was
amusing. In fairness, I do not think we asked her to
produce a detailed budget line for the new Council. I
think that it is for us in Government to have a pretty
strong idea of what this sort of thing costs rather
than for Dr Byron, whose expertise in fairness lies
elsewhere.

Q599 Philip Davies: Following on from that, I was
certainly very impressed with the evidence she gave
to us and I think that many other members of the
Committee were too. It struck me that one of the
things she appeared to be quite passionate about was
not just that these things were implemented,
although she was obviously passionate about that,
but that they were implemented in a timely fashion.
In fact, we had quite a detailed discussion about the
timescales involved. Are you equally committed to
implementing the recommendations in the
timescales that she envisaged because that to me is
what is meant by implementing her
recommendations in full?
Kevin Brennan: We are and of course we are ahead
of the timetable at the moment because we have just
invited stakeholders to join the Council today and
we are obviously issuing our across-department
action plan in June and then starting oV the Council
launch in September, which is six months ahead of
schedule, and looking for that first Internet Safety
Summit in the spring. As well as Government
timetables, you are quite right that there are industry
timetables and clearly getting the Council oV to an
early start is something that we hope will stimulate
the industry to fulfil the quite challenging timetables,
I would accept, that Dr Byron has set in relation to
the acceptable user policies for particularly user-
generated content sites that she recommended in her
report. Clearly, quality is important and, at the end
of the day, we need to make sure that what is
produced is what is required. I think we are pretty
confident that we can fulfil the timetables from the
Government point of view and that the Council will
play a strong role in helping industry to fulfil its side
of the bargain.
Margaret Hodge: On the whole, industry has also
welcomed the recommendations, so I think that
everybody sees that this is an area in which
everybody wants to work together. Interestingly
enough—and Vernon now leads on that work—
when I was Children’s Minister and we started that
work, what was so fascinating about this was how
easy it was to build a partnership between industry,
parents, education and Government to try and
ensure that we all have successful interventions
which ensure that you protect children certainly at

that point child abuse images and now we are
moving it a little further and we are thinking about
new platforms. I think that there is a good record of
co-operation between all the partners on which we
now need to build.

Q600 Alan Keen: Unlike the ticket touting inquiry
we did recently where not all the industry wanted to
eradicate the problem even though this Committee
wanted to, everybody has the same aim, thank
goodness. The diVerences will be at what level. Jim
Gamble himself said that he feels that the law will
have to be changed or that new laws introduced.
What is your view on that? You have already
mentioned sites promoting suicide and even the
computer-generated images of paedophiles abusing
children in Second Life time games. That sounds so
appalling and must be damaging and Jim told us
that that was somewhere where the law should be
changed. Have you had time in your department to
look at these aspects?
Mr Coaker: I would like to mention a couple of
really important points around this. First of all, I
think that there is a need for us to clarify, which is
again another recommendation that Dr Byron made
[. . .] It is clear if you talk about child abuse that that
is illegal and we start from what is illegal oZine is
illegal online. When it starts to get near the margins,
people become a little bemused as to whether it is
illegal or whether it is something that somebody
finds oVensive and does not like. I think that there is
a need for us to look at the law and clarify exactly
what we mean. Not at the extremes because it is
obvious with some, but sometimes there is a need.
So, there is a need for us first of all to clarify some of
the laws. With respect to avatars, Second Life, it is
the case that, frankly, we would not have asked this
question two years ago or three years ago. We can
argue what that was but, two, three or four years
ago, nobody would have had a clue what Second
Life or avatars were. I would not, to be honest about
it. This is a really deep philosophical question and
the Government have consulted on this about the
cartoon depiction or fantasy sort of world of Second
Life and whether the law should be saying anything
or doing anything about it. We consulted on it—we
consulted on it for a few months at the beginning of
2007—and we had 87 responses and a few diVerent
responses as you can imagine came back and we
consulted again and we are now considering as to
what law, if any, we should come forward with. It is
very diYcult. In reading the Committee’s
deliberations—and I think that the Committee
recognised this—it is a completely new area of work
to actually say, should the law intervene in an area
where nobody has been harmed. It is a fantasy
world; there is no criminal. On the other hand, if you
imagine it at its worst, a paedophile or somebody
decides, I know, I will become a paedophile as my
avatar; I will sexually abuse children; I will create all
sorts of images on the Internet; I will buy and sell”
and whatever in that virtual environment, I find that
as an individual a disgrace and disgusting. The
problem then becomes, as I am disgusted, appalled
and outraged, does that then mean that that should
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be made illegal? I am just posing the arguments here.
That is what the Government are considering. That
also then brings in the question, if somebody is
acting that out in a virtual environment, what does
that do for them in the real world? Does that make
them more likely or less likely [. . .]? I think that the
evidence is mixed. The social scientists and
psychologists disagree as to that link. We would
probably disagree as individuals as to what the
impact is of watching this or acting in this. This is a
long-winded way—and I apologise for being
longwinded—of saying that we are looking at this
whole area because it raises fundamental,
philosophical questions for us to actually resolve as
to whether this is an area about which we would
never have thought in which the law should
intervene. My final point on that is on suicide
because it makes the point very well for me. The Law
Commission was clear that aiding and abetting
suicide, whether it be online or oZine but in this
particularly with respect to online, is illegal,
something should be done about it and it should be
taken down, and there are other areas where there is
illegal content which we need to ensure is taken
down. We have improved law enforcement with
regard to child protection through CEOP and I
think that the task for us is to ensure that the law is
in force with respect to that and I think that is
something that the new Council will have to look at.
Margaret Hodge: I am going to add very little
because I thought that covered most things. The
only thing I wanted to add was where Vernon ended
and that is to say that because it is such a complex
issue, this is precisely one of the key roles that the
Council will have in considering diYcult issues like
this and then making recommendations. That is the
first thing. The second thing is that, when much of
this law was established, we did not have chat rooms
and social networking sites and it is what emerges on
those sites and how we deal with potentially harmful
content on those sites, where the boundaries are and
what is permissible and what is not permissible. It is
fantastically complex stuV and I think that we need
to give that really, really serious consideration. The
third point to make is that one of her
recommendations—it comes back to something we
were discussing earlier—is that what we need to
think about is, if there is that sort of content, how
can you give people the quick link to The Samaritans
or ChildLine or one of those supportive
organisations that can help people through the harm
that might be created either through content on a site
itself or through the content that is emerging in
conversation on the social networking sites. This is
really tough territory. I suppose the final thing I
would add is that, with all these things, we have to
keep looking at the evidence and we have to make
sure that any decision we take is evidence-based and
we have to keep revisiting the evidence of links
between what people see and experience and how
they behave because, as we well know, very little of
this is proven and the area where we have proven it
is done on sexual activity and it is very much
Vernon’s role to take that through.

Mr Coaker: Very much so.
Margaret Hodge: Just to show how cross-
Government we are on suicide, of course the new
MoJ is currently reviewing the law to see whether or
not it is appropriate in the new world of social
networking sites and the Internet.

Q601 Chairman: That is the fifth government
department that has become involved.
Margaret Hodge: It does take you back but let me
just say this to you. Many of the issues with which I
have dealt in Government always require cross-
Government action. Very often people say, “Let us
set up a special [. . .] Let us give it to one department”
and the only thing you always do on this in my
experience is bring some things together and then
you create new diYculties which you have to tackle
by cross-Government action. At the end of the day,
rather than spend your time fiddling around, should
we set up an Internet Department or an Internet
Agency, I think that what we should do is tackle the
actual issues and make sure that the way in which we
work is properly co-ordinated and linked.

Q602 Alan Keen: I am very pleased but we know very
well that there will not be a definite answer and it
would be wrong if there were. Out of interest, have
you discussed with the industry what even greater
fears there may be for the future with the very quick
evolving of the technology in these twisted people’s
ideas?
Mr Coaker: One of the things that is worrying in
terms of this whole area of technology and new
technology—and we have Second Life and
avatars—is the increasing mobility, the mobile
phone and what is available, such as Blackberries,
and what is essentially becoming a mobile terminal.
The fact is that people will very soon be able to get
out from their pocket access to all of the things about
which we have been talking. Again, I do not know
exactly where we have got to with these mobile
platforms but, as I understand it, that is of increasing
concern as well. Similarly, the increasing move from
the use of peer-to-peer connection so that you are
not going through a central connecting point, if you
like. So, there is the peer-to-peer transmission. Also,
when I was at CEOP, the use by paedophiles of
games consoles to send bits to each other but it was
not sent as a whole, it was something which you
collected from one game and you went to another
game and collected another bit. These are criminal
and immoral people whose expertise in that warped
sense is at the forefront of all of that technology and
the last point I would make is that, in a sense, it is the
success of some of the work that law enforcement
has done which has forced these people to be ever
more inventive.
Kevin Brennan: I think that we should give some
credit to the mobile phone industry for what they
have done so far to protect children from some of the
images that might be more easily available elsewhere
and in fact I think that in many ways they are leading
the way in making sure that some of this unsuitable
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content or even 18-rated sites are not available when
phoned from a mobile platform and they have co-
operated across industry to achieve that.
Mr Coaker: I congratulate all of the industry for the
work they have done. They have worked very closely
with us on a whole range of things to try and move
this forward. It is always the next step, is it not?

Q603 Alan Keen: Am I right in presuming that the
increased numbers of prosecutions is because of the
eVorts that have been put in to catch people doing
this and may I also presume that there is an increase
in people getting involved in this?
Mr Coaker: I think that it is both those things. We
are talking about section 127 of the
Communications Act and there has been a quite
significant increase in that from 2003 to 2006. It is,
as you say, the increase in use of the Internet and the
increase in use of all of the various sites as we know
and, alongside that, an increased awareness of that
oVence and an increased use of it by law
enforcement.
Kevin Brennan: I am sure that it is well known to this
Committee that about two thirds of households now
have an Internet connection but in fact, in
households with children, that figure rises to 80%.
So, it really is becoming close to universal when you
consider the availability in public libraries and so on
as well for those who do not have usage and, as we
know, the big users are children and young people.

Q604 Chairman: Will the measures in the new
Criminal Justice and Immigration Act help in this?
Mr Coaker: Are you referring to the email addresses
that have been made available?

Q605 Chairman: The whole position with extreme
pornographic images.
Mr Coaker: The whole range. That new oVence will
help. It is another tool in the box. It is a possession
oVence that is not there. I think that the change to
the notification requirements for sex oVenders will
help where they will now be required, once we have
passed the secondary legislation, to give email
addresses to law enforcement. I think that will help.
Of course, if they choose not to or give a false one,
that is a criminal oVence with imprisonment of up to
five years, so I think that will help alongside that. Of
course, more generally with sex oVenders, we have
changed the rules with respect to dual criminality.
So, if somebody now goes abroad—just as a piece of
information to the Committee but I think there is an
interest—say to Thailand to commit an oVence that
is not an oVence in Thailand but would be an oVence
if it were committed there, we have ended the dual
criminality of that so, when they come back, we can
prosecute them for that and I think that is again
something that generally people would welcome,
although it is perhaps slightly outside the remit of
what we are talking about.

Q606 Chairman: Before I bring in Paul Farrelly, we
still have a little way to go but are the three of you
content that we should continue?

Mr Coaker: Yes, absolutely.

Q607 Paul Farrelly: Quite apart from the Byron
recommendation on the Internet Child Safety
Council, there have been voices that have called
from time to time for an Internet standards
authority insofar as it can help with a firmer base in
this country rather like the model of the Advertising
Standards Authority or perhaps the Press
Complaints Commission. What are the diVerent
departments thinking over that issue?
Margaret Hodge: We have our convergence think-
tank which is considering issues such as this and we
always keep an open mind, should it become
appropriate we will do so. At present, I think that we
do not want to over-regulate, we want to do as much
as we can through voluntary mechanisms and we
think that the Internet impacts on all of us and the
fact that we have gone through probably five
departments or six departments—you could have
brought a number of departments here today to give
evidence to you—and we think that it is better to
work through existing structures at present, but of
course you keep an open mind on this and I think
that this is an issue that will emerge in the
convergence think-tank. I do not know if you have
come to a view on it? No doubt you will tell us
your view.

Q608 Paul Farrelly: In a debate on cyber bullying
back in February, Beverley Hughes made the
statement that she thought that business needed to
raise its game and we have just discussed one
example where Jim Gamble thought that business
could raise its game in terms of following Microsoft.
We have listened here, just one further example and
a horrific example, to Google admitting that
YouTube had nobody pro-actively monitoring what
went on site and in fact, to the extent that complaints
were made, the unspecified number of people
responding to those complaints completely missed a
video which portrayed and depicted in its content as
a gang rape. The portrayal and content is of
importance because I know that there are issues
about the police taking up about what actually went
on. Is that sort of practice acceptable? Do you expect
businesses to do more?
Kevin Brennan: I think you are right, we should not
comment on what actually happened in that video
but that is not the point, the point is that it was
flagged and how quickly it should have been taken
down and how these things are dealt with. On the
issue of cyber bullying and the comments you made
about my colleague in the Department, Beverley
Hughes, she is right in a sense and that is why we are
working with the industry in relation to cyber
bullying to see what more can be done. In fairness,
they have done quite a lot so far to work with us.
They have provided free advertising space for our
digital information campaign on cyber bullying; that
reached 6.5 million unique IP addresses as a result of
that and had 98,000 diVerent users visiting the
website. Vodafone and O2 have made financial
contributions towards our cyber bullying resource
pack and Google, YouTube, Piczo and Myspace
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have all been working with us and we are having
another meeting on 4 June of the Cyber Bullying
Taskforce to actually see what more we can do. The
evidence that you took in the session which I have
read was very interesting, that revelation that there
was not a single person employed to preview rather
than to review user-generated content was quite an
interesting revelation. What I would say is that what
the Byron Review does and what the Council will do
is shine a light on this whole issue of the extent to
which—not that you can preview all user-generated
content, I do not think that is a realistic prospect—
you can spot potentially unacceptable content
through words or through flesh tones, through that
kind of technology and then screen it down for
preview rather than review. That perhaps is the issue
that really needs to be explored with people like
YouTube.

Q609 Paul Farrelly: If you do not have a single
person you are not making any eVort whatsoever.
Kevin Brennan: Yes, and that is a legitimate point to
draw to their attention and to press on with, with the
Council, and to engage them on because it is very
important that the industry is engaged on this. As
you all know, this is a worldwide business and
industry and there are diVerent jurisdictions,
diVerent rules and regulations, so it is particularly
suited to getting an engagement, getting an
acceptance of what corporate social responsibility—
particularly where children are involved—means,
getting acceptable use policies that are monitorable
and then holding those industries to account for
their own policies to ensure that they are following
that. When you put people together in a room—
children’s charities, government ministers and
industry—that is where the dynamic tension that
creates progress comes in this, rather than having a
shouting match—enjoyable as that may be, I am not
sure that that is what produces the outcome. I
thought that that was a very, very interesting piece
of evidence.

Q610 Paul Farrelly: This is one area where, as you
have said, it really is relevant to question whether
there should be some sort of minimum standard,
however applied and enforced, as to what eVorts
firms should be expected to make. As an alternative
though, if you take the happy slapping case where
the young girl was convicted for having videoed it as
if she was part of the crime, then by admission of the
minister without the outlet of the likes of
YouTube—
Kevin Brennan: That crime would never have been
picked up.

Q611 Paul Farrelly: You could go along and create
criminal sanctions for those firms as accessories after
the fact if they did not do certain things as well, but
that would be the last resort. Surely, this sort of
thing, when people complain it is entirely voluntary
as to how the firms treat the complaint and react
afterwards.

Kevin Brennan: The strength of Byron is exactly that,
that it actually holds the industry to their own
voluntary user practices and shines a light on those
user practices so that they are public and clear, not
only to the users or the community as they tend to
call them, but also to the advertisers who are very
concerned and pay for these sites to work. We are all
clear, I am sure, that the virtual world is not a
valueless world and that where these things are
happening there does have to be a light shone upon it
and eVective action taken, but there is a pretty broad
consensus, backed by the evidence in the Byron
Report, that the right way to do it is the way that she
has suggested rather than trying to use the big stick
of regulation and the law which, at the end of the
day, is not fleet of foot enough, frankly, to deal with
this ever-changing world.
Margaret Hodge: Could I just add two things? One
is that we have always got to be mindful of the
European E-commerce Directive which has quite a
clear view of what should or should not be on the net
or on particular sites, and the other thing is that
there is, which you in particular will appreciate,
always a balance to be struck between freedom of
expression and protection from harm and we have
always got to be beware of trying to walk that
tightrope to protect our freedoms as protecting
from harm.
Mr Coaker: As a final point, the point is very well
made that at the end of the day we have social
networking guidance and we have guidelines. We
have lots of other guidelines and I know there was
the debate with Dr Byron about co-regulation or
self-regulation; at the end of the day what everybody
was trying to arrive at is if we are going down the
self-regulation/co-regulation route, the documents
that are produced and the warm words that are said,
all of those issues are actually reflected in the
practice. All I can say is that I think there has been
considerable progress right across, which has been
brought about by the self-regulatory framework.
That is not to say that there is not more progress that
needs to be made—that was the point I made to Mr
Farrelly earlier on about the need to write and say we
have agreed these guidelines, how are we going to
ensure now that we bring about a step change in
what we are doing. I also think that the success of
what we have done and what we are doing is
reflected in the fact that other countries are actually
coming to us now and asking about how this self-
regulatory framework is working. When we
launched the social networking guidance the
Americans came, the Australians came and only this
morning I met the French to talk about what we
were doing with respect to this. We can look at what
we have done and say so far so good but now—I
think this is the point Mr Farrelly is getting at—how
do we then bring about, again, the change that we
need so that we have got people proactively seeking
out some of these things, not just reacting, and how
we get the reporting systems consistent and right
across the system and how we deal with the other
issues that Mr Keen raised about advertising and all
of the other issues, how we deal not only with illegal
content but harmful and inappropriate content, and
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the vehicle of the Prime Minister’s taskforce gives us
an opportunity to build on good practice and, as
Kevin Brennan said, to take it to that next stage, that
next level.

Q612 Paul Farrelly: I just have three quick factual
questions to conclude. Firstly, when the
Government submitted its evidence there was a tail
of 5% of broadband providers which had not been
signed up to taking the Internet Watch Foundation
list of barred sites. Has the target of 100% been
reached now?
Mr Coaker: No, it has not been reached. I set the
target of 100% by the end of 2007 and said that if that
was not reached we would then have to consider
what we needed to do. That is what we are currently
doing, we are not satisfied with the 5% that have not
put in place blocking mechanisms as the other 95%
have so we are looking at what we need to do with
that.

Q613 Paul Farrelly: Are you considering naming
and shaming?
Mr Coaker: Most of them are very small companies
and all sorts of things are being considered, whether
we need to go down the legislative route, whether we
need to take other action, whether there are other
technical solutions that we can come to, whether just
by meeting again with them we can say you need to
conform in the way the others have done. There are
all sorts of things being considered, but it is not
satisfactory that we have still got 5% that did not
take action.

Q614 Paul Farrelly: The second question is again a
Home OYce one: what is CEOP’s budget going to be
for 2008–09?
Mr Coaker: It is £41

2 million from the Home OYce.
Kevin Brennan: We provide some in kind help in
staYng secondments.
Mr Coaker: It is £41

2 million from the Home OYce
and it gets about £3 million from children’s charities.
It then gets a little amount from DCMS.

Q615 Paul Farrelly: Is that the same then as last year
or has it increased?
Mr Coaker: I will drop you a note about it, but let
me just say that in the future, clearly, we are going to
make sure that it is continued. The CEOP funding is
guaranteed until April 2009 but it is inconceivable
that the Government will not fund it in future.

Q616 Paul Farrelly: Finally, if you could let us have
by way of a note the total Government spending for
internet-related child safety and protection.
Mr Coaker: We will have to write to you about that.
It does not answer the question about what the
budget was last year so I will drop a note to the
Committee, Chairman, if that is okay, just to clarify
the budget figure, but this year’s figures are £4.5
million from the Home OYce, charities, industry
and EU £3.22 million, additional Government
funding (FCO and DCSF) £0.16 million. I will write

to the Committee about how that compares to last
year’s budget and I will also send you the details
about the budgetary figure for child protection.1

Q617 Paul Farrelly: Very finally, on that, when we
visited CEOP we saw the fantastic work that they
were doing and one of the things we saw was a very
measured advert that runs in Australia frequently,
along the lines of the sort of frequency that we see
asking people to slow down to 20 mph because the
chances of killing someone, especially a child, are far
less. In terms of the advertising budget of CEOP,
they did not feel they had suYcient support to extend
their activities in terms of advertising the dangers
and also warning people oV.
Kevin Brennan: We are committed to a big public
information campaign as a result of Byron and the
Staying Safe Action Plan, which I mentioned earlier
on, because it is not just a case of warning children,
and I have seen some of CEOP’s very eVective stuV.
In fact, my daughter has seen it at school and told me
that she had seen it there too, but it is also a case,
obviously, of closing that knowledge gap amongst
parents because 81% of people say that principally it
should be parents’ responsibility to protect their
children when they are on-line but only 25% of
parents say they are confident about how to do that,
so the information campaign has to be targeted at
the parents also—as Byron puts it, they have the
wisdom but not the technological knowledge, the
kids have got the technological knowledge but they
have not got the wisdom, so that is the gap that we
have to close through an information campaign.

Q618 Paul Farrelly: The way they put it to us was
that they could not find it in their budget but actually
in terms of publicity it is really a departmental and
Government issue of priorities really.
Kevin Brennan: Yes. Could I say there is a huge
amount spent, obviously, throughout Government
and particularly in our department in relation to
child safety, staying safe and safeguarding children,
and in terms of children’s services the spend has gone
up 7% per annum in real terms over the last few years
from £2.2 billion in 1997 to £5.6 billion now, but on
top of that there are all sorts of other measures like
the £30 million we have supplied to NSPCC to run
and expand ChildLine into some of these new
technologies over the next few years and we are also
spending a lot of money to try and get kids out and
away from the computer through the £235 million
that we are investing in our play strategy, and I know
Dr Byron also mentioned in her evidence that it is
important that we do not have battery-farmed kids
locked up because all they will do is play and explore
in the internet rather than playing safely outside in
their community.

Q619 Paul Farrelly: If you let me have some money
now I will invest it wisely on behalf—
Kevin Brennan: I am sure you will be chivvying your
local authority to make a bid for the money; it is
still there.

1 Ev 402
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Q620 Chairman: Can I just pursue Mr Farrelly’s
point slightly? The money that the DCSF and other
departments are spending is welcome but CEOP is
doing the most important task. You have been full
of praise for CEOP and I have to say that we were
extremely impressed when we went there, so when
we said to Jim Gamble about whether he was
satisfied, he replied “Do we have suYcient funding?
No. Are children being put at risk? That is a very
diYcult question for me to answer. I have said we do
not have suYcient funding; the reality is that there
was no new money.” Given the extent to which more
and more people are going on-line as technology is
increasing, the number of reports is growing, should
we not be increasing CEOP’s budget dramatically?
Mr Coaker: If CEOP come to us with a case for more
money—my understanding at the moment, and I
will correct this if it is wrong, is that there is no bid
into the Home OYce for additional money for
CEOP, but of course if there were to be that bid we
would have to consider it.

Q621 Chairman: It sounds like a bid to me: “Do we
have suYcient funding to be able to do it? No.”
Mr Coaker: Not formally into the Home OYce. Jim
Gamble, as I have said, is fantastic and CEOP is
fantastic and we would always consider any bid that
we get from them with respect to this. There are
other issues that I mentioned with respect to Mr
Keen about law enforcement with images other than
child abuse images and enforcement of the law there.
There is also an issue about how we—if you look at
the annual report of CEOP they said they actually
facilitated a number of arrests for police forces
around the country, so there is also the work that we
do with respect to individual forces to increase their
awareness of this and develop that link between
police forces and CEOP as well. As I say, we will
always consider, because we regard it as a priority, if
particular bids come in for money—as one came in
last year where we made an additional amount of
money available. We will always consider it.

Q622 Chairman: You would be pretty sympathetic
to a bid in this area.
Mr Coaker: I am always sympathetic to CEOP and
always sympathetic to Jim Gamble, of course, but
that does not mean even in this area that you can say
to people automatically if they bid for money they
will get it.
Margaret Hodge: The point I was urging my
colleague to make to the Committee is that actually
CEOP works with secondees from various other
Government departments.
Kevin Brennan: Including from us.
Margaret Hodge: And also from charities; therefore,
rich as the Home OYce is, it does not necessarily just
fall on them, there are other ways in which if CEOP
needs strengthening they can approach that.

Q623 Alan Keen: Better information and education
on e-safety, and rightly so, is quite prominent in the
Byron Review. I would also like to hear about
education in schools afterwards but can I say first of
all that we are hearing, week in and week out, that

the problems in society are all to do with lack of
parental responsibility. If parents knew as little
about hot water in kettles and road traYc dangers as
they know about the internet their kids would be
disappearing in their thousands. How are we going
to get through to the parents who have no idea most
of the time what is going on—and most of the
parents have no idea all of the time what is going on
on the internet, although a lot of parents obviously
do. How are we going to educate parents so that they
can actually warn their children?
Kevin Brennan: That is a very good point and, as I
said earlier on, there is that information deficit with
only 25% of parents saying they are confident that
they can advise their children on safe use of the
internet, and the only way we can achieve that is
through a massive information and education and
media literacy campaign. Byron quite clearly
showed that there is a lack of understanding that the
internet is not just a matter of looking up some
pages, it is actually something on which young
people in particular interact and share ideas, swap
photographs, swap information, create films and do
all sorts of things. I was personally surprised as a
parent when I was talking to my daughter who posts
her Harry Potter tribute videos on YouTube and I
said “Why don’t you make some other sort of
videos?” and she said “I have to think of my
subscribers.” I said, “What do you mean, your
subscribers?” She said, “I have got people who
subscribe to my videos” and I said, “Let me have a
look at that” and one of her videos had been viewed
by over 100,000 people. I said “Can I have a penny
for every one?” but there is a whole world out there
so that we as parents suddenly have the scales fall
from your eyes and you suddenly realise. I looked at
the comments people had made on her videos and
one of them said “Your videos are very good, how
old are you?” and she had written in response, “It is
not my policy to reveal my age.” I thought, that is
what we are trying to do; as Tanya Byron says in her
report you can build the swimming pool, you can put
a fence around it, you can employ a lifeguard but
you have got to teach people how to swim. Parents
have got to understand what kind of technology we
are talking about and that needs a massive education
and information campaign, with the industry
helping and with Government as well, but we have
also got to give our children the wisdom to be able,
just as if they were walking down the street and came
across a situation, to know how to cope with a
situation when they arrive at it. It is a big, big
challenge but this report really shows us a way
forward.

Q624 Alan Keen: Have you got any plans, have you
got any ideas in your mind as to an information
campaign?
Kevin Brennan: I would not say I am a
communications expert but we do need—

Q625 Chairman: Is there a budget for it?
Margaret Hodge: There is some from industry. Can
I just add one other thing which is that it is partly
about information and it is also about the ease of the
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controls, which we have talked a little bit about, so
if it is easier to block or filter or lock-oV or whatever
you want to do, that makes your life as a parent a
heck of a lot better, so it is a mixture of trying to use
every bit of expertise and PR funded by government
and the industry and us getting the technology right.
Kevin Brennan: We are also in the process of
developing this one-stop shop. You have to be able
to use a computer to get to it, but the one-stop shop
on-line place is where people can go and be directed
to all the appropriate places including CEOP or the
correct charity and so on, because parents say most
of all they are confused and they do not know where
to go. This will be a government thing so if you go
to this government information website that page is
there that will direct you to the right place and,
hopefully, provide some clarity from the fog that
parents say they feel about it at the moment.
Mr Coaker: There is a real fog about parents and the
need for information but it is also help and support
with what Margaret Hodge was saying, and this
debate about filtering and whether you have pre-
installation of filtering mechanisms. That in itself
then causes a problem because, as the evidence
shows, sometimes they cause so many problems with
the children going back to the parents and saying
what is happening, the parents switch it oV or it
creates a false sense of security that there is a filtering
mechanism on it, therefore you do not have to
worry. Then the kids themselves find out how to do
it et cetera, et cetera, so there is that debate about
that but alongside that, as you will know, one of the
other things the Home Secretary’s taskforce has
done is developed with children’s charities, the
industry and others a BSI kitemark which can be
made available, and that kitemark can be put onto
filtering software so that alongside the purchase of
the computer there will be in due course a
kitemarked piece of software which parents will then
be able to use to put onto the computer in a
proportional way. It seems to be the case that if
parents do it themselves that is more likely then to be
used and controlled than if it is put in in a pre-
installation fashion, but I know there are diVerent
views on that.
Kevin Brennan: Tanya Byron’s recommendation is
that you take it out of the box and you switch the
computer on and it asks you the question
straightaway about the levels of safety you want to
set. It does not preset it for you, but it says what
levels of safety there are. I think that is the right
approach.

Q626 Alan Keen: If you want to get through to the
fathers at least Madonna, Kylie and Tanya Byron
would have a dramatic eVect.
Kevin Brennan: I would not dare to respond to that,
Chairman.

Q627 Philip Davies: A point that Adrian was on
about was video games; everybody has legitimate
concerns and everybody wants to see something
done, but just on a note of caution about this, the
video games industry is an increasingly global
industry and the people representing the games

developers in their submission said: “Canada and
other countries have recognised the importance of
this industry, oVering modern, high value-added
employment and skills, but if in the UK
policymakers and politicians continue to blame the
industry for the ills of society we will lose yet another
great British invention.” I just wondered to what
extent you across Government were concerned that
if you were to have additional burdens of regulation
on the industry it might encourage that industry,
which we might want to encourage in this country,
to base itself in other parts of the world where there
was less regulation.
Margaret Hodge: The video games industry is
hugely important. In fact, when you look at the way
in which we define the creative industries probably
over half of the GDA which comes to the UK from
the creative industries comes through the video
games industry. We are fourth; we were third but
Canada then oVered a whole load of tax incentives
which I do not think you would approve of.

Q628 Philip Davies: I certainly would; I would
approve of tax incentives, I always approve of tax
incentives.
Margaret Hodge: You would approve of intervening
in the market with—

Q629 Philip Davies: Lower taxes, I always approve
of lower taxes.
Margaret Hodge: These are actual interventions in
distorting the market which we are considering
whether or not are appropriate for consideration by
the WTO.
Kevin Brennan: Negative subsidy.

Q630 Philip Davies: That is diVerent, subsidies are
diVerent.
Margaret Hodge: I would be amazed if you approve
of them but if you do maybe you can explain that to
me outside this room. It is a hugely important
industry and something we lose when we have these
sorts of debates—Kevin said it earlier on in his
remarks—the power of what is happening in
information, in the whole of information, is hugely
important, fantastically life-enhancing, very
important for education and skills—there are
endless ways in which it is important. Video games,
which do often get a bad name, for all sorts of
reasons, and we had two very long Friday debates in
which some of us in this room participated, on
whether or not we should further regulate the games
industry. We do tend to emphasise the bad and we
do not talk about the good and, actually, in my own
constituency when I first became the MP 14 or 15
years ago and I walked into primary schools and saw
the very low levels of literacy and lack of comfort in
dealing with numbers, I now walk in and it just is
honestly transformed. One of the mechanisms that
many of them use is individual PCs on which they
play educational video games which support
learning. We never hear enough about that. There is
a very good lab in Bristol which is doing important
work, probably funded in part by the DCSF, to use
that technology to support educational outcomes
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and raise educational standards. I completely know,
therefore, where the games industry is coming from.
Finally—I could babble on and on about this
endlessly—it is because we do not want to go down
the statutory regulatory path that we are working so
hard across government on all these issues to try and
get voluntary agreement in the interests of
protecting children from the harm but enabling
them to exploit the massive potential right across
that spectrum.
Kevin Brennan: There are great games for kids out
there and only 5% of the games that are produced are
rated 18; you would not think that if you followed

the debate about it. What is important, as ever in
these matters, is to empower parents to be able to
take informed decisions and having a consumer-
facing system empowers parents who are involved in
accessing those games that were not designed for
them. I think that is the key to this, and that is what
has been drawn out very powerfully in the report.

Q631 Chairman: Thank you very much for giving up
so much of your time; that is all we have.
Mr Coaker: Thank you very much.
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This submission to the Department of Culture, Media and Sport Committee enquiry into harmful content
on the internet and in video games is from Julian Petley, Professor of Film and Television in the School of
Arts at Brunel University. The author of numerous books and articles on the media, his publications most
relevant to the present debate are the two editions of the edited collection Ill EVects: The Media Violence
Debate (Routledge 1997 and 2001) and the soon-to-be-published Censorship of the Moving Image (Index on
Censorship/Seagull Books 2008), co-written with Philip French.

1.1 There is, at the present time, a good deal of concern about allegedly harmful content on the internet,
in video games and indeed across the media as a whole. For example, as well as the DCMS enquiry we have
the review being conducted by Dr Tanya Byron, the Criminal Justice Bill which makes it an oVence even to
possess certain kinds of pornography, a Private Members Bill introduced by Julian Brazier MP which would
introduce a degree of parliamentary oversight of the day-to-day workings of the British Board of Film
Classification, and a proposal by the home secretary, Jacqui Smith, to remove certain kinds of “extremist”
material from the internet. Add to this the daily drip-drip of not always accurate press stories about the evils
and dangers of the new media and we can see that these are matters of widespread concern. However, we
also know from experience that such a backdrop is not necessarily one which is conducive to the bringing
forth of sensible, proportionate and workable legislation.

2.1 I would therefore like to take this opportunity to ask the Committee to try to analyse the issues with
which it is concerned as dispassionately as it can, and to try to gather as much sound and reliable evidence
as possible before making its recommendations. In my view, the Byron Review, with which I have had some
dealings, would be an excellent model to follow in this respect. On a more negative note, may I respectfully
request the Committee to avoid at all costs the modus operandi of the Home OYce, followed by the Ministry
of Justice, in the matter of the pornography proposals contained in the Criminal Justice Bill, which, not to
put too fine a point on it, consisted of first deciding on a policy and then finding the “facts” with which to
back it up.

3.1 As no doubt other respondents to the Committee will have stated, evidence on the “eVects” or
influence of the media, new or old, is hard to find. And, even if found, it is almost always disputed. The
reason for this is not diYcult to pinpoint—namely that the research comes from entirely diVerent academic
disciplines: on the one hand, media and cultural studies, and on the other, not simply psychology but a very
specific, usually US-based, form of behavioural psychology. In my view, it is important to understand that
an unbridgeable chasm yawns between these two entirely diVerent kinds of research, and thus to read the
massive literature on influence and eVects in order to try to reach some kind of consensus or synthesis is as
impossible as trying to reach a compromise between atheists and creationists.

3.2 To put it extremely briefly, behavioural psychologists (unlike many of their more cognitively oriented
colleagues) tend to look for direct “eVects” of exposure to certain kinds of media messages, usually under
laboratory or other artificial conditions. The main argument against such work is that it focuses on “eVects”
that are extremely short-term and may not be generalisable or valid outside the laboratory. It is frequently
undertaken by researchers who have little or no specialist knowledge of the media per se. Meanwhile, media
studies approaches (amongst which I would include my own) are suspicious of what they see as a hypodermic
or “monkey-see-monkey-do” model of direct and causal “eVects”, and tend to be concerned with longer
term issues of media influence, a process which they regard as complex, diverse and intermingled with all
sorts of other kinds of societal influence. Perhaps the main problem with such an approach, from a
politician’s point of view, is that it may appear not to oVer much concrete help in the formation of policy
or legislation.

3.3 Should members of the Committee wish to acquaint themselves with these debates as a background
to their deliberations I would recommend the following books: Cumberbatch, Guy and Howitt, Dennis, A
Measure of Uncertainty, John Libbey, 1989; Cumberbatch, Guy, Video Violence: Villain or Victim?, Video
Standards Council, 1994; Barker, Martin, and Petley, Julian, Ill EVects: the Media Violence Debate
(Routledge 1997, 2001); Gauntlett, David, Moving Experiences, John Libbey, 2005 (2e); and Millwood
Hargrave, Andrea and Livingstone, Sonia, Harm and OVence in Media Content, Intellect 2006. Only the last
of these discusses the new media in any sustained fashion, but many of the arguments about the new media
are not so very diVerent from those about the “old”, which are the subject of the earlier books.

4.1 There are, of course, problems posed by the new media, especially for children. They may unwittingly
encounter content which they find oVensive, upsetting or disturbing; they may encounter people online who
are not who they say they are, and who may even wish them harm; they may unwittingly give away personal
information that can be used to steal their identities. But these are all problems for adults too, and we should
no more assume internet literacy in all adults than in all children.

4.2 In these circumstances, and as the Criminal Justice Bill all too clearly shows, there is a strong
temptation to reach for legislative and censorial instruments. In my view, these should be avoided, except
occasionally, and then only as a very last resort. Firstly, they risk putting the UK in the same internet-
unfriendly camp as China and Saudi Arabia—an image which does this country not the slightest good and
indeed a great deal of harm. Secondly, we have to understand that in modern societies it is simply not
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possible (nor even desirable) to avoid the slightest degree of risk; furthermore, if in the name of protecting
allegedly “vulnerable” minorities we attempt to do so, we run the severe risk of infringing the rights of the
robust majority and of inviting the criticism that we are living in the “nanny state”—or indeed something
far worse.

4.3 What is, however, necessary is to reduce risk to a sensible minimum in this area (as in others). In order
to do this, what is needed above all is a combination of sensible, proportionate regulation, and good
consumer advice and education. Some is already in place—for example, the British Board of Film
Classification puts a great deal of useful information on the packaging of DVDs and video games, and it is
illegal to sell or rent these products to those younger than the age stated on the packaging. It may be that
some retailers are more lax than they should be in this area, but, if so, trading standards oYcers and the
police should be more vigilant. It may also be that some parents let their children watch films or play games
meant for those older than themselves, either because they are irresponsible or, conversely, because they
have made an informed judgement that to do so will not harm their child. But this is precisely one of those
areas in which a degree of risk is absolutely inevitable—and to try to legislate against such occurrences would
be both impossible and an entirely undesirable intrusion into the private, domestic sphere.

4.4 Similarly, in the realm of the Internet, UK ISPs are members of the Internet Watch Foundation, and
have committed themselves to taking down illegal material once they have been notified about it. Of course,
the material may then move onto ISPs hosted abroad, but again there is little proportionate that can actually
be done to prevent this. For example, to try to criminalise the possession of material which is perfectly legal
in every other Western country, and readily available from Amazon.com, as the government is currently
trying to do under the Criminal Justice Bill, is to invite international ridicule, domestic outrage and sure-
fire challenges under the Human Rights Act (as well as the diYculties with the Bill which the government
is currently facing in the Lords). And again, there are other remedies available, such as filters. Of course,
these are by no means fool-proof, they depend on a degree of parental responsibility and computer literacy,
and some are extremely heavy-handed (for example, trying to filter out anything to do with sex could deny
access to useful sex education sites as well as anything pertaining to Middlesex) but, properly used, they are
better than nothing at all, and will no doubt improve with time and increased demand.

5.1 In conclusion, the gist of my submission to the Committee is not that there are no problems associated
with the internet and video games, and that there is thus no cause for concern or for any kind of regulatory
or educational intervention in this area. In terms of problematic content, my contention is that some (but
not all) of the problems are not really new, and that some (but, again, not all) have been exaggerated and
distorted by ill-informed and sensationalist reporting. I would also argue that the research which purports
to show that the new media do indeed have harmful eVects needs to be understood in its proper academic
context, outside of which its validity is far more questionable than its proponents and supporters suggest.

5.2 I would ask the Committee to examine the eVectiveness of the regulation, controls and consumer
advice currently in place, and to examine whether these can be improved, and if so, how. I would also ask
them to take on board the proposition that it is neither possible nor desirable in modern societies to reduce
the degree of risk of any kind to zero, and that attempting to “solve” the problems posed by the new media
by recourse to heavy-handed and disproportionate legislation risks both damaging the rights and freedoms
of the robust majority and doing nothing—except on a largely symbolic, rhetorical level—to protect the
genuinely vulnerable minorities who most certainly do exist, both in our society and on a global scale.

January 2008

Memorandum submitted by Oliver Thornton

1. The webpage describing the inquiry lists the areas of interest as being:

— “cyber bullying”;

— user generated content, including content that glorifies guns and gang violence;

— availability of personal information on social networking sites;

— content that incites racial hatred, extremism or terrorism, and

— content that exhibits extreme pornography or violence.

2. It also says that the area of interest is the impact of content on “consumers in general” as opposed to
only concentrating on young people.

3. It also considers the various ways of controlling access to internet content, either legislative or
voluntary.
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Effect of Content

4. That there are some types of content that it is inappropriate for young or vulnerable people to view
should be a generally-accepted axiom. While there may be diVering opinions on which content exactly
should be restricted, and to which age groups, there are very few who would argue seriously that young or
vulnerable people should be exposed to all the types of content that exist. The Byron Review has already
dealt with these issues.

5. That leaves the question of what eVect, if any, content on the internet is deemed to have on capable
adults.

6. It is my view that adults of sound mind are capable of deciding for themselves what content they wish
to view, or otherwise, and that there are suYcient controls available in the form of filtering software, to
enable them to avoid objectionable content if they so wish. The “Safesearch” feature on the search engine
“Google” is an example. I choose to switch oV the safesearch feature, but fully understand why others might
choose to leave it switched on at various levels.

7. To date there has been no compelling evidence presented of any harm done to adults by various types
of content. While the current Criminal Justice and Immigration Bill’s clauses dealing with extreme
pornography have been backed up by a “Rapid Evidence Assessment” commissioned by the Ministry of
Justice, this REA has been refuted by several leading academics in the field.

8. Furthermore, information glorifying guns, gang violence, racial hatred etc have always been available,
and it can be demonstrated that several recent Hollywood blockbusters could be ascribed to each of these
categories in one way or another. The BBFC classification system restricts films and videos showing
“imitable techniques” to those aged 18 or over, but otherwise does not deem that any harm comes from
them.

9. It is my view, in accordance with the BBFC guidelines, that capable adults are not sheep to be led by
whatever imagery or arguments are put in front of them, but that they are able and willing to use their own
assessments of those arguments to determine right and wrong. The availability of arguments in favour of
terrorism, racial hatred, or extremism, do not increase the risk of these things unless the person reading them
is already inclined from some other reason to follow those arguments. Most people are able to dismiss the
arguments as irrational and unworthy of attention. The same argument applies for content glorifying gang
violence and weapons.

10. Similarly, I believe that capable adults should be allowed to use their own judgement and informed
consent when posting personal information to social networking sites. While it is true that there are grave
risks involved in posting such information, and sometimes websites do not adequately highlight these risks,
once a person is aware of them, it is his or her free choice to take whatever risks he or she chooses. We do
not seek to ban or control the existence of mountains just because sometimes mountaineers suVer injury
or death as a result of climbing them; we accept that the mountaineers make an informed decision to take
those risks.

11. “Cyber bullying” is a separate matter, since this is not involved with the dissemination of ideas but
rather refers to a deliberate campaign by a person or group of people to harass and cause psychological harm
to another human being via the internet. I have seen some of this hateful behaviour in attempts to silence
people whose opinions are unpopular with a particular group, and I consider this to be as serious a problem
as psychological bullying in real life.

Effectiveness of the Existing Regulatory Regime

12. Based on the reasoning in para 6–10, it is my belief that the existing regulatory regime is in fact
excessive in attempting to control internet and video game content. Inasmuch as the BBFC system of
classifying films and video games already handles issues concerning what content is appropriate for diVerent
age groups, it is my view that adults should be able to access whatever content they are comfortable with
accessing, and simply need to be given suYcient information as to be able to make informed choices about
what content they view, so that they can filter out that which is objectionable to them personally.

13. The internet has been a huge leap forward in the right to freedom of expression, at last liberating us
from the need for publishing companies for individuals’ views to be heard by a wide range of diVerent
people. It is to be expected that there will be some people whose views most people find objectionable, such
as those of racists and extremists.

14. However, to use this as a means to restrict the way the internet works is to say that freedom of speech
is not as important as avoiding upset.

15. As I explained in para 9, adults are capable of making their own minds up about which arguments
are worthwhile and which are not; the best way to counter terrorist rhetoric, extremism and racism, is not
to seek to ban their content but to make counter-arguments available via the same media so that people can
make a free choice between them.
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16. With respect to extreme pornography, the current Criminal Justice and Immigration Bill seeks to
make illegal simple possession of certain categories of material that (as explained in para 7) some believe to
be harmful, but which has not been proved to be harmful. The strongest statement of harm made in the REA
is that “those already predisposed towards sexual violence may be adversely aVected”. However, if a person
is predisposed towards a certain type of activity, removing one possible form of trigger is never going to
provide any protection.

17. Furthermore, those who are interested in extreme pornography are much more likely to be law-
abiding individuals and no diVerent to other citizens except in their choice of safe, sane and consensual
sexual activities. Such people are fully aware of the diVerence between reality and fantasy, and so there can
be no harm caused to them by viewing such material.

18. Consequently, there is no real need to control access to this material. Attempts to do so (such as in
the Criminal Justice and Immigration Bill) are driven not by any evidence of harm but by a desire by one
group to impose their attitudes towards the material on those who do not share those attitudes.

19. A similar argument to that in para 16 applies to guns and gang violence. While content, and in
particular, user-generated content, may exist that attempts to glorify these things, the only people who will
find them glorious will be those who already find them glorious. Those who do not will find such material
objectionable and will not be aVected by it. Those who do find it glorious are not aVected either, because
they keep their original viewpoint.

20. Until someone who finds guns and/or gang violence to be glorious, actually goes out and takes part
in gang violence or gun crime, he or she has committed no crime; if he or she commits no crime, then seeking
to control the material is simply to introduce a form of “thought crime” and is an attempt to police, not a
person’s deeds, but their feelings.

21. There is, however, a strong case to be made for banning the dissemination of content that depicts
actual crimes in progress in order to encourage others to commit crimes. This would include “happy
slapping” videos etc. However, since there are already laws that cover this type of act (to video a crime in
progress one would surely be an accessory to the crime), there only needs to be a shift in emphasis for police
to seek more actively to address this type of problem.

January 2008

Memorandum submitted by Entertainment Retailers Association

Submission of Evidence to the DCMS on Harmful Content on the Internet and in Video Games

The Entertainment Retailers Association (ERA) is a UK trade organisation formed specifically to act as
a forum for the retail and wholesale sectors of the music, video, DVD and Multimedia products industry.
Established in 1988, our members now represent approximately 90% of all outlets for entertainment
products. Our members encompass supermarkets (eg Tesco, Asda), generalists (eg Woolworths, WHSmith),
specialists (eg GAME, HMV) internet mail order (eg Amazon, Play), independent high street retailers and
digital retailers (7digital and mobile players).

ERA is also a member of the Video Standards Council and the BBFC Consultative Committee.

Background at Retail Level

Computer games are generally exempt from legal classification under the Video Recordings Act, which
regulates the film and video markets. However, certain games lose their exemption under the Act and
therefore require legal classification under the BBFC system. The PEGI games rating system was created to
provide information on games products although it has no legal force. This means that Entertainment
retailers in the UK currently operate under two diVerent age ratings systems for computer games:

(a) PEGI, a Pan-European voluntary age ratings system. This system is administered by the industry
and has the following ratings 3!, 7!, 12!, 16! and 18!, and

(b) BBFC, a mandatory legal ratings system (for games losing their exemption under the Video
Recordings Act). This system is administered by an independent Government mandated private
body, entrusted with administering ratings for video and certain computer games. BBFC uses the
following ratings U, PG, 12A, 12, 15 and 18.

At retail level the two systems are treated in exactly the same way. Voluntary PEGI age ratings system is
enforced as mandatory at retail level eg a 16 rated game will only be sold to customers 16 and over.

ERA retailers have a long history of administering staV training on age guidelines, both under the BBFC
and the PEGI system as well as seeing first hand how consumers relate to the two age ratings systems.



Processed: 25-07-2008 00:12:29 Page Layout: COENEW [O] PPSysB Job: 399601 Unit: PAG1

Culture, Media and Sport Committee: Evidence Ev 365

Training and sales systems in most retailers make use of till prompts when age rated product is scanned
asking the till operator to check the age of the purchaser. Many stores also operate a 21 policy ie you must
look 21 to buy an 18 rated product. The comprehensive staV training systems in place at retail level often
using Video Standards Council materials, which cover both games and video ratings. All ratings systems
currently rely on parents and adults understanding the system and using a degree of parental responsibility
when buying for third parties. It would not be practical to extend any requirement to check the ultimate age
of the person using the game as this would be intrusive as well as inoperable ie the consumer would just lie.

Anecdotal research suggests that there is a slightly better understanding at consumer level of the video
(BBFC) ratings system, than of the games (PEGI) ratings system. ERA believes this is fundamentally due
to the fact that a video game is often compared to a board game where the rating relates to playability rather
than suitability. Some consumers still do not understand that a video game (PEGI) rating relates to
suitability.

ERA believes that retailers generally operate good systems relating to control of access to age rated
products, with significant investment in training as well as in store information. Many internet retailers also
display age rating information or logos on visuals of the product to inform mail order consumers about the
rating for a product.

However, this system breaks down in “non-legitimate” retail outlets eg car boot fairs, pub sellers etc, often
selling counterfeit versions as well as where adults do not understand the age ratings shown on products. In
particular ERA believes that having two diVerent sets of ratings on a games product (eg both BBFC and
PEGI) leads to confusion at consumer level and engenders the false assumption that the two ratings systems
should be treated diVerently.

Therefore as a pre-requisite to making the classification system work at retail and consumer level there
must be one ratings system for computer games only (eg PEGI or BBFC) but not both. Not only does this
simplify staV training but it also allows a clear message to be given to consumers regarding games ratings.

Clearly the Video Recordings Act therefore needs updating to reflect new products (games) and new
distribution channels (internet, downloading). By bringing computer games into the Act’s remit, there will
be clear legal force behind any ratings system and clear solutions for a single games ratings system could be
laid down in the new legislation.

Below we have attempted to (a) provide some background as to the current market for adult rated
products as well as (b) examine which of the two ratings systems would oVer the best way forward for games
retailers and consumers.

Putting “18 Rated” Games in Context

2005 Sales broken down by age rating (percentage of sales)

All 3!/BBFC

2005 U 46.0
2005 All 7! 6.3
2005 All 11–12! 20.7
2005 All 15–16! 19.0
2005 All 18! 7.0

2006 Sales broken down by age rating (percentage of sales)

All 3!/BBFC

2006 U 47.3
2006 All 7! 6.0
2006 All 11–12! 19.7
2006 All 15–16! 17.7
2006 All 18! 8.2

2007 Sales broken down by age rating (percentage of sales)

All 3!/BBFC

2007 U 44.2
2007 All 7! 6.9
2007 All 11–12! 21.9
2007 All 15–16! 18.1
2007 All 18! 6.2

Over 50% of games are suitable for age seven and under. Only ca 6 to 8% of all games sold are rated 18!

and the percentage has not really seen much change over past years.
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This represents less than 5% of titles available in the market and these are almost exclusively rated under
the BBFC system. It should also be noted that despite there being a large number of adult gamers in the
market, the top selling titles are often in the lower age ratings.

Top Selling Titles 2006

1. FIFA 07 PEGI 3!

2. Pro Evolution Soccer 6 PEGI 3!

3. Dr Kawashima’s Brain Training PEGI 3!

4. Need for Speed: Carbon PEGI 12!

5. New Super Mario Bros PEGI 3!

6. Grand Theft Auto: Liberty City Stories BBFC 18!

7. Gears of War BBFC 18!

8. Lego Star Wars II: The Original Trilogy PEGI 3!

9. Animal Crossing: Wild World PEGI 3!

10. WWE Smackdown vs Raw 2007 PEGI 16!

Top Selling Titles 2007

1. Wii Play PEGI 3!

2. Dr Kawashima’s Brain Training PEGI 3!

3. HALO 3 BBFC 15!

4. More Brain Training from Dr Kawashima PEGI 3!

5. New Super Mario Bros PEGI 3!

6. World of Warcraft: The Burning Crusade PEGI 12!

7. FORZA Motorsport 2 PEGI 3!

8. Final Fantasy XII PEGI 16!

9. Resistance: Fall of Man BBFC 15!

10. Crackdown BBFC 15!

Based on these statistics, ERA considers that there are likely to be only a very small number of under age
players of 18 rated games. Most of these games will have been acquired from third parties or illegitimate
sources, rather than having been bought by the minor in a legitimate outlet. Therefore the most important
thing is for parents to understand the games rating system in place.

To create clear understanding at consumer level a single clear ratings system must exist for games with
clear legal force. The following things need to exist in any new system:

— a single clear system required for games at retail level—either PEGI or BBFC but not both;

— increased control of the counterfeit and illegitimate retail sector (level playing field);

— that the exemption for video games be removed from the Video Recordings Act and that the Act
be updated to reflect the current market and distribution channels, and

— that the responsibility at retail level is clear and remains as current (ie to check the age of the person
purchasing the product before sale and to have eVective staV training systems in this regard).

We have examined below the advantages and disadvantages of adopting either the PEGI system or the
BBFC system for games.

We have also as part of this analysis summarised what steps we believe would need to be taken to deliver
a new system based on these two routes.

BBFC Could Rate both Games and Videos

The BBFC currently has a remit to administer a mandatory classification system for video. This remit
could be extended into the computer games arena with a few relatively simple steps and would require
minimal changes to the current Video Recordings Act ie that the exemption for video games be removed.

Advantages

— The BBFC already have some experience in rating games, although the systems for doing so may
need to be adapted.

— The BBFC system is clearly understood by consumers and retailers and implementing this system
for games would require limited changes in training and less need to re-educate the consumer.

— The BBFC system takes account of UK sensibilities.
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— Using the BBFC system would lead to there being only one system at retail level for both video,
film and computer games. As product converges in the future (and it becomes increasingly diYcult
to distinguish between what is a game and what is a video), it will become increasingly important
to have just one ratings system for similar products.

— The BBFC system is already a mandatory system with the ability to ban products.

— As the BBFC is independent and not industry owned or self regulated it is therefore a more robust
system in the eyes of the consumer.

Disadvantages and Implementation

— The BBFC workload would increase dramatically which would require it to employ extra staV.
However the extra income generated from this activity should allow it to take on this role.

— The BBFC systems may need to be changed for computer games as the product, being often 20
times longer than a film, may require a diVerent approach. PEGI has experience in managing a
large number of new products that the BBFC do not currently have, and retailers would not want
a system that delays games reaching consumers.

— Creating a UK only system for computer games will entail additional costs and production delays
for publishers and could result in certain products not being available in UK. It would also
disadvantage pan-European retailers.

— A UK only system does not operate in a global internet environment so certain products will
bypass the system. However this would also be the case for a pan-European system.

Improving the Current PEGI System for Games

PEGI is currently responsible for rating games and has done a good job of creating a pan-European games
ratings system, which generally operates well. This system could be improved to address some of the
limitations inherent in the current system.

Advantages

— It is an established and proven system, which retailers and consumers are used to seeing on games.

— It operates on a pan-European basis, allowing it to regulate some products entering the market
from outside of the UK.

— It operates smoothly and is cost eVective for publishers, and enjoys wide support from publishers
and developers.

Disadvantages and Implementation

— Generally the rating is understood by consumers but to a slightly lesser degree than the BBFC
rating.

— The system has no legal force so any new “PEGI” would need to be mandatory and PEGI would
need to be recognized under the Video Recordings Act.

— PEGI does not account for UK sensibilities, so a system would need to be built in to change the
PEGI rating based on UK specific views—this might ultimately entail a BBFC involvement.

— Currently there is confusion where games lose exemption and move to BBFC system—this would
have to be resolved in any new system to allow that where a product is primarily a game PEGI
rates the product and where the product is a primarily a video the BBFC rates the product. This
may be diYcult to implement as products converge.

— There is currently no system to ban products. Therefore in any new PEGI system these aspects
would need to be addressed and either PEGI must be able to ban or the BBFC would have to
continue to be involved in this regard.

Conclusion

— Retail support a system fully enforceable by law.

— Retail (and consumers) would benefit from a single clear well understood ratings system for games
which is not a combination of BBFC and PEGI.

— Retail would be happy to adopt either a BBFC or PEGI system for games but preferably not both.

— Retail will continue to train staV on whichever system(s) is/are in place and to ensure that
information regarding the systems is displayed in store.

— Whichever system is adopted it must be mandatory and robust with clear obligations—ie retail to
check age of purchaser not the ultimate player of the product, which is unworkable in practice.
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— For internet retailers the most important part of any system will be clear provision of information
regarding the age rating on the product to be purchased.

— Whichever system is adopted must be well communicated both to staV and customers.

— A pan-European system has benefits both to publishers and retailers that should not be
discounted.

— The system should be all-encompassing, so as to apply to boxed and internet products alike.

— Adopting a single system for games would make staV training and consumer understanding levels
more robust.

— A consumer awareness campaign indicating that the BBFC ratings now apply to computer games
would be easy to implement and clearly understood by consumers.

— Retail could also operate a more robust PEGI system but only if the system had clear legal force
and was adapted to provide a banning mechanism as well as to deal with UK sensibilities.

— A new PEGI system would also require a well thought out consumer awareness campaign on
behalf of the publishers to make clear that the system is understood.

January 2008

Memorandum submitted by Dr Richard Clayton

1. My name is Dr Richard Clayton and I am a researcher in the Security Group of the Computer
Laboratory at the University of Cambridge. Over the past few years I have published several academic
papers on various schemes for blocking Internet content.1

ISP Blocking of Content

2. The Government (by which I mean senior civil servants and ministers) appear to be under the
impression that it is now possible to require ISPs to block undesirable Internet content and that this will be
eVective.2 Since your inquiry may be tempted to endorse blocking by ISPs, it is important to explain that
this impression is—in almost all practical respects—entirely mistaken.

3. Blocking can only practically be done at individual ISPs—there is no “Internet backbone” where it can
be done for everyone at once. Hence for a blocking scheme to work at a national level in the UK, every single
ISP (and there are nearly 70 major suppliers, and quite a number more of smaller ones), needs to deploy
suitable equipment. Since all of these ISPs have diVerent network designs, they would each need to design
their own particular scheme for content blocking. However, despite all this complexity, it is possible to
distinguish four basic schemes by which blocking can be done.

4. The first is to block particular IP addresses—particular machines on the Internet. Schemes that do this
are reasonably low cost if only a few machines (a few thousand) are to be blocked, but can become very
expensive indeed if tens of thousands of machines are to be blocked (leaving aside the question as to where
such an extensive list might come from). The key problem with this blocking method is that many machines
are shared between multiple content providers. Thus a machine in Romania might be hosting not only some
undesirable content such as DraculaBitesYou.com, but also the Transylvanian Tourist Board. Both sites
will have the same IP address and so both would be blocked—which is clearly undesirable for the Romanian
tourist industry. Similarly, IP address blocking could only block the whole of FaceBook, or geocities.com,
rather than individual parts of these enormous sites.

5. The second scheme is to block particular domains by arranging that an invalid response is given when
the domain name is “resolved” to give the IP address where it is currently hosted. This permits the blocking
of DraculaBitesYou.com (which would fail to be resolved properly) whereas the Tourist Board could still
be available. This scheme is very low cost, and “scales” well—viz: it is still low cost when tens of thousands
of domain names are to be blocked. However, it is still ineVective if it desired to block only one part of a
large website such as FaceBook or GeoCities.

6. The third scheme involves the use of “proxy” machines. Here the ISP arranges that instead of
connections being made directly to the remote machine, the connection is forced to be made to an ISP
machine (the proxy)—which pretends to be the remote machine. This proxy relays all of the traYc to and

1 Richard Clayton: Failures in a Hybrid Content Blocking System, in George Danezis and David Martin, editors, Privacy
Enhancing Technologies, Fifth International Workshop, PET 2005, Cavtat, Croatia, May 30–June 1 2005, volume 3856 of
LNCS, pages 78–92, Springer.
Richard Clayton: Anonymity and Traceability in Cyberspace. Technical Report UCAM-CL-TR-653, University of
Cambridge Computer Laboratory, November 2005.
Richard Clayton, Stephen J Murdoch and Robert NM Watson: Ignoring the Great Firewall of China, in George Danezis and
Philippe Golle, editors, Privacy Enhancing Technologies, Sixth International Workshop, PET 2006, Cambridge, UK, 28–30
June 2006, volume 4258 of LNCS, pages 20–35, Springer.

2 “Recently, it has become technically feasible for ISPs to block home users’ access to websites irrespective of where in the world
they are hosted” Vernon Coaker, Hansard, 15 May 2006, Column 715W.
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from the remote machine, but can apply filtering rules as material passes by. This scheme can be made very
precise, individual images from a page can be suppressed, and there are none of the potential “overblocking”
issues that occur with the previous two schemes. However, it is an extremely expensive scheme for an ISP
to implement, because all of the traYc must be handled by the proxy (which must therefore be a very capable
and hence very costly device). Also, in practice—to avoid “single points of failure”—ISPs will need to
purchase multiple proxies, and this only adds to the cost.

7. The fourth scheme is that of “deep packet inspection” whereby traYc is examined by devices at the
ISP as they pass the packets of data to and from the customers. Unlike the previous scheme, there is no proxy
masquerading as the remote machine—instead, if a “bad” connection is being made, further packets will be
discarded (or perhaps some extra “reset” packets will be introduced to persuade the machines to close the
connection). Deep packet inspection is expensive, albeit not as expensive as using proxies. As a scheme it is
famous because it is used for censoring the Internet by the Chinese Government—as a key part of their
“Great Firewall of China”—and it is also currently being used by Comcast, the American ISP, to block some
types of peer-to-peer file-sharing traYc.3

8. It is also possible to create hybrid schemes, of which the most famous is BT’s Anti-Child-Abuse
Initiative, commonly known as CleanFeed. In the CleanFeed system traYc to particular IP addresses is
specially treated. However, instead of simply being blocked (as in the first scheme above), it is instead passed
through a proxy machine which then applies the necessary filtering. Hence it is an amalgam of schemes 1
and 3 and is a distinct improvement on both of them. Essentially it combines all the exactness of the proxy
scheme, but it need only handle a small proportion of the traYc, and so the proxy machines can be smaller
and cheaper: the traYc to both DraculaBitesYou.com and the Transylvanian Tourist Board is redirected
to the proxy, and the proxy then permits unfettered access to the tourist information whilst blocking
inappropriate pages from the Dracula site.

9. Unfortunately, although CleanFeed is a good engineering design, it suVers from a significant problem
in that it is possible to reverse engineer the list of sites that are being blocked. If this list is of paedophile sites
(as is currently the case in the BT deployment) then this permits people who are interested in such material
to obtain information about places to visit which they might not otherwise have known about. This runs
counter to the public policy aims of the system.

10. CleanFeed’s problems aside, the real problem with all of the blocking schemes is that they are all
pretty trivial to evade. Two generic ways of avoiding blocking are encryption and proxy services.

11. If traYc is encrypted this defeats any system that relies on looking at the packets to determine what
they contain, either by deep packet inspection or within a proxy. Since a lot of traYc is encrypted anyway
(when people are doing online shopping, or using a webmail system) it isn’t possible to just decide to block
encrypted material. It is worth noting in passing that encryption is becoming very widespread in the peer-
to-peer world of file sharing. This is because of the deployment of peer-to-peer blocking systems and “traYc
shaping” (systems that slow down peer-to-peer traYc). The use of encryption allows file sharing to continue
at full speed—hence its growing popularity. It must be expected that if content blocking disrupted what
people wished to do on the Internet then a similar evolutionary process would occur and encryption would
rapidly become very popular so that access to the content could continue.

12. Proxy services work just like the ISP proxies already described, except by being located in another
jurisdiction, they are not bound by UK rules on what to block, so they will not filter anything but will allow
unfettered access to content. Since the connections to these proxies are encrypted, and proxies have
legitimate uses for people who need anonymity—so that blocking them would be unreasonable—they
provide a simple and easy-to-use way of evading blocking schemes. Their only downside (apart from making
connections slightly slower) is that the providers of proxies usually charge for usage—although there are
free systems available.

13. There are more complex anonymity systems available such as Tor,4 originally developed by the US
Navy to permit them to surf the web without revealing their identity, and which currently has several
hundred thousand users. Someone who uses Tor will also evade local content blocking schemes—and if the
“exit node” is in an appropriate jurisdiction, will evade blocking altogether.

14. Besides these generic evasion schemes, other more specific methods of evasion are possible: for
example, if ISP A runs CleanFeed then it will be correctly resolving domain names; so the customers of ISP
B—where blocking is done by arranging for incorrect name resolution—can use ISP A’s resolvers and
thereby evade B’s scheme!

15. Furthermore, all of the discussion so far has assumed that it is possible to construct a list of what is
to be blocked in the first place, and that’s considerably more diYcult than it seems.

16. A taste of the diYculties can be seen by examining the criminals who set up fake bank websites
(phishing) or who illegally sell pharmaceuticals online. It is far from uncommon for them to purchase
thousands of domain names (with a complaisant registrar, they can avoid paying for them, provided they

3 Peter Svensson, Associated Press, Comcast Blocks Some Internet TraYc, 19 October 2007. http://www.breitbart.com/
article.php?id%D8SCEBLG0 For much more detail about Comcast’s activity see: http://www.eV.org/wp/detecting-
packet-injection

4 http://www.torproject.org
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recycle the domains within five days)5 and then arrange for all of the domains to point at a single website—
they then send out their spam to advertise their wares, and anyone who wants to block access must learn
the thousands of domain names, and arrange to block them all.

17. The other scheme that is now widely used by the most successful phishing gangs is called “fast-flux”.
Here it is arranged that a domain resolves to a particular IP address for just a few minutes, thereafter it
resolves to another machine for a few more minutes, and so on. The machines are not owned by the
criminals, but are consumer machines onto which they have planted some malicious software (such as might
be done to recruit them into a “botnet”). This software will either serve up the content directly, or will cause
the machines to act as a proxy and relay traYc to the criminals’ actual website.

18. Thus it can be seen that it is relatively straightforward to make the blocking systems’ problem become
that of blocking thousands of domains, which resolve to thousands of addresses, with this all changing
dynamically every few minutes. Quite clearly, this is a diYcult problem and would make creating and
distributing blocking lists very diYcult indeed. The banks (who try to remove phishing websites) do manage
to tackle their similar problem, with websites removed within a day or so—but they have the law on their
side: the phishing website is illegal in every jurisdiction. If what the blocking system is preventing access to
is legal content where it is hosted, then it is far less likely to be removed. An example of this sort of diYculty
occurs even with indecent images of children—often thought to be a clear example of material that is illegal
everywhere. However, if the images have been computer-generated, then the United States Supreme Court
held that these were lawful6 (no child was harmed in their production), whereas they are illegal to make
or possess in the United Kingdom (where we assume that they incite viewers into moving on to further
activity that does involve real children).

19. Nonetheless, despite all of the issues I have described above, and despite informed criticism from the
ISP industry, the UK Government continues to believe that it is possible to block Internet content. The
Home OYce has instructed UK consumer ISPs to block all websites on the Internet Watch Foundation list
(these are sites that the IWF is unable to get removed from the Internet, occasionally because the content
is lawful where they are hosted, but mainly—in my view—because of the ineVective manner in which they
contact the hosting sites, passing reports via multiple law enforcement agencies which seldom leads to timely
action). This blocking is, in my view, for the reasons set out above, rather a waste of time and money, and
I urge you not to consider extending this system or endorsing it in any way.

End-user Blocking Systems

20. What does make some sense, and I believe you should be seriously considering the complex issues
that surround it, is the voluntary use of blocking software on end-user machines. This software can have
direct access to the requests being made by the user, and the data that is returned. It should therefore, in
principle, be unaVected by the use of encryption or of proxy systems.

21. Furthermore, because it is specific to a particular machine, or even to a particular person using the
machine, it can be customised to block precisely what is appropriate. It could, for example, block diVerent
sites for an eight-year old boy, for his 14-year old sister, whilst permitting an adult to view what they wished.
ISPs are of course unaware of who is using each of the machines within a particular house, and what their
age is, and so ISP-level blocking can only be “on” or “oV” for everyone.

22. However, there are a number of generic problems with end-user blocking software.

23. Some brands are better than others—but there is currently no way for a potential purchaser to
distinguish. The industry has been developing a BSI “kite-mark” for several years, but the launch continues
to be delayed and so consumers cannot tell if a product meets a minimum standard. Previous surveys by
Which? have indicated that many do not—a 2005 report by Intertek summarises the situation across
Europe.7

24. Some filtering software is trivially easy to circumvent or to switch oV altogether, and of course this
is one of the issues as to whether or not it is “fit for purpose” and should be given a kite-mark! Although
considerable skill may be needed to first discover how to do this, it is the sort of information that will rapidly
circulate in chat-rooms and playgrounds, so “obscurity” cannot be seen as an alternative to robust
protection mechanisms. Famously, the system endorsed by the Australian Government in summer 2007 was
circumvented within 30 minutes by a 16-year-old child—and the history of this type of software is littered
with similar incidents.8 Nevertheless, in a family situation, it may well be that even though a filter could
be turned oV, a reasonably well-behaved child would not turn it oV as a matter of course: so it would still
provide some level of protection and some reassurance to parents.

5 Joel Hruska, Cybersquatting daisy-chain leads to Dell trademark infringement lawsuit, ars technica, 30 November 2007. http://
arstechnica.com/news.ars/post/20071130-cybersquatting-daisy-chain-leads-to-dell-trademark-infringement-lawsuit.html

6 Ashcroft v Free Speech Coalition (00-795) 535 US 234 (2002) 198 F.3d 1083, aYrmed.
7 http://www.anec.org/attachments/ANEC-R&T-2006-ICT-002%20(1).pdf
8 Nick Higginbottom and Ben Packham, Student cracks Government’s $84 million porn filter, news.com.au, 26 August 2007.

http://www.news.com.au/story/0,23599,22304224-2,00.html
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25. Most of the filtering software on the market is fairly simple-minded when considering what should
be blocked. Typical designs contain “blacklists” of sites that should always be blocked, “whitelists” of sites
that should never be blocked, and then some heuristic rules that attempt to deduce whether a site that has
never been heard of should or should not be blocked. The lists should be relatively trouble-free (though one
current system is reported to block the CBeebies site when it is accessed as www.bbc.net.uk/cbeebies rather
than the normal www.bbc.co.uk address), but the heuristics are generally extremely fallible, and are unable
to distinguish discussions (and images) of breast cancer from breast enhancement, or SuperBowl XXX sites
from “XXX” porn sites—hence the use of the sitelists to fix up the shortcomings.9

26. The anecdotal evidence (anecdotal because the blocking software firms do not publish detailed
information about their products) is that what is blocked is informed by the concerns of the middle-class,
white, Calvinist, Connecticut males who commissioned the software—so there is wholesale blocking of sites
discussing homosexuality, the occult or gambling. This may well be appropriate for many younger children,
but many parents (especially those not from a “WASP” tradition) may not be so worried about these issues;
and in particular blocking of informational sites on controversial topics may make little sense for teenagers
trying to do research for their schoolwork.

27. In this context, it is very instructive to look at survey results from the schools blocking system in the
Republic of Ireland (where the schools use a specialist ISP for Internet access, which implements a
centralised blocking system). Here some 85% of primary school teachers believed that the blocking system
was “just right”, whereas in the secondary schools, this fell to 52%—with 40% of survey respondents asking
for a way of overriding the system on a case by case basis.10 The lesson here is that blocking systems have
significant limitations for older children where subtle judgments must be made as to whether particular
content should be accessible. In particular, these judgments depend as much on the context of the access as
the nature of the material—distinctions that no automated filtering system can hope to address.

28. It should be noted that although considerable lip service is paid to the desirability of end-user
blocking software, in practice it is relatively rarely used. The reason for this appears to be that when it comes
down to it, parents are not prepared to pay ongoing subscriptions for software that contains up-to-date lists
of websites. Without an income stream the software providers are not prepared to keep their lists current.
Trying to break this vicious circle with Government money would raise questions of state subsidy and
competition law—so unless some sort of charity comes forward to put serious money behind the shipping
of free software to all, it seems that this software will remain highly praised—and rather more seldom used.

Website Labelling

29. Finally, I wish to briefly comment upon another Bad Idea, which continues to have remarkable
traction in the UK Government and within the EU Commission. This is the notion of website self-labelling.

30. The idea is a simple one—there is much to be said for end-user blocking systems, but they have
diYculties in rating sites they have not previously encountered. So shouldn’t the sites rate themselves and
the blocking systems can use those ratings?

31. This idea first surfaced in the mid-1990s with an RSACI scheme that was almost identical to their
existing videogame rating system. It later evolved into an ICRA scheme that had slightly more sensible
categories. Meanwhile, since there were a handful of labelling schemes, the W3C organisation developed
PICS as a way of permitting multiple labels on a single webpage.

32. Labelling was never very popular; although tens of thousands of websites were labelled, this was only
ever tiny fractions of a percent of the total. The diYculty was that it was just too hard to label sites correctly,
because once you move away from sites consisting of sales brochures, extremely complex judgments arise.
For example, for a Guy Fawkes themed site in 1996, I was involved in extensive discussions as to what rating
should be applied to a webpage that discussed 1605 torture techniques and explained what “hung drawn and
quartered” actually meant.11 In practice, any website that carries anything other than completely innocuous
material will face these types of decisions every day—and will rapidly conclude that spending their staV time
on these complex decisions makes very little economic sense.

33. This abrogation of responsibility for self-labelling can be seen on the UK Department of Health
website—which, in common with many other UK Government sites is ICRA labelled. However, chapter 19
of the Inquiry into Child Abuse in North Wales is viewable at http://www.dh.gov.uk/en/
Publicationsandstatistics/Publications/Publicatio nsPolicyAndGuidance/Browsable/DH 4927518 and is
labelled “no potentially oVensive language” despite the presence of a four letter word for sexual intercourse
within some reported speech—which is precisely what the labelling is supposed to warn about.12

9 The ACLU report Censorship in a box contains a number of other examples of unexpected blocking decisions. http://
www.aclu.org/privacy/speech/14915pub20020916.html

10 Ronan Byrne: Content Filtering on Ireland’s Schools Network: Delivering a Safer Online Environment for Irish Schools?
TERENA 2007, Copenhagen, Denmark, 21–24 May 2007. http://tnc2007.terena.org/programme/presentations/show.php?
pres id%39

11 For a longer version of this section, along with hyperlinks to relevant material, see: http://www.lightbluetouchpaper.org/2007/
09/17/web-content-labelling/

12 http://www.icra.org/cgi-bin/rdf-tester/labelTester.cgi?lang%en&url%http%3A%2F%2Fwww.dh.gov.uk%2Fen%2FPublic
ationsandstatistics%2FPublications%2FPublicationsPolicyAndGuidance%2FBrowsable%2FDH 4927518
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34. The bottom line on labelling is that although it sounds a neat idea, more than a decade of experience
shows that it is completely impractical; take-up has always been miniscule; when used to pay lip service to
political correctness it is often inaccurate; and the burdens on webspace creators are so significant that even
its advocates find it just too much work. It is high time that politicians stopped endorsing self-labelling
schemes as an apparently easy out when considering how the web should be rated. I trust that this inquiry
will have more sense!

Finally

35. I believe that the above discussion, though rather long, clearly sets out the technical issues relating
to content blocking systems. If I can be of further assistance to the inquiry on this, or other technical matters,
I would be pleased to help.

January 2008

BBC response to the Byron review consultation
“We aim to provide children with challenging, educative, enjoyable and interesting content to help
them make sense of the world in which they live. But, at the same time, we must safeguard the
welfare of children and young people both as contributors and consumers of content”
Section 9—BBC Online Services Guidelines

1. Introduction

The Byron Review has asked the BBC specifically to provide details of how the BBC protects children
and young people online from potentially harmful and oVensive content. So, in submitting this evidence,
we have concentrated mainly on:

— the aspects of connectivity that we feel pose the most threat to the safety and wellbeing of these
audiences as they grow up, and

— on what the BBC does to minimise those risks.

We support the Byron Review’s belief in the importance of adopting an evidence-based approach to
policy making. However, we have not attempted to respond to the full range of attitudinal or behavioural
questions posed by the consultation paper as we feel these are best answered by academic or quantitative
research. Where we have relevant, specific information, we have referred to it.

We do feature online games on our sites but we apply the BBC Editorial Guidelines to online games as
we do to any other online content (text, audio or video). We have therefore treated games as a subset of our
internet response. Similarly, at the end of this document we make a brief mention of our mobile activities
and how the BBC is responding to security issues involved.

This paper is written from the point of view of the BBC public service although the same principles
normally apply to BBC Worldwide.

2. Outline of Our Services

The BBC has a very clear strategy of supporting children from birth through to early adulthood, with
three sites that reflect the varying levels of protection, computer literacy, independence and maturity as they
grow up, as well as specific educational services oVered by BBC Learning.

1. The CBeebies (www.bbc.co.uk/cbeebies) and CBBC (www.bbc.co.uk/cbbc ) websites enable children
and their parents or carers to interact with us and each other in a safe, trusted and accessible environment.
The sites provide high quality, engaging and relevant interactive content and experiences for children, as
well as acting as a springboard to the best appropriate external websites for the under-12s.

2. The focus is on empowering children and giving them the opportunity to gain a deeper relationship
with the BBC, the brands and characters, increasing the value they receive, the ownership they feel, and the
impact they have on CBeebies and CBBC. To achieve this, the sites oVer a range of innovative interactive
tools and creative opportunities aimed at all British children, of every ability and background, giving them
the space to publish their own content, thoughts and opinions. We also provide a dedicated 24/7 news service
for children online as part of Newsround and through the Press Pack section we can actively engage children
in the topical issues that matter to them.

3. BBC Switch provides an online space for all teenagers, with content aimed at engaging young people,
addressing their interests, and encouraging interaction. The site contains both supporting TV and radio
programmes and free-standing content. (www.bbc.co.uk/switch)

4. BBC Learning provides output for school-aged children across a broad range of subjects and skills.
The following are linked to curriculum or specific skills:
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— Bitesize—revision and recap service for all major subjects for children aged 5–16 (www.bbc.co.uk/
schools/ks3bitesize), and

— Blast—creative development for teenagers, currently focused on creative arts, including
partnership with youth arts organisations (www.bbc.co.uk/blast).

Some services are designed for use in the classroom; others are increasingly used directly by learners at
home or at school, without the need for tutor mediation.

Whether designed for relaxation or to deliver specific learning outcomes, all our sites share a philosophy
to empower and engage young people in line with the BBC’s public purposes.

They have a dual role to;

(a) build on the BBC’s reputation as a strong public service media brand in the UK (on TV and
radio)—providing deeper, stickier, enriched, and engaging experiences around our existing
content—by harnessing the known benefits of interactive and on-demand functionality, and

(b) extend reach (and relevance) to an increasingly digitally aware audience who are spending more
and more of their dedicated “media time” on the web and other digital platforms.

All BBC online services are subject to the BBC Editorial Guidelines (http://www.bbc.co.uk/guidelines/
editorialguidelines/edguide) and the BBC Online Services Guidelines (http://www.bbc.co.uk/guidelines/
editorialguidelines/onguide )

3. How and at What Age we Protect Young People from Inappropriate BBC Material Online

The BBC divides its online audience into distinct age categories with diVerent content rules.
Under 7s
7 to 12s
12 to 16s
16 to 18s
18s and over

The majority of content is designed to be appropriate for general family consumption, acceptable for all
ages (although not necessarily targeted at a younger age range). Thus, a complex science documentary
strand might be deemed acceptable for a minor, although not necessarily likely to appeal to them
(complexity of language, explanation etc). To address this online, we have specific services designed for
diVerent audiences and we take account of the expectations of the likely audience.

Under 7s—Cbeebies online

This is a “walled garden” site designed for use by children with their parents or carers. All content is
specifically targeted at the designated age range, and the only links oV the site are from the Grown-ups
support area to similar support sites, and to specifically approved third party sites maintained by the TV
Independents responsible for the programmes. These are pre-vetted by BBC staV to conform to Editorial
Guidelines.

In addition, users can link oV to the main BBC homepages via our global navigation where all content
is designed for family consumption unless otherwise stated.

7–12s—CBBC online

Similar to Cbeebies, CBBC is a walled garden site with links oV only to specifically approved sites (See
section 4). The only other permanent links are via the BBC global navigation (via the main homepages
again), to Cbeebies and to Bitesize Primary which is aimed at the same age group.

12–16s—BBC Switch online

BBC Switch is our third age-specific oVer which launched earlier this year to aggregate all the BBC online
content currently targeted at a Teens audience. All material is checked to make sure it is age-appropriate
and external links are pre-vetted. This service is not promoted to younger children on Cbeebies and CBBC.

BBC Learning (Schools, Blast and Bitesize)

These sites follow similar rules and are targeted at curriculum learning. All external links are vetted for
their appropriateness.

Many of the games and other interactive oVers like message boards on bbc.co.uk require an extra level
of security based on our registration service (Single Sign On) which distinguishes access according to the
user’s age.

All sites also encourage an active understanding of the Internet and potential hazards for parents and
children alike.
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4. How we Protect Young People from Post Watershed BBC Material in an On-demand World

The advent of video-on-demand on the web has brought new challenges. We can no longer simply rely
on the TV transmission time of a programme to ring-fence material that is deemed unsuitable for children
by using the 9 pm Watershed and we have adapted our online services accordingly.

The BBC has led the way in considering how to provide parents with information to complement the
Watershed when programmes are increasingly being consumed in an On Demand environment.

Our research indicates that parents want to know about the types of content that may cause concern (such
as strong language or violence) rather than being presented with simple age ratings. Because of this, the BBC
developed the “G” for Guidance labelling system where a “G” is displayed when a piece of content contains
challenging material and the nature of the content is spelt out in text alongside the programme synopsis.
The presence of the “G” is used to trigger parental PIN control systems,if enabled, as outlined below.

On the current BBC iPlayer, installation is restricted to those aged 16 and over. Users are also told about
PIN protection during the registration process and have to make a decision about whether to enable it there
and then. If they choose not to, they are told how they can enable it later. Where a programme carries
guidance, the “G” and text label are displayed at the point the user decides to download the content. At the
point of viewing, the text label is also displayed and the user has to enter their PIN number, if enabled, before
they can view the content. Anyone using the iPlayer without the correct PIN code receives an explanatory
message that they don’t have permission access to the “G” rated content.

As we introduce streamed content to the iPlayer shortly, we will also display the “G” and text label before
content can be viewed. A PIN protection system will be available from launch which we will look to make
more robust as streaming and downloading are integrated into one system.

The BBC’s “G” for Guidance system has also been adopted by ITV, Channel Four and FIVE for their
On Demand oVers.

We have worked closely with Ofcom and a number of broadcasters and platform providers to promote
best practice on labelling and have been an active participant in the BSG Content Information Group. The
BBC is also an associate member of the Association for Television on Demand (ATVOD), the self-
regulatory body for On Demand services.

The current iPlayer is not promoted on the BBC’s Children’s services and in the near future we hope to
release a junior version of the player, specifically designed for children and teens, which will block any
material that is not appropriate for a family audience.

However, protecting children from harmful content is not just about the systems broadcasters and service
providers can put in place. This is why the BBC plays an active role in the promotion of Media Literacy.
Through our own work, and in partnership with Ofcom, the Council of Europe and the Industry Taskforce,
we aim to ensure that parents and children are made aware of both the benefits and potential dangers which
new On Demand technologies can bring. (See also s 11)

5. How We Protect against Inappropriate Non-BBC Material

All external content linked to via Cbeebies and CBBC is pre-approved by an editorial expert and put on
a “green” list which can then be searched via our Search services.

Cbeebies specifically searches out content on the Cbeebies site and approved sub sites created by
Independent producers supporting their own Cbeebies programming.

The CBBC Search tool is a more complex resource to help users find the best CBBC and Newsround
content, as well as carefully selected sites from around the BBC and the wider web. All the sites must be
editorially valuable and relevant to our seven to 12 year old UK audience and must not:

— carry, link to or advertise pornographic material or other sexually explicit material (unless it forms
part of tailored sexual education for this audience group);

— carry, link to or advertise explicit violence or content inciting violent behaviour (including online
games and game reviews with fighting, shoot ‘em ups or other use of weaponry);

— incite anything illegal;

— include discrimination of any kind;

— promote poor health/poor eating;

— use unsuitable language;

— exist solely to sell products or services;

— promote gambling, and

— restrict features to paying subscribers.

We do not allow linking to any social networking sites from CBBC. If any external sites include message
boards, they must be pre-moderated at all times. We never link to live chat rooms from BBC children’s sites.
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The CBBC search database is constantly checked with an automated tool which “sweeps” all the sites in
the database, looking for changes according to key words eg “message boards” or “chat room”. If such
changes are detected, the site is flagged to a researcher, who checks the site again for suitability, and removes
it from the database if necessary.

Similarly, BBC Switch operates a rigorous policy when it comes to protecting our users from
inappropriate content online. Whilst Switch’s presence on third party sites is a key part of our oVer to
teenagers, allowing Switch to reach out to an audience that may not always be very familiar with the BBC
oVer, all our ventures in this space are fully moderated and carefully monitored. We include prominent links
to features about online safety wherever possible and never link to live chat rooms from Switch.

6. How We Protect against Inappropriate User Generated Content

To ensure that inappropriate content isn’t published on the CBBC message boards, we have a number of
procedures in place. These are:

(a) Automatic filter—inappropriate words are blocked from user names and messages at the point of
posting. This filter includes swearing, sexual terms and racist or homophobic language. Non-
CBBC or Newsround urls are also blocked, along with email addresses.

(b) Pre-moderation—all our message boards are pre-moderated by a team of specialised children’s
moderators against the published House Rules. Each message is checked before it is published,
and moderators will also spot and flag suspicious users, as well as users in distress.

(c) Hosting—In addition to the moderation team, there is a team of four community hosts. The hosts
manage the message boards from the public facing side, and are the first point of contact for the
moderators when they have concerns about a user.

All CBBC and Newsround moderation is performed by an oYce-based team of advanced CRB checked
staV from a single external agency.

— Working from home is not permitted in order to ensure that nobody else has access to children’s
information.

— Moderation is team-based so that moderators are able to share concerns about posts or users, and
build up their knowledge of users’ behaviour as a group.

— Moderation is performed to our strict moderation guidelines, built up over the last seven years.

— Moderators work from 9 am to 9 pm, and message boards are only open within those hours.
Therefore, when the boards are open for posting, there is always a moderator on duty.

However, this is a very labour-intensive process and the more popular and successful the community, the
more resources it takes to moderate.

The ultimate sanction is to block those who persistently disregard the published House Rules but in the
future we want to move towards a more “trust and “reputation” based system so as to harness good
behaviour and enable peers to teach best practice to each other, by example. Those who are key and central
to the community would be rewarded for their good behaviour and disruptive members would have
privileges removed. For BBC Switch, all submitted user generated content is pre-moderated before it can
go live—although Switch also plans to move towards a more “trust and reputation” based system.

Exclusive pre-moderated public chat sessions with, for example, children’s favourite authors and
presenters are an incentive we already use for the target age group to participate in the CBBC communities.
OVering these exclusive events and other premium content discourages users from lying about their age and
registering for services aimed at older users.

Increasingly, we are encouraging our users to send us photos and videos as well as text. All these are pre-
checked to make sure that the material is suitable for publication on CBBC and to check that children do
not publish sensitive personal information about themselves or others eg. school signs, road names, door
numbers which could put them at risk, for example through “jigsaw id”.

In particular, when videos are submitted we normally require the telephone number of a guardian or
parent, to get formal adult consent before publication. (This is in line with our TV policies and protects for
example against children being traced by estranged parents who may have court orders against them).

7. Data Protection and CRB Clearance for all Those with Access to Minors and/or Their Details

The BBC’s approach to data protection is based on the principle of ensuring that the child is protected,
their data is protected, but that the burden of parental approval is relevant to the level of risk to the child.

The Data Protection Act 1998 does not diVerentiate by age. All organisations are therefore forced to rely
on contract law, which means that in theory no one under the age of 18 can supply any personal data, or
agree to a website’s terms and conditions without parental consent. If this was taken to its logical extreme,
we would need express parental validation before allowing a child (under 18) to register for any BBC service.
The BBC therefore takes a pragmatic approach ensuring that the level of parental approval is both legally
justifiable and appropriate to the child and its involvement with the BBC.
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The BBC Data Protection approval system is based on two principles:

— Children under 16 must obtain a parent or guardian’s permission before sending the BBC any
personal details.

— Verification of parental consent depends on the level of a child’s involvement with the BBC. (Four
levels, from very low level to high level).

For a very low level of interaction, for example playing a game online using a BBC registration system
that does not hold any personal data, we will only require a check box stating that the child has the parent’s
approval. Whereas for a high level interaction, for example an appearance by a child on a TV programme,
explicit verified parental consent on a variety of forms is required.

The BBC is presently engaged in a range of trials to review the use of parental consent by email, and by
a registration system that would allow parents to decide what activities their children could engage in on
BBC websites and what level of reporting they would receive. The BBC is also reviewing what rules should
apply for teenagers up to 16, and whether they should have access to greater levels of interaction before they
need to ask for parental consent.

Children’s data is always regarded as sensitive and is treated as the highest priority in information security
terms. It is never supplied to third parties without consent and is not used for commercial marketing
purposes. The BBC’s privacy policy applies to all children’s sites, although they sometimes add additional
terms and conditions in order to increase specific provisions or to highlight key issues.

For all children’s services, we also insist that anyone with access to personal data is pre-cleared with the
Criminal Records Bureau.

The BBC will only contact children:

— in relation to the functioning of a service to which they have signed up, to ensure eVective delivery;

— where they have opted to receive further correspondence;

— in relation to any contribution they have made to bbc.co.uk, eg on the BBC message boards;

— to invite them to participate in surveys about BBC services (participation is always voluntary and
involves parental permission), and

— for BBC promotional purposes (eg programme alerts and newsletters) where they have specifically
agreed to this.

All staV at BBC Children’s and BBC Switch who would initiate such contact are again pre-checked for
CRB clearance.

8. Online Bullying/Peer to Peer Pressures

The automatic word filter and the pre-moderation of all user content before it can be published oVer
significant protection against online bullying. However, our hosts (see s 6 above) also play an important role
in the prevention of cyber bullying in the CBBC communities. They are alert to signs of bullying behaviour,
and work to ensure that the communities are welcoming and inclusive, discouraging exclusive clubs and
cliques. It can sometimes be diYcult to spot a subtle pattern of bullying when looking at individual
messages, out of context, in the moderation system, as the moderators do. So it is the hosts who play a vital
part in being across all the various discussions and consequently being able to identify troublemakers as well
as users who are in danger of being isolated.

We also encourage our audiences to make sure they are open and honest with their parents or guardians
when communicating online. We reinforce our advice to children with the following information as part of
our media literacy support:

“Make sure a parent, teacher or guardian knows when you’re surfing the net. If you get an e-mail
with rude or unpleasant things, you MUST tell a responsible adult straight away and DON’T reply
to it! Remember that it’s not your fault that someone has sent you this.”

9. Stranger Danger

By keeping our message boards restricted by age, reverting to limited text functionality in games where
moderation isn’t available and keeping our moderators aware of the latest grooming techniques, we aim to
minimise the potential for grooming online.

However, we believe there are a number of ways we can improve upon this with greater industry
collaboration.



Processed: 25-07-2008 00:12:30 Page Layout: COENEW [O] PPSysB Job: 399601 Unit: PAG1

Culture, Media and Sport Committee: Evidence Ev 377

Age verification

When children sign up to the message boards, they are asked to provide their correct date of birth. They
are not able to change this at a later date. As there is no accessible national database we can use to check
identity and age against, we are unable to confirm these ages, but we do all we can to keep the boards safe
and age relevant.

One way we do this is to ensure the communities are very much aimed at the target age (seven–12) thus
putting oV older users, who will find more engaging content and conversation for their age range in other
BBC communities. Our strict rules regarding the publication of personal information ensure that it would
be extremely diYcult for an adult masquerading as a child to access the personal details of other users on
the site. We block any attempts to swap direct contact information or suggestions to redirect online
conversations to sites with less stringent security measures and we constantly monitor for other behaviours
associated with online grooming.

In some cases we also add a maximum age for entry, based on the Single Sign On registration data.

However, in spite of all these measures, the BBC would welcome a pan-industry initiative to explore the
feasibility of developing an age verification system that could “talk” to a secure and reliable database
containing relevant children’s personal information.

Parental consent

When creating a user account, children are advised to ask their parents’ permission, and make sure that
their parents are aware that they will be using the message boards. The terms of use also make it clear that
children should have a parent or guardian’s permission before using the message boards.

If a child posts a message which suggests that their parents don’t know or don’t want them to use our
communities, we will message the user making it clear that they must have parental/guardian permission to
use the message boards.

Some organisations require parental verification by return email for added security. However, our own
user testing suggests that many children share their parents’ email addresses which would undermine the
eYcacy of the system, and that a proportion of our audience only access CBBC through after school clubs,
either because they don’t get that support at home or because they don’t have access to the Internet.

Therefore, a tick-box solution or email verification is not suYcient to acknowledge that an informed
parent/guardian/teacher is actually monitoring the child’s activities and doesn’t help children who fall the
wrong side of the digital divide.

We would again welcome some pan-industry exploration into more robust parental consent procedures
that are socially inclusive and not open to abuse.

10. Our Duty of Care to Children and Young People who Confide in us About Problems and/or
Abuse in the Real World

Occasionally, we do receive messages from children in distress. Our team of trained moderators read every
message before it is published. They refer any messages which ask for help, or which hint at a situation where
the child may be at risk, to the CBBC staV Community Team.

Such situations include: extreme bullying, eating disorders, self harm, domestic violence, depression,
sexual or physical abuse or potential grooming.

When a child posts a message directly asking for help, or is troubled, a BBC staV host will post a reply
using one of a list of “distress responses”, which cover scenarios ranging from having an eating disorder to
domestic violence.

These responses have been developed with leading children’s charities such as ChildLine and Childnet
International and were revised with the help of trained counsellors. We also work closely with a children’s
psychologist and counsellor who gives public (and, where necessary, private) in-depth help to children who
need it.

The host response will typically urge the child to talk to an adult they know and trust (parent, teacher)
and oVer them helplines such as ChildLine,Young Mind, the NSPCC or Samaritans in case there is nobody
they feel they can talk to. If the content of the message is graphic or particularly distressing, it won’t be
published.

We also provide a number of direct links for children to self-report to diVerent agencies. These are also
searchable under the CBBC search system. They include a link to CEOP for children who may wish to report
criminal abuse or grooming direct, rather than using our single integrated “complain about this post”
system.

We also assess whether the child would appear to be in immediate danger or serious distress. In the
majority of cases, this is not the case but if a message is more serious, we follow the escalation/referral
procedure described in s 13 below.
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BBC Switch also follows a clearly defined escalation policy, the team pre-moderate all comments before
publication and they refer any worrying ones up. Switch uses “distress response” emails which are adapted
from CBBC ones. Switch also believes in defining expectations about what level of response a distressed teen
can expect from the team and makes it clear that not every email can be published. The site oVers direct
links to dedicated resources such as Samaritans and ChildLine.

11. Media Literacy Skills (Specifically Regarding Potential Dangers Online)

CBBC has a media literacy section called Stay Safe, presented by an animated cartoon rabbit called
Dongle. Research has shown that children of primary school age respond very well to the character. The
section includes an interactive quiz, a “pop video”, and links to other resources such as “thinkuknow’” The
material covers online and mobile safety, and the content is built around the Stay Safe smart rules:

S % Keep Safe

M % Don’t Meet Up

A % Accepting emails can be dangerous

R % Reliable? People may not be who they say they are.

T % Tell an adult if you feel scared or uncomfortable

The Stay Safe section is linked to from all the community pages, and these messages are reinforced by the
hosts as they encourage the right sort of behaviour from users. But it is important to note that although the
SMART rules are widely used and recognised, several diVerent versions of it are being used across the
industry, which is likely to confuse some children.

12. The BBC’s Integrated Complaints System

Through audience testing, we have found that the best approach is to provide one single complaints
system, as children seldom distinguish between criminal abuse, bullying or simple diVerences of opinion.
Our trained staV then route messages as appropriate according to our referrals process below.

We are cautious about adding external complaint functions to this trusted “One-Stop-Shop” system as
this may create more confusion for our audience (for example, which button do they press?), encourage
misuse if directly routed to the police, or risk overloading police and other agencies with a large number of
queries which their services are not designed or equipped to deal with. We also tread a careful line between
making children aware of the potential threats of the online world and seeing to it that younger children
aren’t overly intimidated by perceived threats that actually don’t relate to the activities they’re involved in.

We need to maintain our reputation as a safe environment but are aware from audience feedback that
too many on-screen caveats can be oV-putting and could potentially drive some users to less reputable,
unregulated sites.

13. Our Internal Referrals Procedures

If we do receive a message from a user who requires further help, the following rapid referral procedure
is followed, and a member of senior management is alerted on a formalised rota system.

The following are mandatory for instant referral:

— if the user says they are going to kill themselves;

— if they are reporting sexual abuse (online or real life) or physical abuse;

— if they are going to run away;

— if they have been left alone at home, or

— if they or a friend are going to meet someone from the Internet.

Hosts can also escalate any other issue which poses an immediate danger or which they are unsure how
to treat.

The senior manager then decides the next steps, including whether or not to refer the message to the
NSPCC. (The hosts are able to contact the on-call senior manager at any time when the boards are open,
between 9am and 9pm, seven days a week).

In the meantime, the host will post the appropriate distress response, or the “seek urgent help” response,
as advised by their senior colleague.

When messages of concern relate to specific suspected criminal activities or behaviour, they are then
referred on immediately to CEOP.
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14. Computer Games

The BBC’s public service activities in this sector are restricted to games downloaded from the Internet
for free; single player online games and multiplayer games played on the Internet with others across the UK
or internationally. In this paper, we do not refer to commercial games or franchises based on BBC brand
licenses.

Our emphasis is on games which fulfill the BBC’s public purposes to encourage creativity, self-expression,
social confidence, exploration and learning. These games may have specific educational value relating to the
curriculum or supporting key developmental themes according to the diVerent age ranges. We also feel it is
increasingly important that they should reflect the lives of British children in the global marketplace.

All our audience research and user testing suggest that children retain more information through direct
interaction. For the younger age group, Cbeebies games can be used to encourage core dexterity and
cognitive functions; on CBBC, role-playing enables them to ascertain boundaries in the real world.
Increased connectivity can, if given specific purpose and direction, encourage greater collaboration and
awareness of others.

Online communities are often at least partially self policing and actually encourage social inclusion
among those who may feel disenfranchised in the world of the playground. As well as supporting logic skills
and empirical reasoning, we believe that, contrary to common perception, games do also encourage
language and conversations skills either in-game or as part of playground chit-chat.

We also recognize specific societal benefits of role playing games—encouraging citizenship and
establishing relevance of “reputation” and appropriate behaviours within your community (eg climate
change games or “right vs wrong” games); as well as economic benefits in the online space with games such
as Bamzooki which are actively encouraging core skills that are important for the UK knowledge economy.

In addition, we try not to encourage prolonged usage—much of our content is aimed at a casual gaming
audience which is short form and episodic—and we often flag when kids should take screen breaks

Evidence is anecdotal, but from our message boards, parents’ perception of risk is very mixed. In our
experience, parents are less proficient and sometimes unnecessarily fearful about the risks. Feedback from
parents also suggests they often divide up their child’s screen-time between TV/ web/ games and that parents
like to send their children to CBBC because it relieves them of the pressure of checking that all material is
appropriate.

For Cbeebies parents, we oVer a specific site alerting them to best ways to use the site as a
developmental support.

BBC Switch uses quizzes, short form games and, increasingly, new narrative formats that provide a
distinct approach to casual gaming—mixing high quality audio visual storytelling with interactive
opportunities to solve puzzles, look for clues and to learn more about yourself.

As a matter of corporate policy, the BBC does not oVer “shoot-em ups” or any games where children or
teens can chat in private through the BBC systems.

15. Mobile Phones

The BBC is currently reviewing its editorial position in relation to mobile services for children but we
believe mobiles to be an important tool for social inclusion in a digital world. Many families now have no
fixed line telephone services at home and penetration of mobiles amongst our older audience can help us
guarantee universal reach for our digital services.

However, we are acutely aware of the on-going debate about potential health risks of mobile telephony.

The 2000 Stewart report concluded that mobile phones did not appear to harm health, but recommended
further research was carried out. In 2005, Sir William added that mobile phone use by children should be
limited as a precaution—and that under eights should not use them at all.

Government guidance stresses that mobile phones should not be over-used by young children.

We therefore take the view that mobile services around the Cbeebies brand should be restricted to our
Grown-ups service targeted at providing adult support and that, on CBBC, the emphasis should be on
providing mobile content through other mechanisms (via Bluetooth or side-loading from our own website)
in preference to wireless telephony transfer.

This is a precautionary approach and we welcome more detailed scientific research into potential or
perceived health risks.

We also believe we may need to increase our audience awareness about children not putting themselves
unnecessarily at risk from traYc accidents or street crime based on current national statistics.

Again we would welcome pan-industry research about the best way to communicate these messages.
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16. Additional Comments

Online child protection filters

The BBC recognizes that online parental controls and filters can provide valuable protection for children
against harmful and oVensive content. The BBC’s own iPlayer system oVers PIN protection for video
downloads so that parents can control their children’s online access to challenging content.(See s 4 above)

But there appears to be a significant issue with over-blocking. This not only limits freedom of expression
and restricts older children’s ability to study online. It is also a safety issue. One operator of online parental
controls has reported that over-blocking was the number one reason why parents turned oV their parental
controls. Another has acknowledged that their filter products sometimes block access to the BBC’s own site
for children, CBBC.

In order to stimulate a reduction in over-blocking and a possible increase in use of parental controls, the
BBC hopes that the proposed BSI kite mark standard for online parental controls will require demonstrably
low levels of over-blocking before an award is made and that reputable children’s sites like CBBC will be
an essential part of the testing process.

Self regulation and legislation

The BBC is a long-standing, active and committed member of the Home OYce Task Force on Child
Protection on the Internet.

Over the last six years, the Task Force has produced a range of Good Practice Guidance for example on
Chat, IM, web-based services, Search and Moderation. The guidance relies on the knowledge of experts
from the children’s charities, law enforcement, industry, government, regulators and others. (While the core
guidance is aimed at reducing the risk of illegal behaviour, some areas also cover harmful and oVensive
content.)

The BBC greatly values the Government’s continuing support for the Home OYce Task Force and the
self-regulatory principles it embodies. In this area of rapid technological development, where timely and
flexible responses are likely to be most eVective, we believe that the voluntary collaborative approach, where
service providers take into account the particular nature of their own services, has delivered real benefits.
This is in part because the collaborative process itself encourages providers to share their own methods and
practices with each other and with the relevant group as a whole, which often acts as a stimulus for robust
debate, for self-examination and for improvement before the guidance is formally published.

However, we believe that there may be room for more work on how the Good Practice Guidance is
publicised and in the evaluation of its practical eVects.

January 2008

Memorandum submitted by THUS Plc

1. Introduction

1.1 THUS plc is a leading provider of Internet, data and telecoms services in the United Kingdom. Our
Internet services are principally oVered under the “Demon” brand in the UK. We do not operate in the (we
acquired a mobile reseller business from YC) video games market, so our submission focuses purely on
Internet content.

1.2 Although our primary focus is on business users we do have some residential dial-up and broadband
customers. Businesses will have concerns about their employees accessing harmful content on the Internet,
but the way they approach these risks are diVerent from how residential consumers use the Internet.

1.3 THUS tackles the management of Internet content issues in a number of ways:

— Our Acceptable Use Policies (see http://www.demon.net/helpdesk/producthelp/aup/index.html)
set out what we feel are acceptable uses of the services we provide. They incorporate use of the
Internet as well as the use of our hosting services, so it is clear to our customers what may happen
if someone complains about content they place on our web or Usenet servers.

— As well as a Network Abuse team who enforce the Acceptable Use Policies, we have a team who
specialise in dealing with Internet content issues. This means that any concerns about content
hosted on our servers are dealt with eVectively and quickly.

— We are founding members of the Internet Watch Foundation and take their database of illegal
child abuse sites hosted outside the UK to block our customers’ access to these sites.
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— We engage with government, law enforcement and other agencies via numerous forums including
the Internet Crime Forum and the Home Secretary’s Task Force on the Protection of Children
Online. We also work with government departments such as BERR and the Home OYce to discuss
issues and legislation.

— We believe education and awareness is an appropriate way to address concerns about
inappropriate content. To this end we have for a number of years participated in Junior Citizen
Events organised by Surrey Police delivering a “how to be safe online” message to 10 and 11 year
old school children. We have also delivered Internet awareness presentations to parents, foster
carers and teachers.

1.4 The Internet oVers users a wealth of information and unprecedented access to communications. Most
users’ experience of the Internet is a pleasant one and not marred by unacceptable behaviour or unsavoury
content. We do recognise though that this may not be the case for all, so we welcome this chance to submit
evidence to this Inquiry on harmful content.

2. Tools

2.1 We strongly believe that most Internet users are unlikely to “stumble” upon content which they might
consider harmful. The Terms of Reference for the Inquiry lists a number of types of content that could be
considered as “harmful” but unless an Internet user is seeking out material related to racial hatred,
extremism or extreme pornography, etc, we believe they are unlikely to find it accidentally.

2.2 Various tools exist to help users who are concerned about such accidental access. Some are packages
which run on users’ machines, others may be provided by their service provider.

2.3 The eVectiveness of client side packages varies. Some will use lists of sites that have been categorised
by the software supplier, whilst others make use of labelling functionality. Every method of controlling
content will have its advantages and disadvantages; lists are only as good as they are up to date and labelling
systems require web site owners to label (correctly) their websites. There are also issues around usability,
with some packages apparently being outside the capabilities of an average parent. These issues are being
addressed by the Home OYce Task Force for Protection of Children Online who have been looking at ways
for improving such oVerings and the BSI have been working on a PAS for online protection systems which
will provide best practice guidance for vendors or filtering software.

2.4 The alternative to client side control is server side, where the Internet provider runs a service to carry
out the filtering. The most significant development in this area has been the Government’s initiative to
encourage consumer ISPs to filter sites identified by the IWF. Such systems take a list of web sites from the
IWF known to contact indecent images of children and block their users from accessing those images or
sites. However, such systems are only eVective in blocking accidental access as those determined to access
such content will always be able to find a way round such systems. Furthermore, their desirability for
consumers is limited as undoubtedly the cost of implementing such systems is passed onto the consumer via
the service charge.

2.5 The most eVective tool is education and awareness. If users of the Internet are aware of the risks then
they can empower themselves to protect themselves. They may choose to do this by using filtering software,
by controlling their children’s access to the Internet or simply acting responsibly themselves. But, education
and awareness is a continual programme as the Internet oVers new functionality and new ways of expressing
opinions and content.

3. Regulation

3.1 Any activity online is dealt with in the same way as it would in the real world. The real world laws
apply equally online as they do oZine. There are some particular pieces of regulation that deal with certain
aspects of the online world (E-Commerce Regulations, Audio Visual Media Services Directive dealing with
broadcasting online, Terrorism Act dealing with notice and takedown of terrorist web sites, etc) but
generally speaking these are specialist regulations.

3.2 The E-Commerce Regulations play an important role in how the Internet is regulated in the UK.13

Specifically Regulations 17–20 and 22 set out the responsibilities and limitations of liability for those
providing Internet services in the UK. There are issues of clarity about how these regulations are interpreted,
buy they are the foundation in law underpinning the enforcement of ISPs’ Acceptable Use Policies.

3.3 It is these Regulations that have meant that the bulk of objectionable material is no longer hosted in
the UK. With support from UK ISPs and work of organisations like the Internet Watch Foundation, the
UK is not a haven for child abuse imagery and other illegal material.

3.4 However regulation in the UK only goes as far as controlling the activities of the UK industry or
the UK user, it does nothing to control the availability of content hosted outside the UK where in some
circumstances it will be illegal. No amount of control or regulation in the UK will change this and initiatives

13 Statutory Instrument 2002 No 2013. The Electronic Commerce (EC Directive) Regulations 2002. http://www.opsi.gov.uk/
si/si2002/20022013.htm
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like blocking systems will only prevent accidental access to those who want to be protected, it will not stop
those who are determined to seek out the content from doing so. But that does not matter as UK law sets
out the boundaries within which UK citizens should operate.

3.5 If material of concern is available outside the UK to those who want to access then no amount of ISP
control or regulation will prevent them from accessing it. To prevent people from willingly accessing it, the
best approach is to legislate against the possession of such material—this is what has happened with extreme
pornography. The provisions are within the Criminal Justice and Immigration Bill, the intention is that it
will be illegal to possess certain types of pornography.

4. Summary

4.1 THUS therefore believes that if the concern is accidental access to the material then the tools are
available to users concerned they may accidentally access it; equally individual self control and moral code
will prevent people from seeking it out.

4.2 If the concern is that people are willingly accessing this material, the only way to combat and stop
this is to change the law on possession of these types of material because no amount of enforced control or
filtering of the Internet will prevent them from accessing it.

January 2008

Memorandum submitted by British Naturism

1. Submission from an Organisation

I have been asked to write to the Committee on behalf of British Naturism, of which I have been a member
for 23 years. British Naturism is the national body representing naturism and naturists throughout the
United Kingdom, and is aYliated to the International Naturist Federation. Full information about these
bodies can be found at 'http://www.british-naturism.org.uk( and 'http://www.inf-fni.org/(
respectively.

2. Areas of Interest

British Naturism has two specific areas of interest relevant to the Committee’s inquiry. The first concerns
the privacy of naturists, the second is in regard to standards applied to images of naked children, which can
create problems for naturists. British Naturism fully supports legislation and other action intended to
protect children and young people from violence and other unsuitable material, and from being exploited.

3. Legal Situation

In Britain, there is no legal prohibition on naturism, whether the social nudity is formalised within the
grounds of a traditional naturist club or at a private hire session at a swimming pool, or is casual and
informal on beaches or in homes and gardens. Parliamentary debate during the passage of the Sexual
OVences Bill in 2002 made it clear that naturism was distinct from “indecent exposure”, and that Parliament
had neither wish nor intention to criminalise naturism explicitly or implicitly.14 Despite this, some laws can
be applied in ways which inhibit legitimate naturist activity, and it is clear that some of those in authority
dislike and disapprove of naturism. This is out of line with the attitudes of the general public—in an NOP
survey of the adult population in 2001, nearly half considered naturists to be “sensible”, nine out of 10
regarded naturists as “harmless” and only 2% thought naturists were “criminal”.15 British Naturism
supports standards and guidelines which distinguish between sexual and non-sexual nudity. The British
Board of Film Classification states that “Natural nudity, providing there is no sexual context, is acceptable
at all classification levels except “Uc”. While this is not quite as universally naturist-friendly as we might
like, it supports our contention that there should not be any intrinsic prohibition on children—however
young—being able to see images of social nudity.

4. Practicalities and Privacy

Despite the entirely legal nature of naturism, some naturists prefer to keep this aspect of their life private.
This can be a particular concern where children and young people are involved. This applies both to parents
wishing to protect the privacy of their children, and, sometimes, to children being aware that their parent’s

14 British Naturism Briefing Paper available on request.
15 British Naturism Briefing Paper available on request.



Processed: 25-07-2008 00:12:31 Page Layout: COENEW [O] PPSysB Job: 399601 Unit: PAG1

Culture, Media and Sport Committee: Evidence Ev 383

lifestyle is a little out of the ordinary, such that it has the potential to attract ridicule. Children often like to
be “special”, but can be very uncomfortable at being labelled “diVerent”. As noted above, anti-naturist
views exist amongst those in positions of influence, which can give rise to oppressive actions and attitudes
in respect of naturism generally and, occasionally, in regard to individual naturists. British Naturism is
concerned that the rise in social networking Websites and other Internet forums might be used to abuse and
deride naturists who have no wish for this aspect of their private lives to be in the public domain.
Accordingly, British Naturism applies stringent security measures such that only members who have
registered with the organisation can access the Members’ area of its Website (which includes blogs,
discussion forums and member profiles). Also, publication in our members’ magazine of images and names
is only with the specific prior agreement of those concerned. We ask that the Committee make
recommendations which protect and enhance the ordinary citizen’s right to privacy and a private life, such
that material from the private domain should not become public without the originator’s permission. This
is not an attempt to restrict freedom of speech, and we recognise that there are both practical and technical
issues which limit the measures which can be applied.

5. Naturist Images of Children

While images of naturists can be used to cause embarrassment as noted above, images of naturist children
can also lead to serious problems. There is a widespread belief that any “full frontal” image of a child
infringes child pornography laws. This is not so. The Court of Appeal has stated that images of a child
showing “nakedness in a legitimate setting” do not contravene the legislation which prohibits production
and possession of “indecent images” of children.16, 17 Despite this judgement, some in the media, in the
police and in the social services regard viewing or owning images of naked children as evidence of, at best,
unhealthy attitudes and, at worst, criminal paedophilia. While the Criminal Justice and Immigration Bill
currently before Parliament provides a clear definition of what constitutes a “pornographic” image in law,18

no such legislative definition exists for “indecent” images of children. Instead, courts and investigators have
to rely on case law and the appeal to public opinion enshrined in the use of “indecent” as meaning “oVending
against recognised standards of propriety”. As stated previously, British Naturism supports those who wish
to keep their naturism private. However, subject to reasonable safeguards, we do not want sensible
limitations on entirely legitimate images of children to be interpreted as a classification of such material as
de-facto “indecent”—let alone as “pornographic”. When the Committee makes recommendations in regard
to “content that exhibits extreme pornography or violence”, we urge that the definitions proposed in the
Criminal Justice and Immigration Bill be applied. Further, we ask that, should the Committee wish to make
any recommendations in regard to other images of naked children be in the light of the Court of Appeal
judgement and, where material is legitimate, restricts it only so far as is necessary to protect the privacy and
interests of those depicted and their families.

January 2008

Memorandum submitted by Paul Tavener

Introduction

This letter represents the views of a member of the general public with an interest in media issues.

Executive Summary

1. The problems faced in Britain today have nothing to do with the internet. Continuing attempts by the
Government to curtail freedom, restrict, ban and generally act in loco parentis for the entire adult
population are counter productive and only serve to diminish everyone.

2. What is needed in Government is common sense not more regulation. If the Government believes that
parental common sense can be replaced in any significant way by further regulation then they are sadly
mistaken.

3. Children of irresponsible parents have far more to fear than internet porn and social networking
websites, things like drugs, alcohol, abuse, neglect and exclusion from society for instance. These are the
things which need to be dealt with not social networking websites.

4. The world has changed in the internet age and it is time that the Government recognised this fact. The
way forward is by empowering and educating citizens not by ever increasing mountains of legislation and
regulation.

16 R v Oliver and others [2002].
17 The Protection of Children Act 1978 as extended by the Criminal Justice Act 1988, the Criminal Justice and Public Order

Act 1994 and the Sexual OVences Act 2003.
18 Section 64 of the Bill outlaws “possession of extreme pornographic images” and defines both “extreme” and “pornographic”.
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Issues Raised

5. The benefits and opportunities oVered to consumers and the economy by technologies such as the
Internet, video games and mobile phones:

Are enormous. The Internet is the single most important advance for free expression that has ever been
made.

6. The potential risks to consumers, including children and young people, from exposure to harmful
content on the Internet or in video games:

Are tiny by comparison and are out weighed by other risks in the modern world, such as crossing the road,
by many orders of magnitude. The risks such as they are, are not amenable to quick fix Government
intervention.

7. The tools available to consumers and industry to protect people from potentially harmful content on
the Internet and in video games.

The best tool available to consumers to protect people from potentially harmful content on the internet
and in video games is common sense. Common sense, bolstered by filtering software, BBFC rating on games
and films and rudimentary knowledge of what your children are in fact actually doing.

8. The eVectiveness of the existing regulatory regime in helping to manage the potential risks from
harmful content on the Internet and in video games.

The existing regulatory regime (Ofcom for UK television services and the BBFC for some computer game
and DVD content) plays a small but important part in protecting children from potentially harmful content;
however it must be recognised that the primary agent in protecting children from harm always has been and
always will be a child’s parents or guardians.

9. The best way to protect children is to inform and empower parents.

10. Whilst the Government is very keen to be seen to be doing something the reality is that what really
needs to be done does not match what the Government is intent on doing.

What Really Needs to be Done

11. Investment is needed in schools and education particularly for the very young, much more time and
energy needs to be spent on rehabilitating drug addicts and alcoholics as well as trying to help their families.
More needs to be done in helping prevent oVenders from re-oVending after release from prison and
investigating some of the more successful methods used in other countries.

12. These are just a few of the real issues that face society today. Whilst it may be uncomfortable reading
for a committee investigating problems of the internet, the Internet is an irrelevance by comparison when
these real issues cause misery for millions and cost the nation untold billions of pounds every year.

One example of what is actually being done

The Government has decided to legislate against “extreme pornography”. The Criminal Justice and
Immigration Bill can only be described as a mixture of manipulative vested interests and legislative
incompetence. The problems with this piece of legislation are so great it won’t even apply in the Prime
Ministers own constituency due to the fact that the Scottish parliament has sensibly thrown it out. Amongst
a long litany of problems we have:

13. The introduction of thought crimes, where content will be deemed to be illegal or not based on what
the person in possession of it was thinking.

14. The introduction of crimes of context where even material that has been classified by the BBFC can
become a crime to possess if an extract is taken out of context.

15. The criminalisation of much consensual adult pornography by criminalising what merely “appears”
to be non-consensual, rather than what actually is non-consensual.

16. Impossible to enforce restrictions on content that is legal to sell in other countries let alone legal to
possess.

17. Dishonesty and abandonment of evidence based regulation. After admitting the lack of evidence
during the public consultation the Government decided to go ahead with the legislation anyway and then
employed members of the anti pornography lobby to generate some “evidence” later after castigation in
the press.

18. Worries from the Joint Parliamentary Committee on Human Rights that the proposals will violate
basic Human Rights.
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What should not be done but is probably already being planned

19. Expanding the role of the Internet Watch foundation to include “extreme pornography” and turn it
into an unregulated national internet censor.

20. Expanding the list of websites filtered by clean feed.

21. Introducing Government control of the BBFC by way of appointments of key staV whilst
maintaining the stance that the BBFC is an independent regulator not involving the Government.

22. Introduction of BBFC certificates for websites that will create a regulatory handicap for UK websites
whilst oVering no protection from foreign content.

23. Employment of hundreds of new Police oYcers to watch thousands of hours of pornography and
decide if it is extreme enough to prosecute.

24. Throwing a few honest citizens into prison and wrecking their lives for possessing abhorrent images.

25. Investigating what other content can be added to the list to protect the public from itself and generally
acting in loco parentis for the entire adult population.

What should be done instead but is probably not even being considered

26. Addressing the real problems in society today.

27. Using common sense.

28. Following the principle of evidence based regulation.

29. Empowering people to make their own decisions and take responsibility for their own lives and those
of their children.

30. Making the internet watch foundation more open and accountable.

31. Ignoring wild claims in the tabloid press.

January 2008

Memorandum submitted by a member of the public

This is my response to the inquiry of Harmful Content On The Internet and in Video Games. My response
may be made public, but please keep my details (Name, Email) private.

1. I have no problem with restrictions for children, as the Byron review was originally concerned with,
but I am concerned that this has now been extended to adults.

2. In claiming content is “harmful”, the question is in what way is content allegedly harmful, and what
evidence does or does not support this claim? I believe that freedom of expression should be restricted only
where it is necessary to prevent harm, and it is for those who argue for censorship to establish that the
content which they object to will cause harm to others.

3. Regarding “content that glorifies guns and gang violence” and “content that incites racial hatred,
extremism or terrorism”, there are already laws against inciting violence, as well as inciting religious and
racial hatred. Content should be treated under these laws. A problem with censorship laws is that they
typically assume that, for example, any portrayal of violence is inciting violence. The laws restricting speech
that incites hatred are controversial as it is (consider the opposition to the law on religious hatred), but it
goes too far to censor all depictions of an act, even those that do not incite it.

4. Regarding “extreme pornography”, what is meant by “extreme”? The Government is currently
pushing through a controversial law that will criminalise possession of what it terms “extreme
pornography”, yet the definitions cover acts between consenting adults, even staged acts with actors, and
acts where no one is harmed. The law stands to criminalise many law-abiding citizens, for example, those
who participate in sadism and masochism (who may take private photos of their own acts, or visit BDSM
sites online). I do not know if this inquiry uses the same broad definition, but this exemplifies the problem
of vague definitions, and with trying to criminalise based on taste rather than harm.

5. The Government has been unable to provide evidence that such material causes harm—the Rapid
Evidence Assessment it produced has been widely criticised by academics as “extremely poor, based on
contested findings and accumulated results. It is one-sided and simply ignores the considerable research
tradition into “extreme” (be they violent or sexually explicit) materials within the UK’s Humanities and
Social Sciences.” [http://www.backlash-uk.org.uk/acad statement.html] Therefore I do not believe there is
suYcient justification in censoring such material for adults.

6. Similarly I do not see evidence for censoring violent content for adults. It is not clear why content on
the Internet is special—there is widespread violence in films that may be viewed by adults.
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7. Media has a long history of being blamed for society’s ills. The Obscene Publications Act introduced
in 1857 led to literature being banned because they were deemed to “deprave or corrupt”, yet these books
are now commonly available as standards of what is considered acceptable have changed. In over 150 years
there is still no evidence of harm.

8. The Columbine school shootings in the USA were blamed on the rock band Marilyn Manson, and the
computer game Doom. The computer game Manhunt was blamed for the murder of Stefan Pakeerah, but
the police rejected the link, and it was the victim who owned a copy, not the murderer [http://news.bbc.co.uk/
1/hi/england/leicestershire/3538066.stm]. “Extreme” pornography sites such as “Necrobabes” were blamed
for the murder of Jane Longhurst, yet the murderer Graham Coutts told psychiatrists in 1991 he feared his
murderous thoughts may lead to criminal actions, long before he accessed these sites [http://news.bbc.co.uk/
1/hi/england/sussex/6756863.stm]. In all cases, media is blamed for anecdotal cases,with no evidence of a
link.

9. The Government puts forward the claim that controls on the Internet are needed because people can
access material that the Government wishes to ban. But it should be asked why the Government wishes to
ban content that no other western nation does (Manhunt 2, recently banned by the BBFC, is legal elsewhere
in Europe and the USA; Necrobabes is hosted legally in the USA). If being able to download uncensored
material over the Internet corrupts people, one has to ask why in over 10 years of widespread Internet access
there has not been an explosion of violent crime?

10. In summary, I urge the Government to consider an evidence-based approach to legislation, rather
than criminalising content that some see distasteful or abhorrent, or giving into media scares based on
anecdotal cases.

January 2008

Memorandum submitted by the Interactive Software Federation of Europe (ISFE)

Preliminary Remarks

1. The Interactive Software Federation of Europe (ISFE) represents the European interactive software
industry,19 which produces entertainment and educational software for use on personal computers,
consoles and portable devices including mobile phones and is the fastest growing “content” sector in
Europe.

2. Due to the nature of their products European publishers of computer and video games have a tradition
of caring about the protection of minors. This is exemplified by the Pan-European Game Information
(PEGI) system (see www.pegi.info) the objective of which is to provide consumers with independently
generated, trustworthy age recommendations likely to help parents make informed buying decisions. As
online games now represent a growing share of our business, we want to shield minors from unsuitable
content in that area too. We have therefore developed the PEGI Online project with the support of the
European Commission (www.pegionline.eu). Both PEGI and PEGI Online were launched, and are
supported by, DG Information Society Commissioner Viviane Reding and her team.

Executive Summary

3. Videogames are playing a growing role in the lives of people of all ages from all walks of life. They
carry benefits and opportunities as they provide a playful way to hone ICT skills and, beyond, to acquire
traditional knowledge (it is becoming widely accepted that they are unparalleled when it comes to
stimulating the imagination or “making you think”).

4. Videogames also have economic benefits: generations trained on consoles that encapsulate leading-
edge digital technology cannot but enhance the competitiveness of Europe’s ICT industries if they take a
job in that sector. In addition, a number of today’s online gamers are bound to become tomorrow’s
developers of online games because games, in essence, are all about creating your own content and gamers
that prove particularly adept at this skill have no problem in subsequently making a business out of it.

5. As would hold true for any leisure pastime, however, there are risks attached. Some say that too much
time is spent experiencing game content which the player finds so “riveting”, as with other sports, that it is
hard to resist yet another crack at improving your performance; others would point to an alleged, (albeit
completely undocumented), spillover of violence in games to violent behaviour in real life. The EU-wide
PEGI system was also developed by this industry to address such risks, and together with PEGI Online, it

19 ISFE Membership consists of the following: Associations—AESVI (Italy), ADESE (Spain), BIU (Germany), BLISA
(Belgium), ELSPA (UK), FIGMA (Finland), MDTS (Sweden), MUF (Denmark), NVPI (The Netherlands), NSM
(Norway), OVUS (Austria), SELL (France), SIEA (Swizerland). Companies—Activision, Atari,, Eidos, Electronic Arts,
Konami, Microsoft, Nintendo, SCEE (Sony Computer Entertainment Europe), Take 2, THQ, UbiSoft, VUG (Vivendi
Universal Games), The Walt Disney Company France.
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provides European parents with independently generated and reliable age recommendations aimed to help
them make informed buying decisions. The parental control tools developed by game console manufacturers
only make PEGI/PEGI Online more eVective in this regard.

Benefits and Opportunities

6. There has been growing recognition that games—owing to their interactive nature—may provide
useful tools for training and education. In light of the enduring success of interactive software at getting
generations of children excited by ICT and at endowing them with the right ICT skills, late and early
adopters alike can benefit from this unique “learn as you play” training scheme so paving the way for full
digital literacy.

7. In 2003 the OECD’s Programme for International Student Assessment (PISA) collected data to
explore the impact of ICT on the learning patterns of young students.20 The results show that ICT
availability and use are strongly associated with good student performance. Further the evidence also
confirms previous studies indicating the particularly strong association of performance with home access
to, and usage of, technology. OECD also convened a major conference on “videogames and education” in
Santiago last year (see all presentations at www.enlaces.cl/seminariovideojuegos. Closer to home, the EU-
supported Mediappro initiative (www.mediappro.org) concluded that the technological development
brought about by the internet and ICT plays a leading role, in encouraging innovation, especially by
young users.

8. Playing videogames has also other potential benefits for young players. These include providing
children with the opportunity to negotiate society’s rules and roles, allowing children to experiment with
aggression in a safe setting without real world consequences, facilitating children’s development of self-
regulation of arousal, and serving as an eVective tool in clinical settings. Moreover, interactive software
confronts users with problem-solving tasks that have an inherent intellectual value, unlike the more passive
forms of entertainment provided by traditional content. Whether members of the target population find it
reminiscent of their schooldays or appreciate more the standard challenge of games to “think on one’s feet”,
what matters is that they will take up this challenge and develop a taste for more of the same rewarding
experience. As basic psychology would have it, enjoying a stream of rewarding experiences with ICT is the
best way to build up confidence in one’s own ICT skills and to shore up self-esteem.

9. This is starkly supported by the results of the latest Nielsen EU Consumer survey which clearly show
that games fare ahead of TV and movies as tools to stimulate imagination and make people think.21

Findings from “Interactive Australia 2007” show that this is a worldwide phenomenon:22

— Parents in game households estimate that the positive outcomes from game play includes more
than just enjoyment and happiness: 73% say games help their children learn about technology, 68%
say games help their children learn maths, 64% say games help children learn to plan.

— Gamers are more than twice as likely as non-gamers to say interactivity enhances the educational
nature of a media experience.

10. The European videogame industry is in a position to make a unique contribution to delivering on the
objectives of the EU’s Lisbon Agenda in two ways:

— it is a transformational industry with a proven record of strongly influencing adjacent sectors
whether upstream (hardcore gamers provide the test bed for high-performance micro-chips for
instance) or downstream (capacity-hungry MMOGs are known to foster the uptake of broadband
in Europe);23

— Dr Jason Rutter at Manchester University estimates that “playing games acts as an eVective
training ground for entry into the games development industry. It allows the development of skills,
experimentation with innovative ideas and the development of a games portfolio for entry into
paid work”. (Postino, H 2003 From Pong to Planet Quake: post-industrial transitions from leisure
to work, Information and Society, 6(4), pp 593–606). In other words, today’s online gamers with
specific skills at generating new content will manage the game development studios of tomorrow.

Potential and Actual Risks

11. A number of PC and videogames include violent content. In particular, 90% of PEGI 18! games
carry the violence descriptor. However, only 5% of all games awarded PEGI licenses are rated as 18!. It
is worth noting that violence in a 7! game is radically diVerent to violence in a 16! game as evidenced by
the strict requirements of the PEGI questionnaire.

12. Any risk is more theoretical than real, however, as global research is divided as to identifying any
causal link between playing violent games and physical aggression:

20 The full PISA study is available for download at our website www.isfe.eu
21 See www.isfe.eu
22 Interactive Australia 2007, Facts about the Australian Computer and Video Game Industry, Bond University.
23 Massively Multiplayer Online Games.
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— researchers in Japan and in the US believe they have ascertained this link. Professor Sakamoto:
“Videogames play promotes aggressive behaviour. Influence was the strongest when games had
both high rewarding and realistic qualities”.24 Even in the US, the link allegedly found by research
is often queried:

“We seem to want to believe that kids are more violent than they are. Some respected news outlets
have been caught distorting the facts in order to play on our anxieties about out-of-control kids.
A flurry of stories from the major networks and wire services in 1996 reported, in the words of one
AP entry, ‘though crime rates in general are going down, rates of juvenile crime appear to be
rising’. Subsequent media studies found that the stories came from a cobbling together of two very
diVerent sets of data from the Justice Department showing that the opposite was true. The truth
in fact was quite dramatically opposite: from 1980 to 1996, serious crime among American children
17 and younger dropped by 15%; among young adults, 18 to 29, it dropped by 11%. But among
adults in their thirties, serious crime increased by a staggering 36%. Even among adults in their
forties, serious crime increased by 20%.”25

— In Europe, Professor Wassilis Kassis (University of Basel) is positive: “There is no linear
combination between violent games and the violence of teenagers in reality”.26 In 2007, Professor
Kassis admitted to extreme social environments being potentially conducive to such a link.27

— More generally, most of the European research points to social factors as cause for aggressiveness
which inflicts an interest for more violent media but it is also worth noting that some European
researchers would consider that lab or in vitro research is flawed.28

13. Some research points to videogames being overly addictive. World researchers are divided on this
topic too. Again, Japan and Korea seem to have identified extreme—albeit extremely rare—cases of gamers
becoming so obsessed with in gaming that they lose sight of real life: they are dubbed “No Life”. In Europe,
Mark GriYths, an addiction luminary, said: “A lot of people confuse excessive behaviour with addictive
behaviour”. At the same event Guy Cumberbatch, another expert from the UK, stated that “the prevalence
of true videogame addiction, say in the UK population, is probably less than 0.0001%, to be compared with
just under 1% for gambling”.29

14. It is worth noting that the risk of addiction is deemed to be higher with online games, particularly
MMOGs (see Michael Stora’s concerns about World of Warcraft).30 However the same Michael Stora is
quoted in the Recommendation of the Forum des Droits sur l’Internet (http://www.foruminternet.org ) (page
31) as saying: “The game is more a tell tale of deeper problems, not the root cause of the dependence”.
“Videogames have a knack for putting parents’ authority to the test”, he comments. This being said, parents
cannot deny that there are ways of keeping a check on “addiction” at home: as one panelist commented at
a session on parental control,31 “however user-friendly or unfriendly parental control software is felt, there
is always a basic tool at hand, ie to pull the plug”.32

15. The Eurobarometer’s qualitative survey which interviewed children of 9–10 and 12–14 years old from
all 27 EU Member States plus Norway and Iceland asked about how they use online technologies, and how
they would react to problems and risks when using the internet and mobile phones. The results show that
children are globally well aware of the potential online risks, such as security, viruses, access to unwanted
content, identity theft and potential dangerous contact with strangers. Many of them are also well aware of
the necessary precautions they need to take. Some children nevertheless admitted that they have engaged
in risky behaviour, and some acknowledged that they have been victims of bullying and had contacts with
strangers.33

The Tools Available to Protect People from Potentially Harmful Content

16. In 2002, the European Interactive Software industry has set up the PEGI system (see www.pegi.info)
a now very successful classification system for video games to help parents make informed buying decisions
and prevent minors from being exposed to content unsuitable for their age. These recommendations are
meant to help guide the choice of parents and other “gatekeepers”. In addition the industry has now
designed a system to make this protection more eVective in the online gaming environment PEGI Online is
a new initiative funded by the European Commission under the Safer Internet programme (see

24 Present State of Videogames and Learning Games—Use and EVects, presentation by Professor Takashi Sakamoto at OECD
conference on video games and education.

25 Gerard Jones in Killing Monsters, Basic Books, p 126.
26 ISFE Experts Conference Videogames; Friends of Foes Brussels July 2006.
27 ISFE Experts Conference The Challenge of Online Gaming Brussels June 2007.
28 Review of research on the impact of violent computer games on young people, Boyle and Hibberd, 2005.
29 ISFE Experts Conference Videogames; Friends of Foes Brussels July 2006.
30 ISFE Experts Conference The Challenge of Online Gaming Brussels June 2007.
31 Conference on videogames, France’s National Assembly, Paris, 11 September 2006.
32 ISFE Experts Conference The Challenge of Online Gaming Brussels June 2007.
33 See detailed statistics at (Nielsen 2007 survey p 38). http://ec.europa.eu/information society/activities/sip/eurobarometer/

index en.htm
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www.pegionline.eu). It is based on a code of practice, the PEGI Online Safety Code, a licensing system
managed by an independent administrator, and a distinctive “PEGI Online” label intended as a “trust
mark” and independent supervisory bodies aimed to provide advice and to settle disputes.

17. Given the above emphasis on the paramount role of parents and educators, Communication is
instrumental in making PEGI eVective. Familiarity with the existence of PEGI is the highest in the UK (43%)
98% of interviewees in the UK recognize the PEGI symbols when prompted with them, 74% deem the system
to be “quite” to “extremely” useful, 58% recognize PEGI descriptors and 67% think they provide useful
assistance in their buying decisions.

18. Playing together is the best insurance against potential risk as it aVords parents opportunities to talk
and explain. As French psychologist Serge Tisseron put it in plain terms at the ISFE 2006 Experts
Conference “When children speak with their parents, the risk is lower”. Incidentally this holds true for other
content, movie, TV, drama, etc. A good practice on the part of parents also consists of being involved in
the choice of games. In this respect, the Nielsen survey of 2005 found that 81% of parents interviewed check
their children’s games (although this finding has to be qualified in light of no interviewee being older than
34).

19. Filtering is the next best alternative: parents who do not have time to share entertainment with their
children have an opportunity to control the suitability of interactive software played at home in accordance
with their own children’s age and maturity. It is worth noting that filtering software oVers a safety net in case
retailers do not exercise their responsibility in full. However, betting one’s children’s safety on automation is
not something to be encouraged. Indeed, the publicity materials associated with PEGI Online do quite the
opposite by calling on the vigilance of parents in making the system work.

20. Age verification or filtering systems can be said to achieve one of two extremes: building trust with
parents or misleading them. The reality is somewhere in between. Any parent who ascertains that a virtual
environment is secured by eYcient technology and infers from it that this environment is absolutely ‘safe’
runs the risk of experiencing a false sense of security. Just as no playground in real life is absolutely safe nor
can any online equivalent ever be totally secure. Accordingly, age verification or filtering systems can never
be totally free of weak spots which clever children can use to bypass the system. As with other
technologically advanced automated processes, these systems tend to reduce parents’ appetite to learn about
what their children do on the internet. This could be said to be “the dark side” of over reliance on
automation.

21. The Insafe network of national nodes interacts with industry, schools and families with a view to
empower individuals to use the internet safely and bridge the digital divide between home and school and
between generations. In many countries these Insafe nodes cooperate with national helplines to address the
questions and concerns of young people linked to their experiences online or the harmful or illegal online
content they encounter. Other examples are Educaunet (http://www.educaunet.org/), a European project to
foster critical awareness in media education, or EuroMediaLiteracy, a network of organizations dedicated
to enhance media literacy (www.euromedialiteracy.eu)

Effectiveness of the Existing Regulatory Regime

22. As a general observation, the European Commission has tasked Rand Europe with suggesting
methodologies to evaluate self- and co-regulation of the Internet. Chris Marsden is leading this research:
cmarswessex.ac.uk. The report, scheduled to be delivered in early 2008, will include a vast outlook of
existing self- and co-regulations. It may therefore be of interest to this inquiry.

23. Retail has a potential ability to help make PEGI more eVective if they commit to avoiding that adult
games end up in the hands of minors. The UK retail is well briefed and regularly trained by the VSC and
has a flawless record in this respect.

24. Given the above emphasis on the paramount role of parents and educators, communication is
instrumental to making PEGI eVective. Familiarity with the existence of PEGI is the highest in the UK
(43%) (Nielsen 2007 survey p 38).34 98% of interviewees in the UK recognize the PEGI symbols when
prompted with them, 74% deem the system to be quite to extremely useful, 58% recognize PEGI descriptors
and 67% think they provide a useful assistance to their buying decisions.

25. It could be argued that PEGI has done pretty well from the very start. On comparing the uptake of
PEGI after 15 months in culturally diverse Europe with the uptake of the OFLC game classification over
three years in culturally homogeneous Australia,35 PEGI came out a clear winner:

— 42% of parents, 35% of non-parents were aware of a classification system in Australia. This ratio
reached 74% with young people.

— In Europe, close to 60% of respondents to the PEGI questionnaire admitted to being aware of the
system. While unaided awareness was considerably lower (20%), recognition reached 72% when
respondents were shown PEGI symbols.

34 Nielsen Videogame Consumer Survey 2007 p 38.
35 Interactive Australia 2007, Facts about the Australian Computer and Video game industry, Bond University.
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— Only 38% of adults, 45% of young people would use the Australian system. Almost 40% of
respondents to the Nielsen study (42% of parents, PEGI’s key target) found the system “quite
useful”. 73% would find it quite or very or extremely useful.

— 40% of adult respondents, 20% of young people who said they were aware of the Australian system
proved unable to nominate specific classification levels. In Europe, 40% of Nielsen respondents
reported spotting the PEGI descriptors, vs 52% reporting they had not noticed.

January 2008

Memorandum submitted by Advertising Standards Authority (ASA)

1. Introduction

1.1 The Advertising Standards Authority (ASA) is grateful for the opportunity to provide evidence to
the Culture, Media and Sport Committee inquiry into Harmful Content on the Internet and in Video Games.
The ASA is happy for this evidence to be published.

1.2 If the Culture, Media and Sport Committee decides to focus on advertising regulation in particular
during the course of its inquiry, the ASA would be keen to provide oral evidence and answer Committee
members’ questions directly.

1.3 The ASA also responded to the Tanya Byron Review of Children and New Technology. This response
can be found at:

http://www.asa.org.uk/NR/rdonlyres/9CBE1EBE-F443-4135-B3C7-9C5F0549FD8A/0/
Byron response final.pdf

1.4 The ASA is the UK self-regulatory body for ensuring that all advertisements, wherever they appear,
are legal, decent, honest and truthful.

1.5 The protection of consumers, children and the vulnerable is at the heart of the ASA’s work. The rules
aim to protect young and vulnerable members of society from harmful and oVensive advertising and to
ensure that their credulity, loyalty, vulnerability or lack of experience is not exploited.

1.6 This response provides:

— A summary of the UK advertising self-regulatory system.

— Details of the ASA’s work in protecting children and the vulnerable and regulating advertising for
video games and on the internet.

2. Advertising Self-regulation in the UK

2.1 The self-regulatory system is based on a concordat between advertisers, agencies and the media that
each will act in support of the highest standards in advertising. Compliance with the Codes and ASA
adjudications is binding on all advertisers. It is not a voluntary system.

2.2 The system is both self-regulatory (for non-broadcast advertising) and co-regulatory (for TV and
radio advertising). The Codes do sit within the legal framework, which means that, where appropriate, they
reflect the standards required in law, eg misleading advertising.

2.3 The ASA is responsible for administering five Advertising Codes and deals with more than 20,000
complaints per year.

2.4 Final adjudications on complaints are decided by the ASA Council and are published on the ASA
website. The Council’s membership incorporates two-thirds members of the public, one-third advertising
experts and is chaired by former Culture Secretary, Lord (Chris Smith) of Finsbury.

2.5 In the event that the ASA upholds a complaint against an advertisement, the advertiser or
broadcaster is required to amend, withdraw or schedule the advertisement appropriately.

2.6 ASA adjudications are enforced through the Committee of Advertising Practice (CAP) and the
Broadcast Committee of Advertising Practice (BCAP). Advertisers that breach the Code face financial loss
from having an ad campaign pulled and loss of reputation through the publication of upheld adjudications.

2.7 For those advertisers who refuse to comply with an adjudication, industry and other pressures can
be brought to bear; for example: poster pre-vetting can be imposed and direct marketing companies can
have benefits such as Royal Mail bulk mailing discounts removed. In very serious and extreme cases of non-
compliance advertisers can be referred to the OFT and broadcasters can be referred to Ofcom.
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3. About CAP/BCAP

3.1 The ASA is responsible for administering all five Advertising Codes and deals with more than 20,000
complaints per year.

3.2 CAP and BCAP are the industry committees responsible for drafting the Advertising Codes.

3.3 The Committee members represent the three main parts of the advertising industry, namely the
advertising agencies, media owners (eg poster site owners, newspapers, broadcasters) and the advertisers
themselves.36

3.4 CAP writes and updates:

— the British Code of Advertising, Sales Promotion and Direct Marketing (“the CAP Code”), which
governs non-broadcast advertising (eg print, poster, cinema, online).

3.5 BCAP writes and updates:

— the BCAP TV Advertising Standards Code;

— the BCAP Radio Advertising Standards Code;

— the BCAP Code on Text Services, and

— the Rules on the Scheduling of Television Advertisements.

3.6 Although the Codes do reflect the standards required by law, the aspects of the Code covering harm,
oVence, taste and decency and social responsibility are entirely self-regulatory. The ASA therefore protects
consumers from issues not covered by the legal system.

3.7 The Advertising Codes can be accessed at: http://www.cap.org.uk/cap/codes/.

3.8 The advertising industry through CAP and BCAP enforce the adjudications of the ASA.

4. Advertisements Appearing in New Technology

4.1 The ASA deals with advertisements in all media. Those platforms that are generally referred to as
“new technology”, fall under the scope of the non-broadcast CAP Code.

4.2 Section 1.1d of the CAP Code states that, in addition to conventional media, the Code applies to
advertisements in non-broadcast electronic media, including online advertisements in paid-for space.

4.3 This means that the CAP Code covers online advertising, such as: banner ads and pop-ups;
advertising content in commercial e-mails; commercial text messages; viral marketing e-mails; paid-for
entries in search engine results; ads on electronic kiosks and billboards and ads in electronic games.

4.4 The ASA takes a “technology neutral and high standards for all approach” to advertising regulation.
The ASA believes that all ads should be subject to the same high standards, regardless of the media platform
through which they are delivered. However, this should not prevent the regulator from taking sensible
decisions regarding the targeting of advertisements (eg an “adult” advertisement may be appropriately
placed around adult content online, but may be deemed inappropriate on family or child friendly websites.)

5. Regulating Website Content

5.1 The CAP Code does not cover companies’ own websites. Advertisements are generally classed as
marketing communications that appear in paid-for space. Companies’ own websites are not paid for space,
which means that the content of these sites is currently classed as editorial, not advertising, material.

5.2 Complaints received about internet advertising rose in 2006 by 32.7% from 2005,37 making the
internet the second most complained about non-broadcast media (behind national press).38 In contrast,
2001 saw the internet ranked as the eighth most complained about media of all non-broadcast media.

5.3 Even so, of the 2,066 complaints received in 2006, approximately 90% were out of remit because they
related to website content and not advertisements in paid-for space.

5.4 Chris Smith, in his speech to the Incorporated Society of British Advertisers in July 2007, highlighted
the rise in complaints and the need to obtain consumer trust in the online space. He called on the industry
to consider the various options such as trusted spaces, kite marks, voluntary codes and new advertising rules.

5.5 The industry is responding to this call. The Advertising Association has established the Digital Media
Group, a task force formed to future-proof self-regulation of digital media and, in particular, online.

36 Details of the members of CAP and BCAP can be found at: http://www.bcap.org.uk/cap/links/CAP!Members/
37 1,557 complaints about Internet in 2005 and 2,066 complaints were received in 2006.
38 Internet is the third most complained about media behind television (8,594 complaints) and national press (3,370 complaints).



Processed: 25-07-2008 00:12:31 Page Layout: COENEW [E] PPSysB Job: 399601 Unit: PAG1

Ev 392 Culture, Media and Sport Committee: Evidence

5.6 There are lots of issues that need to be resolved when undertaking to regulate aspects of the internet.
For example, if it were decided that the ASA system should be extended to include some aspects of web
material, then consideration would need to be made in relation to how compliance with the rules would be
gained, how can we distinguish which material should be subject to regulation? ie what types of sites and
what types of content on those sites.

5.7 There are some jurisdiction issues with regulating content and advertisements on the internet. The
ASA applies the “country of origin” principle to online advertising. If it is possible to determine that an
advertisement originated in the UK or the company that hosts the advertisement is based in the UK, the
ASA will seek to resolve a complaint. If the advertisement originated outside the UK the ASA may be able
to refer the complaint on to an equivalent regulatory body in the relevant country.39

6. Protection of Children under the Advertising Codes

6.1 The ASA takes its responsibility to protect children from harmful and oVensive advertising seriously.
When the ASA considers a complaint, it must take into account the likely audience or intended audience of
the advertisement; that specifically includes children.

6.2 On top of the general rules that are aimed at protecting all consumers, the Advertising Codes contain
specific rules that provide additional protection for children.

6.3 For example, the Codes prevent “pressure to purchase” tactics from being used in ads aimed at
children. Other rules state that advertisers should not take advantage of the vulnerability or credulity of
children.

6.4 In addition there are specific rules to ensure socially responsible advertising of age restricted products,
such as gambling and alcohol. The rules for these products prevent companies from aiming their ads at
under 18s and from using particular techniques with particular appeal to under 18s.

6.5 The Codes also contain clauses preventing ads from causing widespread or serious oVence, or from
encouraging or condoning anti-social behaviour.

6.6 This is built upon in the children-specific sections of the Codes, which contain rules that stipulate that
marketing communications addressed to, targeted at or featuring children should not contain anything that
is likely to result in their physical mental or moral harm.

6.7 All of the Codes contain rules about ads that are targeted at young people and children. In non-
broadcast advertising, the ASA will take into account where an advertisement has appeared ie the type of
media used and its likely audience. For example, an ad appearing in a magazine or newspaper might be
viewed diVerently than when on a more public space such as a billboard.

6.8 In the non-broadcast media (including online ads), the ASA will make a judgment based on the likely
content of the media in question, as well as the content of the advertisement. The ASA’s judgment takes into
account the appropriate protection of consumers and children from harmful advertising, but without
placing unreasonable restrictions on advertising freedoms.

6.9 All of the Advertising Codes can be viewed at www.cap.org.uk/codes and the relevant sections from
the Codes are listed in the Annex to this submission.

6.10 CAP and BCAP are currently undertaking a full review of all of the Advertising Codes. The draft
Codes are currently expected to be released for public consultation towards the end of 2008.

7. Harmful and Offensive Advertising

7.1 The CAP Codes protect consumers and children by stipulating that marketing communications
should not contain anything that condones or is likely to provoke violence or anti-social behaviour. They
must also not cause fear or distress without good reason or use shocking claims or images merely to attract
attention.

7.2 The ASA has the power to remove an advertisement pending investigation. The ASA has used this
power twice since November 2004 and on both occasions it has been to protect children from harmful
advertising.40

7.3 In terms of violent or oVensive advertising, the judgments that the ASA has to make may sometimes
be diYcult, as some depictions of violence may be acceptable, for example for a charity or public safety
campaign.

39 The ASA is a member of the European Advertising Standards Alliance (EASA www.easa-alliance.org). This is an alliance
of all of the advertising self regulatory bodies across the EU and beyond. EASA co-ordinates cross-border complaints.

40 Tango (November 2004): http://www.asa.org.uk/NR/rdonlyres/C28460CC-0E05-48C3-822B-5DE2C57A6328/0/ASA
Broadcast Advertising Adjudications 24Nov2004.pdf and thepool.com (April 2006): http://www.asa.org.uk/asa/
adjudications/non broadcast/Adjudication!Details.htm?Adjudication id%41194
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7.4 In 2007 there was a significant increase in complaints about violent imagery being used in advertising.
In 2007 the ASA has received 1,879 complaints about 568 ads that depicted or alluded to violence compared
with 1,054 complaints about 254 ads in 2006. In terms of video game advertising the ASA received 156
complaints about 87 advertisements in 2007.

7.5 The ASA seeks to ensure that it is kept fully updated with public concerns and attitudes towards issues
in advertising. It is important that the ASA has the ability to develop and progress with new issues and
concerns as they arise.

7.6 One of the ways in which the ASA monitors the public’s opinion and attitudes is through holding
regular seminars and workshops on issues which have attracted an increasing number of complaints.

7.7 The ASA also undertakes research into people’s attitudes towards advertising and compliance with
the advertising standards codes within specific sectors and media.

8. Conclusion

8.1 The ASA is UK self-regulatory system for ensuring that all ads, wherever they appear are legal,
decent, honest and truthful.

8.2 The ASA protects consumers, children and the vulnerable from potentially harmful advertising both
oZine and online by enforcing the CAP and BCAP Codes.

8.3 Where necessary the ASA is able to act immediately to protect consumers by removing ads pending
investigation.

8.4 Advertising self-regulation is able to adapt quickly and flexibly to changes in the advertising market,
including the use of new technologies.

8.5 The ASA is keen to ensure that advertising self-regulation remains relevant and trusted by consumers
and the industry. We will read the results of the inquiry with great interest.

8.6 The ASA is grateful for having been provided with the opportunity to have input into this inquiry.
If there are any questions arising from this response please do not hesitate to contact me.

January 2008

Memorandum submitted by PPA and AOP UK

Introduction

About PPA

The PPA is the trade body for UK magazine and business and professional media publishers, and in this
role welcomes the opportunity to respond to the Byron Review.

The association’s membership consists of some 500 members who publish or organise over 4,400 products
and services. These include over 2,500 consumer, business and professional magazines. PPA members also
produce a large range of directories and websites, in addition to organising conferences, exhibitions and
awards.

Many PPA members oVer online services, including online versions of print publications and publications
only available online, or through electronic transmission.

This response gives the opinion of PPA members for industry matters and also uses the results of an
informal focus group of students in a South London school (aged 12–15) on attitudes to media use.

About AOP

The UK Association of Online Publishers (AOP) is an industry body representing online publishing
companies that create original, branded, quality content, spanning newspaper and magazine publishing, TV
and radio broadcasting, and pure online media.

AOP formed in 2002, in response to the growth of the internet as a publishing medium, with the pace of
change creating its own challenges: how are publishers to position themselves in the digital age? How will
the users (readers, viewers, listeners, contributors) of the future want to find and use content? Will they be
creating it themselves?

Members include Associated New Media, BBC, BSkyB, Channel 4, CMP Information, CNET Networks,
Condé Nast Interactive, Dennis Interactive, The Economist Group, Emap, Financial Times, Future
Publishing, GCap Media, Guardian Unlimited, Haymarket Publishing, Incisive Media, Independent
Digital, IPC Media, ITV Online, News International, Reed Business Information, Reuters, Telegraph
Media Group, Trinity Mirror, and Which?
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The benefits of the internet

The internet has brought untold benefits to all. Children and young people benefit from access to a wide
range of source materials which entertain them and help them with study and finding out about the world
in general.

A focus group sponsored by the Teenage Magazine Arbitration Panel (TMAP) of students at a London
secondary school suggests that increased access to news sites has younger students (12–13 year olds)
reporting that they read the news regularly. One student with hearing diYculties reported that he was able
to interact better socially with his friends online because via webcam and Messenger he could stay in touch
more eVectively than before. For very young children, use of computers to play appropriate games develops
cognitive skills but also encourages the development of fine motor skills through mouse and keyboard use.

The benefit to society is plain to see, from increased opportunities to give an opinion for anyone who has
access to the web; to activism which is way more eVective in the online environment; to improved
opportunities to buy useful products at competitive rates regardless of whether you live in a metropolis or
on a small Hebridean Island. The world is made smaller by the internet.

The internet has also been the hub for an explosion in creativity. People are producing content via open
source materials, including games, videos, blogs, music, artwork and sharing them with the world.
Community sites are increasingly used to make the internet a major hub for local activity and news.

The benefits to the economy stem from the benefits for society. The UK is increasingly seen by others
internationally as the place for creativity. The creative economy in the UK is worth 7% of GDP—as much
as the financial services industry. This is in no small part down to producers of content online who come
from all sectors of the creative economy—including magazine publishers. Opportunities for skilled and
challenging careers are available now which were not in the past.

Identifying risk and managing it

While content which is clearly illegal should and can be dealt with by existing laws, the PPA is concerned
that the internet should not be subject to censorship of content which is legal.

There has been much discussion of how to deal with “inappropriate” content. We need to be careful about
rushing to define what is meant by “inappropriate”. This is surely something for the individual to decide in
the case of adults and, in the case of children, for their parent or carer to decide.

Technology exists which can be used to filter out content which could be oVensive or inappropriate to
individual users. It is even possible to have settings for each member of the family so that adults in the house
are not bound by the settings for their children.

Unfortunately, industry evidence shows that there is limited take-up of filtering technology. The young
people we interviewed were of the opinion that their parents would probably find it too diYcult to set up,
as they were not as technically “savvy” as their children. Another potential problem could be the legacy of
earlier versions which were less user-friendly. Raising awareness of how easy the technology is to use and
encouraging wider take-up would be a good way to support parents in their decisions about what their
children should access online.

While the PPA understands the call by some sectors of the industry for a system of content rating across
the board, we have some serious concerns about any proposal to rate all content online for the following
reasons:

— Content rating could never cover all sites accessible online (as it would be a self-regulatory or co-
regulatory system applicable to sites based only in the UK) and would therefore not be reliable as
an information source for parents.

— Content online changes on a minute-by-minute basis. Most PPA member sites would have a broad
range of content on oVer. Will this be rated on a piece by piece basis? If not then the eVect would
be that of the most rudimentary filter and could block oV access to quality content for children.

— It is unclear who would be the arbiter of such a system. Currently the BBFC looks at computer
games and OFCOM is studying ratings systems. Press is traditionally an industry which, while
bound by the laws of the land, also self-regulates via the Press Complaints Commission for
editorial content and Code of Advertising Practice for advertising. The inclusion of any other
agency in this lexicon does not seem practical.

— For press products age-rating could be considered as a form of censorship which is contrary to
the principles of a free press, particularly if Government agencies could be involved in setting the
parameters of the system. This seems to contradict all recent Government statements about the
freedom of the press to self-regulate.
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Conclusion

The PPA believes creating a safer environment for online content access can best be achieved through an
extensive, well-targeted education programme for adults and children, which encourages them to use easily-
available filter technology and gives them the information they need about issues such as staying safe in
chat rooms.

This approach, coupled with industry self-regulation (some of it already in place) which is flexible and
can adapt to new developments, is a superior approach to the creation of legislation, which could be obsolete
very quickly in a rapidly developing market.

Finally and most importantly for publishers, there should be no obligatory age-rating of online content,
as this could be diYcult and costly to implement and could be considered a form of censorship.

January 2008

Memorandum submitted by Family Online Safety Institute

The Family Online Safety Institute (FOSI)41 is delighted that the Culture, Media and Sport Committee
saw fit to conduct a new inquiry into the potential risks from harmful material on the Internet and in
video games.

FOSI commends the Committee for looking at the wider eVects of undesirable material online and
recognises the phenomenally huge task that the Committee has undertaken.

It is important too that the Committee will be looking in context at the benefits oVered to consumers of all
age groups and the opportunities provided to the economy by the Internet, video games and mobile phones.

As you will see from our response here, FOSI has been working in this area for almost a decade,
recognising the importance of engaging all stakeholders on all levels, realising the real risks and ultimately
encouraging working together for a safer internet.

FOSI’s last Annual Conference in December 2007, was entitled Rights and Responsibility—Child
Protection in a Web 2.0 World, so as can be ascertained from the title, we covered issues that this and the
recent Byron Review are looking to understand better.

About FOSI

FOSI is an international non-profit organization that actively works to identify and promote best
practices, tools and methods in the field of online safety. The organization facilitates the meeting of thought
leaders in technology, policy and education, culminating in its Annual Conference. FOSI also incorporates
the work and mission of the Internet Content Rating Association (ICRA), the world’s leading content
labeling system for the Internet, providing families with the tools they need to protect their children and
ensuring continued freedom of expression for content providers. FOSI is headquartered in Washington DC
and has additional locations in the UK, Germany and Austria. For more information on FOSI’s work
please see Appendix I.

FOSI is grateful to have the opportunity to respond to the Byron Review and looks forward to seeing the
final report in March 2008.

Overview

In the UK there are now more than 10 million broadband internet connections, providing adults and
children with a great tool that oVers new ways of communicating and playing games, as well as a vast
resource of information and possibilities.

However, as in any walk of life, there are risks attached to using the internet, particularly for children,
who may not be aware of the dangers. These risks include:

— children accessing inappropriate or adult content;

— solicitation by sexual predators in chat rooms and by email;

— online or cyber bullying or harassment;

— piracy of software, music or video;

— disclosure of personal information;

— spy-ware and viruses;

— excessive commercialism: advertising and product-related websites, and

— illegal downloads, such as copyright-protected music files.

41 FOSI is formerly known as ICRA, the Internet Content Rating Association.
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Threats to Minors Online

Children accessing inappropriate or adult content

One of the areas that is becoming apparent and is only now beginning to be understood, is the eVect of
children viewing inappropriate material on the internet that is adult, sexual, hateful or violent in nature, or
encourages activities that are dangerous or illegal. There were 63.4 million unique visitors to adult websites
in December of 2005 and the largest group of viewers of internet pornography is children between ages 12
and 17.42, 43

Children often seek out such material using search engines, but may also come across it on the Web via
chatrooms, email or even instant messaging if they’re not looking for it. A testimony by a leading US
academic highlighted the dramatic social eVects of minors viewing adult content, suggesting that it
prevented people from forming proper relationships.44

Social network sites and chatrooms

A topic that has been covered in the press is when people create a new online identity. People can be
anyone they choose to be when they’re online, so adults can pretend to be children and vice versa. As a result,
when you meet people in chat rooms or interactive games, you never know who you’re talking to, but may
swap information or arrange to meet, which is dangerous, as you never know who it is you’re chatting to.

Paedophiles may use chatrooms, online games, email, and instant messages to gain a child’s confidence
and then arrange a face-to-face meeting.

FOSI certainly believes that education through schools, parents and teachers is one of the best ways to
tackle the responsibility of an individual while online—internet safety education should be as widespread
as the “stranger danger” message that children are taught at home and in schools.

There is a perception that tools cannot help in the fight against grooming. Not so. Companies like Crisp
Thinking are developing and improving tools that can detect grooming. This is done not by analysing what
they type but how they behave. How long they wait in the chat room before joining a conversation, how
long before they invite another user into a private chat room and so on.

Online harassment and cyber bullying

Although a relatively new phenomenon, many children now report having received messages via chat,
online games, email or SMS that are belligerent, demeaning, or harassing. Online bullies are typically other
young people and more than 10% of UK teenagers said they had been bullied online, and 24% knew a
victim.45

Parents have taken the following steps to protect their children online:

— 83% had installed Anti-Virus software;

— 69% of parents said that their PC is in a public room;

— 58% said that they supervised their children’s internet usage;

— 37% said that they had implemented password protection;

— 29% had installed parental controls from their ISP;

— 27% are using content control software, and

— only 1% of customers stated that they had taken no steps.

Parental controls

— 45% of parents have implemented parental controls or content controls;

— 32% of parents that had not implemented parental controls or content controls supervised their
child’s access, and

— 15% of parents have moved the PC to a shared room.

42 comScore Media Metrix, January 2006.
43 Family Safe Media, 15 December 2005.
44 Prepared testimony by Professor James B Weaver III at the US Senate Commerce, Science and Transportation hearing on

protecting Children on the Internet, 19 January 2006.
45 MSN/YouGov survey, March 2006.
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General

— 88% of parents believed that the ISP parental controls were eVective, and

— 87% of parents believed that the content control software was eVective.46

In an attempt to keep their families safe in an online environment, almost half of parents have put some
type of control on what their children are allowed to view; many parents view the material themselves in
order to maintain a safe environment for their kids, as one can see from the percentages above.

With the clear growing number of reported cases of threats to minors online, the amount of protection
that parents seek from industry and government also grows. FOSI believes therefore that the oVering of
tools to parents are certainly an essential part of the solution, but again alongside a culture of responsibility
that needs to be encouraged by all stakeholders, from the child and its parent at home to the teacher at school
and by government, children’s charities and industry.

The FOSI Response to the Challenge of Online Safety

So what can be done? How can users enjoy a better online experience? How can children be guided towards the
best of the Internet and how can we make it less likely that they’ll become victim to the pitfalls?

FOSI is not only a child protection advocate but it also is shaping online technology. Through its
membership of the World Wide Web Consortium it chairs the Protocol for Web Description Resources
Working Group (POWDER).47, 48 This new technology is designed to make it easy to identify websites
that meet specific criteria such as those that:

— have high quality educational content;

— are accessible to users with visual impairment or reduced physical movement;

— will function eVectively on mobile devices;

— are medically or scientifically accurate;

— are licensed for free access;

— are about a specific subject, and

— are child safe.

These are all positive descriptions that can be identified and authenticated by machines that aggregate
content and deliver it to users with specific preferences. Most of the use cases are centred on the self-interest
of the content provider—that is, the aim is to create a commercial incentive to declare where the “good”
content is (and it is up to the user or service provider to define what “good” means).49

POWDER is closely tied in with a project co-funded by the European Union’s Safer Internet Programme,
called Quatro Plus. This will make it easy for trustmark operators to make their seals of approval machine
detectable and to automate the “click to verify” system which currently relies on the end user noticing the
logo and clicking it to find out if it is genuine. After Quatro, search engines and others will, if they choose,
be able to use authenticated trustmarks and other descriptions to improve their services.

In this way FOSI believes that it will be much easier for content and service providers alike to “do the right
thing” alongside the continuing eVorts to help prevent them and their users from doing the wrong thing.

POWDER and Quatro Plus will be rolled out in the first half of 2008 and FOSI will use these technologies
for its ICRA labelling system.

ICRA Labelling and the Future

The ICRA system was established in 2000 to oVer content providers a means of declaring whether certain
types of content are or are not present on their websites. In the original model, the machine-readable code
that content providers attach to their material is then read directly by a filter through which parents can
choose what types of content they do or don’t wish their children to access. This system survives through
tools like our free ICRAplus filter and the Content Advisor function in Internet Explorer.

However, FOSI recognises that this is at best a partial solution. The technical developments outlined
above are part of the ongoing evolution of the system but there is more to do. During 2008, as POWDER
is adopted as the new technological base, we will be encouraging the online community as a whole to use
the ICRA vocabulary to describe any website they wish.50 These descriptions—in eVect user-generated tags
with controlled vocabulary terms—may be used directly in filters but, as we have seen with the existing
system, they may also be used indirectly by the filtering companies. Many filter software providers use ICRA

46 GFK, using a base of 502 parents with children aged six to 16.
47 http://www.w3.org
48 http://www.w3.org/2007/powder/
49 http://www.w3.org/TR/powder-use-cases/
50 http://www.icra.org/vocabulary/
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labels, where found, to help them to compile their database of websites and we expect this to become more
important with the advent of POWDER which can be used for a whole raft of content selection and
promotion systems.

In addition to the user-generated ICRA labels, we will continue to oVer the ICRAchecked service. The
core ICRA model encourages content providers to label their own material. In response to concerns about
mislabelling, FOSI introduced the ICRAchecked service in which the label is compared with the content it
describes and, if found to be accurate, is added to the database of ICRAchecked websites. The system finds
expression in the Custom Search Engine on the FOSI website that oVers age-based ratings for websites that
are ICRAchecked.51

An important feature of the ICRA vocabulary is that it is designed to be as neutral, objective and
international as possible. Like the PEGI game rating system, its strength is that it is designed to be
understood by consumers from many countries. Indeed, likely future uses of POWDER and Quatro Plus
are the PEGI Online and BBFC Online trustmarks that allow users to see that, if a game or move on that
site shows a PEGI or BBFC rating, then it is done with the full knowledge and approval of the relevant body.

Conclusion

There is currently no one solution to protect children online. Technology, education, regulation and self-
regulation all have their part to play. The internet is a new phenomenon, which whilst being a great tool for
everyone is presenting new risks, especially for children. The challenge we all face is to find the right balance
between fear of harm and the benefits of tapping into everything the Internet has to oVer.

The problem used to be just what children could see or download from the Internet, but now there is the
issue of what they can upload about themselves and others, and what they might come across in an
interactive online game that also has social networking site capabilities, such as Sony’s new game “home.”

There are continuing headlines over social networking sites like Facebook, MySpace and Bebo, but these
are only the tip of the iceberg, with the use of mobile phones, webcams and digital cameras to document
and publish the intimate details of children’s lives is an emerging problem.

We used to talk about gatekeepers, walled gardens and corporate social responsibilities. However, these
notions are diYcult to translate into the new multimedia world. The biggest players have already started the
ball rolling, but for newer services, from search through social networking to online gaming, it’s simply not
feasible to review all content.

There are already many systems and tools, such as ICRA and parental control filters, but these need to
be combined with other tools such artificial intelligence, URL blocking lists, word and image screening to
piece together a comprehensive method to block unwanted material. On the flip side, it is in everyone’s
interest to promote the best of the Internet, to celebrate its diversity and opportunity and to make it easy
for everyone to have a positive online experience.

The most important thing about tools is that people have to use them in order for them to be eVective.
Not just use them but understand what they can and cannot do. The famous recent case of a 16-year-old
Australian “cracking the government approved filter” made headlines around the world.52 What is less well
known is how he did it—he guessed his Mum’s password. No technical skill required. This is where FOSI
believes education plays a role, but the message has to be consistent. There is currently no one single public
education message that will deal with this issue. Unlike the very simple “Smoking Kills” health warnings on
cigarettes, messages must be created and directed separately at parents, teachers, and children, across a wide
range of ages, socio-economic groups and abilities.

Parents must also begin to show an interest in the Internet and be aware that simple slip of the keyboard
or an innocent online search can take them oV into areas that they would never allow them to go in the
“real” world.

A common theme in FOSI’s work is to focus on the best of the Internet. Any discussion of online safety
inevitably focuses on the negative aspects that can all too easily lead to a feeling of it being a “bad thing”
and something from which everyone, children in particular, must be protected. On the contrary, it is a space
where creativity can find expression, where people can communicate for the better and come into contact
with the full richness of human endeavour and experience. It is to be applauded and encouraged, not
denigrated and its proponents castigated.

This is an international issue and one where the goals continually shift as new technologies and services
rapidly appear. As yet there is no silver bullet to make the internet entirely safe, but each party is
contributing to make the online world a safer place for children.

February 2008

51 http://checked.icra.org/search/
52 http://www.news.com.au/story/0,23599,22304224-2,00.html
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Memorandum submitted by PAPYRUS

Internet Related Suicide

Three recent developments have given fresh impetus to the need for action to regulate suicide websites

A1. The Law Commission reported existing law “adequate” in 2006. However, two recent cases of direct
online promotion of suicide have failed to be brought before a jury due to the limitation of the 1961 Suicide
Act. In the case of R v Howes—despite considerable attempts to groom for suicide, the case failed and the
judge expressed “the greatest unease” but found himself “bound in law” (April 2007). The second case if
Kevin Whitrick (March 2007) who died while filming himself online and being “encouraged” by a number
of people. The police did not prosecute.

We believe that these cases clearly indicate a weakness in existing legislation.

The second report of the Law Commission Participating in Crime deals with revision of language and we
believe will not make any substantive diVerence to bringing cases to court.

A2. PAPYRUS has recorded 30 cases of suicide in the UK since 2001 in which the internet has played a
significant role by providing detail of method and also direct encouragement through chatrooms. Eight of
these cases are under 18 years, the youngest just 13 years old. Two additional cases of attempted suicide after
accessing Internet sites have resulted in serious brain damage. These young people were not protected by
current legislation.

A3. A YouGov survey in January 2008 demonstrated overwhelming public support (81%) across age
ranges, social groups and geographical regions for the law to be amended to ensure it is illegal to groom
young people online to take their own lives. This is in addition to two petitions presented to Downing Street.

In View of the Above could the Government Respond to the Following?

B1. Does the government still consider the law an adequate protection for the young and vulnerable and
if so what evidence is there to support their view?

B2. How many cases of successful prosecution for online promotion of suicide have there been?

B3. The government has promised to “Look carefully at the Law Commission recommendations . . . to
consider if they make it easier to catch the sort of sites and behaviour that are causing concern”. When will
a decision be made?

B4. The Suicide Prevention Strategy for England aims to reduce suicide by 20% by 2010 but currently it
looks unlikely that this aim will be achieved. Will the government consider a revision of legislation to assist
the work of the Suicide Prevention Strategy for England?

B5. Non-legislative ways of reducing Internet related suicide promoted by the government, the industry
and other groups appear to be failing. Kite marking schemes and classification of video games are to be
welcomed but they will not help to regulate online suicide promotion. If a revision of the law is rejected,
what other initiatives can they suggest?

B6. Australia has legislated to make the online promotion of suicide very much more diYcult and the UK
government indicated that they would monitor its eVectiveness. What has been the result of that monitoring?

B7. Would the government also look at the situation in Japan where the combined eVorts of government,
ISPs and police has significantly reduced Internet related suicide.

B8. Will the government consider establishing an independent body to review complaints about life
threatening Internet sites originating outside the UK, with the power to instruct ISPs to take them down?

B9. In view of the continuing loss of young life to Internet related suicide, the considerable public support
for a review of legislation, concern expressed by the judge in the Howe’s case, and calls for action by
Coroners, would the Secretary of State be willing to meet with PAPYRUS to consider how we can move
forward on this issue?

February 2008

Supplementary memorandum from Entertainment Retailers Association

The BBFC have proven themselves commercial and eVective in the film space and I have no reason to
believe they would not do so in the games space. This is not to say the BBFC might not have to adopt
diVerent systems of review for games or adopt diVerent cost bases but both these factors are surmountable.
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The “European” nature of PEGI is meaningless, the only two systems which are relevant are a UK system
or a global system. The BBFC also operates an online version and we exist in a world where technology will
allow those who wish to use a ratings system to implement this.

The most important factor remains that the BBFC system is already understood by consumers and
therefore requires considerably less consumer education to make it eVective for games.

As our submission makes clear retail (and consumers) require a single system which is:

— understood;

— mandatory; and

— global.

Whilst neither the BBFC system nor PEGI meet all our requirements we believe the Bbfc system requires
less work than PEGI to meet consumer needs. Please also bear in mind that whatever is decided for games,
BBFC ratings still exist for film, so retail will need to continue to operate two systems.

It would be possible to implement a system whereby PEGI rate but BBFC logos are used, thereby
maintaining the benefits of a pan-European system but introducing consumer clarity on ratings.

May 2008

Supplementary memorandum from ELSPA

Further to your conversation with Phil Snape please find the attached YouGov survey commissioned on
behalf of ELSPA. Please note that this is very important new evidence which ELSPA would like to be given
due consideration by the Committee.

The survey was commissioned in reaction to the view of the “perceived importance” of employing a
classification system for video games which the public are familiar with. Indeed Dr Byron cites in her findings
that one of the main reasons she sides with the BBFC over PEGI is due to awareness of the BBFC.
Furthermore, from reading the transcripts of the Select Committee evidence sessions, it appears that this
view may also be shared by some members of the Committee.

ELSPA and its members have long held the view that the awareness argument is something of a “red
herring”. That the UK public are perfectly able, when seeing a roundel with a number in it, to reason that
this number refers to the age at which one can legally purchase a game and/or the suitability of the game
for whom it is intended, regardless of branding or system.

To enable this view to be independently assessed ELSPA commissioned three surveys via the marketing
company “YouGov”, which asked the same question to three diVerent sets of people (all of which accurately
reflect the demographic of the UK public). Each survey asks the public to look at the “18” roundel on a box
game and ask what they think the number refers to. The roundels in question are those of the BBFC, PEGI
and another called the United Kingdom Ratings Board (UKRB), which is factious board made up by
ELSPA.

As you can see from the results, regardless of the roundel, the vast majority of the UK public see an age
roundel and know that it refers to the legal age at which one can buy a game and/or age suitability—
regardless of the branding or classification system employed. Therefore we hope that this goes a long way
to address the “awareness” argument and the concerns of the Committee.

Further to this, you will notice that one of the surveys also discusses that the UK currently employs a
hybrid British and Pan European system and asks how important it is that the UK employ a single system
which is in line with Europe. As you will see a statistically significant 67% feel that it is either very or quite
important that the UK employs a single, Pan European system.

You will note that the surveys are sent to you in simplified format. Should you wish to see them in their
original format then please let me know.

ELSPA would like to thank the Committee for accepting the above to support its original oral and written
evidence to the DCMS Select Committee inquiry into games and the Internet.



Processed: 25-07-2008 00:12:32 Page Layout: COENEW [O] PPSysB Job: 399601 Unit: PAG1

Culture, Media and Sport Committee: Evidence Ev 401

YouGov SURVEY RESULTS JUNE 2008

Survey 1—United Kingdom Ratings Board
5–9 June 2008
BASE: All GB Adults

Sample Size—1,968

We would like you to think about video games (ie those games which are played using a games console
(Playstation, Xbox, GameCube, Game Boy, Wii, etc.) and/or PC) . . .

How regularly, if at all, do you play video games?

At least once a day—6%
Six times a week—2%
A few times a week—11%
Twice a week—4%
Once a week—4%
Once a fortnight—4%
Once a month—5%
Less often than once a month—17%
Never—47%

Please look at the picture of a video game shown above. In the bottom left hand corner of the image there is a
number. What do you think this number refers to? [Please tick all that apply]

The legal age for purchasing the game—78%
Game suitability—31%
Skill level guidance—1%
Cost of the game—0
None of the above—1%
Don’t know—2%

Survey 2—British Board of Film Classification
5–9 June 2008
BASE: All GB Adults

Sample Size—2,046

We would like you to think about video games (ie those games which are played using a games console
(Playstation, Xbox, GameCube, Game Boy, Wii, etc) and/or PC) . . .

How regularly, if at all, do you play video games?

At least once a day—7%
Six times a week—1%
A few times a week—11%
Twice a week—4%
Once a week—5%
Once a fortnight—3%
Once a month—5%
Less often than once a month—15%
Never—48%

Please look at the picture of a video game shown above. In the bottom left hand corner of the image there is a
number. What do you think this number refers to? [Please tick all that apply]

The legal age for purchasing the game— 81%
Game suitability—32%
Skill level guidance—0
Cost of the game—0
None of the above—0
Don’t know—2%
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Currently there is an age classification system for games, which is used throughout Europe. However, in the
UK we use a hybrid system that also involves the British Board of Film Classification.

How important do you think it is that we use a single rating system which is consistent with that of Europe?

Very important—31%
Quite important—36%
Not very important—17%
Not at all important—10%
Don’t know—6%

Survey 3—Pan European Games Information
5–9 June 2008
BASE: All GB Adults

We would like you to think about video games (ie those games which are played using a games console
(Playstation, Xbox, GameCube, Game Boy, Wii, etc) and/or PC) . . .

How regularly, if at all, do you play video games?

At least once a day—7%
Six times a week—2%
A few times a week—10%
Twice a week—4%
Once a week—5%
Once a fortnight—4%
Once a month—6%
Less often than once a month—14%
Never—48%

Please look at the picture of a video game shown above. In the bottom left hand corner of the image there is a
number. What do you think this number refers to?

Tick all that apply

The legal age for purchasing the game—72%
Game suitability—38%
Skill level guidance—0
Cost of the game—0
None of the above—1%
Don’t know—3%

Thinking just about the NUMBER in the BOTTOM LEFT HAND CORNER of the image, and not the game
itself . . .

Have you ever seen this logo before?

Yes, definitely—43%
Yes, I think so—29%
No—20%
Don’t know—8%

Supplementary memorandum submitted by the Home OYce

Following the hearing on 14 May, I am writing to provide answers to the questions raised by the
Committee regarding funding for the protection of children online. I would like to apologise for the delay
in responding.

You asked firstly for a breakdown of funding for the Child Exploitation and Online Protection Centre
(CEOP) in both 2007–08 and 2008–09, identifying separately contributions from diVerent government
departments, industry and others (see Q 614 to 616 of the transcript). I can provide you with the following
information on this area.

For 2007–08 the Home OYce provided £5.65 million, which was supplemented by £3.19 million in cash
and kind from a variety of sources, including government departments, charities and industry. The final
breakdown of these figures is not yet available, as they form part of the overall SOCA accounts, which are
due for publication shortly. I will write to you with the detailed figures once these accounts have been
published.
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For 2008–09, the Home OYce has provided a budget of £5.77 million, but the figures for other
government departments, charities and industry are not yet available, and will only be calculated once the
accounts for 2008–09 have been closed.

Secondly, you asked for a breakdown of government spending on internet-related child safety and
protection, as requested by Paul Farrelly MP at Q 616.

The Home OYce spending in this area is focussed on CEOP, and the figures given above cover this
department. DCMS have stated that they do not provide funding for work in this area. I will write to you
with information on the spending by DCSF once it is available.

May I once again thank the Committee for their interest in these matters and apologise for the delay in
responding.

July 2008
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