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Oral evidence

Taken before the Transport Committee

on Wednesday 3 May 2006

Members present

Mrs Gwyneth Dunwoody, in the Chair

Mrs Louise Ellman Graham Stringer
Mr Robert Goodwill Mr David Wilshire
Mr Eric Martlew

Witness: Sir Richard Mottram GCB, Security & Intelligence Co-ordinator, Cabinet OYce, gave evidence.

Chairman: Just a little bit of housekeeping before we
begin. Members having an interest to declare?
Mr Martlew: Member of the Transport & General
Workers’ Union and member of the GMB.
Chairman: Member of ASLEF.
Mrs Ellman: Member of the Transport & General
Workers’ Union.

Q1 Chairman: Sir Richard, welcome, we are always
delighted to see you. Perhaps you would be kind
enough to identify yourself for the record.
Sir Richard Mottram: I am Richard Mottram and I
am the Security & Intelligence Co-ordinator in the
Cabinet OYce.

Q2 Chairman: Did you have something you wanted
to say first?
Sir Richard Mottram: Not particularly, other than I
suppose to say—and I will say it—two things really.
One is if we get into areas around the threat we face,
obviously I shall need to be rather general and
insofar as you want to talk about what happened last
July, I would only intend to talk about 7 July.

Q3 Chairman: I think we understand the constraints,
Sir Richard, but you will also understand that we
really want to get this on the record. The diYculties
about parameters are not only fully understood but
we will try and stick within the game.
Sir Richard Mottram: Yes, of course.

Q4 Chairman: You have got very important
responsibilities for intelligence, security and
national emergency planning. Do you want to tell us
what they entail?
Sir Richard Mottram: Yes. I can explain how this
relates to the work of other departments if would
like me to afterwards, Chairman, but I account to
the Prime Minister and I am responsible for ensuring
that the Government’s counter-terrorism strategy is
both eVective as a strategy and is delivered. I am
responsible for leading on the civil contingencies
arrangements within central government and the
framework as that applies elsewhere. I am the
accounting oYcer for the intelligence agencies and in
that role I have a responsibility for how eVectively
they work together but not for their operations. I am
also the Chairman of the Joint Intelligence

Committee and therefore I am responsible for the
eVectiveness of the Government’s intelligence
machinery in producing strategic assessments for
ministers and others, amongst other things.

Q5 Chairman: Well, that is certainly an interesting
brief. You mentioned the way in which all of the
services work together. Sir Andrew Turnbull said
the UK’s gap around what the Americans call
“homeland security” was a real one.
Sir Richard Mottram: There are diVerent choices
you can make about how you organise in relation to
this range of things. In the case of the American
Government they chose, post 9/11, to put a number
of their capabilities together in a single, large
organisation. If you do that I think you have the
benefit that it is all inside an organisational
boundary. You have the potential disbenefit that it
can be a very large organisation. In the case of the
British Government—and I am aware that this is
potentially a party political issue so I will be careful
in what I say—they believe that the right way to
organise in this area is to ensure that at both
ministerial and oYcial level there is eVective co-
ordination and clear accountability for who is going
to do what. Essentially, I am responsible for
ensuring that that whole machine works. In
exercising that responsibility I work both to the
Prime Minister and I have a good relationship with
the Home Secretary who, as I think you will have
seen from the document I sent you, also has a very
important role in relation to these things. I do not
think that the way in which we are organised itself
creates any insuperable issues. There obviously are
some major issues about ensuring we are driving
forward the things we need to do, but whatever
organisation you have, in my view, there would
always be problems in doing that.

Q6 Chairman: Am I to take it that you are saying you
are directly accountable to the Prime Minister?
Sir Richard Mottram: I am, yes.

Q7 Chairman: Could you also tell us whatyour goals
or targets are in taking the work forward?
Sir Richard Mottram: In relation to the counter-
terrorism strategy, what essentially we have is an
approach which is designed to focus on all the
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elements that are relevant. We have a set of goals
around seeking to prevent terrorism, a set of goals
around pursuing terrorists, a set of goals around
protecting should there be a terrorist attack, and a
set of goals around preparing for the consequences
of an attack. In the last case those are part of our
wider emergency planning arrangements. I think
what has been happening in relation to the strategy
is that as it has evolved over the last three years more
emphasis has probably been placed on the
prevention element. That would be a big focus of
attention now, for example. Below the level of the
strategy, which is a very high-level thing with these
four big labels and objectives relating to them, what
we then have is a set of programmes, and each of
those programmes has a lead senior responsible
owner, in the jargon which will be very familiar to
you, and we have performance management
arrangements to ensure that what we say we are
going to deliver we will deliver. What I would then
say, however, and would want to emphasise is that
this is a piece of work in progress so it is not a
finished product, it is not a product that does not
change. Our aim is to have a series of programmes
and as we make progress, they drop oV our planning
and we add new things. So it is a developing strategy
with a programme that goes with that, and the
programme is allocated out to departments and
agencies to deliver. A last point—the role of the
Cabinet OYce is to ensure that it all fits together and
to ensure that the commitments people have entered
into are actually delivered.

Q8 Chairman: That is the important point, is it not,
because you can be satisfied that the structure is all
right but how can you be certain that the
programmes are delivering what you want at the
speed that you want it?
Sir Richard Mottram: Essentially by setting realistic
but stretching targets for what we want and then a
standardised reporting procedure for how people
are getting on, and that is what we have put in place.

Q9 Mr Wilshire: Specifically on something you said
in describing your job, you have explained the
objectives, the strategies, the plans, the roles and you
have described this big machine and then you said
that you were responsible for making the machine
work. How do you personally actually go about
your job?
Sir Richard Mottram: How do I go about my job?
Essentially what we have is a framework. We are just
concentrating for the moment obviously on the
counter-terrorism bit. Each of the key components
of the counter-terrorism programme has a group of
people who are working to deliver it and essentially
a programme board that delivers against that set of
considerations. Above that, we have a programme
board for the whole of the strategy. That in turn
reports to a ministerial committee chaired by the
Prime Minister or in relation to some of what we do
a ministerial committee chaired by the Home
Secretary. So I see my job as trying to ensure that the
strategy is coherent, which means thinking about the
nature of the threats, thinking about the responses,

thinking about the resourcing, encouraging others
to play their part, and having fairly light-handed
(because this is not a vast bureaucracy that we have
in the Cabinet OYce, it quite a small team that has
just been expanded a little but it is still very, very
small) performance management arrangements at
the centre. What we say to departments is, “We want
you to monitor your performance and we will use the
same data centrally that you are generating in your
department.” We expect each department to have
performance management arrangements of the kind
you have talked to the Department for Transport
about more generally. Then that is all shared with us
at a reasonably high level and we seek to identify the
areas that are going well and the areas that are not
going well. If there is an area that is not going well,
obviously I would deal with that either in a smaller
group or bilaterally or whatever.

Q10 Mr Wilshire: You have portrayed an image of
you sitting in your oYce thinking and using data.
Sir Richard Mottram: Which is not normally like
me!

Q11 Mr Wilshire: Can you tell us what data you use
and how you personally use it?
Sir Richard Mottram: I do not spend my time sitting
in my oYce thinking. I spend my time out and about
meeting people and also talking to people. I do not
sit with a wet towel in front of a computer. The data
that we have is essentially standard RAG ratings of
performance against milestones, so what are the
targets we have set; what are the milestones, how are
we performing against them.

Q12 Mr Wilshire: And how are you performing
against them?
Sir Richard Mottram: I would say that there is
significant progress being made but the nature of this
problem makes it a very diYcult one for government
to deal with. As I think I explain in the
memorandum, we are not confident, we are not
guaranteeing, we are not suggesting that we have a
strategy or a set of programmes that can eliminate
the terrorist risk in this country.

Q13 Mr Wilshire: What milestones have you not
gone past yet? Where are your shortcomings?
Sir Richard Mottram: In relation to individual areas
of the work, obviously there are all sorts of issues
where we can do more or we can do better.

Q14 Mr Wilshire: Such as?
Sir Richard Mottram: For example, we need a better
understanding of the nature of the threat that we
face. We need to strengthen aspects of protective
security insofar as we can, some of the issues that
your Committee has been looking at in relation to
transport. These are intrinsically very diYcult
things.

Q15 Mrs Ellman: Would you regard the attacks on
7 and 21 July last year as grave failures of security?
Sir Richard Mottram: I would rather not talk about
21 July.
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Q16 Mrs Ellman: 7 July.
Sir Richard Mottram: Would I regard them as a
grave failure of security? No, I would not in the sense
that—and this is obviously open to great
misinterpretation—I think it would be unreasonable
to expect that the security authorities could have
oVered absolute protection against the terrorist
threat that we face, and therefore insofar as that
threat manifested itself, I would not myself regard
that as a failure. Obviously what I would regard it as
is a matter of very serious concern to seek to learn
the lessons from it, but I do not regard it as a
failure, no.

Q17 Mrs Ellman: What about a failure of
intelligence?
Sir Richard Mottram: In relation to intelligence I do
not regard it as a failure of intelligence, but the
intelligence aspects of 7 July are in fact being
considered by the Intelligence and Security
Committee and they will be reporting on that aspect
fairly shortly.

Q18 Chairman: Is that the ministerial committee?
Sir Richard Mottram: That is the parliamentary one
led by Paul Murphy, the Intelligence and Security
Committee.

Q19 Chairman: Has it met recently?
Sir Richard Mottram: That Committee? Yes, it
meets very regularly. That is the independent
scrutiny committee I am talking about, Chairman,
not the ministerial committee.

Q20 Chairman: No, I see. Thank you.
Sir Richard Mottram: And the Intelligence and
Security Committee will be publishing a report on
intelligence in relation to 7 July shortly and I would
rather leave it to them, I think.

Q21 Mrs Ellman: There has been an awareness of
security issues concerning aviation for a long time
but would you say that until that July attack there
was not enough attention given to security issues on
other modes of transport?
Sir Richard Mottram: No, I would not say that.
What I think is quite clear is that for a number of
years we had recognised the risks to other modes of
transport and I think you can see that that was
reflected in a number of changes that were made. So
the 7 July attack was in a form and of a nature that
did not come as a bolt from the blue that had never
been assessed as a possibility.

Q22 Mrs Ellman: What would you say has changed
since 7 July in terms of both intelligence and
security?
Sir Richard Mottram: In terms of intelligence, what
has happened since 7 July—and this is again an
illustration of the point I was just making—is that
the Government and the security agencies have
redoubled their eVorts in relation to plans that had
been formulated well before 7 July. If I can just take
you back through a little bit of history. The history
is that post 9/11 there was a recognition that the

security threat to this country was changing and the
Government took a set of decisions to invest more
money, for example in the intelligence agencies, and
very significant further sums were made available to
the Security Service, which is engaged in a very
substantial expansion. Provision was also made—
and this is pre July—for investment in other parts of
our intelligence agencies, for example. Post July, we
have not shifted our focus or rethought what it is we
are trying to do. What has essentially been agreed is
that the Government has provided still more money
for the intelligence agencies and that is being
invested over the period 2007–08 in rolling out more
quickly some of the changes and adding on
capability, but again within the same broad strategy.
The Home Secretary has focused additional
resources in the area of the Police and the Special
Branch and so on, and obviously there has been a
review, and I think the Mayor of London is one of
those who is carrying out a review but there was a
whole series of reviews on what were the lessons of 7
July and what do they tell us about every aspect of
our counter-terrorist and emergency planning
capability. Across the piece I think you can see
people doing that.

Q23 Mrs Ellman: Are you satisfied with the level of
resources invested now in intelligence, security and
the Police? By resources I mean finance but also
human resources.
Sir Richard Mottram: I can speak for the intelligence
agencies because I have accountability for them.
Again, this is an area that is being explored by the
Intelligence and Security Committee and therefore I
think their views on this are very important, but, yes,
my own view would be that I am satisfied with the
resources that are being provided there. In relation
to the Police, that is fundamentally a matter for the
Home Secretary. I think he has been looking at
priorities within Police investment. He has been
looking at priorities within the Home OYce’s
budget. They are matters for him and I would not
comment on them, but do not take my absence of
comment as implying that I do not support what he
is doing.

Q24 Mrs Ellman: But you do report in part to the
Home Secretary.
Sir Richard Mottram: I do but I do not have any
responsibility for the resourcing of the Police. Those
are matters for the Home OYce.

Q25 Chairman: It is not the same thing as not
knowing though, is it? It is quite comforting not to
have responsibility but also to know. Do you know?
Sir Richard Mottram: Do I know?

Q26 Chairman: Do you know whether the resources
are adequate and whether the Police are concerned?
Sir Richard Mottram: I think you are probably
going to ask the Police. My hunch would be that the
Police would say that if they could have more
resources that would be a good thing. We have to be
realistic. The Government has a whole set of
priorities. In the case of the intelligence agencies
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there are—and this comes also to your question—
issues about just how quickly some of these changes
can realistically be implemented. There is no use the
Government giving us money that they could not
spend. I think the position is that some of the
capabilities of the intelligence agencies are really
being expanded at about the fastest rate that we can
do, and that again comes to your question about if
you are taking on new people you have got to recruit
them and you have got to train them before you
deploy them, and you have to ensure that that does
not completely unbalance your organisation. I think
that each of the heads of the intelligence agencies has
been thinking about those balances. If they were
here—and I am happy to speak for them and I can
speak for them with confidence on this subject—I
think that they would say they are reasonably
resourced in relation to the problem, recognising
that we are not oVering absolute guarantees of
success.

Q27 Mrs Ellman: Are you satisfied with the
resources that have been made available to change
the nature of, say, training or recruitment if the
situation changed? Do you think you would have
access to suYcient resources?
Sir Richard Mottram: In relation to?

Q28 Mrs Ellman: The finance generally in terms of
type of training required, of getting the resources
needed to do the training?
Sir Richard Mottram: I see. If we are talking about
the intelligence agencies—and I will come to others
in a minute—over the current Comprehensive
Spending Review period to 2007–08, the
Government reviewed the resources that it wished to
make available after 7 July and additional provision
was made. That additional provision covered the
highest priorities that we had identified. I am
satisfied that is a reasonable amount. When we look
beyond that point that is an issue for the
Comprehensive Spending Review. The budgets for
the intelligence agencies have not yet been settled.
That will be discussed over the next year with the
Treasury. In relation to the Police, as I say, the
Home Secretary made an announcement which
involved additional resources for Special Branch as
part of the way in which that capability is being
developed. An important priority—and we are
slightly narrowly focused here but I will widen it out
in a second—is to ensure that as those additional
sums are invested in the Police and as they are
invested in the Security Service there is eVective co-
operation between those two organisations and that
is very much on their agenda, and I am satisfied that
they are focused on it.

Q29 Mrs Ellman: What kinds of assessments would
you make of the current position concerning the
threat from terrorism?
Sir Richard Mottram: In general terms, I could
characterise the threat from terrorism as being very
high. So I think we face a high threat. It has a
number of diVerent potential characteristics.
Obviously there is a potential threat from British

nationals; there is a potential threat from foreign
nationals based in this country; there is a potential
threat from foreign nationals based in other
countries, and this is, I think, a very serious
situation.

Q30 Mrs Ellman: How serious is the threat from
people in this country?
Sir Richard Mottram: It is diYcult to judge the full
extent of it, but I thinkexperience would suggest that
it is obviously very serious.

Q31 Mrs Ellman: How do you see the threat to our
transport systems? Is that a particular problem?
Sir Richard Mottram: I think that is a particular
problem because of the particular form of terrorism
which is the threat that we now face, which is
essentially international terrorism linked in diVerent
ways, sometimes directly, sometimes rather more
loosely, to an Islamist extremism, al-Qaeda, that
sort of threat, and it is quite clear that one of the
manifestations of that threat is to target transport
systems and crowded places and essentially to opt
for indiscriminate forms of attack.

Q32 Mrs Ellman: Are you satisfied that suYcient
attention is given to all modes of transport in this
and that aviation is not seen as the only area at risk?
Sir Richard Mottram: I think so because that would
be one of the striking changes over the last few years
in relation to the way the Department for Transport
thinks about the issue. Their focus is now multi-
modal and I think that there is every evidence that
they are addressing those risks. Given that there
have been both the Madrid attack and the attack on
the London Underground, I think inevitably that
sharpness your focus on those sorts of risks.

Q33 Graham Stringer: Can you tell us when the
Home OYce’s narrative on the July bombings will
be available?
Sir Richard Mottram: I cannot say definitely but
what I could say is shortly, I think.

Q34 Graham Stringer: Does that mean before the
end of July?
Sir Richard Mottram: Before the end of July? I think
it does mean before the end of July, yes.

Q35 Graham Stringer: Can you explain to us what is
the diVerence between a narrative and a full-scale
report following an investigation?
Sir Richard Mottram: I think that what is intended
to be published, although it goes under “narrative”,
is an oYcial account of what happened on 7 July and
therefore a full account of what we think happened
on 7 July, subject only to considerations around,
say, sub judice aspects or other sensitive issues, so the
aim is to give people what they want, which is an
understanding as far as the Government knows of
the events leading up to and what happened on the
day of 7 July.
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Q36 Graham Stringer: That would be no diVerent
from an independent inquiry in its concept, would it,
or would it?
Sir Richard Mottram: No, it would not.

Q37 Graham Stringer: Just to follow up Mrs
Ellman’s questions about the balance between the
diVerent modes of transport and security, there is a
terrific amount of security at airports. There has
been huge investment in what was already a fairly
secure area.
Sir Richard Mottram: Yes.

Q38 Graham Stringer: Whereas most of the rest of
the transport system—buses, trains, Tubes—are
completely open. Do you think we do have the
balance right there?
Sir Richard Mottram: I think that most of the other
modes are open (and I do not know if they are
completely open) because there is no way of
operating them as a closed system. If you could
operate them eVectively and deliver as a closed
system, no doubt the system would become more
closed and would bear more of a resemblance to the
aviation system, but the reality is, as I think the
Committee discussed for example with the Secretary
of State, that there are no means yet devised of
making other modes closed systems. I think there are
two sets of issues here. One is are the security
measures being taken in relation to aviation
proportionate? I think my answer to that, given the
way in which risks to aviation have manifested
themselves, would be, yes, they are proportionate. Is
there more that we could do in relation to other
modes, particularly the Underground, railways, et
cetera? Answer: it is not clear but the Department
for Transport is looking to see whether there are
ways in which, through technology for example, you
could improve security but within the context that
these are always going to be open systems. I think the
nature of mode drives the outcome in relation to
security and the fact that you cannot have aviation-
style levels of security in relation to land transport
does not imply that you do not need it or that it is
not sensible in relation to aviation.

Q39 Graham Stringer: That was a very mandarin-
type answer, if I may say so.
Sir Richard Mottram: That is very kind of you. They
do not often call me a mandarin.

Q40 Graham Stringer: The real question I was
asking, and I am stating it as a given that in one sense
other transport systems are open and are going to
remain open and by its nature aviation is going to
remain closed, is it is really the balance of investment
in security. Clearly more can be done in security in
the open systems, whether it is remote cameras or
more employees on stations or trains or even some
random baggage scanning or dogs. There is a whole
multitude of extra security measures that you can
relate to in an open system, and the question I was
asking was really is the balance right with the huge
amounts of investment that have gone into aviation,

which you say is proportionate, with the much
smaller amounts which have gone into open systems,
which are more vulnerable?
Sir Richard Mottram: I do not know that they are
more vulnerable. They are more vulnerable in the
sense they are open systems. If we took the security
oV the aviation system it would look a really
vulnerable system, if you understand my blindingly
obvious point. I think the answer in relation, let us
say, to railways or the Underground is that we do
not know whether there are cost-eVective further
measures that could be taken. Some of the
experiments that have been conducted are precisely
to establish whether some of these things would
help. In relation to things like buses, there obviously
are measures that are being put in place for all sorts
of reasons, including crime and anti-social
behaviour of various kinds, that will help, but
whether these things will deter potential suicide
bombers has to be doubted.

Q41 Graham Stringer: Do you have a view that you
would be prepared to share with the Committee
about how much publicity, and in particular the
pictures after these horrific events, drives the
terrorist? Perhaps if that is too opaque a question,
when we were in the United States one of the
academics told us that he thought that the terrorist
networks would think that the 7 July bombings were
something of a failure because they did not get very
good pictures from that. Would you agree with that
assessment?
Sir Richard Mottram: I do not think I know. I do not
think I have a basis to know and so I would be quite
cautious about answering. There is no intelligence
on this matter that would be useful to oVer, so I
would just be guessing, and you can argue these
things in a number of diVerent ways. The fact that
the community generally on 7 July and subsequently
was very resilient might in certain circumstances be
encouraging, but I am not sure that some of those
who are attracted to this form of terrorism are too
focused on the impact that they are having or have
a very subtle view about it.

Q42 Chairman: But those who use them, Sir
Richard, might have a very clear view. It might be
the diVerence between a person who blows himself
up who thinks that God will know how much
publicity they need and those who actually have a
diVerent view.
Sir Richard Mottram: In relation to 7 July we should
be cautious about making assumptions that there is
a hidden hand or some wider, careful campaign co-
ordinator involved, but you are right, this is an issue
that we need to think about. I am just very cautious
about drawing conclusions about it. I am not
confident that I know.

Q43 Graham Stringer: Can I go back then to the
balance of investment in security between the
systems. Perhaps you can tell us what state the
security vetting is at of the people who work on
buses, trains and the Underground system at the
present time?
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Sir Richard Mottram: I think they are generally
not vetted.

Q44 Graham Stringer: Do you think they should be?
Do you think that would improve the overall
security of the system?
Sir Richard Mottram: I think that that is a good
example of an issue of cost-eVectiveness. I rather
doubt that it would be cost-eVective generally. To
vet every bus driver, for instance, I do not think is
likely to be a cost-eVective thing.

Q45 Graham Stringer: Do you believe that there
should be more training of people particularly on
trains and the Underground in terms of emergency
procedures and in terms of being on the look-out for
signs of terrorist activity?
Sir Richard Mottram: I have not looked at this in
detail because it is really dealt with by the
Department for Transport, but I would say that the
evidence of what happened after the incident on 7
July would suggest that those procedures, which had
I think been heightened and made more eVective,
worked well. Obviously there were a number of
lessons to be learned but, generally speaking,
emergency operations on 7 July worked well,
including the contribution of those operating the
transport system. Obviously there is some interest in
issues around gaps in capability and areas where we
can do better, which is no doubt some of the stuV

that is being looked at at the moment, but it was not
an obvious area of failure, Iwould have said. Iwould
have said the reverse really.

Q46 Graham Stringer: But that is post an horrific
event. Do you think that there should be more
training in awareness of the potential threat to the
system? When we were in New York, the people who
were on the New York underground system believe
that of all the measures they were taking, training
staV to be aware of the threat was one of the most
important ones. Would you agree with that?
Sir Richard Mottram: I think that we have quite
eVective arrangements in relation to let’s say the risk
from potential terrorist weapons that are left on the
system by people because this was all developed over
a long period of time. I think because we faced a
previous campaign by the IRA the British system
was very good at that aspect of things. If you are
talking about suicide bombings, without getting into
too much detail about it, you have got to think about
diVerent ways of trying to help cue where the risk
might be, and I think that is intrinsically very, very
diYcult. From the conversations that I have had
with my American colleagues, I do not think that
they think there are magic solutions but certainly
there are ways you can think about that problem and
we are thinking about it.

Q47 Mr Martlew: I have listened to you on this, Sir
Richard, and obviously there are elaborate
precautions for aviation. You seem to be suggesting
that there is very little that can be done on the trains
or on the buses of this country and if we did find

something there would be a very major cost to it. I
do not find your views reassuring about the trains,
the Tubes and the buses, to be honest.
Sir Richard Mottram: What we have in relation to
the trains and the Tubes, for example, is we have an
infrastructure of requirements on the companies
that operate those in relation to security. We have
quite a strong focus on the way in which, for
example, the London Underground is manned from
a security perspective and a whole set of other
perspectives. We have a Police capability, in fact we
have a specific British Transport Police capability.
We have the whole paraphernalia—and I do not use
that word in any way disparagingly, quite the
reverse—of oVering security advice. The only point
that I am making is that I do not know of a magic
bullet in relation to the threat that those systems face
that I could deploy if it were not for an issue about
resources. Obviously resources are always an issue
but there is not a magic solution that we could adopt
that it would have a very big eVect but which people
do not want to do because it would cost a lot of
money or be disruptive or whatever. Because of the
nature of those systems the need is to have a security
response that is proportionate and is not self-
defeating. You have to be able to travel if the
purpose is to travel. I am not being glib but you
know what I mean. That is the issue. If there were a
magic bullet or two, I would be sitting here saying to
you, “Wouldn’t it be good if we could deploy this
magic bullet or two.” It is just that I do not think
there is.

Q48 Mr Martlew: There is no magic bullet?
Sir Richard Mottram: No, that is the only point I am
making. Let me make myself clear because I always
have a risk that I do not make myself clear. I am not,
of course, down-playing the importance of all the
security measures that are taken. For example,
whenever you travel, in relation to the most obvious
things to do with suspicious behaviour and luggage
left unattended and all those things, there is a very
clear and constant set of messages right across our
system, and of course I strongly support those.

Q49 Chairman: You have suggested that the BTP
and other emergency services did rather well in the
individual emergency. Is there any suggestion that
you might look at an extension of the role of the BTP
in relation to other transport systems which are still
far too open?
Sir Richard Mottram: Not that I am aware of,
Chairman.

Q50 Chairman: It is not something that has even
crossed the horizon of the Committee?
Sir Richard Mottram: I think the role of the BTP and
its future is a matter for the Department for
Transport.

Q51 Chairman: No, I am not suggesting that. I am
saying that if you think they did a good job, you
think they were very eYcient, that they were in the
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right place at the right time, and that they were
properly trained, have you looked at the idea of
them undertaking wider responsibilities?
Sir Richard Mottram: I have not, Chairman, and I
do not think that that is on the agenda.

Q52 Chairman: What is the role of the media in
relation to reporting terrorism and counter-
terrorism?
Sir Richard Mottram: I think there is a general role
which is about awareness and about responsible
discussion of some of the risks that which face.
When incidents actually happen I think the media
has a fundamental role in communicating with
people and some of that I think has been worked
through.

Q53 Chairman: What does that mean? Is there some
sort of protocol between the Government and the
media on how they should react, how they should
behave? What happens, for example, if they discover
a serious breach in protective security
arrangements?
Sir Richard Mottram: That was not what I had in
mind. What I had in mind was discussions that
certainly do take place between the Government and
the media about how specific incidents are reported
because what I think is very important—and we can
see this for instance on 7 July—is that the way in
which an incident is unfolding and the risks that are
involved and what people should do it is important
that all of that is handled responsibly and
consistently between what the police are saying and
what the media are reporting.

Q54 Chairman: Is there a sort of informal
agreement?
Sir Richard Mottram: I would not call it an informal
agreement. I would say that there are dialogues that
go on between the media and others.

Q55 Chairman: Dialogues?
Sir Richard Mottram: Yes, but they are not binding
in any way. If you ask me about the media’s role in
reporting weaknesses in security, well obviously
from my perspective Iwould prefer that they did that
in a rather careful way. I am certainly not arguing in
a free society that what the media does within the law
is not up to the media, but there are responsible and
irresponsible ways of reporting some security
breaches, and I would opt for the ones which
minimised the risk, but then that is what you would
probably expect me to say.

Q56 Chairman: What was your view of media
reporting in the aftermath of the July 2005
bombings?
Sir Richard Mottram: I am not sure I have a view
about it. I thought the way that it unfolded on
television, for instance, on the day was well-handled
by the media and responsibly handled and gave out
a lot of public information that would be helpful to
individuals. The way that the issues have been
analysed since I am not sure it is for me to comment

really. I do not have a view. I do not, generally
speaking, like to comment too much about the
media. It is not a matter for me, is it, the media.

Q57 Chairman: That is an interesting response.
What is the Media Emergency Forum?
Sir Richard Mottram: I do not know whether it is the
thing that I am thinking of but there is a dialogue
that takes place between the Government and key
broadcasting andother organisations. It may be that
is the forum. I can find out for you, Chairman.

Q58 Chairman: We were told it is organised by the
Cabinet OYce.
Sir Richard Mottram: It would not be organised by
me. It would be organised by my colleague, Howell
James.

Q59 Chairman: I am sure you speak to him, too.
Sir Richard Mottram: I do speak to him quite a lot
actually. Many times a week I speak to him.

Q60 Chairman: So do we know who is on it and who
chairs it?
Sir Richard Mottram: We do and we can let you
know. I do not chair it and I am not a member of it.
I work very closely with him on the media dimension
of these things but he is responsible for them.

Q61 Chairman: So you do not have any connection
with the firm next door?
Sir Richard Mottram: I have a lot of connection with
the firm next door but I do not actually chair the
Committee.

Q62 Chairman: Could you tell us the arrangements
in place for coping with major emergencies?
Sir Richard Mottram: Could I tell you the
arrangements?

Q63 Chairman: Yes, did the revision of the Civil
Contingencies Act 2004 assist in July or not?
Sir Richard Mottram: I think what assisted in July
was that there were very clear, well understood and
well rehearsed arrangements for co-operation
between London Underground, the Police, the Fire
Service, the Health Service and so on. So all of the
people who in the jargon are called “first
responders” had agreed plans which they had
worked out together, and I think the way in which
they handled that very diYcult set of circumstance
worked well.

Q64 Chairman: But since then has your particular
department looked at how that worked, whether
there were gaps, whether there were problems,
whether there is something that needed to be altered?
Sir Richard Mottram: We and others, including I
think the emergency services, have addressed what
lessons we might learn from that process, yes. In the
case of the way in which the central strategic
emergency system worked, I think that too worked
reasonably well. One of the reasons for that was that
those arrangements, too, had been rehearsed, so
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there were a significant number of people in the
room who had dealt with in a simulated way similar
types of emergency.

Q65 Chairman: You were kind enough to tell us
about the Government’s comprehensive counter-
terrorism strategy CONTEST. How long has that
existed? What was in place before it?
Sir Richard Mottram: It has existed in its present
form since about 2003. For a very long time before
it the Government has had a group of people, both
in the Cabinet OYce and in the Home OYce, who
for 30 or more years have worked on aspects of
counter-terrorism, so dealing with hijacking
incidents from overseas, obviously the whole
process of countering the IRA terrorist threat when
that existed. That is a long-standing thing. This
present strategy was essentially devised after 9/11 to
think about what were the implications of the form
of terrorism which was now much more prevalent
and which was likely to impact on the UK.

Q66 Chairman: Could you tell us of any particular
success? Could you point to anything that you feel
Contest has done or contributed to that is really of
interest to us, being a demonstration of how eYcient
they are?
Sir Richard Mottram: The essence of the Contest
strategy is to integrate how the various agencies
work together. What we have is a mixture of
government departments, agencies of government
and others. Can we orchestrate the way they work
together? If you looked at each of the dimensions of
that strategy what I would say is that on the prevent
side of it there has been progress in thinking about
what is the process that leads to the radicalisation of
a small number of people in our society that would
lead them towards terrorist acts, but there is a good
deal more work to be done in thinking through—
and the Government absolutely recognises this—
how we can best counter that sort of risk. In relation
to the pursuit element of Contest, obviously there
have been changes in the law to make it more
diYcult for people to incite and glorify terrorism and
so on. There is a much closer co-operation between
the intelligence agencies and the police in dealing
with what is a very diYcult phenomenon because it
is a mixture of domestic and international activity,
and I think that everyone would agree—and again
this is something that intelligence and security now
will be looking at—that that is now a much stronger
focus. On the protect side, and I think you have been
looking at some aspects in relation to transport,
obviously security generally in relation to the critical
national infrastructure has been tightened. What the
Contest strategy and performance arrangements do
is look at, essentially on a rolling basis, what are the
key areas involved in relation to harm and are we
dealing with those properly. On the final point, the
prepare side of this strategy, the Government has
since the early 2000s put in place a completely new
framework thinking about emergency, thinking
about civil contingencies—and you touched on this
yourself, Chairman,—with the new Civil
Contingencies Act, and there is a much more

rigorous process of thinking about what are the key
risks and what generic capabilities do we need to
develop in order to deal with some of these risks and
what programmes do we need to go out and buy the
equipment, equip the emergency services and get
agreed integrated plans between the various services.
Right across the piece there are examples of how this
process is working. What I would emphasise,
however, is that it is not finished business.

Q67 Chairman: How does it relate to our
international relationship because you yourself have
highlighted the fact that we are taking a radically
diVerent approach from the United States?
Sir Richard Mottram: I do not think we are taking a
radically diVerent approach from the United States
in countering the threat other than that we do not
have a Department for Homeland Security. What
we have is a very close dialogue with the United
States and, for instance, eVectively this is
orchestrated by me for the UK and by the Deputy
Head of the Department for Homeland Security in
the United States, and he and I have regular
meetings together with colleagues from individual
departments. For example, we would be having a
dialogue with the United States Government across
the range of some of these issues I have just been
talking about and there is, for example, a transport
strand to that so TRANSEC will on a regular basis
be in touch with their opposite numbers in America
and we review progress periodically, roughly at six-
monthly intervals. What I would say about that is
that there is no evidence that the diVerence in
organisational structure is a key consideration in
thinking about what works and what does not work.
We have established links between the component
parts of the British Government, the component
parts of the Department for Homeland Security, and
other parts of the US Government are also involved
in this. We have those docking points in place and
there is a very active dialogue with the United States
Government across the range of these issues. That
would also be true for some other countries, for
example, France.

Q68 Chairman: And this is diVerent in kind from
what used to happen?
Sir Richard Mottram: I would say it is diVerent in
kind, yes, because, obviously, the American
perception of the importance of countering
terrorism is now a completely diVerent thing from
what it was pre-9/11 and the investment that they
have made, the ideas that they are generating, are
very important to us. What I would equally say is
that if you had them here they would say, “The
British hold their own in these discussions. It is a
two-way traYc”.

Q69 Chairman: We have heard all about it.
Sir Richard Mottram: Yes, of course, you have. Is
that what they say? I do not know. I am not allowed
to ask questions, sorry.
Chairman: We do like to keep our own counsel.
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Q70 Mr Martlew: What do you think is the role of
the public in combating terrorism and what do you
think we should be doing? What are we not doing?
Sir Richard Mottram: You can think about this at a
number of diVerent levels. Fundamentally the ideal
way in which we would deal with the terrorist threat
from British nationals is through a process in our
community that ensured that people were not
radicalised to the point of committing terrorist acts,
so there is one level in all of this which is certainly
very important, which is thinking about how at a
community level we can think about the eVective
integration of people into the community and deal
with those voices which are pointing people, putting
it crudely, in the wrong direction. That is a task, I
think, right across our society. You can then get
much more specific in thinking about the role of the
public and as you come down the levels you are into
areas about vigilance, you are into how they respond
during emergencies and so on, and a lot of that is in
place. What we feel for our part, and this goes back
to the point the Chairman was raising about the
importance of communication, is that I am not sure
that we have thought enough in the development of
this strategy about regular communication and so a
big priority for us going forward is precisely to think
about whether the public are well informed about
the part that they can play. This is part of a much
broader issue around civil contingencies generally
and it means that we need to be more open with
people and more willing to take them into our
confidence—and this is diYcult, for obvious reasons
to do with security and intelligence—about the
nature of the challenge we face and their role in
helping us. That is rather general but you see the
point I am trying to feel for? I do not just see this as
a specific thing about, “If you spot luggage on the
Tube tell someone”. That is obviously very
important at a level but the problem we face is much
deeper. It goes much further back and the further
back we can seek to tackle it, in relation certainly to
British nationals, the greater our likelihood of
success.

Q71 Mr Martlew: If we can come down to the
travelling level, we have had some evidence that
there is a bit of a conflict between the industry, who
are making sure that people are not frightened of
travelling, and those of you who would like to
increase the knowledge. Would you accept that?
Sir Richard Mottram: I would not accept that as a
distinction because I am certainly not interested in
frightening people from doing things, because the
essence of our strategy as specified is that we want
people to go on living their lives. We do not want
them to have a sense of an oppressive set of risks
which make them change their behaviour in
fundamental ways, so there should not be any
diVerence between us and the industry in that
respect. We want people to travel, of course.

Q72 Mr Goodwill: You talked earlier about the
additional resources going into security. Are there
any skill shortages which could be a limiting factor
in delivering that better security? I am thinking
particularly about Arabic speakers.

Sir Richard Mottram: Yes, there are issues around
languages and things like that.

Q73 Mr Goodwill: Are they being addressed?
Sir Richard Mottram: They certainly are being
addressed.

Q74 Chairman: Are you confident that TRANSEC
can do the job it is supposed to do?
Sir Richard Mottram: I think I am, yes.

Q75 Chairman: You think you are.
Sir Richard Mottram: When I say I think I am, I am,
yes. I think that, compared with the days when we
used to meet when I had a diVerent capacity,
TRANSEC has been very substantially increased in
its manpower. It has a ring-fenced budget and it has,
from the sense that I get from talking to others, a
strong reputation for what it is trying to do. Both in
the way in which it operates in this country and the
way in which it operates overseas,—and you may
have asked the Americans about this; I do not
know—again, if you said to the Americans, “Which
other transport security organisation has real
credibility from your perspective?”, I think the
answer would be TRANSEC. Both my perspective
and a sort of peer review would suggest that the
Government has very consciously invested in that
capability, and quite right too.

Q76 Chairman: Do you think that TRANSEC has
the wholehearted support of the industry because in
this country those transport industries are entirely
private and there is bound to be a tension between
the economics of running a private transport
industry and the national security interests of the
population as a whole?
Sir Richard Mottram: There is bound to be a tension
but again, fundamentally I am aware that there were
mutterings from areas of the aviation industry
about, “Is all this proportionate?”.

Q77 Chairman: Not just the aviation industry, I
think, Sir Richard.
Sir Richard Mottram: These are risk-based
judgments. I am not sure that, if pressed, the
industry would say, “Yes, we would like to shift the
risk profile significantly in order to save money”.

Q78 Chairman: Do you target chief executive oYcers
and senior security staV within the transport sector
with awareness of the terrorist threat?
Sir Richard Mottram: Do I personally do this?

Q79 Chairman: I assume you do have the odd
acolyte.
Sir Richard Mottram: Actually, I do not have too
many acolytes but there is a process of dialogue with
all sectors of the economy about the security risks
which involve the departments concerned and the
arms of the security service, which I think you know
about, and this is all open, and that is the principal
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means through which we have that dialogue. I do
myself have discussions, obviously, with very senior
people in industry and this might be one of the
subjects we would talk about, but it is not my role to
communicate the threat to transport systems to the
chief executives of transport companies or their key
security people. It is the role of TRANSEC.

Q80 Chairman: So do the security personnel in the
transport industry at the top get special briefing and
training from the state?
Sir Richard Mottram: I do not know. You would
have to ask TRANSEC

Q81 Chairman: But it is not a question that has ever
occurred to you?

Witnesses: Commander Ian Carter and Chief Superintendent Jerry Savill, Metropolitan Police, Deputy Chief
Constable Andrew Trotter and Mr Adrian Dwyer, Force Counter-Terrorism Risk Adviser, British Transport
Police, gave evidence.

Q82 Chairman: Good afternoon to you, gentlemen.
Thank you for joining us. I shall almost inevitably
call somebody by the wrong rank, so if I promote
you all to General I hope that is all right. Would you
like to identify yourselves, starting on my left, your
right?
Commander Carter: I am Ian Carter. I am a
Metropolitan Police oYcer. I am a Commander in
Specialist Operations with particular responsibility
for aviation security and the growing security
command.
Chief Superintendent Savill: Good afternoon. My
name is Jerry Savill. I am a Chief Superintendent
with the Metropolitan Police and I am responsible
for the policing operation at Heathrow and the
London City Airports.
Deputy Chief Constable Trotter: I am Andrew
Trotter. I am the Deputy Chief Constable of British
Transport Police.
Mr Dwyer: Good afternoon. I am Adrian Dwyer. I
am the Counter-Terrorism Risk Adviser to British
Transport Police.

Q83 Chairman: Thank you very much indeed. How
long do you think we can expect to face the sort of
attack we saw on 7 July—10, 20, 30 years?
Commander Carter: I think the way to describe that
is that it will be an ongoing threat. I thinksince 7 July
the threat will always remain. However it grows or
lessens is subject to how tension is within the world.
I do not think it is possible to put some kind of finite
time on it. That is not being negative. Of course, we
work day and night to combat terrorism, both
within the country and internationally, but the key
thing is that it has changed and the growth around
feelings, around the western world particularly,
manifests itself in some form of terrorism.

Q84 Chairman: Do you think the transport system is
always going to be at risk?

Sir Richard Mottram: It is not a concern of mine,
whether the way in which TRANSEC
communicates with the industry is inadequate, and I
have no evidence to suggest that. The industry have
never complained to me and both in the time that I
worked very closely with the industry and in my
present role no-one has come tome andsaid, “We do
not have communication”. There are, I think, some
issues rather more broadly around how well
understood the system of threat levels and alert
systems is and that is an area which again is being
looked at by the Intelligence and Security
Committee and is also being reviewed by the Cabinet
OYce, and in duecourse I expect we will put forward
some proposals to make the communication of all
that a bit clearer.
Chairman: On that note, Sir Richard, you have been
very helpful. Thank you very much indeed.

Commander Carter: I think the answer to that is yes,
because it does have some kind of high density of
people because you have the potential of targets that
are quite high profile. In certain ways they are people
brought together because they need to be brought
together both to wait for transport and also to
travel. Therefore, because of the bringing togetherof
people to travel together, it does make it oneof many
places that are at risk.

Q85 Chairman: Mr Trotter, what about the threat to
the railway industry outside London? Is there a
separate threat assessment?
Deputy Chief Constable Trotter: The threat
assessment is for the rail industry as a whole. We
take the view that this is an integrated transport
system. There are no unnatural boundaries within
that system, and our experience of dealing with
terrorism in the past, Irish terrorism, shows that
when you strengthen one particular area they will go
somewhere else and, as we know, there was whole
catalogue of attacks outside London some years
ago, so we do not need to focus just on London.
London is obviously a major target but so are other
parts of the country, so our eVorts are throughout
England, Wales and Scotland as a result of that.

Q86 Chairman: Do you feel you were let down by the
lack ofaccurate information on the threat of the July
bombings in London?
Deputy Chief Constable Trotter: I think it was
recognised that there was a threat way before that
period of time and many senior police oYcers were
talking about that ongoing threat, that there would
be an opportunity that people would get to explode
those bombs as they did. I would not say we were let
down. I think we were conscious of the threat level.
We were all working together to try and counter that
threat but that threat has been with us for some
considerable time, and the performance of terrorists
throughout the world has shown that they will pick
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a whole range of diVerent targets and this is the
target they chose on that occasion, despite all the
eVorts of the police and the security services.

Q87 Chairman: Why hasBritish Transport Police set
up a Special Branch?
Deputy Chief Constable Trotter: That was very much
in recognition of the gap in our particular armour at
the time, that we needed to make sure that we were
capable of dealing with the high grade intelligence
that was coming to us through the Special Branch
community, and it was a recommendation of the
Association of Chief Police OYcers (Terrorism and
Other Matters) Committee that we should do so and
as a result of that we think that has been quite a
success, that the flow of intelligence between
ourselves and other Special Branches has improved
considerably.

Q88 Chairman: Is there any confusion between the
two? How about you, Mr Carter? Do you have any
confusion or is there any overlap?
Commander Carter: Not at all. In fact, the two
services work well together around intelligence and
in particular with our Special Branches.

Q89 Chairman: What was your attitude towards the
lack of accurate information before the July
bombings?
Commander Carter: I share the view that the threat
has always been there; it has continuously been
there. Before the dates there was always activity
taking place and some of that now continues before
the courts. What I would say is exactly the same as
Andy. There was no doubt that everybody felt that
we wished we could have done more but we felt the
intelligence we had at the time was that the threat
was real. We tried to do everything we could
throughout the summer, as we continue to do now.
The reality is that we could do no more than we did.

Q90 Chairman: Do you want to tell us about the
Counter-Terrorism Command? Who is in charge
and what is the staYng?
Commander Carter: The Counter-Terrorism
Command is part of Specialist Operations, my
parent command. It is run by an Assistant
Commissioner who runs the Specialist Operations,
but the Counter-Terrorism Command, when
completed, will be run by Deputy Assistant
Commissioner Peter Clarke. He will have
responsibility for London but he also has a national
responsibility as a national co-ordinator for
terrorism, which helps supply and support forces
throughout the country in dealing both with
intelligence and all the counter-terrorism measures.

Q91 Chairman: And the staYng on that is building
up?
Commander Carter: Yes, it is. It works within the
Metropolitan Police nationally and it is also
supported by British Transport Police.

Q92 Chairman: Is it in addition to the existing Anti-
Terrorist and Special Branches or replacing them?
Commander Carter: It is replacing them. What you
will get is the functionality of Special Branch and the
functionality of Counter-Terrorism, so you will get
both the intelligence stream and those investigating
and bringing people to justice brought together so
that they can work out of one command rather than
two specific parts. It is part of the learning from July.

Q93 Chairman: What about the process of
streamlining? Is is that which was given us this new
Counter-Terrorism Command? Is that anything to
do with the desire of the Met to take over the BTP?
Commander Carter: If there is a desire for the Met to
take over BTP it is certainly not within Specialist
Operations. We work so closely together through
the guardian process that that would undo
something that works absolutely well, I can assure
you. As for the streamlining, that is more to do with
the ability to turn information into real intelligence
and develop that into some kind of activity.

Q94 Mrs Ellman: If we look worldwide, attacks are
common on trains, underground and bus services,
they are the main areas for attack. In view of that do
you think it was a mistake not to give enough
attention to the possibility of attacks on the
Underground?
Deputy Chief Constable Trotter: I do not think that
is the case. We have been at a high level of alert for
some considerable time, not only because of the
threat post-9/11 but for the periods before that and
we have developed a response to the terrorist threat
which is quite sophisticated. I would say we were
working with considerable vigour with our partner
agencies to ensure that we could protect the system
as best we possibly could. We have learned lessons
not only from 9/11 but also from attacks on
transport systems throughout the world, whether
that be Tokyo, Madrid or Moscow. People such as
Adrian have travelled the world to visit those places
and learn lessons, and we also receive many
visitations from others to see what we do and to
exchange best practice on that. From that point of
view we have developed a considerable knowledge of
counter-terrorism and protection on the transport
systems. As was being discussed earlier, they are
open and accessible systems. There are over three
million journeys a day just on London’s
Underground. It is a tremendous challenge to put in
security regimes around an open and accessible
system.

Q95 Mrs Ellman: Do you feel that better security
enhancement could have prevented what happened?
Deputy Chief Constable Trotter: No, I do not. Much
of what we do is there to deter, to reassure and,
obviously, to detect wherever possible, but in an
open system, if we put in such security that it became
almost like airline security, that people could not get
on and oV at will, we would have a huge challenge.
One of the things we ought to bear in mind, and
certainly we do bear in mind, is that we are open for
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business, that the transport systems must work, that
people can get on and oV. We are working very
closely with TRANSEC and other partners to see
what we can introduce, particularly targeted
operations led by intelligence, to see where we can
put specialist equipment in place to deter, to detect
and to reassure. There is a whole range of things
going on, bearing in mind these are open systems.

Q96 Chairman: I would like to ask Mr Dwyer to
comment on that.
Mr Dwyer: In terms of the history of railway attacks,
this long and tortuous way that terrorists have
continually exploited their apparent vulnerability,
the diYculty, as Andrew Trotter says, is that if you
are trying to move millions of people a day you have
to live in an open architecture and the railways, by
virtue of their 1800s development, have an open
architecture. In terms of looking at where the threat
comes from, yes,we certainly look very hard at other
parts of the world and we learn their lessons. We also
look beyond the railways. If you take the example of
the Casablanca attacks in 2003, which were in eVect
London but in Casablanca and not on trains, it was
multiple attacks, simultaneous attacks, multiple
targets. We are very conscious of that but the
diYculty, of course, is where the prioritisation of
those potential targets comes in. Part of the policing
eVort is not waiting for a threat assessment to say,
“Westminster is your most vulnerable station”. It is
looking at issues such as why are we vulnerable,
where are we vulnerable? One of the issues of
Madrid was how do you deter people carrying large
amounts of explosives from coming to the system?
Explosives search dogs are a fantastic resource there,
and after Madrid our explosives research dog
resource was increased from approximately half a
dozen dogs in London to almost 30 today. Not only
are they good at detecting what people may bring
but they are also a very positive reassurance message
to the public. Clearly, if we are trying to reassure
with messages that we are open for business, which
a railway must be, but we are shutting down every
time someone looks a bit funny or comes on with a
bag behind them, we are failing to put that
fundamental message across. In answer to the
specific question are we managing the risk, if I
interpret that as part of the underlying question, we
are managing the risk but, of course, the gift of
foresight and accurate and timely threat assessment
falls way beyond anything the transport police are
able to achieve.

Q97 Mrs Ellman: What would you say are the
greatest changes that have been made following the
events of last July?
Deputy Chief Constable Trotter: I certainly think the
investment in security has been considerable, high
visibility security for a start, having groups of
oYcers targeting particular locations, doing high
profile stop-and-search activities, the introduction
of explosives dogs in various parts of the country as
well, having our Special Response Unit enlarged so
that we can respond to suspect packages and bomb

threats swiftly and with a proper risk assessment so
that we do not shut the system down every five
minutes, and also learning lessons from abroad,
particularly around the proper use of surveillance
and observations, so we can target particular places
and particular locations. It is around a higher level
of security throughout the system, bearing in mind it
is a huge system with many ways on and oV it, and
that will always remain a particular challenge to us.
It is also working with the industry, working the staV

in the industry, because they are very much our eyes
and ears and in reporting suspicious matters to us,
and, of course, by enlisting the public’s assistance
as well.

Q98 Mrs Ellman: Would you say that the
Metropolitan Police and British Transport Police
are working well together?
Deputy Chief Constable Trotter: Yes, I would. As a
former Deputy Assistant Commissioner in the Met,
I have worked on both sides of the fence as far as this
is concerned, working closely with the Met with BTP
on a whole range of things from everyday crime
activity through to major public disorder through to
anti-terrorism matters and, tested to the extreme on
the 7th and the weeks after, I think the operation was
extremely well integrated. I would say it was faultless
as far as the command and control was concerned
and I very much pay tribute to the structures that
were put in place and the training that we did
together to ensure that people knew exactly what to
do at the right time, who was in charge, where the
command centre would be and a whole range of
other things. From that point of view it was highly
integrated, not forgetting our colleagues in the City
of London Police as well.

Q99 Mrs Ellman: Mr Carter, you look as if you want
to say something.
Commander Carter: Yes, I 100% agree, and through
the guardian relationships with the City of London
and the Ministry of Defence Police there is an
assurance that we protect London in the best way
that is driven through intelligence and working
together. I know there is a desire to look at some
kind of infrastructure with the support of two in one.
I think Andy said it well: it never failed in July.

Q100 Chairman: There is not one specific practical
thing that was a problem for you?
Deputy Chief Constable Trotter: No. Every aspect of
what happened on the 7th is being looked at, from
the initial response right the way through to the
resilience of the force. There is not an aspect of it
which is not being reviewed now. Urgent lessons
have already been put into place and there will be
longer term lessons coming out of that. It is a very
tough debrief and we are being very demanding
about what couldwe have done better, how could we
have done that better. I go back to my first point,
and I was in the middle of this when it happened: I
thought the response from everybody was absolutely
superb and the command and control was very much
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in command from the beginning and I think that
made a critical diVerence to making sure the
operation went well on the day.

Q101 Mrs Ellman: What scope would you say there
is for screening baggage on the railways in the same
way as screening takes place in the airports?
Deputy Chief Constable Trotter: I will ask Adrian to
assist in a momentas far as Madrid is concerned, but
it is going to be a real problem, how one would
screen baggage coming on to the systems that we
have got now. People are not going to check in an
hour early to get on a train from Surbiton into town.
That is not going to happen. If we do this we will
bring the system to a halt; we will have done the
terrorists’ work for them essentially. What we must
do is be intelligence-led, have the procedures in place
and the equipment in place so that when we do have
particular problems and we do have intelligence we
can put things in place where necessary. I do not
think it is a viable option with the systems that we
have now, given the huge number of journeys made
every day by people carrying all sorts of baggage
onto trains.
Mr Dwyer: The issue of screening hits the nub of this
advantage or problem, depending which way you
look at it, that the railway is an interconnective
network. If you are screening everybody coming
into, for example, locally, Westminster Tube, that
ignores the fact that to gain access to Westminster
Tube they could come onto the railways in
Edinburgh or Weymouth and travel straight down
through the system. One of the lessons that we
learned from Madrid was that if you focus your
resources on what are seen as the high profile
stations and ignore those that feed into those
stations you leave yourselves wide open to exactly
the Madrid style of attack where people say, “If I
want to bomb a London terminus I will not try and
circumvent security in and around London, which is
in the outer ring the Metropolitan Police and the
inner ring British Transport Police. I will go to Kent
and I will travel in on a commuter train”. That is a
very important issue when it comes to any aspiration
to screen baggage. Targeted screening is certainly an
option and we have looked for an intelligence lead to
say where we should be going, but in terms of
technology, the technology is not there to do it in a
way that would meet the desire to service millions of
people using the railway where they want to turn up,
get on a train and travel. If you look at the example
from the American experiments held in the summer
of 2004, you were looking at queues of an hour or so
to feed people through a system, and then the issue is
what are you actually screening for because diVerent
technologies will detect diVerent threats? You may
be getting through a whole cascade of technologies
for ascertaining that they have not got a bomb but
they may have a gun; they have not got a gun but
they may have a knife; if they have not got a knife
they may have a chemical weapon; if they have not
got a chemical weapon they may have a biological
weapon. The issue is that intelligence is needed to
say, “This is the threat. This is what we should be

trying to defeat”, but with a system which, as I say,
is national that issue of screening is something which
must be targeted and could never operate
successfully with current technology in the way it
does in the closed airport system.

Q102 Mrs Ellman: Have you got any specific
proposals for dealing with the possible use of
biological, chemical, radiological devices?
Mr Dwyer: Yes. Those procedures, without going
into what they are, came into being in March 1995
based on the lessons we learned by watching
experiences in Tokyo. They have been developed
through, in some part, monies from the Department
for Transport, enhanced dramatically after 11
September, to give a capability which will not only
allow a real incident to be identified at a very early
stage and the scope of the problem identified but,
almost more importantly, toascertain that the funny
smells that people occasionally encounter on the
railway network (try as the operators do to avoid
them) and the discoveries of white and other types of
powders can be dealt with under normal risk
management procedures, and again we are not
shutting down the railways when we do not have to.
There is a very grave danger, with a new and
emerging capability, if we are almost testing that
capability by shutting things down when we do not
have much idea what to do for the public to lose faith
in what we are trying to achieve. That capability is
not just to respond to the real attack, which is likely
to have quite a lot of these characteristics, but also to
reassure people that the funny smell that they have
encountered is not a lethal attack or that the white
powder—
Chairman: It is being suggested they are the norm on
the railway system but we will not go into that.

Q103 Mr Martlew: Gentlemen, I have heard, not
from yourselves today but from other witnesses
about the experience gained during the IRA
campaign, but is it not the reality that we are facing
a diVerent enemy altogether, the suicide bombers?
Deputy Chief Constable Trotter: It is, very much so.

Q104 Mr Martlew: The point has been made about
getting through Westminster station onto the train,
but it can be just as eVective by blowing up
Westminster station, so how are you dealing with
that?
Deputy Chief Constable Trotter: You are absolutely
right. The suicide bomber is a very diVerent threat
from that which we had before. It does not mean we
cannot learn some of those lessons, but one can put
tremendous security into a particular place, into a
building, into a system, and they will find other
places to go. It could be bars or clubs or anything
else, and we have seen that throughout the world,
but that is what they will do because it is not just
about the transport system; it is about killing people
in public places. It is broader than just reinforcing
particular places. I think you have to be careful that
when you are dealing with security systems you do
not create another target by having crowds of people
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trying to get into it. It becomes a target in itself and
that remains a challenge, that we have to make sure
that we do not defend one place so much that we
expose other places. This all comes back to the point
of intelligence. It comes back to how do we get to this
position, what do we know abut these people; if they
are in this country, if they are home-grown, what do
we know about them, because the opportunities to
cause attack are self-evident and they are
everywhere.
Commander Carter: I share that view. It is simply
this. Where is it diVerent? Yes, there was a home-
based threat with the IRA, but the reality is that the
threat in July and its activity both on 7 July and 21
July truly came from within. The real threat has
come from within in July. It came from communities
of people brought up in this country, particularly
that actually are focused on a wider jihad. They want
to take a particular activity towards us. The key part
would be engagement within the communities. Some
of the lessons learned around July are that some of
that local work could have identified those people,
caretakers could have identified premises that had
changed their usage, people locally could have
identified things. In other words, we are in a position
where on the mainland in this country we have got a
diVerent environment from that we had with the
IRA.

Q105 Mr Martlew: Just talking about that, has the
threat increased since then or decreased?
Commander Carter: I think the threat remains the
same at severe general. The reason that remains
there is that there is a constant threat in the
background, and both ourselves and the security
services work hard on intelligence based on some of
the work we do. The key thing is that there is no
secret. It has been publicly stated that three attempts
of terrorist activity have been thwarted since the July
attacks. It is in the public domain, there is nothing
there that is new about that. The threat continues on.
There are people still planning to take action against
people within this country.

Q106 Mr Martlew: And the reporting is through
intelligence?
Commander Carter: Through intelligence and, of
course, police intervention.

Q107 Graham Stringer: You are familiar with Sir
John Wheeler’s report into aviation security?
Commander Carter: Yes.

Q108 Graham Stringer: Can you tell us how many of
the recommendations of his report have been
implemented?
Chief Superintendent Savill: There are a number of
the recommendations that we feel frustrated with as
a police service. I think the overriding one would be
that Sir John wisely recommended the mechanism
for what we call “designating” an airport.
“Designating” is an expression where, through an
Act of Parliament in 1974, there was an agreement
with the airport operator that the chief oYcers of

police can recover the cost of policing operations in
the early 1970s. In the history I have read of this
everyone thought this was a good idea. There was
little opposition to it at all from any party. At that
stage it operated with large public body
corporations and looked nothing like the FTSI listed
operations that run today. Perhaps not surprisingly,
there has been increasing erosion of the principles
whereby costs are recovered by police forces and I
think that has led to a bit of a patchwork approach
to aviation policing across the United Kingdom.
Our frustration would probably be that in 2002 Sir
John recommended an alternative mechanism,
another review of airport policing has been launched
but as yet we still have not got that assurance that we
know there is a sustainable, robust funding
mechanism for protective security looking at the
21st century.

Q109 Graham Stringer: I am extremely interested in
that answer. You say therehas been an erosion of the
funding principles agreed in 1974. Is it not the
decision of the Met Police what the level of policing
is? Do you not then just bill BAA? Can you tell us
where the problem is in that?
Chief Superintendent Savill: That is absolutely right,
Mr Stringer. The legal advice I have taken is that the
Commissioner or a chief constable in the regions
would have the same responsibilities as he or she
would in any other policing area, that they are
responsible for providing an eYcient service on
behalf of the Police Authority and have discretion
on how they distribute their assets across their
region. In 1974 there were rather vague terms in the
legislation as was drafted that they should seek
agreements, and certainly since privatisation of the
airports in the mid to late 1980s there has been
increasing evidence that these agreements have not
been met. I think that is the position we are in now,
that myself and colleagues that work around the
country on behalf of the Association of Chief Police
OYcers have actually developed a resource formula
for policing of airports based on the attendant risks
and threats and other such matters as the
throughput of passengers, its proximity to
conurbated areas, and we would urge the
Government to take heed that the decision whether
an airport needs a full time policing operation and
the levels at which that operation should be set
should be made on a far more rational basis.

Q110 Graham Stringer: Is this a problem of the
Met’s budget or are you telling this committee that
because of the disagreement with BAA the security
and policing of Heathrow, Gatwick, Stansted are
not what you would wish them to be?
Chief Superintendent Savill: No, that is not the case
at all. Speaking for the Metropolitan Police,
alternative funding streams are subsidising airport
policing as we stand today, and there is a
philosophical disagreement about who should pay
for airport policing. I am aware that the airport
operators would say that some of these risks are
borne out of government foreign policy and
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therefore it is not their responsibility to pay. That is
an example I can quote with some confidence but,
that said, both parties have been very keen to
promote the fact that there are greater attendant
risks and we would not let diVerences on the
decisions about where airport policing should be
funded impinge upon a wholesome and robust
operation.

Q111 Graham Stringer: Just to be absolutely clear,
although there have been disagreements about who
should pay, there has not been at any time when you
as the Metropolitan Police Force have not put the
level of security in there than you think is necessary
and appropriate?
Chief Superintendent Savill: That is absolutely
correct. Our position is to look at sustainable
funding for the mechanisms for the decades to come.

Q112 Graham Stringer: Obviously BAA is very
successful in that they look after their bottom line.
Chief Superintendent Savill: Absolutely.

Q113 Graham Stringer: But are there any diYculties
in the liaison between the security at BAA, that there
would be overlaps in their screening baggage or
screening people? Are there any diYculties in the
liaison between the police and the airports, their
responsibilities?
Chief Superintendent Savill: I think in broad terms
operationally not. We are daily collaborating.
Today there have been bomb threats to the airport
and mission critical calls have to be made about
evacuation, et cetera, as they do on the railway
infrastructure. That said, I have made it quite clear
in the three years that I have been in charge of the
operation in London that I do not think some of the
directed security measures have kept pace with the
attendant profile of threat that is facing that
particular industry. Examples I would give, without
being too detailed on either the threat or the
response, would be the security of the perimeter; I
think the CCTV standards across the nation could
be enhanced and I think they should be mandated by
the Government and be part of a transport
operators’ licence. I harbour concerns about the
rigour of employment reference-checking for those
who have access to the most secure areas of the
airport. I also have some concerns that I have laid
down about the diVerential levels of standards
between areas where cargo consignments are made
up and loaded and those of the rest of the airport.

Q114 Graham Stringer: Are you saying that there is
lower security where there is cargo than where there
are people?
Chief Superintendent Savill: Yes. In fairness, it is
something that the Department for Transport have
announced a review of. It has been exploited
hitherto by criminals and I think that has signalled
some loopholes that need closing down.

Q115 Graham Stringer: Whose responsibility is it for
improving the security standards in those areas? Is
it BAA’s?
Chief Superintendent Savill: I think sometimes that
falls between two stools. In broad terms within the
perimeter, the restricted zone, or the cargo zone, as
it is known, the standards are directed by the
Department for Transport. Clearly, an airport
operator could exceed those standards if they
thought it appropriate but quite often they are faced
with the scenario where I am being told that the
minimum standards are being met and yet I do not
think that the minimum standards are adequate and
it is rather left to an investment choice about
whether the security is improved or not. I think that
could be an example where the improvements need
to accelerate.

Q116 Graham Stringer: That leads neatly into my
next question. Can you assess for us the role of
TRANSEC in the multi-agency security approach at
Heathrow and the other airports in London?
Chief Superintendent Savill: I think it is a layered
approach. Nationally we have done some very
detailed work for them, for example, agreeing
protocols if an airborne aircraft came under a bomb
threat or something of that nature, and we have
worked closely with the Department for Transport,
the RAF and other agencies involved with these
types of threat and that has worked well. We have
agreed national standards for oV-airport controls.
We no longer patrol just the immediate perimeter
and inside the terminals but we also patrol some
distance from the airport to cover the full range of
threats and I think that is an area where we have
worked very closely with TRANSEC. At a day-to-
day operational level we are very attuned to and
supportive of the work of the Department for
Transport inspectors and the regimes and the testing
that they assure us are in place for passenger
screening, for example. The real concern that I
harbour is that I feel there should be a greater and
more critical look at some of the physical and
procedural security measures against the threat
profile, and I think there would be some gaps that
would be exposed.

Q117 Graham Stringer: Are you taking us back to
the perimeter fence when you talk about security?
All the time you have been speaking and you have
been saying how good the relationship has been,
there has been a huge invisible “but” above your
head as though you want to tell us a great deal more
about the problems you have with liaison with
TRANSEC that I am sure we would be very
interested to hear.
Commander Carter: I suppose for me there are two
levels where you have got the operational side and
the more sort of partnership/strategic side and
certainly I work directly with the Chief Executive of
TRANSEC, Niki Tompkinson, and her directors in
both aviation, maritime and rail do connect. We
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are fully conjoined as part of TIDO (Protect), as I
am sure Sir William told you a while ago, with
regard to how the Government deals with
terrorism, so certainly strategically there is a tie-in
as much as there is operationally. The key thing is
that we have two philosophical views and one is to
look towards protection around the operators, and
ours is a protection right across the piece, and of
course one works within the rules of DfT and
European law, and ours is more about common
safety, so if there is a “but”, it fits into that rather
than a criticism.

Q118 Graham Stringer: So the essential sort of
conclusion of the Wheeler Report, in 1990 speak,
was that all stakeholders should work together for
the better security of everybody? It would be
surprising how people could come to other
conclusions, but you are saying actually that
everybody is not working quite to the same level
and to the same standard of security.
Chief Superintendent Savill: One of Sir John’s
recommendations, as you have said, is the call for
greater collaboration and there is a process called
MATRA which stands for ‘multi-agency threat and
risk assessment’, where the partners get together,
and this was approached with great rigour at
Heathrow, and look at all the potential risks and
vulnerabilities and look at the agencies that are
responsible for mitigating them. The position of the
Association of Chief Police OYcers across London
and the rest of the country is that, whilst we have
been supportive and indeed very energetic in
contributing to that process, in terms of outcome
there still remain a number of gaps that need to be
filled. It is also our position that, rather like the
crime and disorder partnerships in the unitary
authorities and London boroughs, we would rather
see that put on a statutory footing and be subject
to independent inspection to make sure there is a
coherent joint drive to close down some of the
security loopholes.

Q119 Graham Stringer: Rather interestingly, every
time I say “BAA”, you respond “Heathrow”. The
aeroplanes that use Gatwick, and I suppose
Stansted as well, are just as big and dangerous to
security. Do you have a diVerent standard of
security at Heathrow than you do at Gatwick and
Stansted?
Chief Superintendent Savill: The policing operation
at Heathrow is the largest by far in the United
Kingdom and, as part of the Chief OYcers’
response to the independent government review, we
have drawn together a policing model which we
think apportions police resources to the attendant
risks and a number of airports, as part of the
review, have submitted the findings of the
application of that model to their particular
airport. In broad terms, that has unearthed some
gaps across the rest of the United Kingdom in the
perceived requirement and that is actually what is
being implemented at diVerent airports.

Q120 Graham Stringer: So are you saying in terms
of the designated airports which are the BAA ones
and Manchester, as I understand it, that there is a
higher standard, that you believe there is a higher
standard at Heathrow?
Chief Superintendent Savill: No, I am sorry if I
misunderstood the question.

Q121 Graham Stringer: It might be me that has
misunderstood.
Chief Superintendent Savill: I am convinced that at
Heathrow and London City airports both policing
operations are fit for purpose and they are
adequately resourced. There is a far-reaching,
philosophical diVerence about who should be
paying for that provision which remains
unresolved. I think at the larger designated
airports, my colleagues would be broadly in
agreement that the Police Service is adequately
resourced. I have, on behalf of the Chief Constable
of Greater Manchester who leads on behalf of the
Chief OYcers across the United Kingdom, urged
for a critical run over some of the smaller, non-
designated airports which typically do not have an
imbedded police force which would be a sub-
division of a larger policing command, and again
I would oVer that as an example where the policing
regime has not necessarily kept pace with the
modern-day threats.

Q122 Chairman: I do not know, Mr Savill, but I
am getting an uncomfortable feeling that this sort
of philosophical argument could have rather more
sway than I would like to think. It is all very well
to have a disagreement as to who pays for what,
but are you really saying to us that there will be
occasions when the Department for Transport
should in eVect instruct those who are in the
transport industry on what their responsibilities
should be and how they should fulfil them and that
that gap is not being filled at the present time
adequately?
Chief Superintendent Savill: I would say that I
know that Chief OYcers will rebut any approach
that would impinge on their operational
independence or any approach that would try and
constrain their resourcing levels and their
operational discretion at a particular airport.
Furthermore, I think there would be a
constitutional conflict, if that was the case, with the
Police Act of 1996 which gives that discretion to
Chief OYcers across the United Kingdom, so I am
aware that, when the outcome of this review is
published, those principles will remain sacred to
Chief OYcers.

Q123 Mr Martlew: I find this very interesting. I
may have got it wrong, but is there an argument in
actual fact for a specialised police force to look
after the airports? Is that the implication of what
you are saying? You are obviously sitting right next
to the Deputy Chief Constable who looks after the
railways, but with very little help. Is there an
argument for a specialised police force?
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Chief Superintendent Savill: My view there is that I
think in decades to come there might well be. There
is a lot of reorganisation of policing across the
United Kingdom and there is now the merging of
national policing structures and serious organised
crime agencies. I think it is quite plausible that in the
future counter-terrorism will be dealt with at a
national level and, when that point is reached, I can
see great sense in there being a protective security
division of a federal-type agency which could
provide protective security at airports and on the rail
infrastructure, at seaports and possibly even on the
motorways, but, as we stand at the moment, I think
that structure needs to bed down. With the forces as
they remain at the moment, there are imbedded
commands at a number of airports, but they are in
crisis, reliant, as I would be, on the rest of the
Metropolitan Police for an urgent response, and
35,000 other oYcers if I need them. If we look
forward, and I think other factors will have an
influence on that, personally I think that in the next
ten years the police will have already supported the
concept of the joint border agency to provide
frontier security and I think it is when we get to those
critical landmarks that I can see a national transport
police agency being a viable way forward.

Q124 Chairman: That is very interesting and it
brings us quite neatly on to the role of the forces in
CONTEST. What is your view of CONTEST?
Deputy Chief Constable Trotter: It is very much the
coming together of the intelligence that we require
which, as far as TRANSEC is concerned, is our
primary link into CONTEST, that we have a close
working relationship with TRANSEC and that is
our route through, as far as that is concerned.

Q125 Chairman: Is it fit for purpose? Could it be
improved?
Deputy Chief Constable Trotter: I think there is
always room for improvement, but I think our
relationships certainly with our major partners in
this are pretty healthy.As far as the relationship with
TRANSEC itself is concerned, we have a clear
division of labour between us as to who does what,
as far as that is concerned, and I think it is an
evolving and developing relationship. We meet
regularly with the Chief OYcers from TRANSEC
and at operator level lower down the organisation
we have regular exchanges with them about security
regimes on railway stations and on the trains.

Q126 Chairman: Do you think they are generally
eVective?
Deputy Chief Constable Trotter: I certainly think so.
There is obviously a period of learning in taking over
the responsibility for rail, but we have worked hard
at the relationship, making sure it is as positive as
possible, and ensuring that there is some clarity
between us as to who does what, particularly with
regard to fast-time intelligence and messages going
out to industry so that there is only one message
going out and it is clear.

Q127 Chairman: How much notice do they take of
your views?
Deputy Chief Constable Trotter: From time to time
we will have a discussion about our views on
particular security matters and from time to time we
will disagree, but, having said that, I know that they
will be on the telephone to me or to the Chief
Constable quite frequently if there are any
diYculties that we have that we cannot resolve. In
the main, the primary work is done further down in
both organisations and that works in a pretty
healthy way. If there are any diYculties, they are
quickly elevated up to us to attempt to resolve.

Q128 Chairman: Is that the same for you,
Commander Carter?
Commander Carter: Yes, I agree 100%. I think the
four Ps is the way ahead. I think the national Police
Service would suggest that there is a “C” which
comes afterwards which is “community
engagement”, but that has been recognised by
government and included within the evolving four
Ps within the CONTEST strategy so much so that
the counter-terrorism strategy nationally will work
around the four Ps rather than trying to reinvent the
wheel. As to the relationships, I have already alluded
to how close we are with TRANSEC, but of course
I sit on TIDO (Protect) as a member of that strategic
board and we are fully integrated with all
government departments and the security and secret
service through that process to actually ensure that
everything is joined up. We are very much listened to
both as the Metropolitan Police Service and as
ACPO generally and nationally.

Q129 Mr Goodwill: I have a question to Deputy
Chief Constable Trotter. Currently, the British
Transport Police are not armed and they have no
facility to arm themselves, but I understand that you
are actively considering this. What are the emerging
conclusions of that consideration?
Deputy Chief Constable Trotter: Well, we are very
much looking at the risks and the benefits involved
in potentially arming. There are risks, but the benefit
of the current situation is that geographic police
forces assist us where firearms are required. Because
of that, there are no dangers of two police forces
coming across one another when they are both
armed and there is absolutely clarity of command.
When there is an armed operation, it is the host
force, the geographic force, which is in command of
that, so, as a result, we have a decrease in any
potential blue-on-blue dangers. The host forces are
sometimes stretched, and obviously they were after
the 7th, although we had huge assistance from the
Met as far as armed policing of mainline termini was
concerned. There are the challenges coming up with
St Pancras as far as an international frontier is
concerned, but we have an international frontier at
Waterloo at the moment and at Ashford anyway
and we do not have armed oYcers there. We are
looking obviously at the costs involved in this and
the benefits. At the moment, my view is that we
should not be armed. We have excellent protocols
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with all other forces in England, Wales and Scotland
in order to assist us and that gives us the cover that
we require. What we are doing is ensuring that our
senior oYcers in the control rooms are trained
suYciently that they can take the initial appropriate
action required when we have an early call about a
firearms incident and they can take command before
we hand over to the geographic command because
we are not going to have an incident on a moving
train where we are going to have armed oYcers
boarding a moving train, but we are going to take
action to, for example, take that to a location which
we know about where we can deal with that with the
armed police oYcers from the local force.

Q130 Mr Goodwill: Do you not think that having
armed police oYcers visibly deployed at stations or
on trains would actually reassure some people or
even heighten the awareness of terrorism so that the
public themselves would be more aware of possible
threats?
Deputy Chief Constable Trotter: Well, we do have
that assistance from other forces at the moment. We
regularly have meetings with other forces and they
do provide patrols where appropriate according to
the current threat. There are a number of schools of
thought about whether or not an armed police
oYcer is a reassurance or not and the practicalities
of deploying armed oYcers in very, very crowded
places on commuter trains or tubes, for example,
would be a particular challenge. I am confident at
the moment that we have suYciently good support
from the geographic forces to provide the arms that
we require. Nevertheless, we are currently reviewing
it and our minds are not closed as far as the future
options are concerned.

Q131 Mr Goodwill: I have a question about the
vetting of staV. We understand that there is as yet no
mandatory requirement to security vet general rail
staV with security duties. Who are the staV referred
to and does this concern you? If so, what is being
done about it?
Deputy Chief Constable Trotter: There is a huge
turnover of staV within the rail industry and I think
it would be virtually impossible to vet those to any
particular degree. What we do is work very closely
with security oYcers of all the train operators, many
of whom are ex-senior police oYcers.

Q132 Chairman: I will stop you there. There is a
turnover in the sense of contractors—is that what
you mean?
Deputy Chief Constable Trotter: Yes, and regularly
employed staV as well.

Q133 Chairman: Well, what are we calling a regular
turnover? What percentage of staV would turn over
in a year?
Deputy Chief Constable Trotter: I could not say that
on behalf of the industry, but one has only got to see,
by the very nature and numbers of staV that they
have, whether they be cleaners right through to

security staV, that there is a considerable turnover of
people involved in it and that would be an enormous
job for those people to be vetted.

Q134 Chairman: But that would not stop
presumably the British Transport Police saying to
individual operators, “You should ensure that you
have these procedures in place that will give you
protection”?
Deputy Chief Constable Trotter: Not as far as vetting
is concerned. That is not a matter that the British
Transport Police can do, but, as far as any training
which is required and any instructions and
directions to staV are concerned, yes, that is, and we
do assist as far as giving guidance is concerned
because they are our eyes and ears after all and they
are the ones that see things which are diVerent. They
are quick to see someone who is hanging around in
a suspicious way and they are the ones that provide
us with a huge amount of intelligence, so they are
very much our partners in this and the threat so far
has very much been through people coming on to the
system and not from the staV, but we are not blind
to that.

Q135 Mr Goodwill: Is one problem with vetting the
time that it takes to actually get a vetting carried out
which may be a problem in terms of recruitment for
some of the rail companies? How long is it taking?
Deputy Chief Constable Trotter: Yes, I would have
thought it would be. One has only got to look at the
vetting for anyone who works in voluntary service or
things like that and it can take a considerable
amount of time. I am not sure that that is necessarily
the challenge. The challenge is very much how we
deal with the threat to the transport system itself and
the millions of people using that system every day. I
think our relationship with the security side of the
industry is sound. We have regular meetings with
them, we have good systems in place and that aspect
of our relationship, I think, is up to scratch.

Q136 Mr Goodwill: Could I maybe ask all four of
you a little about CCTV and maybe ask from the
point of the view of the Met and the British
Transport Police what the purpose of CCTV is in the
counter-terrorism context? Is it actually to predict
and detect crime before it happens or is it merely, as
we saw on 7 July, a way of finding out who did it
after the event?
Deputy Chief Constable Trotter: Certainly it
performs a whole range of roles. It is there for crime
prevention as much as it is there for terrorism. It
does provide an element of deterrence in that people
can see that they are being observed, but, when you
are dealing with suicide bombers, that in itself is not
going to be much of a deterrent there. We do know
that people plan and we know in all sorts of
operations, whether it be these attacks or other
attacks, that people have planned operations and
they can be seen on there and they can be used to
track them. They obviously can be used in the post-
event investigation, and I think that was vividly
displayed on the television, the huge benefits of
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CCTV as far as that is concerned. The very scale of
it, the fact that we have so many and such a huge and
complex system, is both an advantage and a
challenge. The seizing of tapes has been an
enormous task in itself and the analysis of those
tapes and certainly there are challenges around
digital technologywhich gives us greatadvantages in
terms of clarity, but there are also aspects of seizure
of evidence there which do cause some diYculties as
well. I think CCTV has been of tremendous
assistance to the rail industry for a whole range of
reasons from crime right through to terrorism, but it
is not something which is constantly observed, it is
not something which is going to provide real-time
information when something is actually going to
happen, but it is something more about deterrence
and about detection afterwards.

Q137 Mr Goodwill: What percentage of cameras are
actually actively being monitored at any one time,
could you guess?
Deputy Chief Constable Trotter: I could not give you
a particular figure, but not many. If you just think of
how many there are on carriages, on trains, on
platforms throughout England, Wales and
Scotland, it is a huge number. There are certain
systems which are staVed and watched and there are
many others which are passive in the sense that, once
we know we have a crime, we have a problem, we
then go and seize the tapes or get the disks in order
to analyse them to detect the crime. We do know that
makes a diVerence and we get tremendous evidence
from the CCTV.
Commander Carter: I concur. You have seen someof
the images from CCTV from July and how
important they are and there are many more, and the
key thing, and I fully concur with what Andy has
said, is that also it is a prevention tool and the fact
that they are there in the first place does prevent
hostile reconnaissance, does prevent people acting
there. There is another side to CCTV which is public
reassurance. It can be seen as an intrusive process
because they are there, but there is something in
heightened times of tension where the knowledge
that people are watching through some camera
process clearly, as you quite rightly say, watching the
monitors and, importantly, someone who is able to
react to what people are seeing are key parts, so it is
very important to point out that they are there for
public reassurance as well as police activity.

Q138 Mr Goodwill: Is the CCTV throughout the
London Underground fit for purpose currently?
Deputy Chief Constable Trotter: It is a very old
system which is constantly being upgraded. The
investments from LU, London Underground, have
been considerable and I think the lessons learned
from the 7th have been taken on board, but, when
we see the quality of much of the product there, it is
still remarkably good given the age of some of those
systems. The investment throughout rail has been
considerable and it is steadily being brought up to
scratch, and I think the lessons following the 7th,
particularly, as I said before, around seizure and

analysis, have been taken on board by us all about
how we manage huge seizures in the future because
that in itself is a massive undertaking.

Q139 Mr Goodwill: What about mainline stations—
is the system any better there?
Deputy Chief Constable Trotter: Most mainline
stations are covered. There are gaps in some of the
smaller stations. We work regularly with Network
Rail and with the train operators to encourage them,
particularly on new build, to make sure that there
are proper systems in place. There are from time to
time gaps which we will point out where further
investment is required. Equally, there are some
extremely good systems being put in place in many
areas.

Q140 Mr Goodwill: You mentioned that it was a
complex system. Would a standardisation of the
type of CCTV being used be a very positive move
and how long is it likely to be before we will get to
that stage?
Deputy Chief Constable Trotter: That is really quite
an interesting point. When you try and standardise,
and I found in the past when I was responsible for
this for ACPO, the technology very quickly
overtakes you. By the time you have standardised it,
and we were on Betamax, others have moved on to
other things. It is very important, I think, to ensure
that it is really about the outcome, the usage rather
than excessive specification of the technology
because the technology is moving very, very fast
indeed and this is where private industry is being of
assistance because they are obviously looking for
opportunities to promote their products and someof
the products they are coming up with are extremely
good. I do not think we will ever have a position
where everything is exactly the same, but what we
are looking for is interoperability between all of
these systems so that the evidence trail cannot be
tampered with, so that the courts are content with
the presentation and that we can retrieve it quickly
and find the images that we want as fast as possible,
not just for terrorism, but for everyday crime as well.

Q141 Mr Goodwill: You talk about new products. I
presume you are referring to some of these
intelligent vision systems which are available. What
will be the enhancements that this intelligent vision
system will give and when is it likely to be
implemented even on a limited scale?
Deputy Chief Constable Trotter: There are a number
of products on the market at the moment, many of
which promise a great deal and sometimes in
practice do not necessarily deliver quite as much. I
think that the mix of intelligence available from
various ticketing systems combined with intelligent
CCTV combined with the opportunities that mobile
phones oVer us, and I am talking some time into the
future now, do oVer the opportunity for really
intelligent crime-prevention and counter-terrorism
on the system, and I think the opportunities are
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huge, and the investment would also be huge. Would
you mind if I passed over to Adrian who is more of
an expert on these matters than I am?
Mr Dwyer: From my perspective, I do not know the
specific technology to which you refer. There are
significant—

Q142 Chairman: I do not think we need to go
through them all, Mr Dwyer.
Mr Dwyer: Well, that is good because I do not know
them all. With CCTV, one of the most fascinating
aspects to come out of 7 July is that we previously
thought that CCTV, which had been very eVective in
displacing Irish Republican terrorists, would have
very little impact on those who are willing to lose
their own lives in the commission of a bombing.
What we had not anticipated, and it certainly was
not clear from work that we had done in working
with the Spanish, for example, and also the Russians
in Moscow, was that these people would be so
interested in conducting reconnaissance, so the issue
that Mr Trotter refers to, which is having systems
which can pull out and can be fit for purpose
evidentially and provide a certain standard of
product, is absolutely vital. Some of the more
complex CCTV which, for example, would spot if
something has been left behind or could be
programmed with an algorithm to identify supposed
suspicious behaviour, they are fraught with
technical diYculties and certainly in an environment
which is as crowded as many ofour central transport
hubs and the Underground in particular prove of
very little benefit through issues of clarity, the
quality and being fit for purpose for use in court
afterwards which are the driving factors for the
development of CCTV.

Q143 Graham Stringer: Just following along that
line of discussion, but taking us back to airports, do
you believe there is a role for computer-assisted
passenger profiling at airports?
Chief Superintendent Savill: I think there very much
is and, through the Board of Management
programme, there is already a trial at five airports
where, for passengers arriving and departing on 12
airlines, all the reservation data is shared with the
police, the immigration service and Her Majesty’s
Revenue and Customs, and that is already providing
us with great dividend in proactively screening
passengers that we are interested in and indeed it
leads us just at Heathrow alone at the current
moment to arrest over four or five people a day that
typically are wanted on warrant for crime. As these
systems become more mature, there are now
increasingly massively growing databanks where
analysis and trends can be sought and, for example,
passengers travelling into and out of the UK on
circuitous routes or paying at the last minute with
cash for their tickets would raise law enforcement
agencies’ interest, so I think there has already been a
good start along that road and I think this will
inevitably lead us to a joint agency for frontier
security in the UK.

Q144 Graham Stringer: That is very interesting. Do
you have access to exactly the same information
generally about people who might be a threat to
airline security as the other security and intelligence
services? Do you have exactly the same access?
Chief Superintendent Savill: Yes, I think in the Police
and Justice Bill there remains one amendment to
share reservation data, which is my understanding,
which has not yet been enacted, but very soon the
entire suite of data will be shared amongst the
agencies and that is something we very much
support. I know it has been a priority of the National
Ports Co-ordinator and it is a far more intelligent
method of approaching border security.

Q145 Graham Stringer: What about our friends
from abroad, the Americans—do you have access to
their no-fly lists?
Chief Superintendent Savill: The airlines do.

Q146 Graham Stringer: But do you?
Chief Superintendent Savill: Yes, we do have ready
access through the airlines and we get notified of
people of interest to us.

Q147 Graham Stringer: Do you believe that you
have got all the latest technology that would make
airports as secure as they could be? Are there any
technological gaps in making airports secure?
Chief Superintendent Savill: I think, referring back
to Mr Trotter’s comments, the CCTV systems have
grown organically over the years and they are of
diVering standards. I agree with him entirely that
mandating a particular technological specification is
probably unmanageable, but I think prescribed
standards for image resolution, storage and retrieval
would be beneficial. Heathrow have embarked on a
very ambitious programme and they are improving
their CCTV which we are fully supportive of and we
have assisted them with surveys, but I still would
prefer at key economic sites across the United
Kingdom that the standard was regulated and not
left to best practice.

Q148 Graham Stringer: The 9/11 Commission in the
United States, when they reported, gave a very
frightening overview of the appalling
communications that there were between the
diVerent agencies in the United States on that day.
Are you satisfied that, if there was a hijacking in the
United Kingdom, we have the communication
systems in place that would enable everybody to
know what was going on so that we would not
replicate the lack of communications and
information flows that there were in Washington
and New York in the United States?
Chief Superintendent Savill: I think, and Mr Carter
may help me here, there have been strident
improvements. The Government’s Joint Terrorism
Analysis Centre, born in 2003, has helped with
information share immeasurably and we receive
both slow- and fast-time intelligence about airport
security. In relation to the hijack scenarios,
Commander Carter and myself are involved in live
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simulations of these exercises two or three times per
year. They are thoroughly debriefed through the
Cabinet mechanisms that Mr Carter attends and, on
average, there are a dozen to 15 live incidents a year
where an aircraft either in or approaching British air
space becomes subject to a threat, not necessarily a
hijack threat, but one of bomb threat or another
unknown threat or concerns about passengers on
board. Every incident like that where other agencies
are deployed, the RAF have protocols to deploy on
occasions, so they are thoroughly debriefed and the
learning is taken out of them and fed back into the
system, so I think that is an area where strident
measures and improvements have been made.
Commander Carter: I think that is an excellent
answer. Only two weeks ago twice Prestwick Airport
in Scotland was brought into life because of bomb
threats on aeroplanes and tested live and, as a
process, was very successfully dealt with and the
Cabinet OYce was debriefed as to the learning from
it. This very weekend a counter-terrorism exercise is
taking place for the very scenarios you are talking
about and of course the big learning from 9/11 was
about intelligence and joining up of organisations.
As a result, the Joint Terrorism Analysis Centre,
JTAC, has been created. It is a process which is
multi-agency to ensure intelligence is shared and
delivered to all the agencies, and it has its diVerent
secrecy levels within it.

Q149 Graham Stringer: So there will be no problems
between air traYc controllers communicating with
the military or yourselves or with anybody else?
Commander Carter: I have absolute confidence in
that, that that would the case.

Q150 Graham Stringer: What is the biggest change
you have had to make since 2001 in response to
those systems?
Commander Carter: I think, firstly, there is
something about the operational side, the ability to
scramble aircraft to intercept. To put some
reassurance around that, the handful of times Jerry
has alluded to that nationally this has happened, in
France alone it is in the hundreds where they have
done this, so clearly our ability to react to
intelligence information and for the airports and the
pilots involved, they are able to inform a lot more
about what happens and are, therefore, able to
respond eVectively. The key part is the joined-up
processes. They were there before and there is clear
leadership around who has responsibility, how it is
co-ordinated through government and particularly
the operational roles of each of the agencies
involved.

Q151 Chairman: Commander Carter, what progress
are you making on security for the Olympics?
Commander Carter: I think the first thing to say is
that of course security for the Olympics for us will
not be new because counter-terrorism continues on
and we play a part right now in both Beijing,
currently with the Commonwealth Games which
have just taken place in Melbourne and we are

involved with Italy with regard to the Winter
Olympics, so it continues on both through the
development of intelligence information and of
course the centre of all activity which is the security
of sites. What we are doing from that of course is
learning also from what they did before, what they
did during and the learning after of each of those
exercises right now. It is integrated right across
government as well as policing that this is the
centrepiece for the next six years of development not
just around what the sites will look like and making
the Olympics work, but also to make it a secure
environment for both people visiting and also those
partaking in the Games. Of course one of the key
pieces of learning for us is within our own country.
Only a few years ago in Manchester the
Commonwealth Games were held here, which was
an excellent policing operation by the Greater
Manchester Police, and so good was it that part of
that is being utilised for the future of the Olympics.
It was a fantastic success and learning with Chief
Constable Todd and the Chief Superintendent in
charge, Gary Stewart, who has moved on now, but
who was there, has actually given us great learning
and opportunities to develop it. I suppose the final
part of course is developing the intelligence streams
that are already there with the other services to make
sure that we are continually on top of what is
happening and our ability to respond or prevent
matters.

Q152 Chairman: I want to ask you, Mr Trotter,
about some remarks that were made by the Minister
last week which were mildly confusing, I may say,
about refocusing, but we are concerned about this. If
the British Transport Police were refocused to take
away from them responsibility for a degree of
security on the Underground and their action was
limited, would you assume that that would improve
security on the railways or otherwise?
Deputy Chief Constable Trotter: Very much
otherwise. ‘Refocusing’ seems to me to mean a great
deal of diVerent things to diVerent people depending
where you are coming from. For some, it may
mean—

Q153 Chairman: That may be one of its advantages!
Deputy Chief Constable Trotter: It may well mean
for some a hope of a reduction in cost. It may mean
for others a closer working relationship with the
industry. It may well mean the industry having
themselves to putmore eVort into security in the way
they work with the British Transport Police. As far
as the Underground is concerned, the relationship
with London Underground is very healthy indeed
and they are excellent supporters of the British
Transport Police and their investment reflects that.
Throughout the rest of the country, we have a
healthy, if not rigorous, relationship with some of
the train operators who no doubt would wish to see
from time to time a reduction in cost. Ido notbelieve
that the British Transport Police do anything other
than service the needs of the rail and Underground
industries and the passengers that use those and, if
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you look at our policing plan or our strategic plan,
it would be extremely diYcult to remove anything
from there and still remain a coherent and proper
police force, providing the full range of services that
people require in using what is essentially public
space. I see ‘refocusing’ very much as meaning
working closely with industry, listening to their
demands and requirements while at the same time
not forgetting the needs of the passenger and making
sure the passenger’s voice is clearly heard in this
debate as well.

Q154 Chairman: I think we omitted to askyou about
the system of radio communications you operate
with London Underground. Why are you dependent
upon London Underground installing a new digital
system before your radios underground are able to
link in?
Deputy Chief Constable Trotter: We currently have
two radio systems, Airwave, which is a national
system which works throughout the country, and we
have a specific, bespoke underground radio system
which works perfectly well, but, until the Airwave
system is fully linked up underground, we will
continue to need two radios. Therefore, whenever
we use the underground system, you will see the
British Transport Police oYcers wearing those two
radios to ensure that they are in contact
underground as well as above ground. We do await
a system whereby we would like to have one radio,
but—

Q155 Chairman: Did it constitute practical working
diYculty at the time of the last security alert?
Deputy Chief Constable Trotter: None whatever
because with our radios they work underground and
our radios work above ground, so communication
was perfectly fine as far as those radios are
concerned.

Q156 Chairman: So the fact that you might have to
go on until 2008 because the new Airwave system is
not going to be fully operational is a minor hazard,
but not an insuperable one? Is that what you are
telling me?
Deputy Chief Constable Trotter: Absolutely,
Chairman.

Q157 Chairman: Mr Carter, why have you chosen to
be the last in line on taking up Airwave, not you
personally, but your masters?
Commander Carter: I do not know the answer, I can
only speculate on the basis of size, that to put it right
across London with regards to the police numbers
that are involved, that may be part of it. Also the
migration from one control centre with regards to
despatching and receiving air traYc on radios to a
number of sites has also meant that we have gone
through a migration system from what currently is
there and I think too much at one time. We are of
course now incorporating Airwave within our
processes and we have started that. I think the first
two or three boroughs have gone live with Airwave,

but that may be a numerical mistake on my behalf.
We certainly are live in some boroughs in London
now with Airwave.

Q158 Chairman: The diYculty is of course that your
ACC last week actually specifically mentioned radio
communications and then, when one begins to go
into it, you realise that possibly, just possibly, the
Metropolitan Police may have something to
answer for.
Commander Carter: With regard to?

Q159 Chairman: The speed at which they are taking
up the new system and their desire to integrate
generally across the piece.
Commander Carter: I think the thing to say about
the speed of course is that it is run by PITO, the
police information technical people. We are part of
a Home OYce drive within Airwave and we are just
a customer within it, and I just repeat why there may
have been mitigating factors—

Q160 Chairman: So that is précised as “Not me,
Guv”—is that right?
Commander Carter: Okay.

Q161 Chairman: So long as we are clear. What,
Commander Carter, are you doing about buses
because we need to know really how many oYcers
are dedicated to the threat on buses and what they
are trying to do to ensure security?
Commander Carter: Well, we have a national full
command that works with Transport for London to
work within the actual main bus routes. They
actually patrol and you will see them with the initials
“TL” on their shoulders to identify that particular
role. They are high-visibility oYcers in that they
wear high-visibility clothing and their relationship
with—

Q162 Chairman: Unlike the rest of you!
Commander Carter: Well, many are and especially
around here you will see high visibility. The key part
is that we are actually working closely with the
operators to actually ensure that that works and part
of that is actually every bus having its own CCTV
which of course is a rather integral part of the
conversation we had earlier as to why do some of the
other parts of the infrastructure of transport not, for
example, the main roads coming into London.

Q163 Chairman: Finally, far from considering the
disbandment of the BTP, do you not think it would
be sensible to use their expertise in policing transport
systems to extend their remit so that they took in
some of the responsibilities in areas they used to
have, for example, ports, aviation generally and
airports?
Commander Carter: It was alluded to earlier on
which is the answer that I think we have an excellent
relationship. I think the way it works works well,
certainly from my view in specialist operations in the
way we work around both safety and public
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reassurance and particularly around counter-
terrorism. How that manifests itself in change, I just
do not see it. I actually share the view of others,
certainly on this table, I am sure, that it works very
well within the guardian forces process and I can
absolutely assure you that we do use the expertise of
the British Transport Police, as they do ours as well.
It is a very close relationship, particularly with the
City of London and Ministry of Defence Police for
London, with massive reassurance where we work
together around the intelligence. Weekly we have a
meeting of the Security Review Committee and that
has a pre-intelligence meeting the day before, we all
work together to inform that meeting and the
activity out of it is across all four forces for the
security of London.

Q164 Chairman: That is very helpful, Mr Carter. Mr
Trotter, the final word to you: why should we not do
away with you?

Deputy Chief Constable Trotter: I think, if the
British Transport Police did not exist, we would
have to invent it. We provide end-to-end, integrated
policing of moving public space without artificial
boundaries, without any disputes about where an
oVence took place or anything such as that. We are
able to work with all the forces of England, Wales
and Scotland. We have highly developed intelligence
links, operational links and certainly, as far as the
Met is concerned, we are very well integrated from
top to bottom, so I think this is a win-win as far as
everyone is concerned and, rather than break up into
small geographic parts, which I think would be a
retrograde step, we remain a strategic transport
police force that is able to service the industry, the
passengers and all the other police forces.
Chairman: On that very cheerful and reassuring
note, gentlemen, I am very grateful to you all and I
am sure next time we will consider our gender
balance, will we not! Thank you very much for
coming.
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Mrs Gwyneth Dunwoody, in the Chair

Clive EVord Mr Lee Scott
Mrs Louise Ellman Graham Stringer
Mr John Leech Mr David Wilshire

Witnesses: Mr Ian Coucher, Deputy Chief Executive, Network Rail; Mr Simon Gimson, GNER Security
Manager, Association of Train Operating Companies; Ms Maggie Simpson, Policy Manager, Rail Freight
Group; Mr Terry Robinson, Director, and Mr Jean-Paul Lingrand, Security Manager, Eurotunnel, gave
evidence.

Chairman: Perhaps before we convene if we could
just have one tiny bit of housekeeping, members
having an interest to declare. Gwyneth
Dunwoody, ASLEF.
Mrs Ellman: Louise Ellman, member of the
Transport and General Workers’ Union.
Graham Stringer: I am a member of Amicus.

Q165 Chairman: Good afternoon to you, ladies and
gentlemen. We are very grateful to you for coming
this afternoon. We are a bit crushed in here. Just
because you have got a microphone in front of you,
do not be misled, that is there to record what you
say and not to project what you say. I am afraid
you are going to have to speak up. Would you like
to identify yourselves first? Is it M Lingrand?
Mr Lingrand: That is correct. I am Jean-Paul
Lingrand, Security Manager for Eurotunnel.
Mr Robinson: Terry Robinson from Eurotunnel, a
member of the company’s executive committee.
Mr Gimson: Simon Gimson from GNER
representing train operators.
Ms Simpson: Maggie Simpson from the Rail
Freight Group.
Mr Coucher: Ian Coucher, Network Rail, Deputy
Chief Executive with board level responsibility
for security.

Q166 Chairman: That is helpful. Does anyone have
anything they want to say before we go to
questions? No. Can I ask you all, what is your
assessment that an attack similar to those which
took place on the Underground last year will take
place on the surface railway?
Mr Lingrand: The security assessment for
Eurotunnel is defined by TRANSEC. We meet
TRANSEC every three months and we discuss this
level of risk.

Q167 Chairman: Anyone else? Let us start with
you, Mr Coucher, and go from one end to the
other.
Mr Coucher: We too take our lead on this issue
from TRANSEC who issue the general threat level
status. We remain as vigilant as ever. We anticipate
an attack could happen at any time but we are not
expecting it.
Ms Simpson: As you know, the Rail Freight Group
is not a train operator, it takes its lead from its
members who are rail freight operators and subject

to the same controls and security procedures as my
operating colleagues at the table, so I take my lead
from them on the answer to that question.

Q168 Chairman: The train operating companies,
Mr Gimson?
Mr Gimson: Obviously we receive information, as
do the other members of the rail group, from
TRANSEC and we keep close to the BTP for
operational information at a local level. We are not
aware of any specific threat and we take cognisance
of everything that we hear from the Department
and make sure that we are meeting the
requirements of the regulations and other advisory
notes that they put out from time to time.

Q169 Chairman: Intentionally or not, you do all
rather give the impression in your submissions that
a comforting and satisfactory security situation is
extant on the United Kingdom railway. Is that
intentional?
Mr Gimson: What I would say from a train
operator’s perspective is we take intelligence from
TRANSEC from the briefings that they provide to
us. I cannot help the Committee with anything
outside of the information I have received. I can
assure you that security is given the highest priority
by ourselves and our partners elsewhere in the
railway and we strive to deliver the safest possible
environment with ourselves, BTP and particularly
Network Rail, the infrastructure provider, at all
times.

Q170 Mr Leech: Just a follow-up from the first two
questions. Do you ever disagree with TRANSEC?
Do you ever ask them why their assessment is as
it is and perhaps suggest there is more of a threat
than they are suggesting to you?
Mr Gimson: It is not for us to disagree with their
threat assessment. What we would challenge them
on is if they are asking us to institute procedures
that we find particularly diYcult to comply with we
will have a conversation about what they are trying
to achieve, what is the aim of the procedure or the
regulation, and we can normally find a way of
meeting their requirement without disrupting the
operation of the railway from the way it might have
happened originally.
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Q171 Mr Leech: So you never question the
assessment that they make?
Mr Gimson: We discuss it but I would not question
it. They are getting information from other sources
that I have no access to.

Q172 Chairman: Do you accept that the UK
surface rail system is as vulnerable as the London
Underground?
Mr Gimson: It is an open system with millions of
people travelling on it and, therefore, there would
be no absolute. We are doing everything we can to
make it as safe as pragmatically possible.

Q173 Chairman: Mr Coucher, do you accept that
in fact the system is as vulnerable as the London
Underground was?
Mr Coucher: In fact, we have a more open system
than the Underground. The Underground has got
gates, barriers, CCTV and manned stations all over
the place. The UK rail network is much more open
than that and we manage the risks accordingly.
Many of the major stations which a good
proportion of people go through operate at the
same level of security stands as the Underground.

Q174 Chairman: Could you tell us specifically what
you have done in the wake of the bombings last
year?
Mr Coucher: We have done a lot from an industry
perspective. There are various joint groups between
the DfT and the train operating companies looking
at all aspects of security and how we handle it, not
just from the 7/7 bombings last year but looking at
the impact of the Madrid bombings where there
was a similar situation. TRANSEC have been
issuing new training materials about how to handle
certain instances. We have been upgrading the
CCTV systems throughout all the big stations and
we have got a similar roll-out programme now for
the bigger stations outside of Network Rail
controlled stations. We have been increasing the
measures in the protocols for inspection and
surveillance, more visibility of policemen, BTP,
community support oYcers at stations, a visible
presence. I think we have done a lot but the
network does remain open being a public transport
system, of course.

Q175 Chairman: Are all your mainline stations now
equipped with CCTV?
Mr Coucher: Yes.

Q176 Chairman: This is the new system. You have
moved to a higher quality of digital camera?
Mr Coucher: Yes. We were upgrading those before
and we have spent some £70 million upgrading
those. We plan to roll it out to a number of other
major outlying stations. What we have learned on
the back of the bombings last year is what CCTV
cameras are going to be used for. Traditionally,
from an operational railway perspective, we use it
for crowd control, looking at where platforms are
congested. We undertook an industry-wide review

to look at the information that the BTP and
security services might need for pursuing
prosecutions, the ease of accessibility for that
information to get accessed quickly. We have
issued new standards across industry about
CCTV systems.

Q177 Chairman: You are assuming that timetable
will be quite a short one?
Mr Coucher: Yes. We are actively funded and
rolling out the system now.

Q178 Chairman: Mr Gimson, what about ATOC?
Mr Gimson: As Mr Coucher said, starting really
from Madrid we have worked in a number of
working groups to see what we can do to improve,
learning lessons from both Madrid and July last
year. I was personally involved in the working
groups with TRANSEC, BTP and Network Rail
following Madrid, and more recently following 7
July last year. The sorts of things we have done are
we have reviewed training. Overall we have got just
over 100,000 people employed on the railway,
47,000 of whom are employed by TOCs. They are
our eyes and ears. Developing a challenge culture
amongst that workforce to search out for the
unexpected, the irregular or what they are unused
to seeing, is very helpful. Literally in the last few
days TRANSEC have produced a training DVD
for showing to all railway staV who work in the
frontline about security, what they should do if
they find something they do not understand, a
package, and how they should react. I have to say
I think it is quite a good DVD, I saw it this week.
It is anonymous in terms of branding, it is about
the railway, and I think it will stand the test of time.
Also, we have a comprehensive cascade briefing
process through the industry to ensure that security
messages are being passed down to frontline staV.
For my own company, and I think for others,
where required and desired we have comprehensive
briefings to trade union representatives, staV

representatives, company council, to ensure that
there is a mechanism for dialogue. We do not want
frontline staV to be concerned about their safety or
the safety of the public. If they have a question they
should be able to ask it and get a straight answer
from either their manager, or if he cannot get an
answer he should know where to go to get an
answer. Sometimes it goes all the way through to
TRANSEC perhaps, but normally we can solve it.
We have been doing an awful lot but a lot of it is
about culture and training and keeping people
alert.

Q179 Chairman: Mr Lingrand, can you assure me
that you have done a great deal on the security of
passengers?
Mr Lingrand: From the beginning of the operation
in 1994 Eurotunnel has integrated a high level of
security within the organisation on security matters
which has been under the supervision of the two
governments. After the events of July 2005 we
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organised an audit in order to have a good view of
the organisation’s existing security and the status
of its security equipment.

Q180 Chairman: I think a little louder, Mr
Lingrand.
Mr Lingrand: An audit was organised in October/
November 2005 in order to look at what could be
done to improve the security on the Eurotunnel
site. Some recommendations were raised, 52 in
total. These recommendations were discussed with
TRANSEC and communicated to TRANSEC.
Following these recommendations we have built a
new security action plan in order to achieve new
targets. The list is rather long but, for instance,
before we had planned to replace some security
equipment in 2006, 2007 and 2008 and now we have
agreed to replace everything in 2006. That is
covering the CCTV, the video, the reinforcement of
the fences and replacement of infrared barriers.

Q181 Mr Wilshire: It was this particular point that
I wanted to pursue with Eurotunnel in that
reference has been made to TRANSEC and their
52 requirements, or whatever else it is, but the other
end of your operation is not in the United
Kingdom. What is the relationship with the French
equivalent of TRANSEC? How does that work?
Mr Lingrand: From the beginning the two
governments have put in place a structure which is
under the supervision of the intergovernmental
committee. From the beginning there has been a
joint security committee with British and French
members, including TRANSEC, from the French
counterpart, people from the Ministry of the
Interior, the equivalent of the Home OYce. The
French and British members of the IGC meet in
order to put consistent measures in France and the
UK and we are applying those measures identified
by the French and British governments.

Q182 Mr Wilshire: Is every requirement placed on
you by TRANSEC also a requirement at the
French end, or are there lower standards or higher
standards at the French end of the Tunnel?
Mr Lingrand: The risks are diVerent. This is due to
the fact that the terminals are diVerent. At the
French terminal, for instance, we had to face the
clandestine situation in 2000, 2001 and 2002, so in
France we have taken specific measures to face this
specific threat.

Q183 Mr Wilshire: The question I asked was, are
all the requirements of TRANSEC applicable to
the French end, irrespective of anything diVerent?
Is there a lower standard applied at the French end,
the same standard or a higher standard?
Mr Lingrand: The standard is equivalent.

Q184 Chairman: Is there not a separate
arrangement for the Tunnel because it is a
government-to-government arrangement? Do you

not have a separate security grouping where the
two governments delegate to specific oYcers the
need to work together?
Mr Lingrand: We have specific meetings with
TRANSEC, the national security committee, with
British members, looking at specific issues
happening at the UK terminal and for the global
approach to security there is a joint security
committee.

Q185 Mr Wilshire: Have there been any terrorist
threats made to Eurotunnel or Eurostar?
Mr Lingrand: Can I take the example of
immigrants, which is considered as a threat by
Eurotunnel and we have to face this threat. As you
know, we have reinforced our security measures on
the French side. There are also more global
measures as we integrate our procedures. For
instance, we are controlling both the passenger and
security flows with high technology equipment. To
check the freight flows, for instance, at the UK
terminal we have installed two Euroscans that are
able to scan 50 lorries per hour at the moment.

Q186 Chairman: But not the French side is what
you are saying?
Mr Lingrand: On the French side there are similar
arrangements.

Q187 Chairman: I think that was the point Mr
Wilshire was seeking to establish.
Mr Lingrand: It is not exactly the same.
Chairman: No, but it is a similar level.

Q188 Mrs Ellman: What about the screening of
passengers and baggage, like that carried out at
Madrid? Is that something that the operators here
would like to see happening?
Mr Coucher: My understanding of the operation at
Madrid is that it is only for the TGV high-speed
links, it is not for all passengers using the railway,
but I could be wrong. We are experimenting with
a facility at one or two stations looking at security
screening and we have yet to see the outcome of
those trials. We do, of course, have very open
stations and many platforms and many stations,
and we deposit thousands of people in any train
drop. So we have yet to find technology which can
screen those people quickly and eYciently at the
major stations, and of course we have some 2,500
other stations where people get on and oV the
network. So there are trials being conducted in
collaboration with TRANSEC to see the
applicability of these things and we are waiting to
see the outcome of those studies.
Mr Gimson: In general, it is not practical to screen
everybody going on an open system. Occasional
checking or random checking, some of which is
done by BTP at the moment, under the current
legislation, I think is valuable; it is reassuring to the
public to see sniVer dogs, high-visibility policeman
and occasionally them asking to look in people’s
bags or whatever. In terms of full screening of the
network, I do not think it is something we will be
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able to do in the near future. The technology and
the throughput per minute of one of these machines
simply does not meet what would be required.

Q189 Mrs Ellman: Are there any other
observations on that? No. What about the general
system of organising security on the railways? Do
you think the system is right or is there any
confusion because of the diVerent bodies involved?
Mr Gimson: I think it is working very well now. I
think if we look back four or five years ago when
TRANSEC first took control of regulating security
on the railways from the railway itself there was
some friction; there was a railway which is a fairly
conservative body of managers who had managed
under British Rail and then privatisation
arrangements for quite a long time and TRANSEC
came in with a diVerent perspective, largely from
the airline and airports perspective. It took two or
three years for each side to understand what was
going on. More recently, particularly post-Madrid
and post-7 July last year, we have now got a much
better understanding of each person’s position.
BTP have operational primacy, TRANSEC write
the regulations in conjunction with us and we make
sure we do it. I can say more if you want.

Q190 Mrs Ellman: Any other view? How involved
are you with CONTEST, the Government’s
counter-terrorism strategy? Is it something you are
all aware of and you have an input? Mr Coucher,
you are shaking your head.
Mr Coucher: We take our lead from TRANSEC. I
assume that TRANSEC are involved in the
counter-terrorism stuV and we then implement the
recommendations of TRANSEC as they come out
from this informed position. I would share Mr
Gimson’s position on TRANSEC, that the working
relationships and procedures and protocols—who
does what in certain instances—are now very well
understood and it is a lot better than it was.
Certainly, the events of the bombings really made
us focus on making sure it was absolutely right.

Q191 Mrs Ellman: Any other views on CONTEST?
Eurotunnel, are you involved in that? Not involved
at all. What about your own internal security
organisations? How does that work?
Mr Gimson: Train operators, because there is a
wide diVerent variety of them, set up security as
pertaining to their particular route. The important
thing is that everybody in the company has a role
to play in security as they do in safety, and it runs
right from a member of oYce staV who is coming
to work if they see something they do not know to
a frontline member of staV. Every train operator
has a nominated security contact, who is a senior
manager who is nominated to the Department for
Transport, to TRANSEC, who is the contact and
the conduit through which operational and other
information flows. There is also a 24-hour number
which for most train operators will be their route
control. So there is a 24-hour contact for
TRANSEC if the duty oYcer wants to get in touch

and then there is a daily personal contact who they
speak to. The nominated contact will brief directors
and senior managers as required and the nominated
contact and senior directors will also be vetted in
order to allow them to receive classified
information from TRANSEC.
Mr Coucher: We, too, have a nominated security
contact. He works for Robin Gisby, who oversees
all the operations and, of course, I take
responsibility for security at board level. He
performs all the functions to which Mr Gimson has
already referred. We do a lot of training at the
frontline stations, the 17 stations that we manage,
and there is a lot of security teachings there, and
the practices and the processes are driven out. The
cascade process, again, works right the way
through that and we also have some 12,000
frontline maintenance workers who are our eyes
and ears on the railway. They, too, have got
procedures and protocols for what they should do
if they see any suspicious objects. That is routed
back through our control system and links into the
BTP system in that way.

Q192 Mrs Ellman: Any comments?
Mr Lingrand: At the top of Eurotunnel, Jacques
Gounon, the President is following the security
matters. Every three months there is a meeting with
him and other members of the Board, and there are
discussions about security: where we are, and what
are the issues and what are the priorities. There is
a security department. This security department is
doing the link with the governmental bodies, the
French and the British governmental bodies, and
we are planning the measures that are requested by
TRANSEC, for France, that are requested by the
Plan Particulier de Protection (PPP) from France—
TRANSEC from the UK—and we are making sure
that all the security aspects are well applied on both
sides, so we are following the training issue and we
are following the evolution of the procedures. We
are developing the training for all the staV.

Q193 Mrs Ellman: Who trains your security staV?
I ask everyone that.
Mr Lingrand: On the UK side the Kent Police is
involved in the training. We have a contract with
the Kent Police. The Kent Police is covering the
missions of the police on the UK terminal. Added
to these classic missions, the Kent Police is helping
us to organise, to put in place, some security
training. So regularly we are doing exercises with
the Kent Police and the Kent Police is participating
in all our security training.
Mr Gimson: We train our own staV. Some
companies may use an outsourced service provider
but it is all to TRANSEC standards and we use
TRANSEC produced training aids to ensure we get
consistency across the piece.
Mr Coucher: We train our own people and it is co-
ordinated by our security contact who oversees
this. We use material published by TRANSEC but
it is delivered locally at the stations.
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Q194 Mrs Ellman: What are your dealings with
British Transport Police? Are they satisfactory?
Mr Gimson: We work very closely. It varies from
company to company. I work for a company that
runs from London to Aberdeen, so we deal with
diVerence pieces of BTP, but we have a lead local
area commander in Leeds who is our focal point,
but we also establish good relationships, and you
will find, I think, across the network, that at large
stations and smaller stations that, essentially, good
relationships exist between stations managers and
the local BTP, whether it is a sergeant, an inspector
or someone more senior. We take all our
operational advice from them.
Mr Coucher: Our relationship with Network Rail
is pretty good. Our main contact point with the
BTP, on a day-to-day basis, is all the policing
service they provide at the managed stations, and
providing support for incidents on the railway such
as suicides and things. So a lot of our day-to-day
work is more about the policing of the network
rather than police work itself doing investigations,
and they provide a good service for us. Every now
and then we might like a few more people out and
about in the countryside, stopping youths from
throwing stones, but in those locations we work
pretty well with the local police forces as well.
However, they have been stretched. Clearly, the
events of last year, security events of last year, have
put an increased responsibility on the BTP and in
those instances we have provided some of our own
security services at the stations as well to provide
a visible presence.

Q195 Mrs Ellman: Where you need to liaise with
the local police because of incidents like the ones
you describe, does the system allow you to do
that easily?
Mr Coucher: Yes. It works well in some parts and
not so well in others, but we will address those.
Mr Gimson: The protocol is to go through the BTP
national control room. If they are unable to
respond to an incident they automatically task the
local force who is best suited to deal with it.

Q196 Chairman: As a trade organisation, do you
have talks with the unions?
Mr Gimson: As a trade organisation, ATOC, no,
not that I am aware of.

Q197 Chairman: Not at that level.
Mr Gimson: We have them within each company.

Q198 Chairman: That is the individual unions in
each case. As a trade association have you been
asked to meet the unions?
Mr Gimson: I am not aware of it. I can check and
I can let the Committee know but I, personally, am
not aware.

Q199 Graham Stringer: Can we go back to the
Channel Tunnel? I did not understand Mr
Lingrand’s answers to Mr Wilshire when he asked
whether or not there had been threats received by

Channel Tunnel. Have there been threats received?
Have you had specific threats from groups
threatening to damage the Tunnel or have threats
been passed on by either the French or the British
security forces?
Mr Lingrand: We are receiving sometimes some
messages, but each time we are discussing with the
Kent Police when it happens; we pass information
to the Kent Police and the Kent Police is analysing
the credibility of the threat. So the result of these
threats so far is that the credibility of the messages
we receive were not very high, so it is a way we
manage the threat in a strong link with the Kent
Police.

Q200 Graham Stringer: And the same happens on
the French side? Do you get threats from the
French side?
Mr Lingrand: That is a similar process on the
French side. We have regular contacts with PAF,
the Police aux Frontiere and the PAF is giving us
advice on the way to manage this aspect.

Q201 Graham Stringer: Can you give us some idea
of the number of these threats that are passed on?
Is it one a week, ten a week?
Mr Lingrand: I would say once a month.

Q202 Graham Stringer: Once a month. How much
has the number of passengers using the Channel
Tunnel been aVected by the perception of a threat
from terrorism? How many passengers have you
lost?
Mr Robinson: I would say there has been no impact
since the bombings in London. We have
maintained our forecast passenger and, also, freight
numbers and we have maintained our share of the
market place. So the answer is I would say there
has not been any eVect on passenger volumes—
customers.

Q203 Graham Stringer: You were very specific
there in saying 7 July. Was there a drop in
passengers after the attacks in New York?
Mr Robinson: I do not know the answer to that. I
can provide that information to the Committee
within 24 hours.

Q204 Graham Stringer: Can I move on to the Rail
Freight Group? Are you familiar with the John
Large report?
Ms Simpson: I am afraid I am not, no.

Q205 Graham Stringer: Possibly you can tell us
what threat assessment you have made to the
transfer of nuclear waste products by rail.
Ms Simpson: The Rail Freight Group itself has
made no such assessment because it is not in its
mandate to do so. Our members, Direct Rail
Services, of course, is employed in the business of
moving nuclear goods by waste and, as set out in
our submission, they are subject to a range of fairly
stringent control measures defined over a period of
years. Since they have been moving those services,
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they use two locomotives on every service and the
route is varied by day of the week, by time of the
day, and Network Rail maintain additional
timetable paths to allow that flexibility to take
place. I am not familiar with the facilities that
Direct Rail Services have in terms of staV

equipment and such like, but I do know that they
are subject to very stringent and, in some cases,
legal controls set out by the nuclear bodies.

Q206 Graham Stringer: You say in your written
submission that you do not believe that there is any
case for having a higher level of security applied to
rail freight than is applied to road freight. Would
you care to expand on your reasoning?
Ms Simpson: I think that my passenger colleagues
have set out very clearly that for passengers the rail
network is an open system; it is very easy to gain
access to the rail network and its competing modes
of coach and car and airline, perhaps, have a less
open nature. I think for rail freight compared to its
main competing mode of road, it is a more closed
system today than the competition it faces. So rail
terminals are, generally, subject to secure fencing,
to CCTV, the volume can be moved with less staV

than it would be if it was moved by road, for
example; drivers are recruited and employed within
the UK, they are not coming from the wider
continent where, perhaps, in some cases,
recruitment and resourcing is less stringent. So,
generally speaking, we believe that whilst there may
be diVerences in the level of desirability of target
between rail and road, generally speaking, the rail
network for freight today has more security
measures applied to it than systems on the road.
Our fear is that if additional security requirements
are placed on to rail freight, bearing in mind that
rail freight operating companies do not have a
franchise contract (they are not re-tendered every
few years and they have no mechanism for
recouping costs back through government
periodically), the cost of additional security de facto
pushes up the cost of rail freight, which means that
it will be less competitive with road freight.
Therefore, it is possible that increasing security for
rail freight could have the converse eVect of making
people use what is potentially a less secure mode of
road freight.

Q207 Graham Stringer: That is an interesting
answer. It is primarily a commercial answer, is it
not? I understand that, but the big gap in the logic
is the assessment of the threat to the rail system and
the road system. For the logic to go through the
assessment of that threat has to be the same. Do
you believe the threat to the rail system is the same
as the threat to the road freight system?
Ms Simpson: I think it would depend on what you
thought people wanted to achieve through
terrorism. I think if you wanted to look at
systems—

Q208 Graham Stringer: We are not chopping wood;
it is not what I think, it is the assessment you are
making about what other people would like to do
to the rail freight system or the road freight system.
I am saying that your logic falls down if there is
any diVerence, worse for rail freight than for road
freight, in the threat to those systems.
Ms Simpson: If you thought that we were starting
from a level playing field today I think you would
find today that the rail freight system already oVers
a greater level of security because, at least in part,
it is subject to exactly the same controls as the
passenger network.

Q209 Graham Stringer: I understand that point; it
is the threat. What I am trying to get at is do you
believe that the threat to the rail freight system is
the same as the road freight system, because the
whole pile of logic depends on that assessment?
Ms Simpson: I think the rail freight system has to
be less of a target than the passenger rail system,
because it is certainly less—

Q210 Graham Stringer: That may be, but it is not
the question I am asking. The question is: what is
your assessment of the threat to the rail freight
system compared to the road freight system?
Ms Simpson: I would have thought they were
comparable.

Q211 Graham Stringer: Have you made that
assessment?
Ms Simpson: No. It is not in our business to make
that assessment.

Q212 Graham Stringer: Has anybody advised you
about that assessment?
Ms Simpson: No.

Q213 Graham Stringer: Have you talked to
TRANSEC about it?
Ms Simpson: No, it is not in the mandate of the
Rail Freight Group to deal with TRANSEC; it
would be in the mandate of the individual
operators, who tie in to the systems that my
colleagues here have described.

Q214 Graham Stringer: Have those individual
operators, as far as freight is concerned, that you
represent in your group, asked for that assessment?
Ms Simpson: I do not know the answer to that.
Mr Coucher: Could I just add a little bit, if it might
help the Committee? We do work extensively with
the freight operating companies and the BTP and
the security services about the movement of freight.
You have heard the example about the nuclear
waste that we move around and how those are
timetabled, and very few people do know the routes
of those types of stuV.

Q215 Graham Stringer: It is not true that you can
get those timetables on the web?
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Mr Coucher: No. I am sure that people know that
trains go in and out of various recycling plants but
many, many of these trains going in and out do not
carry any kind of nuclear waste at all. So they are
not published, and there are train paths allocated
but never used, which is the point to which we
spoke about before—that we provide lots of
alternatives, partly for this whole reason that if it
was ever made available then people would use it.
So we publish many more trains for every timetable
than are ever used. We work long and hard with
the BTP and our freight colleagues about security
at freight depots, and who gets access to them. I
have no specific information about freight being
specifically targeted but we are obviously
concerned sometimes about the movement of
vehicles—lorries in and out of major stations—as
an issue but there has been no specific freight threat
that we have seen so far.

Q216 Mr Scott: Mr Lingrand, with regard to you
speaking earlier about the French relationship with
security with TRANSEC and the British
relationship, obviously the Belgian police would
come into it as well because trains originating from
Brussels will go through the Tunnel. Does it
concern you at all that there are three diVerent
groups involved in this and there must be some
possibility for information not to be freely passed?
Or would you say it is adequately passed?
Mr Lingrand: There is within the joint security
committee all the members of the operators
running through Eurotunnel, so there is the same
level of measures both in Bruxelles, Gare du Nord
in order to be sure that all the risks are managed
in the same way on each line. So there is a link
between everybody, between all the operators, in
order to make sure that all the information that
could be useful to the others is exchanged.

Q217 Mr Scott: So when you referred earlier to
there might be a threat once a month, someone
would ‘phone through, if that happened to go to
the Belgian police it would automatically alert the
French and British police at the same time?
Mr Lingrand: I would take an example that
happened on 10 June 2005. A coach was suspected
to transport some radioactive materials. That
information was received by the British authority,
the information was transmitted to the French
authority and both organised the management, the
control, of this specific coach. So, yes, I would say
there is a co-ordination between the French and the
British authorities and, if necessary, with the
Belgian authorities too.

Q218 Mr Scott: I am sorry if I misunderstood you.
Are you saying that radioactive material is
transported through the tunnel?
Mr Lingrand: No. There was an anonymous
message which said that some radioactive materials
were transported in a coach, but of course some
controls were achieved in order to analyse the level
of radioactivity in the specific coach. So some

experts were present from the British Government
and from the French teams, and so they took all
the coaches to be sure that there was no risk at all.
So there was no radioactivity on board those
coaches.

Q219 Mr Scott: So nuclear materials, waste and
freight, have never been transported through
Eurotunnel?
Mr Lingrand: No, we do not transport radioactive
materials. Precisely, there is some limited
radioactive equipment going through the tunnels
but that is authorised goods, classified goods,
registered, in small quantities, as for hospitals and
so on. The regulation of this transport is similar to
that for other hazardous goods.

Q220 Mr Scott: Can I ask everyone: how eVective
do you think TRANSEC is?
Mr Coucher: To reiterate what Mr Gimson said
before, there were strains when TRANSEC was
first set up because there was conflict between
cultural perspectives, but over the last few years,
coupled with the dramatic incidences we have had
in the last couple of years as well, everybody has
really streamlined their act together and it is now
working pretty well. Obviously, things could
always be improved but we work with them and the
BTP and our colleagues in the rail industry to make
it as eVective as possible. It is vital for the success
of the railways that we allay passenger fears on
security, and it is taken on board in that spirit. So
we do work very hard, and I think it has worked.
A number of staged rehearsals and scenario
planning has tested the processes and that has been
very successful as well, so I think we have come a
long way in a fairly short period of time. Certainly
from Network Rail’s perspective we are very
pleased with that relationship with TRANSEC.

Q221 Mr Scott: Does anyone disagree with that?
Mr Gimson: I think the establishment of the railway
sub-committee—I know some of you may have
visited—

Q222 Chairman: Is that the Rail National Security
Committee?
Mr Gimson: There is the Rail National Security
Committee, Chairman, which—

Q223 Chairman: Are you all on that?
Mr Gimson: We are all on that, but that is a very
big body because you have got 40 or more people
in the room. So we have now formed a sub-
committee, which is chaired by John Grubb the
Deputy Director of TRANSEC; it is attended by
some of his oYcials but it is also attended by the
nominated security contact for Network Rail.
There are four train operators representing
diVerent types of operation, including the regional
railways, London Underground are represented,
the Rail Freight are represented and BTP. That is
a much smaller group of 10 or 11 people, and that
means you can actually achieve much more
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consensus and you can actually deal with issues
very quickly, which you then put out to a wider
consultation, because everyone has to buy into
them, but we can actually work together to achieve
what TRANSEC want, which is a better regulated
and more streamlined system.

Q224 Clive EVord: Pardon me if this has been asked
in my absence, and I apologise for being late. I
declare my interest as a member of the Transport
& Workers’ General Union. This is a question to
all of you: are you satisfied with the Government’s
User Pays arrangements for financing transport
security measures?
Mr Robinson: Yes, we accept that we should meet
the cost of providing our own security, and that
includes the cost of the Kent Police who have a
dedicated branch on our site. That is on the basis,
of course, that our competitors, the airports and
airlines, and the ferries and ports, similarly meet
the costs.

Q225 Clive EVord: When you say the Kent Police,
do you mean the Kent branch of the British
Transport Police or do you actually mean the Kent
Constabulary?
Mr Robinson: We do not have the British
Transport Police in Eurotunnel; we have the Kent
Police, and they have a police station and dedicated
police oYcers on site.

Q226 Clive EVord: Just slightly oV what I started
my questions on, does it lead to any confusion that
you have Kent Police and the British Transport
Police on the rest of the network? Is that not a
problem?
Mr Lingrand: No, it is not a problem because the
Kent Police knows perfectly the Eurotunnel site
and the Kent Police missions are very clear and
there is no conflict with any other organisation.

Q227 Clive EVord: Can I ask that of the other
organisations? Are you happy with the
Government’s arrangements?
Mr Gimson: In terms of paying for BTP to protect
passengers and staV on stations and the
management of crime on stations, we quite accept
that the user pays. I think in terms of what can be
quite significant costs in terms of anti-terrorism
activity, there is a wider question as to whether the
train operators should pay for all of the additional
costs associated with the particular threat to a city
the size of London.

Q228 Clive EVord: Just staying with you for a
moment, what proportion of the cost of a
passenger’s ticket goes towards security, and have
you increased the proportion of that ticket that is
being spent on security since 7 July?
Mr Gimson: I cannot tell you the absolutes, and if
you want that information we will try and get it to
you. All I can tell you is that the budget for the
BTP has gone up significantly in the last three
years.

Q229 Clive EVord: As a proportion of the amount
that the—
Mr Gimson: Therefore, the proportion, as the
whole railway cake, probably has gone up but,
again, I do not have at my fingertips the absolute
numbers. I would not want to quote something—

Q230 Clive EVord: As yet, has the increased cost
of security had any impact on the costs to the
passenger?
Mr Gimson: Not directly, but it will have had an
impact in the costs built into franchise bids which
have been placed to DfT in the last two or three
years.

Q231 Clive EVord: Can I ask Ms Simpson? Are you
happy with the Government’s arrangements for
financing security?
Ms Simpson: I think as a principle the freight
community does not have a problem with the user
pays principle but I think there are a number of
caveats: firstly, that what the freight community is
expected to pay should represent the threat and the
risk that it contributes rather than a sort of global
slice of additional rail costs. I do not think that my
passenger colleagues would thank an extra cost
paid if the cost of fencing at freight terminals was
increased, so I think the converse is true of
measures which are specifically about passenger
security. I think my answer to Mr Stringer about
the cost of road freight versus the cost of rail
freight—it is a commercial answer but we are
talking about commercial companies. I think that
is relevant. I think that whilst the principle is good
there ought to be some way of the companies on
whom the cost is imposed having some level of
control over how much that cost is in terms,
perhaps, of being allowed to tender for the
technologies themselves and having a consultative
discussion (which, in any case, I believe goes on)
about what those measures should be.

Q232 Clive EVord: Can I ask you about scanning
of containers? Is that something that you have ever
considered?
Ms Simpson: We will not have considered that but
certainly the European Commission, I know, are
looking at measures on containerisation
segregation at ports, and some of those measures
coming through. It would have to be across the
piece, I think, at ports and at places such as
Eurotunnel—to do that whatever the mode was.

Q233 Clive EVord: Just to be clear: you would
expect containers then to be scanned at the point
of entry, so therefore they would be scanned
somewhere at a point removed from freight
terminals?
Ms Simpson: I would have thought that would have
been the logical place to do them, yes.

Q234 Clive EVord: Are there any circumstances in
which you would resist any security measures on
commercial grounds?
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Ms Simpson: I could not answer that question
because I would not know what those measures are,
but theoretically yes.

Q235 Clive EVord: Mr Gimson, what about
ATOC—are there any circumstances where the
train operating companies would resist measures on
security grounds?
Mr Gimson: If there was an immediate operational
threat, on the advice of BTP and TRANSEC, it is
something we would do immediately. If there was
ongoing cost, we would want to maybe explore
with TRANSEC what they were trying to achieve,
what was the aim of their procedure and whether
there was a way we could help them meet their aim
at a reduced cost, but we do not want to
compromise security on the network.

Q236 Clive EVord: Mr Coucher, I go back to my
original question which was about the
Government’s arrangements for paying for
security.
Mr Coucher: As you may know, we get paid an
allowance every five years which includes an
element of pay for the BTP. The amount of charges
which the BTP place upon us has risen significantly
in excess of that which we were allowed in our
settlement and we are paying approximately £100
million in this five-year control period as a result
of the increased policing on the railway. We have
found that money from eYciencies within our
organisation and we think it is good value for
money; it is important to get secure railways and
it is reassuring for the public to have people on
stations. We are in constant dialogue with the BTP
about how best we can achieve their plans through
diVerent ways, greater use of the support oYcers
which we spoke about rather than more policemen
at stations and it has been working quite well.

Q237 Clive EVord: Are there any times when you
have resisted any expenditure on commercial
grounds?
Mr Coucher: There are times when we have
questioned the proposed approach. BTP are
normally very co-operative in discussing how best
to implement their recommendations, so, if we can
achieve a stated goal or objective at a lower cost,
then we will seek to persuade them to do so, but we
never as yet have refused anything that they have
suggested.

Q238 Clive EVord: So TRANSEC have never had
to take steps to direct you to take any steps?
Mr Coucher: No.

Q239 Clive EVord: Is that true for everyone, that
TRANSEC—
Mr Gimson: As far as I am aware, yes.

Q240 Clive EVord: And they have never been
required to force you to take any steps which you
have resisted?

Mr Gimson: If it would help, the way TRANSEC
audit us is they come and visit our stations and—

Q241 Chairman: How many inspectors do they
have and how often do they come—enough?
Mr Gimson: I do not know the answer to how many
they have got. I do not know, 20, 30. It feels like
a lot for a TOC with only 12 stations.

Q242 Chairman: That is a slightly subjective
judgment, Mr Gimson!
Mr Gimson: I understand, but they come and visit
us unannounced and they go to the most senior
person on duty. They will have a look round first
normally and check certain measures. They will
check for posters and they will listen to
information, whether we are putting out regular
announcements about lost property or left baggage.
They will show their identity and announce that
they are there and they may ask to see search
records and other things. They will then go away
and write a report which is normally a fairly short
letter which they send to the nominated security
contact and also to the station they visited. The
nominated security contact is then responsible for
ensuring that any deficiencies they have identified
are met and explaining what the recovery
programme is if there is something they have
uncovered. I am not aware certainly in GNER of
ever receiving any enforcement measures from the
Department because they have always either only
found minor irregularities which have been
explained on the day or there has been something
we have then been able to put right in the timescale
expected by TRANSEC.

Q243 Chairman: There is no mandatory
requirement to security-vet general rail staV, is
there?
Mr Gimson: To vet staV?

Q244 Chairman: To vet the general staV who have
security duties.
Mr Gimson: No, there is no vetting, but there is a
requirement on taking up pre-employment checks.

Q245 Chairman: But that is rather a diVerent thing
from security vetting, is it not?
Mr Gimson: It is.

Q246 Chairman: Does that worry you?
Mr Gimson: No, not unduly.

Q247 Chairman: It does not?
Mr Gimson: I think, with the turnover of staV, it
would be diYcult to vet the whole of the railway
community and, by its very nature, although there
are non-public areas, many non-public areas are
accessed by railway staV and it would be diYcult
to set a bar where some staV were vetted and some
were not without actually compromising security.
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Q248 Chairman: The Metropolitan Police told us
they have got serious reservations about the multi-
agency threat and risk assessment process. What
has Kent Police said to you about applying
MATRA to the Tunnel?
Mr Lingrand: We met the Kent Police in 2004 to
start discussing the MATRA process. The
MATRA process is not fully implemented on the
Eurotunnel site at the moment. We are about to
implement it. We have so far worked with all
governmental bodies, Kent Police, TRANSEC,
HM Customs & Excise, so we have done a lot to
start the MATRA process. We have done all the
security risk assessments for the UK site and we are
now about to start regular meetings in order to
discuss the way to evaluate the result of the security
risk assessments. For us, it is a good way to
progress with security because that is a good forum
in which to share information about security. There
are a lot of governmental bodies working on the
UK site and we consider that it is a good way to
progress because there is no redundant equipment
and there is an economy of resources as well.

Q249 Chairman: So you approve?
Mr Lingrand: Yes.

Q250 Chairman: Mr Coucher, the station and
railway installations have all got specific levels of
threat category, but what about the track?
Mr Coucher: The stations do and the approaches
to the stations are covered by that threat level, but
there is no general applicability to that. We rely on
our front-line maintenance people and the
reporting processes to keep vigilance out there. We
have people patrolling the track very frequently
and they are all instructed about what they should
do if they see anything, but the track does not have
any specific categorisation.

Q251 Chairman: Is that something that you have
considered?
Mr Coucher: No, but I will now.

Q252 Chairman: You are supposed to lead for the
industry and apply the Government’s security
regime. Is that correct?
Mr Coucher: That is correct.

Q253 Chairman: I want to ask ATOC, how does
the National Railway Security Programme fit in
with the Rail Safety and Standards Board’s
Railway Group Standard 3600?
Mr Gimson: They are aligned. There is no conflict,
certainly not that I am aware of and I have been
involved in most of the discussions on the NRSP
for the last three years.

Q254 Chairman: But then of course much of that
is mandatory, is it not?
Mr Gimson: Yes, but the NRSP is about to be
supported by regulations issued on behalf of the
Secretary of State which will bring mandatory
regulation to security. Indeed I believe that the

regulations pertaining to stations and passenger
trains are almost ready to be issued. There may be
a period a final consultation.

Q255 Mr Wilshire: I have been thinking about the
Kent Police’s involvement in the Tunnel. If I
understand it correctly, I go to Waterloo Station,
I get on a Eurostar train, I am looked after by the
British Transport Police, but it arrives at the station
and then somebody else is responsible. Is that a
sensible way of splitting the responsibility for
policing Eurotunnel and Eurostar by having two
police forces doing it?
Mr Lingrand: The Kent Police may be involved in
the management of an incident with Eurostar, but
that is exceptional. The Kent Police are mainly
involved in missions of the police in the UK
terminal and the Eurostar does not stop at the UK
Eurotunnel terminal, but they are going from
Frethun to Ashford, and they only stop in the case
of an incident. For instance, as has happened in the
past, in the case of a suspect package on the
Eurostar, the Eurostar may stop at the UK site, but
in that case there are written procedures showing
the exact missions covered by everybody, including
the Kent Police.
Mr Wilshire: You are saying that, because Eurostar
does not stop at the Eurotunnel terminal, it is not
a problem, but who is responsible for the Tunnel
in that case because the Eurostar goes into the
Tunnel? Is the Tunnel looked after by the Kent
Police or the British Transport Police?

Q256 Chairman: Is it not a joint protocol between
the Pas de Calais and—certainly between the two
governments? Is it not the case that the Pas de
Calais and the Kent Police jointly have a
protocol here?
Mr Lingrand: In the case of an incident, there is
a common agreement between the French and the
British authorities and it could be either the French
authorities or—
Chairman: Yes, I think it changes according—

Q257 Mr Wilshire: That was not the point,
Chairman. The point that I was interested in is that
the answer I got as to whether there was a conflict
between the British Transport Police and the Kent
Police was that there was not for a Eurostar train
because it did not go into the Eurotunnel freight
terminal. That is what I thought I heard. My
question is: who is responsible for the British end
of the Tunnel because, irrespective of whether a
Eurostar, looked after by the British Transport
Police, goes to the terminal or not, it goes into the
British end of the Tunnel, so who polices the
Tunnel because I see the potential for a conflict
between the British Transport Police and Kent
Police as that train goes into the Tunnel? Is that a
sensible way to do it?
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Mr Lingrand: That is the Kent Police because the
Kent Police know perfectly the site. The Kent
Police know how to manage any incident at the UK
terminal or in the Tunnel, so the Kent Police are
well placed to do that, to give the proper answer
to an incident.
Mr Wilshire: So where exactly does the British
Transport Police’s responsibility end because it is
responsible when it leaves Waterloo, but not when
it goes into the Tunnel?

Q258 Chairman: I think, gentlemen, perhaps you
want to give us a short note which explains this
because I do want to get another question in before
you finish. You know that the British Transport
Police’s future is in some doubt. Can you give us
your views on whether this is the correct way to
proceed with railways’ policing?
Mr Coucher: The BTP do provide a very valuable
service in the policing network and we think it is
right and proper that we should retain a specialist
single nationalist force to look after policing-type
issues for that. Our submissions to the DfT have
been on that basis, that we would like to retain it.

Witnesses: Mr Howard Collins, Sub-Surface Railway Service Director, London Underground Limited; Mr
Steve Burton, Deputy Director, Transport Policing Enforcement, Surface Transport, Transport for
London; and Mr Neil Scales, Chief Executive and Director General, Merseyside Passenger Transport
Authority & Executive (Merseytravel), gave evidence.

Q261 Chairman: Good afternoon to you, gentlemen.
Could I ask you firstly to identify yourselves for
the record.
Mr Scales:Neil Scales, Chief Executiveand Director
General of Merseytravel.
Mr Collins: Howard Collins, Service Director for
London Underground.
Mr Burton: Steve Burton, Deputy Director,
Transport Policing Enforcement at Transport for
London.

Q262 Chairman: Did anybody have anything they
wanted to say before we began?
Mr Collins: No, thank you, Chairman.

Q263 Chairman: Both your organisations are
responsible for, or co-ordinate, a number of
transport modes within clearly defined and highly
populated urban environments. What special
security problems does that present?
Mr Collins: Obviously with 976 million journeys a
year on the Underground network, obviously the
scale of our operation presents a challenge in itself.
We believe that over many years we have operated a
very good close co-operation with many of the
authorities to achieve the best for our customers.

Q264 Chairman: Do you want to tell us a little bit
about your own internal security organisation, and
how many people have you got in security roles?

There are one or two questions about the degree to
which they get involved in criminal investigations
as a company—

Q259 Chairman: But that is not the question I am
asking you. Mr Gimson?
Mr Gimson: I would echo the comments that we
welcome having a national police force giving a
one-stop shop which can provide advice across the
whole network which could be broken down if we
have not got the BTP. Because they are part of
ACPO, they then provide a link to other
organisations in the police and other blue light
services to make sure that the railways fit into any
national programme.

Q260 Chairman: And no train operating company
has come up with a very specific operational
problem for the British Transport Police in the way
that they link in with the—
Mr Gimson: Not that I am aware of.
Chairman: You have been extraordinarily helpful.
Thank you very much indeed. We are very grateful
to you all.

Mr Collins: We obviously work very closely
alongside the British Transport Police, but we have
our own security manager and have had in place for
some time—

Q265 Chairman: What level is he? When you say
“security manager”, where does he come in the
hierarchy?
Mr Collins: He is a senior manager, slightly below
myself, below the main Board level, with a lot of
experience, like most of us who are in the Tube
network, with over 30 years’ experience of operating
the Tube environment. We have 12 vetted senior
managers on call who work a shift rotation to deal,
and liaise directly, with the British Transport Police
and we have a small specialist team obviously within
London Underground, but also within Transport
for London who deal with security matters,
particularly liaising with TRANSEC and obviously
the Resilience Group.

Q266 Chairman: Mr Scales?
Mr Scales: We are slightly smaller than London,
Chairman, but we have very similar problems. We
have an underground network, so we have special
problems on that, we have the two cross-river road
tunnels and we also have three ferries, so we have
very diVerent problems, but we have to tackle them
in very similar ways.

Q267 Chairman: Tell me about this “diVusion of
benefit” theory.
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Mr Scales: Well, we believe that, if we target harden
and our railway stations target harden and the
tunnels target harden and the network in general, we
get what we call a ‘diVusion of benefits’. As an
example, assaults on the rail network have gone
down by 60% since we introduced our secure
stations, assaults on staV have gone down by 10%
and graYti is reduced by 60%, so we see a benefit in
actually diVusing that amongst the community, so
we get less anti-social behaviour and, therefore, the
network appears to be more secure and we attract
people to it.

Q268 Chairman: That is not very hard evidence that
it would actually put oV terrorists, is it?
Mr Scales: I think terrorists are a specific threat and,
as our earlier colleagues said, we rely on TRANSEC
for that and work through the national agencies.

Q269 Mrs Ellman: How many terrorist attacks have
been thwarted by the police or the security services
on the infrastructure you are responsible for? Do
you know? I ask the question to both of you.
Mr Scales: We would not know directly, Mrs
Ellman, but I could ask the question and feed it back
to the Committee separately.
Mr Collins: The same answer. I think the British
Transport Police will be able to give you a written
response as to the number.

Q270 Chairman: Has neither of you any general
idea? That is an odd sort of response, that
information of a threat of an attack would only be
available to the British Transport Police.
Mr Collins: Obviously, we do have a number of
hoaxes and obviously we have had—

Q271 Chairman: Well, I think that is what Mrs
Ellman is asking you. She is not asking you how you
classify each threat, but she is asking you what
evidence you have got.
Mr Collins: Through the British Transport Police,
we are advised of what level of threat, their
assessment of the threat, whether they consider it to
be a hoax, whether they consider it to have a valid
nature—

Q272 Chairman: This is simpler than that. How
many terrorist attacks on your infrastructure have
been notified to you? How many attempts, how
many threats have been notified to either of you?
Mr Collins: I cannot give you a specific number
because I would be giving maybe wrong
information, but I know that there are very few
obviously actual attacks or attempted attacks on
the Tube.
Mr Scales: We have had threats on the
underground, we have had threats against the road
tunnels and on the ferries, so I will get the specific
information, Chairman, and—

Q273 Chairman: Do you want to make a guess, Mr
Scales? You keep pretty close tabs on what goes on
in your system. I want an estimate.

Mr Scales: One or two a year, Chairman.

Q274 Mrs Ellman: What can you tell us about the
state of CCTV on your transport systems, Mr
Scales?
Mr Scales: On our network, Merseytravel has
invested £789,000 from 2000 to 2006 on CCTV and
on the network we have invested a further £1.289
million and in the current Transport Plan that is
going forward from 2006 to 2011 we have set aside
£1.4 million for CCTV alone. All the rail carriages
are now equipped with CCTV to evidential
standards. We have got pretty good coverage over
the whole rail network, the bus network and we are
grant-aiding our colleagues on the bus side and 50%
of the fleet on Merseyside is now equipped with
CCTV to evidential standards, the same standards
applied to our colleagues in TfL.

Q275 Mrs Ellman: Is that system operating
adequately all the time or part of the time?
Mr Scales: It is operating, we are told, or I can tell
you that on the tunnels it is operating all the time,
and on the bus stations and the rail stations it is
operating all the time. On the bus network, I cannot
speak for the bus network because we have 37
diVerent bus operators on Merseyside.

Q276 Mrs Ellman: And you have no means of
knowing what is happening?
Mr Scales: We have no direct control of the bus
network, but we ask the question and, because we
are grant-aiding the CCTV on the buses, we do ask
our colleagues from time to time if it works and it
does actually show if there is an incident. You soon
find out if it has not worked.

Q277 Mr Scott: I wonder if you could both explain
how you engage with TRANSEC? How does it
operationally work?
Mr Collins: From a London Underground point of
view, we obviously have formal meetings with our
senior manager responsible for security on a regular
basis. As explained by the National Rail team, we
form part of a sub-committee providing and
exchanging information. We have good working
relationships with TRANSEC. As described earlier,
there are unannounced audits which occur on our
stations on a regular basis and obviously we respond
at a senior level, at director level, for any responses
to that audit in terms of assuring TRANSEC that we
have carried out the necessary remedial action.
Mr Scales: We have no formal arrangements
because we are not a category one or a category two
respondent under the Civil Contingencies Act, so we
are not part of the party, if you like, so we have
formed our own relationship directly with
TRANSEC and we are having regular meetings with
them and we are talking about joint training
initiatives, but we have no formal relationship as
exists between our train operating company
colleagues and TRANSEC direct.

Q278 Mr Scott: Do you think TRANSEC are up to
the job?
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Mr Collins: I believe certainly our working
relationship has improved over the last three years
that they have been involved. I believe they certainly
present professional support to us and give us good
guidance.

Q279 Mr Scott: So that is yes?
Mr Collins: That is a yes.
Mr Scales: It is a yes from usas well. We are involved
in a major exercise called ‘Northern Synergy’ across
the North West which is managed by TRANSEC
and the regional resilience people from the
Government OYce and that works really well.

Q280 Mr Scott: Do you think they have enough
inspectors?
Mr Collins: I believe that the number of inspectors is
adequate and certainly we receive regular visits from
the inspectors.
Mr Scales: I cannot answer that, I am sorry.

Q281 Chairman: What do you mean by “regular
visits”, Mr Collins?
Mr Collins: They make unannounced visits to most
of our mainline stations—

Q282 Chairman: But how often? Suppose I was in
charge of Euston, God forfend.
Mr Collins: At Euston Underground Station or on
the main station within the central area, I have seen
in the last few months three or four reports on the
mainline station, so an average of once a month, I
would make the assumption as to the regularity of it.

Q283 Mr Wilshire: This is a question for Transport
for London. In the Evening Standard on 8 August
last year, a reporter wrote, “Detectives investigating
21/7 have found fewer than 30 Tube trains had
working CCTV”. Is that a correct statement?
Mr Collins: I believe at the time what had happened
during the 7 July attack was that on the Northern
Line and, I believe, the Jubilee Line, where we have
in-car recorded CCTV, the equipment was removed
by the British Transport Police for evidential
gathering of 7 July. It took some time for that
equipment to be replaced and in the August there
was a reduced number of working units until they
were replaced. That has now been replaced and all
the recordable devices on the Tube lines which have
them are now in commission and working.

Q284 Mr Wilshire: That sounds to me like the
answer you are giving is yes, that after those attacks
there were then fewer CCTV units about working
than there were at the time, so there was a decrease
in the security arrangements immediately
afterwards.
Mr Collins: The technology which was bought for
these trains in the mid-1990s put in a hard-disk
system which was diYcult to remove quickly and
download the data, so the quickest way we could
provide information for the British Transport Police
was to remove in eVect the computer from the train
which records that information.

Q285 Mr Wilshire: So, notwithstanding the fact that
you had had a terrorist attack, you were content to
run trains with a poorer standard of safety on them
than before the attack?
Mr Collins: We were concerned about this and we
ensured that as quickly as possible those recording
devices were returned to service, and they were
shortly after August.

Q286 Mr Wilshire: On 3 May this year, the Deputy
Chief Constable of the British Transport Police told
this Committee that your CCTV system was “a very
old system which is constantly being upgraded”. Is
that a true statement?
Mr Collins: Let me give you some facts about
London Underground’s system. There are 6,000
CCTV cameras. It is one of the largest mass-transit
systems in the world.

Q287 Chairman: That is included in the trains?
Mr Collins: This is on stations specifically and
recording devices on four of the current fleets and, as
fleets get replaced, we have more in-car CCTV. For
the next five years, this will be doubled to 12,000. We
were the first to employ CCTV in the world in 1969.
Some of our systems date back from the late 1980s
and early 1990s and they are being upgraded now.
We actually provide over 18,000 VHS-type tapes
which are recorded on a regular basis and 300 hard
disks. One of our diYculties is obviously with an old
system, that some of our system is old, I would
challenge that though and say that, for example, on
the Jubilee Line Extension, which has been in
operation for six years, we have, and have had, the
most advanced systems for recording and it has been
a useful advantage to us. We intend to use that
standard to apply to the rest of the network within
the next five years.

Q288 Chairman: Mr Burton, are you wanting to
comment?
Mr Burton: Just additionally for completeness.
Obviously, as Howard has said, it is a very big
CCTV system. We have also got cameras on the bus
network and all London buses have cameras on
them and we are looking at a reinvestment in CCTV
on the Docklands Light Railway as well. The
technology is such that it is a continual process of
refresh.

Q289 Mr Wilshire: But, if I understood the Deputy
Chief Constable correctly, he was not commenting
on the quantity of the kit that you have, but on the
quality of it. I think I heard you say that yes, it
mainly was old. Is that right?
Mr Collins: No, it is a variety of systems. The quality
of the system does vary, depending on the age of the
technology. Yes, I would say that some of our
systems at some stations, and I would make a
personal judgment, that about a third of the system
has the more traditional, what we call, VHS-
recorded system, but we are seeing good
improvements as stations are modernised where we
use digital cameras and digital recording.
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Q290 Mr Wilshire: The answer you gave to one of
my previous questions was that you were now
upgrading parts of this.
Mr Collins: Correct.

Q291 Mr Wilshire: The decisions to upgrade, were
they taken before 21/7 or after it?
Mr Collins: They were before. This is part of the
investment under the PPP where every station on the
Underground system is modernised within a five- to
six-year period. That specification includes
improving CCTV on the basis of operational benefit
and obviously security.

Q292 Clive EVord: Could you tell us whether you are
fully satisfied with the policing of your transport
system and are the BTP adequately staVed?
Mr Collins: I am very satisfied with the specialist
arrangements that we have with the British
Transport Police. Operationally, I was personally
involved in the recovery operation of the three bomb
sites on the Underground. It was absolutely essential
that we had specialist people within those forces who
could advise and work with the Metropolitan Police.
Generally speaking, we have gone from 450 oYcers
three or four years ago to 670 oYcers on L-Division,
a division which is specifically required to work with
us in London Underground. For example, our
network operations centre is directly linked, and
next door, to the MICC, the British Transport Police
oYce, and it is a very useful thing to have close
working relationships, so, in one word, yes, I am
very satisfied that we have a specialist force.

Q293 Clive EVord: Following the terrorist attacks on
London Transport last year, what lessons have you
learnt through your discussions with the British
Transport Police on how the situation was handled?
Mr Collins: We have looked over several years to
learn lessons with joint exercises. Certainly post-July
7 we have had a number of seminars and discussions
not only with the British Transport Police, but with
TRANSEC and the London Resilience Group
which provides obviously support to us as well. We
have a member of staV full-time on that group which
helps us to understand the resilience issues.

Q294 Clive EVord: Have you spoken to emergency
staV at ground level to assess that because they are
the people who actually have the first-hand
experiences?
Mr Collins: Yes.

Q295 Clive EVord: They responded incredibly well,
I have to say.
Mr Collins: Obviously we have carried out a number
of reviews at each of the locations regarding
response and shared information about the
improvements that we could make and also to make
sure that we practise on a regular basis practical
simulation of such events and also table-top
exercises and we run once a year practical work
exercise on our London Underground network with
all the emergency services.

Q296 Clive EVord: There had been practical
exercises prior to July 7. Did they stand you in good
stead then?
Mr Collins: They did. I was directly involved in an
exercise called Atlantic Blue at Hendon, where we
worked over a two and a half day period on a multi-
agency exercise and a multi-site incident, which I
believe certainly stood me and my colleagues in good
stead to respond to the incident on 7 July.
Mr Scales: We similarly have very good
relationships with British Transport Police. We have
embedded British Transport Police oYcers in our
organisation. We get our policing plans every month
which we can discuss at our TravelSafe board, which
is a multi-agency board chaired by Merseytravel,
and senior British Transport Police oYcers attend
the Passenger Transport Authority’s Rail
Committee every six weeks and discuss problems
and issues with us. Similar to our colleagues in
Transport for London, we also undertake joint
exercises with them as well. So it is a very good
relationship indeed.

Q297 Clive EVord: Have you taken the opportunity
to have discussions post-July last year to find out if
there is any way you can improve your security and
response service?
Mr Scales: We are learning all the time and we are
learning from best practice, not only from British
Transport Police but other agencies as well, so we
have the TravelSafe board which is multi-agency
and that meets on a quarterly basis to assess what is
happening. We undertake training as well. As an
example, we have trained up local magistrates on
anti-social behaviour because smashing bus shelters,
for example, costs us in the region of £600,000 a
year, so we are training magistrates that just sending
people away with a slap on the wrist is not good
enough.

Q298 Chairman: What about your own staV, do you
train them in security?
Mr Scales: Yes, Chairman, we train our own staV in
security. The TravelSafe oYcers we have embedded
within our organisation do that and we are doing
things like having DNA-testing kits so if we have any
unpleasant activities like people being spat at we can
take action on that. We are doing a lot of positive
things and learning as much as we can from other
agencies.

Q299 Clive EVord: What about technology or the
use of dogs to break up and disrupt the activities of
people who are trying to carry out an attack?
Mr Scales: We have recently used passive sniVer
dogs, and it is interesting how they detect drugs on
people travelling on the network. Also in Lime
Street station as part of an exercise with British
Transport Police we used metal detectors which
detected a couple of people travelling with weapons.
We are not using dogs to break crowds up but we
have done exercises using sniVer dogs and used other
new technology in that way.
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Q300 Clive EVord: What about Transport for
London, have you used any forms of technology or
dogs for detecting substances?
Mr Collins: Yes, prior to the attacks last year, and
we continue, we used passive dogs in joint exercises
with Revenue control and also British Transport
Police for anti-social behaviour. We have specifically
targeted areas on the tube which we understand have
a perception of high crime—the east end of the
District line—where we have spent a significant
amount of money, extra police resources and
patrols, using dogs and we continue to review those
levels of crime.
Mr Scales: We also collect data from all sources now
and turn it into a monthly IRIS Report, which is our
incident reporting system, so we are becoming more
intelligence-led in where to target our resources.
That is on the bus network, the rail network, the
tunnels and the ferries.

Q301 Clive EVord: It appears that the future of the
British Transport Police may be in doubt, what is
your view of the option to abolish the force and
integrate railways policing into the Home OYce?
Mr Scales: If it ain’t broke, don’t fix it. It works.
Mr Collins: I certainly support that. From my 30
years of working with the company I believe we need
a specialist force which deals with the London
Underground and the national network.

Q302 Chairman: On security, it was the view of the
British Transport Police there is such a turnover in
staV in the railway system that there is no point in
even thinkingabout vetting the people you might use
for security. Do you agree with that?
Mr Collins: We have a very low turnover of staV.
Last year’s turnover was 4% of staV on the London
Underground network, the lowest for many years.
We do have an employment check, as I think was
described earlier—

Q303 Chairman: Yes, but that would be very much
geared towards their employment background.
Mr Collins: I understand that point.

Q304 Chairman: So you do not security-check.
These people you are talking about, 12 did you say?
Mr Collins: Yes, anyone who is involved indirectly
with security matters has the necessary vetting
process carried out, for ourselves and my colleagues.
Also, we work with the British Transport Police if
they have any requirements to security-vet any of
our staV.

Q305 Graham Stringer: Mr Scales, I took from your
answer previously that you believe that people are
less secure because there is a deregulated bus system
in Merseyside. Is that right?
Mr Scales: It is more to do with the fact we have no
control whatsoever over the 37 bus companies, and
in your own area something like 48 separate bus
companies. The answer I was giving was, I cannot
say with any certainty, without going to check with
each individual bus operator, what the status of each
of the CCTV systems is. It is all solid-state devices,

there are no moving parts, it is all digital, and it uses
the same system as our colleagues in TfL use here,
and they are the best you can buy on the market so
I am assuming they are reliable, but I could not
answer the question how reliable they are today
because I do not know, I would have to go and
check.

Q306 Graham Stringer: Is that an answer yes to my
question, are people less secure on Merseyside?
Mr Scales: Yes, it is.

Q307 Graham Stringer: Can you explain to me how
CCTV cameras are funded on the buses which
operate in Merseyside, the 37 diVerent bus
companies?
Mr Scales: On Merseyside we give a 50% grant on a
capital basis, so that bus companies which wish to
avail themselves of it can apply for the grant and we
will supply the money, on the capital side not the
revenue side, to grant-fund that. Today, as we sit
here now, our colleagues in Stagecoach and Arriva
have 50% of their fleet now operationally equipped
with CCTV to that standard. Certain garages are
100% equipped.

Q308 Graham Stringer: Do you get any resistance
from any of the 37 bus companies to take up this
oVer?
Mr Scales: No, they are taking it up. It is a bit
piecemeal. Some of the smaller operators are now
100% fitted, and because Stagecoach have only
recently taken over one of the large bus companies
in our area they are just getting to grips with the
operation but they are starting to fit CCTV cameras
as soon as they can. Obviously as they invest in new
buses, the new buses are easier to fit. Existing buses
are a little more diYcult because you have to retro-
fit and check panels and install them at the
manufacturers.

Q309 Graham Stringer: I cannot remember, are you
blessed with having First Group providing buses in
Merseyside?
Mr Scales: Only slightly, on the Wirral, and they are
only a small percentage.

Q310 Graham Stringer: Do you have any evidence
that they are refusing to put in CCTV cameras?
Mr Scales: No, but we have diYculty in talking with
them because every time we establish a relationship
with them they move the management team, or they
get moved elsewhere, so it is diYcult to engage
with them.

Q311 Graham Stringer: So do the small number of
First Group buses which operate on Merseyside
have CCTV cameras?
Mr Scales: A small percentage do. I can give you the
exact numbers.

Q312 Graham Stringer: That would be helpful. In
your written submission you say that people outside
London are less well protected. Can you expand on
that for the benefit of the Committee?
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Mr Scales: Using the bus network as an example,
our colleagues in Transport for London subsidise
the bus network here in the capital to the tune of
something like £830 million. We have competition
for the routes, we have instability out in the sticks,
we have competition along the route. Routes can
change every 56 days—you can start a bus company
up, register with the TraYc Commissioner and then
you can start operating instantly and 56 days after
that you can operate again. So getting certainty on
the network is diYcult and that is what we are trying
to inject through various mechanisms.

Q313 Graham Stringer: I have taken that point on
the deregulated bus system, is there less security in
the tunnels under the Mersey, are people less safe
than they would be under the Thames? On the
underground in Liverpool, are people less safe than
on the underground in London, because that is the
burden of the points you are making in your written
evidence?
Mr Scales: On the tunnels, because we have the
benefit of the Tunnels Police Force and we have
massive investment in CCTV, I think they are more
secure on the two cross-river tunnels. I think that is
probably more secure because it is staVed 24/7, 365
days of the year. On the underground network, we
have guards on each of the trains, but the trains have
to remain in the cab while on the underground, and
we are slowly making the investments, we are slowly
getting there. It is just it is a smaller network, I guess,
and we have less capital resources than the capital.

Q314 Graham Stringer: So are people outside the
bus system, and we now understand the diVerences,
less well protected on the rest of the transport
system—we have dealt with tunnels—on trains and
on the underground in Merseyside than they are in
London?
Mr Scales: I think it is getting there. It is better now.
We have 29 secure stations, it is our intention to have
100% secure stations and we are working towards
that. All our stations are staVed before the first train
arrives and after the last train leaves, and we are
extending that beyond the old county boundary
down to Cheshire. So probably when we were
putting that evidence in, you would be correct, but
the more we look at it the more secure the network
is getting, and that is evidenced by the fact that on
the rail network which we are talking about over the
last five years we have experienced a 7.5% growth in
patronage, so it is getting better.

Q315 Graham Stringer: So you now say, taking out
the bus system, the rest of the travelling public are as
safe in Merseyside as they are in London?
Mr Scales: Indeed.

Q316 Chairman: Would you favour extending the
role of British Transport Police to cover the bus
network and bus stations?
Mr Scales: It would help us a lot because then we
would have a dedicated police presence. We do have
embedded Merseyside police oYcers within the
organisation and we work very closely with them.

What would help, Chairman, is if TRANSEC’s role
could be extended towards the bus network, because
at the moment they have no locus or role within the
bus network, and that would help enormously.

Q317 Chairman: What is the role of the London
Resilience Forum and the London Resilience Team?
Mr Burton: It is a group of stakeholders who come
together to look at the planning for major incidents.
It has a number of sub-committees, one in particular
looking at the transport system. It provides a forum
for discussing major issues. We play a major part in
it and it is done a lot to produce co-ordinated plans
for London.

Q318 Chairman: How is “resilience” organised in
Merseyside, Mr Scales?
Mr Scales: We have very good links with the
regional resilience director through the Government
OYce. We have a goal team, which we can attend,
but, as I said before, we are not a category one or a
category two respondent and neither are any of the
Passenger Transport Authority executives under the
Civil Contingencies Act. We are on the Silver
Command, we are fully involved in any of the
exercises which happen, like the recently undertaken
Northern Synergy exercise.

Q319 Chairman: How often do you get involved in
those sort of exercises?
Mr Scales: Every time they occur, Chairman.

Q320 Chairman: How often would that be?
Mr Scales: Certainly our own exercises in the
Mersey tunnels are real once every two years and
desk-top every year, and we will get involved in
whenever the Resilience OYce gets us involved
either locally or regionally.

Q321 Chairman: Can either of you tell me whether
you undertake covert incident testing?
Mr Scales: We do.

Q322 Chairman: Anything else you do?
Mr Scales: We periodically test the network. It is
done at director level and also in conjunction with
Mersey Police, British Transport Police and other
agencies.

Q323 Chairman: Do you have special employee
training sessions?
Mr Scales: No, we do not, but we have a dedicated
TravelSafe oYcer who is getting involved.

Q324 Chairman: What about baggage screening, do
you do that?
Mr Scales: No. We are not as big as London but we
have 200 million journeys a year on our network, so
if you take just the secure stations, which are 29 in
number, there are 110,000 people using those every
day, so doing baggage checks is not really a practical
proposition for us. However, we did get involved
with British Transport Police when they were doing
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an operation on Lime Street doing selective baggage
checking and that is the sort of thing we can get
involved in.
Mr Collins: That is a similar situation on the tube.
We have just started a trial at Canary Wharf Station
and about to implement one at another suburban
station where we are doing some screening. We work
with British Transport Police in terms of
unannounced checks of individuals on the tube. It is
very diYcult because it is an open system compared
with the air network.

Q325 Chairman: Did you know that something like
77% of your customers said they would be prepared
to be delayed for up to five minutes if it was a
question of extra checking?
Mr Collins: I understand that is the case. The
diYculty is at places like Victoria Station, where we
are dealing with 60 or 70,000 people within a short
space of time in the morning peak, where we believe
the delays would be larger than that.

Q326 Chairman: What is the cost of the security
measures you are obliged to take?
Mr Collins: We fund and support British Transport
Police L Division which last year cost £50 million.
We obviously have our own cost of the operation
which our frontline staV provide, what we call the
frontline level of security, visibility and support to
deal with any issues regarding security, for example,
handling and the diYculty of lost property which we
have recently up-graded and improved in terms of
training.
Mr Scales: We directly fund Mersey Tunnels Police
through the Mersey Tunnels organisation. We
directly fund six community support oYcers on the
underground network and a further 12 community
support oYcers for the overground network. We
have our own direct costs, Chairman. If it would
help the Committee, I could confirm that with a
note.

Q327 Chairman: Yes, that would be nice.
Mr Burton: We are in the fortunate position of being
able to fund a specific operational command unit in
the Metropolitan Police who do patrol the bus and
surface network.

Q328 Chairman: In addition to the British
Transport Police?
Mr Burton: In addition to the British Transport
Police, yes.

Q329 Chairman: Does that produce any strains?
Mr Burton: The two agencies work very well
together. We push very hard for joint-tasking and
information-sharing which they do very well. From
a TfL and LU perspective, the coverage is pretty
seamless really.

Q330 Chairman: So you were not the ones
suggesting the Metropolitan Police should absorb
the British Transport Police?

Mr Burton: Our position has always been the same
on this, we have yet to see a compelling case for
abolition of the British Transport Police.

Q331 Chairman: We have got that on the record. Are
there any circumstances in which you would resist
security measures on commercial grounds?
Mr Collins: No. As a public organisation and
responsible for the safety of the railway, we work
very closely with TRANSEC and listen to and heed
their advice.
Mr Scales: We would not resist anything. In fact,
Chairman, we are going the other way by funding
things like the £1.4 million we have set aside for the
transport plans for CCTV going forward. So we are
trying to inject safety measures into the network.

Q332 Chairman: Has TRANSEC had to ask either
of you in the last three years to put security in place?
Mr Collins: Yes, they have given us guidance and
advice regarding the removal of litter bins, regarding
staV wearing high visibility clothing, and obviously
we have heeded that advice and worked with them
on this.

Q333 Chairman: You have not resisted any of that?
Mr Collins: No.
Mr Scales: We have changed our litter bins on our
external stations, not the underground stations—on
the underground stations litter bins were sealed up
probably a couple of decades ago. All of our surface
rail station litter bins are now those plastic bags with
a lid on so you can see what is inside; the rubbish
inside.

Q334 Chairman: Finally, TfL, what were your views
on the reaction of the police and other emergency
services to the London bombings? Were they
adequate?
Mr Collins: From my experience within London
Underground, and I will let Steve comment more
widely, and watching on the sides, we had excellent
support from British Transport Police and the other
emergency services under very diYcult
circumstances.

Q335 Chairman: Could they have done anything
better?
Mr Collins: I am sure all of us could have done things
diVerently and improved. I think the most important
thing is for us to learn from the incidents themselves
and make sure our response adjusts to those
learning points.

Q336 Mr Wilshire: I asked a question earlier about
whether any changes have been made to the plans to
improve CCTV following the incidents of last July,
and the answer I got was no, but ever since I heard
that there has been something at the back of my
mind which made me worry about that reply, and I
have found it. Your Chief Operating OYcer, Mr
Brown, gave evidence to senators on Capitol Hill in
Washington on 21 September, and I quote from the
transcript where he says, “There are five stations on
the network which do not yet have CCTV coverage,
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but they will have it by June next year. And that
programme has been brought forward since the
events of July.”
Mr Collins: What I was trying to explain, if I may,
was we are in a position where the installation of
CCTV on the stations and the up-grade was a
decision made prior to the bombings. In fact, that
was part of the requirement for the installation of
CCTV as part of the PPP agreement. We have
accelerated some of those programmes. There were
a handful of stations, one or two which were in the
central London area, which by an historical quirk
did not have CCTV and I believe those have been
accelerated forward to bring those forward in line.

Q337 Mr Wilshire: So some changes have been
made?
Mr Collins: We have made some detailed changes
but the point I was trying to answer previously, and
I apologise if I have misled you, was the decision to
install CCTV and up-grade it was made prior to 7
July.

Q338 Mr Leech: What proportion of your CCTV
system is constantly monitored?

Witnesses: Mr Tony Donaghey, National Union of Rail, Maritime and Transport Workers, Mr Gerry
Doherty, General Secretary, Transport Salaried StaVs Association, Ms Katrina Hide, Deputy Chairman,
London TravelWatch, Mr John Cartledge, Deputy Chief Executive, London TravelWatch, Mr Colin Foxall,
Chairman, Passengerfocus and Mr Anthony Smith, Chief Executive, Passengerfocus, gave evidence.

Q339 Chairman: Good afternoon to you all, lady
and gentlemen. Could I ask you first to identify
yourselves for the record, starting with my left and
your right.
Mr Smith: Anthony Smith, Chief Executive of
Passengerfocus.
Mr Foxall: Colin Foxall, Chairman of
Passengerfocus.
Mr Cartledge: John Cartledge from London
TravelWatch.
Ms Hide: Katrina Hide, Deputy Chairman of
London TravelWatch.
Mr Doherty: Gerry Doherty, General Secretary of
the Transport Salaried StaVs Association.
Mr Donaghey: Tony Donaghey, Rail, Maritime and
Transport Union.

Q340 Chairman: Thank you very much indeed. I
would like to ask each one of you what is your view
of the likelihood of further attacks on this country’s
transport networks.
Mr Donaghey: This is primarily, Madam Chairman,
a matter for the British Transport Police and our
intelligence services. However, the RMT is of the
view that the current Government policy has helped
to increase the potential for terrorist attacks on the
transport infrastructure of the UK. This is
supported of course by the Royal Institute of
International AVairs. We think that this is

Mr Scales: I will provide a note and tell you exactly
that because I will have towork it out, but all the bus
station CCTV monitors we have got are monitored
all the time by our own staV. The rail staV in the
booking oYce have access to be able to see the
CCTV on the rail stations. The bus and train CCTVs
are not monitored at all, they go into a black box
recorder and they can be taken out later. So basically
you have a bit of infrastructure with people in it who
can see the CCTV cameras and monitors; anything
on the rolling stock side, either trains or buses is not.
If you want the proportions for that I can get that
for you.
Mr Collins: On the London Underground network
the larger stations have operations rooms which are
monitored 24/7 by ourown personnel. Some of those
cameras go back to the British Transport Police and
our network operations centre. Obviously at
stations, for example, Westminster which has 185
monitors, we cannot see every picture at one time,
but those pictures are recorded, so we obviously
spend a significant amount of personnel time on
that.
Chairman: I am sure Members of Parliament will be
very impressed there are 185 at Westminster. They
will probably be making sure they have got the right
profile. Gentlemen, you have been very helpful,
thank you very much indeed.

exacerbated yet again by the Government policy
towards the United States of America by deploying
armed forces in Iraq and Afghanistan.

Q341 Chairman: So you think there is much more
likely to be an attack on the transport system?
Mr Donaghey: We sincerely hope not but—

Q342 Chairman: I am asking for your view, I am not
asking what you hope. Mr Doherty?
Mr Doherty: It is diYcult for us, Madam Chairman,
to express a view. We do not have the intelligence to
assess what the terrorists are doing. What we do
have is a knowledge that a terrorist attack on the
railway system took place in Madrid and a terrorist
attack took place on public transport in London and
it was not an unexpected attack. It has to be for
others, we just do not have the intelligence to assess
the threat.
Mr Cartledge: The possibility is always there. We are
lay people, so we are in no position to assess the
probability.
Mr Foxall: I share that. What we know about what
passengers think is that on the whole about 25%
have concerns about this sort of thing happening
and about 75% do not.

Q343 Chairman: Should the Government have held
a public inquiry into the July 2005 bombings?
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Mr Foxall: Personally I do not have an opinion on
that.

Q344 Chairman: Has it been discussed by your
organisation?
Mr Foxall: No.
Mr Cartledge: We are sponsored by the London
Assembly and clearly we are anxious not to
duplicate their eVorts. They have conducted their
own inquiry into lessons to be learned for Londoners
from the events of 7 July. What we have been
concerned about in our interaction with the
operators is discovering how eVectively they were
able to respond to the challenge that was posed to
them and the extent to which the diYculties which
were created for the travelling public at large could
be mitigated on a future occasion.
Mr Doherty: Absolutely, a public inquiry I think is
absolutely necessary. This was not an unexpected
attack, indeed it was predicted sometime before, so
unless someone properly investigates what did we do
to prepare for an attack which we thought was a
certainty, what preparations were put in place for an
attack we thought was a certainty, and what
preparations were put in place for the aftermath of
that, it does seem to me there had been some
preparations in place but were they suYcient we
believe has to be determined at a public inquiry.

Q345 Chairman: Mr Donaghey, do you agree with
that?
Mr Donaghey: Yes, I do, and I think it is in the
interests of the families of the bereaved and those
who were killed in this tragic bombing. Also I think
it is in the interests of Intelligence and Surveillance
to be read for any possible recurrence in the future.

Q346 Graham Stringer: The Government has said—
and I think they call it a narrative—that they will
produce a narrative before the end of July on the
events of 7 July. Why is that not adequate? Why
would a public inquiry be better than that?
Mr Donaghey: Openness is good for the soul and the
general public are entitled to this and it is in the
interests of everybody. We have to learn lessons and
I do not think enough lessons have been learnt
really.

Q347 Graham Stringer: What I am trying to get at is
what you believe the diVerence will be between the
narrative the Government produces before the end
of July and what a public inquiry might produce,
given you have just said they will make the facts
available?
Mr Donaghey: I think a public inquiry would be
more extensive.

Q348 Graham Stringer: What would it cover that the
narrative would not cover?
Mr Donaghey: From past experience it would have
a wider breadth of investigation and a public inquiry
would be best in that respect.

Q349 Graham Stringer: Can you be more specific?
Mr Donaghey: I will write you a note on that.

Q350 Graham Stringer: Thank you.
Mr Doherty: We support a public inquiry andI think
the diVerence between a narrative and a public
inquiry is that an inquiry would include all the
stakeholders in this. The Government may well
produce a narrative, nobody has asked my
Association or, as far as I am aware, any of the
workers within those industries what their views
were leading up to the events of 7/7 or indeed the
events of the day and the events afterwards. So a
public inquiry would be diVerent from a narrative in
that respect. It would have a much wider base.
Everybody who is a stakeholder, who has an issue in
this, has something to contribute and it would give
them an opportunity to do it, and a narrative from
the Government does not appear to be as wide-
ranging as that.

Q351 Mrs Ellman: What would you say is the role of
the public in combating terrorism?
Mr Foxall: It is helpful for the public clearly to be
alert but there is a lot the industry and the police can
do in making sure that the public know what to do,
as it were, if they have a suspicion or they see a
problem of some kind, so that the staV who are on
the stations and travelling on trains know how to
handle them adequately and correctly. I have no
reason to suppose that they do not, but I think it is
important that training is in place to make sure that
does happen.
Ms Hide: Can I add to what Mr Foxall has said. It
is important that if the public see something
suspicious or something they feel concerned about
there should be some staV available or a help point
available where they can report it, and that that can
be fairly obvious; that there is a mechanism for being
able to pass on this information.
Mr Doherty: I think the public have a vital role to
play in this but the most vital people are actually the
staV at stations. Most of the public on public
transport, and I am a user of public transport and I
am a regular user of public transport, go in, make
one journey and come back out, probably two when
they are commuting. The staV are there all the time.
The staV are the people who see something unusual,
something which does not normally happen,
someone unusual taking photographs or something
which should not be taking place. So whereas the
public have a role to play, I think the most vital of
all are the staV within the stations and within the
infrastructure on a day-to-day basis.

Q352 Mrs Ellman: Would you say enough attention
is given to staV training in this respect?
Mr Doherty: I do not think there is any training
given to staV in terms of individuals, it is just day-to-
day, “You know what is unusual.” I am not aware
of anything that has been given and I have been
working on the railways for 17 years when certainly
we were not facing the threat of terrorism as we are
today. I am not aware of any specific training that is
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given. In the aftermath of 7/7, for example, I did
speak to the British Transport Police who asked to
brief the trade unions. The reason the British
Transport Police asked to speak to the trade unions
was because the speed of communications from the
British Transport Police in the aftermath of that to
the staV on the ground, asking them to be more
vigilant, because the structure of the railway system
was too slow. In the 1980s when the IRA bomb went
oV in Victoria, within two hours the British
Transport Police had asked for all litter bins to be
removed from all stations on the British Rail system.
That could not happen today, the speed of
communications is not there because of the
fragmentation. There are 25 diVerent train operating
companies to deal with, 25 diVerent lines of
communication. That is British Transport Police
telling me this. They were using the trade unions to
get their message through to the workers on the
railway in the aftermath of 7/7.
Mr Donaghey: In relation to the Association of
Train Operating Companies, the trade unions have
been pressing, in actual fact since the bombings, for
meetings to discuss security, and regrettably whilst
they have agreed now for a meeting to take place
that is such a long time after the bombings, so there
has been inadequate consultation really in our view.

Q353 Chairman: Do you mean, Mr Donaghey, there
was no consultation with individual staV on
individual stations, or do you mean the unions were
not consulted in a structured way by the train
operating companies?
Mr Donaghey: Madam Chairman, there may have
been some through safety representatives locally in
some parts of the main line railway. It may be
specific in relation to the HOT arrangements, but
that was totally inadequate.

Q354 Chairman: Are you aware of any structured
programme in relation to safety reps?
Mr Donaghey: No, I am not aware, with the
exception of London Underground in relation to
aspects of London Underground but not on
mainline railways.

Q355 Chairman: Mr Doherty, are you are aware of
any structured programme?
Mr Doherty: I am not aware of any structure
whatsoever. To amplify what Mr Donaghey has
been saying, we have been pressing the Department
for Transport to have a meeting with the TOCs, to
have an industry-wide response to this, to try to
learn the lessons so we have an industry-wide
standard response, standard manner of dealing with
these things.

Q356 Chairman: Do you not sit on a Rail Safety
Committee all together?
Mr Doherty: No, individual companies have
individual health and safety committees; there is no
health and safety committee as such for the whole
industry, such is the fragmentation which has taken
place. Not even within First Group or within, for

example, National Express Group, which has
something like nine franchises—they do not even
have a body which covers all of those franchises. It
is dealt with individually with each of the franchises.

Q357 Mrs Ellman: Mr Donaghey, you said a
meeting was now about to take place.
Mr Donaghey: That is the meeting I referred to. We
have been quite alarmed, actually, because we have
been pressing repeatedly for ATOC to have a
meeting to discuss the overall aspect of security and
safety following the bombings. It is through pressure
from the Government they have now agreed to meet
us in a month’s time. I would like to draw your
attention to the time that has elapsed since. The
others aspect we are concerned about, and hopefully
a public inquiry would include that, is the changes
that the Government is bringing forward to fire
regulations. We think a public inquiry should take
that into account as well. We think the changes to
the fire regulations following the Fennell Report and
the King’s Cross fire of 1987 should be withdrawn
and that should be another aspect of the public
inquiry that we think should be held.

Q358 Mr Leech: My question has half been
answered but are new members of staV trained in
security and vigilance?
Mr Doherty: They would have induction and it
would include standard health and safety but I am
not sure whether or not it includes security. One of
the reasons why we need to talk to the industry as a
whole is if there is a requirement for new employees
to be specifically inducted in security arrangements
then it surely has to apply across the whole system
and not be left to individual companies to determine
what standards are acceptable to them. It surely has
to be industry-wide. For example, there is not one
train operator using any one terminal. If you go to
somewhere like Euston, there are three train
operators. If it is left to them to induct new members
of staV in security arrangements, you are going to get
diVerent standards, unless we agree industry-wide
what those standards should be and how those
standards should be aVected.
Mr Smith: Clearly the way that staV deal with
matters which are brought to their attention by
passengers and the public, who are in the frontline of
this, is very important. Our normal technique for
assessing that type of thing would be to do
something like mystery shopping. Of course this
area is not in any way, shape or form susceptible
to that—

Q359 Chairman: Mr Smith, the Americans made it
very pointed in one of the reports they have done
that covert checking is in fact very useful.
Mr Smith: I think covert checking would be and I
think passengers probably would like to know there
is some organised, structured way in which staV

reaction and training is tested without obviously
causing public alarm. We have no reason to believe
that is not the case at the moment but we simply do
not know.
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Q360 Chairman: Have you ever asked? You have
constant meetings with the Association of Train
Operating Companies. Have you ever asked what
their standards of security are and their training?
Mr Smith: No, I do not think we have, mainly
because in terms of the ranking of passenger
priorities the issues we tend to go and talk to them
about are—

Q361 Chairman: It is not a pejorative question, I am
asking you. Is it something you as an organisation
have considered because you have the interests of
passengers at heart? Have you raised it with the
Association of Train Operating Companies?
Mr Foxall: As such, no. Clearly, we expect the train
operating companies to operate to a standard. From
our point of view, we are not experts in this field, and
we all need to employ experts in this field to make
sense of—

Q362 Chairman: You do not have to worry, Mr
Foxall, everybody who has given evidence today has
alleged they are not experts. It is obviously catching.
Mr Foxall: In practice we are not but there is scope.
One of the things your inquiry has made us think
about, and we have already done some research in
this area and that was in the paper, and we are
looking at the idea we will do some more, but we
have to bear in mind where it is in passenger
priorities, and that is what drives what we do.
Mr Cartledge: Mrs Ellman asked what the public
can do. It is worth remembering that the vast
majority of security alerts are false alarms, usually
triggered by the innocent but unthinking action of
members of the public, leaving possessions about in
places which excite suspicion. So we are very keen
that the railway industry should take every
opportunity to remindpeople of the consequences of
actions of that kind, in order to minimise the
disruption they and everybody else will suVer in the
course of their journeys, and to be constantly aware
of the extent to which they can themselves contribute
by their own actions either to maintaining the
reliability and safety of the railway or to
jeopardising it.

Q363 Mrs Ellman: A survey done by the Department
for Transport on London Underground suggests a
high level of public support for more physical
security measures and a willingness for a delay in
journeys because of security measures. Does that fit
with your perceptions of what passengers would
accept?
Mr Foxall: We have not researched the amount of
delay passengers might be prepared to tolerate.
What is clear is passengers will want to feel secure
and content that the right things are being done. I
think therefore they are likely to support physical
measures of various kinds—they would like to see
more police around and more staV around—so it is
logical they would probably support other kinds of
measures. That figure you mentioned of five
minutes, it will be really interesting to test that in a
real life way, and if we are going to really respond to

that we would have to ask questions in some depth
and find out in real life situations how long people
would tolerate waiting in a big queue at a station.
Mr Cartledge: The inconvenience people are
prepared to accept is going to be proportionate to
their perception of the risk. What I am conscious of
is that we get regular complaints from people who
object vociferously to the fact that some London
stations the gates are closed half a minute before the
advertised departure time of the train. Most of us
who are regular users of the railways time ourarrival
at stations to the minute and I suspect that having to
build an additional five-minute delay into the course
of every journey would not be universally popular.

Q364 Mr Scott: Can you tell me what contact you
have with TRANSEC and, if you do have contact
with them, what do you think about their
eVectiveness?
Mr Donaghey: We have not had any contact with
TRANSEC, to the best of my knowledge.
Mr Doherty: None at all.
Ms Hide: We regularly at London TravelWatch talk
to a range of train operators. We have also had
discussions with ATOC. We generally try and look
at what they are doing on a whole range of issues
which includes security.
Mr Cartledge: The only direct contact we have had
with TRANSEC was on two occasions. One was
very recently when they invited us to have a
discussion in advance of their launching the trials at
a number of stations around the railway to see how
well the screening equipment would operate in a
railway environment. They sought our views on the
content and wording of an explanatory leaflet which
has been distributed to members of the public at the
locations where these screening devices were to be
erected experimentally to see whether that conveyed
adequately the purpose of the work that was being
undertaken there. We have also had some contact
with TRANSEC on behalf of passengers who took
strong exception to the fact that some London
termini are now closed and the public are excluded
in the middle of the night when there are no
departures and the waiting rooms are not available
for them to use. TRANSEC take the view there is a
security risk there, but members of the public who
are shut out on the street are by no means
enamoured of that policy. Apart from those specific
instances, TRANSEC has not sought regular
contact with us, nor we with them.
Mr Smith: The only contact Passengerfocus has had
was in response to a direct request from the
Department for Transport for more information
about the scatter trials, which Mr Cartledge referred
to, and we were involved in those discussions. I think
it is fair to say that Passengerfocus would welcome a
stronger relationship with TRANSEC.

Q365 Mr Leech: An observation and a follow-up
question: from what I have just heard, the staV who
are day-to-day dealing with passengers have no
contact with TRANSEC whatsoever. Does that
make any sense to you?
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Mr Donaghey: To the best of my knowledge, no, we
have not had contact with TRANSEC and neither
us with them.
Mr Leech: Thank you.

Q366 Clive EVord: The future of the British
Transport Police is in some doubt, can you give us
your views on the present state of railways policing
and its future?
Mr Foxall: Our view is that there are specialist skills
needed in railway policing, it may well be in
transport policing but certainly in railway policing.
We think it is important that those skills are
delivered by experienced people. We do not have a
view on who should deliver them but what we are
clear about is those specialist skills should be
delivered properly and from that point of view they
cannot be delivered by just anybody, they have to be
delivered by a specialist force. We do nothave a view
on who should deliver them.

Q367 Clive EVord: The British Transport Police is a
specialist force.
Mr Foxall: It is.

Q368 Clive EVord: You agree we need a specialist
force but not necessarily the British Transport
Police?
Mr Foxall: Essentially so, yes.

Q369 Clive EVord: So British Transport Police by
another name?
Mr Foxall: We do not have a view on how you
deliver them, who should deliver them, what you
would call the force. What we do believe is there are
specialist skills and those specialist skills should be
delivered and we think passengers would need
convincing if you did not deliver them in a way
which was equivalent to today.

Q370 Chairman: Would you know of any
complaints about the British Transport Police?
Mr Foxall: Do we have information about
complaints?

Q371 Chairman: Yes, would passengers tell you,
“We were very worried about what the British
Transport Police did on that station”?
Mr Foxall: Probably not, unless we get particular
complaints which come through the complaints
system, and I am not aware of any as such.

Q372 Clive EVord: How do you collect information
because you seem to be completely out of step with
these surveys on passengers? 75% of passengers seem
to accept some sort of delay and your answers earlier
and your evidence suggest that you think passengers
would not accept delays.
Mr Foxall: No, we did not say that at all. What we
say is that it is a good question what sort of delay
they would accept. We simply say the issue of their
willingness to accept a delay is one you have to
address.

Q373 Clive EVord: Mr Cartledge?
Mr Cartledge: We, like Passengerfocus, have been
consulted by the Department in the course of its
current review of British Transport Police. You have
already heard earlier this afternoon from Transport
for London who are entirely content with the
relationship they have with BTP as it currently
operates on the London Underground. If they
believe that is the best means of delivering a police
service to their system we have no reason to dissent
from that. We are certainly not aware of any
evidence of public disquiet at the current policing
arrangements on the railway. I suspect that stems
from the fact that for the vast majority of the
travelling public a police oYcer is a police oYcer and
the identity of the cap badge that he or she wears is
entirely immaterial.
Mr Doherty: Our view is that the British Transport
Police is a highly eYcient police force in terms of
keeping the railways operational. The security
alerts, the operational incidents, have to be
investigated from a police perspective, and if it was
to be left, for example if the British Transport Police
was to be disbanded and its duties and
responsibilities subsumed by the other police forces,
we think that is a diminution of the specific skills
required. There is an operational imperative here
because there are a lot of suicides on railway lines
which cause a lot of delays. I know any death is a
tragedy but there is a need to get operations back up
and running as quickly as possible to minimise those
delays and that requires a specific skill. Very quickly
you have to assess the situation, “Is it a suicide? Is
there something more important taking place here?”
You need specialist skills to be able to assess that
quickly. It is the same with security alerts, is this
really a security alert or is this something which
happens quite regularly? As one of the other
members here said earlier, is it that somebody has
left something on the train or is it a suspicious parcel
in some way? That specific knowledge within the
railway industry, the operational industry, is
important to keep the railways and to keep public
transport moving quickly. If you subsume it, in my
view, into the wider police force, you will lose that
specific knowledge and the delay goes further.

Q374 Clive EVord: You said earlier that the British
Transport Police spoke to staV to disseminate
information in the wake of the bombings—
Mr Doherty: They asked the trade unions because in
the aftermath of 7/7 they thought the trade unions
would be quicker getting to their members within the
operational railways than putting it through the 25
or 26 diVerent train operating companies.

Q375 Clive EVord: Is there any on-going dialogue
between you and BTP in that respect, for instance to
ensure they can have clear lines of communication in
the event of a security alert?
Mr Doherty: No, there is not. We have had one
briefing; certainly at my level, I have had one
briefing. One of the things we have been dealing with
the Department for Transport is, yes, we want to
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talk to ATOC, the Association of Train Operating
Companies, but we have been saying that all players
in this have to get round the table, and I think that
is the Department for Transport’s responsibility,
including the British Transport Police, so we can all
look at this—workers, employers, Government and
the British Transport Police. That forum does not
exist at the moment.

Q376 Clive EVord: Have you been given any reason
by ATOC, British Transport Police or TRANSEC
why that has not taken place?
Mr Doherty: ATOC will not talk to the trade unions
on a collective basis on any matter, including
security. That is their position.

Q377 Clive EVord: And BTP and TRANSEC?
Mr Doherty: As a trade union, we have had
discussions with BTP, but you asked specifically
about security where we have not.

Q378 Chairman: Are you part of this National
Security Committee?
Mr Doherty: What national security committee?
Chairman: I think that is the answer!

Q379 Clive EVord: Mr Donaghey?
Mr Donaghey: We would only be concerned if there
should be any deterioration in the service provided
as it is at the moment by the British Transport
Police. We have no overall policy, we have not been
consulted on the proposed changes. I know this
august body is looking into it but we have no regular
formal discussions with British Transport Police.
That is one of the things we wish to talk to ATOC
about when we meet them in terms of overall
security and safety.

Q380 Clive EVord: Let me go back to Mr Foxall and
Mr Cartledge on the issue of CCTV and staV

presence at stations. You have said in your
submissions that you place great emphasis on that.
Do you accept by themselves they do little or
nothing to actually prevent terrorist attacks?
Mr Foxall: I do not know whether I accept they do
little or nothing to prevent attacks but where we are
coming from here is that is what passengers prefer to
see. Passengers prefer to see staV and that is
something the research shows. That is why we are
saying what we are saying. So far as CCTV is
concerned, I think it is a good thing, it is a good
second, but I accept the point if the professionals say
they do not reduce terrorist attacks, that may well be
so. It is a question of what passengers perceive and
how comfortable they feel in certain circumstances.
If staV make them feel more comfortable that seems
to us to be the important thing.

Q381 Graham Stringer: Mr Doherty, your evidence
says that you wrote to Alistair Darling on 4
November to discuss, amongst other things, better
security and anti-terrorism measures. Has Mr
Darling replied to you? Have you had that meeting?

Mr Doherty: We have had meetings with Mr Darling
and we hold regular meetings with the Department
for Transport. We have been pressing with the
Department for Transport to try to facilitate a
meeting of all the train operating companies, as I
indicated earlier. We have recently been told by Mr
Twigg, the junior minister in the Department, that a
meeting has now been arranged for 26 June with
trade unions, through the TUC, with ATOC, which
is the first meeting. I have been General Secretary of
my Association for over two years and I have not
had any meeting with ATOC on any matter. It is 26
June, it is two weeks short of the first anniversary of
7/7, and it takes the industry and the way it is
currently structured that long to get round the table
on a collective basis to discuss something which I
believe is the most serious issue facing the industry
at the moment. I think that is indicative of the
dysfunctional way that the industry is set up at the
moment. Someone raised earlier the issue about staV

and we have made it in our submission to you, and
indeed the British Transport Police stressed to us
about the role of staV in security. The way the
industry is set up at the moment is that there are
private companies running this whose raison d’être is
to make money. One of the most expensive costs is
staV costs, it stands to reason they are going to try
and reduce that, which means you are going to take
even more staV out of the situation. It seems to me
that there is a real dichotomy here and that will not
be solved by dealing with either ATOC or the
individual companies, it does seem to me that is for
Government.

Q382 Graham Stringer: Can I be clear. You have
discussed with the Secretary of State and his
ministers security and anti-terrorism measures but
not with ATOC?
Mr Doherty: We have had discussions with him, yes,
but not with ATOC.

Q383 Graham Stringer: That is helpful. Can we go
back to the answers you gave to Mrs Ellman
previously because I was shocked, quite frankly.
You said that you, or your members, had had no
extra training or instructions following 7 July. Is
that right?
Mr Doherty: As far as I am aware, I have not been
made aware anyone has had any specific training. I
can give you an incident of what happened on 7 July.
We had members in the booking oYce at King’s
Cross who were not working for the Underground at
the time and there were injured people being taken
out, there was one woman who was taken in there in
a bad state and actually died in the arms of one of
our members at King’s Cross, and that individual
had no training whatsoever—never mind about how
to treat someone—in how to deal with the traumatic
eVects of that. We have had some real diYculties
after that. I am notaware therehas been any training
put in place to deal with the aftermath of serious
attacks or serious accidents.
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Q384 Graham Stringer: I am not just talking about
dealing with the aftermath, I am talking about extra
information given to your members, extra training,
advice, about general surveillance, general security
matters, as well as how to deal with a situation if
there is another attack.
Mr Doherty: I am not aware there has been any
specific training, any specific forums held, any
specific seminars held, with any members. There
have been things coming out from the companies
saying people should be extra vigilant and look for
the unusual, et cetera, but if you are talking
specifically about someone who is trained to tell
individuals, “These are the things you should be
looking for”, I am not aware of that.

Q385 Graham Stringer: So there have been circulars
saying, “Look out for packages, look out for dodgy
people” or whatever but nothing beyond that?
Mr Doherty: Not that I am aware of.

Q386 Graham Stringer: Mr Donaghey?
Mr Donaghey: Likewise. That is why we are putting
so much emphasis on meeting with ATOC to have a
national plan for the mainline railways. After all, we
met with the Mayor of London very shortly after 7/
7 and we sat down and discussed the problems and
discussed some particular problems we had and
these are being examined. We think it is appalling
that the Association of Train Operating Companies
have not done likewise, to discuss the issues that we
were concerned about in relation to security and
safety.

Q387 Graham Stringer: In terms of the security and
safety response, has there been better information,
better training, given to your members on London
Underground?
Mr Donaghey: Yes. There were, for example, some
aspects on radios on trains that we discussed with
London Underground. Whilst there has not been a
complete restoration of the new radio system at least
we are talking to London Underground and we have
a time plan for the replacement of radios on trains to
make them safer. At least we are talking to London
Underground but, alas, not with the Association of
Train Operating Companies.

Q388 Graham Stringer: Communications is going to
be my next question. Beyond communications, have
there been any specific training courses on all the
things we have been talking about—surveillance,
how to deal with potential attacks and real attacks—
have your members on London Underground had
better training or any training?
Mr Donaghey: Following meetings with London
Underground, we have a commitment now there will
be a more stringent application of the HOT
regulations, for example—

Q389 Chairman: That is Hidden Obvious and
DiYcult procedures?

Mr Donaghey: Yes, I am sorry, Madam Chairman.
We felt the system was not robust enough, it was
mainly aimed at ascertaining whether it was an item
of lost property or not. Following the meetings with
the Mayor, not me personally but we have sat down
and talked to London Underground, who are going
to regularly now brief and train staV and give them
refresher training as well on a regular basis.

Q390 Graham Stringer: Has training started on the
HOT procedures?
Mr Donaghey: No, it is about to start quite soon.
They are making the necessary changes to the
London Underground safety manual.

Q391 Graham Stringer: So there is improvement to
the communications system, which is scheduled and
taking place, there is an up-grading, up-dating of the
training on the HOT system—
Mr Donaghey: That is behind schedule, about three
years behind schedule, and over budget, and we
would like the implementation of the new radios a
lot faster.

Q392 Graham Stringer: Do you have an end-date for
the implementation?
Mr Donaghey: I cannot be specific on that but I
understand now it is 2007.

Q393 Chairman: Have you any indication they are
bringing that forward?
Mr Donaghey: To the best of my knowledge,
Madam Chairman, the target date at the moment
is 2007.

Q394 Graham Stringer: Apart from those two areas,
have there been any other areas where training and
advice to your members have been enhanced and
improved?
Mr Donaghey: Not that I am aware of.

Q395 Graham Stringer: What you are saying has
taken place on the Underground and obviously
there are specific problems about communications
underground. None of the HOT process has been
given to your members who work on the overground
network?
Mr Donaghey: Not to the best of my knowledge.
There may have been from time to time general
discussions with safety representatives perhaps at
local level in relation to the HOT procedures, but
nothing specific, to the best of my knowledge.

Q396 Graham Stringer: No training of your
members on the overground?
Mr Donaghey: No.

Q397 Chairman: Do you think that TRANSEC is
doing the research that you need to explore all the
relevant security options? You specifically said you
had an open mind on this, Mr Doherty.
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Mr Doherty: I am sorry, Madam Chairman?

Q398 Chairman: On the whole question of
TRANSEC doing research into the new forms of
security and any diVerent system and the impact of
specific physical constraints upon an open system,
you did tell us that you were broadly in agreement
with the views of the Secretary of State but you were
fairly open-minded on it. Do you think now that
TRANSEC is doing the research which is necessary?
Mr Doherty: I do not know, is the answer to that. I
do not know if they are doing the research. We think
there are some things that could be looked at which
are not being looked at. There are some things which
the Secretary of State has done, for example, he has
instituted some random testing of luggage on the
Heathrow Express, but that is a relatively
independent system and it is fairly easy to do. The
only other one I can think of is the Gatwick Express
because all of the other routes in Great Britain are
not dedicated, not isolated from the other
operations. We do point out in our submission to

you that in Spain, for example, they have high speed
lines which can be isolated from the rest of the
system and which can be protected in someway from
terrorist attacks. We think that is something which
at least should be looked at on the high speed lines in
the UK—the West Coast mainline perhaps, the East
Coast mainline and down to Bristol and the South
West—to see whether this could be isolated. It is
diYcult. I am not a terrorist but I am assuming a
terrorist looks for the easiest spots and not the
diYcult spots, and the more you put in place and the
more you secure something, all you are doing is
leaving somewhere else less exposed, to my mind. I
do not know. There is no easy answer to this. We
accept you will never get 100% security.What we are
saying is if you have at least a perception of security,
surely the terrorist must be saying, “You are taking
it seriously” and if they think the target is taking it
seriously then there will be more chance of them not
succeeding or being caught in what they are doing.
Chairman: Gentlemen, that is very helpful. Thank
you very much indeed, we are very grateful to you.
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International School for Security and Explosives Education; and Mr Mel Littler, Ascent Aviation Security
Ltd, gave evidence.

Chairman: Good afternoon, ladies and gentlemen,
may I welcome you most warmly this afternoon.
Your information will be of enormous help to us.
We have one or two little bits of housekeeping.
Those of you who have given evidence before will
know that the microphones in front of you are
simply meant to mislead; they do not project your
voices, they record your voices, so when you are
speaking to us, since this room does rather absorb
sound, it would be helpful if you would speak up.
Secondly, we will begin our own proceedings by
asking whether Members have an interest to
declare. Mr EVord?
Clive EVord: A member of the Transport & General
Workers’ Union.
Graham Stringer: A member of Amicus.
Chairman: Gwyneth Dunwoody, a member of
ASLEF.
Mrs Ellman: A member of the Transport & General
Workers’ Union.

Q399 Chairman: No directorships? No, fine.
Gentlemen, may I ask you for your identification
beginning with my left and your right. For the
purposes of the record, can you tell me who you
are?
Mr Bradbrook: Craig Bradbrook from Airports
Council International.
Cbief Constable Todd: Michael Todd, Chief
Constable of Greater Manchester Police and also
Vice-President of ACPO with responsibility for
terrorism and aviation security.
Professor Hatcher: Professor Alan Hatcher from
the International School for Security and
Explosives Education.
Mr Littler: Mel Littler from Ascent Aviation
Security Limited.

Q400 Chairman: Thank you very much indeed. As
you will realise we, the Committee, are very
interested in the views of experts about the very real
problems that we are facing in aviation security.
What is of considerable importance to us is that
there is a considerable divergence of views. If you
agree with one another please do not repeat what
somebody else has said, but if you want to catch
my eye please do. What lessons should be learned
from the period of heightened airport security in
August and September this year?

Mr Littler: There are several lessons. One is that
we were dealing with a completely new threat and
the counter-measures that were introduced
immediately were probably the only option
available. The other lesson we need to learn is the
issue of what do we do next so that when we move
the threat to an unprecedented level how long can
we keep it there and what process do we then take
to bring that down to a sustainable level.

Q401 Chairman: Are there any particular lessons to
be learned from the presence of significantly denser
crowds and queues in the terminal buildings?
Chief Constable Todd: Yes, I think there are. The
main key to this is flexibility. You cannot have a
plan in any situation which is robotically enforced,
you need flexibility. I think one of the great lessons
that were actually learned from the events of
August was for many of the airports getting extra
security staV when suddenly you have got the
presence of large queues of people because they
have been delayed. I think the Police Service was
actually okay on this because the parent forces of
each of the airport divisions was able to say, in my
case to the Greater Manchester Police, or the
Metropolitan Police, “We need another couple of
hundred extra people”.

Q402 Chairman: Presumably they were not then
required to do things diVerently from the security
needs that they would have to fulfil in their
ordinary tasks, is that the point?
Chief Constable Todd: They still do things
diVerently because you are taking oYcers away
from territorial policing, from divisions around the
force, they are going into the airport to assist,
things like high visibility policing, that is why you
need to be flexible. You need high visibility
policing, automatic number plate recognition, high
visibility policing around the approaches to
airports, things like that. I think the lesson that has
been learned perhaps for the industry is it worked
exceptionally well in Manchester Airport because
the airport authority had very robust call-out rotas
for their staV to bring them on duty so that they
could have extra security staV in immediately. That
was a factor in the queues being smaller there than
perhaps at some of the other airports and that is
one of the lessons that has been learned.



Page Type [E] 18-12-07 18:49:09 Pag Table: COENEW PPSysB Job: 376831 Unit: PAG1

Ev 50 Transport Committee: Evidence

11 October 2006 Mr Craig Bradbrook, Chief Constable Michael J Todd QPM, Professor Alan Hatcher
and Mr Mel Littler

Q403 Graham Stringer: This leads straight into the
question I was going to ask. From your local
responsibilities in Manchester and your national
responsibilities, what advice would you give to
BAA running Heathrow and Gatwick from the
experience at Manchester because at Manchester,
from memory, the delays were about four hours
and there were a huge number of cancellations at
Heathrow and Gatwick? What advice would you
give to the BAA? What went wrong at those
airports that went right at Manchester?
Chief Constable Todd: I think the call-out rota was
the key issue. I am aware they have already
reviewed the airports throughout the country and
reviewed their procedures to bring on extra staV.
They had not been in a position previously to have
to bring on extra staV that quickly. At Manchester
there was a properly worked out, properly
rehearsed call-out regime and that, I know, has
been replicated across the rest of the country.

Q404 Graham Stringer: That is rather surprising, is
it not, given that we knew that there was likely to
be another threat. Why at the largest airports in the
country did they not have this contingency plan?
Chief Constable Todd: I am afraid I cannot answer
for them. I know that it is something that had been
worked on in partnership with the police at
Manchester and there is an extremely good
partnership there in terms of planning for
contingencies. Personally, I think they were just
absolutely overwhelmed by the sudden need to
have that many more security staV on duty and at
Manchester—this is not a policing issue—I have to
pay tribute to the airport there because I think they
performed exceptionally well.

Q405 Chairman: Professor, you are nodding.
Professor Hatcher: I agree with a lot of what
Michael has said but your question, Chairman, was
about lessons that can be learned. One of my
concerns is that we are creating new targets. We
have lines of people in terminals now, 200, 300
people in a queue, your bag is not searched when
you go in or out, you can take 23kg of baggage
with you and 23kg of ammonium nitrate mix would
be very suYcient to make a good impact. Terminal
3 especially is vulnerable. That is on the bad side
of lessons learned, if you like. I think the lessons
learned from the joined-up approach now that is
being taken by a lot of security forces is a lot better.
The police forces are working better with the
intelligence communities which are working well
with BAA, et cetera, but there is still a lot to be
learnt.
Chief Constable Todd: This has sometimes been a
diVerence in approach between policing and that is
why you need a greater degree of flexibility. It has
long been one of my concerns, and that is why I
think we do need dedicated policing resources at
airports, that we concentrate on the control zone,
after you have been through the security, but the
area of vulnerability, which is where we agree, is
actually external to that because you would not

bring down an aircraft but you could disrupt an
airport very, very easily through an attack outside,
or certainly you could attack confidence. That is
why we need flexibility and not purely physical
security all the time. You need to keep rotating the
methods and keep learning so it is unpredictable,
it makes a more hostile environment to terrorism.

Q406 Mr Wilshire: Mr Todd, you said at the
beginning that one of the great assets was
flexibility, that you can call on oYcers from outside
the airport divisions but, just to clear up something
in my mind, does the possession of a warrant card
by any constable mean that they could go airside
without any further checks?
Chief Constable Todd: Yes, they could. I have to
say I go to Manchester Airport and go out on
patrol with our oYcers airside and I have not been
subject to any further checks. They do check your
identity and do want to see your warrant card but
normally as long as you are with a trained airport
oYcer that is okay. I have got to say I would not
normally, and I do not think any of the police
forces would, put non-airport trained oYcers
airside because there are diVerences there, you
cannot drive a police vehicle, all of those issues. I
am talking more about when you need to quickly
secure an airport you can bring in oYcers for
external patrols, to patrol the queues and the
vulnerabilities.

Q407 Mr Wilshire: There was a debate after the
Lockerbie crash as to whether specialist policing
for airports, given the risks and the work to be
done, would be better done on a national basis. Is
there any merit in the argument that some use that
British Transport Police or an especially designated
police force responsible for all airports rather than
the local Police Service would be a better way to
do it?
Chief Constable Todd: I do not personally agree
with that.

Q408 Mr Wilshire: Why not?
Chief Constable Todd: I am a great supporter of
BTP actually, I think BTP do a great job, but I
think one of the lessons that we have learned from
going right back in history when we did have small
airport police forces is that rotating oYcers in
diVerent forms of policing keeps up their energy. If
you are just doing one thing potentially for 30 years
I think you can get quite complacent. You need to
rotate people around, they need to be refreshed,
they need to have fresh challenges.

Q409 Mr Wilshire: Do police forces that consider
that they could well be called upon to supplement
airport divisions do any training of their oYcers in
case they are required?
Chief Constable Todd: I cannot speak for every
police force, I can only speak for mine. We do have
oYcers who have left the airport and you do know
who those individuals are. No, and I do not think
you need to because the oYcers you are bringing
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in to supplement and increase the resources that
you have in an airport at a given time are going to
be used externally to it, so it is about policing the
concourses, queues and the approaches to airports
as opposed to actually airside itself, which is what
you do need training for.

Q410 Mr Wilshire: As a result of what has
happened, and trying to think from a terrorist point
of view that if they work out that designated
airports are the ones with the sophisticated policing
arrangements, those that are not designated then
become the weak link, how should we look now at
the undesignated? Should we change them?
Chief Constable Todd: Yes, definitely. I do not
know if you want to deal with this here at this
moment.

Q411 Chairman: Yes, tell us about the criteria you
use for designation.
Chief Constable Todd: I think it is madness now. It
is an archaic system. It is an archaic system which
needs urgent review. Just to defend my colleagues,
Chief Constables will put dedicated policing
resources according to risks where you need them,
so even if it is to the detriment of local policing at
the moment it is our accountability, which is
another issue I would like to get into, for the safety
and security, so we will put dedicated properly
trained police resources into those areas. The issue
with designation is that it was probably fit for
purpose of its time but it is not any longer. You
have some of the nonsenses that, for example,
Luton Airport is not a designated airport yet it has
virtually the same passenger throughput, 9.1
million passengers per year, as Birmingham Airport
with 9.3 million. Birmingham is designated but
Luton is not and as a result the airport operators
do not pay for policing in Luton, local council tax
payers are paying for policing. I have to say my
own committee in ACPO, the Terrorism and Allied
Matters Committee, also subsidise it because we
realise it would be nuts for the local council tax
payers to pick up all of that bill for a relatively
small police force, it would just be disabling. I do
not know if you are familiar with the Stephen
Boyd-Smith report that he has just carried out. I
have to say we have lobbied Stephen very, very
strongly. The report is about to be made public and
that does signal, as I think Sir John Wheeler
originally indicated, the designation debate is a bit
of a dead duck. We have formulated within ACPO
what we call a trigger document. The question is
should there be dedicated police resources allocated
to a particular airport. If so, we have produced a
framework document to try to estimate, because it
is not an exact science, what level of resources there
should be at that designated airport, and then you
get into the debate about who pays for those
dedicated resources. I think we have to approach it
in a very, very diVerent way and designation really
should be a dead duck.

Q412 Mrs Ellman: I would like to hear people’s
views on the Government’s general policy of the
“user pays” in relation to financing security. Does
anybody have any views on that?
Professor Hatcher: I think one of the largest
problems we are going to have is if we put
everything on to the user, the carbon tax as well,
potentially we are going to be putting companies
out of business—potentially. In a recent bill that
the Civil Aviation Authority has put out they were
looking to put a 75% increase on the users. I think
it would be very diYcult.

Q413 Chairman: That is not the principle,
Professor, is it? What you are saying is that the
eVects if it was allowed to continue in the same way
would be fairly devastating but I think Mrs Ellman
asked you about the principle of the “user pays”.
Is it a good principle? Mr Todd?
Chief Constable Todd: I have to say I think that is
entirely the right principle. There is a “polluter
pays” argument. Many people, perhaps local
people, around the airports would say they have to
pay enough costs having an airport in their
particular location, I do not think they should pay
for policing and security. Our position within
ACPO and to Stephen Boyd-Smith in the report
has been that we ought to have an airport tax for
policing and security. We estimate that 50p on each
passenger journey would pay for the policing and
security. I do not think that is a huge price to pay.
I know it has been rejected by Stephen Boyd-Smith
at the moment but it does not mean that is the way
things will go. As we try to demystify this, looking
at it ourselves over the last year or so, lots of
airports have various security taxes that are
imposed on people as part of the ticket price and
I think it would be quite easy to add 50p on to that
and perhaps demystify it so everyone knows what
it is for because if you said, “For your security and
for the policing of this airport you are paying 50p”
I have to say I would certainly vote for it myself.
Mr Bradbrook: I think the airport position is the
opposite. As we laid out in our submission,
aviation security has now become recognised as an
issue of national state security. Terrorism is not
targeting airports principally, it is targeting
governments and we are just the means through
which the terrorists take their battle forward, if you
like. To burden the industry with the costs of what
is viewed to be national defence or national security
we think is unreasonable and unsustainable in the
longer term.

Q414 Chairman: Does anybody have a diVerent
view from that?
Mr Littler: I support the view of the ACI and also
I would take us back historically 30 or so years ago
in the UK when there was a thing called the Central
Aviation Security Fund which was a tax gathered
by the organisations selling the ticket which was
put forward to central government and then
redistributed. That was abandoned in the early
1980s but the principle behind “user pays” is that
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the user is the one who pays because they are the
only beneficiaries of that security function. The
events of December 1988 with Pan Am 103
damaged that argument because people were killed
on the ground in Lockerbie and the events of 9/11,
when nearly 3,000 people lost their lives who had
nothing to do with aviation, they were not on
board any of the aircraft, further damage this
argument. I wholeheartedly support the view of
the ACI.

Q415 Chairman: On the principle, on the funding,
Mr Todd?
Chief Constable Todd: On the principle I have to
say I disagree with Craig’s comments. As a simple
policeman I will not get involved in the politics of
foreign policy—

Q416 Chairman: We know the police never get
involved in politics!
Chief Constable Todd: I have to say it is wider than
national security. The policing in Manchester
Airport or Heathrow Airport is not just about
national security, it is about disruptive passengers,
about people getting drunk on the concourses,
about making it a harder environment for thieves
to attack cargo, it is a whole variety of things. That
is one of the things where I do not think you can
separate it and it is not just the police oYcers
carrying MP5 submachine guns.
Chairman: You have convinced us of the joys of a
civilised state.

Q417 Mrs Ellman: Mr Littler, you referred to the
European Union Regulation on transport security
which you say the UK Government has not
implemented. Can you tell us some more about
that?
Mr Littler: The European Union Regulation on
aviation security in 2002, and there is a framework
regulation along with an implementing regulation
which gives more detail on how the requirements
should be implemented. The diYculty in terms of
competition is that the baseline measures are very
much that, they represent measures which all
Member States need to apply but each Member
State has the freedom to apply what they refer to
as “more stringent measures”. In the UK there are
several of those “more stringent measures”. Going
back to funding, there is a strong argument that
says the industry should pay to recover the costs of
the baseline measures but on more stringent
measures introduced by an individual state because
of an enhanced threat level those additional costs
should be met by the state.

Q418 Mrs Ellman: Do you think there should be
an international harmonisation of standards in
security?
Professor Hatcher: There is supposed to be an
international harmonisation of standards with
ICAO, section 17 to the Chicago Convention, and
through our own National Aviation Security
Programme, so it is supposed to be harmonised.

Q419 Mrs Ellman: But there are a large number of
cases, are there not, where the UK authorities re-
screen passengers who have come from other
destinations, so that suggests there is not an
acceptance of adequacy.
Professor Hatcher: I think the problem lies with the
fragmentation between the security forces. The
police do a marvellous job, BAA do a marvellous
job and the commercial security people do a
marvellous job, but when you start involving lots
of people communication breaks down and gaps
appear. Where the gaps are the terrorists will locate
them. My concern is that we need the
harmonisation. The harmonisation infrastructure is
in place but I do not think it is policed very well.

Q420 Chairman: Using “policed” in the sense of the
general administration and monitoring?
Professor Hatcher: Yes, not uniformed police.

Q421 Chairman: I would just like you to get out
of the room in one piece! You may be sitting in a
vulnerable position. I think, Mr Bradbrook, you
were going to come in.
Mr Bradbrook: Just to clarify my earlier remarks
were about the costs of aviation security and not
costs relating to the policing of airports.

Q422 Chairman: Yes, I think we understand the
diVerence is one of principle really.
Mr Bradbrook: On the issue of harmonisation, if I
could just add that internationally through annex
17 to the Chicago Convention it is a strategic
objective to achieve harmonisation of standards.
We are not there yet but it is something that we
would like to see in the industry as quickly as can
be achieved because it is very important to the
eYciency of international air travel that we do have
harmonisation.
Professor Hatcher: Can I just make one point on
the funding side and the user. I do agree in principle
that it should be on the user because we are not
just looking at aviation security—I know we are in
this Committee—because we have the Eurotunnel
and other transport users who require security.

Q423 Mrs Ellman: Would you say that TRANSEC
are doing a good job in protecting the public and
not creating unnecessary disturbance?
Professor Hatcher: In the work that I have done
with TRANSEC at times I do find them blinkered
in their approach. They are a bureaucratic
organisation, they have rules that do not allow
flexibility. The trouble is you will get subjective
attitudes with whoever you speak to and,
unfortunately, I believe that some of the rules can
be interpreted subjectively by the inspectors.

Q424 Chairman: I think this Committee is quite
used to subjective evidence actually. Do you want
to comment on that, Mr Littler?
Mr Littler: I think generally speaking TRANSEC
are doing a fairly good job but we should not
underestimate the diYculty of that job. They are
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not just responsible for aviation, of course, but for
all modes of transport. The focus tends to be on
aviation because it seems to be more attractive as
a target to terrorism. That does not mean that the
TRANSEC operation could not be improved or is
perfect but in general terms I think they are doing
a very good job.
Chairman: Very tactful.

Q425 Clive EVord: There was a lot of baggage that
went missing through the recent heightened
security during the summer, do you know what
happened to it?
Chief Constable Todd: I have to say no, I do not,
I am afraid.

Q426 Clive EVord: Do you have any idea how
much went missing?
Chief Constable Todd: No, to be honest, I do not.

Q427 Clive EVord: Does anybody? Does anybody
have any idea where it went because you have all
got “security” in your titles?
Professor Hatcher: Unfortunately we were not all
based at Heathrow at the time.

Q428 Clive EVord: The reason I ask the question
is what does that tell us about the security of the
airports if that amount of baggage can go missing?
Chief Constable Todd: I think it tells us something
around the baggage handling certainly, and that is
one of our concerns, but particularly one of the
concerns we have got more is around the cargo
where we think you need to police that a little
better than it has been. What tends to happen is
that once it has been screened and it has gone into
the airport the history of Heathrow, for example,
has been that a lot of baggage has been pilfered
over time. I should imagine that when you have got
those long queues there is even greater opportunity
for baggage to go missing.

Q429 Clive EVord: Greater opportunity to get it
out of the airport?
Chief Constable Todd: I think it is diYcult
sometimes to get it out of the airport.

Q430 Clive EVord: So there is a big shed somewhere
in Heathrow Airport that has got a lot of empty
cases in it?
Chief Constable Todd: As I say, my job, apart from
Greater Manchester Police, is looking at how we
try and protect overall and to co-ordinate activity
across the country but there are issues over that
and I have to say whenever we are aware of it,
people taking vans out of the airport without
properly being checked, we bring that to the
attention of TRANSEC. We have now started to
work far better with TRANSEC so that we get
reported to us the various security breaches and
concerns that they have and we are doing the same
with them and that has not always been the case.

Q431 Clive EVord: If it is possible to shift that
amount of swag around an airport does that
indicate to us that there are still some gaping holes
in the security at airports that we need to look into?
Professor Hatcher: No. Any security is based
around stopping people getting in. One of the
dangers we have within our roles, within the
security role, is that terrorism becomes the focal
point and vandalism, criminal activity, normal
activity, if you like, done by the bad guys gets
overlooked, so there is a danger. I would be very
interested to see the figures on how much baggage
went missing rather than just talking about “huge
amounts”.
Chief Constable Todd: One of the suggestions that
I also made to Stephen Boyd-Smith that I hope he
has taken up is I think you all alluded to the
TRANSEC role and the policing role and the
airport role. I think it is important that you look,
to use a much abused word, holistically at it. What
I have suggested is that the Department for
Transport in terms of its own inspection process
and the police, Her Majesty’s Inspector of
Constabulary, start to work far greater together so
that you try and look at the overall security of an
airport as opposed to looking at policing elements
of the airport for inspection and TRANSEC
looking at are you x-raying it, so it does not
become a robotic process and somebody overall
looks at the entire security and inspects against it.
I think that would be a huge move forward.

Q432 Clive EVord: You looked like you wanted to
contribute, Mr Littler.
Mr Littler: Yes, thank you. I think we need to be
clear about what we mean by “missing”. We should
remember what happened on the morning of 10
August. Cabin baggage eVectively was forbidden so
people were asked at very short notice to take
everything that was going to be their cabin
baggage, or their bag itself, and check it in. Once
the bag has been checked in it goes through a
mechanical handling system which has a capacity,
like everything else, and all of a sudden overnight
it was burdened with tens of thousands of
additional bags which the system had not been
designed for. The fact that some of them went
“missing” largely meant that they did not make the
aircraft in time simply because there were physical
constraints placed on the area of what we call the
baggage make-up area. So we suddenly had a
situation where thousands of bags were present in
that area that needed sorting and which needed
taking to the aircraft. There were manpower issues
and in our view it was not a security issue, it was
simply dealing with this huge unprecedented
increase in the number of bags.

Q433 Clive EVord: I do not want to labour the
point but what happened to them? Were they
landfilled?
Mr Littler: I think most of them were reunited with
the passengers.
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Q434 Clive EVord: Mr Bradbrook, is that a cost
that you think should be borne by the airports?
Mr Bradbrook: Which cost is that?

Q435 Clive EVord: Security for the baggage that
is airside.
Mr Bradbrook: The airports are providing the
infrastructure and screening systems in general for
the screening of baggage on departing aircraft. The
security of the baggage from the point of loading
to the point of unloading at the destination is
usually the responsibility of the airline and usually
it is their handling agents that transport that
baggage, so they bear the costs of that.

Q436 Clive EVord: Okay. Can I just ask if anyone
wants to comment on this particular issue, which
is what contribution could new technology make to
improve aviation security?
Professor Hatcher: I have very strong views on this.
Billions of dollars are being spent on high-tech
equipment which is very good but I would like to
see some empirical evidence just to show how good
this equipment is in real-time use over the standard
security guard, policeman, rates of arrest and fines.
Slightly going oV the question, I find that the
security training we give our guards at the frontline
is not good enough, it is nowhere near good
enough. Yes, high-tech has got its place but it is
not a panacea.
Mr Littler: I think technology has got huge
potential for the future. What we have is a situation
not just in the UK but virtually globally where
passenger and cabin baggage screening, for
example, is being screened using the same
technology as we were using 30 years ago. The
diVerence is, of course, that with x-ray machines,
archway metal detectors, the type of equipment and
quality has improved immensely over that period
but at the end of the day it is the same basic
technology. I believe that there is an opportunity
here to introduce a variety of technologies so that
the terrorist, for instance, would have an element
of doubt inserted into his or her mind about how
he or she, or the items they were carrying, were
going to be screened and what technology would
be used.

Q437 Chairman: Can I just ask you to address
yourself to Professor Hatcher’s point. Are you
assuming that would be ten times more eYcient
than large numbers of properly trained security
guards who could ask you all the diYcult
questions? El Al, for example, spend six months
training its operatives before they let them loose in
an airport and they rely upon detailed questioning
and the training of the operative to assess whether
or not they are being told the truth. Are you really
telling us that machines can replace a nosy El Al
enquirer?
Mr Littler: What we generally understand to be the
definition in the UK of security staV are the people
you see when you board a flight, when you go
through security, the people who are screening your

bags and screening you as well as an individual.
The people who carry out what is commonly
known as profiling or risk analysis profiling are
specifically trained.

Q438 Chairman: Mr Littler, we can argue about
who does what and when, and whether or not we
are talking about the same category of people, but
the point you are being asked is a much more
fundamental one: can machines replace an existing
system of human beings who would have
responsibility? The Chief Constable has a view.
Chief Constable Todd: No, you cannot is the simple
answer. The machines can only be there to assist.
We do need to invest in better CCTV. As facial
recognition is coming on-line and starting to
become more reliable I think we need to gear up
for that so we have got high quality cameras, which
we have not necessarily got, proper recording of
those cameras afterwards, digitally you can do it a
lot better now than you could historically. We need
to gear up for the future but we need properly
trained security staV who are inquisitive. As far as
the police oYcers are concerned, you want people
who are inquisitive, are actually asking questions,
are going to stop people in a friendly way, but are
going to be constantly saying, “What is wrong with
this picture?” What you do not want is jobsworths.
I am not suggesting we have got jobsworths but
that is the diVerence with the El Al-type situation
where you have got people. My job here is to
protect this airport and that is what I am going to
do every day of my working life. I am properly
trained and I continually train, I think that is really,
really important. That is how we solve the problem
because the physical side can make it a hostile
environment but you need inquisitive people who
are constantly asking and searching out what is
wrong with this picture.
Mr Goodwill: During September I had a very
interesting experience spending two days at East
Midlands Airport, part of the Manchester Airport
Group, watching the security first hand. I think the
picture that was painted was of before security
where we have people milling around, anyone can
come in with a weapon or a device, but after
security even Mrs Dunwoody could not get her nail
scissors through. Could I ask, what is the logic
behind deploying armed police oYcers in the secure
zone which by definition is an area where people
do not have access to weapons?

Q439 Chairman: Chief Constable, what are you
doing?
Chief Constable Todd: It is still to make it a hostile
environment. We want the armed oYcers not
necessarily airside but I think it is part of the
overall, “this is a hostile environment”. We need to
do that although, again, if you go to Manchester
Airport you will see some armed oYcers but in the
main you will see the armed oYcers outside because
we recognise that it is before you have gone
through security that to me is still the most
vulnerable area. That is why I go back to my
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argument that we need to be flexible and not
robotic about the way we introduce security
measures.

Q440 Mr Goodwill: Is there not a scenario where a
terrorist could get the weapon from the oYcer and
get on to a plane using that weapon?
Chief Constable Todd: I have to say I extremely
doubt it.

Q441 Mr Goodwill: Professor Hatcher is nodding.
Professor Hatcher: You were not at one of my
lectures, were you?

Q442 Mr Goodwill: No.
Professor Hatcher: One of the points is that, yes,
the terrorists are extremely well trained. These
people are not stupid. If they think there is a real
chance that they can take out a policeman or a
bobby who is potentially giving advice to a member
of the public and he gets swiped over the back of
the head with a bottle of Duty Free, yes, his
weapon could be taken no doubt. It is a possibility
but whether it is feasible—
Chairman: Have a little self-confidence, Chief
Constable, you do not have to refute every word!

Q443 Mr Goodwill: Who makes that decision about
deploying those armed oYcers? Is it the police force
involved, is it TRANSEC?
Chief Constable Todd: It is the police force
involved. You come up with your own deployment
position. We do have national standards as far as
this is concerned, which is why you would always
have a minimum of two armed oYcers. They are
properly trained in how they stand and how they
interact with the public to make sure that
possibility is not a real possibility.

Q444 Mr Goodwill: The other bizarre operation I
saw was security people x-raying bottled water
because they had been told to x-ray all the food and
drink that was going airside. Whilst they could see
the logic behind checking the tamper seals on the
bottles they found it hard to justify x-raying the
water because it was a whole pallet of water and it
was causing chaos in the security area. Is there any
possibility that maybe people on the ground could
be allowed a bit more discretion, flexibility and
judgment rather than this very inflexible system
that seems to be in place?
Professor Hatcher: Again, I think that comes back
to security training levels of people. If you had
asked the security guards what they were looking
for, could they have answered that question? As the
Chief Constable was saying, it is no good just
having a robotic security system, we need to trust
the security staV. It comes back to the training of
them being allowed the responsibility, to be told,
“Yes, you are looking at this and the reason for
doing this is . . . .”

Q445 Mr Goodwill: They said to me they were
looking for an explosive or flammable liquid but
putting bottles through the x-ray machine would
not tell them that at all, nevertheless that was what
they were doing.
Professor Hatcher: It could be they are robotic and
are following what they have been told to do.
Mr Goodwill: The other point you made, Professor
Hatcher, was you were saying we should look
where gaps occur and that is where the terrorists
will operate. Do you feel we are playing catch-up?
It seems that every time a new threat appears we
then have to cover that base retrospectively. For
example, are we looking at the possibility of a
terrorist with a ground-to-air missile in a field near
the airport? What is the next threat or are we
always going to have to wait for the terrorist to tell
us what the next threat is? Can we predict that?

Q446 Chairman: We are actually doing our best to
suggest various ideas to al-Qaeda in case they get
bored! Chief Constable?
Chief Constable Todd: We do all sorts of blue sky
thinking on what are the possible threats. We
establish that. I do not want to go into it but—

Q447 Chairman: Please do not.
Chief Constable Todd:—there is a strategy in target-
hardening to ensure that is not possible.
Chairman: I have enough troubles as it is!

Q448 Mr Scott: Chief Constable, if we go back to
the latter part of August, in my view a disgraceful
episode was a Southern Irish budget airline, which
I shall not name, which seemed to want to make
security policies for our country and they
complained that they had not been consulted about
things. In your experience, what consultation was
had between the security services and the airline
operators?
Chief Constable Todd: It is a little diYcult because
I was not there but, as I understand, the security
regime, which is a TRANSEC responsibility as part
of the regulatory framework around the airports,
developed a regime which they suggested. I think
that went to Cobra, the Cabinet OYce briefing
room, where that was approved by whoever was in
charge of Cobra at the time. I understand that there
was a degree of consultation with the Police Service
as well but that was as a result of us and the
security services explaining the threat in detail to
the Department for Transport. They came up with
their own regime. I am not aware of there being
any consultation but I am aware that they had to
respond literally within a matter of hours of us
saying we had a very escalating threat because we
knew something was imminent. We explained that
to the Department for Transport and as a result
they came up with their new regulatory regime
literally within hours. I think they did consult
afterwards but I have to say I think that would be
a matter for the Department for Transport.
Chairman: I think we should not be diverted by the
need of some Irish Nationals for personal publicity.
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Q449 Mr Scott: There were complaints that some
of the aircraft were going oV half full because
people could not get through security checks. I
must say, forgive me if I pay tribute, I went from
Manchester Airport at that time and, indeed, they
gave priority and called out the flights to make sure
people got through. Was that generally the case, as
I did not happen to be travelling through any of
the other airports at the time, or was that not
carried out?
Chief Constable Todd: I have to say I think that
was a little more specific to Manchester Airport. I
go back to some of the comments I made earlier,
which I will not repeat, that this was the result of
them getting in the right people at the right place
at the right time.
Mr Scott: I compliment Manchester Airport
management.

Q450 Graham Stringer: We rather skated over
passenger profiling. I have listened to some
interesting views from police oYcers on Newsnight.
Is there an agreed ACPO view on whether
behaviour pattern recognition is a useful weapon
against terrorists?
Chief Constable Todd: I am not aware of there
being a particular ACPO view but I have to say I
do agree with that, it is entirely logical. This comes
back to the comments that Alan Hatcher and I
both agreed with about not being robotic about
things. If you think about the response to
Operative Overt, the events of August, do you have
to apply exactly the same regime on a bucket and
spade flight going to Spain that had been booked
a year in advance by all the passengers to people
who had just booked on an aircraft going to the
States? I do not think you do. If you want to regard
that as a form of profiling, which I think you can,
we have been doing intelligence-led policing for
years and I think this is a form of intelligence-led
policing.

Q451 Graham Stringer: So you do not agree with
the police oYcer who said you are eVectively
making Muslims into criminals if you use
behaviour profiling?
Chief Constable Todd: No, you are not. I have to
say it goes back to the same arguments around
stop-search. If you want to take that to the nth
degree, if we have a street robbery problem in the
middle of Manchester, are you almost like a market
researcher saying. “I have not stopped a 50-year
old white woman so I have got to fill that in as a
sort of tick-the-box”? No, you are not, you are
going to be looking for young people who are
involved in robbery oVences.

Q452 Graham Stringer: That is very clear. Can I
go back to something Professor Hatcher said about
evidence in real-time of the technology being used
and something Mr Littler was saying about the
technology being the same. Has the technology not
changed dramatically in the last ten years in terms
of screening baggage in the hold, which was not

done before, whereas now at all airports in the UK
they screen every bag and that is a big change, is
it not?
Professor Hatcher: There is certainly a place for it
as well but we are talking about terrorists walking
through the front door. If you have got an
inanimate object you can put that through all the
processes; if you have got a human then obviously
you want to be looking in their eyes.

Q453 Graham Stringer: I was not clear about what
kind of technology you were talking about.
Professor Hatcher: There is a place for biometrics
and all these wonderful things that are appearing.
I think post 9/11 the TSA spent $5 billion on x-
ray machines that the handlers could not actually
operate. That is my concern, that we buy high-tech
equipment but what we have got, without being
rude to security guards, is security guards who are
not the most intellectual of people and we are
expecting them to be able to interpret and handle
this high-tech equipment and get positive answers
out of it.
Graham Stringer: That is an interesting discussion
and it brings me back to something the Chief
Constable was saying about the assessment of
where our guards are in an airport. I should declare
an interest.
Chairman: You are normally surrounded by armed
guards? I missed this!

Q454 Graham Stringer: No, but as Chairman of
Manchester Airport I was always profoundly
sceptical of the policing arrangements by Mr
Todd’s predecessor, I never thought it was helpful
to the budget to have a lot of police oYcers about.
It was helpful to the police’s budget but not the
airport’s budget. The answer is that there is an
appeal to the Secretary of State if the airport does
not like it. In a sense would it not be more helpful
both to the airport and the police if there was a
third party that could assess and comment both on
the costs and the deployment of the police?
Chief Constable Todd: Yes, it would, but I have
some real concerns about the direction in which
this is going, some very real concerns. If we think
of the situation at the moment, the police will say,
“This is what we actually feel we need to police the
airport”, the airport operator may well disagree
and now it goes as an appeal to the Secretary of
State for Transport. At least with that there is some
accountability within that process. I have some
very real fears about what is now proposed because
I do not think there is any accountability. What is
being suggested by the current report is that if there
is a dispute the two parties should appoint an
arbitrator each who appoints a third arbitrator and
the arbitrator will then say, “Yes, I will go down
one side or the other”. If I could just give you an
example: if the police said, “We think we need 500
oYcers to police this” and the airport operator
said, “We think you only need 100”, if the
arbitrator then said, “You need 120”, my problem
with that is who is accountable for that decision. I
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think it should either be the Chief Constable, which
it currently is and I accept that responsibility, or it
should be the Minister. If you were conducting an
inquiry two years later and we had 120 oYcers in
there which was insuYcient, was not fit for
purpose, who is going to be held to account? I
accept my responsibility for that across Greater
Manchester and I think the Department for
Transport Minister should do that. What I have
suggested, which I think is a better way forward, is
we go back to do we need dedicated police
resources, a formula that we have started to
develop, and I am quite happy to make the oVer
to the industry, and I have done this, to do what
I would call a peer review where we would get other
airport commanders to cross-check the bids that
people put in for police resources. I am more than
willing to let a representative of the airport
operators take part in that process so there is some
real visibility in that, but in the event of there being
a dispute it still ought to go up to somebody, I
think the Secretary of State for Transport, who is
accountable for that decision otherwise I think we
end up with very, very fudged accountability.

Q455 Graham Stringer: You make a very strong
point about accountability but what concerns me
is in terms of the external assessment you are trying
to keep it in-house. Would it not be better if it was
a completely independent security person who
could advise both the airport before there was an
appeal and eventually the Secretary of State?
Chief Constable Todd: If we could establish
someone, perhaps the Professor, who is an expert
on things I would be quite happy to do that. Where
it works well, and if I use Manchester Airport again
where there is a good relationship and transparency
between the bids put in and exploration of them, it
works pretty well, but I do understand historically
because of the police putting in their bids for
resources I think some of the airport operators
have felt this is just a wish-list and whatever the
police ask for they are going to get, which sadly is
not the case in most other areas of funding. That
is what I reckon. I think the Police Service has got
to be realistic and involve either the airport
operators or an independent party in the decision.

Q456 Graham Stringer: Not many years ago, I
think it was three years ago, we saw armoured
vehicles outside Heathrow. Can you explain to the
Committee how helpful they are to security and
whether we are likely to see a similar situation at
Manchester?
Chief Constable Todd: I do not think we would ever
see a similar situation at Manchester. We will
always do whatever we do on the grounds of a
threat and personally I cannot see what appear to
be tanks would be repelling a threat at our airport,
so I think the answer is no.

Q457 Clive EVord: How much of a security threat
is posed by vehicles parked in short-stay car parks
in close proximity to airport terminals?

Chief Constable Todd: It is a potential threat.

Q458 Clive EVord: Does the situation need
reviewing in that case?
Professor Hatcher: I think it is under constant
review. Most police forces do have that under
constant review. I recently travelled through
Heathrow and I was absolutely gobsmacked by the
amount of vehicles that were left on the side of the
road while passengers ran in to pick up suitcases
or drop oV some freight. It is a very real threat that
needs to be monitored.

Q459 Clive EVord: Can I very quickly go back to
technology. What is the role of government in
developing new forms of technology for security?
Professor Hatcher: Have they got a role?

Q460 Chairman: That is what we are asking you,
Professor, do not cheat and ask us!
Professor Hatcher: It was a good eVort!
Chief Constable Todd: We have something that was
called the Police Scientific Research Department
which I have to say, again, was part of our blue
sky thinking. Whenever we say, “here is a
particular threat”, whether it is protecting party
conferences, protective body armour for police
forces, we give them the user requirements and say,
“we would like some technology around this, even
if it is a total wish-list” and they constantly scan
for us—I think it is one of these non-departmental
public bodies now—what is going on in the rest of
the world, they work together with other agencies,
particularly in the States, and they do a pretty good
job in trying to constantly say, “Is there any
technology we can bring in?” We identify the
threat, we identify the need and they try and
deliver.
Professor Hatcher: The Government has got a role
definitely. We go back to standardisation. There
are a lot of commercial companies out there that
have very good sales people who can sell incredibly
expensive equipment that does not quite do what
it says on the side of the can.

Q461 Chairman: Mr Littler, you have views on this,
what is your view?
Mr Littler: I think maybe the Government could
take a leaf out of the TSA’s book in the United
States and come up with some serious R&D. The
development of the technology has been led by the
Americans which means that the people who have
benefited commercially have been American
companies.
Chairman: I do not particularly want to follow the
TSA’s lead because this Committee has had the
opportunity to talk to them in America and we do
have quite strong views on some aspects of that.

Q462 Mrs Ellman: Are the current voluntary
arrangements for Multi Agency Threat and Risk
Assessment—MATRA—working eVectively?
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Chief Constable Todd: No.

Q463 Chairman: Why not?
Chief Constable Todd: This is my view and the view
of ACPO as well and all of the airport police
commanders. I would probably compare it to where
the Police Service was about ten or 15 years ago in
partnership working where if everyone sat around
the same table for a period of time they had a nice
warm feeling that people were working in
partnership. In a way that is probably how I would
describe MATRA now. The great thing that Jack
Straw did as Home Secretary was introduce Crime
and Disorder Reduction Partnerships which
brought the force of legislation to say, “You will
work as partners and there are accountability
processes”, and I will come back to accountability,
“to make sure that you fulfil your requirements”.
That is what I think we should do with MATRA.
MATRA should be puton a legal footing. Our quick
assessment, very briefly, because I know you are
short of time, is lack of dynamism, lack of
accountability, no bench marking of MATRA
across, and it tends to be incident driven at a
particular airport rather than a strategic assessment
of threat. I got someone who is working on this for
me to attend one of the MATRA meetings, and it
was only one but I think this is quite representative,
and six people turned up, three of them were police
oYcers and one was the note taker. This was not a
strategic meeting driving improvements in security
at that particular airport. That causes me some
concern. It is an improvement, I think the
Department for Transport did well to get it on the
agenda, but I have to say I think it needs to be put on
a legislative footing because this is really important
stuV, this is about the security of our airports.

Q464 Mrs Ellman: So who shouldbe accountable for
making it work at an operational level?
Chief Constable Todd: Again, this has been one of
the suggestions that I have put to Stephen Boyd-
Smith. I think you make it a joint responsibility
between the police and the airport operator to treat
the airport community like a proper community so
they consult people but are jointly accountable and
individuals are accountable for the actions they
actually take. So you agree an airport security plan
at the beginning of the year which says, “This is what
the policing is going to deliver. This is what security
is going to deliver. These are the physical
improvements in security that we need to make” and
when the battle plan has to change in light of events
you again come together and say, “This is why it has
got to be flexible, this is how we are going to
change it”.

Q465 Chairman: What is your involvement with the
Cabinet OYce and its long-term counter-terrorism
strategy?
Chief Constable Todd: As a member of ACPO
Terrorism Committee we have had an involvement
in it and been consulted over it, CONTEST and the
four Ps, and it is an ongoing—

Q466 Chairman: Prevent, pursue, protect and
prepare.
Chief Constable Todd: Yes.

Q467 Chairman: How eVective is this strategy?
Chief Constable Todd: It is eVective but, like
anything, it is words. As a strategy, like any strategy,
it is a way of assembling programmes of work.
Within each of those four Ps there is a lot of work
going on. Lots of the stuV that I do is around protect
and to target harden. More importantly, I am
involved in a lot that is pursue because we want to
make sure that we do get the people who are
responsible for terrorism, but also the preparation
side and trying to prevent in the first place, getting
into communities that we think are vulnerable and
likely to be recruiting grounds, there is a lot of
important work there. We have used it as an overall
strategy but there is a hell of a lot of work going on
underneath.

Q468 Chairman: Is the Government giving suYcient
priority to transport security within its overall
policy?
Chief Constable Todd: I think that is diYcult for me
to judge genuinely, I think that is more a
TRANSEC, Department for Transport question.
TRANSEC do a pretty good job, they are working
far more with us now and over the last years since I
took up this responsibility I think the interface
between the police and TRANSEC is probably
better than it has been for a long period of time.

Q469 Chairman: Yes, but we have heard that is not
necessarily much of an advance on nothing.
Professor Hatcher?
Professor Hatcher: I agree with what the Chief
Constable said about the strategic level of counter-
terrorism that we need to get in place. My concern is
the fragmentation process. We should be led by the
intelligence services who should be giving us a
general threat assessment which should then be
filtered down to a tactical and organisational level
on the basis of threat analysis. I am concerned, and
I have no axe to grind commercially or
organisationally, that there is far too much
bureaucracy around transport security and not
enough flexibility.

Q470 Chairman: Let us be devil’s advocate for two
seconds, Professor. How can you deal with that
when governments must have the overall
responsibility for protecting their people? Frankly,
were it left to the commercial interests in aviation, do
not think I am being unkind if I say possibly the
standards would not be the same, they might be
cheaper.
Professor Hatcher: I beg to disagree, Chairman. The
security staV at most airlines and commercial
companies that I know of are made up of people like
Michael, who are ex-Chief Constables and ex-chief
policemen who know the ins and outs. I am not
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talking necessarily about government bureaucracy,
I am talking about bureaucracy that is brought in at
the organisational levels as well.

Witnesses: Mr Ian Hutcheson, Security Director, BAA, Captain Tim Steeds, Head of Safety and Security,
British Airways, Ms Gaynor McLaughlin, Head of Security, easyJet and Mr Chris Welsh, General Manager,
Campaigns, Freight Transport Association, gave evidence.

Q471 Chairman: Good afternoon to you all. I am
very grateful to you. May I ask you to identify
yourselves for the record?
Mr Hutcheson: Ian Hutcheson. I am the security
director for the BAA.
Captain Steeds: Captain Tim Steeds. I am head of
safety and security at BA.
Ms McLaughlin: Gaynor McLaughlin, head of
security at EasyJet.
Mr Welsh: Chris Welsh, campaigns manager for the
Freight Transport Association.

Q472 Chairman: Can you tell me very briefly how
the security alerts this summer aVected your
business?
Mr Hutcheson: The alert had a significant impact on
BAA’s business. The impact probably varied airport
by airport, depending upon the natureof the airport.
Heathrow in particular, which operates at full
capacity, had some real diYculties. The issue for all
the airports is that the requirements for staV were
identical to the requirements for passengers. The
threat changed at two o’clock in the morning and
getting staV in place to manage the airports was
extremely diYcult and therefore almost impossible
to staV the operation at the appointed time. Some
airports were able to catch up very quickly where
there was spare capacity. Other airports such as
Heathrow, where there is very little, if any, spare
capacity in the day, were chasing their tails from the
very beginning. The fact that the UK aviation
industry operated on 10 August was a credit to all
those involved. By Saturday the operation was
beginning to return right round the country. It
probably took a little bit longer at Heathrow for the
reasons I have already outlined.
Captain Steeds: It had an enormous eVect on British
Airways. We cancelled 1,283 flights. We aVected
over 100,000 passengers. We failed to connect the
bags of a significant number of thousands of
passengers. The main trouble for us after the initial
obstacle on 10 August was the transfer issue. We
have a very large transfer market and passengers are
arriving from airports which did not have the same
security requirements as Heathrow and at the flight
connection centres at the diVerent terminals in
Heathrow the bags had to be removed from the
passengers. There is no facility to get those bags into
the hold baggage system. The result was that the
passengers with bags were required to land. Customs
& Immigration were very cooperative because
obviously a significant number of them did not have
visas, but they then had to land and go back through
security. That resulted in a lot of passengers missing

Chairman: Gentlemen, on that interesting note can I
thank you all most warmly. It has been very
interesting and we are very grateful to you all.

their flights because the then had to re-check in land-
side and go back through security. That meant a lot
of flights did nothave the right number of passengers
on board when we wanted to depart them and under
the AAA arrangements we had to reconcile the bags
on board the aircraft with the passengers. This
resulted in a number of flights where we had no
option but to take all the bags oV the aircraft and
depart the aircraft with just the passengers on. These
passengers who we were flying only had a plastic bag
with their passport and travel documents in. They
did not have their mobile phone. That was in their
bag which was unfortunately left behind at
Heathrow. These bags were not lost, to answer Mr
EVord’s earlier question. They were just
misconnected with the passengers and have
subsequently been reconnected with them, but it has
cost the company a lot of money and it has cost our
passengers a lot of inconvenience.

Q473 Chairman: So not lost; not even gone before.
Ms McLaughlin?
Ms McLaughlin: Like British Airways, EasyJet
cancelled about a third of its operation on 10 August
and smaller amounts on the subsequent three or four
days. With the exception of the London airports and
the large Scottish airports, the operation at the
regional airports recovered quite quickly. Also like
British Airways, we had similar problems relating to
mishandled baggage. The main issues I think were
well described in relation to cabin baggage that was
unsuitable for loading in the hold, going through
systems that then were overloaded capacity wise.
Overall, I think for EasyJet the costs were about 6.5
million for the four or five days that we had the
main impact.

Q474 Chairman: How happy were both the airlines
with BAA’s handling of the situation?
Captain Steeds: Our chief executive’s comments on
BAA are in the public domain. At a working level we
worked very closely to try and recover the situation
together but the issue may be that there were not
suYcient contingency plans in place for this sort of
action.

Q475 Chairman: How did it diVer between BAA and
non-BAA airports?
Captain Steeds: It diVered between BAA airports.
The airports who recovered quickest were the
airports that did not have a significant transfer of
baggage issue. Manchester does not have a
significant transfer market. Glasgow, Edinburgh
and Aberdeen, which are BAA airports, recovered
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quite quickly as did Gatwick. I do not operate from
Stansted so I do not understand what happened
there.

Q476 Chairman: Ms McLaughlin, did you notice
any significant diVerence?
Ms McLaughlin: There was a diVerence in the speed
at which the BAA were able to implement changes
compared to some of the smaller airports, which I
think is almost inevitable given the size particularly
of the London airports. Unlike British Airways,
EasyJet does not have a facilitated transfer product.
All of the passengers are point to point and therefore
we did not suVer in quite the same way.

Q477 Chairman: Are there particular lessons that we
ought to have learned?
Mr Hutcheson: The point I make about the staV is an
important lesson. One of the options was to close but
I would argue that to eVect the scale of change in the
security regime that was required would in any event
result in some seriousdisruption. Given that staV are
subjected to background checks and we have to
apply a risk assessment in deploying new security
measures, to have been able to have the staV in place
much more quickly would have benefited. Tim
makes the point about transfer of passengers which
is extremely valid. Heathrow handles 55,000
passengers a day coming from other airports and on
10 August every single one of those arrived non-
compliant. In escalating measures to the same sort of
scale, we may have to diVerentiate between diVerent
parts of the industry.
Ms McLaughlin: We rely on the public being
prepared and clearly, with introducing measures at
two o’clock in the morning, there was insuYcient
time to prepare them. Also, we rely on our crew to
be part of the whole security process. We had
insuYcient time to prepare our crew who were
equally aVected.
Captain Steeds: In the immediate aftermath we are
going to get disruption but the lesson we learn is the
need to have a harmonised approach across the
aviation world, with Europe and with the USA, as
quickly as possible. Until we do have a harmonised
approach, we cannot get back to normal. Our
transfer market is significantly down now and
continues to be aVected because the UK still has a
diVerent security requirement from both the USA
and from the rest of Europe.

Q478 Chairman: Realistically, there will be a
diVerence in the size of the risk to the various
countries, will there not? If we are talking about the
USA and the United Kingdom there may be some
comparison but some other countries will not need
the same protection because they will not have the
same risk assessments being presented to them, will
they?
Captain Steeds: Initially on day one I would agree
with you but on day two and subsequently was the
threat against the UK or was it against aviation out
of the UK? Once you have closed the door in the

UK, unless you quickly close the doors elsewhere,
these people may be able to get on aircraft coming
into the UK.

Q479 Graham Stringer: Mr Hutcheson, can you
describe the BAA’s contingency planning process
and in doing so tell us whether you have ever
modelled for a situation like the one in August?
Mr Hutcheson: BAA’s contingency plans are wide
and varied for many diVerent events and many of
them are worked up in partnership with airlines and
the police. In terms of additional resource to deal
with four times as much hand searching than we
normally do, the problem with a contingency plan
on human resources is that you do not have suYcient
trained resource. What we do have is a significant
number of non-operational staV that can be pressed
into the operation to carry out non-designated
security activities such as loading x-ray machines.
On previous occasions this has always been
adequate to maintain the operation and the normal
flow. On this occasion in the space of four hours we
had to deal with staV arriving for work to a
completely diVerent regime that had never been
operated before. We had to search 100% of the
throughput, which was many times more than
before. Passengers had to divest themselves of their
cabin baggage and their mobile phones and only
take a plastic bag. We had contingency plans in place
which operated from six o’clock in the morning. At
the Scottish airports it allowed them to operate a
near normal operation but at Heathrow where
capacity is an issue, until terminal five opens, there
will be a problem with capacity at Heathrow
ongoing.

Q480 Graham Stringer: It is not much of a
contingency plan, is it, if to implement it in very
changed circumstances you do not have the
personnel? Heathrow is Heathrow. We know the
problems of capacity; we know the percentage of
passengers who are changing onto other aeroplanes.
What I am trying to get at is you knew all these
things previously. Why were they not in the
contingency plan?
Mr Hutcheson: The reason that they are not in the
contingency plan—this applies not just to BAA but
across the board—is that security staV have to be
licensed and they have to pass a national
competency test. They have to be continuously
assessed. We would have needed 1,300 additional
security oYcers to man the security to deliver an
operation. I would refute that any contingency plan
can accommodate that scale of contingency.

Q481 Graham Stringer: Was all the management
brought in to do the jobs it could do as well as the
security staV?
Mr Hutcheson: They were indeed.

Q482 Graham Stringer: Had you considered training
management as back-up security staV?
Mr Hutcheson: We had trained management to the
degree that they could be trained. You cannot train
management to be x-ray screeners.
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Q483 Graham Stringer: You will have to explain
why that is.
Mr Hutcheson: The screeners have to undergo a
training course and, at the end of that course, they
have to pass the national competency test. Having
passed the national competency test, they have to be
deployed in the operation for a period of time to
become competent. Having reached that stage, they
are then continuously assessed whilst they are at
their work. With management you can get to the
training in the classroom. The operational training
does give us some diYculty but it is the continuous
assessment that is just not possible to achieve in the
normal operation on that scale. We have a list of
managers and other non-operational people within
BAA who have been trained up to the point that is
allowed. Beyond that we have to rely on goodwill
and overtime. There was a significant amount of
overtime worked by trained security personnel to
carry out the listed security duties.

Q484 Graham Stringer: If there was a similar
situation in the future, what would you have
changed so that we do not have the chaos that went
on for those days in August?
Mr Hutcheson: We have carried out a full review
together with our business partners to say what
worked well, what worked badly and how we
improve it. In terms of resilience, how much
resilience do we want to build into our contingency
plans? At the end of the day there will be a cost
because the scale of what we had I do not think
would be an acceptable resilience. Having agreed the
level of resilience with our business partners, we will
identify ways in which we can deliver higher levels of
manpower. We are currently looking at several
diVerent options which would be to use airline staV

who are in the airport. At Heathrow all duty free
staV who work in the shops were trained to a degree
and that will continue.

Q485 Chairman: If you cannot train management
because you cannot give them a constant
assessment, how could you use somebody who
works in duty free?
Mr Hutcheson: We use them in the same way. I was
just about to say we will still have to overcome how
we can employ non-trained security personnel in
listed security duties and that is a matter we will have
to discuss with the Department for Transport.

Q486 Graham Stringer: If you had to say, of the
factors that led to the chaos which were the most
important ones, was it the lack of staV? Was it the
transfer of passengers? Was it capacity? Which was
the biggest factor?
Mr Hutcheson: It is not one single factor; it is a
combination. If you look at the resilience of the
airport, I am sure my two colleagues on my left will
agree about the resilience of check-in staV when you
have a higher level of passengers who are dependent
upon online check-in, who suddenly have to use
check-in desks that do not have the capacity built in
to deal with people coming through the airport in
that volume. We have to look at the capacity of the

airport, not just the capacity of security. That is why
this review has to be done together with our business
partners so that we can identify exactly what
resilience we want to build into the diVerent
functions within the airport.

Q487 Mrs Ellman: Is TRANSEC an eYcient
organisation?
Ms McLaughlin: Generally we find TRANSEC to be
an eYcient organisation. We find that their quality
assurance processes are perhaps less mature than the
other regulator that we deal with mainly in the CAA.
There is less emphasis placed on industry self-
regulation and TRANSEC then quality controlling
that, which tends to mean that their resources get
spread rather thinly and there might be better, more
mature ways of managing that process.

Q488 Mrs Ellman: Have TRANSEC ever directed
you to take some action?
Ms McLaughlin: They direct us all the time. That is
how the security measures are implemented. They
issue directions to us as an airline.

Q489 Mrs Ellman: Have they ever had to instruct
you to do something you were not complying with?
Ms McLaughlin: We have had occasions where we
have had discussions about the level of
compliance, yes.

Q490 Mrs Ellman: How often and in what sorts of
areas?
Ms McLaughlin: I do not think there is a general
debate. They are part of our processes of review at
EasyJet. The Department for Transport attend our
regular security review meetings so they are part of
the ongoing process of security management within
EasyJet.

Q491 Mrs Ellman: Are there any other observations
on TRANSEC on how many times they have had to
insist on you doing something?
Captain Steeds: One of the issues about TRANSEC
is that they have a slightly diVerent standard than
our colleagues in Europe. When the Europeans
arrived to inspect in February, we found issues
which caused problems to the airport and to
security.

Q492 Chairman: Higher or lower?
Captain Steeds: DiVerent. I do not know whether
they are higher or lower.

Q493 Chairman: Tougher or more flexible?
Captain Steeds: Less flexible. If you take aircraft
certification which is a far more complicated subject
than security, the Americans recognise the
European standards and vice versa. The Boeing 777
which I fly was certified by the FAA. That
certification is recognised in Europe and it applies in
the UK without any issue. The Airbus A340 was
built in Europe and certified by JAA, Joint
Airworthiness Authorities, and flies in America with
mutual recognition by the American authorities, but
when we come to security, when the end goal must
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be the same for all of us, the Americans do not
recognise the European standards, the Europeans
do not recognise the American standards and the
UK do not recognise either.

Q494 Chairman: It seems a very reasonable attitude
to me. Have you not heard the saying, “When two
men fight the third man wins”?
Captain Steeds: That adds to complexity and cost.
At the end of the day, it is the passengers who pay
the cost and UK plc that takes the pain because of
the inflexibility in our system.

Q495 Mrs Ellman: How do you know that what you
are calling inflexibility and diVerent standards is not
protecting the UK citizen?
Captain Steeds: If you take a passenger flying from
America to the United Kingdom on a British carrier,
their bag goes through the American x-ray
requirements; it then goes through additional
requirements which are imposed by the UK. When
that person arrives in the UK, we do not accept that
they are clean so we rescreen them again. That
causes delay and cost. To what benefit?

Q496 Mrs Ellman: Suppose it was argued that the
benefit was increased safety. Would you cut costs on
safety as an operator?
Captain Steeds: No, we would not but we do not
believe that is the case.
Mr Hutcheson: The Department for Transport
balance their responsibilities as a regulator together
with working with the industry to develop aviation
security very well. What the current situation has
done—it is a challenge not just for TRANSEC; it is
a challenge for us all—is to say that perhaps now is
the time to bring some more radical thinking to
aviation security and to bring unpredictability to the
measures we deploy in our airports. You can travel
the world and aviation security would be a very
slight variation of the same theme which I think we
should resolve. There should be a fair level of
unpredictability which makes security much more
diYcult to predict if you are coming from the other
side.

Q497 Mrs Ellman: Unpredictability in standards for
passengers?
Mr Hutcheson: No, I am not so much talking about
unpredictability of standards. I am talking about
unpredictability of measures. Most national
appropriate authorities operate on 100% measures
applied to 100% of the throughput. My view is there
is a base line that you apply to 100% of people so that
there is a reassurance that you have a level of safety
that you require, but then there is a further level that
is applied to a proportion of the travelling public. It
is quite diYcult to predict that element and who it is
likely to be operated against. That would give us a
much greater deterrent because, certainly in the UK,
I think the National Aviation Security Programme
is very heavily focused on detention and also
deterrence, but the balance may be slightly out of
synch.

Q498 Mrs Ellman: Are you satisfied about
protection for freight?
Mr Welsh: As far as air cargo is concerned, yes, we
are. We have worked very closely with TRANSEC
since the 1991 Lockerbie disaster. That is when
TRANSEC started to get more deeply involved in
security regulation. It is fair to say that in the early
days there was quite a bit of ignorance about how
the industry worked, what could work in security
terms and what could not. On the industry side we
spent a considerable amount of time with
TRANSEC trying to explain what would work and
what would not work. What came out of that
process was the air cargo security regime and the
known shipper concept which has worked extremely
well since the early 1990s. It has been modified over
that time and today we think it is probably a
proportionate regime which is enabling regular air
cargo to travel through the system with a minimum
of delays and an appropriate level of checks.

Q499 Chairman: Can I ask you about the security of
premises because the known shipper system must
operate on the assumption that, because you have
this in place, the freight has been properly examined.
Are you absolutely certain that you have suYcient
control over the physical conditions of the
warehousing around airports that make it
impossible for people, after the known shipper
system has been operated, to add something to an
existing cargo?
Mr Welsh: Yes, I am. The current system as it works
at the moment is that if a shipper elects to be a
known shipper they have to fulfil the security
arrangements in terms of ensuring that staV are
appropriately trained. There is vetting of staV that
will be involved in the handling of their freight.
There are secure premises.

Q500 Chairman: How often as an association would
you examine those premises?
Mr Welsh: We do not as an association but
TRANSEC do, because they audit those
arrangements on a regular basis.

Q501 Chairman: Have they identified any failures in
the last two years?
Mr Welsh: The way that it is currently working,
known shippers have to be registered with the
department and if those arrangements are not to
their satisfaction eVectively they will de-list them as
a result of their inability to maintain those
standards, but I am not aware of any shipper having
had a particular problem.

Q502 Clive EVord: Are any of you involved in
submitting claims for compensation under section
93 of the Transport Act 2000?
Mr Hutcheson: No.
Ms McLaughlin: No.

Q503 Clive EVord: Are you satisfied that the
government’s user pays arrangements of financing
security operations are working?
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Mr Hutcheson: Up to a point, yes, it works. We have
had a fairly lengthy debate, both within Europe and
within the UK. For security that is generated by the
operation of our business, the user pay arrangement
is a fair method to fund security. Where we have
some diYculty is where additional security is
required as a result of national security policy,
particularly through counter-terrorism. We do feel
that a level of that funding should fall upon the
government. This is an argument that applies to the
EU particularly because, if you take the European
regulation which delivers base line security across
Europe, which would also facilitate one-stop
security and would do away with quite a lot of the re-
screening that Tim talked about, that would benefit
the travelling public. There is a view certainly within
Europe, which I subscribe to, that the industry
should pay the base line but more stringent measures
adopted by independent states should be paid for by
the government.
Captain Steeds: We echo Ian’s position.

Q504 Clive EVord: Are there any circumstances in
which you would resist security measures on
commercial grounds?
Mr Hutcheson: No. Safety and security are given the
highest priority within BAA and I cannot envisage a
situation where that would change. Security is not
just something that is directed upon us by the
government; it is a very important issue for our
customers and our passengers. If we did not take
security seriously, we would not have a business.

Q505 Clive EVord: You are not aware of any
circumstances where TRANSEC has been required
to impose security measures?
Mr Hutcheson: We might have a healthy debate with
TRANSEC on practicality, but not on cost.

Q506 Clive EVord: Everyone concurs with that
answer?
Captain Steeds: It would be beneficial if TRANSEC
carried out a regulatory impact assessment on what
they are doing, on the additional measures above the
EU base line, because at the end of the day it is the
travelling public that pay. We will do whatever we
are directed to do. There is no question about that.
Safety and security will come absolutely first. We
have recently spent quite considerable sums of
money. My ID card used to be a portrait; it is now
landscaped. That has cost us in British Airways a lot
of money for an airside ID card.

Q507 Chairman: What is a lot of money?
Captain Steeds: About 1.5 million in total.

Q508 Chairman: Any other costs that you can put on
any other additional security measures, the ones that
you are obliged to take?
Captain Steeds: We estimate we spend £10 million a
year on additional measures.

Q509 Clive EVord: What proportion of that would
the ticket account for, of the total amount that you
spend on security?

Captain Steeds: We spend £120 million a year on
security which works out at about £2.50 per ticket.
Ms McLaughlin: I can add EasyJet’s perspective.
The security costs are not easy to define in that they
are often wrapped up in the passenger charges at
airports but at EasyJet they are approximately 18%
of the fare. That is without the airport APD tax. Yes,
safety and security obviously are extremely
important but nevertheless they should still be
proportionate and still have good value for money.

Q510 Chairman: Have you an assessment of the
security measures you are obliged to take, apart
from that?
Ms McLaughlin: Not in total.
Mr Welsh: I would like to echo some of the
comments that have just been made by Captain
Steeds and Gaynor McLaughlin. The security
measures do have to be proportionate and we would
like to see an impact assessment as to how successful
those security measures are.

Q511 Chairman: Have you an estimate? How much
does it cost the freight industry?
Mr Welsh: It is very diYcult to put a figure on that
because of the additional training costs.

Q512 Chairman: You do not have an estimate of
what it adds to your costs on particular items?
Mr Welsh: I do not have a ballpark figure.
Captain Steeds: Can I just expand on my point about
the security passes? If you want to go airside in the
UK, the legislation requires that you swipe your ID
card, but there is no national system so a pilot at
Heathrow can swipe to go airside at Heathrow but
when he wants to go airside at Manchester, unless he
has a Manchester card, the systems do not talk and
that applies at other airports in the UK. I wonder
what the security advantage is. If you take a foreign
pilot, who we have no background checks on at all
and no knowledge of, they can present an ID card
that looks like anything you like and they can go
airside. That is why we suggest a regulatory impact
assessment that could understand what the benefit is
of these requirements before they are introduced.

Q513 Clive EVord: Can I come back on the issue
relating to luggage? You clarified the position earlier
on. Are you saying that none of that luggage was lost
so those headlines we saw about breaches in security
were exaggerated? You stored them all in a big shed
presumably somewhere and gradually you returned
them all to their owners?
Captain Steeds: Yes.

Q514 Clive EVord: That is now something that is
completely sorted out. The police must be absolutely
delighted that you have a clear up rate of about
30,000 thefts for them around Heathrow.
Captain Steeds: I do not believe we had 30,000 lost
bags.
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Q515 Clive EVord: Those are the sorts of headlines
that we saw. The interest of the Committee is that if
those bags could go missing airport side then there
are breaches in security.
Captain Steeds: I can assure you that the bags did
not go missing. We knew where the bags were. We
just did not know where the owners of the bags were.
It took some time, a lot of eVort and a lot of cost to
reunite them.

Q516 Clive EVord: We are all relieved that you were
able to clear that up. Are you satisfied with the
arrangements for paying for policing of designated
airports?
Mr Hutcheson: We think there should be a ceiling
where the security generated by the operation of our
business we pay for but, when we get into national
security, we should seek some subsidy from the
government.

Q517 Chairman: Why?
Mr Hutcheson: If you look at the security that we
provide in terms of screening passengers and their
baggage, which is a direct consequence of the
operation of an airport, the user pays is an
absolutely ideal way of funding that; but since 9/11
the threat to the nation has escalated and there do
not appear to be additional charges to other
industries consequent to the increase in the security
threat. There are increases in security costs
appertaining to airports. Therefore, it seems that as
we already fund security, where there are additional
costs linked to a significant increase in the security
threat, that cost also flows through to the operator.
It may well be that those threats are not generated by
the operation of our business but they could be
generated as a result of government activity or
government policy.

Q518 Chairman: Government policy that involves
protecting its citizens is not exactly unusual, is it?
Mr Hutcheson: No, it is not but rather than through
national taxes—

Q519 Chairman: Who would take this Olympian
decision and say, “This is not a question for the
government; this is a question for commercial
interests” or alternatively, “This is not a matter for
the responsibility of commercial concerns but only
of the government”?
Mr Hutcheson: TRANSEC could make an
assessment of that and make recommendations to
ministers.

Q520 Chairman: We are not getting very far here. I
understand the “not me, guv” theory. It is not
entirely unusual but tell us precisely where the line
would be drawn.
Mr Hutcheson: I can give you a precedent. If you
take the threat to aircraft in flight following the
attacks in Mombasa, measures have been put in
place to mitigate the risk of that type of attack.
Currently that is paid for by the government and it
is that sort of example that I would allude to.

Q521 Clive EVord: There are changes being
incorporated into the Civil Aviation Bill. Are you
confident that they are going to address any
concerns that you may have?
Mr Hutcheson: I have to be honest. I have not made
a study of the Civil Aviation Bill so I am not totally
au fait with its contents.
Mr Welsh: On the question of costs and whether the
proposals put forward by government are practical
or not, it is a question that does need debating. We
have tended to concentrate this debate on air
transport at the moment but there is a plethora of
other security regimes in place for maritime
transport. Now, the Home OYce and the police are
involved in additional security measures that are
being introduced. The European Union as well are
getting in on the act with security measures. From
the industry’s point of view, as users of transport—
particularly freight—the costs of compliance and the
diVerent nature of regimes that industry has to
comply with are quite onerous. Indeed, some of the
proposals particularly that have come forward from
the Home OYce in relation to its border
management proposals took industry completely by
surprise several months ago. They have not been
consulting with industry and, as far as we can see at
the moment, those proposals are unworkable.

Q522 Chairman: With respect, if the government’s
response was to simply say, “You will not import
anything, particularly freight, through these ports”
that would have somewhat of an eVect on your
business, would it not?
Mr Welsh: It is quite close to that if we go ahead with
the Home OYce proposals.

Q523 Chairman: You feel the Home OYce proposals
would stop you? Have you given us a specific note
on that?
Mr Welsh: I can give you an additional note.
Chairman: If it is as dire as that, I think we should
have it.

Q524 Mr Wilshire: I am sure you will understand
why I mention at the outset that, because I represent
a large number of people who work at Heathrow, it
is important to say that the individuals caught up in
the front line worked their socks oV and went way
beyond the call of duty. If there is to be criticism, it
should not be levelled at those individuals. Captain
Steeds, why was it that BA appeared to cancel a
greater proportion of its flights than the other
airlines, particularly British Midland, which is the
other big operator there?
Captain Steeds: The straight answer is because we
have more transfer passengers than the other
operators at Heathrow and we got into a position
that we could not reconcile the bags and passengers.
We were shipping passengers with plastic bags,
without their baggage and, at the end of the day, we
took the decision to cancel the short haul to try to
stop that getting any worse.
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Q525 Mr Wilshire: Was any of the cancellation due
to the fact that third parties asked you to cancel
flights?
Captain Steeds: Not initially, no, although the BAA
did impose a cut—I believe it was 30%—from three
o’clock in the afternoon on 10 August which we
applied because they had asked us to. Our belief is
that not all operators did apply that.

Q526 Mr Wilshire: Were the cancellations due to
lack of aircraft, lack of passengers or a mixture?
Captain Steeds: They were due to the inability of us
to get passengers and bags onto the aircraft and to
get staV in the right place. On the morning of 10
August, we did not have any refuelling staV who had
got through airport security until about nine
o’clock. It might have been 8.30 in the morning. We
start operations and the first aircraft start arriving,
as you know, before five o’clock in the morning and
if we cannot refuel them and turn them around we
rapidly run out of parking space.

Q527 Mr Wilshire: You referred earlier to the
frustrations with your chief executive. So that there
can be no confusion, for the record, can you tell the
Committee what those frustrations were?
Captain Steeds: I would prefer, if it is all right
Madam Chairman, to give you a written response
on that.
Chairman: I think that is always wise with chief
executive oYcers.

Q528 Mr Wilshire: Could I turn to BAA? The
message I am hearing—am I right in getting this
message?—is that it was the big airports rather than
the small ones that carried the brunt of this?
Mr Hutcheson: Heathrow carried the brunt because
of the transfer issue. We have to flag up that the
transfer issue will remain with us for some time, even
after the expected changes in the EU regulations
next month. In terms of operating capacity, Gatwick
had some delays but operated near normally, near to
95% of flights. Heathrow had a problem in relation
to the transfers. Stansted had a particular issue
about the method of operation at the airport in that
the carriers that operate at Stansted, by and large,
like to get four rotations of aircraft out, so you have
four very heavy waves in the day as opposed to an
even flow of passengers. In the end they overcame
that by opening security at three o’clock in the
morning, after negotiations with the trade unions, to
get started particularly early. DiVerent airports had
diVerent problems, butyou would be right to assume
that the three major airports in the south-east had
more diYculty than the other airports.

Q529 Mr Wilshire: If big in this case is not beautiful,
are we developing an argument for why the
monopoly should be broken up?
Mr Hutcheson: I am not in a position to answer that
question.

Q530 Mr Wilshire: I am going round the world with
no answers. You said earlier that closing the airport
was a possibility. Did the Department for Transport
give you that option?
Mr Hutcheson: The Department did not give us that
option. The threat changed and we were given a new
regime to operate from 6am, when the airport
opened. At that level of threat assessment, not
operating would be an option.

Q531 Mr Wilshire: If you were to take such an
option, do you have a contingency plan for how you
handle the closure, let us say, of Heathrow or
Gatwick?
Mr Hutcheson: We do.

Q532 Mr Wilshire: Would you be willing to share
that with us?
Mr Hutcheson: I would rather do that in writing. It
would be quite complicated.

Q533 Mr Wilshire: That is three out of three,
Chairman. A lot of the claim and counterclaim that
has been made about what went wrong, if anything
wrong and, if it did go wrong, who was to blame has
been based on general assertions. Again I suspect the
answer will be you will do it in writing, but could you
for each of your airports tell us on that particular
morning what the routine number of people was that
you were expecting in to do security work? How
many extra people were you able to call on at each of
those airports to see what degree of on-call flexibility
you had?
Mr Hutcheson: That is a significant amount of detail
that I would have to forward in writing.

Q534 Mr Wilshire: Similarly, there were those who
said there were check points that were not being
used. For your airports, could you tell us, having
done your research, how many check points are
available at each of those airports and how many of
them were available after you had called in the
extra people?
Mr Hutcheson: Could I clarify what you mean by
“check points”?

Q535 Mr Wilshire: The handling of passengers
going airside.
Mr Hutcheson: Do youmean a complete check point
or a lane within a check point?

Q536 Mr Wilshire: However you care to define it, if
you say it is by check point and how many lanes you
have or alternatively the individual lanes you have
and how many were open. I think you can see the
point that I am trying to get at.
Mr Hutcheson: Yes.

Q537 Mr Goodwill: Mr Welsh, it is obviously easier
to get access to the cab of an HGV than the flight
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deck of a plane. We only have to see the loads of
cigarettes and whisky getting hijacked to know that
there is a potential threat from HGVs carrying
dangerous loads being hijacked. How realistic do
you think the danger is of a terrorist using a goods
vehicle to carry out an attack in this country?
Mr Welsh: It is diYcult to comment on how realistic
it is. It is a potential threat. It has been identified as
a threat. The Department for Transport and
TRANSEC have issued specific instructions relating
to the carriage of dangerous goods. They have
imposed additional responsibilities on industry in
terms of dangerous goods operators developing a
security plan, the checking again of staV, training
and that kind of thing. The problem over truck theft
is quite a serious one, particularly in relation to
goods on trailers. There is a number of schemes in
place operated by the Metropolitan Police, in
particular Truckpol, to help identify the sorts of
trailers that might end up being used in a terrorist
attack. The one criticism that we have there is that
unfortunately not all police forces throughout the

country are suYciently engaged with that process.
More eVort and more resource could be put into
that, we think, by the police.

Q538 Chairman: That may be a reasonable
argument but if it is true that the National Road
Freight Crime Intelligence Unit says that the total
value of HGVs and loads between July and
September 2005 was £20.2 million I would have
thought the industry has a small responsibility for
taking some fairly active steps.
Mr Welsh: Indeed. Our members are actively
involved in that process and we work very closely
with the Metropolitan Police and so on to try and
deal with that. Manufacturers of commercial
vehicles are now producing trucks with security
devices, immobilizers and that kind of thing, so a
great deal more eVort is being made by industry to
improve the security of trucks.
Chairman: On that very cheerful note, thank you
gentlemen and Madam. It has been very instructive.
We are very grateful to you all.



Page Type [O] 18-12-07 18:49:09 Pag Table: COENEW PPSysB Job: 376831 Unit: PAG1

Transport Committee: Evidence Ev 67

Wednesday 6 December 2006

Members present

Mrs Gwyneth Dunwoody, in the Chair

Clive EVord Mr Lee Scott
Mrs Louise Ellman Graham Stringer
Mr Eric Martlew

Witnesses: Rt Hon Douglas Alexander, a Member of the House, Secretary of State for Transport, and Ms
Niki Tompkinson, Director of Transport Security and Contingencies Directorate, Department for
Transport, gave evidence.

Q539 Chairman: Good afternoon, Secretary of
State. We are delighted to see you. Would you be
kind enough to identify yourself and your
companion, for the record, please?
Mr Alexander: Of course. Thank you, Madam
Chairman. I am Douglas Alexander, the Secretary
of State for Transport. Accompanying me today is
Niki Tompkinson, the Director of TRANSEC, the
Department for Transport’s Security Directorate.

Q540 Chairman: Did you have something you
wished to say to us, Secretary of State?
Mr Alexander: With your permission, I will keep my
introductory remarks very brief so as to allow more
time for questions. As the Committee will be aware,
from previous open sessions, there are some
constraints on what Niki and I can say today;
however, I can assure you we will try to answer
questions as fully as possible. Clearly, as my
experience in the Department over the last six
months has evidenced, security is a central focus for
the work of the Department. The fact is that
transport remains an attractive target to terrorists,
as was evidenced by the events of August 2006. On
10 August we needed to respond immediately to
what we judged to be the threat posed from liquid
explosives. I will be happy to discuss the response of
the Department, but in essence we cannot aVord to
be complacent; experience has taught us that as we
respond to one threat potentially new threats will
emerge.

Q541 Chairman: I think that is what concerns us.
Just how concerned ought we to be about the
possibility of another large-scale terrorist attack on
our transport system?
Mr Alexander: Clearly, as of last July, when a
decision was taken by the Government to publish
the national threat level for the first time, there is a
degree of information in the public domain which
previously had not been put there. The threat level is
determined, of course, by the JTAC, the Joint
Terrorism Analysis Centre, rather than it being
simply a judgment for ministers. As a country, we
remain at a threat level which is “severe”. During
August and the events which I described we moved
to “critical”, the key distinction being the judgment
that an attack was imminent, but it is true to say that
we remain at “severe” in terms of a national threat
level. All the evidence, both internationally and

from our own experience, indicates that transport is
a potential target and therefore we are ever vigilant
in terms of the steps that we take as a Department.

Q542 Chairman: I think we can work out it is a
potential target; we just want to know what your
assessment is, rather than in those sorts of general
terms. Your predecessor’s view was that a serious
threat of terrorist attack is “one that we are going to
be living under for the rest of our lives and probably
our children’s lives as well.” Is that your view?
Mr Alexander: I would concur with that view. I
cannot take too long a view into the future, but
certainly, as a contemporary judgment, in terms of
the potential threat, that seems to me, regrettably,
still to be an accurate assessment. The Director
General of the Security Service has stated recently,
and I am quoting directly: “We are aware of
numerous plots, nearly 30, and that al-Qaeda is an
organisation without restraint. Recent alleged plots
have also highlighted that the threat can be
sophisticated in nature and require urgent action in
terms of operational decisions.” I think the
judgment of the previous Secretary of State holds
true today.

Q543 Chairman: The diYculty we have is that
intelligence did not predict the attack on the USA in
September 2001, or the Madrid bombings, or the
tube bombings in London. Can we assume that the
absence of evidence of an immediate threat is not
automatically grounds for reducing the threat level
assessment?
Mr Alexander:As Isay, there is a technical judgment
which is reached by the Joint Terrorism Analysis
Centre; they assess the threat using all intelligence
sources and set the threat levels, which, in turn,
TRANSEC use as the basis for deciding what
actions are necessary to instruct industry. It is not
actually a judgment either for the Secretary of State
for Transport or even itself the Department for
Transport, in terms of the threat level nationally;
that is a judgment which is made on the basis of the
best intelligence available from a range of sources.

Q544 Chairman: Yes, but presumably you will have
access to briefings, which would give you at least
some accurate way of assessing the quality of the
intelligence, and presumably the advice that you get
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from the joint committee must be something which
you take into account when reaching your own
judgment?
Mr Alexander: Of course, it is the case that, both at
oYcial level and at ministerial level, we have access
to the security services and to intelligence briefings,
but I think it is important to place on record that the
threat assessment is based on a decision reached by
the Joint Terrorism Analysis Centre and there are
consequential decisions which ministers take then in
the light of the threat assessment which has been
made.

Q545 Mrs Ellman: Have you made any assessment
of the cost to the transport operators of the security
measures which you require them to take?
Mr Alexander: That is a matter which has received
some coverage in terms of the views of operators
themselves. I have to say that I have been
encouraged by the latest figures which have
emerged, particularly in relation to British Airways,
who are indicating an uplift in terms of their
passenger traYc, but it is right to recognise that there
was not just severe delay but also severe disruption
as a direct consequence of what were unprecedented
circumstances that we faced on 10 August and in the
immediate days thereafter. I made very clear, in my
first public comments on the events, on 11 August,
that we were putting in place security measures of
the very restrictive nature that we felt obliged to
impose for only just as long as was necessary. I was
in constant dialogue with both operators and airline
chief executives in the hours and days immediately
following that judgment to ensure that our response
was as proportionate as circumstances required. It is
right to acknowledge that certainly there were very
diYcult circumstances encountered by airline
operators and by the operators of airports
themselves, and I would like to place on record our
gratitude for the eVorts that were made in these very
diYcult circumstances.

Q546 Mrs Ellman: I think, Secretary of State, you
are referring to a specific, major incident which
happened. More generally, have you made any
assessment of your own, this week, of costs to
airlines, to airports, to shipping, to rail, to any of the
modes of transport, in relation to additional security
required by Government?
Mr Alexander: In relation to a specific event?

Q547 Mrs Ellman: No, in general; have you made
any kind of assessment?
Mr Alexander: It would be quite diYcult to reach
that judgment, in the sense that clearly the
requirements for security are contingent upon
circumstances and we are in a position where the
threat level, inevitably and appropriately, will vary.
In that sense, many of these industries take security
measures of a matter of course. It would be quite
diYcult, I would have thought, to establish a
baseline in those circumstances where you have a
varying threat level, but there has been, of long

standing, recognition of the principle that the user
pays, in terms of the provision of security within the
transport sector.

Q548 Mrs Ellman: Do you think that the principle of
the user pays is the right one, given the scale of the
problem and its likely ongoing nature?
Mr Alexander: Yes, I do, and we hold to the position
which has been that of previous administrations,
and indeed our own Government, for a number of
years. Clearly, that does not diminish the fact that
the Government, and indirectly the taxpayer, makes
a very significant contribution. We have just been
discussing, for example, the provision of
intelligence, which in turn forms the judgments that
we make within the Department for Transport and
across Government, that those costs are met directly
out of the public purse, as the Chancellor referred to
in the course of his remarks in the Pre-Budget
Report this morning.

Q549 Mr Scott: Secretary ofState, do you agree with
me that it is less than helpful when a foreign national
airline comes in and tries to put its own profits before
the safety of its passengers or follow the instructions
of the British Security Service, as happened back in
the summer?
Mr Alexander: If it is the airline to which I think you
are referring—

Q550 Mr Scott: I am sure it is, Secretary of State.
Mr Alexander: Then I think probably discretion
would be the right course for me to adopt, given the
pending legal action. I can assure you that, in general
terms, I was encouraged by the actions of the
overwhelming majority of airlines in circumstances
which were, as I say, unprecedented for them, and
the level of co-operation we received from the
overwhelming number of airlines was actually very
strong.

Q551 Mrs Ellman: What would you see as the
Government’s role in looking at security
technology?
Mr Alexander: Clearly, we have a key role to play,
both in terms of research and development
undertaken within the Department for Transport,
where we have a particular interest, obviously, and
its applicability to the transport networks, also in
terms of sharing technological developments taking
place elsewhere. Both Niki and I have had the
opportunity, since those events back in August, to
travel to Washington and meet, in my case, with the
Secretary of Homeland Security and also the
incoming Secretary of Transportation. I am also in
regular contact with European counterparts. Those
are just two examples of where there is a willingness
at an international level to share emerging
technology.

Q552 Chairman: Forgive me, Secretary of State; this
Committee did actually speak to at least two of the
people you have mentioned. Are you telling us that
you came away from America with a detailed
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briefing about their new technology and all the ways
in which they intend to improve their security; is that
what you are telling us?
Mr Alexander: I came away with a very clear sense
of the willingness of the Secretary of Homeland
Security to continue to work in close co-operation
with us.

Q553 Chairman: Ido not think that was what I asked
you, actually, Secretary of State. You were telling us,
on something very specific, that you were very well
briefed by them all, and we are just interested. I do
not know that we came away with quite that firm
belief in the precision, the depth and the clear
interpretation?
Mr Alexander: It might be easier if I ask Niki to
speak in terms of the operational co-operation.

Q554 Chairman: Yes, please, Ms Tompkinson; are
you convinced that you know every single detail of
what is happening in the Ministry of Homeland
Security, or have you missed something?
Ms Tompkinson: I do not think I would pretend to
say that I know every single detail. I would say that
we have developed a very close relationship with our
US counterparts, and particularly during the events
of last summer, when we worked very closely and co-
operatively with them in the light of the emerging
alleged threat then. As far as the technological
response to that was concerned, I think we gained
greatly by our exchanges with the Americans.
Certainly the Research and Analysis staV on my side
have been to visit their counterparts in the United
States; they have had very productive exchanges on
the type of technology that we are now putting in
place and are developing further in the light of the
events over the summer. Actually, I do have a very
large degree of confidence now in our exchanges
with them.

Q555 Mrs Ellman: Can you give us an update on the
new security technology on the railways?
Mr Alexander: Let me oVer you some advice, in
terms of where we have reached. There were four
planned passenger-screening trials scheduled to take
place this year, both at railways and at Underground
stations: Paddington, Canary Wharf, Greenford,
Euston, Brighton; these address the performance of
the new and existing passenger-screening equipment
and included an examination of explosives detection
dogs. The key stakeholders involved in the trial
provided valuable support and advice during the
planning and implementation phases. A
comprehensive reporting process is now near
completion. I am satisfied that the emerging findings
will assist us to identify a proportionate way forward
in applying technological solutions to improve
security, both on railways and Underground
networks. One of the aspects of the work that we
took forward was seeking to understand the public’s
views on security matters. For this reason, extensive
social research was undertaken during each of the
trials that I have described.

Q556 Chairman: What does that mean; asking them
what they thought?
Mr Alexander: Yes; that the public see the need for
increased security and generally find the processes
used in the trials to be acceptable. I expect the final
reports of all aspects of the trials to be finished
before Christmas and my Department will then
publish the results, and indeed the findings.

Q557 Mrs Ellman: When could we expect to see
anything new, or be aware that there was something
new happening?
Mr Alexander: As I say, in the first instance, in terms
of anything new, the reports will be published just in
the days and weeks to come, and we will reach a
judgment, when I have those final reports in front of
me, as to any operational consequences that
should follow.

Q558 Mrs Ellman: You spoke about being
proportionate; how do you look at proportionality
in relation to public safety?
Mr Alexander: It is an acknowledgement of the
reality that often we are dealing with open networks.
One of my predecessors said before this Committee
that Heathrow is the busiest airport in the world and
yet the number of passengers passing through
Waterloo Station every day is equivalent to the
number of passengers passing through Heathrow
Airport. I think that gives a sense of scale to the
challenge that we face. In that regard, I think it is
right to say what the new technological solutions are
which potentially can work, but, on the other hand,
be clear that we have technological solutions which
can work in very challenging physical environments.
In the days after the events of 10 August, often you
would read in the newspapers suggestions of this
particular piece of technology or that piece of
technology. One of our challenges, and one of the
challenges that TRANSEC meet for, within the
Department for Transport, is making sure not
simply that a piece of technology may be able to pick
up information that we are interested in but also be
capable of operating in what is a hugely busy and
diYcult environment, whether that be the airport
terminal environment or whether that be more open
networks, such as the railways.

Q559 Mr Martlew: On security, obviously there is
controversy about the introduction of identification
cards, ID cards, in this country. Would it be an
advantage to transport security to have the ID
cards?
Mr Alexander: Clearly, I am a supporter of the
Government’s ambition to be able to introduce ID
cards. One of the aspects with which we are
familiarising ourselves, of potential terrorists, is the
issue of having multiple identities; that does not
extend simply to means of identification, but also
one is learning that they are developing the capacity
to have a number of diVerent identities when they
are planning potential attacks. I am not sure I would
go further than that, but suYce it to say that, as a
Government, we are working hard on this issue.
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There is a range of diVerent potential benefits which
identity cards oVer; one of them clearly is this issue
of identity fraud.

Q560 Chairman: Before we go on, can I ask you
something simple; can you compel rail passengers to
use your new and complicated technology?
Mr Alexander: Which piece of technology are you
describing?

Q561 Chairman: You know there are already
existing machines which can register not only your
eye specifications and your fingerprints, and all the
other things that are being tried out at various
airports at the moment; you have a machine which
is capable of being installed in railway stations which
can give you detailed scans over the human body.
Can you compel rail passengers to undergo
examination by these methods?
Mr Alexander: We are not proposing, at this stage,
any such things.

Q562 Chairman: No, I am not asking whether that is
your intention, certainly not in the run-up to a
general election, but I am asking just can you do it?
Mr Alexander: For example, the coverage that is in
the newspapers today, in terms of iris recognition
and potential use at Heathrow Airport, I can
understand how the perception would develop that
is in relation to security; in fact, that is a Home
OYce-led initiative in terms of immigration, rather
than being in relation to the physical security of the
Airport. I would not wish to leave the Committee
with any impression that we are looking to establish
a legal base, or have identified a legal base, which
would allow us to use that technology in relation to
rail passengers.
Chairman: The Department has not any intention of
following that.

Q563 Mr Martlew: Surely, the carrier—I will go on
about the West Coast Mainline as I always do—or
Virgin could say, “If you don’t go through these
checks we’ll refuse to take you as a passenger”?
Mr Alexander: I would draw a distinction between
what we would seek, in certain circumstances, to
have the authority to do and what a train operating
company would.

Q564 Mr Martlew: You would agree that the
operator could do that; they could refuse to let a
passenger on the train if they did not agree?
Mr Alexander: No, I would not agree with the
scenario that you are describing, both because, in
terms of the particular technology which was
described, it is not something that we are proposing
putting on Doncaster or York or anywhere else, the
East Coast Line or indeed on the West Coast Line.
It will be in terms of more appropriate technology
which may have a role to play in the future on
railways. I can oVer Niki the chance to speak.

Ms Tompkinson: Where we were with the trials, as
you will have realised when I think you had your
own briefing on them, all of the trials were run on a
voluntary basis, so passengers were asked to
volunteer to use the technology.

Q565 Chairman: Yes, we do understand that, but
actually that is not the question we were asking.
Ms Tompkinson: One of the issues that we are
looking at and, when we finally examine the legal
position, will be reporting to the Secretary of State
on is exactly who can compel whom to do what, in
terms of physical security. There is a diVerence
between passengers and the terms on which they buy
a ticket for the railway as opposed to air passengers,
where there is something in the terms of the ticket
which requires them to go through security.

Q566 Chairman: That is an international
commitment though, you are telling us; a ticket?
Ms Tompkinson: It is a commitment to air travel; it
does not have to be international air travel.

Q567 Chairman: I thought it was an international
agreement?
Ms Tompkinson: It applies to domestic air
passengers as well. Going forward, there will be
various options, depending on what, if anything, is
rolled out on the open networks. One of the issues
that we will need to consider is would it be for the
operator to implement security or would it be a
further role for the police; and of course the police
do have police powers. There is still a little bit more
analysis to be done about the options going forward,
but we are alive to the legal issues and what we can
or cannot compel people to do.
Chairman: Yes, I think the House of Commons will
be wanting to be live to the legal issues.

Q568 Mrs Ellman: Can you give us any examples of
resistance coming from transport operators to
measures which are thought to be necessary for
public security?
Mr Alexander: I think perhaps the airline to which
Mr Scott was referring might be the most public
example in recent weeks of some resistance to some
of the measures which we felt obliged to impose
following 10 August.

Q569 Mrs Ellman: TRANSEC has six steps for
compliance, does it not; could you give us any
information on how often those have been
exercised?
Ms Tompkinson: Yes, we do have, as you know, a
stepped approach to compliance. Most operators, I
have to say, nearly all operators, do understand the
reason why they need to comply, and usually it takes
very little, usually no more than a preliminary
discussion with them, or a deficiency notice, which is
an informal acknowledgement of some deficiency,
for them to put that right. On the whole, although
we have lots of robust exchanges with the industry,
we do not have recourse to formal process very
often, and I think, as we said before, we have yet to
prosecute anybody for non-compliance.
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Q570 Mrs Ellman: On how many occasions have
you had to embark on a formal process?
Ms Tompkinson: I have not got the current figures,
but usually enforcement notices come out to about
maybe two or three a year; that is low. Deficiency
notices are a more regular occurrence. We do not
publish formal records. It tends to be a bit
misleading, which is the reason why we do not
publish our records of deficiency notices, because it
is less formal and it fits in with our discussions with
the industry and drawing deficiencies to their
attention.

Q571 Mrs Ellman: Can you give us any indication of
the areas where you have had to publish those
formal notices?
Ms Tompkinson: I think I would need to get back to
you, if you want some specific examples of where we
have issued enforcement notices, which is the
formal notice.

Q572 Mrs Ellman: I am not looking for the names of
operators but the nature of the issues?
Ms Tompkinson: One of the ones which occur is
around access control, so that is something which
does recur. This is the operators ensuring that access
to certain areas is properly controlled through the
pass system; that is onearea I know which does come
up from time to time.

Q573 Graham Stringer: Can you tell us what your
current thinking is on airports which are designated;
do you find it satisfactory? What improvements are
you thinking of making to that system?
Mr Alexander: Obviously, there has been a review of
exactly this area, which has been undertaken in
recent months.

Q574 Graham Stringer: Do you mean the Boys
Smith review?
Mr Alexander: That is right. In terms of designation,
our judgment is that designation has worked
eVectively in certain airports, the problem being the
diYculties of developing and extending the model
for other airports using appropriate criteria. The
Boys Smith review concluded, however, that in
certain circumstances designation has caused
situations where there has not been complete
alignment between those people working within the
environs of the airport, and we accept that
conclusion and are working through the
consequences of that in terms of ongoing work
within the Department.

Q575 Graham Stringer: Are you able to share with
the Committee the full review?
Mr Alexander: My understanding is of the terms on
which the document was produced it is a restricted
document and therefore it would not be, as a matter
of course, a document that we were publishing.
There are circumstances in which we can try to
ensure that relevant pieces of the review are shared
with Committee members, and if there is further
concern within the Committee on that matter it is
something I will consider.

Q576 Graham Stringer: Thank you for that. Do you
not think that the designation related to is out of
date now, that airports have changed in size and
their nature?
Mr Alexander: It is certainly the case that was a
reflection of a regime which was there previously. In
part, that reflects the decision we took in the Civil
Aviation Act of 2006, which has been amended to
clarify the relationships between activities of the
airport managers and other directed parties, for
example, policing activities at the airports. At
designated airports, the airport manager, the police
authorities and the chief oYcer of police must now
enter into police services agreements, which set out
various responsibilities. There is now a means by
which disputes can be resolved; so there have been
iterations, and indeed legislative changes, since the
1982 regime was put in place.

Q577 Graham Stringer: Can you tell me how
disputes are resolved now?
Mr Alexander: In cases of dispute, the matter will be
referred to an independent expert whose decision
will be final and binding, though a party may appeal
to the High Court on a point of law. Any of the three
parties, that is the airport manager, police authority,
or chief oYcer, may ask the Secretary of State to set
up a determination.

Q578 Graham Stringer: You have taken yourself out
of that process as the judge in these matters?
Mr Alexander: That is right.

Q579 Graham Stringer: It used tobe the case that the
appeal was through yourself. I did not know that.
That is interesting. In terms of the principle of the
airports themselves paying for the police, why
should they, and can you think of analogous cases
where by law an industry has to pay for their
policing?
Mr Alexander: Firstly, in terms of should they
continue to pay the costs of policing, that remains
the Government’s view. Indeed, the report that we
are discussing, the Boys Smith review, concludes
that airport operators should pay the costs of
policing; such costs would be determined as a result
of the full participation of police and the airport
operators at a local level. Airports not currently
designated would need to pay for policing, though
the review mentions that it is possible that no
specialist policing would be needed at some airports.
A football ground is another example where perhaps
there is an analogy which can be drawn between the
situation at airports and the situations which take
place at football stadiums.

Q580 Graham Stringer: Can you think of a transport
equivalent?
Mr Alexander: That strikes me as the most obvious;
BTP, I suppose. If you sit with ATOC, as I do, then
they do not waste much time before telling you that
the “user pays” principle also applies to the railways.
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Q581 Graham Stringer: I found out, from the
Science and Technology Committee this morning,
that Homeland Security have put out a contract for
£220 million for a detection device that will detect
“dirty” bombs. I wonder whether or not the British
Government, both from a transport perspective and
more generally, are looking at procuring a similar
piece of equipment?
Mr Alexander: I have to say, I am not aware of the
particular contract to which you refer, but certainly I
can ensure that information is forthcoming, I would
imagine, in all likelihood, from the Home OYce
rather than from the Department for Transport.

Q582 Mr Martlew: Obviously, reading the press,
there has been nuclear material brought in on an
aircraft, probably from Russia. Do you look on the
fact that we did not detect it as a breach of security?
Mr Alexander: Of course, I need to caveat my
remarks by saying there is an ongoing police
investigation and I hope the Committee will bear
with me, therefore, on what I can say. Firstly, let me
try just to clarify the responsibilities. The primary
aim of transport security, for which I hold
responsibility, is to prevent large-scale loss of life, or
major disruptions to the transport systems. A small
amount of particular substances, however, is very
hard to detect, but small quantities are significantly
harmful only if ingested, for example, in relation to
Polonium 210. There is a separate programme run
by the Home OYce known as Cyclamen, which aims
to prevent radiological materials from entering the
country illicitly and, as I say, responsibility for that
lies with the Home OYce. Equipment for the
detection of undeclared or illicit movements of
radioactive material has been installed at a number
of sea ports and airports and has screened a number
of arrivals.

Q583 Chairman: I think it is rather a general
principle we are interested in, Secretary of State. We
are not suggesting that you should double-guess the
Home OYce, although there may be unkind people
who would say that; we just want to be sure that you
think far enough ahead to consider the possibility
that we are seeing a change now in the way that
terrorism operates in the United Kingdom.
Therefore, is it worrying that there would appear to
have been at least trace elements present in British
aircraft and getting through British airports in a way
which, in reality, could damage the United Kingdom
population?
Mr Alexander: Of course, the general point that you
make in terms of seeking to anticipate the changing
nature of emerging threats is one which we take very
seriously. The Cyclamen programme which I
described, in terms of the entry of illicit materials,
including radioactive materials, predated the
coverage that we have seen in the newspapers in
recent days. However, I think it is right to
acknowledge that, while clearly the potential
consequences for an individual who ingests this
particular material is very dire indeed, it is a diVerent
nature of threat from the kind of threat, for example,
of liquid explosives, on which we have been focused.

Q584 Chairman: We are not suggesting, in this
instance, that there was anything other than direct
contact problems, but perhaps you would let us have
a note if you think that there is any serious
contemplation in Whitehall of the purchase of
diVerent equipment?
Mr Alexander: Yes, in relation to Mr Springer’s
question, I will happily ensure that a reply is
forthcoming, from either my Department or, as I
say, more likely from the Home Secretary.

Q585 Mr Scott: Secretary of State, leading on from
Mr Stringer’s question, obviously I would not ask
for specific details but various countries have had to
put up with the vile terrorist attacks which we have
experienced recently, are we liaising with those
countries to see what measures, particularly with
transportation issues, and what experience they
have, in learning from them?
Mr Alexander: Yes, I can assure the Committee that
is the case. Whether that is in the circumstances of
the challenge that we faced in August, where there
was daily, and often more than daily, contact with
international partners, through to the decisions that
were taken, and I will ask Niki to say a word or two
about that, by security experts, for example, at a
European level, in terms of our emerging knowledge
after 10 August. One of the heartening aspects of the
work that has been done since 10 August is the
recognition that where the threat is of an
international nature so too is the capability of a
response.
Ms Tompkinson: It is quite a large part of our work
to keep in touch with our international partners,
both formally, through bodies such as ICAO, the
IMO, the European Commission and G8, as well as
informally on a bilateral basis. When, tragically,
something does happen in another country we are
always very keen to go and talk to partners over
there, and in the same way they will come to speak
to us when something has happened in the UK.
There are a lot of exchanges which go on and
comparing notes as to which measures are the
appropriate ones. During the summer, I think one of
the key pieces of work for us was, through the
European Commission, to work with our European
partners to ensure that the nature of the threat that
we were uncovering here was fully understood and
therefore could be translated into European-wide
measures, not just UK measures.

Q586 Mr Scott: Can I ask you, Secretary of State,
what we have learned from what happened in the
summer? I do not mean specifically what we learned
about the events but about how we handled the
situation and perhaps how we might handle it
diVerently if it happened again?
Mr Alexander: Clearly, given my appointment as
Secretary of State in May, it was my first major
incident of this sort, although I had benefited from
undertaking an exercise prior to the summer with
colleagues in the Department in anticipation that,
regrettably, it is now part of one’s work as Secretary
of State to deal with these kinds of issues. What
would I say? I would say, firstly, oneof the hallmarks
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of the response was that the degree of liaison which
one would hope exists between government
departments, in very practical terms, did exist. The
operation of COBR, which I had some involvement
with, given that I was the lead government minister
for the Civil Contingencies Board when I was based
in the Home OYce, I have to say, I believe was
vindicated by the extent to which the two
government departments most principally
associated, the Home OYce, with responsibility, in
general terms, for the security of the public, and the
Department for Transport, given our transport
responsibilities, worked very eVectively, I would
argue, in close co-operation. In terms of the
governing structure within government, I think that
worked eVectively. Clearly, there needs to be, in very
diYcult and challenging circumstances such as that,
very close and, hopefully, eVective liaison with the
industry itself. I spent a considerable portion of the
time in the hours and days immediately following
the decisions that were taken being literally in
regular contact with chief executives of airlines,
operating oYcers within airlines and indeed at
airports themselves, and in those circumstances
knowledge is incredibly important to make sure that
the response is communicated eVectively. I have to
say, we also took a judgment, very early on, that it
was necessary to share perhaps a higher degree of
information with the public than had been the case
in similar instances in the past, albeit that the
circumstances were genuinely unprecedented. I
made that judgment, as did the Home Secretary, on
the basis that the level of inconvenience, the
disruption, the delay, was going to be immediate, it
was going to be severe and the public deserved some
explanation as to why what by our own admission
were very stringent security measures were suddenly
being imposed. In that sense, it was unusual to have
a position where the Home Secretary and the
Transport Secretary were issuing public statements
on television at seven o’clock in the morning, but,
from other conversations I had with colleague
ministers, we made a judgment that it was vital for
us to be seen to be communicating with the public
from a very early stage. In terms of co-ordination
within Government, that was strong;
communication to the industry and to others was
important in terms of the operational response.
Also, we learned the importance of clear and
forthright communication with the public, albeit
that the public, I think, showed very considerable
forbearance. In part, I think that reflected the fact
that very quickly they realised this was a real and
challenging threat which, in the view of the
Government, had to be responded to.
Clive EVord: It was pretty chaotic though, was it not,
in the summer? There were reports of items being
stolen. Did that cause you any concern, about the
eVectiveness of airport security? Hand-luggage had
been lost and, apparently, had disappeared into thin
air; did that not ring any alarm bells? Wereyou being
kept informed? This Committee has been told it has
all been handed back to all the people who owned
those items of hand-luggage.
Chairman: Nearly all of them.

Q587 Clive EVord: We were told, all. Did not that
suggest to you that there was a lack of security
behind the scenes there, in the airports?
Mr Alexander: At the hand-over discussion that I
had with my predecessor, one of the points that he
made to me was to be conscious that, in relation to
Heathrow Airport, in particular, it is literally the
world’s busiest airport, it is so busy that it takes very
little to knock Heathrow over in terms of the
capacity for sustained delays and diYculties. In that
sense, I think, given the scale of the threat that we
judged existed and the response that was taken, it is
important to recognise Heathrow stayed open, as
did all of our other airports, planes kept flying and
passengers kept moving, albeit that there were severe
delays and there were diYculties in terms of
baggage. That is not to diminish the inconvenience
that people experienced, but I think, given that we
had never gone from “severe” to “critical” before,
and the presumption had been that if we moved to
“critical” we might be in circumstances where it
would be necessary simply to close an airport, it is
right to acknowledge that where there were very real
diYculties significant action was taken. In terms of
the lessons learned from that, maybe Niki could say
a word or two about the additional security
measures, in terms of personnel that were judged to
be necessary.
Ms Tompkinson: Obviously, since that time we have
kept allof the measures under review and now we are
at a stage where I think the regime that is in place is
the one that is appropriate there now for the longer
term, and it is very much in line with what is
happening elsewhere around Europe. Clearly, there
was some disruption, to beginwith. I think we set the
industry quite a challenge. In my experience, in four
years in TRANSEC, it was, I think, without doubt,
the most challenging period that we have been
through ourselves and probably the most diYcult
protective security response that we have had to put
in place. The fact that there was some disruption was
not at all surprising. I think we were surprised, in a
way, that there was not more. Yes, some bags got
lost and passengers had to be reconciled with their
bags at a later date, that happened, but, on the
whole, I think the security that was rolled out was
right and appropriate and, moving on, we are now
getting to a point where we have got some very good
security measures in place which deal with the threat
as we understand it today.
Mr Alexander: I think it might also be helpful to
observe, that first public statement I made with John
Reid on the morning after we had taken the decision
to issue the new regulation, I said, if I recollect, that
this would lead to immediate and severe disruption,
but that I was determined that these measures would
stay in place for only just as long as they proved to
be necessary. The reason I said that was both I
thought it was important that the Government
acknowledged the fact that there were likely to be
considerable delays immediately, because of the
operational environment of Heathrow, in
particular, but for the other airports as well, but also
I thought it was important for people to realise that
we were not taking these steps precipitately or
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without a sense of proportion, but to say, with
humility, “We recognise there is going to be
inconvenience caused but, relative to the level of
threat which we judge exists, this needs to be
something which people understand is necessary.”

Q588 Clive EVord: I fully accept that you did
everything you could to minimise the risk and
inconvenience, but I think the point I am making is
a much simpler one. If things can be slipped out from
behind the security cordon which is at airport side,
does it not cause concern that perhaps things could
be slipped in, which causes even more concern? If
you were getting reports that items were going
missing from behind the security cordon, did that
cause you any concern at that time?
Ms Tompkinson: I think concern in a sort of counter-
crime sense, but in terms of the counter-terrorist
protective security our focus is very much on what
goes from the land side to the air side, and that is the
focus of the screening which takes place as
passengers and staV all go air side. Our job is to
protect the aircraft, essentially, and to prevent
anything going onto the aircraft. We recognise, and
the operators do as well, that there are opportunities
for crime air side and, from what you say, stuV goes
missing and comes up. Our primary concern is what
goes in.

Q589 Clive EVord: Are you confident that now we
have the mechanisms in place to respond quickly
and eVectively to a sudden threat and attack on an
airport or an aircraft?
Ms Tompkinson: Yes, and I think one of the lessons
for us during the summer was that we were able to
do just that, as I say, in very challenging
circumstances, to get information, as we did, and for
the UK threat level to go to ‘critical’ and for us to be
able to put something in place which was eVective
and enabled us to keep the airports open, in a very
short period of time. I think it indicated that we had
got systems in place which enabled us to respond
quickly, we could move resources around quickly
within TRANSEC to respond and it was a challenge
for the industry, and I am sure they have learned
things from that as well about how they might
respond in the future.
Mr Alexander: I think it is also important just to get
a sense of the timings that we were working to.
Basically, I returned to the Department on the
Wednesday, I took a series of meetings, both with
Niki and with other oYcials, to brief myself on the
situation. We moved into a position where there was
a COBR meeting, as a consequence of executive
action being taken by the police, it is an operational
decision by the police in terms of when to seek to
arrest people; that meeting lasted through until just
around midnight, if I recollect. We were in a position
where the regulation was issued at about two am, to
be in a position whereby, for the first large surge of
passengers coming through UK airports, a new
regime was in place. We were actually asking
operators to deal with very, very challenging
timescales. As I say, given the volume of traYc going
through the airport, clearly some airports were able,

I have already been on record as saying, Manchester,
in particular, to have a position whereby eVectively
they were operating reasonably well from literally
that first morning. Other airports took a longer
period to get the revision in place, understandably,
given the volume of traYc. Once you get to a
position whereby you impose a regime at two in the
morning and you have a large surge of flights going
out at seven o’clock in the morning, it is almost
inevitable, indeed it is inevitable, that you are going
to have a position whereby there are going to be
delays to flights, delays for passengers and delays to
bags. We went into the situation knowing that the
unprecedentedly restrictive nature of the security
regime we were imposing that night would have
immediate operational consequences.

Q590 Clive EVord: Are there other consequences of
taking action like that taken during the summer? For
instance, large crowds of people queuing on
concourses, waiting to get into airport terminals, do
they present a threat, and is there now a further
review of security around airports where large
groups of people may be vulnerable?
Ms Tompkinson: I think the whole question of land
side security, which is what you are talking about, is
a real issue, in the same way that security of the open
networks is a real issue. It is a very similar situation,
it is a very crowded place, therefore it presents a soft
target, and a health and safety issue too. We have
work in train. There is already some security in place
for the land side. We give the industry advice and
guidance; they do a certain amount themselves, and,
of course, the land side is policed. We do have some
work in hand to look further at the issue of land side
security to see what more reasonably can be done
without simply moving the problem elsewhere.

Q591 Clive EVord: Just moving on a bit, can you give
us some examples of ways in which security policy
balances the need to protect the travelling public but
avoid putting undue pressures and costs onto the
industry?
Ms Tompkinson: In terms of the land side or security
generally?

Q592 Clive EVord: In terms of the pressure that the
Department is under to deliver a safe and secure
transport system, and how you balance the need to
deliver that against undue costs on the industry?
Mr Alexander: I suppose I have already anticipated
that, to some extent, in my answer on technology. It
is possible, I am sure, to find companies who can
market to our Department or other equivalent
departments around the world very expensive pieces
of kit which are able to oVer a high level of assurance
on the basis that it takes quite a long time to screen
somebody. If you are in as pressurised an
environment as an airport terminal then obviously
one of your challenges is to find the right security
technology, which means that people can actually be
screened quickly and you can maintain passenger
flow. There are judgments which have to be reached
in terms of technology, also in terms of the operation
of the search comb, as basic as what does the design



Page Type [O] 18-12-07 18:49:09 Pag Table: COENEW PPSysB Job: 376831 Unit: PAG1

Transport Committee: Evidence Ev 75

6 December 2006 Rt Hon Douglas Alexander and Ms Niki Tompkinson

of the search comb look like. I came through
Glasgow Airport at the weekend, and since August
they have reconfigured the search comb
environment at Glasgow Airport in recognition of
the fact that potentially it will take longer for
passengers, if you have a higher proportion of
passengers being searched manually. So there are
judgments, whether very prosaic and very basic or
whether very high-tech, which constantly inform the
work that Niki and her team do and which in turn
comes to me.

Q593 Chairman: Really we need to know whether
you think the European Civil Aviation Security
Regulation is a base, whether you think it is eVective,
whether you think that, because of it, there are
diVerent configurations in the airports: tell us
about that?
Mr Alexander: Basically, it is a floor and not a
ceiling. We would want a situation whereby you had
common standards. There have been circumstances,
and Niki can speak to this in a moment, where we
have been encouraging other European partners to
take steps to raise the standards at other Member
States, but we have always been very careful to
maintain a position whereby we are able to have a
security regime within the United Kingdom which
reflects a judgment made at a national level as to the
relative threat that we face.

Q594 Chairman: It is not appropriate to have a
general EU civil aviation security standard?
Mr Alexander: As I say, we welcome harmonisation
where it is possible, in terms of raising general
standards and agreeing a common approach, for
example, to the challenge that we face on liquid
explosives, and we have been working hard to
achieve that.

Q595 Chairman: Does that work well; the carry-on
luggage regulations, have they worked?
Mr Alexander: Let me finish the first answer and
then I will answer your second one. The reason why
I say it is important that harmonisation can be
achieved while retaining our right to impose a
security regime we judge necessary according to
national threat is because, if you talk to airport
operators or to airlines, clearly they want to be in a
position where the hassle factor, if you like, is
minimised at UK airports, consistent with our
obligations to security, and, if possible, equalised
with other potential hub airports. If you are a major
British airport operator you will want to see a degree
of commonality in the experience of the travelling
public passing through Paris, Berlin or Frankfurt in
the same way as if you are passing through London
or Manchester. Of course we have an interest in
having as common a standard as possible, but that
caveat is vital, which is to say we always reserve the
right to impose the security regime that is necessary.
Niki, you might want to say a bit about the work
that we have undertaken with European partners for
what is an operational response to the emerging
threat of liquid explosives.

Ms Tompkinson: As I mentioned earlier, that was a
key piece of work during the summer, when we
recognised that what we were doing in the UK, in
response to the events of the summer, we needed to
build into our programme for the longer term, but
there was nothing in place in the European baseline,
in the 2320 regulation, which would take account of
this type of methodology. We worked very quickly
with our European partners, looking at the sorts of
technical possibilities as well as the policy response,
both in terms of restriction on liquids and in terms
of cabin bags themselves, and, I am pleased to say,
very quickly reached agreement, through the
Commission, that this was something which needed
to be included in the European baseline. It was also
in accordance with some work that we had done
already with our American partners and, through
them, with other countries, such as Canada,
Australia, New Zealand, Japan and a number of
others. That is now in place. The international
baseline is a very important concept to hold on to.
The European baseline is somewhat higher than the
standards set by ICAO, so that is built on that
particular one, and we do retain the right, as we are
allowed to under European law, to implement more
stringent measures as and when the threat dictates.

Q596 Chairman: Have you identified any particular
problems?
Ms Tompkinson: In implementing the European
baseline, no, I do not think so. I think everything
that the European has in its regulation was very
much in accordance with UK thinking, what we
wanted, and we have built on that.
Mr Alexander: I was in a position, as Secretary of
State, where, in talking to operators in the weeks
following 10 August, they were very keen, as quickly
as possible, to get to a common European baseline,
because they wanted to be in a position whereby
international business travellers, in particular, were
not facing significantly more onerous security
regimes at Heathrow, principally, and other UK
airports than elsewhere. In that sense, we worked
very hard, and I have to say we were very pleased
with the outcome of the decision that was reached in
September, in terms of moving towards these
common standards. In relation to liquid explosives,
for example, that has been without prejudice to the
testing that we are carrying out and also the
continuing researchwork that we are taking forward
at a national level.

Q597 Chairman: If we do have harmonised security
standards across Europe, why is it necessary to re-
screen passengers before getting onward flights?
Mr Alexander: This reflects our responsibility as a
host country in terms of outgoing passengers. Of
course we can be in a position, for example, at the
transit centre at Heathrow, where people are
travelling into Heathrow from not just countries
within the European Union but countries
significantly further afield than the European
Union. Therefore we do have obligations, and Niki
can speak to these, whereby we need to give
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ourselves assurance before those passengers move
on from the United Kingdom to other international
destinations.
Ms Tompkinson: We have a system in place already
in the UK, and indeed I think it is mandated now
certainly across Europe if not beyond, to have
segregation of inbound and outbound passengers,
because of the worry that if somebody is flying in and
they have got something they could hand it to an
outbound passenger. In terms of those coming into
the country and transiting through, it is impossible,
I think, as they go through, to treat people in a
diVerent way. There would be real operational
diYculties and judgments that we would have to
take, that if a person has come from country A they
do not need re-screening, but if they have come from
country B they do; also, these two or three sets of
passengers will be mixing with each other. Again it
raises the problem that if there are concerns about
some parts of the world where security might be less
than in Europe there is the potential for
contamination, if you like, between passengers.

Q598 Chairman: It is not a value judgment on
European aircraft entering our airspace?
Ms Tompkinson: It is a wider judgment than that.

Q599 Chairman: I will ask you a bit about
TRANSEC, if I may. What are the benefits of a risk-
based approach to compliance assessment?
Ms Tompkinson: I think the benefit is that we end up
with a programme which meets what we know about
the threat but also takes account of things like a
proportional response. In thinking about the risk,
yes, we understand the threat, which is what might
happen, what people are intending to do to us, but
also we look at the vulnerabilities which are there
and then make a risk-based judgment, which is
somewhere in the middle. We accept that you cannot
do absolutely everything in security, it would be
disproportionate and nothing would ever move, but
by making risk-based judgments we can give advice
to the Secretary of State on getting the balance right
between the best possible security that can be put in
place and—

Q600 Chairman: When you are deciding where to
put your compliance assessment, how important is
the organisation’s compliance compared with the
threat level?
Ms Tompkinson: Compliance with our regulation
has to be more or less absolute, so once we have
decided what the protective security response should
be, that goes into our legal directions. We expect
100% compliance with that; it is not a risk-based
judgment about that.

Q601 Chairman: Are you still recruiting?
Ms Tompkinson: We have got a few vacancies left,
but we have had some successful recruitment
campaigns this year and we are now up to, I think,
something like 195 staV out of our 208 posts, so we
are getting almost full.

Q602 Chairman: How much attention are you giving
to maritime aVairs, to coastal shipping, to ports, to
the ingress and egress of vessels?
Ms Tompkinson: We certainly have the international
ports and shipping programme now firmly in place,
as required by international law. We are
implementing the European regulation and the next
step for that is to look at domestic shipping as well
as international shipping. I think we have a good
regime in place. I think it is proportionate to the level
of threat and, I think, as will be obvious, if you look
at what has happened around the world, aviation
and rail tend to feature more than maritime;
maritime is there but it is, I would judge, of a slightly
diVerent order. We take that into account when we
set the appropriate maritime regulation.

Q603 Chairman: What is the diVerence in order; is it
because there are many more vessels than there are
comparable aircraft, is it because you are absolutely
convinced that the threat is low? What is the basis on
which these judgments are made?
Ms Tompkinson: We take advice on the threat from
JTAC and we look at the vulnerability and the
potential for attack. We use exactly the same
methodology for every mode of transport and, of
course, we look to see what has actually happened
around the world.

Q604 Graham Stringer: That was what I was going
to come to; is history really a good basis for risk
assessment? You are right, obviously, that it has
been trains and underground facilities and
aeroplanes which have been the target, but I have
just read The Afghan, by Frederick Forsyth, which
paints a scenario of a ship coming into a port and
doing a lot more damage than was done to the twin
towers. The fact that is has not been done does not
mean that there is not a risk there, potentially,
does it?
Mr Alexander: With the greatest respect, I am not
sure that Frederick Forsyth is the best guide to
potential future threats either.

Q605 Graham Stringer: He is very right wing,
Secretary of State, but often Hollywood fiction-
writers are better guides than are security personnel.
Mr Alexander: We can maybe agree to disagree on
that particular point, but a couple of other
observations I would make. One is, one of the
reasons why aviation has proved to be a subject of
threat is because, in part, it reflects modernity and is
iconic of modernity, and, in terms of the repeated
focus on aviation, that is one of the emerging
thoughts, that clearly there is a significance beyond
simply the number of passengers on a passenger jet
aircraft. Secondly, in terms of other forms of surface
transportation, there has been a focus, in other
circumstances, from terrorists, on what can be
described inappropriately as “soft” targets, those
targets where you can have a large concentration of
people in an area which is inherently morediYcult to
secure because it is part of a public space or an open
network. In that sense, these are very complex
judgments, but it would be wrong to leave the



Page Type [O] 18-12-07 18:49:09 Pag Table: COENEW PPSysB Job: 376831 Unit: PAG1

Transport Committee: Evidence Ev 77

6 December 2006 Rt Hon Douglas Alexander and Ms Niki Tompkinson

Committee with the impression that simply the
history books are opened and examination is given
to where similar attacks have happened in the past.
There is a great deal of very detailed work that is
undertaken by JTAC in coming to an informed
assessment as to potential threats, and our work
within TRANSEC is a consequence of the
judgments which are reached in terms of potential
threats.

Q606 Graham Stringer: You are satisfied that the
National Maritime Security Programme is robust
enough to give protection to our docks and ports
and harbours?
Mr Alexander: Our own compliance inspections and
related activity continue to confirm that maritime
operators are complying with the security
requirements to an acceptable level.

Q607 Chairman: Therefore, I would like to ask you,
could you give us some examples of your stepped
approach, or stepped enforcement? I know you said
that there were, what, three; was that the figure you
used at some point? Could you just tell us how many
actions you have taken in the last year for each of the
six stages of TRANSEC’s approach to enforcement?
Ms Tompkinson: I have not got that sort of detailed
data to hand. Our compliance regime is something
which is in place every day, so inspectors are at
airports, they are at sea ports, they are at railway
stations, and they are carrying out enforcement
action, if you like, in pointing out things that are
wrong and getting them put right.
Mr Alexander: For the assistance of the Committee,
the steps are: advice, persuade, deficiency notice,
formal interview at senior management level,
enforcement notice and prosecution. Niki can speak
to this, but my understanding is that the vast
majority of cases are resolved without going beyond
the second stage; that is ‘persuade’.

Q608 Chairman: I think actually that was what Ms
Tompkinson said about the three cases.
Mr Alexander: If I may finish the point; my
experience during the events of August reflects the
fact that TRANSEC’s work extends far beyond
simply compliance, in the sense that we were in a
position where we were putting people, who could be
described as TRANSEC inspectors, into a position
where literally they were sitting alongside airport
operators, providing guidance and assistance to
ensure that the regulations were adhered to. I would
not wish to leave the impression that TRANSEC
inspectors’ sole job is to ensure compliance by
finding fault with operators, actually it is a far more
fertile relationship in which advice and guidance is
being oVered on a day-to-day basis.

Q609 Chairman: I do not think it is just that,
Secretary of State. We know, and I am sure Ms
Tompkinson will not deny this, that they did not
have enough inspectors, they were having to recruit
and train inspectors, that the regime has expanded
very, very considerably, and all of these things are
bound to concern the Committee. We want to know

in how many instances you can confirm that it has
gone right, or wrong, if there were any problems
what have they been and what problems are you
facing in the immediate future? We will not know
that unless we get some indication of how often you
have asked the awkward questions, what the
answers were and how often you needed to enforce
very specific penalties. Ms Tompkinson’s answer, I
think, is a very interesting one; she says, in eVect,
“Well, we intervene at a much earlier stage, we get
compliance and therefore we have no need to take
enforcement.” Is that really what you are saying?
Ms Tompkinson: That is true, in the vast majority of
cases, but not all cases. One of the systems that we
have put in place really just this year is a new
management information system for collecting
compliance data.

Q610 Chairman: A new management to
TRANSEC?
Ms Tompkinson: Yes. This is a database which is
now being fed by all of our inspectors. We recognise
that the system that we had before, a lot of
information went into it, it was actually quite
diYcult to get compliance management information
out of it. We now have a new system into which data
is being fed, and in the course of the next year I
would expect to be able to produce more readily
answers to the sorts of questions that you are now
asking.

Q611 Chairman: Good. Can I ask you about the
Civil Aviation Act and the changes; although you
have mentioned briefly the police services
agreements, presumably they are restricted in
number, because you told us they are designated
airports, not the others. What about the transfer of
responsibilities within transport to things like the
British Transport Police, have you made an
assessment of the costs and benefits of transferring
airports; and what do you think about the airports
with the police services agreements that are not
designated?
Mr Alexander: Firstly, in terms of the Civil Aviation
Act 2006, the Aviation Security Act of 1982 has been
amended to clarify the relationship, as I spoke
about, in terms of establishing police services
agreements.

Q612 Chairman: That is only a limited number of
airports?
Mr Alexander: That is correct. In terms of the work
that we are taking forward, as I say, we are working
through with MATRA and with other partners the
Boys Smith recommendations. Maybe, Niki, you
would want to say where we have reached with
that work.
Ms Tompkinson: Yes, we have been having some
intense discussions with a small number of key
stakeholders on the Boys Smith report and we will be
working through this now, during the coming
months.

Q613 Chairman: With a view to thinking of schemes
that will cover all airports?



Page Type [E] 18-12-07 18:49:09 Pag Table: COENEW PPSysB Job: 376831 Unit: PAG1

Ev 78 Transport Committee: Evidence

6 December 2006 Rt Hon Douglas Alexander and Ms Niki Tompkinson

Ms Tompkinson: The Boys Smith recommendation
looked very hard at the whole process of designation
and concluded that one of the diYculties in making
it operate was to come up with agreed criteria as to
which airports should be designated and which not.
It was too black and white; it drew a line too
distinctly. The recommendation from the review is
that we put in place a system which allows each
airport, on an airport-by-airport basis, to be
assessed, to have a proper risk assessment done; this
is building on the MATRA (Multi-Agency Threat
and Risk Assessment process) and then to make a
decision on the basis of that as to what policing levels
will be appropriate. That is the broad principle.
What we need to do now, working with
stakeholders, is see how that could be made to work
in practice, so that, instead of having just a one size
fits all, we would have a system which could be
implemented on a much more flexible, case-by-case
basis.
Mr Alexander: The other point I would make, in
terms of the Boys Smith report, regarding your
second point, in terms of transfer to the BTP, it
concluded that it was not an appropriate model to
follow, in terms of airport policing, either to have a
dedicated police force for airports or extending the
role of the BTP to airports. They also looked at what
I understand was the regime prior to 1974, whereby
there would be essentially a private police force
being established at airports, but found that was not
a viable option. Indeed, if I recollect correctly, Mike
Todd of ACPO, when before this Committee, said
also that he was not convinced of the case of the BTP
taking over discreet responsibility for the airport,
not least in light of the need for eVective operation
and co-ordination between police actually operating
within the environs of an airport and the immediate
surrounding area.

Q614 Chairman: We have received quite a lot of
evidence about that and undoubtedly we shall return
to it. It is very important for us to know, if you are
going to have a risk-based assessment, how specific
you are being in relation not only to aviation but
very specifically to maritime aVairs. Do you want to
tell us what the MATRA process involves, typically?
Mr Alexander: It was conceived and recommended
by the Sir John Wheeler Report in 2002. Essentially,
it recommended a voluntary approach whereby you
bring together the key stakeholders in considering
and assessing the threat posed to airports from
serious and organised crime terrorism and establish
a means by which options can be taken to mitigate
those threats. To date, 40 airports have embraced
the process and are producing risk registers, so
essentially people come together and they establish a
risk register for the airport. These MATRA groups
comprise representatives of the airports themselves,
airline police, TRANSEC and border agencies. The
Boys Smith report on policing airports considered
MATRA as a process and has put forward
recommendations on how it could be strengthened.
Essentially, concern being both that it is a voluntary
process and, while you can have eVective
operational discussions through the MATRA

process, we also need to be in a position where we
can ensure that resource actually is directed in a way
that the MATRA process would support.

Q615 Chairman: Were ACPO right in saying that
MATRA incorporated a bias towards cost saving?
Mr Alexander: It is for ACPO to defend their own
position. Our view is that the MATRA process has
been eVective, in terms of bringing together the key
stakeholders in the airport, but, obviously, resource
questions were touched on by the Boys Smith report
and that is something we are reflecting on and are in
the course of considering.

Q616 Chairman: You are implying that, if it were
that eVective and eYcient, you would not need to be
looking at means of strengthening it?
Mr Alexander: I think there are questions in terms of
whether the MATRA process needs a greater degree
of clout, if you like, to be able to deliver resources
against the risk register which the MATRA process
in individual airports has been able to develop. That
seems to be one of the concerns which have emerged.

Q617 Chairman: I want to come on to maritime
security. I am coming back to freight as well. The
European Commission have gone beyond what the
IMO and the ISPS Code insist on for their own port
security, have they not?
Ms Tompkinson: They have certainly built on the
IMO Code. I think that the main area where we
realised, as did Europe, that more work needed to be
done, following the introduction of the IMO Code,
was in setting standards, and that is an important
piece of work which has been done since then.

Q618 Chairman: Was that because really they said
that, actually, if you extend the maritime security
regime carrying passenger vessels and ro-ro services
into the net, you have got to extend in a diVerent
way, or you have got to change the assessment; what
is it, in particular?
Ms Tompkinson: It was more to do with setting clear
standards for the regime itself, so the international
code I think set some fairly broad-brush things that
had to be done; when it came actually to
implementing, diVerent countries were interpreting
the code in a diVerent way.

Q619 Chairman: Do you have a large enough group
dealing with maritime security and port security to
be able to cover in an adequate way the numbers of
inspections that you will need to ensure that actually
they are complying with the code?
Ms Tompkinson: I think we have. We have looked at
this again quite recently to make sure that we have
got the right amount of resource devoted to the
diVerent areas of TRANSEC. In fact, I did some
work recently with the Department’s own internal
auditors, at the request of the Permanent Secretary,
to make sure that we were indeed getting the
judgment right, because it is a judgment about how
much you devote to which type of work, and,
broadly speaking, yes, I am satisfied that we have got
it about right.
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Q620 Chairman: Do you envisage a much tougher
code, at any point, which does not have voluntary
aspects?
Ms Tompkinson: I think that will depend on how the
threat develops. At the moment, I think what we
have in place is about right. We are looking now, as
we are required to do by the European legislation, at
domestic services and we are allowed to make risk-
based judgments for that, but we will be guided very
much by what we learn about the threat as well as
how the current regime is being implemented.

Q621 Mrs Ellman: What about the “known shipper”
system; are you satisfied with the way it operates?
Ms Tompkinson: As far as aviation security is
concerned, if that is what you are talking about, as
you know, and I think we may have given evidence
before, all of our cargo that goes by air has to be
subject to some sort of screening. The “known
shipper” regime is a key element of that, and if cargo
is not “known” then it has to be subject to some sort
of physical screening. It is quite a complicated
picture but, yes, I am satisfied that we have got it
right. We have developed recently, and are in the
process of working through, a cargo strategy, which
we have been sharing with key stakeholders. Also,
we have been having some quite interesting
discussions with our American partners, who are
interested I think in learning more about our
approach to cargo, including through the ‘known
shipper’ system.

Q622 Mrs Ellman: There was a BBC report, a
number of weeks ago, suggesting that the ‘known
shipper’ system was being abused and was creating
a potential danger. Are you aware of that?
Ms Tompkinson: I did see that report, and, of course,
we have examined our own practices in the light of
that. I think, within the natural constraints of the

huge amount of cargo which travels, yes, I remain
satisfied that you can always do more but I think
probably we have got the balance about right.

Q623 Mrs Ellman: Are youconcerned about vehicles
carrying dangerous goods being hijacked by
terrorists?
Ms Tompkinson: There is a regime in place to look
at the security of dangerous goods, however they are
transported, and the area in which we had to do
more work when the international regime came in
was dangerous goods by road. We do have now a
programme in place for that, and we work in
partnership with VOSA who are doing some of the
compliance work on our behalf.

Q624 Chairman: VOSA, of course, have diYculty
with foreign-registered vehicles, do they not? We do
not want to go into the detail of it but we have
evidence in relation to other inquiries, which you
know about, where VOSA know that, even if foreign
vehicles are stopped and there are real problems with
them legally, very frequently they do not follow it
up. That must have an impact upon whether or not
terrorists regard that as a suitable method of
transporting dangerous goods, surely?
Mr Alexander: I can assure you, in terms of the work
that we are taking forward on road transportation
and security, that our principal defining objective is
to address any threat which exists, and, if there are
consequences for that operation or in terms of the
work of VOSA, that will be drawn out by the work
that we are taking forward.

Q625 Chairman: Secretary of State, we were pleased
to see you, eventually, and I think that has been very
instructive. You will, however, give us a note on the
points that we have raised.
Mr Alexander: Yes, indeed.
Chairman: Thank you. I am very grateful to both
you and Ms Tompkinson.
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Written evidence

Supplementary memorandum from British Airways plc (TS 05a)

1. Background

At the oral evidence session on 11 October 2006, Captain Tim Steeds agreed to give a written response
to Question 527 asked by David Wilshire MP. This question referred to the frustrations felt by the British
Airways Chief Executive, following the events of 10 August 2006.

2. Comments

Captain Steeds mentioned in his response to Question 474 that the views of the British Airways Chief
Executive with regard to the events of 10 August were in the public domain. The following article by Willie
Walsh, Chief Executive of British Airways, was published in the Daily Mirror on 15 August 2006.

“For thousands trying to go on holiday, the past few days have been a nightmare. Airports have
looked like refugee camps. Queues have been horrendous. Flights have been cancelled. Bags have
gone astray.
All airports have had their share of chaos but by far the worst scenes have been at London
Heathrow. Since last Thursday, British Airways has been forced to cancel more than 700 flights
into and out of Heathrow. My heart goes out to all our customers who have suVered such terrible
stress and I apologise to each and every one of them. I am also angry on their behalf.
I do not blame the Government. The police and anti-terrorist agencies have done a fantastic job.
Passengers understand extra security, but they also have a right to expect those new rules to be
implemented clearly and eYciently.

All businesses must have contingency plans. I learned about the new security directive at 2.00 am
on Thursday and immediately consulted my colleagues to bring our crisis plan into eVect. We
pulled in extra staV, deployed volunteers and ensured aircraft, crew and ground staV were in the
best position to maximize the number of flights we could operate. I am proud of the dedication
our staV have shown.
However, it soon became clear that the British Airports Authority (BAA), which controls
Heathrow, had no adequate plan for the emergency. BAA runs security at the airport. It provides
the staV who operate the scanners and carry out physical searches. I want to praise those frontline
BAA staV who have done an excellent job in very diYcult circumstances.

But BAA’s leadership has not matched up. Extra security demands more manpower. Since 9/11,
everyone has known there might be times when extra measures would be needed. Yet when the
moment struck, BAA had no plan to keep the airport functioning properly. The result has been
there for all to see. The queues for security have wound all around the terminals like a bad dream
at Disneyland. Sometimes they have been so poorly managed they have mixed themselves up with
lines for check-in. I know of families who have checked in, headed for security, joined what looked
like the queue, waited an age and ended up at another check-in desk. They missed their flights.

In one part of Heathrow, BAA can process passengers through seven security lanes. Yet at times
only three have been open. Passengers waited for up to two hours, missing their flights. On
Saturday, this awful experience was inflicted on 10,000 British Airways customers through no fault
of theirs, nor ours.
We were forced to depart without thembecause our aircraft had to vacate parking stands. The ban
on carry-on luggage was bound to mean more bags would be checked in. BAA’s system could not
cope. Several times it ground to a halt. This meant bags sometimes could not reach the aircraft
in time.
I take no pleasure in making these criticisms. I pay tribute to BAA for the smooth way they
implemented the extra security at Gatwick The company knows I want to work with them to
ensure the kind of chaos we have seen at Heathrow is never repeated and can never hand the
terrorists a victory by default.

The travelling public deserve nothing less.”

3. Recent Developments Since the Above Article was Published

As the biggest customer of BAA at Heathrow Airports British Airways is engaging constructively with
BAA to resolve the issues outlined above.

The aim of both companies is to work eVectively to provide a safe, secure and eYcient service to all of
our customers.
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There have been several occasions since 10 August where the two Chief Executive OYcers and their teams
have met. These meetings have been cordial and constructive and good progress has been made in
discussions on a range of issues aVecting the operation of the airport, including specific issues related to
security.

24 October 2006

Memorandum from the Association of Train Operating Companies (ATOC) (TS 11)

Introduction

The Association of Train Operating Companies (ATOC) is an association owned by the train operating
companies that provide franchised rail passenger services throughout Great Britain, as well as the EWS
Railway and certain non-franchised operators, like Eurostar. It is the oYcial voice of the passenger rail
industry, it also provides its members with a range of services that enable them to comply with conditions
laid on the in their franchise agreements and operating licences.

The safety and well-being of passengers is the primary concern of train operators although the role of
agencies such as Transec, the British Transport Police and Network Rail is crucial in terms of creating and
maintaining a safe travelling environment. The role of train operators focuses on training of staV to be alert
to the terrorist threat, and how to deal with a range of situations from suspect packages to station
evacuation. Train operators also raise awareness of their passengers and encourage vigilance through
posters and security announcements at stations and on trains. Processes and procedures are also agreed with
security agencies to ensure that station or train searches can be carried out eVectivelyand in a timely manner,
and that the eVect of hoax calls can be minimised.

Two of the inquiries questions raised in the Committee’s remit are specifically for Government to answer.
On the question of international experience, information is shared informally through the International
Union of Railways, the World wide organisation drawing together train and infrastructure operators.

This paper therefore sets out how train operators fit into the structures that are in place in Britain.

Terrorism and the Railways

Railways are obvious terrorist targets as they combine predictable concentrations of people at stations,
or on trains, with easy public access. Disruption of the railways also causes wide-spread disruption to the
cities they serve. As well as the tragic events of 7 July 2005 Britain’s rail network was subject to regular
terrorist attacks, and also to disruptive threats, during the IRA campaigns of the 1970s, 80s and 90s.

The railways have clear and simple objectives in respect of terrorism: preventing or minimising the threat;
responding to an attack in order to minimise the loss of life and other consequences and restoring service
as quickly as possible following an attack. There is also an important role for these agencies in cooperating
to ensure that terrorist objectives of disruption are not fulfilled through threats and hoax calls.

The principle structures currently in place are those provided by the Transec directorate of the
Department for Transport (DfT) and the British Transport Police.

Preventative Security Measures

The Transec directorate of the DfT took over setting and enforcing security standards on the railways
from Railtrack in February 2000 in response to the concern that arranging the security of the railway was
not a matter that should be left to a private company. It has developed the National Rail Security
Programme (NRSP) which is followed by Network Rail, all train operators and the BritishTransport Police.

The NRSP deals specifically with preventative security, it is a restricted document, and so we refer to its
provisions only in general terms. However, its provisions attempt to provide an appropriate level of
preventative security for the level of threat as assessed by the Security Service. Each station on the network
is categorised, and appropriate security arrangements are described according to the category. The level of
security is increased in accordance with the assessed level of threat. Similarly security procedures for trains,
depots and other installations are described.

Responsibilities of companies and individuals down to the level of station manager are described along
with the training requirement for other staV. This includes a requirement for contingency planning and the
need to understand the roles of other organisations through joint exercises.

The NRSP gives a clearly understood framework for responding to security threats and is informed by
the Security Service’s assessment of the level of threat. Response to incidents is a matter for the industry and
the BTP.

The Transec directorate checks compliance with the framework, all train operators comply.
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Railway Industry Response

The requirement for infrastructure controllers, station operators and train operators to have response
procedures in place are set out in Rail Safety & Standards Board’s Railway Group Standard 3600.
Compliance with group standards is mandatory for all railway group members.

Network Rail is responsible for producing documented security arrangements, including the
arrangements for operational response to incidents. It must also keep these arrangements under review and
update them annually, or after any major security incident. The arrangements are produced in consultation
with the railway group members, the BTP, Transec, the Department for Trade and Industry, the Home
OYce, the Ministry of Defence, and the Department for Transport.

Through these procedures the railway industry has a clearly understood structure for responding to
security incidents, and Network Rail is the single point of accountability for ensuring that the arrangements
are in place and kept under review.

The industry also has the professional support of the BTP which provide expert advice in respect of threat
assessment, prevention and response planning and expert operational support in the event of an incident.

The Role of the British Transport Police

The BTP is responsible for policing the railways in Great Britain. There are close working relationships
between the BTP and the railway industry, and the BTP and other police forces. British Transport Police
is funded by Train Operating Companies, Network Rail and Transport for London. In recent years the
industry’s expenditure on policing has increased reflecting the importance attached to the reduction of crime
on the railway (including terrorism).

It has substantial knowledge and capability in counter-terrorist policing, which have developed over a
number of years, and provides the railway industry with additional expertise and intelligence to that
provided by Transec. The BTP can also co-ordinate its activities with counter-terrorist policing in the rest
of the country through its membership of the Association of Chief Police OYcers (ACPO) and particularly
through its engagement with the ACPO Terrorism and Allied Matters Committee (ACPO-TAM).

Development of its counter-terrorism capability is a key strategic priority for the BTP, and its plans are
set out in its Strategic Plan for the years 2005–08. The measures it intends to take include both use of its
powers and developing its own capabilities and working in partnership with the railway industry and its
security staV.

The BTP has increased the resources deployed on counter-terrorism activities since 7 July.

Conclusions

1. Currently there are no formal international arrangements in place between railways for sharing
counter-terrorism expertise. This would best be coordinated by DfT.

2. There are clear and well understood mandatory structures and requirements in place for preventative
security led by the Transec directorate of DfT.

3. There are clear and well understood mandatory structures and requirements in place for operational
response to security incidents led by Network Rail.

4. These arrangements are kept under regular review.

5. The railway industry has a valuable additional resource in the counter-terrorism expertise of the BTP.

6. The events of 7 July 2005 confirm that there is no room for complacency.

December 2005

Memorandum from the Transport Salaried StaVs’ Association (TSSA) (TS 12)

1. TSSA welcome the opportunity to submit comments to the Transport Committee on this matter.

2. TSSA is an independent trade union with approximately 32,000 members throughout the United
Kingdom and Republic of Ireland, most of whom work in the rail industry and Transport for London/
London Underground. We are recognised for collective bargaining purposes for various groups of staV by
all the major companies in the rail industry.

3. We are not privy to information on much of what the Government are doing on the matters under
consideration by the Committee, but we would nonetheless like to take this opportunity to advise the
Committee of TSSA’s policy in this area.

4. TSSA’s policy is incorporated in the TUC General Council statement on the consequences of the
terrorist attacks in London that received the unanimous support of Congress on 8 September 2005. The full
General Council statement that runs to almost 3,300 words covers a wide range of issues that are beyond
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the remit of the Transport Committee. We would, however, suggest that the Committee familiarises itself
with the full text with a view to working with other Committees andGovernment Departments in developing
a more holistic approach to tackle the serious underlying social and economic problems that give rise to
terrorism. It is our view that as long as these problems persist the threat of terrorism will remain and society
will probably continue to respond to the events as they develop.

5. The relevant parts of the TUC General Council Statement are set out below and are a comprehensive
reflection of TSSA’s policy:

“Drawing practical lessons from the attacks

Whilst accepting that total security cannot be guaranteed, Congress calls on the Government to
undertake a thorough review of the threat of terrorism to public transport safety and implement
measures to improve this without delay. In particular, Congress urges the Government to ensure
that appropriate training, equipment and back-up is provided for all workers who are likely to
have to deal with such incidents in the course of their work. The General Council welcomed the
invitation issued to union representatives by Rt Hon Tessa Jowell, a minister charged with
important responsibilities in the aftermath of the attacks. The meeting held a few days after the
attacks provided a means for unions to have an input into the Government’s analysis of the lessons
which need to be learned following the attacks and we are continuing to ensure that unions draw
on the experience of their members and that the results of our work are fed into the Government’s
own analysis.

It is clear that working people and their unions have a vital role to play in determining the proper
response to the attacks.

At a time when there is increasing pressure on public bodies, as well as private companies, to
maximise levels of eYciency and return on investment, management will always be counting the
cost of any improvements in worker and passenger safety. Workers who are in the front line,
through their day-to-day experience, are able to provide a unique and invaluable insight. They can
give their own perspective into what safety measures are necessary; where the threats are at the
greatest; and what support is needed in an emergency. It is essential that their experience is drawn
on and that they have the opportunity toact collectively and independently through representative
trade unions.

In addition to the discussions with government, we therefore welcome the talks that have taken
place following 7 July through London Transport, through the individual organisations and
companies and at workplace level. These should continue and we are looking to them to achieve
the common goal of minimising the risk of further attack, whilst preparing thoroughly for the
worst if it happens.

Whilst lessons can be learned and proposals implemented at workplace and organisational level,
it is also clear that there are some key principles that apply more generally. In part these are drawn
out of our extensive experience of dealing with health and safety in the workplace.

We would identify the following key points:

Safety and protection measures must be introduced in consultation with the staV and their unions.

Training for front line staV in coping with emergency situations should be reviewed in light of the
increased threat of terrorist attacks and improvements made, in consultation with staV, as
necessary.

EVective communications systems are essential in emergencies, particularly when, as on 7 July,
multiple attacks are staged with the aim of maximising confusion and panic. Communication
systems should be reviewed and improvements made as necessary.

There will also be scope for improvements to be made in the equipment available to deal with
emergencies and risk assessments need to undertaken to ensure that adequate funding is available
for necessary safety measures.

Whilst equipment and devices such as cctv can assist, experience shows that there is no substitute
for trained staV at times of emergency and any considerations of staYng numbers need to take this
into account.

The 7 July attacks demonstrated clearly what we had all been aware of for some time, namely that
there are people who have both the means and determination to attack us at our most vulnerable.

Within all workplaces, particularly those at greatest risk, management should be co-operating with
union representatives, including safety representatives, in assessing risks to individual workers, to
members of the public and to the organisation itself. Where there are safety representatives and
safety committees in place they form a good starting point for this enhanced risk assessment.
Where such representative structures do not exist they should be established as the most eVective
means of providing the appropriate levels of protection.

Congress welcomes the steps taken by the TUC to better co-ordinate the experience of aYliates
and calls for this to work to be stepped up both within the UK and with sister organisations in
the EU.”
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6. Following the announcement by the Committee of this inquiry, we wrote to the Secretary of State for
Transport on 4 November. We expressed the view that in light of the Committee’s assessment as to the
degree of the threat currently being posed we were stunned that there continues to be no obvious attempt
by the Government or employers to brief the representatives of transport workers who face this threat on
a daily basis. On 26 October, we along with other tradeunions and the TUC had a meeting with the Secretary
of State for Transport to discuss a broad range of railway issues. This included the need to develop a strategy
for dealing with terrorist attacks and major accidents and the possibility of joint discussions on this
important issue with ATOC. In our letter of 4th November in an attempt to move the matter forward, we
suggested that there may be some value in arranging a joint briefing on UK transport security for Network
Rail, ATOC and the trade unions. If, however, this did not prove feasible, we suggested that as a bare
minimum arrangements be put in place to brief the trade unions on this matter. To date, we have received
no response from the Secretary of State.

7. From the above it will be appreciated that TSSA has very serious concerns about the lack of an
industry-wide forum for dealing with this matter. Any involvement of staV currently appears to be piecemeal
and is being dealt with on an individual company basis. This in our view is unsatisfactory and there should
be an industry-wide forum involving amongst others, government, law enforcement and security agencies,
emergency services, employers and organisations representing workers. It is our strongly held view that not
to involve employees would eVectively disenfranchise many thousands of people who have a massive front
line contribution to make in the fight against terrorism both strategically and practically. We would endorse
fully Mike Brown (LUL’s Chief Operating OYcer) who was reported last month to have said “. . . One of
the best technologies we have is the eyes and ears of our staV”.

8. With regard to the use of technology, testing of various anti-terror systems on the railways including
X-ray screening and body scanners have been widely reported recently. TSSA is broadly in agreement with
the views of the Secretary of State for Transport who was reported to have said that “You cannot have a
completely closed system on the underground or railways—it just wouldn’t work” and “No single security
measure is either foolproof or mitigating every threat”.

9. However, we do not consider that anything should be ruled out at this stage and the need for closed
system on parts of the network should certainly be considered. In Spain, for example, the inter-city railway
network is subject to airport style security measures and the feasibility of this in the UK should certainly be
investigated for parts of the network.

10. In conclusion we would say that approaching this matter strategically, genuinely involving the people
working in the industry, training them properly and providing them with proper technology, equipment and
back-up will play a major part in dealing with the threat of terrorism on public transport. With regard to
back-up we consider that the Government should put in place a national strategy (for dealing with the
aftermath of major accidents, terrorist attacks and natural disasters) for eVective crisis support. This will
require the provision of multi-agency support mechanisms needed to address the immediate and long-term
practical and emotional needs of victims, their families and workers who have to deal with the aftermath of
such events.

December 2005

Memorandum from the British Transport Police (BTP) (TS 13)

TRAVEL SECTOR: UK MAINLINE AND LONDON UNDERGROUND RAILWAYS

Executive Summary

The national UK railways and London Underground fall under the authority of the Department for
Transport (DfT) for security regulation via TRANSEC. As the Regulator, TRANSEC provides no
immediate response capability and is not visible to the travelling public. Policing services are provided by
British Transport Police (BTP). These include a wide-range of “specialist” policing functions unique to the
requirements of the railway in addition to more generalist policing activities consistent with those provided
by Home Department forces. Terrorism-related threats (and a range of broader safety implications
associated with the fear of terrorism) are managed by BTP via a risk management based approach. In
addition to intelligence-led activities, railway-specific procedures are in place to address the inherent
vulnerability associated with open, mass-transit, rail transport.

Particularly during periods of heightened perceived risk (following well-publicised acts of terror, for
example) the potential for network-wide disruption is high. In thisbusy and open environment lost property,
for example, is—despite the best eVorts of railway staV—an inevitable and regular occurrence. In the early
1990s, BTP developed a railway-specific process for dealing with this contingency—the HOT protocol. It
was adopted by the railway industry and endorsed subsequently by DfT. HOT, and the measures put in
place jointly by the rail industry, the BTP and, latterly, TRANSEC, has proved significant in the eVective
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management of unattended items and thus the reassurance aVorded to the travelling public and railway staV

alike. (It is for example, diYcult to support a stance of “business as usual” if every item of lost property
attracts a bomb-disposal response and prolonged cessation of services).

Since the early 1990s, (the start of the more recent mainland activities from Irish related terrorism), BTP
has monitored, evaluated and improved the way terrorism-related risks are managed. Some measures, the
unique and highly successful process for assessing and managing anonymous threats, for example, have
evolved within a well-defined risk environment. Others, such as BTP’s capacity and capability to respond
to unconventional risks, such as those posed by chemical, biological or radiological hazards, rely more
heavily on value judgements and lessons learned by others.

Underpinning this highly-focused and proven response is the specialist training given to BTP oYcers. BTP
is unique in providing role specific, consistent counter-terrorism training to oYcers whether they are based
in England, Scotland or Wales. BTP is not complacent and seeks actively to further relationships with both
the railway industry and its Regulator (TRANSEC) and improve its own response to the threat from
terrorism.

Support in the development of this risk-management-led approach has come from the DfT, from the
Secretary of State personally and from the new and independent British Transport Police Authority.

References:

A. BTP submission to the Transport Committee dated 9 December 2005.

B. Appleton, B.(1992) Appleton Inquiry Report, London: HMSO.

C. BTP (1994) Unattended Items aide memoire (revised 2005).

1. Introduction

This report supersedes the memorandum submitted to the Transport Committee on 9 December 2005
(Reference A).

2. Background

The railway in Britain is a national network. The DfT (via TRANSEC) regulates its security on a national
basis and it is policed nationally, by British Transport Police (BTP). In terms of managing risk associated
with terrorism, this consistency across the regions has proved pivotal in developing a measured and eVective
response. The approach, which is founded on the principles of risk management, was proven during the Irish
republican campaign of the 1990s and addresses both the fear generated by high-profile acts of terrorism
(whether in the UK or abroad) and the reality of managing risk in an open, mass-transit environment. As
the Appleton Inquiry Report (Reference B) identified, and common sense dictates, risk in this environment
cannot be managed piecemeal. Direct comparison with the policing of road transport or aviation—both of
which are highly compartmentalised and rely heavily on a local focus—is not appropriate.

3. Relationship with TRANSEC

BTP has developed and maintains a close working relationship with TRANSEC. It has, for example,
provided presenters for TRANSEC courses and draft scripts and images for TRANSEC counter-terrorism
training films and train the trainers packages. It has also provided guidance suggesting how TRANSEC’s
aviation experience can best be applied in the railway environment. Every eVort is also taken to ensure that
the counter-terrorist functions of BTP’s newly established Special Branch do not cut across TRANSEC’s
role in briefing the industry. Particularly in the wake of the 7 July attacks, BTP has been particularly keen
to ensure its unique perspective on railway security is considered at the earliest stages of various TRANSEC
initiatives (eg, passenger screening, vehicular access to stations, CBR monitoring, etc). However, it is
considered vital that the close working relationships established between BTP, train and station operators
and the wider railway community are not confused (or otherwise disrupted) by TRANSEC’s role as
Regulator.

4. Railway-specific Counter-terrorism Policing

Simply superimposing generalist policing procedures, with the attendant possibility of local Force
variations, has significant and proven limitations in the railway environment. This consideration is perhaps
best illustrated by examining the specialist measures devised and developed by the BTP to address (a) the
management of unattended and suspicious items; (b) chemical biological and radiological (CBR)
preparedness and reassurance measures; (c) the categorisation of anonymous threats; and (d) counter-
terrorism training specific to the challenges of the railway environment. Each of these areas was tested to
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the full following the events of July 2005—including numerous hoaxes and false incidents. These challenges
are described in greater detail in the following sections (and, within a broader context, at Appendix 1 to
this paper).

5. The Management of Unattended Items and Items Discovered Suspicious by the Finder

With some five million individual journeys made on railways in Britain each day, lost property is
inevitable. The number of items that cause alarm to the finder appears proportional to the finders’
perception of risk (ie, lost property numbers are related to passenger numbers; reports of suspicious items
fluctuate, seemingly in relation to perceptions of risk—possibly informed by media reporting). Analysis
conducted by BTP, contrasting terrorist-attack scenarios and scenarios related to lost property, led to the
development of a railway specific aide memoire for BTP oYcers (Reference C). In 1996, this was extended
to the rail industry as a whole and became known as the “HOT” Protocol.

6. In 1996 the concept was adopted by the TRANSEC and promulgated through the embryonic National
Railway Security Programme. (BTP is aware that the RMT union has questioned the application of HOT
by London Underground, but is unaware of any concerns raised directly by the RMT.) To assist a more
detailed understanding of the HOT protocol, an abstract of the 2005 “HOT review” is at Appendix 2 to
this paper.

7. BTP is the only member of the police service to have been subject to independent evaluation of its
ability to manage unattended/suspicious items. In the early 1990s, the Appleton Inquiry Report (Reference
B) found that significant disruption to the rail network was caused in 20% of incidents involving items
reported as suspicious by the finder. Today, the figure is less than 1%. While a small number of forces and
agencies in the UK (and other parts of the world) have adopted this procedure, no such formal arrangement
has been developed elsewhere. To better understand the very significant and positive impact of the
application of the “HOT” procedure on railways, there were between 1991 and 2001 some 2.5 million items
reported asunattended. Of these, all but 36,000 were successfully treated as “lost property” by staV applying
“HOT”. Of the remainder, some 24,000 were reported to police but discounted without any disruption to
passengers or train services. The remainder (approximately 12,000 items) were dealt with by specially trained
BTP oYcers—only 45 required the attendance bomb disposal units from the army or MPS).

8. This approach (ie codifying an initial assessment process and providing specific training) has proven
particularly successful because it addresses the arousal/reassurance paradox in a way that poster campaigns
and other generalist approaches do not. The interaction of one authoritative body (BTP) across the entire
railway industry lends credibility to this advice and cannot be mirrored by local initiatives. Of particular
relevance is the period after the July attacks. Despite an increase in the number of items declared suspicious
by railway staV and members of the public, (up from an average of less than 50 each month to approximately
1,000 per month) BTP confirmation procedures led to only two station closures in the whole of Britain. Both
of these incidentswere outside London (Bradford and York). It is useful to contrast this level ofperformance
with Explosive Ordnance Disposal (EOD) deployment occasioned by the generalist response to unattended
items utilised beyond the railways. (Details of the increase in EOD deployments during July 2005 are
available from the Joint Service EOD Centre (JSEODOC) and could doubtless be made available to the
Inquiry if a direct approach were to be made.)

9. The benefit of this system is not associated only with reduced levels of business interruption (estimated
in monetary terms as around £10,000 per minute on London Underground), but also in terms of reducing
the public’s exposure to non-terrorism related hazards. Fewer evacuations, for example, reduce the
likelihood of injury as people leave stations—especially when large numbers are displaced in an perceived
emergency. A risk-managed approach also ensures evacuations, when necessary, are less likely to be treated
with complacency (eg the it’s just another security alert syndrome).

10. To provide increased reassurance (primarily in relation to the London rail network), a small number
of specially trained BTP oYcers are equipped with sophisticated x-ray and other examination and detection
equipment. These oYcers of the Special Response Unit (SRU) have been able to clear packages and other
items in an average time of approximately 12 minutes. (It is a measure of their professionalism that on no
occasions have any of the items cleared by the SRU required bomb disposal support). This ensures
normality is disturbed as little as possible and that valuable and limited bomb disposal assets are not
deployed unnecessarily.

11. Chemical, Biological and Radiological Terrorism

Following the Aum Shinrikyo nerve gasattack in Tokyo, in 1995, the BTP pioneered the use of Detection,
Identification and Monitoring (DIM) equipment. During the next ten years, this capability was further
developed to meet the unique needs of the railway environment. In particular a significant expertise has been
developed in discounting ambiguous scenarios including unattributable odours and unidentified loose
materials (so called white powder incidents).

12. This railway specific capability is reflected throughout BTP Counter Terrorism (CT) training and in
agreed railway procedures. In addition to a response capability tailored to the environment, vulnerable
locations are subject to regular DIM profiling activity utilising sophisticated electronic monitoring
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equipment. The capability has reduced significantly the number of station closures and the consequent
disruption to services and passengers that this causes. The rapid and proportionate nature of the BTP
response to such reports has also served to reassure rail staV at times of great uncertainty. BTP has also
worked closely with government departments other than TRANSEC and equipment manufacturers in the
development of a networked detection system.

13. The Analysis and Management if Anonymous Threats

Since the 1950s the railways in Britain have been subject to spasmodic threats, delivered most frequently
by telephone. Many of these threats were hoaxes, but a small proportion related to impending attacks. In
the 1970s and particularly in the 1990s, this tactic was refined by the Provisional IRA (PIRA) and
subsequently the Real IRA (RIRA). In response to massive disruption precipitated by anonymous threats
(following the murder by bombing at Victoria Station, in February 1991) BTP pioneered a bespoke system
of analysis and categorisation of all threats received by any agency where the railways or a railway location
was the perceived or actual target.

14. The process involves not only the recording and analysis of threats (and the outcome of every one
received and categorised), but the establishing of prior agreement of the railway industry to act in a certain
way to advice provided by BTP. (This agreement is also tied-in to security levels and policing action at the
locations threatened.) The success of this approach is unrivalled by any organisation elsewhere in the world.
Since 1992, almost 8,000 threat messages have been categorised by BTP. Of these, only 53 series of threats
have led to large-scale evacuation and disruption upon BTP advice at less than 100 locations. An explosion
or the discovery of a viable explosive device is linked to approximately 50% of this small proportion threats
assessed to be credible. In contrast, where BTP advice had been to continue services at the locations
threatened, no explosions occurred and no viable devices were found. Notable successes of these BTP/
railway specific procedures include:

— Oxford Circus station in 1994. A threat that was deemed imprecise by others was categorised by
BTP in a manner that led to an immediate evacuation. Following a stand-oV period and station
search, a BTP oYcer subsequently discovered a (PIRA-claimed) timed device in a litterbin at the
station entrance.

— South Quay Station in 1996. A series of bomb threats deemed non-credible by others was
categorised by BTP leading to an evacuation of the station and the immediate area. Within one
hour of this action, a device in excess of one tonne exploded in a vehicle adjacent to a railway bridge
at South Quay.

— Acton/Ealing 2001. A series of threats deemed non-credible by others was categorised by BTP,
leading to evacuation and suspension of local rail services. A BTP search team subsequently
located a RIRA-related time bomb at the side of the track beneath a bridge.

15. In assessing the success of this highly-focused approach, it is also useful to note the numerous
incidents where anonymous threats have not led to evacuation and have not disrupted rail services. The
procedures developed by BTP are now mirrored, in part, by the database administered by the Anti-Terrorist
Branch, but implemented under local arrangements by local forces. (While anonymous threats were not a
feature of 7/7 or 21/7, both series of incidents triggered increased levels of hoax calls.)

16. Counter-terrorism Training Specific to the Railway Environment

The railway is a unique policing environment. There are no compulsory baggage checks, identity checks
and very often, no checking of travel documentation. The environment—particularly beyond the public
areas—is complex. Within this environment ambiguous incidents can escalate rapidly and acts of terrorism
can merge into the background. Railway-specific training is therefore essential if over reaction is to be
avoided and real terrorism (whether in the attack or reconnaissance phases) is to be identified.

17. This specialist training has been significant in dealing rapidly and eVectively with ambiguous
scenarios as well as the response to live incidents. Particularly in terms of multi-agency deployments, BTP
oYcers have been able to use these unique skills to inform the decision making process in scenarios where
generalist counter-terrorist techniques would have proved counter-productive—and may actually have
increased risk.

18. DfT Support

Following exercise Osiris II a significant counter-terrorism live multi-agency exercise carried out in
London in 2003 the DfT accepted recommendations made in two key reports for the enhancement of the
BTP physical and technological response capacity.

19. This resulted in a one oV 12 month funding to triple the size of the Special Response Unit (from 8 to
24 oYcers), the provision of three specially fitted out response vehicles and the purchase of new and
advanced state of the art detection, identification and monitoring equipment. Nearly £2.5m was invested in
BTP for this purpose which has significantly added to the capacity and capability to protect the railways in
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London in particular and minimise unnecessary disruption due to false, but well-intended reports of
unattended items. Provision was also made for protective gas tight suits and breathing apparatus which will
permit oYcers to go into a contaminated area for a limited period to carry out more detailed analysis and
assessment of any source of concern.

20. In 2004, a further £900k was forthcoming from the DfT to purchase over 200 new and improved more
general lower level chemo-bio protective suits for trained BTP oYcers to man protected cordon areas
following any report of a suspect dispersal of such elements on the railway (or elsewhere in London under
combined force joint agreements).

21. Prior July 2005, both BTP and TRANSEC were working in concert with the Association of Chief
Police OYcer (Terrorism and Allied Matters) Business Area, and the Home OYce Scientific and
Development Branch, in trying to identify new and advanced screening technology which could be
eVectively utilised at selected stations.

22. Police Authority Support

The emergence of a truly independent Police Authority for BTP in 2004 saw the birth of a refreshing and
new acceptance of responsibility for the provision of an eVective and eYcient police service. The Police
Authority is submitting its own report to the Transport Committee (relating to increased numbers of
Explosives Search Dogs, Police and Community Support OYcers and constables) under separate cover.

23. Firearms

A measure not addressed in detail in this paper is the question of armed police support at railway stations.
At times of high alert, local Home OYce Forces are often stretched to capacity. BTP is the only non-Home
OYce Force in the UK not to maintain an armed capability (both Ministry of Defence Police and Civil
Nuclear Constabulary are authorised to carry firearms). The question of whether armed oYcers positioned
within target-rich environments such as railway termini actually a) reassures the public or b) eVectively
deters suicide bombers is open to diVering opinions. However, the general issue is being considered actively
by BTP.

24. Radio Communications

BTP maintains an analogue radio system that works throughout all deep tube stations (despite misleading
media comment post 7 July). Although not compatible with Airwave (BTP’s national system) it is an
extremely resilient means of communication, which LUL has pledged to support until BTP is able to migrate
to Airwave for underground communications. The Home OYce-led project to secure an Airwave solution
on the London Underground cannot complete its work before London Underground installs its own digital
radio system. (This is because Airwave will be sharing much of London Underground’s own infrastructure).
Therefore, full implementation may not be realised until 2008. In the meantime, an interim Airwave solution
will be available from March 2006. BTP is also closely involved in the work of the ESRLG (Emergency
Services Radio Liaison Group). One area of its focus is the provision of a number of bronze inter-operability
radios that would be held by individual organisations.

25. It has been reported recently that the inability of the MPS to use its radios on London Underground
is a result of their being a separate police force for the railways. This is inaccurate. If the MPS were to police
the Underground, the position regarding radios would be exactly the same. BTP carry two radios to have
access to a separate channel and this option is open to the MPS. Radio communication between the two
forces will be further enhanced when the MPS takes advantage of Airwave, although they have chosen to
be last on line.

26. Conclusion

From Irish republican attacks in the early 1990s (and before) to the present day, BTP-led innovations have
contributed towards improving the safety of the travelling public across Britain’s railways. Developments in
countering-terrorism have each been founded within a sound context of risk management. The approach
has also been significant in terms of ensuring that business interruption (for example, following anonymous
threats or the discovery of unattended items) is not caused unnecessarily. In addition to the obvious public
safety considerations, managing risk in thisway is vital both in terms of ensuring that (a) the railways remain
viable and (b) public confidence is not continually tested because of premature evacuations.

27. The current position—proved in such challenging circumstances in July of 2005—has been achieved
via a supportive governmental department and a professional outward looking Police Authority, via very
dedicated and professional police oYcers and staV. Despite notable successes, there much is still to be done
and no room for complacency from any quarter.
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Appendices:

1. Policing the new normality.

APPENDIX 1

POLICING THE NEW NORMALITY

Risk Management in the Railway Policing Environment

The railways, as a function of their 19th century design criterion, provide a means of public transport used
by millions of people each day, with no check on their identity, no screening of their belongings and very
few physical barriers to restrict their movements into or about the network. The bombings in London on 7
July 2005 exploited fully this “openness”. The attack was unprecedented in the history of railway-related
terrorism in Britain; not just in terms of the numbers of people killed and injured, but because of the modus
operandi adopted by the bombers. In other respects the individual incidents highlighted, once again, the
vulnerability inherent within the architecture of the open mass transit environment.

Perception of this vulnerability prior to 7 July is often considered more in terms of mass disruption, than
mass murder—as witnessed by Irish republican activity from the 1800s onwards. Analysis of previous
incidents in Britain, and taking into account railway-related events from further afield (for example, Tokyo,
Paris, Moscow and Madrid, to name but four cities attacked in recent years) only serve to reinforce the
railway’s regular status as a target of choice. The necessity to respond eVectively to multiple, simultaneous
attacks (including the numerous false and hoax incidents that invariably follow intense coverage by the
media) has been integral to the counter-terrorist strategy of British Transport Police for many years.

It was, and still is, possible to deter opportunist terrorists, ie, those who intend to “live to fight another
day”—and who are not too selective about their exact target. However, the reality of facing bombers whose
ambition it is to die during an attack poses fundamentally diVerent challenges to otherwise tried and tested
counter-measures. Within the context of so-called suicide attacks, for example, risk management measures
may be less eVective than we would wish if bomb-carriers are not interdicted before they reach a crowded
place (whether the crowded place within which they are challenged is their intended target or not). This
assumption, underwritten by hard-won experience in other regions of the world, raises significant doubts
about how best to identify and stop “suspicious” people in the absence of specific intelligence. This short
paper sets out some of the considerations and challenges faced by British Transport Police in the wake of
the July 2005 bombings. (The paper does not address the policing of London buses, which is managed under
local, not national arrangements.)

The July attacks were aimed exclusively at the country’s transport infrastructure, or more specifically, the
users of that infrastructure. Terrorism against the railways, as indicated in the preceding text, is not a new
phenomenon. Irish republican terrorists (IRT), for example, have been bombing the railways for over one
hundred years. Over time, this particular threat was ameliorated through a combination of railway-specific
counter measures, including high-profile police patrols, staV checking regimes, the use of CCTV and the
hardening of the environment. A combination of measures leading to a notable displacement of their
interest. The graph below (Chart 1) indicates the steady move away from station bombings—as well as
representing a more general displacement from the highly prized, but better-protected targets of central
London. Throughout the 1990s the railway remained a target of opportunity, but its stations and trains
featured less often as the targets of choice.
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In contrast to these earlier experiences, the July attacks of 2005 were launched by a breed of bomber who:

— Deliberately selected target-rich environments (ie, crowded tube trains, in tunnels, between
stations) with the intention of committing mass murder.

— Was not deterred by any of the target hardening measures deployed against opportunistic attack.

— Appeared unconcerned by the prospect of capture or compromise.
— Intended to die during the attack.

— Did not issue threats.

 
 

 

Map 1.Stations affected directly by explosions on three trains
on 7 July. (King’s Cross/Russell Square; Paddington
Edgeware Road; Liverpool Street/Aldgate.)

Much has been written about events on the 7th and, in particular, the scenes of devastation encountered
by the emergency responders, all of whom reacted promptly and with great courage. From the perspective
of British Transport Police, the scale of the incident began to become apparent soon after 09:00. OYcers
based at Aldgate, for example, not only heard, but also felt the explosion through the floor of the police
oYce—and early sitreps were received from oYcers at King’s Cross and attending Edgeware Road. While
any initial concerns about chemical attack were discounted quickly and pragmatically, the subsequent
explosion on a number 30 bus (diverted towards Russell Square because of the King’s Cross incident,)
highlighted the possibility that further attacks were imminent.

In addition to rescue and recovery work undertaken at the bomb scenes and the high-visibility policing
requirement at stations across Britain, the investigation (led by the Anti-Terrorist Branch at New Scotland
Yard) placed further demands on resources. Not least of which was the urgent requirement to identify,
collect and view CCTV images. On the London Underground network alone, over 17,000 tapes were
recovered. BTP was also involved intimately in setting-up and managing the temporary mortuary (described
by one Coroner as the gold standard for mortuary provision of this type). It is worth noting that during this
period other commitments—aside from day-to-day policing—included support to the G8 summit in
Scotland and the Live8 concert in London. In response to this exceptional event, BTP was able to re-deploy
oYcers from across England, Scotland and Wales. (One of the many advantages of being a national force
is the resilience aVorded by having identically trained and experienced oYcers available to support exactly
this contingency.)

Beyond these more general-policing concerns, it was clear in the days following the explosions that the
public’s perceptions of this highly-publicised risk followed traditional lines, but now incorporated a number
of new anxieties—many of which were heightened further by events on 21 and 22 July. For example,
although al-Qaeda and its aYliates are not known for issuing attack-specific threats, an increase in the
number of anonymous bomb threats was recorded. In June, for example, BTP categorised less than 20
threats (this figure represents a relatively quiet month). In July, that figure rose to over 70 (see Chart 2).
There is no evidence whatever that any of these threats were associated with previous attacks and the existing
BTP categorisation protocol led to no station evacuations or closures.
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Chart 2. Anonymous threats June and July 2005
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Similarly, the number of unattended items reported as suspicious increased from less than 50 In June, to
over 1,000 in July. In central London alone, over 300 incidents were dealt with by BTP’s Special Response
Unit (SRU) (see Chart 3). The SRU carries a wide-range of detection, identification and monitoring
equipment and, after assessment, no “unattended” item required the attendanceof bomb-disposal assets nor
led to the prolonged closure of a station. (The ability to deploy to multiple-scenes simultaneously meant that
the average partial closure time in London was less than 20 minutes.) This railway-specific response also
meant that hard-pressed EOD assets were not diverted from more ambiguous tasks elsewhere.
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Chart 3.Unattended items dealt with in central London, July 2005

Another issue to assume particular prominence in the wake of these attacks was the numerous sightings
and reports of “suspicious” people. (This was particularly noticeable after the Metropolitan Police Service’s
(MPS’s) operation at Stockwell, on 22 July.) The response to suspicious people is still being developed fully,
but events in July led to a number of changes to the briefings given to patrolling oYcers and Police
Community Support OYcers (PCSOs). These front-line oYcers involved in BTP high-visibility deployments
used Section 44 of the Terrorism Act (2000) extensively in the days and weeks after the bombings. The tactic
has been accepted without complaint by the majority of those stopped and continues to provide an
important component of reassurance policing. The “Section 44” searches are also perceived as invaluable in
terms of eVorts to disrupt hostile reconnaissance. Allied to this human-focused intervention, the systematic
deployment of explosives’ search dogs (ESDs) has proved particularly successful. The use of dogs in a
reassurance role is a measure that, in comparison to some other developments (the overt use of firearms
oYcers, for example) has been universally well received by the travelling public.

The searching of passengers and their belongings prior to entering stations or boarding trains is another
issue to be given higher precedence after 7 July. The practicalities associated with this procedure have been
reviewed periodically by BTP since the PIRA campaign of the 1990s and were subject to further review
following the al-Qaeda-inspired attacks in Spain (March 2004). In an absolute sense, there is clearly a role
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for screening to protect any target-rich environment. However, in relation to open mass transit networks,
it should be noted that any activities that cause a delay to passenger throughput run the risk of simply
moving the intended target (ie, people) from one side of a line, to the other. In relation to the threat posed
by “suicide bombers”, this is clearly an undesirable outcome. If it is accepted that these terrorists need to
inflict large numbers of casualties, rather than simply damage infrastructure, then target hardening, as a
concept, acquires a new significance. It cannot, for example, be assumed safely that any assets deployed to
reassure the public (ie, high-visibility duties performed in crowded locations) would also fulfil a deterrent
function. Nor, that any established measures would necessarily deter someone willing to take his or her own
life during an attack.

The July bombings, particularly the initial confusion caused by the failed attacks on 21 July, brought into
sharp relief the ability of first responders to confirm or discount the possibility that attacks might
incorporate a chemical, biological or radiological element. Since the Aum Shinrikyo (ASK) attacks against
the Tokyo Metro (March 1995), BTP has maintained an immediate response capability designed to address
this requirement. On the 21st, for example, specially trained and equipped oYcers were able to confirm not
only the absence of potentially hazardous chemical materials, but also that readings obtained on the day
were consistent with existing profiles. The reassurance provided by the Special Response Unit (SRU) that
no chemical or radiological hazard was detectable, or otherwise apparent, was vital in informing the
decision-making process concerning cordons and the decision to reopen the London Underground network.

In summary, the multiple-attacks in July 2005 reinforced the requirement to deploy to several incident
scenes simultaneously, against a background of great uncertainty. The specialist knowledge of BTP oYcers
on site and the close working relationship with colleagues from other agencies (especially the MPS) quickly
discounted concerns about possible chemicalattack and secondary devices. This greatly expedited the rescue
process and the return to normality. BTP’s detailed understanding of the rail environment also contributed
to the eVective management of unattended items. The importance of this combined skill set should not be
underestimated. It is, for example, diYcult to maintain an impression of business as usual if services are
subject to long delays because every item of lost property is being treated as a viable explosive device. Many
of the lessons learned from previous railway-related incidents were applicable to the scenes encountered on
7 July. However, the threat posed by “suicide-bombers” raises fundamental questions about the
applicability of existing procedures used to reassure the travelling public, screen passengers, deter terrorists
and detect potentially hazardous devices.

The nature of the attacks against London’s mass transit system on 7 and 21 July raised a number of new
concerns associated with managing terrorism-related risk. While existing procedures coped well—
particularly on the 7th—there is a clear need to review how the risk associated with this type of attack will
be managed in future. This process is still being developed but involves (a) building upon those aspects of the
response proved to be eVective and (b) not assuming that subsequent attacks will necessarily follow identical
patterns. It is also important to acknowledge that within the context of a truly open mass transit system,
while risk can be managed, vulnerability can never be eliminated completely.

December 2005

Memorandum from London TravelWatch (TS 14)

As you know, London TravelWatch is the oYcial representative body for the travelling public of London.

We have noted with interest your Committee’s decision to hold an inquiry into “steps taken to protect
the travelling public from terrorist violence”, and welcome this initiative. We have studied your Committee’s
preliminary report on UK Transport Security, published last month, and keenly await the findings of its
further work on this topic.

Passengers in London (including those on flight PA103, which took oV from Heathrow before exploding
over Lockerbie) have had the misfortune to be the victims of such actions more frequently and on a more
savage scale than anywhere else in Britain. So we are acutely aware of the importance of doing all that is
reasonably practicable to deter and forestall them.

But, at the same time, we recognise that a diYcult balance has to be struck between the need to secure the
safety of passengers and staV and the need to ensure that the transport systems continue to function with a
minimum of inconvenience and delay. They are the arteries which make possible the economic and social
vitality of our city, and any avoidable congestion of them must be prevented. Indeed, it is precisely because
of the damage which flows from interruptions to the free flow of transport that those who wish to launch
attacks on us all make the transport systems their first choice of targets.

As a lay body, we are not in a position to oVer informed comment on the specific matters listed in your
Committee’s notice, since these are addressed primarily to the role of the Government and to the lessons
learned by both it and the industry from the experience of other countries which have also experienced such
attacks. But there are two basic principles which we believe should be observed in the development of
counter-terrorist programmes, and which we commend to your members’ attention.
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First, we believe that the eyes and ears of the millions of daily users of London’s road and rail networks
are a vital resource. Passengers must continue to be given every encouragement and opportunity to report
suspicious objects and patterns of behaviour, and their alertness should be regularly reinforced by
appropriate announcements, posters, etc. This campaign should be coupled with one reminding them of the
need to ensure that they do not inadvertently cause alarms and delays through innocent actions which could
be capable of misunderstanding, eg by leaving bags unattended on vehicles or at terminals.

Second, we believe that counter-terrorist systems and procedures should be as unobtrusive and
unobstructive as possible. No reasonable person could object to the installation of passive detector
equipment of the kind now commonly found at the doors of shops or public libraries to prevent theft (any
more than there is any objection to the now-widespread use of CCTV through the transport industry). Nor
is there likely to be much complaint about the presence of sniVer dogs, if they are kept under proper control.

But, equally, it would be impracticable to introduce into mass transit systems the kind of security checks
(including bag scanners and body searches) now installed at the public entrance to the Palace of
Westminster. It has been the clear view of London Underground in its discussions with us that none of the
detector technology now on the market is suitable for use at the entrances to its stations or on its trains. As
a member of Comet (a world-wide consortium of major urban metro operators), London Underground is
aware of the global state of this art, and we have no grounds on which to challenge or disbelieve its
judgement.

At its invitation, we have recently met Transec (the security division of the Department for Transport) to
discuss its plans for the forthcoming trialling of explosives detecting equipment at a number of locations on
the rail system, starting with the Heathrow Express platforms at Paddington. The purpose of these trials is
to assess how well equipment which is already in use in other, more closely controlled environments (such
as the departure gates at Waterloo International and many airports) performs in the challenging context of
ordinary railway stations where it may be aVected by dust, variations in temperature, electromagnetic
radiation, etc. Passengers will be invited at random to submit themselves and their luggage to scanning, but
participation will be entirely voluntary. Part of the purpose of the test will be to discover not only whether
the various devices to be tested are capable of detecting explosives reliably when they are present but also
whether the number of “false positive” readings can be kept to a level suYciently low as to be manageable.

As far as we have been able to ascertain, such equipment has not been deployed for routine use in any
mass transit system in the world, and we would have considerable reservations regarding any proposal to
introduce in it London unless the obvious problems of delay and congestion can be overcome. We agree
that it is important that the Department and the public transport industry should be in the forefront of any
potentially useful developments in this field, and we will observe with interest the outcome of these trials
(and a parallel programmeof qualitative research to passengers’ attitudes and perceptions).But, for the time
being, we feel that it is necessary to reserve judgement on whether and when—if ever—the technical state
of this art will be such as to make the general introduction of detectors onto stations (and even, potentially,
onto vehicles) a realistic possibility.

December 2005

Memorandum by easyJet Airline Co. Limited (TS 15)

Introduction

easyJet welcomes the Transport Committee’s inquiry into steps taken to protect the travelling public from
terrorist violence. In particular, the Transport Committee has correctly identified the importance of looking
at the issue across the transport modes. In easyJet’s view, it is crucial to appreciate the distinction between
the nature of the threat to our transport systems and the safety measures required to address the varying
risks across the transport modes. In easyJet’s view, there is a lack of consistency between threat assessment
and risk assessment across the diVerent modes of transport.

In the aftermath of the 11 September 2001 attacks, air transport is in a unique position to oVer insight
into the issues at stake and the best way forward to protect the UK’s transport systems from violent attacks.
Within the UK alone, easyJet has 10 bases (Belfast, Bristol, East Midlands Nottingham, Edinburgh,
Gatwick, Glasgow, Liverpool, Luton, Newcastle and Stansted airports) and also operates services to and
from Aberdeen, Bournemouth, Doncaster and Inverness airports. With over 30 million passengers per year,
easyJet is fully supportive of any improvement to the current regime governing transport security.

This paper sets out easyJet’s written evidence for this Inquiry.
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Threat Assessment

Requirement to clearly distinguish threat from risk

The Government’s assessment of the terrorist threat to the UK’s transport infrastructure is over-
complicated. In easyJet’s view, this is explained by the Government’s genuine attempt to provide industry
with specific information when communicating the level of threat. The problem lies in the Government’s
eVorts to diVerentiate the threat for diVerent transport modes. In doing so, basic principles of threat and
risk assessment become confused.

Whilst the Security Service must rightly assess the threat from terrorism to national interests, this should
be communicated as oneclear national threat level for all transport modes. Once the national threat has been
identified, a separate assessment is required for the residual risk(s) attached to it. This is where the Transport
Committee’s inquiry should focus the debate. There is no doubt that the threat to transport is well
understood and that combined with a relatively high threat, the inherent risk is therefore also quite high.
However, diVerent levels of countermeasures on the diVerent transport modes result in diVerent levels of
residual risk for each mode. This is the key area of risk management on which the Department for Transport
should focus its eVorts.

Risk Assessment

A consistent framework that can be applied across all transport modes and at local level

This brings us to the heart of the matter and where air transport oVers a particular solution for all
transport modes. There needs to be a consistent framework for risk management within which risks can be
adequately addressed. The primary role of the Department for Transport is to determine the baseline
countermeasures necessary to mitigate the inherent risk on each transport mode.

In air transport, the vehicle for risk management is the National Aviation Security Committee and any
measures are communicated through the National Aviation Security Programme. Local risk assessment is
carried out at individual airports through the process of a Multi Agency Threat and Risk Assessment
(MATRA). This process was created following the recommendation of Sir John Wheeler in his review of
airport security, which was commissioned jointly by the Department of Transport and the Home OYce after
the robberies at Heathrow in February 2002. MATRA provides an opportunity to identify specific local
vulnerabilities and to tailor local counter measures to mitigate residual risk. It also provides for the
allocation of clear accountabilities for risk mitigation, delivery of counter measures and quality control.

In easyJet’s view, this is a successful process which should be extended to other transport modes.

Clarity of Responsibility

Remove existing confusion between the Government, Police and Industry

In easyJet’s view, the main failing of the current system for air transport relates to policing. Whilst the
Government will determine policy, industry is charged with the implementation of such policy. However
there is a lack of clarity over the responsibilities entailed in practice, which stems from the confusion on
national threat and risk levels. This lack of clarity is particularly evident in the policing responsibility as seen
on 8 July 2005 with three diVerent threat levels within the boundaries of Gatwick Airport: the lowest on
aviation pertaining to the Restricted Zone, a higher level for the public landside areas, and a critical level
pertaining to the railway platforms.

The Police have a role in developing contingency strategies to cope with managing residual risks that
cannot be entirely eliminated. It is diYcult to develop a cohesive risk mitigation policy when there are 43
Chief Constables with autonomy. Furthermore, there is reluctance on the part of the Police to share their
rationale for the airport policing plans. The result is clear: the Police struggle with residual risk and therefore
have become risk averse. The police provide a response capability rather than mitigation.

This situation could be improved by extending the role of the British Transport Police to cover all modes
of transport, including aviation. This would have the benefit of placing all the responsibility for risk
management and contingency plans under the Secretary of State for Transport. It would facilitate clear
accountabilities and allow a MATRA framework to work more eVectively as a collaborative eVort to
manage risk rather than a competitive forum for obtaining funds and resources. easyJet believes that the
perennial arguments over funding would be eased by this shift in responsibilities and by having a similar
framework for the diVerent modes of transport there would be avoidance of one form of transport receiving
preferential subsidy over another.. All of this would result in one clear, cohesive security plan for each
individual airport, port, station and depot. Clearly this is something that all stakeholders would welcome.
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Conclusion

In conclusion, easyJet commends the Government for its handling of and response to the events of 7 and
21 July 2005. Unlike the response of the US Administration to 9/11, there was no knee-jerk reorganisation
of Government and no panic introduction of unreasonable and ill-considered counter measures. However,
easyJet believes that the time is right to consider in depth the issues raised by the Inquiry and therefore urges
the Committee to consider the following proposals:

1. The publication of one national threat level and diVerent inherent risk levels for each mode of
transport.

2. Adopt a MATRA framework across all modes of transport to determine and manage local
vulnerabilities and residual risk.

3. Security policy, including policing, to rest with the Secretary of State for Transport tomitigate inherent
risk on all modes of transport.

The issues raised by the Committee are fundamental ones and any debate is greatly welcome. easyJet looks
to the Committee to make a recommendation to the Government along the lines mentioned above. easyJet
hopes this evidence proves informative and we remain at the Committee’s disposal to provide any further
information or oral evidence it may require.

December 2005

Memorandum from the Parliamentary Advisory Council for Transport Safety (PACTS) (TS 16)

1. The Parliamentary Advisory Council for Transport Safety (PACTS) is a registered charity and an
associate Parliamentary Group. Its charitable objective is, “To promote transport safety legislation to
protect human life”. Its aim is to advise and inform members of the Houses of Parliament on air, rail and
road safety issues. PACTS brings together safety professionals and legislators to identify research-based
solutions to transport safety problems having regard to cost, eVectiveness, achievability and acceptability.
We welcome the opportunity to contribute to the current inquiry.

2. PACTS is a transport safety research group, as distinct from transport security. As such, this
submission will address the road safety implications of increased risk to the security of transport systems;
the submission does not directly address the terms of reference. However, it does highlight a potentially
unintended consequence of policy decisions.

3. Since the terrorist attacks on the London Underground of early July, there has been increased concern
about the future security of the British transport system, in particular the mass passenger transit systems.
This is indeed an important issue which requires a considered and informed response.

4. The passenger transport systems have developed over the past century as an open network, able to
move large numbers of passengers eYciently and on the principle of ‘turn up and go’. At the same time, they
have retained an admirable passenger safety record across millions of journeys each day: in 2003-04 there
were 10 fatalities across the rail network in England, Scotland and Wales, nine of which were caused by road
user misuse of level crossings.1

5. By way of contrast, in 2004, 3,221 people died on roads in Great Britain and 31,130 were seriously
injured. Although the United Kingdom has the safest roads in Europe on the basis of deaths per 100,000
head of population, road death is the biggest cause of accidental deaths for everyone under 49 years of age.2
Should the recently announced trial of airport-style scanners on the Heathrow Express be applied more
widely, as well as sniVer dogs, restricted entries and exits and other security procedures, there is likely to be
modal shift from rail and bus on to the roads as passengers seek to avoid the inconvenience caused by these
interventions. This would increase the likelihood of death or injury due to a road trauma.

6. PACTS is therefore concerned that any measures implemented to deal with terrorism-related security
on mass transport systems are carefully analysed for their safety implications. The Committee may not have
considered this when it expressed its support for the Heathrow Express scanner trials in the inquiry’s
preliminary report.

7. This debate perhaps hinges on the notion of acceptable risk. It is true that there is a higher risk of death
or injury in a car accident than a terror-related mass transit attack. An article recently published in Injury
Prevention3 compared the rate of death due to international terrorism and death by road crash in 29 OECD
countries; the study found that the annual average rate of road fatalities was nearly 400 times that of death
as a result of a terrorist act.

1 Health and Safety Executive, Annual Report on Rail Safety 2003–04, p29.
2 OYce of National Statistics, Road Casualties Great Britain: 2004 Annual Report.
3 N Wilson, G Thomson, Injury Prevention 2005;11:332–333.
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8. PACTS would support a response to the very serious issue of mass transport security that is not unduly
disproportionate with this risk. It may be of interest to this Committee that the House of Lords Economic
AVairs Committee is currently conducting an inquiry into the Government’s policy on the management of
risk. Whilst the terms of reference for this inquiry cover a wider remit than transport, it is important that
risk of death is seen in a broader context.

December 2005

Memorandum from industry members of the National Aviation Security Committee (NASC) (TS 17)

Introduction

This response to the Select Committee’s enquiry is prepared by industry members of the UK’s National
Aviation SecurityCommittee (NASC), as namedand undersigned below. We represent onto that committee
the interest of the UK airline and airport operators as well as those of foreign based airlines operating into
and out of the UK—and on all of whose joint behalf this submission is presented.

Substantive Submission

NASC is a joint government/industry committee established to inform the development of the National
Aviation Security Programme and the strategic development of the appropriate security measures, to
promote the proper implementation of such measures, and to ensure thereby that the threat to aviation, both
in the UK and overseas, is properly understood and eVectively managed. In addition to senior members of
the Department’s Transport Security Directorate (TRANSEC) and other Department oYcials, the
government is represented by senior oYcials of the Home OYce including representatives of the Police,
Border Agencies and Special Branch. NASCprovides a vital senior stakeholder forum for addressing the full
range of aviation security issues, both domestic and international, and takes a holistic and forward looking
approach.

Industry members of NASC (the undersigned) are firmly committed to the principles, motivating purpose
and strategic objectives of NASC, and are strongly supportive to the principles of eVective collaboration
and mutual consultation which underpin and direct its working. For the purpose of this response and
submission, the industry members of NASC would particularly highlight and commend the following detail
principles which guide the work and enhance the value of this joint government and industry initiative:

— promoting the principle that measures should be based on a proper assessment of risk and
proportionate to the threat;

— recognising the need to pursue eVective securitỹ facilitate air travel through the development of
measures that are as simple as possible and sustainable, being both practicable and capable of cost-
eVective implementation;

— recognising the importance of a consistent approach linked to international baseline standards set
by the EU and ICAG; and

— anticipating, where possible, major future developments likely to aVect the aviation industry and
the delivery of security, including commercial trends and technological advances.

NASC, and the detailed work taken in sub-committee, coordinates national level input into the local
development of individually focussed and cohesive airport security plans. Each airport has established a
multi-agency threat and risk assessment (MATRA) committee involving all security stakeholders to develop
a risk register, identify the main threats, assess the likelihood of those threats materialising, consider how
they might be mitigated, and identify who should take the necessary action. The resultant joint security plan
ensures that security controls take due account of individual airport characteristics, and promotes the
eYcient and eVective use of government and industry resources in the mitigation of risk. Each airport also
has established an Airport Security Committee to oversee security arrangements. Agencies represented on
Airport Security Committees are responsible for implementing security plans and keeping them under
review under strategic direction from NASC. Industry endorses this approach as it promotes and sustains
sharing of information and intelligence, joint working, and trust between all participating agencies.

Industry believes NASC, MATRA and Airport Security Committees to be key elements in protecting the
travelling public and others from terrorist violence directed at aviation, and considers it vitally important
to their work and success that the above principles and related processes should continue to be promoted
and firmly maintained. It is particularly essential that theseprinciples should beupheld and retained eVective
in the face of future possible threats and contingencies, and, most essentially, should in no case be
compromised through external pressures be they public, media or extra-UK (eg EU) driven. Industry
commend the above for consideration by the Select Committee.



Page Type [O] 18-12-07 18:52:22 Pag Table: COENEW PPSysB Job: 376831 Unit: PAG2

Transport Committee: Evidence Ev 97

Signed:

For and on behalf of all industry members of NASC:

Peter Brown
Managing Director, Monarch Airlines

Mike Carrivick
Chief Executive, Board of Airline Representatives–UK

Alex Grant
Chief Operating OYcer, bmi

Richard Heard
Managing Director, Birmingham International Airport

Keith Jowett
Chief Executive, Airport Operators Association

GeoV Muirhead
Group Chief Executive, Manchester Airports Group plc

Neil Pakey
Chief Executive, Peel Airports Limited

Cohn Sharples
Director Industry AVairs & Environment, Thomsonfly

Lyell Strambi
Chief Operating OYcer, Virgin Atlantic

Mike Szucs
Chief Operating OYcer, easyjet

Tony Ward
Group Services Director, BAA plc

Robert Webb QC
General Counsel, British Airways

Roger Wiltshire
Secretary General, British Air Transport Association

December 2005

Memorandum from Merseytravel (TS 18)

It waswith great interest that I followed the initial evidence sessionheld aspart of the “Travelling Without
Fear” inquiry. This is a timely inquiry and we welcome the opportunity of submitting a memoranda.

Summary

We would concur with the Secretary of State for Transport in observing that for modes of transport which
require more “open access” networks, for example bus as opposed to rail, the familiar “airport security”
approach to anti-terrorism becomes unworkable. It is our suggestion that by focusing upon securing
networks against all crime types there is a “diVusion of benefit” that includes making public transport less
attractive as a target for terrorists. Demonstrating an eVective response to common crime will improve
passenger confidence and facilitate their travelling without fear. Specific attention should be given to the
introduction of a national Incident Reporting System for public transport related crime which, outside of
the rail network, is entirely lacking. In addition TRANSEC should consider adopting the bus network into
its remit although we acknowledge that without massive resource implications the role would be to advise
on and set national standards for the industry.

Merseytravel

As you know, Merseytravel is comprised of the Merseyside Passenger Transport Authority (MPTA) and
Executive (MPTE) acting together with the overall aim to provide a single integrated transport network for
Merseyside which is accessible to all.

In planning and procuring major elements of the public transport system, Merseytravel operates socially
necessary bus services, rail services, maintains bus operations, owns and operates Mersey Ferries, operates
the Mersey tunnels, provides a range of prepaid and concessionary tickets, produces and distributes
timetables and implements the local transport plan for Merseyside with our district council partners. An
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underlying theme across all of the services we provide is the safety and security of the travelling public.
Merseytravel has worked hard to make sure we have the best security and emergency procedures in place
so that we can minimise the risk of a terrorist threat, and its implications were it to occur.

TRANSEC

We have always ensured our full co-operation with Government and its agencies on security issues.
However, we believe that it is a strategic error that buses are not included as part of TRANSEC’s remit. The
industries currently regulated are aviation, maritime, railways, the Channel Tunnel, London Underground
and now all industries in respect of the security of dangerous goods in transport.

More than 200 million journeys are carried out in Merseyside across all modes every year. 34 million of
these are by rail but 164 million are by bus.

Without TRANSEC’s involvement security issues are, therefore, left to a combination of Passenger
Transport Executive, Local Authorities, local Police forces and private bus companies. These private
companies also have their own commercial considerations. We believe that a more strategic, centrally-based,
approach should be adopted for buses as well as other parts of the transport system. In this way a national
“minimum” standard could be devised and required of all operators.

One of our activities is the research and trialling of new initiatives and technologies and we have recently
written to TRANSEC to explore the opportunities for working more closely with them and for trialling
transport security measures in and around Merseyside. We believe that new measures of transport security
should be explored throughout the UK and not solely in London. This is something that the Government
has recognised but we believe that a more active engagement is required and have sought to initiate this.

Security at all Levels

We appreciate that the Government has to demonstrate clearly its commitment to protecting the
travelling public and often does this through large, set-piece initiatives and announcements. These, of
course, have a role to play in security but, we believe, there is a need to recognise that a more holistic
approach is required. In our memoranda for the first evidence session, we detailed the TravelSafe initiative
that Merseytravel is undertaking. We wish to take this opportunity of placing this in the wider context of
the protection from terrorist violence. It is our contention that a relationship exists between common types
of crime and the exceptional incidents of terrorism.

The goal of TravelSafe is:
“To work as partners to create a public transport system that oVers the opportunity for all
members of the community to travel safely and without fear”.

The initiative involves Merseytravel working in partnership with, amongst others:

— Bus operators.

— Network Rail.

— Rail Passengers Council.

— Merseyside Police.

— British Transport Police.
— Crown Prosecution Service.

— Government OYce for the North West.

— Safer Merseyside Partnership.

— Crime and Reduction Partnerships from across Merseyside.

TravelSafe is a cross-industry initiative to work towards a safer public transport system for all. Its aims
are to:

— Build strong links with public transport users.

— Deliver meaningful crime prevention messages in an interactive and friendly environment.

— Establish lasting relationships with schools.

— Reduce crime and disorder across the public transport system.

— Encourage people to use public transport.

— Help provide reassurance to public transport users.

As the Secretary of State has acknowledged taking action to make the bus network more secure against
terrorist attack will require a diVerent approach to that taken for other modes. We would suggest that a
network that is robust in defence of its passengers against crime will also oVer reassurance and a measure
of defence and resilience to terrorist attack. The most obvious example of this type of base level action is
CCTV on buses. This acts not just as a deterrent but also assists in the collection of evidence, making buses
a less attractive target. If acts of crime and vandalism can be carried out on the transport system then it is
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obvious that there is also a security issue to be addressed. We have made a great deal of play in making anti-
crime actions, such as the installation of CCTV, highly visible to the travelling public so that are given the
reassurance they seek.

We have made capital grants available to the operators to install suitable CCTV systems which are to
evidential standards.

For instance, by recruiting a specialist crime analyst, we have been able to develop the specifications,
design, develop and implement an Incident Reporting System (IRiS) which conforms to the Police National
Intelligence Model The IRiS system can then help us to identify where current weaknesses in the systems
are, make a judgment about the level of eVectiveness of measures, such as CCTV, and see where attention
needs to be focused going forward. This level of information informs our decision making about the
measures that are introduced. We would contend that the IRiS system can be rolled out nationally. A copy
of the most recent “IRIS” report is appended for information and reference.

We do not believe that the DfT, or other departments, have accurate figures on the number of crimes on
public transport or the cost. We conservatively estimate it to be in excess of £100 million per annum. Figures
suggest that the usage of public transport would rise by around 11.5% nationally if common crime issues
were tobe addressed eVectively. A clear demonstration about the eVectiveness and resilience of the transport
system would also help to make it look less of an “easy target” for terrorists.

We have also established a protocol with Merseyside Police which means that they now accept any
intelligence that we gather as we meet the format and standards they require. This level of interplay is
proving invaluable.

Transport for London is often able to take the lead on many such issues but this is often because of the
much bigger budget that it enjoys. For instance in its “TfL and Transport Policing Fact Sheet” they identify
a commitment of over £120 million a year to policing services. Our settlements do not allow for such
spending and the danger is that best practice, from wherever it originates, cannot be pursued and that the
travelling public outside of London are less well protected.

Any cost benefit analysis of security measures on open transport networks will identify that
implementation must be targeted at crime with the benefit extending to counter terrorism. To illustrate the
point if a bus based CCTV system can provide high quality, easily retrieved images of a bag being stolen,
then the evidence will also be there of someone leaving a bag on a vehicle.

One of the biggest impacts that we can have on terrorism is by having a secure network for all issues of
personal security.

Recent Experience

As well as putting the base level requirements in place, strategic relationships and protocols are required
between the emergency services and those responsible for delivering transport. Merseytravel is a key and
active participant in the emergency planning process alongside Local Authorities and the Emergency
Services. We continue to take part in exercises to gauge Merseyside’s preparedness for major disruptive
events.

We have in place tested and reviewed systems and processes to respond positively to an emergency so the
Merseytravel can:

— take the lead for accurate and timely provision of public transport on Merseyside during and
following any major disruptive event including information provision;

— take or direct persons under threat from immediate danger in accordance with the directions of
the relevant Authority. If required by the Incident Commander, to facilitate access to the
emergency area;

— enable Merseyside to be in a position to recover speedily, guided by Merseytravel experience and
the requirements of the relevant Authorities; and

— oVer Merseytravel staV the support they need if they have been exposed to traumatic events.

We recently had to put our emergency procedures to the test. The incident was not terrorist related but
a train derailment in an underground tunnel—thought to be caused by a problem with the track.
Nevertheless, the incident gave us the opportunity to evaluate our procedures and the feedback was very
positive; no one was hurt or seriously injured, everyone was evacuated from the tunnel quickly and we were
able to get services running to a satisfactory level on most of the network within 12 hours and minisise
disruption across the whole network while the incident was being investigated. We were able to learn lessons
from that experience to ensure continuous improvement in our procedures.

Unlike many other bodies, Merseytravel has to prepare for emergencies across a range of operations:

— Ferries.

— Tunnels.

— Bus services.
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— Bus infrastructure.

— Rail, including an underground section with five very busy stations.

Conclusion

All parts of the UK’s infrastructure need to work together if the public, and in particular the travelling
public, are to be properly protected. In the medium-term the next stage of security planning should be to
bring all parts of the UK’s infrastructure together in terms of their prevention measures and contingency
methods. In this, I would endorse the recent words of Dr Sandra Bell (“Thinking The Unthinkable”,
Whitehall & Westminster World, 8 November 2005).

The Department has an opportunity to strengthen, still further, security planning and build on its
excellent work to date. A recognition of the interdependence between all elements of the UK’s infrastructure
the Department would open further opportunities for this strengthening to continue.

We would like to wish the Committee every success in its inquiry and would be happy to contribute further
if this would be useful.

December 2005

Memorandum to ThruVision Ltd (TS 19)

PASSIVE IMAGING OF CONCEALED THREAT OBJECTS ON MOVING PEOPLE

1. Introduction

The UK travelling public is currently faced with a hitherto unprecedented level of threat in public places.
There is a pressing need for a new technique to non-invasively determine at a distance whether walking
members of the travelling public are carrying concealed threat objects (explosives, weapons etc).

In the past two years, a solution to this need has emerged from research carried out in a UK government
Laboratory near Oxford (Rutherford Appleton Lab). ThruVision Ltd, a UK spin-out company from
Rutherford Appleton Lab was set up in early 2004 to develop products to specifically address this need. The
British Government, through Rutherford Appleton Lab, retains a minority equity holding in ThruVision
Ltd.

2. ThruVision Technology for Homeland Resilience Applications

ThruVision technology is important from a homeland resilience perspective for the following reasons:

1. It is completely passive—Concealed threat objects concealed under several layers of clothing are
imaged without illuminating the subject with any form of radiation.

2. Concealed objects are imaged on moving people at a distance—thereby avoiding “choke point”
issues associated with fixed “portal” screening locations.

3. Threat objects concealed on the person are imaged in high contrast without revealing anatomical
detail. This minimises many obvious civil liberty concerns.

4. Both non-metal and metal concealed objects are imaged, including: explosives, ceramics, plastics,
weapons, narcotics etc. (both indoors and outside).

ThruVision technology is known as passive terahertz imaging.4

3. Prototype Trials Imaging Concealed Threat Objects

ThruVision’s prototype has successfully imaged various threat objects on people at a distance.

4. Products

The company recently announced availability in 2006 of products specifically designed for passively
imaging concealed objects on walking subjects at a distance. These products will be further enhanced and
improved as this new technology matures into a range of passive imaging solutions.

4 Terahertz waves are naturally produced by all objects and people. They occupy part of the electromagnetic spectrum between
infra red and radio waves. Terahertz waves pass through clothing materials and even some building materials.



Page Type [O] 18-12-07 18:52:22 Pag Table: COENEW PPSysB Job: 376831 Unit: PAG2

Transport Committee: Evidence Ev 101

5. Avoidance of “Choke Points”

ThruVision technology, as initially applied, is wholly unlike “portal” imaging or detection systems that
require the subject to stand stationary, inside, or adjacent to the unit. Requesting subjects to remain
stationary introduces “choke points” and greatly impedes traYc flow. Such systems may be inappropriate
for busy transport hub locations. ThruVision technology, in contrast, could discretely (or covertly) image
the walking travelling public without impeding traYc flow. ThruVision technology is compact and portable,
and therefore suitable for rapid deployment in diverse environments to suit evolving operational needs.
Thruvision technology can also be deployed in portal based application areas.

6. Operation Without any External Illumination

ThruVision technology operates in diYcult environments without any external illumination (an obvious
example being the London Underground). This is possible as ThruVision technology detects the natural
terahertz waves produced by all objects and people. No natural skylight or artificial illumination is required.
This enables considerable flexibility for use in diVerent locations, indoors or outside.

7. The Importance of Staff Training and Integration with CCTV Automated Alert Systems

We appreciate that having the right technology is only part of the solution. Image display that is not
fatiguing for security operators, and integration with existing CCTV automated alert systems (thereby
reducing reliance on the human eye) will greatly assist wider deployment of this technology. With this in
mind, ThruVision would very much like to participate in the wider homeland resilience discussion
stimulated by the Transport Select Committee concerning operational requirements for this technology to
enhance product oVerings for the future.

8. Future Trails for Transport Applications

The company feels that it possesses a leading-edge British technology that can significantly assist in
strengthening the UK’s homeland resilience position. ThruVision believes that our technology and product
portfolio could become an essential item in the CT armoury. ThruVision therefore informs the Transport
Select Committee that it would welcome the opportunity to be invited to participate in any future “real
world” transport security screening trials for homeland resilience applications. The company invites further
discussion with members of the Transport Select Committee and would be pleased to answer any further
questions arising.

December 2005

Memorandum from Hutchison Port Holdings (TS 20)

SMART AND SECURE TRADELANES—SUPPLY CHAIN SECURITY

I. Summary

1. Based on experience gained between 2002 and 2004, Hutchison Port Holdings is promoting the Smart
and Secure Tradelanes and Supply Chain concept because it wants to operate in a safe environment and
considers that the pilot project would prove that the private sector can actively contribute to securing the
supply chain. The pilot project will also contribute to the acceptance of the currently developed customs
security legislation, and it will show the importance and added value of pre-arrival information, risk
management, combined with the Authorized Economic Operator concept and the use of technology.

2. The RFID technology and its applications in the maritime and supply chain industry will require ISO
Standards. These are being discussed at the moment. The Integrated Container Inspection System (ICIS)
promotes non-intrusive inspection by scanning sealed containers at cargo terminals in the normal flow. It
demonstrates to Customs authorities and the global port community that it can scan all export containers
as part of a terminal’s normal operations without impeding traYc, and that the information it provides will
support customs and other authorities’ eVorts to identify high-risk containers. It provides a real-world path
to an incentive-based Green-lane system.

3. The economic analysis made by the Stanford University Global Supply Chain Management Forum,
concluding that there was a potential benefit of $378–462 per container, has been confirmed by the results
of a recent AT Kearny analysis published in 2005. This study states that the supply chain executives estimate
the total average benefit per container from an end-to-end RFID tracking solution to be approx $1,150 per
container and this is without taking into consideration the improved eYciency and additional benefits
gained through the fast-trail green lane qualification.



Page Type [E] 18-12-07 18:52:22 Pag Table: COENEW PPSysB Job: 376831 Unit: PAG2

Ev 102 Transport Committee: Evidence

II. Introduction

4. Hutchison Port Holdings (HPH) is a wholly-owned subsidiary of the multinational conglomerate
Hutchison Whampoa Limited (HWL). HPH is the world’s leading port investor, developer and operator
with interests in 20 countries throughout Asia, the Middle East, Africa, Europe and the Americas. Today,
HPH operates in a total of 41 ports together with a number of transportation-related service companies. In
the UK HPH operates The Port of Felixstowe, Harwich International Port, and Thamesport through its
subsidiary, Hutchison Ports (UK) Ltd.

5. Following the 9/11 terrorist attacks, protecting the supply chain from a further attacks has become a
priority for most major trading countries. As a result, many initiatives have been taken:

International: IMO/ISPS
World Customs Organisation (WCO) Framework of Standards for securing
international supply chains and facilitating legitimate trade

US-led CSI; 24-hour rule; CTPAT
EU-legislation: Ship and Port Facility Security

Port Security Directive
Regulation amending EU Customs Code to include security provisions

Private initiatives: Strategic Council on Security Technology
Smart and Secure Tradelanes

6. Transport Security will be an ongoing concern in the coming years, where both the public and the
private sector are involved as stakeholders. The challenge is, and will be, to reach the highest possible level
of security for the supply chain without jeopardizing trade, while keeping administrative requirements to a
minimum. Therefore, co-operation between the transport industry and the authorities in countering the
threat of future terrorist strikes is essential.

III. Hutchison Port Holdings and its Commitment to Supply Chain Security

7. Almost immediately after the events of 9/11, some private companies realized that they had to
contribute to the security of the supply chain. HPH was one of the founding members of the Strategic
Council on Security Technology. Other members included previous oYcials of the US Army Material
Command, US Department of Defense Transportation Command, Commissioner of US Customs, US
Department of Transportation, technology companies such as Qualcomm Wireless Business Solutions and
Savi Technology, fellow port operators PSA and P&O Ports; the Stanford University Global Supply Chain
Management Forum, Prof Hau Lee.

8. The purpose was to analyse and pioneer adoption of new security procedures aimed at eYciently
securing the global supply chain, and to take concrete material actions to secure these chains. Industry
directed and funded, it was focused on real-world operational and economic results. The trade participants
came from a large number of industries and countries. Shipments were from Singapore, Hong Kong,
Chiwan, Shakou, Yantian (Shenzhen China), Kao Hsiung (Taiwan) and Laem Chabang (Thailand) to
Tacoma, Seattle, Los Angeles and Long Beach as well as from Rotterdam, Antwerp and Felixstowe to New
York/New Jersey, Houston, Charleston and Savannah.

9. The project was initiated in July 2002 and the last tests ended mid 2004. Eight hundred and eighteen
intermodal containers were fixed with electronic container security devices that included intrusion/tamper
detection sensors (to detect the status of high security bolt seals), and active RFID (Radio Frequency
Identification) tags (communication of location and container status). Each sealing event was captured in
both the electronic container security device on the container, and the Transport Security System (TSS)
software.

10. The electronic devices automatically reported their identification and security status to stationery or
handheld RFID readers at each critical node, (terminal gates, cranes) which led to a virtual chain of
information.

11. Dr Hau Lee and his colleagues of the Stanford University Global Supply Chain Management Forum
applied proven inventory models and analytic techniques to the data. The model assumed that the average
value of containers routed through the top ten tradelanes is $70,000. The potential benefit to a typical
shipper was calculated to be in the range of $378–462, with, as main items—reduction in safety stock 25 to
30%; reduction in pipeline inventory: 13 to 16% and reduction in pilferage, inspections: 4 to 5%. The
operational benefits to be higher for shipments with a higher value.

12. Encouraged by these results, HPH continued its eVorts with the following objectives:

— to reduce the risks, answering the questions of what is in the container and whether the cargo
contents had been touched while travelling;

— to reduce the impact of a potential risk % make the re-start as eYcient as possible; and

— to further improve the processes in the maritime industry as a whole.
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13. Considering the latest developments in: the WCO with the implementation (June 2005) of the
Framework of Standards; discussions within ISO on RFID permanent container tags, supply chain tags,
and e-seal shipping line tags; the EU and WCO Authorized Economic Operator concepts; the related Red
Shipper concept in China as well as the green custom seal concept in Hong Kong; Hutchison Port Holdings
developed the idea of a pilot project on green lanes between ports in Europe and Asia, more specifically
between Rotterdam, Felixstowe and Hong Kong/Yantian (Shenzhen). There also are on-going contacts
between HPH and the US authorities.

14. In order to ensure compliance with Community legislation, the European Commission’s, DG Taxud
has been involved in the development of the project. DG TREN and DG INFSOC (RFID co-ordination)
have been kept fully informed about the project. HPH believed the pilot project would prove that the private
sector can actively contribute to securing supply chains.

15. The overall objective of the pilot project was to bring together partners and participants for:

— testing, refining and agreeing the principles for securing and facilitating the supply chains between
Asia and Europe;

— demonstrating the operational workings of the Authorized Economic Operator concept,
Certificate for Security and Safety or Customs/Security and Safety ie; economic operators wishing
to benefit from facilitations of customs controls relating to security and safety at the entry of the
goods into the Customs territory of the Community or where goods leave the customs territory of
the Community and wishing to also benefit from simplifications provided for under the
Customs rules;

— demonstrating the usage of technology for container security monitoring and tracking for all
parties involved;

— demonstrating information availability;

— demonstrating information exchange; and

— demonstrating the usage of technology for non-intrusive inspection for every container.

16. This technology consists of quick scanning of the sealed containers at cargo terminals in their normal
flow. At the Hong Kong International Terminal we are using an Integrated Container Inspection System
(ICIS) developed by Science Applications International Corporation of San Diego USA (SAIC), to scan
containers, full and empty, arriving by truck at the entry gate. There are also solutions for the arrivals by
barge. A similar system is operated by our competitors in Hong Kong.

17. The integrated system consists of:

— OCR—the Optical Character Reader, reading the container number on the side, the back and the
roof of the containers;

— Radiation Scanning—the radiation profile provides a graphic profile of radiation levels inside the
container; and

— Gamma-ray scanning—the Vacis gamma ray scanner provides radiographic images of container
contents. It is equipped with a fast-shutter for drive-through operations and is able to scan vehicles
moving at speeds up to 16 kms per hour thus capable of scanning more than 300 vehicles per hour.

18. Supply chain security and this pilot project have been discussed at the first session of the China—EU
Joint Customs Cooperation Committee on 14 November 2005 in Beijing China, at the highest possible level
between Minister Mu and EU Commissioner Kovacs, and at the sixth meeting of the EC—Hong Kong Joint
Customs Cooperation Committee in Hong Kong on 18 November 2005, between EU Commissioner
Kovacs and Commissioner Tong. One aim of these meetings was to reinforce eVorts to improve supply chain
security and in particular to achieve mutual recognition of security measures and business partnership
programs between the EC and China/Hong Kong.

19. The pilot project will now be taken forward by a project working group comprising the customs
administrations of the United Kingdom—Frontier Security Team, the Netherlands, China and Hong Kong
with the assistance of the European Commission, DG Taxud supported by DG INFSOC, HPH, a number
of selected importers, exporters, brokers and carriers in China/Hong Kong/the Netherlands and the United
Kingdom.

20. Liaison oYcers will be appointed to act as point of contact between the parties concerned. At all levels
experts from China, Hong Kong, the UK, the Netherlands, the Commission and HPH/Hutchison Europe
will be included.

IV. Conclusions

21. The aim of HPH was and is to bring together partners and participants for joint developing and
testing of all the elements needed to achieve a smart and secure supply chain. These partners include
government authorities, traders, service providers, ports, ocean carriers, other carriers and technology
providers.
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22. The characteristics of the “authorized supply chain” as we see it are:

— the deployment of secured loading premises where the container is loaded and locked for
transport;

— the use of electronic monitoring to guard and report the security status of the container during its
transport;

— the provision of gamma-ray scan data of the shipment;

— radiation scan reporting;

— gathering of information at modal change points during the trip (readers) accessible for relevant
parties only;

— provision of this information to the Authorities (China Customs, Hong Kong Customs,
TradeLink Hong Kong, UK Customs, Dutch Customs, PortInfolink Rotterdam etc); and

— the deployment of a secured delivery destination where the consignment is received and unlocked,
satisfying the requirements for the electronic monitoring of the goods.

23. The result of our initiatives and the analysis made by independent parties (Stanford University and
AT Kearny) substantiate that security and logistics eYciency are closely associated. It demonstrated that
traders can comply with emerging security requirements while reducing logistic costs and/or increasing
profits by optimizing the inventory-customer service trade-oV.

24. The benefits of a strengthened co-operation on security between trade and authorities, starting with
the pilot project on smart and secure trade lanes between China—Hong Kong and the EU, can be
summarized as follows:

— Secure supply chains protect international trade from the twin threats of terrorism and organised
crime. This facilitates the movement of international trade.

— In the event of a terrorist attack on the international supply chain, secure supply chains will be the
first to recommence, giving economic advantages to those traders and countries within a secure
supply chain.

— Customs will be able to focus on traYc outside the secure supply chain with an increase in detecting
prohibited, restricted or miss-described consignments.

— Reliable economic operators will be faced with less customs controls at import into the pilot
countries, saving participating economic operators time and money.

— Once security standards and controls and authorised economic operators will be mutually
recognized among reliable trading partners, the customs administrations concerned will be able to
recognise the control results of the customs administrations of their partner administration and
will therefore need to focus mainly on export controls and on high risk importation.

— Authorised traders will be recognised by customs and will therefore have the advantage of
benefiting at both ends from less controls and priority treatment.

— Authorised economic operators will benefit from the recognition as a low-risk trader and will
therefore have an advantage in comparison to their competitors that are not authorised. Through
mutual recognition, economic operators would have this important advantage also in third
countries.

— Authorised economic operators will also benefit from a minimized number of Customs
interventions in the shipment process.

— Authorised economic operators will also receive favourable consideration in customs enforcement
proceedings.

Both, customs and trade, will be able to benefit from:

— better use of resources;

— cost reductions;

— more streamlined internal processes;

— more accurate and timely information;

— less port congestion;

— consistency of processing; and

— better relations between trade and customs.

Traders will benefit from:

— the more uniform application of laws as security is a global concept;

— reduced border waiting times;

— increased self-policing with possibly less customs involvement;

— reduced risk of terror incidents interrupting international supply chains;
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— sound anti-depth devices, leading to improved facilitation and eYciency; and
— enhanced overall security of goods, with less theft and accordingly lower insurance premiums, and

a safer work environment.

December 2005

Memorandum from Virgin Atlantic Airways (TS 21)

1. Virgin Atlantic welcomes the opportunity to submit evidence to the Transport Committee’s inquiry
into Travelling without Fear. Ensuring the safety and security of our passengers and crew is our number
one priority and we fully recognise that we have important responsibilities to assist the Government to
counter the terrorist threat.

2. Virgin Atlantic submitted evidence to the Transport Committee’s Preliminary Report on UK
Transport Security. The concerns raised in this submission remain valid, with the exception of our position
on the scrambling of military aircraft on which significant progress has been made, and are repeated below.
We are pleased that the Committee identified some of these as “Matters for further investigation” in its First
Report of Session 2005–06. Virgin Atlantic has also contributed to the submission to the Committee from
the National Aviation Security Committee (NASC), of which we are an active member. Virgin Atlantic fully
endorses the NASC submission.

3. The UK Government has introduced a number of measures to counter the terrorist threat and it is
Virgin Atlantic’s view that any such measures should satisfy a number of requirements before they are
imposed. In summary, Virgin Atlantic believes that any measure introduced to improve security should be
proportionate to the threat, practicable, capable of cost-eVective implementation and, whenever possible,
utilise latest technology. It is important that the measure does not unnecessarily hinder travel by air and
encourage modal shift. A thorough assessment of the risk being countered and of the eVect of the measure
should be carried out before implementation. Once a measure has been introduced there should be a review
of the measure at periodic intervals so ascertain whether its continued imposition is necessary.

4. Virgin Atlantic has been particularly disappointed with the lack of adequate Regulatory Impact
Assessments (RIA) being carried out prior to the imposition of many measures. We understand that in
certain circumstances, emergency security measures may be required without an RIA, but it is our view that
a full RIA should be produced before such a measure is made permanent.

5. Finally, Virgin Atlantic would like to re-iterate the point made in our initial submission about the
burden of costs. Virgin Atlantic is content to fund security measures suYcient to meet the international base-
line standards set by the EU and ICAO. But additional measures that are necessary because of the greater
threat to the UK which results from UK Government policy over which we have no say, should be paid for
by the UK Government itself. We believe that this is an important principle with which we hope the
Committee will agree.

G&EA
VAA

December 2005

Issues Raised in Submission of 28 October 2005

Lack of co-ordination across government departments

We remain concerned about the lack of co-ordination across government on security issues and would
urge government, as a minimum, to expand the role of the Department for Transport’s Transport Security
Division (TRANSEC) to include responsibility for all initiatives relating to aviation security.

Lack of cross-border co-ordination

Virgin Atlantic,along with other airlines, remains concerned at the role of the Safety RegulationGroup of
the UK Civil Aviation Authority in relation to the European Air Safety Authority (EASA). There is already
considerable duplication between the powers and responsibilities of SRG and EASA. Terrorism does not
respect borders—there is an urgent need for national authorities to co-ordinate with international
organisations to work eVectively together to establish global standards of airline security.

Burden of costs

It should be borne in mind that terrorist action is aimed at governments and not the airline industry.
Virgin Atlantic, in common with other airlines, reacted swiftly and eVectively to the need for increased
vigilance and security following the tragic eVects of 11 September 2001. However, the burden of increased
security measures has been considerable, with European airlines and airports paying out ƒ3 billion for
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additional anti-terrorist security measures imposed by EU governments. This can be contrasted with the
US, where the US Government has made an estimated US$32 billion available to US airlines in the form
of financial aid and loan guarantees.

Lack of review of security requirements

Layer upon layer of security measures are imposed on airlines but no review seems to take place to go
back and verify the validity of previous measures when new ones are introduced. A good example of this
was the continuing ban on metal cutlery despite the subsequent requirement to keep cockpit doors locked
throughout a flight. Amendments to the rules on cutlery were only introduced after sustained lobbying from
the airline industry. Virgin Atlantic believes that the Government should undertake a regular review of the
validity of security regulations and measures.

December 2005

Memorandum from the United Kingdom Major Ports Group (UKMPG) (TS 22)

The United Kingdom Major Ports Group is the Association which represents most of the major
commercial ports in the UK. Our members operate 40 ports which account for about two-thirds of the
freight traYc passing through UK ports. We recognise that the Committee’s inquiry will be primarily
concerned with the safety of passengers using the internal transport system, following the recent terrorist
incidents. However we note that the Committee will be looking at security arrangements across all modes,
so we oVer this brief paper which comments on some of the measures which the Government hasput in place
to protect ports and their users from the risk of terrorist attacks.

For some years TRANSEC (the security division of DfT) have been responsible for putting in place
arrangements to protect the security of ports and airports. These arrangements, which were set up under
powers contained in the Aviation and Maritime Security Act 1990 (AMSA) typically involve the searching
of vehicles and passengers, and can be varied depending on the Government’s current assessment of the level
of threat. These measures were almost entirely confined to passenger ports.

Following the 9/11 attacks in the United States the International Maritime Organisation developed the
International Ship and Port Security (ISPS) Code which introduced new arrangements for enhancing
security of ships and ports. The Code requires all ports which handle international traYc to have security
plans in place, approved by governments, and to appoint trained security oYcers. Under the ISPS Code the
security arrangements relate only to the area in the immediate vicinity of ships (known as the “ship port
interface”) but the European Union have subsequently adopted a Directive which extends the provisions of
the ISPS Code into the whole port area. The plans required under the Code and the Directive typically
require control of access, usually involving the installation of fencing, use of CCTV etc etc.

We accept that ports, and the ships which use them, can potentially represent a terrorist target, and the
industry has accepted without question the need to enhance security arrangements asa contribution towards
national security as well as for the protection of the ports themselves. But the implementation of the security
plans required under the ISPS Code has led to considerable increased expenditure by ports some of which
has inevitably had to be passed on to customers. In the Port of Bristol for example, which is a medium sized
port, it is estimated that the capital costs of compliance with the Code were £1.5 million with additional
running costs of £500,000 per annum.

TRANSEC are responsible for the oversight and approval of port security plans, and our relations with
them, both at national and local level, are generally good. However the present arrangements have given
rise to certain problems to which we would draw the Committee’s attention.

1. Ports receive very detailed guidance from TRANSEC on requirements for the security plans—
height of fences, use of CCTV etc. But the industry receives very little information about the
evidence (if any) on which these requirements are based. It would be easier for the industry to
accept the need for the additional measures which TRANSEC from time to time requires if we
could be assured that the requirement is based on well researched intelligence rather than the whim
of a security inspector.

2. The Committee are particularly interested in international arrangements. The ISPS Code and the
associated European Directive make provision for countries to enter into bilateral agreements
covering security of transport systems operating between the two countries. The UK Government
has made very little use of this up to the present. We have frequently pointed out to the
Government that it makes little sense to increase security arrangements at one end of a ferry route
if there are not similar arrangements in place at the other end, yet they seem unable to make such
agreements.

3. One continuing area of diYculty relates to rights of way through ports. A number of ports have
rights of way passing through the port, often following the riverbank. Some of these rights of way
go across lock gates, which are obviously a point of particular vulnerability in a port. We have
pressed TRANSEC to use the powers in the AMSA to close such rights of way, but they have said
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that they are only prepared to consider this if and when the terrorist threat increases from its
present level. We remain concerned that this is an obvious gap in some ports’ security
arrangements, since if a lock gate is damaged all the berths behind the lock become unusable.

4. We feel that coordination between the various Government departments and Government
agencies involved in security leaves much to be desired. The Departments and Agencies who are
involved with security in ports include HMRC, the Home OYce, the Police, the security service
and TRANSEC, and all these have from time to time taken initiatives relating to security in ports,
but with little evidence of coordination between them. An example is the Cyclamen project which
is concerned to introduce scanning of cargo for radioactive material, which appears to have been
introduced with scant consultation with TRANSEC. A similar example is the eVort by the Home
OYce to introduce Multi Agency Threat Assessment (MATRA) into the ports. We feel that
coordination between initiatives by diVerent Government Departments could and should be
improved.

We are at the Committee’s disposal if they wish us to elaborate on any of the above points.

December 2005

Memorandum from the British Ports Association (BPA) (TS 23)

Development of Maritime Security Regime

1. The British Ports Association represents ports located throughout the UK. In particular, it represents
the overwhelming majority of UK passenger traYc.

2. The UK maritime sector has been required to operate security controls since the 1990 Aviation and
Maritime Security Act. This Act introduced powers to create restricted zones and to conduct searches. The
focus was on preventing attacks to ships through embarkation controls. The measures were largely confined
to passenger ports dealing with international traYc. During the 10 year period up until the September 11
attacks, the industry developed a workmanlike relationship with TRANSEC oYcials, although there was
concern that the risk to shipping had been overestimated and the measures taken out of proportion.

3. Following the September 11 attacks, the IMO produced the International Ship and Port Security Code
(ISPS), subsequently implemented through EU Regulations which came into eVect on 1 July in 2004. Since
then, another EU Directive has been adopted which extends security requirements to the port area; the ISPS
Code is confined to the ship/port interface only. The risk assessments carried out to underpin the 2004
Regulations took into account the whole port area and its security requirements; TRANSEC are currently
carrying out pilot studies to investigate the implications of this but TRANSEC’s view is that the EU
Directive should not significantly change current UK requirements. A further EU Directive will tackle
security throughout the entire transport chain. We expect this to be launched in early 2006. The maritime
security regime is therefore extensive, regularly monitored by TRANSEC and entails strong management,
operational and financial commitment from the industry.

Assessing the Threat and Communication

4. The BPA are members of the National Maritime Security Committee (NMSC), chaired by the Director
of TRANSEC and which meets twice a year to review strategic issues. This national committee is informed
by two separate committees, one dealing with ports and one with shipping. These look at more operational,
day to day issues and problems. The relationship with TRANSEC oYcials is generally good, although there
have been some problems in achieving consistency between diVerent TRANSEC teams and between
diVerent ports. The introduction of Regulations in mid-2004 with a new system of notification and
nominated ship and port security personnel and a new system of security levels provided examples of sound
co-operation between the industry and the authorities. Costs have been borne entirely by the industry.

5. The security record of ports and ships in UK waters is good, to the extent that BPA members have
questioned the value of the various security measures that they operate. We have tried to raise this with
TRANSEC in various ways, for example, asking how TRANSEC measure the success (or otherwise) of the
measures they have introduced; we have also asked for examples of indicators that TRANSEC might use
to measure their eVectiveness. We have not received a clear answer to any of these requests and we note that
in recent evidence to the Transport Committee provided by the Secretary of State and TRANSEC
representatives, a similar question (Q24) was put based on remarks made by British Airways on the use of
a Regulatory Impact Assessment for new measures and whether additional requirements were either
“proportionate or reasonable”. The answer from TRANSEC alluded to government/industry discussion
about best methods, but did not address the issue of the eVectiveness of security measures and how they
might be measured. We have discussed with TRANSEC figures on numbers of seized weapons as an
indicator and we believe it is worthwhile developing other indicators.
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6. The costly security activity required by ports is an addition to the general cost of providing facilities
for various government agencies, particularly Special Branch and HM Customs and Revenue. All in all, the
border agencies represent a significant cost and operational burden to the UK port sector and currently there
is little sharing of intelligence and only limited co-operation between diVerent agencies. We have provided
details of security costs to DfT in the past though we have had little feedback.

7. All in all TRANSEC could be more forthcoming on these topics. Their annual report is an example
of a public document which, from the industry’s point of view, skirts round the eVectiveness issue and only
provides a matter of fact summary of the regime. These are important points: we believe that one of the main
defences against terrorism is a high awareness by staV working in the port area; more information on the
nature of the threat would help to support this.

8. On a similar theme, we have explored from time to time the possibility of industry representatives being
provided with more specific briefings on the threat to cover more sensitive information. This could then be
relayed in more general terms to the industry. Again, we see this as a means by which TRANSEC could
develop more support for its measures. These briefings could be related to diVerent types of threats and
updates on incidents.

Competition

9. It has been a long standing issue for UK ports that they have been required since 1990 to maintain
embarkation security controls whereas passenger ports at the other end of Continental routes were not
required to do so. This has been corrected with the new EU Regulations which, at least in theory, introduce
equivalent regimes. Mismatches between protective security can aVect other types of shipping, for example,
cruise ship calls and container feeder traYc. However, Continental ports have had a standing start in
reaching the level of expertise present in UK ports. TRANSEC must ensure through its EU contacts that
ports facing equivalent risks are required to implement equivalent measures in response. Clearly the eVorts
of one port can be considerably undermined if a corresponding port operates a laxer regime. We have no
hard evidence of the extent to which this has been achieved and understand that inspections are only about
to start on the way in which each member state has implemented the Regulations. We expect this to be high
on the government’s agenda.

Conclusions

— The UK has had, for a longer period of time than any other EU member state, an extensive and
well monitored maritime security regime.

— Justification for the measures implemented by ports and their performance measurement are
lacking.

— UK must ensure equivalent regimes in other EU member states for equivalent levels of threat.

December 2005

Memorandum from Transport for London (TS 24)

Summary

— Transport for London (TfL) through planning and training with emergency services and other key
partners, together with investment in security measures such as CCTV, was already at a high state
of preparedness prior to the attacks on 7 and 21 July. This preparation helped deliver a rapid
response to the attacks.

— We are continuing the training and exercises that were in place prior to 7 July. Multi-agency
planning and exercising to reinforce operational resilience and recovery in the event of major
disruption takes place on a regular basis. Within TfL, the provision of robust Emergency
Contingency and Business Recovery regimes has been and remains a priority.

— TfL is a member of the London Regional Resilience Forum and has had managers seconded to
the London Resilience Team since it was established in October 2001.

— There is ongoing, close liaison between the Commissioner of Transport and Commissioner of
Police. The British Transport Police (BTP) and London Underground (LU) also worked
particularly closely during and after the attacks. There is good cooperation and joint working at
all levels across the Metropolitan Police Service (MPS), BTP, City of London Police and TfL.

— We are continuing to liaise and share knowledge with other organisations outside of the UK, as
we were prior to 7 July.

— Lessons learnt from terrorist attacks in other countries, such as the 9/11 attacks in New York and
those of March 2004 in Madrid all aided the response that was instigated on 7 July.
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1. Background

1.1 Transport for London’s (TfL’s) resilience capability received its severest test in the terrorist attacks
on London’s transport infrastructure on the 7 and 21 July. The response to these attacks, based on prior
planning, training and testing within TfL and with partner organisations, has been widely commended.
Nonetheless, we, along with partners, continue to seek to improve our capability to prevent and detect
threats to public transport and manage and eVect business recovery.

1.2 TfL and its predecessors have established plans to manage the eVects of disruption to daily services
irrespective of cause. The threat to public transport operations from terrorist activity is not new; in the past
thirty years, examples of terrorist action have resulted in both infrastructure damage and fatalities in the
public transport environment.

1.3 What has changed is the nature of the threat. The events of 7 and 21 July 2005 had actual and failed
attacks in London by suicide bombers whose overriding aim appeared to be the creation of maximum
damage and casualties in a transport environment. Since the attacks in New York in September 2001, the
UK authorities—and in particular agencies in London—have worked together (largely under the aegis of
the London Regional Resilience Forum (LRRF)) to develop plans and conduct exercises aimed at reducing
the risk of attack and at achieving recovery from a successful attack so as to permit a return to normality
as soon as practicable.

1.4 It is not TfL’s intention to become a security specialist but rather to engage with those agencies,
including Government, that are charged with assessing the threats aVecting transport infrastructure and to
introduce appropriate improvements arising from outputs and recommendations.

1.5 TfL also recognises the benefits of the additional links with the MPS and the London Fire Service
that the Greater London Authority (GLA) Group has brought.

2. What Structures are in Place to Ensure that the Transport Industry and the Government

Co-operate Fully in Countering the Threat of Future Terrorist Strikes?

2.1 Rail

DfT Transec, the Transport Security and Contingencies Directorate, regulates London Underground
(LU) and the Docklands Light Railway (DLR) on preventative security measures.

These measures for LU/DLR are laid out in the LU/DLR Security Programmes respectively. These
documents are developed from the security instructions issued by the Secretary of State for Transport under
the Railways Act 1993.
LU, Network Rail and the BTP have a long history of working together to provide counter-terrorist
measures for rail transport and responding to Transec advice of any changes to threat levels received via the
Joint Terrorism Analysis Centre. The DLR has recently been included in this process.

2.2 Bus

TfL oversees the largest and most comprehensive bus network in Europe, accounting for 44% all UK bus
journeys. As such, TfL has invested heavily in the safety and security of the bus service. All 8,000 vehicles
are equipped with two way radios linked to a 24/7 operations centre. Furthermore, all buses are equipped
with recording CCTV which has proved to be invaluable in deterring crime and disorder on vehicles as well
as enabling rapid identification of suspects for a range of oVences both on and oV vehicle. CCTV was, of
course, critical in the identification of suspects in the criminal investigations arising from the terrorist attacks
of 7 and 21 July.

2.3 Policing

TfL has also invested heavily in additional policing on all parts of its transport operations. The
relationship between the BTP and LU and the DLR is long established. TfL now funds over 670 BTP oYcers
on its networks. Similarly, TfL and the MPS established the specialised Transport Operational Command
Unit (TOCU) in 2002 which deploys in support of bus services and the major road network in London. TfL
fully funds this unit which now numbers over 400 police oYcers and around 800 TraYc Police Community
Support OYcers and TraYc Wardens.

Close working relationships with police and security services form an important part of the process of
maintaining eVective security regimes. As mentioned above, recent investment in developing those
relationships has included investment in the dedicated policing for LU and DLR networks by the BTP,
whereby security is a major aspect of the service provided. The BTP remains a key source of intelligence to
the organisations responsible for the safe operation of those networks as well as providing high visibility
policing and rapid response to disruptive incidents. The BTP has a control centre co-located with LU’s
Network Operation Centre to facilitate working both on a day-to-day basis and during emergencies.
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The MPS provides close links with the bus and road networks via the Transport Operational Command
Unit (TOCU), whose command and control team is co-located with the bus control centre
(“CentreComm”). Joint command and control arrangements have proved invaluable in managing the
eVects of major incidents aVecting the network, whilst links between TOCU and specialist policing units
such as SO13 Counter-terrorism team ensure that intelligence transfer between organisations takes place.

2.4 London Regional Resilience Forum

TfL is a member of the London Regional Resilience Forum (LRRF) and has had managers seconded to
the London Resilience Team (LRT) on both a full-time and part-time basis since it was established in
October 2001. This has ensured that the operational realities of mass transit systems can be properly
considered in resilence-related political and investment decisions and has enabled TfL to play an integral
part in the development of resilience plans and exercises. TfL serves on a number of working groups and
sub-Committees, including those for “Transport”, “Consequence and Recovery”, “Evacuation” and
“Command and Control”. In addition, the Mayor of London is Deputy Chair of the LRRF and acts as a
focus for communications with London during emergencies, which TfL is able to feed into.

The LRT has led the development of resilience plans that include evacuation of parts of London,
managing the eVects of chemical, biological and radiological attacks and “seamless” partnership working
between agencies in London. It has also taken a lead role in the development and implementation of
“command post” table top and live emergency exercises. The largestof these was a weekend exercise (Osiris),
on 7 September 2003 at Bank Underground station, which simulated a chemical attack at one of the largest
and most complex stations on the network. Osiris was a multi-agency exercise which was also attended by
political leaders. In April 2005, the LRTand partners took part in the international“Atlantic Blue” exercise,
which although conducted as a table-top exercise in London provided vital experience in managing the
aftermath of multi-seated attacks such as those experienced in London in July 2005. The outputs from these
and other multi-agency exercises play a vital role in developing working practices and relationships that
would survive prolonged operation in the field.

3. The State of International Co-operation in Combating Attacks on Transport Systems

3.1 Transport operators in London have longstanding liaisons with overseas transport operators on
security matters and have, over many years, built up a series of contacts and working relationships that aim
to identify and share best practice in combating terrorist attacks. TfL has an international reputation for
eVectively handling the terrorist threat and receives many visitors from around the world seeking advice on
approaches to security and contingency planning.

3.2 In the period since the attacks in New York, a considerable increase in the number of visits both from
and to representatives of other countries has taken place. In recent months, there has been much
international interest from transport organisations in the London terrorist attacks. Although demanding in
resource terms, these exchanges have been welcomed by TfL and have aided knowledge-sharing between
the parties.

3.3 TfL is a member of the UITP (International Association of Public Transport) and an active member
of the working group on security. This collaboration enables TfL to keep abreast of new initiatives and
technology advances.

3.4 In March 2004 London Underground hosted a security conference in London for key personnel from
transport operators across the world. There were representatives from the USA, Russia, Israel, Spain and
France amongst others—all of whom had suVered from terrorist attacks.

3.5 In November 2005 TfL hosted a further security conference in London sponsored by UITP. This was
planned before 7 July attacks, was attended by 250 international colleagues, received positive media
coverage and was a useful forum to share ideas and security concepts in mass transit systems.

4. What has been Learnt from the Experience of Other Countries which have Experienced

Terrorist Attacks upon their Transport Systems

4.1 TfL has undertaken a number of reviews of its response to the terrorist attacks of July and also what
options there might be to reduce the threat of further terror attacks. This has included analysing experience
from elsewhere and considering what best practice we can adapt for use in London.

4.2 In addition to established processes used by individual TfL modes, a series of London-wide measures
had been developed in the aftermath of the 9/11 attacks in New York and those of March 2004 in Madrid
to reinforce the mechanism for dealing with a catastrophic incident.

4.3 One of the main lessons we have learnt is from examining other international operators’ use of
technology in these types of events and how it is often not appropriate in a mass transit environment due
to reliability problems or unsuitable technology for the environment.
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4.4 In October 2005, an international multi-agency de-brief at the Guildhall was held, where the
experience gained during the July attacks was shared with transport, government and security service
representatives from a wide-range of organisations and countries. TfL played a key part in the preparation
and delivery of the event.

4.5 TfL will continue to review and update its response capabilities in line with threat levels, oYcial advice
and available technology.

5. Conclusion

5.1 The threat to public transport operations from terrorist activity is not new. TfL and its predecessors
have established plans to manage the eVects of disruption to daily services irrespective of cause.

5.2 Clear operational plans are in place for all TfL’s transport services to handle minor, major and
catastrophic events. There are robust decision making and management structures within TfL to handle
issues ranging from service disruption through to service withdrawal and reinstatement.

5.3 There are well established and robust links between TfL’s operating businesses and police agencies.
These enable the exchange of intelligence and information; ensure an eVective and coordinated response and
aim to maximise the safety and security of the travelling public and to maintain transport services
wherever possible.

5.4 There are sound structures in place to ensure that the transport industry and the Government co-
operate fully in countering the threat of future terrorist strikes. The establishment of the LRRF and the
ongoing liaison with other agencies, the police and security services and international partners have been
crucial in the continuing eVorts to detect and prevent terrorist attacks and eVectively manage and eVect
business recovery.

December 2005

Memorandum from British Airways Plc (TS 25)

1. Introduction

1.1 British Airways welcomes the opportunity to submit evidence to the Transport Select Committee on
the subject of travelling without fear. Its comments relate solely to aviation.

1.2 The airline’s main base is London Heathrow Airport, the UK’s primary international hub airport
and one of the busiest airports in the world. British Airways also operates from 11 other airports in the UK,
and worldwide, to 153 destinations in 70 countries. Its franchise partners take the airline’s colours to an
additional 85 destinations in a further 17 countries.

1.3 Security and safety are of the utmost importance to British Airways and at the core of all operational
decisions. Annually, the airline spends more than £120 million on security across its network.

1.4 Following the tragic events of 11 September 2001, British Airways spends in excess of £100 million
per annum on aviation security provision. This is in addition to the £23 million spent on upgrading cockpit
doors and the installation of CCTV on its fleet of Boeing and Airbus aircraft. Such expenditure on aviation
security protective measures, not all of which are mandated by Government or Host States, remains
significant within the business.

2. Overview

2.1 The comments provided within this submission should not be construed as representing overt
criticism of the Department for Transport. We very much value the relationship that we have developed in
recent years. Given the intention of regulation, and the structures within which we have to interact, we
believe that we have worked well together in the interests of the travelling public. We look forward to
working more closely together as we face the challenges ahead.

2.2 The UK has been at the forefront of security regulation and technology in the post-Lockerbie security
environment. Measures such as hold baggage screening systems were implemented in the UK many years
ago at significant cost to the UK aviation industry. Other countries, currently Italy and Canada, are now
introducing these although their respective governments are funding them.

2.3 The level of threat to civil aviation in the United Kingdom is assessed as “substantial”. This level is
a judgement applied by the Government’s security services, and sits outside the control or influence of
airlines. The translation of threat into measures to protect aviation against terrorism is the responsibility of
the Department for Transport’s TRANSEC team.
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2.4 The regulations that govern aviation security measures for UK airlines and airports are determined
through both EU legislation and legally enforceable Directions issued by the UK Department for
Transport (DfT).

2.5 The DfT’s Directions represent a significant increase in regulation over and above the EU
requirement. This raises the issues of whether the UK provisions represent proportionate and reasonable
regulation relative to EU standards, and whether the mechanism for determining regulatory fairness is
adequate. Overseas, British Airways must comply with Host State regulation and is simultaneously obliged
to follow the UK DfT’s guidance on measures to be applied to UK carriers overseas. Frequently, these are
mutually inconsistent, resulting in costly duplication of measures for no significant security benefit. Where
there is no guidance, or adequate regulation, British Airways will implement its own protective measures,
over and above those recommended by the DfT.

2.6 British Airways believes there is over-regulation in the UK when compared with security regimes
existing in both Europe and the US in particular. This compromises the competitive position of the United
Kingdom’s airlines and airports.

3. General Principles in Europe

3.1 By definition, international airlines operate across national boundaries and compete with a large
number of other carriers from around the world. Every country has its own approach to security and decides
on the extent of aviation security measures to be employed, based on threat, historical precedent and
political imperatives.

3.2 Within Europe, the European Commission has implemented common standards across airports and
airlines, governed by applicable EU legislation, in an attempt to ensure a satisfactory platform for aviation
security measures and to ensure the consistency of measures applied. This has raised the standard of security
within the EU to what is widely accepted as a sound “baseline” level for aviation security measures for most
of the 25 Member States.

4. General UK Position

4.1 In the UK there are more than 50 additional measures required by the Department for Transport and
Government to be implemented by UK airlines alone, over and above those stipulated within EU
Regulation (the European “baseline”). There are further requirements for airport operators.

4.2 These additional regulations are required to address the prevailing threat against UK aviation
interests. It is contended that the threat in the UK is higher than that prevailing elsewhere in Europe and
as a result, further measures must be applied. The industry acknowledges this viewpoint, but believes the
threat is higher as a result of the UK’s higher anti-terrorism profile, a function of Government policy.

4.3 To British Airways’ knowledge, no Regulatory Impact Assessment (RIA) has ever been undertaken
to demonstrate that the additional requirements are either proportionate or reasonable to address the
assessed threat. If such an assessment has been undertaken, its analysis and conclusions have not been
shared with industry, nor was it consulted. We acknowledge, however, that in some cases, the immediacy
of legislative pressures (eg EU legislation) impedes the DfT’s ability to conduct an RIA and we would like
to see EU legislature follow the RIA principles established in the UK.

4.4 Nonetheless, we believe the perceived lack of will to use the RIA process runs contrary to the
Government’s stated intent to implement regulation that is both fair and reasonable and which does not
overtly disadvantage UK businesses. As far as we and other UK carriers are able to determine, the
Department for Transport has no financial accountability for the additional cost burden it places on the
industry through the imposition of additional measures.

5. Impact on UK Aviation

5.1 The additional measures are very much in excess of what the rest of the European airline industry
recognises as “baseline” and currently cost British Airways alone approximately £10 million per annum.

5.2 There are three consequences of these extra requirements. Firstly, the cost of implementing these
measures is of great concern, as indicated above. Secondly, there are operational and customer service
implications as a result of the complex implementation of them. Finally, UK airports and airlines are placed
at a competitive disadvantage vis-à-vis non-UK airports and carriers.

5.3 Some of the measures, for example passenger segregation, constitute an operational impediment that
cannot be reversed once introduced, due to the physical and structural infrastructure changes required.

5.4 At a European level, the costs and complex implementation of the measures required in the UK
reduces the competitiveness of British international carriers and airports compared with the major
European players such as Air France and Paris CDG, Lufthansa and Frankfurt and KLM at Amsterdam.
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6. Specific Example

6.1 Certain aspects of UK policy, for example the segregation of all transferring passengers from others,
indicate that the Government’s base assumption must be that the security screening processes applied to
passengers originating within Europe must be suspect and cannot be accepted as suYciently thorough for
transit within airside areas of UK terminals.

6.2 UK airports and airlines are required to segregate all arriving passengers and re-screen them,
regardless of the thoroughness of the process applied to the customers at their point of origin. This also
ignores the fact that they have just completed a flown segment into the UK, probably on a UK-registered
carrier.

6.3 Apart from the UK, no other EU country requires passengers previously screened in another EU state
to be re-screened again before boarding their aircraft. Segregation is not required for transfers between
flights operating within the EU.

6.4 The inference is that all arriving passengers are “unsafe”. The logical extension of this is that all
arriving flights are “unsafe”, despite being accepted as safe to fly to the UK. Segregation and re-screening
of passengers has the highest impact in terms of cost and operational impact that competitors within Europe
do not have to bear.

7. General Principles in the United States

7.1 In the United States, the security situation is even more distorted. The US Government has subsidised
security infrastructure, in addition to the general and direct subsidies to many US carriers through
compensation, loan guarantees and Chapter 11 bankruptcy protection.

7.2 The US Government in turn reclaims some of that expenditure through the fees imposed on airlines.
These monies are collected from non-US carriers as well as US airlines. The fees fund activities such as the
deployment of “Sky Marshals”, from which non-US carriers gain no benefit, thus there is an element of
overseas carriers funding the US subsidies.

7.3 The US also imposes additional measures to be implemented in the UK for flights to the US. They
are imposed on carriers directly by the US Government and are not subject to agreement with the UK
Government, despite the requirement to apply them at UK airports. Airlines must implement these
measures with which the UKDfT neitheragrees, nor recommends. We believe that any such provisions must
be agreed by the UK Regulator, in line with ICAO recommendations. All costs of such measures are
currently borne by airline operators.

8. Impact on UK Aviation of Additional US Measures

8.1 The UK Department for Transport does not accept US baggage screening standards as satisfactory
and requires baggage flown to the UK from the US to be re-screened at the point of departure in the US.
Hence, British Airways and other UK airlines must apply further baggage screening at the airport of origin
in the US, in accordance with DfT requirements, in some cases at the carriers’ cost. Baggage is eVectively
screened twice using two types of screening technology.

8.2 Despite these additional measures, such baggage is still not considered acceptable by the DfT for
onward connecting flights from or within the UK without being screened again. This disregards the fact that
this baggage must have been screened to an acceptable standard to permit flight from the US, on a UK
carrier, into a UK airport.

8.3 Paradoxically, the US authorities do not accept the UK DfT’s screening standards, so all baggage
arriving into the US from the UK, and connecting to other flights at US airports, has to be re-screened as
well.

8.4 Although there are examples of harmonisation of standards between the EU and US, (eg aircraft
certification), it does not seem possible to reach a reciprocal agreement on harmonisation of screening or
security measures.

9. The Way Forward

9.1 British Airways’ experience leads it to the opinion that the UK requires the highest standards of
security anywhere in the world, with the possible exception of Israel. The higher level of threat faced by UK
aviation can be attributed to Government policy. However, Government has funded none of the additional
security measures required of the industry, despite the fact that it has imposed additional measures over and
above the European baseline. In some cases, these require duplication of eVort, or are illogical and
inconsistent with both EU and US legislation.

9.2 The airline recognises that it would be challenging, if not impossible, to regain a level playing field in
a global context. However, it believes that some relatively simple changes to the regulatory processes applied
to aviation security could provide an element of financial accountability by the Regulator. This would have
the eVect of lessening the burden on industry and providing “value for money” regulation.



Page Type [E] 18-12-07 18:52:22 Pag Table: COENEW PPSysB Job: 376831 Unit: PAG2

Ev 114 Transport Committee: Evidence

9.3 British Airways has proposed, with widespread industry support, that the measures contained within
the European “baseline” regulations should be industry funded. Additional measures, imposed by
individual countries as a result of an increased threat due to nationality, must be government funded.

9.4 Under the proposal, all routine legislation would be preceded by a Regulatory Impact Assessment
(RIA), which would be reviewed after one year. All urgent security legislation could be implemented without
a RIA, but must include a “sunset” clause, by which time an RIA should be completed in order to make the
legislation permanent.

9.5 Whilst the above would not redress the imbalance within the EU, it provides a control mechanism
that would oVer transparency between the security value created and the cost. It would also reduce disparity
with the rest of Europe.

9.6 The above proposal would be further enhanced if the Regulatory Impact Assessment took into
account the output from Multi-Agency Threat and Risk Assessment (MATRA) activities that take place
across the UK. This might lead to a more balanced view of the need for additional regulation, leading to
measures which have been reviewed and are considered reasonable and proportionate by most of the
agencies directly involved in delivery of aviation security for the industry.

10. Conclusion

10.1 British Airways believes eVorts must be made to secure consistency and harmonisation of aviation
security measures with major overseas partners, especially with the USA. There must be a focus on ensuring
the basics are correct, and which meet the emerging threats and risks as appropriate, rather than
concentrating on closing improbable loopholes by means of expensive additional measures which lack
eVectiveness due to their complexity and lack of credibility.

10.2 In response to a question from Lord Faulkner of Worcester in the House of Lords, on Monday 10
October 2005 the Lord Davies of Oldham stated that “. . . the Government recognise that there is additional
funding related specifically to the issues of terrorism and the safety of passengers and staV, which necessitates
an increased Government contribution. There has been a contribution over the past year, an increased one over
the coming year, and a three-year projected increase of support for that necessary expenditure”. The transport
system to which Lord Davies was referring was, however, surface transport, not transport by air. British
Airways considers this to be iniquitous.

10.3 Airlines and airports ultimately pay for all security infrastructure and protection costs for the air
traveller. The cost of the police presence at all of the UK’s major airports, and the security infrastructure,
is borne by the industry. Only at non-designated airports, which tend to be the smaller, regional sites, does
Government fund police coverage. British Airways looks forward to the outcome of the recently announced
review of airport policing. We recognise that the current process of “Airport Designation” distorts existing
airport operational costs leading to competitive imbalances even within the four London airport termini.

10.4 The cost burden on airlines may have been acceptable in years past but no longer. Given the nature
and extent of the threat prevailing today, and the attendant costs of security provision, it is unusual that the
UK airline and airport industry has to fund security measures to an extent not seen elsewhere in the world.
The negative impact, both financially and competitively, is substantial and we urge the Government to
reconsider this situation.

December 2005

Memorandum from the Department for Transport (DfT) (TS 26)

Introduction

1. The purpose of this memorandum is to provide the Transport Committee with an account of the
Department’s responsibilities for transport security (land, aviation and maritime), its role in the aftermath
to the London bomb attacks of July 2005 and its role as the coordinator for contingency planning within
the Department. The memorandum includes information on:

— the overall aims and objectives of the Transport Security & Contingencies Directorate
(TRANSEC) of the Department for Transport (DfT), and key processes of transport security;

— rail security and the attacks of 7 and 21 July;

— history, staYng, resources, oversight and business planning;

— the role of TRANSEC within Government;

— programme development and relationship with industry;
— breakdown of modal transport security regimes—land, aviation and maritime, and the broad

contingency arrangements in place;

— transport security from an international and EU perspective;
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— financing transport security;

— the role of technology;

— the role of the media; and

— recruitment, vetting and training.

Aims and Objectives

Aim

2. Transport security is regulated by TRANSEC which is responsible for developing and enforcing the
security standards required of transport operators. Its aim is:

“to protect the travelling public, transport facilities and those employed in the transport industries,
primarily from acts of terrorism, and to retain public confidence in transport security, whilst not
imposing requirements that impact disproportionately on the travelling public or on the
eVectiveness and eYciency of industry operations; and to co-ordinate the DfT’s arrangements for
responding to serious disruption of national life, actual or threatened, however caused.”

Objective

3. A key objective of transport security is to ensure that eVective and proportionate security regimes are
maintained across all of the regulated transport security modes, addressing threats to and vulnerabilities in
domestic and overseas operations, and taking account of new and emerging threats, including to transport
“soft targets”.

4. Furthermore, the transport security regimes are designed whenever possible to detect an act of
terrorism before it is committed and prevent it happening. Some measures may deter the would-be
perpetrator. Others have value in terms of public reassurance.

Key Processes of Transport Security

5. A key component underpinning the security regimes is to have, both at home and overseas,
proportionate, pragmatic and sustainable security that does not place an undue burden on UK industry and
does not discourage the travelling public from travelling. A “layered approach” to security acknowledges
that no single security measure is either fool-proof, or capable of mitigating every type of threat. The aim,
therefore, is to reduce the risk rather than seek to eliminate it entirely.

6. Each regime combines “front line” security measures (eg screening, searching, physical barriers,
patrolling) designed to prevent, detect or deter a terrorist attack, with secondary measures (eg background
checks, security vetting, training) focusing on the quality and integrity of staV.

7. Mature and well developed security regimes have been in place since the early 1990s for the aviation,
maritime and Channel Tunnel sectors. Since 2000, the national rail, London Underground and the
Docklands Light Railway networks have been regulated, as has the Glasgow Subway with eVect from
November 2005. The regulatory framework was also extended to the security of dangerous goods in
transport in July 2005.

8. The regulatory regimes are implemented through the serving of legal directions on the industry by
TRANSEC, and supported by detailed written programmes which provide advice on delivery. A
comprehensive, risk-driven, inspection and enforcement process—led principally by TRANSEC
inspectors—underpins the regimes.

9. Detailed descriptions of the work and priorities of TRANSEC’s land transport, aviation and maritime
security regimes and its contingencies activities are attached at Annexes A, B, C and D respectively. The Land
Transport Annex provides a brief account of TRANSEC’s role in the aftermath to the London bombings
of July 2005.

History, Staffing, Resources, Oversight and Business Planning

History

10. TRANSEC was established in 1991 as a result of the Lockerbie disaster building on what had been
the Aviation Security Division in DfT. Its responsibilities were extended to cover maritime security in the
early 1990s and then further extended to cover the Channel Tunnel, national railways, London
Underground and the security of dangerous goods in transport over the following decade. The UK was the
first country in the world to establish a comprehensive cross-modal security authority in government—a
pattern now being adopted elsewhere, notably in the USA and Australia.
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StaYng

11. Between December 1988 (the time of the Lockerbie disaster) and 1994, TRANSEC expanded from
15 to about 125 posts. A subsequent eYciency round led to a reduction in posts to 81 by 2001.

12. TRANSEC’s role increased significantly following the 11 September 2001 and the Madrid 2004
attacks and increased international security activity over this period. The DfT Board agreed the resulting
growth in TRANSEC to meet the major new obligations, challenges and expectations, and since 2002
TRANSEC’s headcount has increased to 200 posts with an overall annual budget of £16.8 million.

13. Of the 200 staV, 122 people are engaged in front-line work, 35 in direct support of this work, a further
24 in general administrative support and 19 members of senior and middle management.

Oversight and Business Planning

14. TRANSEC’s work is planned in line with the DfT’s business planning framework. TRANSEC
contributes to the Departmental Business Plan and has its own detailed annual business plan which is
security classified. In addition, its work is an integral part of the Government’s wider counter-terrorism
programme. Work is currently in hand on the DfT and TRANSEC Business plans for the three year period
commencing on 2006–07. As a result of the new format for the DfT Plan we hope to be able to include more
information about TRANSEC’s plan and targets in the Departmental plan than has been possible in
previous years.

15. Oversight of TRANSEC’s work is undertaken through its reporting to the Secretary of State and the
DfT Board. On a Directorate basis its business plan, including consideration of risks to delivery is managed
by the Director5 through her divisional managers and internal Programme Management Group. Security
does not feature in DfT’s PSA targets as it is a comparatively small (though important) part of DfT’s
functions and, more importantly, because the subject area does not lend itself well to the adoption and
measurement of specific, measurable outcome-based targets, delivery of which rests in the Department’s
control.

16. The Secretary of State places TRANSEC’s annual report in the House of Commons’ Library.

TRANSEC’s Position Within DfT and Within Government

Position within DfT

17. TRANSEC sits within the DfT, reporting to the Secretary of State but it operates independently from
the transport policy Directorates. Thus positioned, it can be aware of, but not inappropriately influenced
by the Department’s industry “sponsorship” considerations.

Position within Government

18. The Government’s long-term counter-terrorism strategy—CONTEST—is overseen by the Cabinet
OYce. Its aim is to reduce the risk from international terrorism so that people can go about their business
freely and with confidence. In strategic terms, reducing the risk is undertaken across four broad mission
areas (also known as the four “P”s):

— Prevent—terrorism by tackling its underlying causes;

— Pursue—terrorists and those that sponsor them;

— Protect—the public and UK interests through better protective security; and

— Prepare—for the consequences and to improve our resilience to cope with attacks and other major
disruptive challenges.

19. Transport security and contingencies have been and remain key components in the “Protect” and
“Prepare” pillars of that strategy.

20. Transport security has recently been established as a separate workstream within the CONTEST
“Protect” structure which should provide a more robust and eVective framework for closer working with
key Government stakeholders, notably the Police (primarily the Metropolitan Police Service (MPS) and the
British Transport Police (BTP)) and the Security Service (who advises the transport industries on physical
security and electronic attack).

5 Current TRANSEC Director is Niki Tompkinson.
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Programme Development and Relationship with Industries

Relationships with Industry

21. Responsibility and accountability for the design and delivery of security programmes are shared
between the transport operators who own and manage the transport systems, and the Government.
Government activity is divided between:

— the DfT, which directs and advises the industry (including on the basis of threat assessments from
the Joint Terrorism Analysis Centre (JTAC));

— the security agencies—the National Security Advice Centre (NSAC) and the National
Infrastructure Security Coordination Centre (NISCC), which oVer the industry expert advice on
electronic security; and

— the Police, who have a wider responsibility to prevent and detect crimes and to respond to major
incidents and emergencies.

22. In addition, TRANSEC and the Foreign & Commonwealth OYce (FCO) advise on the protection
of UK transport assets and citizens overseas.

23. The Police’s counter-crime and counter-terrorist programmes make an important contribution to
transport security in deterring acts of unlawful interference, in providing public reassurance and an
immediate response to any security incident. The BTP and the MPS have produced detailed complementary
strategies designed to provide an over-arching approach for co-ordinating the Police response towards
countering a heightened threat from terrorism on the “open” transport networks.

24. TRANSEC puts much time and eVort into the relationship with the transport industries, and
examples will be found throughout this memorandum. Of course, industries will often seek to reduce
through the consultation process their exposure to security costs. TRANSEC has always sought to regulate
by setting goals rather than by imposing specific processes on industry, and to achieve compliance through
the commitment of industry to the cause of security rather than through the use of legal powers. We believe
we have been largely successful in these aims, and in taking the industries with us. Indeed without the willing
co-operation of industry the UK would not be in the pre-eminent position it holds internationally in the field
of transport security.

25. TRANSEC conducts its relationships with industry both formally through the National Committees
(see paragraph 35) and informally through managers and staV at all levels (see paragraphs 35, 37 and 38).
We also seek to act as a bridge between industry and other parts of Government with a security role. The
National Committees have police, border agency, Home OYce and intelligence services representatives, and
provide opportunities for the industry to raise issues about policing and border control. The new
workstream described in paragraph 20 should also ensure that the various Government agencies engaged
in transport security are co-ordinating their activities and prioritising work. Initiatives such MATRA (see
Annex 5, paragraph B) brings Government and industry together at a local level.

26. The maritime and land transport divisions of TRANSEC have completed Regulatory Impact
Assessments (RIAs) when implementing measures whose origins stemmed from traditional legislative
bases—ie implementation of UN and EU Regulations (such as the recent UN / EU transport security of
dangerous goods measures and the Ship and Port Facility Security Regulation). In terms of serving general
directions on the industry, consultation is undertaken in every case which includes consideration of cost.
TRANSEC has recently reviewed this process and has agreed to implement a more formal approach to
considering the potential impact of new requirements, based on the formal RIA process.

The Threat

27. There is a history of transport not only being attacked but being used as the means of attack.
Protective security regimes need to minimise both of these risks. They address the threat from both
conventional and unconventional terrorist attacks, and recognise that there are many soft targets
(particularly on the “open” land transport networks) as well as the traditional harder targets (eg the “closed”
aviation network), and therefore a wide range of possible attack scenarios.

28. The nature of air travel (international focus, relatively limited number of entry and exit points to the
system, used for longer journeys and the need in many instances for other passenger controls) has made it
possible to maintain a “closed” system and to exercise central security controls. This has been helpful in
addressing the risk to aviation posed by terrorists and others. History demonstrates that aviation has long
been an attractive target and it has thus been subject to security for a longer period than other modes of
transport. The consequences of a successful attack remain potentially very serious and every eVort continues
to be made to address vulnerabilities.

29. In recent years, terrorist attacks around the world have demonstrated a shift towards “soft” targets.
These include the “open” networks such as rail and underground systems, which are designed to be readily
accessed by large numbers of people for relatively short journeys. It is not possible to apply the same
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“aviation-style” security techniques to an open system, but much eVort has been devoted to devising
measures which enhance security in what are eVectively public places. The closed systems do not take
priority over the open ones. The approach to security and methods used are necessarily diVerent.

30. Relevant and timely threat information must be a cornerstone of transport protective security regimes
if they are to remain proportionate and flexible. However, it is also important to take vulnerability and
consequences into account when making decisions about levels of security.

31. To inform the more detailed analysis of the eVectiveness of the current regimes, JTAC produces up-
to-date threat assessments, which include an identification of the most likely terrorist modus operandi that
could be used against the transport network. An important aspect of TRANSEC’s work is to inform the
relevant UK industry of any changes in the threat levels and the required response measures. This is done
by a secure means of communication, available on a 24/7 basis.

Baselines and Enhanced Measures—Risk Assessment Process

32. The regulated programmes all have “baselines” of measures that remain in place regardless of the
threat. The baselines are enhanced in response to increases in the threat in order to maintain the risk at an
acceptable level. Baselines are set in accordance with prevailing threat levels, international requirements, the
history of attacks, the inherent vulnerability of the mode of transport, whether it is an “open” or “closed”
system and the potential consequences of a successful attack. Account also has to be taken of operational
realities: security measures that bring transport toa standstill would deliver the terrorists’ objective for them.

Stepped Approach to Enforcement

33. As well as being the security regulator, TRANSEC seeks to build positive relationships with the
transport industries to encourage their compliance. It works closely with transport operators to develop
security measures and practices that are eVective, sustainable and responsive to the changing nature of
security threats. TRANSEC pursues security improvements that are responsive to commercial realities, and
works with industry to ensure robust security while meeting the increasing demand for travel.

34. The compliance model used by TRANSEC is applied consistently to all transport modes. It follows
a stepped approach with the primary emphasis on co-operation, advice, dialogue and self-rectification,
followed up through enforcement and, in the worst or persistent cases, prosecution. Experience to date has
shown that prosecution has not been necessary as industry has been willing to implement remedial action
when breaches, or potential breaches, of security have been highlighted by the Department.

National Committee Structures and Communications with Industry

35. TRANSEC operates on a number of levels:

— TRANSEC liaises with senior industry oYcials and nominated security contacts on a wide range
of security issues including the dissemination of relevant threat assessments;

— protective security regimes are overseen by national security committees for each transport mode.
These comprise all key industry stakeholders and the Police, and whose bi-annual meetings are
chaired at senior oYcial and ministerial level. Their remit is to maintain an overview of the
standard of security and to discuss any concerns arising; and

— below the national committees, various sub-committees and working groups ensure that
Government and industry continue to work together eVectively.

Financing Security

36. It has been the policy of successive Governments that the cost of transport security should be borne
by those that use the transport systems rather than by the general taxpayer. Thus, the costs of providing
security measures on the ground fall to each transport industry, and are passed on to the end user, the
passenger, as appropriate.

37. TRANSEC consults with industry on protective security matters at both formal and working levels.
The starting point in discussions is always the security objective and identifying diVerent ways of delivering
that objective. Commercial considerations may point TRANSEC towards one solution over another, but
this is not a choice between good security or not. TRANSEC are currently reviewing this process to see if
it can be enhanced.

38. Industry is not required to meet the costs of security regulation or compliance monitoring.
Furthermore, Government departments and the Police pick up some of the costs of the funding of research,
development and evaluation of technologies and other systems to support the industries’ provision of
security. (Much of this development is funded by commercial companies who then stand to profit from their
investment). Government contributions include the provision of advice, some contribution to training
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courses, training aids, and the administration of counter-terrorist checks for relevant staV in the industries.
The Government also funds TRANSEC’s considerable international eVort, designed to enhance the security
of the industries’ overseas operations.

International and EU Activity

39. The international community has responded to the changed security environment by expanding
existing, and developing, new international protective security regimes, a process which TRANSEC has
actively supported. This includes:

— the development of international aviation security at the EU level and through the International
Civil Aviation Organisation (ICAO) and the European Civil Aviation Conference (ECAC);

— the greater prominence given to maritime security by the International Maritime Organisation’s
(IMO) new regime;

— international concerns about the secure transport of dangerous goods which have been reflected
in recently adopted United Nations and EU security requirements; and

— TRANSEC’s long-established working relations with French counterparts on security in the
Channel Tunnel.

40. Work in the EU is the highest priority from an international perspective. Over the years, the European
Commission has introduced regulations governing key aspects of maritime and aviation security. It also
introduced in 2005 regulations governing the transport security of dangerous goods. On supply chain
(freight) security TRANSEC expects to see a Communication from the Commission in 2006.

41. TRANSEC enjoys significant influence and respect internationally as a result of its expertise,
experience and high standards of transport security in the UK. This is demonstrated by the many
international delegations it receives on a regular basis and the many requests for TRANSEC’s input into
international exchanges.

Role of Technology

42. Technology is at the heart of many key security measures. Developments in technology can bring
improvements in security and/or reduce costs eg through more reliable detection of terrorist weaponry, or
by reducing the amount of direct human intervention. Technology can also permit the implementation of
measures that cannot be carried out manually.

43. Following the attacks in July, there were calls for a greater role for technology in preventing further
attacks. Equipment that can screen three million people a day (approximate passenger numbers for the
London Underground) without unduly inconveniencing them does not exist at the present time. However,
over the next few months TRANSEC will be trialling various types of security equipment on diVerent parts
of the rail network: some of it new to the market and some of it used in the past in aviation security. The
tests, starting in the New Year, will run alongside other security measures and will last about six months.

44. TRANSEC sponsors a programme of research, development and technical evaluation (R&D&E).
The programme has four key objectives with the common aim of improving transport security:

— fund research and development of promising ideas to the point at which the idea is proven to have
suYcient potential that commercial developers will take it on;

— evaluate new equipment or technology-based security processes to establish their eVectiveness and
suitability for transport security applications;

— enhance the eVectiveness of security technologies by collaboration with manufacturers to refine
their designs and by research and development focused on improving the way security personnel
use technology; and

— inform the development of the modal security programmes by conducting research to identify and
characterise security vulnerabilities, to assess the likely impact of attack scenarios and to evaluate
options to prevent or mitigate an attack.

45. Annex E provides a brief summary of some of the key outcomes from the TRANSEC R&D&E
Programme during the financial year 2004–05.

Role of The Media

46. The media has a legitimate interest in security and public safety. TRANSEC has to consider the
balance between the public’s right to be informed of the risks (and their mitigating measures) and to ensure
terrorists are not fully aware of the preventive measures in place. Public vigilance and support remains
essential.

47. Coverage can be helpful—TRANSEC always investigates any alleged breaches of security, whether
exposed by the media or by anyone else, so that any weaknesses can be addressed. TRANSEC’s preference
would be for genuine weaknesses not to be put into the public domain, as it could help terrorists. If, on
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investigation, the alleged weaknesses prove not to be genuine, then public confidence is undermined for no
good reason. But refuting unsubstantiated media allegations normally entails putting more into the public
domain than is in the interests of national security.

Recruitment, Vetting and Training

Recruitment and Vetting

48. Varying degrees of recruitment and vetting practices—regulatory and advisory—operate within the
transport industries, depending largely on the “closed” or “open” nature of the transport system, the
sensitivity of the security posts and functions, the maturity of the security framework and the needs of the
industry.

49. The most established regime exists in the aviation industry with vetting for airport staV with security
duties beginning in March 1997. Since 2003, certain security duties in the maritime and Channel Tunnel
industries have carried a requirement to undergo vetting in the form of employer recruitment and counter-
terrorist checks. There are no mandatory requirements on vetting of general rail staV with security duties,
although guidance is oVered.

Training

50. Other than the mandatory security training in the aviation industry, training in the other transport
modes is on an advisory basis, though plans are in place to regulate here too. The absence of a legal
obligation does not mean that appropriate training is not taking place. Where appropriate, TRANSEC
specifies the content of the courses, formally approves providers and monitors the quality of the training.
It also contributes to courses by providing lecturers and administrative support. The Security Service plays
an important role in assisting with this work.

Conclusion

51. Transport security has had well developed and mature programmes of regulation and guidance in
place since the early 1990s, augmented by the strong working relationships that have been forged between
the Government and industry, and between the various Government stakeholders. Having already
implemented measures for the largely “closed” transport systems which TRANSEC deems to be pragmatic,
proportionate and cost-eVective, the challenge now lies in developing the options for addressing “open”
systems and new modes of attack. The closed systems do not take priority over the open ones.

52. The focus of TRANSEC’s work programme remains to ensure that its proportionate security regimes
are maintained across all of the regulated transport security modes, addressing risks and vulnerabilities in
domestic and overseas operations, and taking account of new and emerging threats, including to transport
“soft targets”.

December 2005

Annex A

Land Transport Security and the London July Attacks

1. Security regulation was introduced in the Channel Tunnel network in 1994, the heavy rail network in
February 2000, London Underground and the light rail network in October 2003, the Docklands Light
Railway in September 2005 and the Glasgow Subway from November 2005. From July 2005, the security
of dangerous goods in transport was also brought under formal regulation.

2. Industry is responsible for the implementation of the regulated security measures. DfT inspectors
monitor and enforce compliance against the security standards.

3. The hierarchy of measures are devised in response to the mode-specific threat levels identified by the
intelligence services. An important aspect of TRANSEC’s work is to inform the relevant UK industry of
any changes in the threat levels and the required response measures. This is done by a secure means of
communication, available 24/7.

Pre-Madrid Security Regime

4. Rail security in Great Britain has strong foundations in place which have been developed over time to
deter the Irish terrorist threat. Its focus has been on bombs left in stations and, to some extent, on trains,
and to make it as hard as possible to leave unattended items. Many of the security measures in place (left
luggage screening, station searches, restrictions on litter bins and BTP-developed rail staV procedures to
evaluate the risk associated with the discovery of an unattended item) were specifically developed to deal
with that threat.
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Post-Madrid Review of Rail and Underground Security

5. Following the Madrid rail attacks in March 2004, TRANSEC undertook a comprehensive review to
examine rail security measures already in place nationally and investigate new ways of improving those
measures. It was undertaken in conjunction with the BTP, industry and other Government departments.

6. The outcomes of the review, endorsed by Government in late 2004, identified a package of short,
medium and long-term measures to enhance rail counter-terrorist security and for industry to deliver. These
centred on: new regulatory measures; new and improved guidance; better working arrangements with the
BTP and industry; and further studies into long-term transport security issues.

7. A key feature of the review was to ensure that the measures remained proportionate, pragmatic,
sustainable and did not place an undue burden on industry. The measures were designed for the prevailing
threat at the time and to be introduced without requiring a significant shift in the “open” nature of the rail
system. Furthermore, the measures not only continued to address the threat from bombs deposited on
stations but also extended the focus to trains.

8. Running in parallel with the Madrid review, the BTP produced in December 2004 its National
Strategic Framework which was designed to provide an over-arching approach for co-ordinating the Police
response towards countering a heightened threat from terrorism upon the rail network. It describes how it
could provide a national capability that takes into account alterations to the threat level.

Rail Security Post-7 July

9. The 7 July attacks against the London Underground were the first suicide attacks in the UK. On that
day, the mandatory security requirements were raised to their highest level across the rail and underground
networks resulting in the tightening of the existing measures. Prompted in part by TRANSEC, industry also
introduced measures over and above their regulatory requirements, previously agreed with TRANSEC.

10. A rail industry working group has been convened to keep under review existing security policies and
consider any further areas for action following the London attacks. This will ensure greater and more
prompt focus is given to the full range of rail security issues.

11. TRANSEC collaborates with other agencies, principally the Home OYce and NSAC to support their
research and development activities in a number of areas that are of relevance to transport security.
These include:

— evaluation and development of “Intelligent Vision Systems”—systems designed to automatically
or semi-automatically detect unusual or unauthorised behaviour in a CCTV image;

— investigation into blast eVects and blast mitigation strategies, with a particular emphasis on blast
on tube trains; and

— behavioural sciences—including techniques for identifying suspicious behaviour.

Bus and Coach Security

12. TRANSEC issued protective security advice and guidance to all bus and coach companies in the
United Kingdom in November 2005. This is based in part on the regimes TRANSEC has in place for
elements of the rail industry.

Annex B

Aviation Security

1. Security regulation was introduced into the aviation sector through the Aviation Security Act 1982.
TRANSEC is responsible for regulating and monitoring compliance with aviation security standards in the
UK. It also works to protect UK airline operations overseas, including by pressing for higher standards and
better implementation internationally.

2. Under the 1982 Act, TRANSEC issues Directions to airlines, airports and others and requires these
“Directed Parties” to carry out the measures specified—such as the screening of passengers and their bags.
Directions are written in broad terms, leaving industry managers to identify the optimum means of
implementing the requirements. They specify the minimum standard required though industry can apply
additional measures should it choose to do so. The Directions, together with the recommended practices
which indicate how standards may be best applied, make up the National Aviation Security Programme
(NASP).

3. Measures are primarily ground-based. The airport Restricted Zone (RZ) is a “cordon sanitaire” in
which all passengers, staV, baggage and cargo are subject to screening. As in other modes, security is layered;
it is a combination of measures rather than a single line of defence.
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4. Ensuring that measures are implemented eVectively is crucial. TRANSEC inspectors assess the
delivery of security on the ground to ensure that the required standards are being met. TRANSEC maintains
a constructive dialogue with industry at all levels and encourages them to take ownership and responsibility
for ensuring standards are being met. TRANSEC seeks rectification where appropriate and takes
enforcement action where necessary.

5. The delivery of eVective aviation security requires co-ordinated working between stakeholders,
including government, industry and the Police and other control authorities. Sir John Wheeler’s 2002 report
on aviation security, commissioned by Government, endorsed TRANSEC’s role in this relationship. It also
concluded that multi-agency analytical work on the threat of serious and organised crime to airport security
was required in order to develop a more holistic approach. This recommendation led to the establishment
of the Multi-Agency Threat and Risk Assessment (MATRA) process at UK airports.

6. Under MATRA, those with a stake in the security of the airport work together to agree a risk register
and identify further actions required to mitigate risks to an acceptable level, which ultimately leads to an
airport security plan. This voluntary process is supported by a joint DfT/Home OYce secretariat, which
promotes best practice and monitors progress. MATRA has created greater mutual familiarity between
stakeholders for each other’s responsibilities, ways of working, issues and concerns.

7. Since 11 September 2001, the overall pace and scope of international aviation security work has
increased dramatically and a large number of initiatives have been taken forward. As a comprehensive
regime already existed in the UK, relatively little change to UK practice was required. Some of our
international partners faced a greater challenge in raising their levels of protective security. There has been
a greater impetus in a number of international organisations to develop new aviation security standards and
initiatives. This has called for even greater engagement by TRANSEC internationally, both multilaterally
in the EU, ICAO, ECAC and G8, and through an intensified programme of overseas assessments and other
bilateral work.

8. Work in the EU is the highest priority from an international perspective as EC Regulations are directly
applicable in UK law, and bear on key neighbouring States with major traYc flows to the UK. The UK
engages closely in the work of the EC Regulatory Committee which develops the regulatory standards and
implementing procedures for aviation security in the EU, and is contributing actively to the present recasting
of the baseline EU regulation, in light of two years’ experience of its application.

9. The UK also plays a very active role in ICAO and a high priority is to try to raise the security baseline
and topress for ICAO standards which are more directly relevant to the current threat scenario. TRANSEC
also makes best use of opportunities in international fora to raise awareness of the seriousness and global
nature of the threat to aviation.

10. TRANSEC carries out a major programme of overseas assessments, in co-operation with Host State
authorities. This programme concentrates primarily on UK airline operations to encourage standards which
will enable UK airlines to operate securely. In addition, an intensified programme of visits to the UK by
aviation security specialists from foreign governments allows TRANSEC to promote and demonstrate UK
aviation security philosophy and best practice to those best placed to influence standards overseas.

11. TRANSEC employs Regional Aviation Security Liaison OYcers (RASLOs) based overseas to work
collaboratively with international partners and UK airlines in key regions around the world, providing
technical and specialist support, training and guidance. TRANSEC has been actively involved in training
activities internationally for many years. This has particular benefits at locations where UK airlines operate
but also serves to improve the security environment for other airline operations to the UK.

Annex C

Maritime Security

1. Security regulation was first introduced into the maritime sector through the Aviation & Maritime
Security Act 1990. TRANSEC is responsible for regulating maritime security and monitoring compliance
in the UK. It also works to protect UK maritime operations overseas, including by pressing for higher
standards and better implementation internationally.

2. TRANSEC is given operational support by the Maritime and Coastguard Agency (MCA) in ensuring
that UK registered cargo vessels are compliant with the requirements of the International Ship and Port
Security (ISPS) Code. UK passenger vessels, ferry services and all of the UK’s port facilities serving ships
engaged on international voyages fall within the work of TRANSEC directly. It also maintains general
oversight of the maritime security arrangements for the Overseas Territories and Crown Dependencies.

3. An important aspect of TRANSEC’s work is to informthe UK shipping and port industries of changes
in the security levels in response to threat information that is received by TRANSEC from the intelligence
services. This is done by a secure means of communication.

4. The implementation of the ISPS Code in July 2004 represented a major change in the way maritime
security was regulated. Developed by the IMO and given eVect by European regulation, it has been
embraced by the shipping and ports industries where levels of compliance were already satisfactory.
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5. TRANSEC worked with industry to introduce security measures that were proportionate and
sustainable. There is now a programme of compliance to ensure that the security plans agreed and approved
by TRANSEC and the MCA are in place. TRANSEC works with the EC and Member States to ensure that
compliance with the requirements is being achieved internationally. Where necessary, it engages in capacity
building initiatives in partnership with the EC, G8 States and the IMO.

6. The maritime security programme includes engaging with other Government Departments to provide
assurance that an eVective response to maritime threats and incidents can be mounted. Specifically,
TRANSEC is contributing to security planning for major events and participating in security drills and
exercises. Maritime contingency plans are under review by industry to ensure that they are eVective and can
be activated at all times.

7. The regulatory regime is being extended in two areas. First, by 1 July 2007 sea-going domestic maritime
operations will come within the regulatory regime. Secondly and within a similar timetable, by way of an
EC Directive, security regulations will also apply to all commercial maritime transport operations at ports,
extending their scope beyond the port facility where the ship and the port interface.

8. Two considerations will help to lessen the impact of these legislative developments. First, domestic
maritime operations will be subject to a risk assessment to determine which need to be subject to the full
regulatory regime and those which may be exempted from some of the provisions. Secondly, the provisions
of the EC Directive were foreseen and TRANSEC has tailored its existing instructions and guidance on
security at port facilities accordingly.

9. The maritime security programme of TRANSEC also embraces operations which lie outside of the
ISPS regime. The first step towards establishing this policy will be to undertake a risk assessment based on
threat and vulnerability in order to establish the priority of further work.

Annex D

Contingencies and Response

1. TRANSEC is mainly focused on seeking to prevent terrorist attacks. Response to incidents, as we saw
on 7 July, is primarily a matter for the emergency services, working in close co-operation with staV from the
utilities and local authorities (primary and secondary responders, as they are designated in the Civil
Contingencies Act). TRANSEC is not the funder of any of these responders and is not empowered to direct
their response activities. Nor would it wish to direct because it cannot be as expert in judging what is the
best way to handle an incident underground, for example, as either the people who run the system or the
highly trained emergency response personnel.

2. It does nonetheless have some important contributions to deliver. The aim of this work is to ensure
that:

— at the strategic level, DfT plays its part in government-wide preparations for crisis and in exercises
on contingency planning;

— individual divisions are ready to deliver what may be required of them in a crisis response (such
as authorisation of air exclusion zones or relaxation of restrictions on drivers’ hours); and

— there is dialogue with industry about contingency planning, so that TRANSEC can share
information about risks and work together intelligently in a crisis.

3. TRANSEC also quality controls the emergency plans held by key divisions within DfT, setting out
how they will deliver their part of a response to crisis, including one occurring without notice and/or “out
of hours”.

4. Ministers have agreed that it is not appropriate for the Department to audit transport operators’ own
contingency plans. However, TRANSEC has been stepping up contacts with industry on contingency
planning to ensure that the transport sector has adequate information on developments (eg on current
threats and hazards) to enable them to maintain, update and regularly exercise their plans.

5. Many contingency plans are regularly called into play to meet day to day problems such as
breakdowns, bomb alerts or unplanned closures of transport systems. Along with partners such as the
Regional Resilience Teams, TRANSEC seeks to add value at the higher level, where there is a need to ensure
that plans consider wider events and indirect impacts. The value of exercises has been repeatedly mentioned
by responders in debriefs following 7 July. These exercises not only model reality very accurately, but
contribute to the familiarity and excellent joint working that was seen from all responders on 7 July.
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Annex E

Research and Development

People Screening

A major trial at Heathrow Airport provided successful results to the extent that TRANSEC approved
the method as an alternative way of screening people, bringing benefits in terms of security and passenger
facilitation.

X-ray screener competency

TRANSEC has made further advances in improving the standards of x-ray screening. A new version of
the national test has been developed and introduced. This version has improved robustness and also raised
the standard required. Further developments have taken place in the application of threat image projection
(TIP)—a system for improving screener alertness. The UK requirements have been adopted by ECAC as
the European standard.

Software which analyses the TIP data on individual screeners has been distributed to users. The process
allows TRANSEC to monitor their performance and allow comparisons to be made between other UK
airports.

StaV management

The supervisors of security staV have an important role to play in quality control. TRANSEC funded
a comprehensive study into best practice, one output being a comprehensive guidance booklet. This new
knowledge will be used to fashion a validation trial.

Technology evaluation

TRANSEC has continued to evaluate commercial security equipment in the areas of hold baggage
screening, metal detection and explosive trace detection. The work on baggage systems has led to the setting
of enhanced UK standards and, together with the work on metal detectors, has made an important
contribution to the development of EU standards.

December 2005

Supplementary memorandum from the Department for Transport (DfT) (TS 27)

QUESTIONS ARISING FROM THE TRANSPORT COMMITTEE’S HEARING ON TRANSPORT
SECURITY—2 NOVEMBER 2005

New Security Equipment at Paddington

1. The Committee would be interested in being briefed on, and viewing, the equipment to be tested at
Paddington and London Underground network when it is operational. Could this be arranged?

Yes. We suggest a private briefing and demonstration in the early stages of the trial.

Responsibility

2. Who has formal responsibility at Cabinet level for transport security in the UK?

The Secretary of State for Transport. The Home Secretary has overall responsibility for national security.

Current Threat

3. What is the current intelligence assessment of the present level of threat from terror attacks to UK transport
systems, and on what is that threat based? How much credence does the Government place in such assessments?

It is not appropriate to comment specifically on intelligence matters in an open document. Furthermore,
the intelligence services are continuing to look at the security and intelligence aspects of the July events.
What can be said is that UK transport systems have been assessed as being at a high level of threat for some
time. Events both here and overseas have confirmed the accuracy of the assessments. The Madrid commuter
attacks of March 2004 and the London attacks in July 2005 demonstrated the intent of terrorists to attack
the rail networks and their inherent vulnerability.
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Response to Current Threat

4. Is it not a mistake to base protective security measures for UK transport systems on intelligence when we
find that the intelligence has not been there, or was not suYciently precise, or was wrong?

Threat assessments are provided by JTAC, a multi-agency group of counter terrorist experts based within
the Security Service. It takes account of what is known from intelligence and past activity about terrorists’
capability and intentions. These assessments usually reflect the general picture. In deciding how best to
manage the risks in response to these assessments, we will also take account of the industry’s vulnerability
to attack and the probable impact of the measures. Where specific intelligence about a threat is received we
will consider specific additional security measures in response.

5. Does the Government agree that in the absence of intelligence that is good enough to stop attacks like “9/
11”, the Madrid train bombings in 2004, and the London bombings, a much greater protective security eVort
needs to be mounted on our transport systems?

Security is kept under continuous review so that appropriate new measures can be developed and
incorporated, and indeed security has been steadily increased since the various attacks. All the measures
currently in place are sustainable for the foreseeable future with the aim of creating a security regime that
is practicable and allows the transport networks to continue to function eVectively.

6. Are London’s transport networks going to continue to be the main terrorist target in the UK?

It is not appropriate to comment on specific knowledge of terrorist targeting but clearly the transport
network remains a major target and this forms a key assumption in our contingency planning.

Response to the Events of 7 and 21 July

7. What concrete steps has TRANSEC taken to improve its performance in the light of the current terrorist
threat?

TRANSEC has increased the quantity of staV in order to take on the additional work required, and
through careful recruitment processes has ensured that quality remains high. New staV attend customised
induction training courses.

StaV responsible for devising our security programmes are briefed regularly on the threat and on terrorist
modus operandi. New programmes of work have benefited from the considerable level of professional
expertise within the Directorate and from consultation with other security experts.

8. What is the Government’s assessment of the way the transport authorities and the emergency services
responded on 7 and 21 July? Could the response have been better? In what ways will it be better in future?

As stated publicly by both the Secretary of State for Transport and the Home Secretary, the response on
7 and 21 July was very eVective, due to the amount of pre-planning and exercises that had taken place. Key
lessons learned include the need for greater clarity over command and control of closing and re-opening the
transport networks, and for more streamlined communications with the transport operators during a crisis.

Public Confidence in Transport Security

9. One of TRANSEC’s key stated aims is “to retain public confidence in transport security”. How does
TRANSEC measure the extent to which it is succeeding in retaining public confidence in transport security and
meeting this aim?

Formally, we have used Departmental questions in national attitudinal surveys to give us feedback. Less
formally we use feedback from industry contacts, amount and content of correspondence from the public as
a very rough guide to the level of public confidence. Letters from the public often compare security overseas
unfavourably to that experienced at home eg standards in aviation security at overseas airports.

More recently, questions on security were included in a BMRB Access Omnibus Survey, looking at how
Londoners and users of the London Underground have responded to the London bombings and their
attitudes to the potential introduction of higher security measures on the transport network.
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10. People have been reported as being reluctant to use the London Underground since the events in July. What
are the facts about current usage, and is any reduction of numbers not a good measure of the extent to which
the public has lost confidence in those responsible for protecting them when travelling?

It is too soon to be sure what the overall eVect of July’s events will be on passenger numbers. However,
the figures show that in September passenger numbers were only slightly below those for 2004 and that
confidence in the tube has recovered. The main fall in passenger journeys were in July, when several tube
lines were closed. The northern section of the Piccadilly line and the Circle line did not re-open until 4
August. In all about 1°% of scheduled train kilometres were lost as result of the July bombings.

London Underground (Passenger millions)
Months 2004 2005

January 77.1 79.1
February 81.6 83.9
March 88.4 78.3
April 87.0 88.8
May 78.7 84.7
June 78.8 82.7
July 80.8 76.7
August 78.1 73.4
September 81.7 81.0
October 85.1
November 87.2
December 76.6

Media

11. Does TRANSEC consider the media an ally in the fight against terror?

The media has its job to do and has a legitimate interest in security and public safety. Coverage can be
helpful.

12. Can TRANSEC explain why you think it is not helpful for the media to highlight alleged weaknesses in
security?

We always investigate any alleged breaches of security, whether exposed by the media or by anyone else,
so that we can address any weaknesses. Our preference would be for genuine weaknesses not to be put into
the public domain, as it could help terrorists. If, on investigation, the alleged weaknesses prove not to be
genuine, then public confidence is undermined for no good reason. But refuting unsubstantiated media
allegations normally entails putting more into the public domain than is in the interests of national security.

Outreach to the Public

13. What extra is TRANSEC doing to enlist the support of the public in enlisting their active cooperation in
the eVort to make our transport systems safer places to use?

Since the Madrid commuter attacks in March 2004, TRANSEC has worked with the land transport
industry in particular to increase the level of public awareness by promulgating a variety of public messages.
This requirement on industry will be included in forthcoming Instructions to the rail industry.

TRANSEC and the Transport Industries

14. Is TRANSEC confident that it has the wholehearted support of the transport industry in driving up the
standards of protection aVorded to the travelling public?

The transport industries have a responsible attitude towards security as evidenced by the high standards
of compliance and by the approach taken by industry in our many dealings with them at all levels.
TRANSEC ensures that key industry senior managers and security contacts are properly briefed on the
threat, so that the need to maintain good security is well understood.

15. Does TRANSEC not accept that when commercial considerations have to be taken into account in
determining security, then ideal security must necessarily be compromised?

The starting point is always the security objective and working with industry to identify diVerent ways of
delivering that objective. Commercial considerations may point us towards one solution over another,
rather than there being a stark choice between good security or not.
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16. What sanctions does TRANSEC have against those transport operators who fail to implement the
protective security measures you recommend? If TRANSEC has none at its own hand, how is enforcement
delivered?

Relevant primary legislation establishes oVences in relation to persons who, without reasonable excuse,
fail to do anything required by an instruction or direction issued under that legislation. If found guilty of
such an oVence a person is liable, on summary conviction, to a fine not exceeding the statutory maximum;
or on conviction on indictment, to a fine or to a term of imprisonment not exceeding two years, or both.

TRANSEC adopts a stepped approach to enforcement that is clearly understood by the regulated
industries. The steps range from informal discussions for very minor issues, formal written requests for
rectification in a stated timeframe, “on the spot” notices requiring immediate rectification, to the issue of a
formal “Enforcement Notice” which prescribes rectification measures and is, in eVect, a formal warning of
impending prosecution, non-compliance with which is in itself an oVence.

In practice we have never had to move beyond the stage of Enforcement Notice issue to secure
compliance.

In terms of less formal “sanctions” TRANSEC’s inspectors do have the power, for example, to detain an
aircraft for the purpose of carrying out an inspection. This power is not used often, but if it is, the act of
delaying an aircraft in itself represents an eVective and immediate sanction where there is reason to suspect
that security procedures have not been properly complied with.

17. How frequently does industry resist TRANSEC recommendations? Have there been prosecutions to ensure
compliance? If so, how many?

Industry representatives play a full part in the consultation process to develop the security programmes,
and expect a clear explanation of why the various elements are needed. Our aim is to reach agreement with
industry before the measures are included in directions or instructions. Once this has happened, our
experience is that industry does its best to comply, and that any failures are taken very seriously by industry
management. Enforcement Notices are quite rare and prosecution has not been necessary.

18. It appears intrinsic to TRANSEC’s stated “Objective” to ensure a balance between protecting the
travelling public and placing requirements on the transport industry that, in the words of your Memorandum,
do not “impact disproportionately . . . on the eVectiveness and eYciency of industry operations”. How do you
ensure this “balance”, and how do you know when the “balance” is right?

The process is as described in the answers to questions 15 and 17 above. By focusing on our security
objective and by looking at options for meeting the objective and engaging with the industry on how the
diVerent options will impact on their business, we can usually find the right balance. Although security is
our first concern, we would feel that we had failed if our measures impeded the transport operation to the
point that it was no longer commercially viable or that the public were deterred from travelling.

19. Can TRANSEC oVer the committee examples of where the “balance” of security and industry burden has
been achieved, and others where it has not?

The post-Madrid review of rail security resulted in a package of measures which enhanced rail security
but which also took account of the burden on industry. This was achieved through close working with
industry before recommendations were put to ministers. Further information is attached at Appendices A
and B.

20. Is TRANSEC actively working with aircraft manufacturers to ensure that the specification for new
generation aircraft incorporates anti-terrorist protection devices?

Passenger aircraft operating in the UK are required to have lockable, reinforced cockpit doors. Such
doors can be specified when a new aircraft is ordered.

On-board anti-terrorist protection devices which will counter a surface to air missile attack against a civil
aircraft are under development. Should this technology prove viable, we shall work with the US and other
international partners in establishing a common approach to the aircraft manufacturers.
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Risk

21. “Having already implemented measures for the largely ‘closed’ transport systems which TRANSEC deems
to be pragmatic, proportionate and cost-eVective, the challenge now lies in developing options for addressing
“open” systems and new modes of attack”. Define the rationale for “closed” and “open” systems of transport,
and explain the reasons why TRANSEC has prioritised security for the former over the latter

Transport systems vary greatly for reasons unconnected with security. We have had to accept and work
with those diVerences when devising appropriate approaches to security. The nature of air travel
(international focus, relatively limited number of entry and exit points to the system, used for longer
journeys and the need in many instances for other passenger controls) has made it possible to maintain a
“closed” system and to exercise central security controls. This has been helpful in addressing the risk to
aviation posed by terrorists andothers. History demonstrates that aviation has long been an attractive target
and it has thus been subject to security for a longer period than other modes of transport. The consequences
of a successful attack remain potentially catastrophic and it is right that every eVort continues to be made
to address vulnerabilities.

In recent years, terrorist attacks around the world have demonstrated a shift towards “soft” targets ie
those that are harder to protect. These include the open networks such as rail and underground systems,
which are designed to be readily accessed by large numbers of people for relatively short journeys. It is not
possible to apply the same “aviation-style” security techniques to a closed system, but much eVort has been
devoted to devising measures which enhance security in what are eVectively public places.

The closed systems do not take priority over the open ones. The increase in TRANSEC’s staV over the
past four years has enabled us to run programmes for all the modes of transport which are fit for purpose.

22. Can TRANSEC provide information about the “baseline” measures that remain in place regardless of
threat?

All the National Security Programmes (the baseline measures) are classified RESTRICTED. A summary
of the approach adopted for each regulated transport mode can be found in Appendix C.

Business Planning and Reporting

23. Does TRANSEC’s Business Plan contain specific Departmental performance targets? If so, what are
these?

Yes. TRANSEC’s Business Plan conforms to the DfT format and includes high level and detailed targets.
It would not be appropriate to detail these in this document as there are many dozens of targets, and some
of them will in themselves reveal details of existing security vulnerabilities. However, we would be pleased
to let the Committee have sight of our Business Plan during their visit to TRANSEC. The overall aims of
the 2005–06 plan are:

(a) To maintain and improve transport security and resilience.

(b) To devise and enforce appropriate and eVective security regimes for delivery by transport
providers in the UK.

(c) To promote eVective security in overseas transport networks.

24. Could consideration be given to reinstating some level of detail on expenditure and human resource
allocation, and performance targets, in the TRANSEC Annual Report for the future?

Yes, as the Committee clearly finds this information helpful we will consider reinstating information on
expenditure and human resource allocation. We will also consider what we might reasonably say about
performance targets, though in this area we are likely to be more constrained by security considerations.

25. The TRANSEC Annual Reports 2001 to 2003 contained an annex on “incident statistics” which also
appears to have been dropped. Would the Department consider reinstating this?

We are currently reviewing our processes for collating incident information to ensure better consistency
of reporting across the modes. We will certainly consider including something on this subject in future years’
reports. Please note, however, that the level of detail on incidents from around the world is unlikely to be
repeated as it was concluded that the cost of collecting and collating such data was disproportionate, and
the staV resource has been reallocated to other tasks. Future data will therefore be restricted to incidents
with a direct UK interest.
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26. Would TRANSEC undertake to establish a stable reporting template in order to facilitate comparisons
year on year? Would the Department undertake to look at that with a view to implementing it from the next
annual reporting cycle?

We would prefer a consistent format for the Annual Report as it would make both its production, and
year on year comparisons, far easier. Some of the changes in the most recent report reflected the fact that
we published it on our website for the first time, and notwithstanding undertakings we have made above
regarding its future content we will aim for a more consistent format in future. We need to recognise,
however, that external factors and diVering priorities year on year may necessitate some changes in format.

27. The Departmental Annual Report 2005 contains a section on the work of TRANSEC. Rather than deposit
a separate report in the Library of the House of Commons, would it not avoid duplication and aid transparency
to include it as an annex to the Department’s main report?

This is an interesting proposal and one that we will consider. Timing may be an issue as the Departmental
report is usually ready ahead of TRANSEC’s Annual Report which contains more detail. We will also need
to check that the proposal would meet our legislative obligations.

28. What proportion of the TRANSEC budget in 2004–05 was spent on administration and what proportion
on “front line” duties?

Of 200 staV, 122 people are engaged in front-line work, 35 in direct support of this work and a further 24 in
general administrative support, and 19 senior and middle management of TRANSEC. TRANSEC’s budget
(£16.8 million) is allocated accordingly.

The Cost of Security

29. Does the Government know what the financial cost is to the transport industries and the travelling public
of implementing TRANSEC’s security measures? How can we be sure that the cost of security in ticket prices
represents good value for money?

It is not possible to puta figure on this. It is for the industry to decide how to deliver security requirements.
In some cases security will be a dedicated function and in others security will be combined with other duties.
It is in the industry’s interests to provide security in the most cost-eVective way, so long as they comply with
our requirements. Through industry working groups and formal and informal contacts, we can advise on
best practice.

Ultimately, security value for money is hard to measure by normal business methods. Our working
assumption is that without security there would be more attacks, with consequential loss of life and
disruption to society.

30. Does the Government have a figure for the total annual cost to the Government of security in the UK?

As set out in the 2004 Spending Review, the Government provided additional resources so that by
2007–08 the UK’s planned investment in counter terrorism and resilience will be over £2billion—more than
double the pre-11 September 2001 level. This does not include core military and police spending.

31. Is it right to leave the cost of transport security primarily with the industries when terrorist outrages have
a country- wide impact? In those circumstances should the contribution from general taxation to security not
be increased, and will the Government undertake to examine the current policy?

The Government’s policy is that the user should pay. The cost of transport security is borne by industry
and passed on to the passenger. The same principle applies to the security of other sectors of the Critical
National Infrastructure.

Agencies’ Co-operation

32. Transport security has been “established” “recently” as a “separate workstream” within one part of the
Government’s long-term counter terrorism strategy, and this has made for “more eVective” working by “key
Government stakeholders”. Why has this happened only recently, and was previous cooperation between the
“key Government stakeholders” poor?

There have always been good informal links between those responsible for contributing to transport
security. In addition to TRANSEC’s programmes, the police have a role to play in protective security. The
industries receive further practical advice on a range of protective security measures from two additional
sources—National Security Advisory Centre (NSAC), which is part of the Security Service, and National
Infrastructure Security Co-ordination Centre (NISCC), which specialises in advising on electronic security.
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A review and rationalisation of the Government’s whole counter-terrorist programme (CONTEST)
earlier this year resulted in a move to four separate sub-programmes, of which protective security is one.
Within that, transport security was identified as a workstream in its own right (although it is technically one
of the 10 sectors of the Critical National Infrastructure which is also a workstream).

The Director of TRANSEC was appointed Senior Responsible Owner for the transport security
workstream, with a remit to co-ordinate all aspects of transport security and report to the oYcial and
ministerial committees. This has provided a more formal framework and is programme managed to ensure
that the various stakeholders have visibility of each others’ work, that the boundaries between the various
programmes are managed eYciently and that progress reports are given at scheduled intervals to the
Committee that oversees the work. This builds on and strengthens the informal processes already in place.

33. Is there now suYciently close cooperation and exchange of information between TRANSEC and other
security and intelligence agencies to ensure that vital intelligence in the hands of the counter-terrorism agencies
reaches those who need to know in the “front line”, and what concrete examples do you have?

Co-operation and exchange of information is excellent. The establishment of the Government’s Joint
Terrorism Analysis Centre (JTAC) in 2003 brought together in one organisation counter-terrorist specialists
from across Government and the intelligence agencies to provide a single point of contact for threat
assessment. A small number of TRANSEC staV are “visiting members” of JTAC and have full access on a
daily basis to all relevant intelligence. Reports are also read by senior managers and others within
TRANSEC so that we can take account of them in our front-line work. Key contacts in the industry are also
briefed on a confidential basis as appropriate. JTAC provide regular written and oral briefings to industry
meetings, eg the National Security Committees established by TRANSEC and give specific assessments as
required.

34. TRANSEC states that work in the EU is the “highest priority from an international perspective”, but
suicide bombers will presumably enter the aviation system at the weakest security link -which might be in a
country far from Europe. Can TRANSEC explain the priority it gives to Europe?

TRANSEC seeks to raise the baseline of international standards and improve standards of
implementation as a keypart of its eVorts to enhance aviation security worldwide. We focus this multilateral
activity primarily on the two bodies which set mandatory standards, the EU and ICAO.

Of these, we give precedence to the EU work on both strategic and practical grounds. In 2004, 73% of
aircraft arriving in the UK came from another European country. We have found from experience that it
is more likely that higher standards can be agreed and adopted among the 25 EU MS than across the
Contracting States of ICAO, which have more diverse economic, cultural and geographical circumstances.
The EU encompasses developed countries with similar concerns about the current threat, who in most cases
had already adopted most or all of the key security provisions of the voluntary European Civil Aviation
Conference (ECAC) aviation security programme, from which the EU regime was largely derived. The EU
standards are also being actively adopted outside the EU by states seeking to join the Union, and by a
progressive programme to extend the acquis through Neighbourhood Agreements and mutual recognition
arrangements.

The measures adopted by the EC for aviation security are directly applicable in the UK, and therefore
we need to be closely involved in their development in order to ensure that measures which could conflict
with or dilute important elements of the UK programme are not adopted.

We are also closely involved in the development of standards in ICAO, which is the global regulator, and
have pressed successfully for reinforcement and clarification of ICAO standards and recommended
practices.

35. Can TRANSEC explain in detail where and how the worldwide aviation network needs to strengthen its
protection, and what TRANSEC is doing to help?

Civil aviation continues to be an attractive target for terrorists. Its network character provides the
opportunity for targets to be reached indirectly, through the exploitation of weaknesses anywhere in the
international system. The threat to civil aviation from international terrorism is at an enhanced level in the
UK, and in many other parts of the world. We believe standards world-wide are inconsistent compared to
the UK. To meet the threat to UK operations, the UK works both multilaterally and bilaterally, in concert
with the FCO and other parts of Government, to drive up standards worldwide.

Aviation security worldwide is governed by international law set out in Annex 17 to the Chicago
Convention 1944. This Annex is administered by the International Civil Aviation Organisation (ICAO),
whose Contracting States are required to implement the security standards set out in Annex 17. The UK
has pressed strongly in the wake of 9/11 for action to enhance standards to an appropriate level for the
current threat. We have since led the development of Amendment 11 to Annex 17, which when adopted in
July 2006 will further enhance the international civil aviation security baseline.
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The UK is a major contributor to the ICAO aviation security budget which funds the ICAO Universal
Security Audit Programme. Under this programme, ICAO audits the security standards in place in the
Contracting States against those in Annex 17 and provides training and assistance to states where
deficiencies are identified. Audit results are not published for obvious reasons.

Within Europe, the UK has played a major role in the development of a harmonised EU aviation security
regime. The EU regulation is binding upon all member states, and is currently being reviewed and further
refined, with UK input. We also contribute trained staV to assist with the EU and ECAC security audit
programmes.

As part of its G8 Presidency, the UK took forward work to develop best practice guidance in key areas
of aviation security, which will support work in ICAO and the EU.

TRANSEC employs Regional Aviation Security Liaison OYcers based around the world, to work with
local Governments to help to raise aviation security standards. We also provide an advisor to support and
assist Governors in the UK Caribbean Overseas Territories and Bermuda on aviation security matters.

Every UK Mission overseas has a Post Aviation Security OYcer, to engage with those responsible for
aviation security in the host country and to provide local support for UK airline operations abroad. The
PASO’s act as TRANSEC’s “eyes and ears”. Significant improvements have been made in recent times to
the training and support given to PASOs, who also facilitate TRANSEC’s continuing programme of
assessments of the security standards applied to UK carriers overseas.

The UK also provides assistance, through training courses, technical advice and information exchanges,
in partnership with other countries and organisations, and also bilaterally. We regularly host inward visits
by the aviation security authorities of other states, as an opportunity to promote the UK’s aviation security
approach through briefings on key issues and visits to airports. This approach is delivering enhancements
in local security overseas and strengthening our relationships with key individuals. The FCO’s Global
Opportunities Fund promotes the UK’s aviation security objectives by providing funding to support
projects intended to raise and sustain the level of aviation security overseas.

36. Expand on what problems, if any, do the apparent diVerences in the US and European approaches to the
global terrorist threat have in pursuing international cooperation and transport security?

We work closely with our US partners and benefit greatly from the work which they do, for example in the
field of technology development. There are some diVerences in approach to physical security and personnel
security and our respective ways of assessing risk.

Training

37. Why is security training on transport modes other than aviation on an “advisory basis” only? What exactly
does “advisory basis” mean?

“Advisory” in this sense means that there is no legal obligation (through instruction or direction) for
certain staV to undergo specified training, and therefore no recourse to prosecution in the event that staV

are not appropriately trained. The absence of a legal obligation does not mean that appropriate training is
not taking place.

The security regimes in respect of non-aviation transport modes are generally less well developed and less
extensive, and include only mandatory responsibilities in a number of areas that are subject to formal
regulation in civil aviation. This reflects also the diVering levels of threat and risk and our overall aim to
deliver proportionate regimes. There are, however, some mandatory requirements for training outside
aviation: key maritime security staV (eg Port Facility Security OYcers) are required to undergo training, as
are staV involved in the security of dangerous goods in transport.

In railways, a basic training programme exists, and training records are kept (and monitored by
TRANSEC inspectors) even though they are not mandated. Our Business Plan includes objectives for
issuing instructions/directions on training but these are not our top priorities.

38. TRANSEC has plans to regulate training in other modes. What are these plans, and what stage have
they reached?

TRANSEC is currently in the process of mandating a requirement on the rail industry including London
Underground and regulated light rail operators to provide security training for staV with specific security
duties. Work is quite well advanced on draft detailed training requirements, and we expect to consult the
industry and issue appropriate instructions during 2006.
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39. What training does TRANSEC provide for railway staV?

TRANSEC currently provides a counter-terrorist security training course for those in the rail industry
with direct managerial responsibility within their organisations for security policy or security staV. The three
day course aims to increase awareness of rail security issues. It is held twice a year (subject to demand) and
is provided without charge. We are currently developing a training course specifically for industry trainers
to equip them to deliver security training to a wider range of rail staV.

In addition to formal training, TRANSEC provides the rail industry with a training toolokit and aides
which includes a railway security training video. This is widely used as part of induction and refresher
training programmes. The video is currently being updated and it is hoped that it will be ready for
distribution in early in 2006. The toolkit is designed to provide guidance and materials to enable operators
to train staV in security matters appropriate to their roles—ranging from general security awareness through
to screening and searching. Further elements are under preparation.

Vetting

40. Explain the system of security vetting that currently applies in the transport industry. What are the guiding
principles?

Government security vetting is applied to:

— aviation security staV at UK passenger terminals;

— Port Facility Security OYcers and their deputies;

— all staV at the Folkestone Channel Tunnel site;

— security staV at Waterloo and Ashford Eurostar terminals; and

— national rail and underground security managers.

Other staV undertaking security duties may undergo checks of their identity, employment history or
criminal record. We aim to undertake vetting of industry staV where:

(a) the duty of the post is one that is regulated by TRANSEC, and

(b) there would be value from applying a vetting check as an adjunct to primary security measures.

41. How many applications did TRANSEC process in 2004–05? What was the average time taken to process
an application? What performance measures does TRANSEC have in place to ensure that its vetting processes
are eYcient? Does TRANSEC ask the transport industry for feedback on its performance? If so, what do
they say?

In the financial year 2004–05 TRANSEC dealt with 10,733 applications. Security vetting involves a check
of Security Service records and police records. The police check is completed by TRANSEC but the Security
Service checks are carried out by the Service’s vetting unit. The circumstances of each application will
determine what checks the Service need to make, so there is no standard turnaround time for an application.
On average, properly completed applications took around six weeks to fully process in 2004–05.

Daily statistics help TRANSEC to monitor the performance of the vetting process, although TRANSEC
has no control over the performance of the Security Service’s vetting unit. TRANSEC invites and receives
feedback on the vetting process, principally throughregular NASC(National Aviation Security Committee)
sub-committee meetings with industry representatives. The most common area of interest for the industry
is turnaround timescales. We feel that the industry generally understands how and why delays occur.

42. Is TRANSEC completely confident that you have suYcient staV to deal eYciently with the current level
of vetting applications?

The staYng of TRANSEC’s vetting team is regularly reviewed. We are confident that we have suYcient
staV to deal with the current level of applications.

43. Why is there no mandatory requirement to security vet “general rail staV with security duties”? Who are
the staV referred to?

We are reviewing this issue and are considering a mandatory requirement for the industry to carry out
employment record checks on staV intending to work in security related posts and to obtain a declaration
from each candidate that they have no disqualifying criminal convictions. However the “open” natureof the
rail system compromises the value of extending Counter Terrorist Check vetting beyond nominated security
contacts and their deputies.
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Information

44. Is there a database common to all the security, intelligence and police agencies of those who may pose a
threat to air and other transport modes? If not, why not?

As far as screening passengers and goods are concerned, TRANSEC’s security programmes are based on
a presumption that any individual could potentially pose a threat and so the physical security measures
apply equally to all without reference to databases. In some cases, staV engaged on security duties may
require an appropriate level of security clearance.

Transport Modal Security

45. What proportion of TRANSEC’s “front line” resources are devoted to aviation, bus, maritime, rail and
underground respectively?

There are three modes within TRANSEC, and front-line staV and their support are allocated as follows:

— Aviation—70

— Land transport—32

— Maritime—31

In addition, we have a team of 14 dedicated to industry training and vetting, five on our R&D&E
programme and a further five working on threats and contingencies. These serve all the modal branches.

Aviation

46. What major problems and weaknesses of the overall UK aviation security system has the TRANSEC
inspectorate uncovered? What is being done to remedy these?

In the period 1 January 2004 to 30 October 2005, 7,694 inspections were undertaken of airports, airlines,
regulated cargo agents and caterers. Overall, the levels of compliance with the wide range of UK
requirements were good although a number of deficiencies were noted and addressed. When deficiencies are
found, TRANSEC works closely with industry colleagues to rectify the situation. Further information is
shown at Annex A.

47. Why is the Multi-Agency threat and Risk Assessment (MATRA) process at UK airports a voluntary one?

The MATRA process was recommended in Sir John Wheeler’s report “Review of Airport Security”,
published in 2002. His report looked at arrangements for airport security including the threat from serious
and organised crime at airports and with particular reference to the role of the police.

In his report, Sir John considered the need for legislative change but recommended that the MATRA
process should be a voluntary one. Accordingly, the Government launched MATRA on a voluntary basis.
Looking ahead, MATRA will be one of the issues falling within the scope of the review of policing atairports
announced by the Secretary of State on 21 November.

48. Do the present voluntary MATRA arrangements produce a “gold standard” level of agency cooperation?

MATRA provides a methodical process for all stakeholders at an airport to work together to identify the
risks, mitigating actions and lead responsibilities.

MATRA has been welcomed by stakeholders and has improved co-operation between them. The process
is still new and evolving and is being supported by a joint Home OYce and DfT Secretariat, best practice
guidance and by the NASC MATRA Sub-committee with national representatives of stakeholder interests.

49. Explain the UK Government’s policy to the successful suicide hijacking of an aircraft in UK airspace

The Government’s policy focuses on preventing such hijacks from happening through the provision of
eVective civil aviation security measures. These include ground-side security measures at national and
international airports and within the aviation industry, as well as eVective security measures onboard
aircraft flying within UK airspace. As a final resort the MOD’s air defence system provides a response to
actual or potential hijacked aircraft.

The Ministry of Defence can provide the Committee with a full, classified, briefing on the air defence
response to renegade aircraft.
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50. Can the committee be confident that air traYc controllers, and all agencies involved, including Government
Ministers and oYcials, are fully briefed and regularly trained to meet the appalling eventuality of a suicide air
hijacking in UK airspace? How regularly does this training take place?

RAF personnel work permanently alongside NATS at all times. The response to renegade aircraft forms
a permanent element of their activities, and therefore a basic element of the training and daily business of
relevant RAF and NATS personnel.

In addition there are two “end to end” tests of the system each year, involving all those personnel and
agencies regularly involved. A number of smaller tests are also completed.

51. What training do UK aircraft cabin personnel, stewards and stewardesses receive to deal with a hijacking?

All UK aircrew receive mandatory initial and refresher training. Initial training includes a mandatory
module on Hijacking which includes training on countermeasures.

52. What view does TRANSEC have of Computer Assisted Passenger Profiling? Is it a useful tool? If so, is it
widely utilised in the UK?

TRANSEC continues to stay in touch with current profiling techniques of all kinds and remains open-
minded about their use if and when they prove suitable for aviation security applications. In the event that
a suitable technique were to become available it seems more likely that an increased level of screening would
be applied to those who give cause for concern, rather than removing screening altogether for those we are
less concerned about. Certainly TRANSEC are not currently considering any screening regime oVering less
protection than the measures in place prior to 11 September 2001 attacks, even if systems suggested
passengers are “safe”. TRANSEC has therefore decided that for the present the UK should remain with the
current model for aviation security of treating all passengers and staV passing through the airport as
potentially a threat, and screens 100% of all persons (and items carried) on entry to the Restricted Zone of
the airport.

53. Is the device called “Robolander”, which is designed to enable air traYc controllers to take control of
aircraft and land them remotely, under active consideration by TRANSEC?

Following the attacks of 11 September 2001, the “Robolander” concept was proposed in the US as a way
of preventing hijackers mounting a successful attack. In concept, it is easy to understand; removing control
of the aircraft from those on board. In practice, the challenges are significant—not least the fundamental
issue of whether such a necessarily complex system could be made fail-safe. Air traYc management would
also be an important issue for remote piloting in crowded UK airspace. “Robolander” remains a concept
and is not under active consideration by TRANSEC at present.

Bus

54. TRANSEC has plans to issue protective security advice and guidance to bus and coach companies this
month. Is this updated advice, or has TRANSEC not issued advice previously?

TRANSEC issued best practice security guidance and advice in November 2005.

55. Did TRANSEC oVer urgent advice on protective security to the bus companies (and the London
Underground) after the 7 July bombings? If so, when, and what was that advice?

TRANSEC advised National Express and TfL after 7 July and then subsequently produce best practice
guidance which was circulated to all operators in November 2005.

We were in immediate contact with the rail industry including London Underground on 7 July to alert
them to the increased threat level and notifying them that they must implement security measures required
at the highest security response level. A meeting was held the following day (8 July) with the Head of LU
Operational Security to agree additional measures, over and above those required, appropriate to the
circumstances.

Two further written communications were sent on 15 and 28 July and there was regular phone contact
between TRANSEC oYcials and LU security representatives throughout the period. We recommended that
industry continued to draw on guidance TRANSEC had circulated earlier in the year for use at heightened
threat levels. That guidance recommended additional security measures over and above the regulatory
requirements including baggage reconciliation checks on trains, train walkthroughs and greater frequency
of public security awareness announcements and messages on trains and at stations.
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Maritime

56. Outline the main benefits to the travelling public of the National Maritime Security Programme, and the
main aspects of the Programme

The travelling public will see the benefits of enhanced security through our programme of measures to
search a percentage of passengers, their luggage and vehicles as they pass through port terminals. They will
also see fencing and access controls applied to restricted areas in port facilities and on board the ships. They
will also see evidence of increased levels of CCTV coverage of specific areas.

The travelling public will also benefit from a raft of measures that will not be visible to them. These will
include staV and crew training, ship security alert systems, drills and exercises. Also under the national
programme we have an active compliance monitoring regime. TRANSEC Maritime Compliance Inspectors
assess the security arrangements in place at UK ports and on UK registered passenger ships to ensure that
required standards are being met.

We pay particular attention to all UK flagged cruise ships and we issue timely threat advice to the
maritime industry and guidance on appropriate counter measures that they should take. Cruise ship
operators may adjust schedules as a result, and rarely may be advised not to go to certain locations.

57. Why are exemptions for some domestic maritime operators from provisions of the new regulations due in
2007 being envisaged? Given the present general security threat is this not a step in the wrong direction?

The EC Regulation obliges Member States by 1st July 2007 to have conducted security risk assessments
of our sea going domestic operations and the port facilities that serve them. The purpose of the risk
assessments is to determine the extent to which security measures should be applied to those operations. The
risk assessments take account of the nature of the operations, the threat posed by terrorists to them and their
vulnerability to terrorist attack.

The risk assessment may identify a number of additional maritime operations that should be subject to
the full regulatory regime. The risk assessment may also show that full application of the security regime
would be disproportionate to the risk and unsustainable in the long term for many domestic operations.
These operations may be exempt from at least some of the regulatory provisions.

Certain maritime operations are exempt from regulation but nevertheless they fall within the overall scope
of the national maritime security programme. The exempt operations are:

(a) passenger vessels carrying 12 or fewer passengers on international and domestic voyages;

(b) cargo ships of less than 500 gross tonnage on international and domestic voyages;

(c) all passenger and cargo ships operating solely in non-sea areas (ie those plying tidal estuaries,
inland lakes and waterways);

(d) fishing vessels;

(e) vessels not used for commercial activities (ie, recreational craft); and

(f) the port facilities that serve all of the above.

TRANSEC has already identified the domestic passenger vessels operating on the tidal Thames to be a
sector that warrants the issuance of security advice. Advice has been issued to operators by the multi-agency
Thames Counter Terrorism Partnership and this will be supplemented by more detailed advice to be issued
by TRANSEC. More generally, the first step towards establishing the policy for sectors such as the fishing,
recreational and small commercial vessels is to undertake a risk assessment based on threat and vulnerability
in order to establish the priority of further work.

There are no plans to regulate the pleasure cruises in non sea-going areas, nor the fishing industry, nor
the recreational sector. If a particular need arose, there is provision within the Aviation and Maritime
Security Act to issue directions to maritime transport operations within the jurisdiction of a harbour
authority and to UK registered ships wherever they may be. The case for continuing exemption of low-risk
maritime sectors will be kept under close review in the light of the prevailing threat and security climate.

58. Is TRANSEC responsible for protective security on oV shore oil installations and related energy
infrastructure?

TRANSEC is not responsible for protecting oVshore installations and energy related infrastructure.
Policy responsibility rests with the Department of Trade and Industry. However, TRANSEC does apply
security measures to the maritime transport operations that interface with oVshore installations such as
supply vessels.
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Railways

59. Explain the outcomes of the “comprehensive” review of rail security TRANSEC undertook in the wake of
the Madrid rail attacks in March 2004

The review was designed to examineand re-appraise the security measures already in placeon the railways
and to consider new ideas and ways of improving the existing security regime. The result was 18
recommendations for further work to produce specific measures designed to enhance protective security and
be proportionate, pragmatic, sustainable without placing an undue burden on industry, requiring a
significant shift in the open nature of the rail system or restricting the ability of the public to travel. There
was a mix of short and long measures. These are summarised in Appendix B.

60. What steps are you taking to enhance protective security on the rail network?

Earlier this year and in conjunction with the industry and BTP, we developed and circulated guidance on
a range of issues including security of rail lines, covert testing protocols and baggage reconciliation. We also
produced a programme of enhanced security measures for industry to draw upon at a time of heightened
threat. Operators used this post 7 July to introduce measures over and above regulatory requirements.

We have also instigated work on identifying and dealing with vulnerabilities arising from vehicle access
to stations, and a practical trial of screening techniques on the network commencing with a study at
Paddington. We are also supporting other Government departments and agencies such as the Home OYce
and the NSAC in their related research activities such as the development of “intelligent vision” CCTV
systems; bomb blast eVects and mitigation techniques and behavioural sciences such as the recognition of
suspicious behaviour.

CCTV

61. How would TRANSEC describe the state of the CCTV throughout the London Underground? How many
cameras are in place and what is their age?

Whilst they may have a deterrent eVect, CCTV cameras are primarily used for crime reduction and
investigation and general operational purposes rather than as a key plank of TRANSEC’s protective
security regime. We require CCTV coverage of certain locations where an item may be secreted. From that
perspective, LU’s cameras are fit for purpose but we support the work that LU is undertaking to improve
the system generally.

Throughout the London Underground network there are currently 6,000 CCTV cameras in operation
with plans to increase this to over 12,000 by 2010. Some of the existing CCTV systems are over 20 years old;
however there is a strict maintenance regime in place that ensures the best possible quality is maintained
from every CCTV system.

The data from all CCTV cameras is suYcient to provide operational information to LU staV and is of
suYcient quality to be submitted as evidence for a criminal prosecution. With the refurbishment or
modernisation of all LU stations, the existing CCTV cameras and associated recording equipment will be
replaced and upgraded with digital technology.

As well as replacing or upgrading the cameras, LU has a project to replace its radio, data and video
systems which will also improve the quality of transmission of CCTV images to remote location, for instance
control rooms. This is due for completion in the next two years.

62. What enhancements to CCTV could “Intelligent Vision Systems” bring? Will IVS be implemented?

Intelligent Vision Systems (IVS) are often known as “smart CCTV” systems. The term covers all systems
designed to automatically or semi-automatically detect unusual or unauthorised behaviour in a CCTV
image. IVS has been available for some time, and can be used for simple tasks such as monitoring if a door
is open or closed. It is not at the moment suitable for the analysis of a complex crowd scene. However,
potential security applications include watching access points or perimeters for movement, looking for
unattended bags or vehicles at vulnerable sites and spotting an individual in a crowd acting “suspiciously”.

Such systems could assist CCTV operators by alerting them to an event that they need to monitor more
closely thereby reduce the burden on the CCTV operators and/or allow more cameras to be monitored. IVS
may also help speed up post incident analysis. One of the problems is that environmental conditions can
cause high false alarm rates, so additional development and evaluation work is needed before such systems
will be suitable for widespread use.
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63. Is TRANSEC concerned that Transport for London report that the programme of replacement radios for
London Underground trains is now running over budget and four years late? What security implication does
this delay have? What is it doing to help ensure that the radio replacement programme is completed speedily?

London Underground (LU) new communications system, known as “Connect”, will provide an
integrated digital communications system for LU, allowing all staV at station, train and depot level to talk
to each other, and provide greater CCTV capacity. Connect will replace over 20 fragmented systems, many
of which are life-expired and overdue for replacement. It is an essential component to improve LU’s
operational communications and will provide higher levels of resilience and increase LU’s ability to respond
to major incidents. Therefore LU is pressing its contractors to complete the project as early as possible.
Subject to on-going contract negotiations this may be early 2007, but this will be a challenging timetable for
the contractors.

Following July’s events, LU instigated work to strengthen the resilience of its existing radio system. This
included checking the most vulnerable and inaccessible elements of the train radio network, and from this
prioritised the work to be done to improve the resilience and reduce the risk of failures. All high priority
work has been completed and most of the medium priority work completed. On July 7, and in subsequent
events, LU’s existing radio system worked well, other than where it had been directly damaged by the
explosions.

64. Are more British Transport Police oYcers required on the London Underground? Is TRANSEC aware if
London Underground has requested increased numbers, as has been reported in the media? If so, will extra
oYcers be deployed and how many?

Through its Police Services Agreement (PSA) with the BTP Authority, TfL/LU directly fund the London
Underground Area of the BTP. Each year the Authority and TfL/LU agree the policing service level
required and the charge payable on the agreed service level.

Throughout the year, the BTP Area Commander is in regular contact with LU senior managers to discuss
strategic and tactical issues and there is also a close working relationship between local police commanders
and LU managers.

The close working arrangements between TfL/LU and BTP provide a high level of accountability and
transparency around deployment decisions. The PSA contractual arrangement enables TfL/LU to agree the
appropriate level of policing directly with BTP and, if more oYcers are required, TfL/LU can agree the extra
funding requirement with BTP through the PSA.

Since 2003–04, TfL/LU has funded an additional 200 police oYcers bringing the total for LU to 677.

65. What has been the delay in providing security advice to the Glasgow subway? Is TRANSEC going to deliver
it on schedule?

There has been no delay. TRANSEC hasbeen liasing with the operator of the Glasgow Subway to provide
informal security advice for some years during which time they have also been represented on the National
Rail Security Committee. Following consultation with them, they were formally regulated with eVect from
1 November 2005 in line with the programmed internal timetable for this work. TRANSEC compliance
inspectors have begun inspections of the system and have reported a good level of compliance and co-
operation.

Olympics 2012—London

66. Explain TRANSEC’s role in the security of the 2012 Olympics in London

The Government will establish a Cabinet-level Olympic Security Committee (OSC) in early 2006, to be
chaired by the Home Secretary, which will have ultimate responsibility for the security arrangements. In
addition to Cabinet members, including the Secretary of State for Transport who is responsible for
regulating transport security, the Committee will be comprised of senior representatives from the Security
Service, the police, local authorities and the London Fire Brigade.

At oYcial level the OSC will be served by a steering group, chaired by the Home OYce, comprising other
Government Departments, TRANSEC, the Security Service, Association of Chief Police OYcers (ACPO),
the British Transport Police (BTP), TfL and all other key stakeholders. Through the OSC structure,
TRANSEC will be closely involved with the overall security of the Olympic Games and the development of
Olympic transport plans to ensure that transport security is given due regard in the planning for the Games.

TRANSEC is responsible for developing, regulating and, where appropriate, enforcing through its own
team of inspectors, the security standards placed on the transport industry. Again, this will be the position
for the regulated transport industry in 2012. These measures currently include: security searches at stations;
CCTV covering specific locations at stations; restrictions on the placing and type of litter bins; screening of
left luggage; photopasses; and passes for vehicles in non-public areas of stations.
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In the build up to the Games, the OSC, in conjunction with TRANSEC, will examine what further
regulatory and non-regulatory measures might be necessary to mitigate the security risks to the travelling
public and the transport systems. In doing so, we will work with partners to ensure that not only are the
transport protective security regimes built into the Games but the reservoir of other expert Government
advice (eg from building design to mitigate the blast eVects of explosives, to measures to restrict vehicle
access and to personnel and building security) is taken fully into account by organisers.

67. Is there an allocated security budget for the Olympics? If not, why not, and when will there be one?

For the regulated transport industry, the policy is that the cost of security should be borne by those that
use the transport systems rather than by the general taxpayer. Thus, the costs of providing security measures
on the ground fall to each transport industry, and are passed on to the end user, the passenger, as
appropriate.

Under the terms of the Olympic bid document, some £190 million will be allocated towards the cost of
wider Olympic security. It is intended to cover all public security costs which will include the provision of
counter-terrorism measures. Following the London July events, the Metropolitan Police Service (MPS) are
working closely with other stakeholders and KMPG to review potential security costs.

68. Who is the oYcial who will have operational responsibility for the security of the Olympic Games?

Responsibility for the strategic, tactical and operational security of the Games will rest with the MPS. It
is anticipated that a full time Assistant Commissioner will be appointed to take the lead in due course.

In terms of the regulated transport security regime, the lead oYcial is the Director of TRANSEC.

69. Are you confident that the security and police agency co-ordination arrangements will be completely
satisfactory?

The security governance structures put in place for the Games will ensure appropriate measures are
established to mitigate the risk of a security incident. The security planning involves all relevant security
stakeholders including the various police interests (primarily the MPS and the British Transport Police) at
a strategic, tactical and operational level for the Games.

This co-ordinated approach to the security planning is designed to provide a common forum for
discussion and agreement between its various stakeholders responsible for aspects of security policy and
policing. On the basis of this approach, the governing structures will determine what additional work and
measures are required to improve and promote overall security for the Games in a manner that is visible to
the security community.

Research and Development

70. Where does TRANSEC believe more research and development money is needed if we are to cope
adequately with emerging threats to the security of transport networks?

Research and Development (R&D) is a cross-government activity, since the same researchcan potentially
benefit many sectors. We also work closely with international partners to coordinate and where possible
burden share. We believe that the resources available to this national and international eVort are adequate.

71. Is TRANSEC satisfied with the level of research and development in the application of technology in
aviation security?

Yes. TRANSEC’s R&D programme on aviation security hasalways been focused on those projects which
have the best potential for delivering enhancements to security. In this area, as in other research areas, the
Department collaborates closely with other government departments and with international partners.

72. What progress has been made in research and development to detect the “home made” explosives used in
recent attacks?

TRANSEC was funding research on the detection of home-made explosives, before the recent attacks
happened. CONTEST is co-ordinating the R&D activities of several government departments to ensure that
we develop a fuller understanding of these materials.
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73. As a result of TRANSEC’s research and development, what additional protective security measures are
being considered for the heavy rail, underground and light rail networks?

In terms of the screening aspect of protective security, the series of trials which the Secretary of State for
Transport announced during his recent appearance before the Committee are designed to inform decisions
on what is, or is not, practical in terms of protective security on rail and underground networks, and whether
such measures are appropriate and proportionate. Those trials draw on the experience of technologies
gained from the R&D programme.

74. What progress has been made in finding possible measures to help to protect information technology—
particularly aviation computer systems—against the threat of terrorist use?

The government centre of expertise for the protection of information technology is the National
Infrastructure Security Co-ordination Centre (NISCC). The role of NISCC is to minimise the risk to the
critical national infrastructure from electronic attack.

Contingencies and Response

75. Which industries are TRANSEC in liaison with on contingency planning?

TRANSEC works through other parts of the Department to support contingency planning in the
transport industries. The Department works directly with those industries/operators operatingat a national/
strategic level such as aviation and airports, over-ground rail, London Underground/TfL, shipping and
ports and the haulage industry. TRANSEC also liases closely with the Department’s executive agencies (the
Highways Agency and the Maritime and Coastguard Agency).

The Department, with TRANSEC support, also liases with the Government OYces in the Regions and
their regional resilience teams to contribute to their work on putting robust contingency planning in place
in regions, and involving local transport operators.

76. How would TRANSEC characterise the current state of these industries contingency planning? What
remains to be done?

TRANSEC and the Department work closely with operators to bring to their attention all relevant key
risks and ensure they are aware of the possible implications for their business. The operators are then best
placed to work to mitigate the risk as befits their business, and identify any links between their contingency
and business continuity planning.

New situations constantly arise—for example the risks of pandemic flu and a severe winter in recent
months, or suicide bombings in terms of terrorism. We are satisfied from discussions with operators that
they have the basics in place (for example resilient command systems, plans for cooperating with the
emergency services, evacuation plansand plans for operating reduced services) and are working dynamically
to adapt their plans to meet new risks.

77. Why does the Department not audit transport operators’ contingency plans? If TRANSEC does not do this,
who does?

The Department actively engages with transport operators on key and emerging risks as part of a normal
dialogue with them. Where possible, we provide tailored advice with suggestions for possible action that
reflect the Government’s assessment of these risks, and encourage businesses to make their own plans about
how to meet these risks and their obligations to their customers and employees. TRANSEC does not audit
transport operators’ contingency plans as the industry knows its own business best and needs to have clear
ownership of these arrangements. This is a general principle across the economy.

Some transport operators (large air and sea ports, Network Rail, TOCs and TfL) are Category 2
responders under the Civil Contingencies Act 2004 and as such will receive guidance on appropriate business
continuity planning. The Act’s supporting guidance also provides advice on self assessment.

Notes: Direct Request from 2 November Evidence Session

78. Note on the treatment of passengers travelling through UK domestic airports, including Northern Ireland

The Committee asked, following Mr Donaldson’s questions, for an explanation as to why passengers
travelling through domestic airports were photographed. We should put on record that this requirement
does not form any part of the National Aviation Security Programme and as such is not a Department for
Transport initiative. Further information is available in Appendix A.
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79. Note on the reasons why security is not included in a PSA

Public Service Agreements (PSAs) link the allocation of public expenditure to published targets with the
aim of delivering modern, responsible public services. PSA targets are set for services or outcomes that the
Government sees as key national priorities. They express outcomes sought by the Government, defining
clear, long term goals to provide ambition and a sense of direction, as well as representing a contractbetween
the public and Government.

PSA targets are used sparingly and do not cover the full range of the Department’s responsibilities. They
are negotiated and agreed with HM Treasury and thus reflect Treasury’s wider view of Government
priorities.

PSA targets are framed in such a way as to be objectively measurable. Setting objective, outcome-based,
targets in respect of transport security is intrinsically diYcult. It seems inevitable that such a target would
have to be based on a reduction in the number of security incidents and, perhaps, numbers of people killed
or seriously injured in such incidents, as is the Department’s PSA target on road accidents. Unlike safety-
related targets, however, the over-riding factor in the number of security incidents is the intent and capability
of the terrorist; and it is impossible to ascertain, for example, whether the absence ofattacks in a givenperiod
is due to the deterrent eVect of security measures or the fact that terrorists had no desire to carry out an
attack during that time. Thus, success or failure to deliver a target to reduce the number of attacks (which
thankfully is already low) or the number of people killed or injured in such attacks, would not necessarily
be directly related to the eVectiveness or otherwise of security measures.

Nevertheless, the Department’s current Business Plan does include an objective that recognises the role
that eVective transport security plays:

Objective III

Balance the need to travel with the need to improve quality of life by improving safety and respecting the
environment

Flowing from this very high level objective, TRANSEC’s Business Plan includes specific objectives for
maintaining and improving security across the industries it regulates. Much of this Business Plan is,
however, necessarily classified as publication of areas needing improvement would, in eVect, be advertising
vulnerabilities to potential terrorists.

December 2005

Memorandum from Network Rail (TS 28)

1. Further to the Committee’s announcement of its inquiry into Transport Security, Network Rail would
like to take the opportunity to provide the Committee with an outline of the ongoing eVorts being
undertaken on and around the railway in a range of areas relating to security.

2. We note that the Committee’s inquiry is focusing on the threat posed by terrorism and that the inquiry
seeks to “throw light on the nature of the threat to our transport systems, and what is being done by those
responsible for the safety of the travelling public to counter that threat”.

3. Historically, terrorist groups have sought to damage railway assets and create operational disruption.
The July bombings and 9/11 show the changing face of the terrorist threat and Network Rail works in close
partnership with the Police and transport partners in order to meet this threat.

4. Bodies which Network Rail liaise with on security matters include the Department for Transport
(TRANSEC), Department of Trade and Industry (OYce of Civil Nuclear Security), the Ministry of
Defence, the British Transport Police, the Security Services and various railway undertakings. Following
Madrid, a review of arrangements took place including an update of Network Rail’s National Railway
Security Programme. We have continued to update catastrophic event management plans and participate
in the London Resilience forum. In addition, Network Rail has taken part in a range of planning exercises.

5. The most significant investment in security equipment in recent months is the £17 million upgrade of
Network Rail’s CCTV network of 2,500 cameras across our 17 directly managed London stations. This
represents a 48% increase. There are also ongoing plans to develop CCTV standards at non-London
stations. Each station’s system is controlled from a central point and all can be accessed from national
control rooms. The system can monitor all those who enter the stations and records images digitally for 31
days. The system played a key role in the investigations that followed the events of 7 and 21 July.

6. Whilst subsequent debate on transport security will understandably focus on threats from acts of
terrorism, we would however urge the Committee to consider the wider range of related safety and security
issues that the railway handles on a daily basis.
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7. Many of the skills and procedures employed at times of heightened risk, or in the aftermath of any
incident, are developed and maintained in the process of dealing with less high-profile challenges and are
regularly employed. Such events include hourly security checks at Network Rail managed stations, the
management of regular security incidents often caused by suspect packages, and the handling of significant
crowds on the network—often seen around events such as protests, sports meetings, and music festivals.

8. Regular guidance is issued by the Transport Security Division (TRANSEC) whose responsibilities are
drawn from the security elements of the Railways Act 1994 and the Channel Tunnel (Security) Order 1994.
TRANSEC coordinates the National Railways Security Programme, issues dangerous goods security/
chemical/biological guidance, conducts inspections and feedback, and advises on background threat levels.

9. The OYce for Civil Nuclear Security (OCNS) within the Department for Trade and Industry is
responsible for the regulation of industrial nuclear material. Guidance on this issue and transport
instructions are given in the Nuclear Security Industries Regulations 2003.

10. The Security Services liaise with TRANSEC, OCNS, the Police and ourselves on a range of security
and counter-terrorism matters. They provide security advice for key facilities and research on physical
security measures. In addition, they have to manage the security of their own movements around the
network of explosives and occasional MoD nuclear cargos.

11. Network Rail implements TRANSEC and OCNS instructions, the production of a security
programme for Network Rail managed stations and the overall security of the national infrastructure. We
also determine industry coordinated arrangements for handling specific threats, responding to security
incidents, sensitive freight security and Royal Family travel.

12. Specific measures at Network Rail managed stations include multi-agency station emergency plans.
These are set by the National Railway Security Programme’s Station Security Programme which defines
requirements at each notified security level. Basic measures include controlled access to non-public areas,
the issue of vehicle and access passes, regular inspection of rubbish bins/containers/compactors, and CCTV
monitoring of designated areas.

13. Other issues at stations include: handling luggage and lost property, screening for prohibited articles,
approval of x-ray equipment, responses to identified prohibited articles, training of station employees
(“Hidden, Obvious, Threatening” principle used for all suspect devices), and passenger announcements
regarding security. All station measures are tested regularly and are subject to unannounced inspections by
TRANSEC.

14. Sensitive freight movements are subject to a range of coordinated security arrangements including
threat assessments and incident response plans. Secure sites are subject to special arrangements aVecting site
fencing, lighting, staYng, and inspection. Lines of communication are identified and regularly tested, and
the carriage of goods requires a security plan stating security arrangements along the complete carriage
chain.

15. The protection of the network has to encompass not just dramatic incidents, but the daily risk posed
by acts of vandalism, sabotage and criminal damage. We have to regularly deal with suspect packages at
stations and we are constantly working to protect the network from potentially catastrophic incidents
resulting from third party incursions onto the network (eg level crossings).

16. Train Operators are, in turn, responsible for the application of TRANSEC and OCNS Instructions
and the security of train operator managed station, trains, and stabling and maintenance depots. They also
have a key responsibility for co-ordinated threat/security incident responses, and combating trespass and
vandalism.

17. Finally, we would seek to add a note of reassurance to the Committee that while there has certainly
been a step-change in the level of inter-agency planning and security investment since 9/11 and the bombing
of the Madrid public transport system, the planning and coordination that ourselves and other transport
operators are engaged in to counter terrorist threats is not new.

The railway in Britain, like other forms of transport, has had to cope with security threats for some
decades. The railway particularly suVered from a series of bombings and bomb alerts throughout the
1990s—indeed, the last incident in that series was as recent as November 2001, when an explosion occurred
in a car parked close to Birmingham New Street railway station.

I hope that the above overview of the arrangements we are involved in provides some reassurance that
this issue is one that has deservedly received a significant amount of attention over recent months.

December 2005
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Memorandum from the Metropolitan Police Service (MPS) (TS 29)

Introduction

As one of the 43 Police Forces in England and Wales, the Metropolitan Police Service (MPS) is unique
in having a National and International role for terrorism in addition to providing a local service to the
communities of London. In order to fulfil this role the MPS work in conjunction with the Association of
Chief Police OYcers (ACPO), the Security Services, The National Co-ordinator of Special Branch, The
National Co-ordinator of Ports Policing, and other national police services and partners. This submission
will generally concentrate on the MPSpolicing of London, as in the mainactivity to prevent acts of terrorism
on the transport infrastructure is the responsibility of the local police forces and British Transport Police
(BTP). The MPS is aware that BTP have already submitted a memorandum to this Inquiry.

The MPS working in conjunction with The City of London Police Service (CoLP), BTP and The Ministry
of Defence Police (MDP) jointly police the security of the capital through the Guardian Group. They meet
quarterly as an executive, working in partnership, to ensure the maintenance of a coherent, integrated and
proportionate response to terrorism and violent extremist issues in London. The group at a strategic level
identify good practice and eVective doctrine to deal with counter terrorism issues.

The SRC is the key decision making forum. It includes Chief OYcer representatives from Guardian
Forces, BTP, as well as Chief Superintendents from high profile Operational Command Units (OCUs) ie
Westminster, Tower Hamlets, Royalty Protection and Aviation Security. This Committee determines week-
by-week strategic priorities and is chaired by Assistant Commissioner Hayman, Specialist Operations
(ACSO). His priorities are reflected in operational deployments directed in tasking meetings in local OCUs.

At the operational level, the MPS convene an intelligence meeting each week. This forum is formed of
units, which deal with intelligence, operational and community issues and membership includes the BTP
and other Guardian Forces. It receives weekly updates on terrorism intelligence from Special Branch (SB),
the Joint Terrorism Analysis Centre (JTAC), and the MPS Diversity and Citizen Focus Directorate. It
reviews and makes recommendations to the Security Review Committee (SRC) in relation to operational
deployments to counter current threats that may have an eVect on London as a whole.

At a strategic partnership level, MPS ACPO oYcers are involved throughout the TIDO process and
actively participate in its four working strands, as well as the newly formed transport working group that
has been set up by Transec to work to TIDO (Protect). This allows the MPS and ACPO to be involved add
value and influence decision-making around Counter Terrorism for transport issues.

Countering and Coping with the Current Terrorist Threat to the Transport Networks

The MPS have a number of individual units that deal on a daily basis independently and jointly with
terrorism issues aVecting the streets of London. The Operation Rainbow unit, which was formed in 1993
following the Bishops Gate Lorry Bomb, has the role of advising on, implementing and disseminating the
menu of Counter Terrorism options that are required to be complied with by MPS personnel following the
weekly SRC meeting.

The Operation Rainbow unit provides a link between the intelligence and uniform services, a further part
of the unit’s role is to provide public reassurance and encourage security measures. This is achieved through
Operation Rainbow co-ordinators working at a borough level with police, community and business in
partnerships. The use of CCTV is a valuable tool when looking at the protection of local vulnerabilities and
the development of local intelligence. It requires minimal resources thus freeing other much needed MPS
resources for counter terrorism initiatives. With the ever increasing numbers of CCTV cameras being used
by businesses it is a tool that can be (is) used in partnership, to prevent, disrupt and detect terrorist crime
at the reconnaissance, preparation and attack phases, as well as one that would help with post incident
investigation.

There is a range of both armed and unarmed police tactics that have been developed by Operation
Rainbow and other policing partners, specifically as a response to terrorist activity. These range from high
visibility foot patrols by borough personnel to a variety of options that can be carried out by specialist
personnel such as roads policing, maritime and aviation units. The Operation Rainbow menu oVers a
tactical way of dealing with the on going terrorist threat to the transport infrastructure and passengers as
well as responses to any other threats of a specific nature that have been made to organisations.

Prevention and Planning

The Anti Terrorist Branch (SO13) at present has the lead on the investigation of all acts of terrorism in
London, responsibility for the prevention of terrorism, planning and the running of counter-terrorism
exercises for training and contingency planning purposes. The MPS works in partnership on a Local,
National and in some cases International level when carrying out these roles. Products include specific
seminars arranged to deal with transport issues and training exercises dealing with Chemical, Biological,
Radiological and Nuclear (CBRN) incidents, such as the multi agency exercise (involving all the emergency
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services) at Bank Underground Station in September 2003. The Anti-Terrorist Branch has specialist teams
dedicated to training for search, CBRN incidents and the management of suspected explosive devices.
OCU’s carry out training at an initial local level in support of the above.

The reconfiguration of the current structures within MPS SO12 (Special Branch) and SO13 into a new
Counter Terrorism Command (CTC) focuses on the production of a more eYcient and eVective counter
terrorism response within the MPS, and takes into account its special national and capital city
responsibilities. Following a review of the functionality of existing structures, a project team has been
established to design the new CT Command. This command is being designed to enhance the MPS
intelligence and operational development capability in conjunction with our “intelligence partners”. This
will create early opportunities for gathering evidence against those engaged in terrorism activities,
frustrating their actions and leading to the arrest and conviction of those who either engage in, or encourage
and support such acts.

The railways and underground network form a large part of the transport infrastructure in London and
are policed by BTP. The MPS supports and assists them at incidents when required. As BTP has made a
submission this memorandum will not cover the railways and underground specifically. This memorandum
will cover the MPS policing of the two London based airports, the entry management of people at ports by
SB, the Transport OCU, which polices roads, buses and travel termini and the Marine Support Unit
covering the River Thames.

Aviation Security

The Aviation Security Command of the MPS is responsible for Heathrow and London City airports. The
main theme of policing activity is Protective Security and three hundredand fifty armed oYcers are deployed
through a local tasking and co-ordinating group. Twenty-seven Protective Security tasks have been
identified, a nucleus of which are continuously implemented at both airports and include armed vehicle
checkpoints, missile launch denial, armed terminal patrols, armed forecourt patrols, protection of potential
risk airlines and response to Automatic Number Plate Recognition activation. This is supported by a
dedicated team working with British Airports Authority (BAA) to develop contingency plans, a Human
Smuggling Unit working with other control authorities to protect Britain’s borders and a complement of
Detectives to investigate serious and organised freight crime, local breaches of aviation legislation (eg
disruptive passengers) and local criminality.

The provision of security at both airports as indeed at all UK airports is a complex issue. In its broadest
terms, the integrity of the restricted areas of an airport (colloquially known as “airside”) is governed by
“Directions” issued by Department for Transport (DfT) to “Directed Parties” such as Airport Operators,
Airlines, Freight Operators, and Caterers etc. “Directions” constitute secondary legislation, which include
the screening of all passengers, staV and baggage entering the restricted zone, the recruitment of staV with
access to “airside”, cargo screening, access of employees and their vehicles to “airside areas”. Areas of
airports to which the public have general access are known as “landside” areas. “Directions” do generally
not govern these areas and passengers, employees or the public can expect the same level of protection
against terrorism or crime as on most public transport networks. Private security is provided in these areas
whilst the police service provides the armed “Protective Security”.

The police contingent at Heathrow and London City Airports is not a “Directed Party” answerable to
the DfT but is deployed at the discretion of the Commissioner of the Metropolis. The Commissioner is
accountable to the Metropolitan Police Authority who in turn is responsible for the provision of an eVective
and eYcient police service (Police Act1996). In this regard, the accountability and responsibility for policing
is the same at Heathrow and London City Airports as anywhere else in London. The only diVerence is
funding arrangements legislated for within the concept of “Designation”. Designation dates back to the
Policing of Airports Act 1974. The era had seen the start of IRA mainland bombing campaigns (including
Heathrow Airport) and the targeting of Civil Aviation by Palestinian Terror Groups (including the landing
of a hijacked aircraft at Heathrow and the detonation of hijacked aircraft in Jordan).

This legislation allowed the transfer of policing at airports from Airport Constabularies to the local Home
OYce Force. It was intended that the Airport Operator and the Police would agree the arrangements and
that the Airport Operator would pay for the cost of the “service, accommodation and facilities”. In the mid
1970s, as a result of “Designation” the MPS established a police command at Heathrow, as did Sussex Police
at Gatwick, Essex Police at Stansted and similar arrangements followed at six other UK airports.

Strategic Assessments of Intelligence, Threats and Trends

To understand the capabilities and challenges faced by the combination of the “Directed Parties”, DfT
and the Police to secure UK airports against terrorism an appreciation of the terrorist threat to Airports
and Civil Aviation is imperative. Police Forces produce regular Strategic Assessments of intelligence, threats
and trends.

The Aviation Command in the MPS draws on three main sources for developing Strategic Assessments:

— Intelligence provided by the Joint Terrorist Analysis Centre (JTAC).
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— A register of threats identified by a joint working group comprising of the Airport Operator, other
Directed Parties, the DfT, the Police, Her Majesty’s Revenue and Customs (HMRC), the United
Kingdom Immigration Service (UKIS)—this is known as the Multi-Agency Threat and Risk
Assessments process (MATRA).

— Historical attacks on Civil Aviation.

The purpose of the MATRA working group is for all parties to agree the threats to an Airport, examine
the current mitigating measures to those threats and then to rank each threat in terms of the highest risk.
The MPS will discuss specific types of threat in oral evidence if required subject to confidentiality.

Areas where progress has been made

The Rt Hon Sir John Wheeler completed a Review of Airport Security in 2002, in the aftermath of 9-11
attacks. Sir John proposed 23 recommendations, some of which have been implemented with success (see
Appendix A). The production of MATRA registers at each airport has brought a diligent consideration of
each threat by all contributors to Aviation Security. The register signals very clearly the residual risks and
how they can be mitigated. Sir John also called for multi-agency analyticalwork to tackle organised criminal
networks. At Heathrow, the MPS have worked alongside HMRC, other Police Forces, Road Haulage and
Freight Forwarding Associations to implement security standards for freight shipments. The imprisonment
of prolific criminal gangs and better security standards has reduced high value freight theft. Between 2003
and 2004, thefts valued over £50k were reduced by 80%.

DfT have heightened measures of passenger screening and strengthened cockpit doors to prevent
hijacking. The introduction of Criminal Records Checks on employees with “airside” access was a strident
measure to improve staV integrity in the most sensitive areas of the Airport. Additionally BAA has increased
their establishment of security staV since the 9-11 attacks.

From a police perspective, the capability for Protective Security at Heathrow and London City airports
has been enhanced considerably to the level of 350 armed oYcers. Patrols around the periphery of each
airport have been established to prevent opportunity for missile launch. Additionally, contingency plans to
identify stop and search activity on vehicles and passengers approaching the airports on rail links have been
devised. An example of this is the piloting of a new screening device at Paddington Railway Station.
Additionally it should not be looked on as the remedy for all ills but a starting point to look at in the wider
security context and the other ways terrorists will try to achieve their aims. Protocols have been established
with the BTP to deploy MPS armed oYcers onto the rail networks in times of heightened threat (armed
oYcers were so deployed after 21 July 2005 failed detonations). At a national level, a decision needs to be
made whether the reliance of the unarmed BTP service on other Home Forces for armed support is
sustainable in the long term.

Areas for improvement

The greatest imperative for the future policing of airports is to secure an assured, sustainable funding
mechanism. Only nine of the 53 airports in the UK are “designated” and benefit from an embedded police
command funded by the Airport Operator. Of these nine, Sussex Police Authority (Gatwick) and Essex
Police Authority (Stansted) have instigated an arbitration process, as they cannot agree staYng levels with
the Airport Operator. At Heathrow, BAA pay only half of the £48 million policing costs and the
Metropolitan Police Authority will also instigate legal proceedings to recover full costs.

At Airports that are not “designated” local Chief Police OYcers are faced with a choice of not providing
a service at the expense of the main Force budget and receipts from Council Tax Payers. This has led to some
Airports having little or nothing in the way of police protective security. Sir John Wheeler called for a new
process for designation (see Appendix A, Recommendations 9–12). The DfT convened a working party in
January 2004 to address these recommendations but it has not been able to reach a conclusion. No
alternative funding mechanism has been established. The lack of funding for Airport policing has led to an
uncoordinated national approach and creates a significant gap in the nation’s security.

This memorandum previously commended MATRA as being the right process to expose risks to airport
security and identify action plans to remedy them. The speed and delivery of security improvements
attributable to MATRA have not met the expectation of the MPS. In particular, five areas where notable
risks still exist have been identified by the MPS to BAA and are listed at Appendix B (This appendix is NOT
for publication).

The MPS is encouraged by paragraph 23 of the Transport Committee’s report acknowledging security
measures as “not being popular with those who are required to pay” but warning against compromise. The
MPS does not suggest there has been a compromise in relation to the risks outlined above, rather that
commercial imperatives can over-ride the improvement of security.

In conclusion the type of strident measures, similar to those that were implemented to minimise the risk
of a repetition of 9-11, need to be replicated for the new dimension of mass casualty attack ie suicide
bombers, lorry/car bomb, missile strike. The Secretary of State for Transport warns in paragraph 7 that the
current threat is likely to outlive our children and ourselves. JTAC reports suggest that London’s airports
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bring together all the facets of preferred targets of international terrorists. A sustainable mechanism for the
funding of long-term airport policing and more stringent DfT regulation (accepting increased capital
expenditure to target-harden airports) are essential.

Metropolitan Police Special Branch (MPSB) Ports

The primary role of MPSB staV at MPS ports is the implementation of counter-terrorist legislation in
order to detect and arrest persons involved in the commission, preparation or instigation of acts of
terrorism. To this end, oYcers act as examining oYcers under Schedule 7 Terrorism Act 2000. OYcers also
act in support of the work of MPSB at New Scotland Yard, the wider Police Service and the Intelligence
Services. The National Ports OYce (NPO) based at Heathrow Airport is staVed 24 hours and is the single
point of contact for the Police Service nationally in relation to Port Warnings, Port Circulations and Child
Abduction matters linked to ports.

The three primary aims of the MPSB ports are:
— The Prevention and Detection of Terrorist OVences.

— The Protection of National Security and Assisting the Security Services.

— Prevention and Detection of Serious Crime.

MPSB (Ports) is staVed by SB oYcers assigned to the following ports within the Metropolitan Police
Service area: Heathrow, RAF Northolt, Waterloo International, London City Airport, Biggin Hill Airport
and The Port of London.

Marine Transport Unit (MSU)

Every day, in excess of 14,000 people travel on the River Thames and its tributaries in London—whether
as commuters or tourists. Currently there are 95 passenger ferries and pleasure boats routinely operating
from the capital, all of which constitute crowded places, some regularly carrying in excess of 500 passengers.
Interest and investment in the Thames environs is rising steeply. The Thames is central to a £6 billion
gateway regeneration plan that will further increase river usage as extensive development takes place along
its banks. The Olympic bid success will further fuel interest in and traYc on the river. As in the case of the
recent Woolwich residential riverside development, the Thames Gateway build will result in extended and
additional river transportation services in east London (particularly for people commuting to an from
work), and the development of associated river infrastructure, such as piers and jetties. The implications for
safety and security in respect of both the increased river traYc and river crossings are self evident in terms
of marine (and other) policing.

Relationships with partners

The MSU was a founding member of the Thames Counter Terrorism Partnership (TCTP) and is the
driving force behind a profusion of partnership activity that resulted in an extensive river security review
(weighted heavily towards the transport infrastructure), in the formation of a Thames focused multi-agency
intelligence unit (Remit), and in the development and introduction of a range of joint security and
contingency measures that cover 96 miles of the Thames.

The ACPO approved Home OYce Police National Maritime Security Strategy was developed around the
TCTP. It is the first regional marine security partnership and is used nationally as a model by both Transec
and the Home OYce. Membership includes; Essex Police, Kent Police, BTP, CoLP, National Ports OYce
Maritime Coastguard Agency, Port of London Authority, Customs and Immigration services and the
Home OYce.

The MSU has an extremely eVective working relationship with the Boat operators that provide and
manage the public river transportation services on the river Thames. The MSU works with the class V (ferry
and pleasure cruise) operators to develop eVective security regimes and methodologies to combat disorder.
The MSU provides an important security function to support BTP in the waterside checking of rail bridges
and tunnels that form part of the Transport For London (TfL) infrastructure. BTP are members of the
TCTP.

MSU activity with partners towards Transport Security and Public Reassurance

— Completion of a multi agency river based MATRA style risk assessment identifying and
prioritising transport (and other) vulnerabilities to allow for focused protection and target
hardening activity.

— Regular High Visibility Patrol activity with priority to significant vulnerable sites and key
transport infrastructure locations such as piers, and bridges.

— Passenger Ferry Patrols. Frequent high visibility, irregular boarding’s and patrols on passenger
ferries under way, to provide reassurance to both operators and passengers and provide deterrent.
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— Passenger Ferry Assistance. Whilst under way, at the request of Captain, vessel operator or where
CCTV or other information suggests a need.

— Routine riverside searching of public piers, bridges and associated foot patrols at river transport
locations.

— Line access search and underwater and confined space defensive and evidential searches on or
under bridges piers, moorings or vessels.

The tactics for security patrol and search in support of transport security are documented as Marine
Operation Rainbow Options. The use of this range of the tactics is co-ordinated through the MSU tasking
process based on tasking information and the specific direction of both the MPS Central Operations and
Specialist Operations Departments through SRC.

The management of unattended/suspect items and anonymous threats

The MSU leads on a Thames boat operator’s forum, which maintains regular contact both electronically
and through meetings with class V vessel operators. This forum provides advice and support (by way of a
contingency security package developed with Anti Terrorist Branch called “Boatman”) on vessel security,
bomb threats, hoaxes and suspect packages in the marine environment.

In addition the MSU working with both transport and key river agencies has chair of the LESLP SAR
sub group. This group not only develops contingency responses to major river incidents but also jointly tests
the plans at tabletop level.

Counter terrorism systems and training

MSU training involves familiarization with the Operation Rainbow options and security tactics. A
number of selected MSU oYcers are trained in advanced tactical marine skills to allow the MPS to
undertake delivery and support functions for the MPS firearms unit, Anti Terrorist Branch and other
agencies when engaged in specific CT training or operations in the marine environment. MSU oYcers are
currently in the process of being trained as Schedule 7 examining oYcers to support SB in the gate-keeping
role on the Thames.

Through the CTCP, the MSU have been involved in the development of numerous systems intended to
provided increased security and response capability such as Development of vessel entanglement systems to
support non compliant vessel tactics.

Transport OCU (TOCU)

The MPS has a dedicated high visibility unit to police buses, bus corridors and travel termini, titled the
Transport Operational Command Unit (TOCU), which works in close partnership with TfL, BTP and MPS
Boroughs.

The five objectives of the TOCU are:

— To ensure that the public and staV feel safe using the Bus infrastructure on routes and corridors
and other priority locations.

— To ensure the eYcient movement of buses on routes and corridors and other priority locations on
the London Bus Network.

— Enforcement of the law relating to taxis and private hire vehicles (PHV) within the MPD to ensure
the safety of the public, focusing on priority locations.

— To assist the control and where possible, the reduction of congestion at priority locations within
the MPD.

— To ensure the eYcient movement of buses, other road traYc and other road users on the London
Road Network by, in particular, the enforcement of de-criminalised parking oVences and moving
vehicle contraventions.

— In this way TOCU meets the challenges and fears of the travelling public and transport workers
and is an active deterrent to terrorism.

Media

One of the most important factors when dealing with the thoughts and fears of the travelling public in
relation to Counter Terrorism is the power of the media. The MPS media section work in a proactive way
with numerous partners, TfL, BTP, Ports of London Authority and Transec to name but a few. They work
to alleviate the fear of the travelling public, oVer advice and also to remind the public of their responsibilities
when dealing with issues that might arise. The latest media campaign is aimed at encouraging the public,
travelling or not to trust their instincts and report suspicious bags, vehicles or behaviour. The MPS have
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a system of local press oYcers dealing directly with boroughs who deal with local press campaigns. These
campaigns promote the inclusion of Community Support OYcers and the extended police family in a
security and community roles, including the use of the Anti Terrorism Hotline by the public.

Summary

The MPS is an organisation that has a Local, National and International remits in relation to Counter
Terrorism and in particular the threat to our transport systems. In London the MPS works closely with
numerous agencies and partners to countering and coping with the high current terrorist threat. As well as
the gathering of intelligence with partners to deal with the terrorist threat, the MPS prides itself on the
dealing of terrorist incidents and the learning from these situations, the training and prevention of such
incidents and the working with partners and the media to make public more aware of such potential
incidents and their role in helping the emergency services.

This memorandum has highlighted the central role the MPS plays in the safety and security of the
transport system and infrastructure in London. Its lead in managing the fallout of terrorist activity in the
capital was evident during the bombings and attempted bombings on the underground and bus networks
in July 2005. The MPS is not complacent and continues to learnand work together with the Guardian forces,
The Mayor of London (both personally and through TfL), strategic partners and locally on the London
Boroughs. The threat remains high and real and it is essential the transport infrastructure in London and
the UK is kept safe and secure.

Conclusion

In conclusion, the MPS are at the forefront of countering terrorism in London and provide security,
advice and protection to the patrons and visitors of London. This memorandum highlights the substantial
activity that it is engaged in with partnership with other agencies. It also raises a number of issues,
particularly surrounding Aviation Security, that it feels should be considered by the Inquiry.

APPENDIX A

REVIEW OF AIRPORT SECURITY, 2002, BY THE RT HON SIR JOHN WHEELER JP DL TO
THE HOME SECRETARY AND THE SECRETARY OF STATE FOR TRANSPORT

INDEX OF RECOMMENDATIONS

Serious and Organised Crime at Airports

Recommendation 1

The review believes that multi-agency analytical work on the level of the threat of serious and organised
crime to airport security is required. The Home OYce should lead this work, in consultation with, and the
support of, the Security Service, NCIS, the National Crime Squad, the Immigration Service, HMCE and
ACPO, and with the involvement of the aviation industry as a committed participant.

Recommendation 2

While acknowledging the weakness in the evidence base on the scale of the threat, and on links between
known terrorist organisations and non-terrorist criminals, the review team is persuaded that this is worthy
of further investigation.

Strategic Direction and Co-Ordination

Recommendation 3

The review recommends that the DfT should review the terms of reference and composition of the
National Aviation Security Committee and supporting Airport Security Committees, and re-establish a
standing sub-committee to lead on issues relating to the control authorities at airports.

Recommendation 4

The review recommends that the Home OYce identify a single lead within the Department to cover issues
relating to ports policing, and that it go wider than Special Branch activity at airports. The Home OYce
should chair the new NASC sub-committee relating to control authorities at airports.
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Recommendation 5

The Home OYce, Cabinet OYce and DfT should satisfy themselves, in agreeing the terms of reference
of this new sub-committee, that there is no unnecessary overlap with the newly established Ports Policing
Strategy Group.

Recommendation 6

The Border Agencies Directors’ Group shouldconsider whether it could provide joined-up representation
for the border agencies at a point of senior interface with the DfT, for example on a NASC (where its
involvement could allow some slimming of what is a large Committee).

Recommendation 7

Once the outcome of the study recommended in the previous section is known, the review recommends
that further consideration be given to whether additional organisational changes are necessary, particularly
in relation to the intelligence flow supporting the National Aviation Security Programme and to Ministerial
direction across the Home OYce, Department for Transport and the Treasury.

Recommendation 8

The Ministerial Committee on Protective and Preventative Security should receive regular reports on
progress in implementing any agreed recommendations.

Designation

Recommendation 9

It is well past time that the designation of airports for policing purposes was placed on a more rational
basis. Consistent with the overall approach to UK aviation security, a new process of designation should
be developed and implemented. Designation should be founded on agreed local multi-agency risk
assessments, and the development of local Airport Security Plans. A fresh set of criteria should also be
developed.

Recommendation 10

The Department for Transport should reactivate its review of designation, and consult on a move to a
system based on local multi-agency assessments, as described in this section. Where these indicate a necessity
for an airport to be policed by uniform constables, the Secretary of State should consider designating it (or
confirming its designation) under the Aviation Security Act 1982.

Recommendation 11

The new arrangement could be piloted at two or three airports of contrasting size and risk profile.

Recommendation 12

Ministers should consider casting the new arrangements in statute, once Parliamentary time permits.

Powers at Airports

Recommendation 13

The powers available to police oYcers at airports under the Aviation Security Act 1982 should be
simplified. It is not clear why they should be limited to designated airports only, and it seems sensible that
there should be one set of powers that applies airside. This will require primary legislation, and the DfT
should consider whether this could be added to the handout Bill planned for the next Parliamentary session.

Recommendation 14

The police and the airport operator should include agreement on exit searches as part of their joint
response to crime prevention at airports.
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Recommendation 15

The DfT should take an early view on whether a Direction is required at Heathrow to clarify powers of
search on exit from the cargo area.

Special Branch

Recommendation 16

The National Co-ordinator of Ports Policing should consider, as part of the ACPO review of the co-
ordination of uniformed policing activity at airports, how closer working with Special Branch oYcers could
be arranged.

Recommendation 17

It is clearly important that, even if the systems are not the same, there should be equivalent systems of
finding in England, Wales, Scotland and Northern Ireland that enable a similar response to be made, in
providing a policing response to changed judgements about the terrorist threat to airports. This is already
under consideration by the Scottish Executive.

CCTV and Automatic Number Plate Recognition and Some Emerging Technologies

Recommendation 18

The review commends the DfT survey on CCTV installation at airports. If eVective coherent planning for
CCTV is to take place, all partners in the schemes must fully embrace the concept of joined-up working.
Dissemination of good practice should take place on the back of the current DfT survey.

Recommendation 19

A similar approach, with an agreed multi-agency user requirement, should be applied to the installation
and use of ANPR.

Recommendation 20

For the installation of future systems, the Border Agencies Working Group should address the question
of shared funding from the border agencies.

Recommendation 21

The theme of this report is the importance of co-ordination and working together. It is diYcult to
underestimate the importance of strategic co-ordination between the control authorities and the industry in
developing new approaches to reasoned selection and advanced use of automated data capture.

Staff Employed at Airports—Vulnerabilities

Recommendation 22

A new searching regime should be agreed as soon as possible. While respecting concerns over operational
eVectiveness, the review is not persuaded that the arguments put forward by HMCE and the Immigration
Service are suYciently strong to hold up early agreement for searching of their staV. DiVerent provisions
may need to be made for the police service.

Recommendation 23

The review commends the ongoing work to improve regulation of private security companies working at
airports. In the longer-term, driving up of standards by this means will be a far more eVective security
measure that basic criminal record checks. Although final decisions will obviously need to be taken in the
light of the consultation on the draft criteria, the review considers that the DfT should include criteria that
would reward those security companies with a properly developed integrity strategy for their staV.

January 2006
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Memorandum from Transport-watch UK (TS 30)

Transport-Watch is an independent association not connected with any business or political party funded
by a trust and dedicated to making the best use of land already committed to transport in the interests of
the Community as a whole.

Travelling Without Fear

This inquiry is concerned with the terrorist threat to our transport Systems. Our concern is to illustrate
that rail is uniquely exposed not only to acts of terrorism but too many relatively trivial events.

Child Vandalism

The writer recalls that some 50 years ago he heard he could obtain an extremely flat and excitingly wide
old penny piece by placing an ordinary one on a railway line. So he did. When the front bogy of the dashing
steam train hit the penny the boggy leapt inches clear of the rails, miraculously crashing back without
derailing the train. The author remembers to this day the terrified faces of the engine crew glaring back.
What would have happened had today’s relatively fat one-pound coin been available is too dreadful to
contemplate. In contrast who ever heard of a major road accident being risked by a penny piece. Otherwise
a rope thrown over a catenery by children or others may short circuit and disable a complete railway line
for hours let alone the consequences of rubbish tipped from a bridge onto the line below.

Environmental Factors

In addition to the wrong sort of snow, leaves on the line and unduly hot weather rail also has to contend
with the wrong sort of bird’s nest. At any rate according to the Telegraph, reported in the New Civil Engineer
of 21 June 2001 “Railtrack has placed plastic hawks close to its rail lines to prevent birds nesting on the
gantries. The nests come loose and fall onto wires causing track short circuits and train delays.” On the
Monday after a weekend of flooding in November 2000 the entire rail network came to a virtual standstill.
On the following Tuesday the Today programme interviewed a major road haulier. He said that, despite the
conditions, his organisation had reached virtually all its customers. No doubt there was disruption on the
road network but probably 95% of movement was unaVected compared with a completely paralysed rail
system. This year end rail services have again been nearly paralysed by the weather.

Accidents

An accident such as Hatfield or Ladbrook Grove (Paddington) disrupts the rail systems for weeks, if not
months. On a relatively small scale, a trivial land slip on 4 November closed the West Coast Mainline north
of Preston for four days, see picture attached and the associated Churchillian prose used to describe two
feet of mud. (Today’s Railways, January 2006 issue 49). In comparison, the disruption, which arises when
there is a major motorway accident seldom, lasts more than a few hours.

Terrorism

Because rail is so fragile it is a particularly easy target for terrorists—eg as in Spain, and as on our own
underground system. In contrast roads oVer unattractive relatively small-scale opportunities.

Conclusion

We conclude that if the Government were concerned to develop a system relatively robust to terrorism,
vandals and ordinary life it would seek to pave the railways at the earliest opportunity.

The added advantage would be a reduction in cost by a factor of at least four, an increase in capacity by
a similar factor—so providing all London’s surface rail commuters with seats—a halving of the death rate
suVered by passengers, a substantial saving in fuel, and the transfer of many thousands of lorries and other
vehicles from the unsuitable rural roads and city streets that they currently clog. See evidence to the
Transport Committee’s inquiry into the Future of the Railways ( Volume II, FOR 25, Evidence page 241).

December 2005
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Memorandum from The Observer (TS 31)

Submission on Press Coverage and Transport Security for the Transport Committee

I agree that sensationalist media reporting of terrorism is counter-productive, and we at The Observer
strive for balanced and responsible reporting that nonetheless gives the public a full and accurate picture of
the threat they may face. We are pleased by the committees recognition that such reporting can indeed
expose the true inhumanity of terrorism.

We are always ready to listen to genuine police concerns about reporting that may unwittingly jeopardise
counter-terrorist operations or cause unnecessary public alarm. But we believe there is a powerful public
interest in revealing security lapses and weaknesses in the hope they will be rectified—just as evidence
submitted to your own committee has highlighted potential problems. Awareness of potential security risks
may help increase public vigilance: it is also information people are entitled to have in pursuit of their daily
lives. We are therefore concerned by the suggestion that the media should censor itself by not reporting
legitimately acquired information about flaws in security.

Where there are clear good reasons for restricting information flow in the interests of security, the media
have traditionally co-operated—for instance by not disclosing in advance, when known, senior British
ministerial visits to Iraq until the individual is on the ground. If there is a genuine, serious and direct threat
to national security from a story a newspaper wishes to publish, there is already an accepted mechanism
through the D-Notice committee for resolving such issues.

We do not regard any further restrictions as desirable in the interest ofa free press. Nor would we consider
such restrictions practically enforceable: even if some publications agreed to exercise restraint, inevitably
others would not. Whistleblowers concerned about transport security, such as transport union staV, could
also find other avenues to make their concerns public—for instance by publishing them online—if
suppressed by newspapers.

We hope this is helpful to your inquiry and await your findings with interest.

January 2006

Memorandum from BBC News (TS 32)

THE ROLE OF BBC NEWS IN COVERAGE OF TRANSPORT SECURITY

1. Introduction

From a purely broadcast perspective, one of the most significant aspects of the events of 7 July was that it
marked a gear change in the relationship between the public and broadcasters. It was a day when the “citizen
journalist” became essential to the reporting of developments as never before. That this was the case was in
part due to the cautious nature of oYcial statements by the transport authorities and the Metropolitan
Police, which were initially out of kilter with the eye witness accounts. Given the importance of maintaining
public trust in the BBC’s reporting, there are clearly implications for future coverage of security crises.

This note focuses on these and other lessons that BBC News believes can be learned about its role in the
immediate coverage of one-oV events like 7 July; followed by a summary of the BBC’s view of its
responsibility in reporting transport security risks generally.

2. Lessons Arising from BBC Coverage of 7 July

Relationship with audiences

“When it comes to rolling news—reporting unconfirmed facts is fine, in the heat of battle as it were,
as long as they’re signposted clearly.
‘They’re levelling with you . . . Taking little risks on informed opinion’, male 65!, Leeds

The ideal relationship is one of mutual respect, honesty and openness. In this context, as long as
the BBC is doing its best to get the facts to its audience then everything’s OK.”

Qualitative focus group research carried out by Sparkler agency on behalf of the BBC—
September 2005

On 7 July, BBC News received images of the first blast within minutes and had some 50 images within the
hour. Over the next 24 hours, we received about 1,000 still pictures, 20 pieces of amateur video and 20,000
emails. Now, with the benefit of hindsight, one of the key issues for BBC News is whether we should have
made better use of the public’s information in the early stages when the authorities were attributing the cause
of the explosions to a power surge and, later in the day, when it became clear that oYcial estimates of
casualties were conservative in the extreme.
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The issue is complex not least because the authorities themselves may inadvertently give out exaggerated
information (at one point, for example, reporting seven explosions) while eye witness accounts need to be
subjected to proper checks and may not be reliable.

Radio 5 Live was a model in the way it combined oYcial and “unoYcial” information, signposting the
sources very clearly to the audience. We have concluded that there was, however, a problem in our television
coverage in the way that the on-screen straps of information were at times at variance with the commentary;
the straps tended to emphasise the oYcial version as, for example, at 1015 when one read, “Police: power
surge possible cause”, even though the presenters and guests had stopped mentioning this. Given the way
24-hour television news channels are used as background information in oYces (and to some extent homes),
we are looking into ways of better exploiting on-screen text material.

Recent audience research suggests that notions of “trust” are changing; it’s no longer just about ensuring
audiences trust in the facts, it’s also about ensuring their trust in the relationship with the BBC. Audiences
are increasingly sophisticated and we believe that in future we can aVord to take a bit more of a risk on
breaking news stories.

“In the major bulletins, audiences expect a very high level of accuracy and they are very
unforgiving if we get things wrong. But with 24-hour news people understand that stories unfold
and change. As long as we are trying as hard as humanly possible to get it right, they are happy.”
BBC News Director, Helen Boaden, speaking at News Xchange conference, November 2005

The explosion of user generated content in itself shows that there is a more intimate relationship between
BBC news and the public than in the past. The complex journalistic issues raised by the role of the “citizen
journalist” are beyond the scope of this note, but it is clear that if handled wisely this growing interaction
between the public and broadcasters has immense potential for building trust—and therefore also public
confidence in the event of security challenges.

Relationship with authorities

The BBC is clear that it has an essential role to play in delivering urgent advice and information directly
to the public in the event of terrorist attack or other security threats. Although there were mixed feelings,
co-operation with the authorities on 7 July worked well enough and the work put in since 9/11 by the Media
Emergency Forum, organised by the Cabinet OYce, seems to have paid dividends. The BBC hosted a paper
exercise of a catastrophic attack on London in May 2004, including representatives from ITV, BSkyB,
GMTV, Press Association, the Society of Editors, GICS Ops, the Home OYce, No 10 Press OYce, London
Resilience, Metropolitan Police, Grampian Police, ACPO, ASA and the London Fire Service. Although the
threshold was too high—in that 7 July was not a catastrophic attack—the exercise put us in good stead for
understanding the requirements and pressures on each other.

There are however some real areas of concern about the relationship with the relevant authorities.

(a) Use of Transport for London cameras

TfL’s legal department complained about the BBC’s use of traYc camera images around the events of 7
July and 21 July and objected to their being used for anything other than traYc management. From the
broadcasters’ perspective, the cameras are not a substitute for our own newsgathering, but at a time when
all sorts of rumours are running, it provides a means of telling an audience hungry for facts exactly what is
going on. The cameras are locked oV and cannot be manipulated so that the information they provide is
straightforward.

As a result of the Media Emergency Forum planning exercise, there was a recommendation that a
protocol should be developed about access to the cameras in “exceptional circumstances”. However this
protocol has not been forthcoming despite BBC requests for a meeting to resolve this.

(NB With regard to travel updates, BBC News 24/BBC 1 ran half-hourly round-ups from BBC LDN and
constantly relayed travel information on the ticker.)

(b) Greater transparency

“The combination of the 24-hour news cycle and public involvement means it’s a new ball game
for the authorities. The oYcial sources were slow with information—and there were suspicions in
some quarters that they were doing that to calm fears. In fairness to them they had never faced
this before and there was much confusion. But next time round the eye witness accounts will be
taken more seriously so the authorities should take a strategic view that they need to be more
open”.

Kevin Bakhurst, Controller, BBC News 24

The BBC’s role as a public service broadcaster is never more in evidence than at times of national crisis.
BBC News 24 is automatically carried on BBC1 (or on occasion BBC2) whenever there is a big event. It is
a unique proposition, committed to factual, accurate, clear information carried in a sensitive and sober way.
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More people—56% of the population—watched the joint coverage on News 24/BBC1 on 7 July than Sky
and ITV combined. If pressure on resources is a factor in the restriction of the information flow, it would
be worth the authorities considering the use of BBC News 24 as the pool conduit for information to other
broadcasters—as well as to all the BBC platforms.

— 31 million watched at least 3 minutes of TV coverage across BBC1/News 24.

— 22.5 million watched at least 3 minutes on ITV1.
— 5 million watched at least 3 minutes of Sky.

3. Reporting Risk

Paragraph 41 of the House of Commons Transport Committee preliminary report on UK transport
security is an apt summary of the BBC’s own view of its responsibilities in relation to the reporting of
transport security risks. We endorse this view entirely.

Likewise we are very encouraged by the sentiment expressed in Paragraph 42 since media exposure of
security weaknesses may be key to the implementation of improvements. In any case, it seems fanciful to
think that potential terrorists sit at home waiting for broadcasters to point out ways of exploiting security
loopholes; is there any evidence that terrorists have used media reports?

That said, the BBC is conscious of its role as the major source of public information in the UK and instils
in its managers a responsibility not to engender panic or endanger public safety. We take a realistic view of
the impossibility of 100% security.

BBC News has taken a lead in developing guidance for journalists on reporting risk, working closely with
Professor Ragnar Lofstedt, Professor of Risk Communication at King’s College, London and Visiting
Professor at Harvard University. The guidelines were launched at a number of seminars internally and
externally, and have attracted significant interest at home and abroad.

— What exactly is the risk, how big is it, who’s aVected?
— How has the risk been measured, how big is the sample, who funded the research, how

reputable is the source?

— If we are reporting a relative risk, have we made clear what the baseline risk is (eg a 100%
increase in a problem that aVects one person in 2,000 will still only aVect one in 1,000).

— Have we asked: “How safe is this?” rather than “Is this safe?”
— If a scientist or a victim takes a view counter to majority scientific opinion, is that clear in the

report and in the casting of and questions in a discussion?
— Have we told the audience how they can get more information?
— Can we find a comparison to make the risk easier to understand (eg it’s as risky as drinking

a pint of beer).
— Is the scale of reporting in proportion to the extent of the risk?
— Have we given the audience information to put the risk in context? (eg if during a pill scare

women stop taking the pill, they face higher risks from abortion or pregnancy).
— Can we use a story about a specific risk as a springboard to discuss other related risks? (eg

train safety-road safety).
BBC Risk Guidance for Journalists, Sue Inglish and Roger Harrabin, July 2003

4. Summary

— In the immediate aftermath of a terrorist attack or any other threat to transport security, BBC
News has a key role to play in relaying advice and information to the public. The more transparent
the authorities can be with us the better; public fear grows in the face of rumour.

— Likewise the BBC must be very clear about the sources of information and the extent to which it
can be corroborated. We should be careful to check the credentials of eye witness reports and
images.

— Public trust in BBC reporting is an essential element in the maintenance of public confidence at
times of crisis.

— The BBC is committed to contextualizing terrorism and security risk in the longer term.

— It remains nonetheless important to hold government and authorities to account just as we do in
any other area of journalism. When people die using public transport, it is right to ask if anything
more could have been done to protect them and what might be done in future to limit the scope
for further attacks.

January 2006
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Memorandum from the Cabinet OYce (TS 33)

Thank you for your letter of 13 December 2005 regarding the Cabinet OYce’s role in countering
terrorism.

Three Secretariats of the Cabinet OYce have a role in the Government’s counter-terrorism strategy—the
Intelligence and Security Secretariat, the Defence and Overseas Secretariat and the Civil Contingencies
Secretariat (CCS). Secretariats work directly to the Cabinet Secretary and Prime Minister, supporting the
collective decision making process. In this instance, these secretariats provide or support cross-departmental
structures and processes through which departments and other agencies deliver counter-terrorism activity.
The Cabinet OYce supports rather than leads, and the Home Secretary retains overall ministerial
accountability.

I recognise that the Committee will want to understand how these coordination arrangements operate. So
information on the Cabinet Committee structures which coordinate the cross Government Counter terrorist
strategy will be provided by the Department for Transport in their response to the Transport Committee’s
preliminary report on Transport Security.

Within this framework, the Minister for the Cabinet OYce generally has a limited direct responsibility in
relation to counter-terrorism work. The only significant exception to this is the Cabinet OYce’s
responsibility for certain programme delivery and expenditure carried out by CCS—part of the ‘Prepare’
strand of the Government’s counter-terrorism strategy. This activity is made up of implementation of the
Civil Contingencies Act, funding for local authority emergency preparedness work, and ownership of local
civil protection doctrine. These activities form part of the Government’s overall commitment to ensuring
that the UK is prepared for, and responds well to, emergencies of all kinds however caused.

I hope this is helpful clarification of the Cabinet OYce’s limited role in relation to transport security,
supplementing the fuller reply which you will receive from Department for Transport. Please contact me if
you would find any further information about our role helpful.

January 2006

Supplementary memorandum from the Cabinet OYce (TS 33a)

The Media Emergency Forum (MEF) is a working group set up in 1996 to ensure that vital information
is communicated eVectively to the right people during an emergency. The MEF provides a solid framework
for developing trust and confidence between the media and the authorities through a growing awareness of
each other’s responsibilities.

The work undertaken by the MEF includes developing protocols and high-level contacts for use in
emergencies, and providing feedback to improve communications in the future after major incidents such
as the deaths at Morecambe Bay in 2004, the floods in Carlisle in 2005, and the events of 7 July last year.

The MEF is chaired by Howell James, the Permanent Secretary, Government Communication, and has
representatives from the national broadcast media, the European Broadcast Union, the Society of Editors,
the Newspaper Publishers Association, the Newspaper Society, the devolved administrations, local
authority emergency planners, and the emergency services. The Secretariat is provided by the Cabinet OYce.

During 2003 a number of separate Regional Media Emergency Forums were established. These bring
together local media, and emergency responders and planners to deliver eVective public information and
news practice locally and regionally during an emergency.

The MEF report 9/11: Implications for Communications, and a Technical Working Party report
on Government/media communications give further detail on the MEF’s specific activities.
For your reference, both of these publications are available on the UK Resilience website, which is
at: http://www.ukresilience.info/

May 2006

Memorandum from the Transport & General Workers Union (T&G) (TS 34)

1. Introduction

The Transport and General Workers Union (T&G) welcomes the opportunity to contribute to the
Transport Committee inquiry on UK Transport Security.

With over 835,000 members in every type of workplace the T&G is the UK’s biggest general union and
has a long and proud tradition of representing members in the workplace.
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Over 200,000 of our members are employed in the transport sector, including commercial road transport,
docks and waterways, civil air transport as well as passenger services. Members work as cabin crew, airport
staV, bus drivers, freight and container handlers, tram and taxi drivers and tugboat and marine pilots.

2. Summary

The T&G response will address the following issues:

Consultation—The T&G believe that the Department for Transport has failed to proactively consult
with trade unions with regards to the security issues that we are all currently facing in the
transport sector.

Security/Criminal Record Checks—The T&G are concerned that transport employers are using an
increasing amount of criminal record checks as the mechanism for bringing about a supposed safer
more secure transport industry.

Inconsistent Application of the Rules—The T&G is alarmed at the lack of consistency in the way that
security and criminal record checks are being conducted across all transport modes.

Classification of Dangerous Goods—The T&G believe there is a primary need for a classification of
dangerous goods vehicles, in order to make an initial attempt at trying to quantify any potential
dangers.

Training—There are obvious concerns for T&G members who work within the transport industry
with regards to the security training and raising awareness that they need.

3. T&G Response

Consultation

All too often Government departments with responsibility for transport have only consulted trade unions
in a reactive way which is of a disadvantage to all stakeholders, especially the travelling public.

An example of this is the fact that the T&G had to ask the Department for Transport for the security
guidance that they had produced for buses, due to a T&G member who is a bus driver, requesting it from
us. The Department of Transport hadn’t thought to send it out to the T&G otherwise nor consult us for
advice on its content.

Trade unions need to be at the forefront on any discussions on transport security at the outset. The T&G
has vast amounts of vital information and experience to contribute to debates on transport security due to
our close contacts with our members who work in the industries who have extensive practical experience
which should be shared if transport is going to be made as safe as it can possibly be.

The T&G and other unions have various members on security boards across all areas of transport. The
T&G along with other trade unions should be given further places on the relevant security boards so that
we can share the experiences that our members have with regards to transport security.

Security/Criminal Record Checks

The T&G believe that the philosophy of the criminal record checks is based on a false premise, which is
that criminal records checks will help to eradicate criminal activity from the transport industry which will
result in a safer transport system for workers and public alike.

The T&G response to this is that this is a crude attempt at social engineering and does not deal with the
real issue, which is the security and safety of passengers, staV and property within the transport sector.

The direction of the criminal record checks must be changed to specifically address issues of security and
not to address the propensity of individuals to violent acts, or behave in a dishonest manner, or abuse the
trust put in them. These are issues that should be dealt with within the employment contract and not subject
to criminal record check procedures.

These are not frivolous concerns, these are based on our experiences of the application of criminal record
checks in restricted zones of airports and the use employers are making of information from criminal
records checks in regard to the employment of individuals. The T&G are concerned that giving specific
information about an employee to an employer may contravene the Information Act. The act of refusing
or withdrawing the security clearance by the Transport Security and Contingencies Directorate
(TRANSEC) in itself, is enough, without giving the reasons why to the employer, especially as they may use
this information for other purposes.

The T&G would like to draw attention to the people employed in the ports who are also being subjected
to security and criminal record checks. Also in the future these checks may be extended to professional lorry
drivers who will enter secure areas in ports and airports. The T&G believe that TRANSEC and other bodies
should be having discussions with us on the general issue of security and criminal record checks in regard
to transport workers.
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Also, though not a direct security issue, bus workers are being subject to criminal record checks, especially
those carrying school children. The T&G has had members dismissed as a result of criminal record checks
being initiated by local authorities, who are not their employers. The T&G believe this situation is
fundamentally wrong and believe that the TraYc Commission should be the relevant competent authority
in determining the fitness of a professional driver to work in the industries.

Inconsistent Application of the Rules

The T&G are aware of a number of incidences when procedures relating to restricted zone passes in
airports have been ignored or are inconsistently applied.

As we understand the situation the primary purpose of criminal record checks is to ensure the security of
airports. Therefore we find it diYcult to understand when an industrial dispute occurs, people without
restricted zone passes are allowed to work in these areas. How can it be that economic considerations appear
to override security concerns? Or is it simply the case that employers for their own selfish economic reasons
can compromise security with the blessing of the relevant authorities? If this is the case surely then the
principle should be applied at all times and criminal record checks for restricted zones should be scrapped.

The T&G is finding an increased number of workers in civil air transport coming from other EU states
in particular Poland where diVerent standards are being applied which is a concern in respect too UK
security. The T&G is also concerned that diVerent standards are being applied to residents of Northern
Ireland. Clearly theremust be a consistent standard applied to all criminal record checks, whether the person
is from the UK mainland, NI or other countries from or outside the European Union.

Classification of Dangerous Goods Vehicles

Before any Truckwatch scheme or alternative tracking system on freight movement is in place. The first
step is to establish what type of threat each vehicle and its cargo possesses. In order to do this the T&G
believes that a classification of levels of risk for dangerous good vehicles needs to be conducted:

(a) Dangerous % chemical, petrol, etc.

(b) Economic % cigarettes, food, etc.

Once a classification list of levels of risk has been conducted then vehicles could then be coded depending
on the level of risk and a Truckwatch scheme or alternative tracking system on freight movement would
then have a basis from which they have assessed which vehicles are of a security priority.

Training

There are obvious concerns for our members with regards to training to deal with:

(a) the prevention of terrorist incidents; and

(b) a future terrorist incident.

An example of this was when one of our members found a suspect package on their bus. The individual
was unsure of what to do with the suspect package because they had never received any security training or
guidance of what to do in this situation.

The T&G contacted TRANSEC to gain the security guidance for the bus driver so that they now know
what to do in the event of finding a suspect package on their bus. However the T&G believe that they should
have been sent this information without having to ask for it from TRANSEC.

The T&G must be consulted along with other trade unions if we are going to play our role in helping to
educate and prepare transport workers against potential terrorist incidents.

4. Conclusion

The T&G’s main conclusions are as follows:

Consultation

— All too often Government departments with responsibility for transport have only consulted trade
unions in a reactive way which is of a disadvantage to all stakeholders, especially the travelling
public.

— Trade unions need to be at the forefront on any discussions on transport security at the outset.

— The T&G along with other trade unions should be given further places on the relevant security
boards so that we can share the experiences that our members have with regards to transport
security.
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Security/Criminal Record Checks

— The T&G believe that the philosophy of the criminal record checks is based on a false premise,
which is that criminal records checks will help to eradicate criminal activity and result in a safer
transport system for workers and public alike. They should be dealt with within the employment
contract.

— The T&G are concerned that giving specific information about an employee to an employer may
contravene the Information Act.

— The direction of the criminal record checks must be changed to specifically address issues of
security and not to address the propensity of individuals to violent acts, or behave in a dishonest
manner, or abuse the trust put in them.

— The T&G believe that TRANSEC and other bodies should be having discussions with us on the
general issue of security and criminal record checks in regard to transport workers.

— The TraYc Commission should be responsible for undertaking criminal record checks and not the
employer. The T&G believe this situation is fundamentally wrong and believe that the TraYc
Commission should be the relevant competent authority in determining the fitness of a
professional driver to work in the industries.

Inconsistent Application of the Rules

— The T&G are aware of a number of incidences when procedures relating to restricted zone passes
in airports have been ignored or are inconsistently applied.

— The T&G is finding an increased number of workers in civil air transport coming from other EU
states in particular Poland where diVerent standards are being applied which is a concern in respect
too UK security.

— The T&G is also concerned that diVerent standards are being applied to residents of Northern
Ireland. Clearly there must be a consistent standard applied to all criminal record checks, whether
the person is from the UK mainland, NI or other countries from or outside the European Union.

Classification of Dangerous Goods Vehicles

— Before any Truckwatch scheme or alternative tracking system on freight movement is in place. The
first step is to establish what type of threat each vehicle and its cargo possesses.

— In order to do this the T&G believes that a classification of levels of risk for dangerous good
vehicles needs to be conducted.

Training

— The T&G must be consulted if trade unions are going to play their role in helping to educate and
prepare transport workers against potential terrorist incidents.

January 2006

Memorandum from the Federation of Small Businesses (FSB) (TS 35)

Transport Committee to Consider British Transport Police in its Inquiry into Transport Security

The Federation of Small Businesses (FSB) welcomes the opportunity to respond to the above named
consultation.

The FSB is the UK’s leading non-party political lobbying group of UK small businesses, existing to
promote and protect the interests of all who own and or manage their own businesses. With over 193,000
members, the FSB is also the largest organisation representing small and medium sized businesses in the UK.

Our contribution to this exercise discusses the need for the Transport Committee to focus on the impact
“fear of using public transport” is having on the heavily congested road network.

The majority of small businesses use private transport as their choice of mode of transport as most trade
is within 50 miles of their base and they view their vehicles as an integral part of the business function. The
tragic events of July 2005 and the rise in crime and anti-social behaviour have been factors in turning people
away from public transport across the UK and into their own safe vehicles. The negative impacts of this
shift are that non-essential journeys on the road lead to a build up of congestion, at a cost to small businesses
through late deliveries, staV delays etc.
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There must be a stronger determination to promote a secure public transport system to encourage non-
essential drivers away from unnecessary use of their cars. A safer and more reliable public transport coupled
with increased investment in the system will decrease levels of congestion and help small businesses be
more eYcient.

We trust that you will find our comments helpful and that they may be taken into consideration. The FSB
is willing for this submission to be placed in the public domain. We would appreciate a copy of the synopsis
of responses and of being kept apprised of further developments and consultations on this issue.

February 2006

Memorandum from the National Coordinator Ports Policing (NCPP) (TS 36)

The National Co-ordinator Ports Policing (NCPP)

1. Assistant Chief Constable John Donlon is the National Co-ordinator Ports Policing (NCPP). The
NCPP post is funded by the Home OYce through the Association of Chief Police OYcers Council
Committee on Terrorism & Allied Matters [ACPO(TAM)]. Primarily this role is to co-ordinate Special
Branch activity at all ports in the UK. The NCPP reports to Deputy Chief Constable Bryan Bell, the
National Co-ordinator of Special Branch (NCSB) who in turn reports to ACPO(TAM). In 2003 the role of
the NCPP was expanded to include the ACPO(Ports) Portfolio (the protective services provided by
uniformed police oYcers). This was to enable an overview of all ports policing activity and ensure the co-
ordination of protective services at airports, seaports and international rail terminals. Protective services
include all policing functions normally undertaken by uniformed police oYcers in addition to their support
of the National Aviation Security and National Maritime Security programmes.

2. The NCPP works closely with the Home OYce, Department for Transport, Security Service, Industry
representatives and the other border agencies, in particular HMRC and UKIS, to ensure that both policy
and operational activity at ports are synchronised and support the government’s Counter Terrorism
Security Strategy (CONTEST).

3. The main functions undertaken by the NCPP include:

— Co-ordinating the work and operational activities of SB Ports OYcers.

— Co-ordinating the delivery of policy relating to ports policing.

— Co-ordinating the protective services at ports and chairing the ACPO (Ports) portfolio group.

— Providing advice and assistance to Chief OYcers and the Home OYce on all aspects of border
control and port security policing.

— Working in partnership with government, industry and the other border agencies to ensure policy
and operational activity is synchronised.

— Developing eVective partnerships with the private sector.

— Quality assuring the Special Branch port work throughout the UK.

— Liaising with international border control organisations.

4. The NCPP liaises with partners at a senior level and attends the Cabinet OYce OYcial Committee on
Domestic & International Terrorism “Protect” Sub Group [TIDO(PROTECT)]. The Assistant NCPP
attends the Transport—Protective Security Work Group, chaired by the Director of Transec, which reports
to TIDO(PROTECT). The NCPP ensures appropriate support is provided to the work-streams identified
by these groups such as:

— Addressing the risk of seaward attack on ships with an improved response/interdiction capability
in the maritime environment.

— The strengthening of cargo security at airports.

— Enhancing the security “landside” at airports.

ACPO(TAM)

5. ACPO(TAM) is responsible for the developmentof national strategy and policy on behalf of the police
service to counter the threat from terrorism and extremism and ensure its preparedness to investigate and
respond to terrorist/extremist activity. Within ACPO(TAM) Chief Constable Michael Todd (Greater
Manchester Police) has functional responsibility for aviation & rail transport whilst Chief Constable Colin
Cramphorn (West Yorkshire Police) has functional responsibility for maritime issues.

6. ACPO(TAM) brings together senior police oYcers and senior oYcials from key partners (ie Home
OYce & Intelligence Services), thus providing a central point for the strategic co-ordination of the police
service for counter-terrorism and counter-extremism.
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7. The ACPO(TAM) Advisory Group is responsible for delivering the operational police response to
terrorism and extremism issues. It is currently developing a national CT tasking role through the
introduction of a national menu of protective security options. Annex A is a diagram of the relationships
that ACPO(TAM) has with other groups mentioned in this report.

ACPO(Ports)

8. The ACPO(Ports) portfolio group deals with the protective services provided at airports, seaports and
international rail terminals. This group meets twice a year when oYcers of Assistant Chief Constable level
discuss policy issues. Their terms of reference are:

— To represent the interests of Chief Police OYcers in England, Wales & Northern Ireland on issues
appertaining to ports policing (Air, Sea & International Rail Terminals) to ACPO(TAM),
ensuring close liaison with ACPO Scotland (ACPOS).

— To provide strategic advice for the development of ports policing business (Protective Security).

— To respond to national ports policing issues (arising from ACPO (TAM), Government and other
agencies) and to raise issues as appropriate.

— To provide leadership and direction to the sub groups, to enable the development of national
policy, standard operating procedures and guidance to oYcers.

— To ratify policy and guidance produced by practitioners sub-groups.

— To disseminate information/good practice about ports policing to forces & other agencies.

— To explore European and international partnership working opportunities in a ports policing
context.

9. There are two sub groups reporting to ACPO(Ports):

— The UK Airport Commanders Group.
— The Sea Port & International Rail Terminals Group.

10. The UK Airport Commanders Group operates at senior practitioner level. It consists of 45 members
representing over 500 airports within the UK and reports directly to the ACPO (Ports) Portfolio Group.
Both the Home OYce (Terrorism Protection Unit) and Transec (Aviation) are members of this group. The
group, formed 15 years ago, has developed into an eVective co-ordinating body, which meets quarterly. The
Group reviewed its structure to create a Commanders Executive Group that consists of an airport
commander from each ACPO region plus representatives from their Crime, Operations and Training sub
groups.

11. Work-streams being undertaken by the group include:

— Harmonising the reporting of aviation related crime.
— Setting up a secure group web site managed by the police to record best practice.

— Improved vetting & intelligence flows to airport commanders.

— Common practice in relation to the searching of aircraft.

— Preparation of standard training packages.

— Agreeing protocols for dealing with pilots etc who have been breath tested.

— Harmonising the police response to new legislation such as the Immigration, Asylum and
Nationality Act.

12. The Sea Port & International Rail Terminals (SPIRT) Group was formed to provide a platform on
which to base strategic level discussion between borderand government agencies and commercial operators.
It aims to bring a cohesive approach to managing crime & security at maritime ports and international rail
terminals. The SPIRT Group has rapidly established itself as a forum where police commanders at seaports
& international rail terminals can develop a cohesive response to crime and terrorism.

13. An Executive Group has been formed that helps develop maritime issues on behalf of ACPO(Ports).
Executive Group members assisted with the development of the Police National Maritime Security Strategy
(a joint agency strategy to target harden portal regions across the UK, the details of which are discussed in
paragraph 20) and will help manage its implementation across the UK. The group also assisted other work-
streams including: the provision of feedback relating to the introduction of the International Ship and Port
Facilities (ISPS) code, representation at the National Maritime Advisory Group Meeting, maritime Multi-
Agency Threat and Risk Assessment (MATRA), the DfT Maritime Working Group and assists the
implementation of Project Cylamen.

Aviation Security

14. Aviation protective services groups supported by the NCPP include:

— National Aviation Security Committee (NASC).
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— NASC Multi Agency Threat & Risk Assessment (MATRA) Sub Group.

— Airport CCTV Best Practice Group.

— Man Portable Air Defence Systems (MANPADS) Programme Board.

— Airports Designation Working Group.

— Flying Training Programme Board.

— ACPO (Ports) Portfolio Group.

— UK Police Airport Commanders Group.

15. Sir John Wheeler’s “Review of Airport Security 2002” followed terrorist attacks in the UK and the
high profile thefts at Heathrow. Sir John published his report setting out twenty-three recommendations for
improvement. One recommendation included the introduction of the Multi Agency Threat & Risk
Assessment (MATRA) process.

16. Sir John Wheeler’s recommendations included:

— The formation of multi agency teams to look at the threats and risks to the airport from serious
and organised crime.

— Changes to the NASC terms of reference.

— The DfT should survey the installation of CCTV at airports.

— “Designation” was outdated and a new more rational system was required.

— “Designation” should move to a system based on multi agency assessments.

— Police powers should be simplified.

— Improved regulation of airport security staV.

17. Multi Agency Threat & Risk Assessment (MATRA). Sir John Wheeler’s report resulted in the Home
OYce leading multi-agency teams to examine threats and risks to airport security from serious and
organised crime. The Home OYce and Transec subsequently introduced a Multi-Agency Threat & Risk
Assessment pilot programme involving five airports (Heathrow, Newcastle, Birmingham,Glasgow and East
Midlands).

18. Following the success of the pilot programme, the implementation of MATRA to over 50 UK
airports was formally launched in December 2003, and both the Home OYce and TRANSEC have
subsequently been working hard in support of its roll-out across the UK.

19. Part of the initial advice provided to MATRA airport groups was that the analysis should be specific
to the respective airport and it is therefore for each group to decide where the airports sphere of activity
begins and ends, and vulnerabilities beyond the perimeter fence should not be overlooked. The membership
of each group should include all key agencies that have an interest in the operation of the airport, with the
Chair being the Airport Operator.

20. In brief, the MATRA group is obliged to agree their objectives, the scope of work, methodology,
critical success factors and document their achievements. The risk analysis and joint working of the pilot
MATRA groups is now well established. The establishment of a joined-up approach to funding and
identification of a method to feed all findings from the MATRA work into a security plan, agreed by all
participating agencies, is proving more diYcult.

21. The MATRA Programme Board, which is jointly chaired by Transec and the Home OYce, is now a
sub group of National Aviation Security Committee (NASC). The NASC MATRA Sub Group last met on
20 October 2005.

22. The police view is that the MATRA process is not delivering the necessary results. The police would
prefer a mandatory process, similar to Crime & Disorder partnerships, with:

— Common scoring.

— Bench-marking.

— Deadlines, rather than “guidelines”, for activity.

— Measuring success on outcomes, not processes.

— Resolution of the funding issue.

23. The industry partners would prefer to avoid direction/regulation and want to continue with a
voluntary process. They have committed resources to enable the process to take place but are concerned
about subsequent costs. They wish to introduce cost sharing, are not keen on common scoring mechanisms
and are opposed to bench marking. They chair most MATRA groups and some have started to develop
security plans.

24. “Designation” under Section 25 of the Aviation Security Act 1982 means that nine airports
(Heathrow, Gatwick, Manchester, Stansted, Birmingham, Glasgow, Edinburgh, Aberdeen and Prestwick)
within the UK are currently “designated” and the airport operator has to pay the full policing costs. Sir John
Wheeler recognised the value of having a predictable police presence at airports.
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25. After the publication of the Wheeler report, the multi agency Designation Working Group (chaired
by Transec) tried to establish new criteria for “designation”. In a draft paper, airport policing was broken
down into three categories with the intention of introducing cost sharing. The police are opposed to this, as
it was never intended that the costs of policing an airport should fall to the ratepayer.

26. The Designation Working Group last met in January 2004. The DfT agreed that greater police
representation was needed and that Police Authority representation at future designation meetings.

27. An airport policing strategy that oVers a framework for determining policing level decisions has been
prepared. There are concerns that MATRA alone would not properly determine police numbers. This is a
complex piece of work where some aspects rely upon the professional judgement of police managers. The
methodology has been agreed by ACPO Council and is being tested at some airports prior to its being shared
with our Government and Industry partners.

28. The team that prepared the framework for determining policing levels decisions also developed a
Trigger Document that provides criteria upon which an objective assessment can be made as to whether an
airport can be “Designated”.

29. “Determination”. Where an airport operator is unable to reach agreement with a chief constable as
to the level of policing or the costs at the airport, they can seek “Determination” by the Secretary of State
for Transport.

30. On 21 November 2005 the Secretary of State for Transport announced to Parliament the
Government’s intention to propose changes to the Aviation Security Act 1982. These proposals aim to
ensure that there is a clearer basis upon which the Police and airport operators at “Designated” airports can
reach agreement on the provision and funding of policing services. When they are unable to agree, there is
a clearly defined process for reaching a decision on the “Determination”. The defined process will involve
the appointment of an expert who will consult all parties and then make a decision as to the appropriate
level of policing for which the aerodrome manager should pay.

31. The DfT also announced their intention to commission a thorough, wide-ranging and independent
review to identify a sustainable approach to the policing of airports. This will take account of the roles and
responsibilities of all stakeholders in protecting an airport and in particular addresses the need for funding
arrangements that are objective and transparent. Mr Stephen Boys-Smith a retired Director General from
the Home OYce has been appointed to lead the review.

32. Man Portable Air Defence System (MANPADS). The National MANPADS Patrol and Launch Site
Denial Strategy was published in December 2003. The strategy was further developed during 2004 after
which the MANPADS Programme Board (chaired by Director of Transec) accepted the new patrolling
methodology and recommended it to Ministers. The revised strategy was then circulated to airports in June
2004 so that the cost implications could be established.

33. Airport Operators are unwilling to cover MANPADS costs because the sites lie outside the airport
perimeter. Potential launch sites often cut across two or three force areas, necessitating a cohesive approach.
The policing of the potential launch sites requires additional funding which thus far has been met from an
SR2004 bid and ACPO(TAM) monies amounting to £6.2 million.

34. The MANPADs Programme Board is chaired by the Director Transec and meets twice yearly to keep
abreast of international developments; the last meeting was on 10 January 2006.

35. Serious and Organised Crime at Airports. The MATRA process, introduced at airports, was initially
designed to help tackle serious and organised crime. The extension of MATRA to all National Maritime
Security Committee (NMSC) seaports and international rail terminals is now being considered. Operation
“Grafton” at Heathrow developed a very successful joint agency approach to high value cargo crime at
Heathrow. The lessons learned have been shared with airports across the UK. The key themes from this
learning will also benefit seaports and international rail terminals. Consideration is also being given to the
impending changes resulting from the introduction of the Serious and Organised Crime Agency (SOCA).

36. A multi-agency approach to the target hardening of cargo areas at airports “AIMS” has been
prepared with substantial industry support. This has adopted the learning from “Grafton” and presents an
achievable menu of activity that can be applied to all airports. This has been recommended to MATRA
groups across the UK and we are supporting its introduction through the Airports Commanders group.

37. The Airport Commanders Crime Sub-Group meets with National Crime Squad (NCS), National
Criminal Intelligence Service (NCIS), Schiphol Airport Crime Managers (Holland) and Guernsey Police at
their routine meetings. A similar cross border arrangement exists within the SPIRT group where regular and
productive liaison with Rotterdam port ensures a cohesive approach to crime. Recent liaison with the
Maltese Police helped reduce the incidence of organised baggage crime that had been reported at several
UK airports.

38. General Aviation. To ensure a co-ordinated response to General Aviation issues, NCPP asked all
police forces to prepare profiles and risk assessments of all General Aviation (GA) sites and Flying Training
Establishments within the UK. This work has now been completed and these profiles are held centrally at the
National Ports OYce (NPO) Heathrow. This information is a national resource for Special Branch oYcers.
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39. Flight Training Security. All flying schools and flight training establishments have been systematically
visited in order to raise their counter-terrorism awareness and develop further the close partnerships that
were already in place. This was followed by a poster campaign targeting all airfield staV and airfield users
making them aware of the Anti-Terrorist Branch hotline.

40. The NCPP recognises the importance of Special Branch oYcers throughout the UK routinely visiting
flying schools, simulator training establishments and Universities (as part of the community involvement
package) to ensure good relationships are maintained. The NCPP routinely sends messages reminding
Special Branch Units of the continuing need to visit flying training establishments. This ensures that contact
details are exchanged, counter-terrorism advice given and that the sanitised profile of potential terrorists is
discussed (as provided by the Security Service). In addition the Anti Terrorist Branch hotline number is
given and oYcers ensure that the posters provided by police are prominently displayed. This encourages the
trainers to remain vigilant and draw any suspicious activity to the attention of police.

41. In addition to this bottom-up approach, NCPP staV and Metropolitan Police Special Branch
continue to visit flying trainers when they undertake their bi-annual validation training at Bristol & London
University. Their attention is again drawn to the need for vigilance and they are reminded of the Anti-
Terrorist Branch hotline number.

42. All this is ongoing work that will ensure that the training fraternity remains vigilant recognising that
the terrorist threat is long and enduring.

43. Whilst this work is being undertaken a cross government Flight Training Security Programme Board
(FTSB) seeks to introduce background checks on those seeking to learn to fly. The FTSB identified three
categories of flight trainees:

— Those training for a private pilots licence (PPL).

— Those training for a commercial pilots licence and type rating with a valid UK Restricted Zone
(RZ) pass.

— Those training for a commercial pilots licence and type rating not in possession of a valid UK
Restricted Zone (RZ) pass.

44. Holding a valid UK RZ pass guarantees a satisfactory level of background checking. Having
considered a number of options the Programme Board has been asked by the Secretary of State for
Transport to do further work to introduce (through secondary legislation under Section 60 Civil Aviation
Act 1982) the requirement that Flying Training Providers collect data on each trainee and refer any
suspicions to the police. The board will keep under review the need for primary legislation.

Maritime Security

45. Maritime protective services groups supported by the NCPP include:

— National Maritime Security Committee (NMSC).

— NMSC Ports & Shipping sub groups.

— NMSC MATRA sub group.

— UK Sea-Port & International Rail Terminals Commanders Group.

— National Maritime Advisory Group.

46. MATRA (Maritime). The membership of the National Maritime Security Committee (NMSC) has
also been reviewed. They have two sub groups: a Ports Sub-Group and a Ships Sub-Group. The first
Maritime MATRA group met on the 19 July 2004. Albeit this is a voluntary process, some agreed to
participate. Pilot MATRA groups have been set up at Dover, Milford Haven, Rosyth, Harwich and
Felixtowe.

47. National Maritime Security Strategy. The Police National Maritime Security Strategy recommends
a systematic approach to portal security that will ensure the consistent protection of portal regions across
the UK. Learning from good practice at home and abroad the strategy utilises the resources of all agencies
that have an interest in the portal business area. It includes the following elements:

— The identification of portal regions across the UK.

— Identify Vulnerable sites and Installations & Develop Domain Awareness.

— ISPS Codes.

— Maritime MATRA Process.

— Regional Maritime Information and Intelligence Teams.

— Regional Maritime Response Teams.

— Joint Portal Operational Plans.

— Joint Portal Contingency Plans.

— Joint Operations Command & Control Arrangements.
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48. The initial roll out of the strategy includes the Thames, Solent, Bristol Channel, Mersey, Clyde, Firth
of Forth and Humber. Police Force Command Teams were visited where the strategy was explained and
their participation encouraged. This has been well received to date and first steps have been taken to set up
strategic partnership groups.

49. The Sea-Port & International Rail Terminal (SPIRT) Commanders Group has been reshaped to help
operational managers with the delivery of the strategy. Superintendent Andy Sigsworth (Humberside
Police) is the Chair of the group.

50. One of the features of the strategy is the development of Regional Maritime Intelligence Teams. This
will build upon the work being undertaken by the NCPP where the alignment of intelligence is being
developed by a multi agency team working to the Border Management Programme Board. A multi agency
Maritime Intelligence Group met in January to develop a common maritime intelligence picture amongst
the agencies.

51. Cyclamen. The Cyclamen project aims to install radiological detection equipment at all major
airports and seaports costing in excess of £125 million. These trial sites at Felixstowe, Dover and Portsmouth
tested the systems and processes. In April 2003 the Government agreed to introduce the screening of traYc
entering the UK. All forms of traYc by Air Sea and Channel Tunnel will be routinely screened.

52. The long-term goal is to install screening equipment at all main points of entry in the UK over the
next three years, and forms part of the Governments long-term counter-terrorism strategy.

53. Maritime Security Issues. A multi-agency meeting was held on 10 October 2005 at the Home OYce
to consider our preparedness for an oV shore Counter Terrorism incident. The group clarified the
arrangements for responding to maritime terrorist incidents and in particular to review the responsibilities
of government departments and agencies having a locus in maritime security. The agreed response to a
maritime incident is laid out in the Home OYce Counter-Terrorism Manual.

54. DfT (Transec), Home OYce & Police have collectively considered the UK’s response capabilities. The
Home OYce prepared a summary paper clarifying the maritime response drawing on the Home OYce
Counter Terrorism Manual entry for circulation to the interested parties in Whitehall and in ACPO.

55. National Maritime Advisory Group (NMAG). Reporting to the National Co-ordinator of Terrorist
Investigations, this is a multi-agency group whose purpose is to develop a joint understanding of each
organisation’s roles and ensure an appropriate joint response to any terrorist incident at sea. The group
includes members from: Foreign & Commonwealth OYce, Joint Terrorist Assessment Centre, Ministry of
Defence, Maritime Coastguard Agency, Transec, Chief Fire OYcers Association, Metropolitan Police
Counter Terrorism Branch. Metropolitan Police Special Branch, Special Forces, Royal Naval Central Fleet
Command 320, HMRC and Port Authorities. CC Colin Cramphorn intends to broaden the remit of this
group to consider wider policing issues oV shore.

Border Protection

56. Border Management Programme. The Border Management Programme (BMP) has been set up by
the Association of Chief Police OYcers, HM Revenue & Customs and the Immigration & Nationality
Department to promote closer working between the three border agencies.

57. The objective of the programme is to strengthen border security whilst minimising the impact on
legitimate traYc. Trials have been taking place throughout 2005 in the UK and British Control Zones in
France. The programme has been evaluated and restructured at the end of 2005. The BMP has a strategic
steering group, a delivery group and a number of worksreams co-ordinated by a joint agency programme
oYce. The current workstreams are:

— Interventions.

— Risk.

— Intelligence.

— Legal.

— Technology.

58. Interventions—Trials have been established at a number of locations to test various aspects of closer
working. This includes joint profiling, single passenger intervention, joint search teams and a joint mobile
enforcement team.

59. Risk—To provide a risk assessment process for UK borders. This is to identify and manage risks in
terms of the border control. The methodology developed is the Border Agency Risk Assessment Tool
(BARAT). The risks are those relevant to the movement through the border control of both passengers and
goods. The risks are likely to have an impact away from the port. The MATRA risk assessment process
addresses risk relating to the physical protection of the infrastructure at ports.

60. Intelligence—This new workstream is to consider the alignment of intelligence structures and how
they can more eVectively support border security. A national border intelligence model will need to be
developed.
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61. Legal—This new workstream will look at the legal powers for operational delivery and human
resources issues.

62. Technology—This workstream will undertake to consider new technology which may provide
operational support to border control activities.

63. To assist with the development of the BMP, a programme oYce is now being established to manage
a number of issues outside the formal workstreams. These include:

— OYce support—to provide a programme secretariat and ensure the workstreams are managed
under a properly formatted process.

— Training—to develop training and awareness packages in support of joint working.

— Stakeholders—to provide liaison with industry representatives and relevant business groups.

— Communications—to ensure that an eVective communications strategy is in place to support the
objectives of the BMP.

— Evaluation—to provide a process of formal evaluation for all workstreams.

— Human Resources—to deal with issues such as terms and conditions, Health & Safety etc.

64. From a police perspective, the BMP evaluation to date has not provided suYcient or significant
benefits in terms of counter-terrorism, crime and intelligence. There have been limited benefits with some
of the joint working initiatives but we remain fully supportive of the new structure and workstreams. Further
programme evaluation later this year will present a clearer picture of progress within the BMP.

65. Single Border Agency. In September 2003, ACPO agreed that the future of border management lay
in the creation of a single border agency. However in March 2004 the Government White Paper “One Step
Ahead” sought closer working between the three border agencies to deliver “co-ordinated strategically
driven operational activity”. Following this the Border Management Programme was introduced.

66. In the spring of 2005, the issue of a single border agency was again raised in government with political
opinion being divided. At the request of ACPO(TAM), CC Colin Cramphorn circulated, in July, a
discussion paper to UK police forces and the other border agencies to further the consultation within the
police service. In the same month, a number of senior police oYcials met with the Prime Minister when the
ACPO position was re-asserted.

67. As a result of this, the NCPP prepared a comprehensive paper, which sets out the value, from a police
perspective, of a single border agency. In this paper a number of options are considered. The diYculties
encountered in the planning and projected implementation of the Serious and Organised Crime Agency
(SOCA) have been noted. In October, the Cabinet OYce Security and Intelligence Co-ordinator submitted
a paper to the Prime Minister that favoured the continuance of the BMP.

68. The onset of new technology (e-Borders & the Schengen Intelligence System) has been considered but
the options require further scoping and investigation, which is currently being undertaken by the oYce of
the NCPP.

69. e-Borders/Project Semaphore. The e-Borders programme will provide every police force in the UK,
as well as UKIS and HMRC, with a powerful intelligence tool that exploits information on every passenger
and crew member and potentially provide the opportunity for the relevant agencies to take action if
required.

70. e-Borders functionality allows bulk passenger manifest information to be passed through
enforcement agency databases (Police National Computer, Home OYce Warning Index, and HMRC’s
“CEDRIC” database, etc). These search results being examined and prioritised by a Joint Border
Operations Centre (JBOC) before being returned to the border agencies to consider a suitable response and
deploy resources as appropriate, either at the port or elsewhere to meet operational or intelligence
requirements.

71. e-Borders will also use current intelligence relating to known terrorist, criminal and immigration
oVenders to identify travellers with similar traits but not yet known to the border agencies.

72. The programme will also seek to utilise biometric systems to automate entry through some UK ports.

73. Project Semaphore has been set up to test elements of this e-Borders concept. The JBOC opened in
January 2005 and now monitors long haul flights at five major airports.

74. Police National Computer data was linked to Semaphore on 13 June 2005 and has already resulted
in arrests for murder, rape and other sexual oVences in addition to intelligence traces connected with crime
and national security.
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Summary Comment

75. The current and numerous threats to the UK make it essential that the UK’s borders and ports are
as secure as they can be for the travelling public and provide, from a police perspective, an eVective and
eYcient counter-terrorist function as well as being able to deal with other police responsibilities.
Developments in technological opportunities are being coupled with the progress made in joint working
across the border agencies and the security and intelligence agencies. These, together with the enhancement
of protective security policing, aim to meet the demands of the future, as well as the present.

February 2006
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Supplementary memorandum from Rail Freight Group (TS 37a)

ISSUES OF TRANSPORT SECURITY IN RESPECT OF RAIL FREIGHT

Introduction

1. The House of Commons Transport Committee has requested further evidence from the Rail Freight
Group in respect of rail freight and transport security. This paper comprises RFG’s response.

2. The issues of transport security in respect of freight has become a much higher profile issues in the last
five years. Freight is diVerent from passenger security in several ways which reflect the global freight market
and the types of risks encountered.

3. As a starting point, we refer the committee to the Opinion of the European Energy and Transport
Forum European Policy on security in energy and transport, including Financing, published on 10
November 2005. A copy is attached for ease of reference.

4. The freight sector may be aVected in two main ways, either as the cause of incidents or as a result of
disruption to critical supply chains which may aVect the economy of the country or region. It may also be
aVected as a consequence of action taken in respect of other modes such as passenger transport.

5. The paper considers briefly the above issues, including the risks and possible mitigating actions, and
then draws conclusions.

Rail Freight as the Cause of Incidents

6. Firstly, it is worth pointing out that all transport of goods involves risk; the amount of risk depends
on the cargo, the type of transport and of course the security procedures in place along the supply chain.
The extent of such procedures will depend on the actual cargo and the transport chosen.

7. Rail freight is generally more secure than road freight since the loading, transporting and unloading
is much more tightly controlled at depots and there is little if any ability for cargo that is part of a freight
train to “disappear” or be diverted en-route. It is also not easy for other parties to determine the content of
a train or its exact timetable; sometimes its route also changes due to engineering works or for other reasons.

8. We would therefore argue that, in comparison with road and possibly sea transport, rail freight
generally has significant security benefits. If Government believes that tighter security measures in the freight
sector are justified, then it should ensure that they are proportionate to the threat and risks incurred by each
mode. Theymust resist the temptation to impose stricter controlson rail freight because they canmore easily
do so than on road freight. This will inevitably make rail freight less competitive and as a consequence cause
the transfer of such freight to a mode which has a higher risk.

9. There have been a number of issues raised about the ability of rail freight to be the cause of incidents.
These include the proposal at the time of the Olympic bid for the 2012 Games to prohibit all rail freight
through Stratford because it might be full of explosives. The inference in this and other cases is that the risk
of a train not only containing “dangerous” cargo but also the ability of such a cargo to be detonated at a
particular point or time makes the risk of transport by rail unacceptably high and that, as a consequence,
this should be regulated or prohibited, or the cargo sent by other means.

10. This assumes not only that the security at the point of loading is poor, but that the timing of the train
along its journey is such that it could forecast with a high degree of accuracy. Both these assumptions are
false. The loading of rail freight into wagons or containers is tightly controlled, the location of particular
wagons in trains is generally uncertain, as is the timings and routes of trains. Freight trains do not sit for
long periods in predetermined unprotected sidings or loops, so the threat of tamper of a train on its journey
is considerably less than that of a truck parked whilst the driver has a break or meal.

11. The above example came from the Olympic Bid team without, as we found out afterwards, their even
consulting with or being aware of the existence of TRANSEC. When informed of this, TRANSEC could
not have been more helpful, and in the end the threat of banning freight was withdrawn.

12. We therefore believe that there is no argument for imposing additional security conditions on rail
freight that are any more severe than on road freight. Because the number of rail freight terminals is much
smaller than the number of road freight terminals it will tend to be easier to increase security and “make rail
freight more secure” when, as stated above, it is already generally more secure than road. This must be
resisted since rail freight needs fair and even handed competition with road.

Transport of Nuclear Products

13. Concern continues to be expressed about the transport of nuclear products by rail. Such movements
are necessary if nuclear power stations are to continue to operate and, when the time comes for
decommissioning, to remove dangerous items for disposal or secure storage elsewhere. We cannot here get
into the debate about whether or not the UK should have nuclear power stations or not but, assuming that
these materials have to be transported anyway, the question becomes—how should this be achieved?
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14. For many years, rail has been used for such transport. There are extensive security regulations and
controls governing such movements and the trial collision between a freight locomotive and a nuclear flask
demonstrated the robustness of the flask in a situation involving a rail accident. Beyond this, the risk of a
rail accidents has reduced significantly over the years, caused in part by the successful introduction of
TPWS. The operators of these trains, Direct Rail Services, who are themselves owned by the Nuclear
Decommissioning Authority (NDA) have long experience in operating such traYc and always use two
locomotives for added reliability.

15. Options for such movements include road, sea, rail and air. Since most nuclear installations are
located near or on the coasts, it could be argued that maritime transport is a better option. However the
problem remains that many installations have no local means of loading onto ships, so transport by road
or rail to a suitable port would be necessary. We question whether this is any safer than moving it all the
way by rail.

16. We conclude therefore believe that the risk of a serious incident involving nuclear traYc on the rail
network are extremely low, and lower than if other modes were used.

The Effect of a Security Incident on our Economy

17. The other main concern about security of the transport chain is the eVect of an incident on the UK,
European or global economy. An example might include the closure of the Channel Tunnel, which we
address separately below, but also of a major port or airport which might aVect established trade patterns,
lead to shortages, higher prices etc. This can apply equally to general commodities which move around in
single wagons or containers, as to bulk materials such as oil, gas or building materials.

18. Examples of such include the recent fire at the fuel storage facility near Hemel Hempstead and, some
time ago, the fire which closed the Channel Tunnel for a number or months. Clearly such incidents can cause
major disruption to people, their lives, their journeys and their ability to do their jobs eVectively. We do
not cover these aspects here, since they are diVerent from freight issues. Business has every incentive to find
alternative means of keeping going, whilst at some stage seeking compensation, if that is appropriate, from
those responsible for the damage. These are all serious, if generally local or regional, issues but are not
national ones.

19. Of generally greater concern, and one brought out in the EETF Opinion referred to above, are fears
that a major transport link could be disrupted and out of use for an extended period. For example, what
would happen if, a major port such as Dover or Felixstowe ceased to be able to operate for several years?
How would this aVect freight and would this adversely aVect our UK or European economy and, if so, what
can be done about it?

20. We believe that, whereas ten or 20 years ago, there could have been serious consequences, the
international and domestic logistics business is now so eYcient and global that it will be able to respond
quickly and eVectively to any such incident by diverting to other routes or modes.

21. For example, if a major rail-connected port had to be closed, then traYc would switch to alternative
ports. It is then likely that, as the other major ports reached saturation, there would be more feeder traYc
to our smaller ports, some of it transferring from continental ports such as Antwerp and Rotterdam. If the
West or East Coast Main Lines were severed, there would again be disruption, but the railways have
demonstrated over the years that they are good at finding alternative routes.

22. The rail freight industry has the flexibility to accommodate such changes and would be at the
forefront of seeking solutions to and from other ports that might be able to accommodate the traYc. The
rail freight community is particularly good at this, since every day it has to create and manage over 1,000
train journeys, often very diVerent on various days of the week.

23. Of course, any such incident would have short term consequences whilst the new supply chains were
set up or expanded, and there might well be short term delays, shortages and cost increases which would
have to be passed on to customers. Nonetheless the freight would continue to reach market.

Channel Tunnel

24. The Channel Tunnel has its own bi-national safety and security structure codified in the Channel
Tunnel (Security) Order 1994. At the time when these regulations were being discussed, the Channel Tunnel
was thought by many to be the key to the UK’s economic success, taking perhaps 50%! of our trade and
continental passenger travel needs, and would lead to the decimation of the ferries and of the short haul air
services. Clearly in these circumstances, the highest possible security was thought to be necessary. Such work
of course had to be done with the French authorities who had very diVerent, but we would suggest no less
adequate, security policies.
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25. The result is a highly bureaucratic and expensive structure. For example, is it really necessary to have
all rail freight terminals in the UK subject to special requirements, procedures etc including fences buried
in concrete underground (to avoid people trying to tunnel in) when road freight can cross the Channel at
will by ferry? Such measures reduce the choice of inland terminal and may in turn disincentivise use of the
Channel Tunnel rail services.

26. We believe that these regulations and procedures are now out of date because, contrary to thinking
twenty years ago, there is wide range of means of getting rail freight between the UK and the close continent.
As set out above, in the event of an incident, alternative supply routes would be quickly established to
compensate.

Dealing with the Security and Police Authorities

27. We have no further comments on these issues beyond what we have said in our original evidence.

Conclusion

28. From these arguments, we believe any review or proposed changes to the level of security of all the
major transport links or nodes must ensure that:

— the protection proposed is proportionate to the threat and risk;
— that freight businesses are not made to suVer because of protection proposed for passengers which

is not required for freight;

— that all freight modes are treated equally in respect of security considerations—particularly not
penalising rail freight because this is more easily achievable than with road freight; and

— the cost of enhanced security measures is not expected to be borne by the rail freight sector—this
will be likely to force traYc onto road where, arguably security is more diYcult to ensure.

29. This would possibly involve reducing some security whilst increasing others; for example on Channel
Tunnel security.

May 2006

Memorandum from International Container Hubs Ltd (ICHL) (TS 43)

PORT SECURITY AND THE NORTH EUROPEAN CONTAINER TRANSHIPMENT HUB,
SCAPA FLOW ORKNEY

Introduction

In container transhipment, security is the maintenance of freedom from hazard, natural, accidental or
deliberate, that results in a loss of function. The function of the North European Container Transhipment
Hub in Scapa Flow, Orkney is the optimization of overall and individual component eYciency in the
Intercontinental and North European Container Shipping Industry, to promote North European, Russian,
UK, Scottish and Orcadian market competitiveness; thereby to further develop world trade to the benefit
of all and to provide gainful employment and a secure economic future which will reverse depopulation in
Orkney and the North of Scotland, by means of a profitable, sustainable and environmentally beneficial
container transhipment facility in Scapa Flow, Orkney.

EYcient function maximises benefit to trade with minimum cost to, or actual benefit for the Environment.
This is achieved by (i) Scapa Flow’s strategic location which minimises transport system fuel burn and
achieves maximal return on energy expended, (ii) Scapa Flow’s secure site with (iii) all-weather access, (iv)
deep water and (v) next-generation container transhipment, handling, storage, processing, packaging and
distribution facilities, including intermodal transfer to air freight for high-value, overnight delivery to
anywhere in Europe. (vi) All-electric operation to minimise emissions and (vii) provide the flexibility to use
renewable energy however, wherever and whenever possible.

Freedom from sub-optimal function is Reliability. Reliability is the first requirement of a port. Security
is an essential component of Reliability.

Threats to Port Security

The hazards that challenge Port Security may be natural, accidental or deliberate. They include (i)
Environmental: silting, weather, wind and wave (including tsunami). Secure design and operation to work
with rather than against Nature, minimises hazard from and to the environment, uses naturally deep water
rather than continuous dredging and strategic situation to reduce cost, fuel consumption and emissions. (ii)
Biological agents. (iii) Economics: including markets, competitiveness and the overall UK Energy
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Requirement. Security covers security of energy supply, its source, generation, transmission and waste
products—heat, light, sound and emissions. Scapa Flow is surrounded by Europe’s richest renewable energy
resources (wind, wave and tide), backed by one of the UK’s likely next-generation nuclear power plants at
Dounreay. (iv) Human factors: error in design, materials, construction, maintenance or operation. (v)
Sabotage: deliberate, wilful terrorist or criminal damage to Hub and its function.

Hazard Delivery

Hazard is delivered by (i) the environmental elements, silting and weather; (ii) contamination (biological,
toxic or radio-active) of containers, contents, hulls, ballast, fuel, victuals, fresh or foul water, waste and
debris; (iii) human error in design, construction, materials or operation, (iv) fuels or the lack thereof, energy
and emissions—by the port, its users and neighbours; (v) concealment of stowaway humans, animals, plants,
bacteriological, toxic, explosive or radioactive materials and devices in or on shipping, containers, Hub
components and systems, approaches or environs; (vi) personnel: visiting crew, port and Hub staV, delivery
employees, visitors, the general public, intruders. (vii) Other. Against these threats, Port Security is achieved
by design and practice, surveillance and anticipation backed by intelligent review. Static, passive security,
like static defence, is guaranteed to fail as hazard is not only constant but ever-developing.

The Present Situation

The perceived principal present threat is from an intelligent, homicidally psychopathic minority whose
wealth enables them to explore any and every avenue that attracts their malign attention—if, as and when
they please. To this extent, time, surprise and initiative lie with the psychopaths. Latter day Assassins, they
will be defeated by the for-sight, intelligence and vigilance of the decent folk, who are their intended victims.
For the latter boredom and over-confidence are equal enemies. Ports have to maintain constant vigilance
as attackers can chose means and method, time and target. Intelligence, local community support and
surveillance are essential elements in Security, where pattern recognition cannot be relied upon against
clever murderers unconstrained by time.

In reality, as great threats to British Transport and Ports as attacks and sabotage, are (i) a reduction in
Britain’s energy supply, now the UK is again a net energy importer; (ii) the possible collapse of Middle East
markets and (iii) the potential closure of the Suez Canal.

Sweden recognises the threat, to oil and gas supplies and is committed to an “oil-less” future. Should
uncertainty of Russian oil and gas supplies be couple with Middle Eastern chaos, Britain’s economic
survival would depend on being an “all-electric state”, drawing power from every available source.
Consideration of transport and port security, as well as the UK’s economic survival, must address this
contingency.

An embargo on Middle East Trade would leave Britain and Europe depending on Russian, Indian, Asian
and North American markets in which to pay their way. Closure of Suez would compound this and
accelerate the trend to ever-larger and more fuel eYcient container ships with which to maintain world trade,
leap-frogging the Middle East as before the construction of the Suez Canal and the introduction of Middle
East oil. Fossil fuel restrictions and/or the closure ofSuez would require a single, deep water, fast turn-round
North European transhipment facility, in practice Scapa Flow, to achieve the necessary economy to
maintain intercontinental trade. Essential in the embargo scenario, these considerations are just as
important for current shipping and markets, when developing UK ports, transport and security policy.

Ports are key segments in international supply chains. As bottlenecks they are easy targets. The magnitude
of an individual port’s exposure to hazard is its vulnerability. Port congestion in a busy milieu (eg South-
East England and the Low Countries), up a long estuary (such as the Thames, Elbe or Scheldt) enhances
vulnerability by orders of magnitude. Britain faced famine three times in the last 90 years, in 1915–18,
1940–44 and 1950. Now with a larger population, more dependent on imported food and material, the
potential for starvation in Britain is a fact of life. Only shipping, port reliability and flexible access to world
markets stand between the UK’s import dependency and disaster. Ports are open invitations to the
psychopathic 10% of all populations; to the homicidal psychopathic 1% who direct them and to the
suicidally-deluded homicidal psychopathic 0.1% who are their willing dupes. But though the most publicised
threat, terrorism is only a part of the port security spectrum.

Hazard Management

1. Biological

As an European Import Control Point/Border Inspection Post, the constant threat posed by natural
biological agents and toxic substances requires continuous local surveillance, as is already present practice
in Scapa Flow. In the detection and neutralization of aberrant organisms and hazardous materials., local
initiative is backed by Porton expertise. This covers recognised hazards as well as novel infective agents and



Page Type [E] 18-12-07 18:52:22 Pag Table: COENEW PPSysB Job: 376831 Unit: PAG2

Ev 170 Transport Committee: Evidence

substances as they are demonstrated. The Hub’s further care is for contamination of food, water and
supplies as well as for noxious inhalation from atmosphere or air conditioning. This is avoided by the wide
separation between industrial and container operations which is available in Scapa Flow.

2. Physical

The geography of Scapa Flow provides deep water and wave protection. The tsunami risk is for a surge
of 1.5m with at least 20 minutes’ warning. All-weather operation requires all-weather port access and a
transhipment facility designed to reduces wind speed in the transhipment area to below the crane limiting
30mph. Lightening strike attenuation is routine, while earthquake-free design (such as the ScapaSystem?)
is mandatory. Meteor-strike threatens all ports while aircrash, fire by accident or arson, explosion whether
spontaneous or deliberate in containers, shipping, fuel, power, neighbouring installations (such as Canvey
Island) and communications are standard design considerations. Electro-magnetic interference, either
natural, as with solar flares interrupting satellite-based systems, or deliberate satellite, aerial, terrestrial or
sub-marine jamming of port communication, command and control functions are avoided by primary port
design. Radiation, whether delivered by laser-based or nuclear devices, dirty bombs or site involvement by
environmental contamination, threatens all ports. Vulnerability increases with congestion, complexity and
density of population.

3. Operational

Collision and/or grounding, whether accidental or deliberate, are more likely and more devastating the
more complicated, confined and congested the site (as in recent Hamburg, Antwerp, Keil Canal and Suez
Canal incidents demonstrate). In Scapa there is space for security. Computer virus, hacking and electro-
magnetic interference of the communication, command and control functions of automated ports requires
intelligent design and the facility for manual reversion to the staV who provide the intellectual flexibility and
demand coordination which are essential for commercial success. Sabotage of key elements to produce
logistic dislocation is countered by design, strategic site, threat detection and neutralization together with
the availability of multiple alternative operational strategies, as provided by Scapa Flow. Explosion in
containers, fuel, victuals, foul water, ships, vehicles, above and underwater structures are avoided by design
and practice to counter concealed devices, suicidal delivery, underwater or aerial projectiles. Contamination
of fuel, water, stores and services, including air conditioning are prevented by strategic location, site design,
secure supply, suspicion, surveillance and practice.

4. Psychological

All staV are vulnerable to manipulation, as demonstrated in Northern Ireland. Here psychology can be
turned against the psychopaths. The lessons learned over the last 93 years are available to be exploited
against new threats.

5. Market Perception

A strength of shipping and a vulnerability of ports is shipping’s ability to switch instantly and easily
between ports. Threat and actual or perceived vulnerability can prompt an immediate shift to other regional
ports, from the UK to the Continent or vice versa. To turn this vulnerability to advantage, the UK, North
Europe and global trade requires an alternative northern deep-water (≥20m draught) transhipment hub to
Rotterdam. To Rotterdam because the Rotterdam authorities guarantee that European taxpayers will
dredge, build and maintain a 20m draught facility in this terrorist’s dream site, confined, congested and
packed about by every hazard and opportunity for mischief. Rotterdam’s present pre-eminence and the
restricted draught of all other North European ports makes alternative transhipment in Scapa Flow a
strategic, economic and security imperative.

Message for the Select Committee

1. The Strategic Threat to UK port, shipping and supply security has to be addressed. The potential
closure of the Suez Canal, fossil fuel shortages and, for the UK, the vital necessity to maintain North
American-European-Russian-Far East intercontinental trade means that as in 1967–75, future security will
ultimately be guaranteed by large, fuel-eYcient container ships able to exploit the Cape Route around Good
Hope. These ≥12,500 teu ships will need naturally deep, reliable, secure, economically advantageous,
strategically-placed 20-metre draught harbour and transhipment facilities in Europe, where they can be
turned round and returned to the ocean within 24-hours. The one place where this can be provided is by the
ScapaSystem? in Scapa Flow. Scapa Flow is essential if vulnerable Rotterdam is to be artificially extended,
dredged to and maintained at 20m draught. Leaving Europe dependent on constant dredging of vulnerable
sites will turn North Europe into an intercontinental backwater, when in Scapa Flow North Europe has
the natural answer to next generation shipping, present security concerns and the need to reduce fossil fuel
consumption while increasing UK and North European competitiveness.
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2. The Ecological Dimension: As well as the savings Scapa Flow provides in fuel and emissions for
intercontinental shipping, to further reduce fossil fuel consumption, short sea fast feeder container ships will
deliver containers direct from Scapa to the UK’s local ports, that is by sea to within 50 miles of everywhere
in Britain. Lorries and drivers can then be employed where they are irreplaceable and most profitable—in
local delivery within 50 miles of each local port. A 50-mile radius also means that electric vehicles can once
again be deployed in the road transport sector. Maximum utilization of electric-powered transport will leave
some North-South and East-West traYc flows uncovered. This is best addressed by the integration of a 5th
transport modality, the SSMC? Simplified Suspended Monorail System, with road, rail, air and short sea
services. It will further reduce the UK’s dependence on fossil fuels, minimise pollution and carbon emissions
and enable maximum use to be made of renewable energy by providing both a convenient market and means
of distribution to support the present Grid. The SSMS? overhead design, flexibility and small “footprint”
means that it can be rolled out through Britain with minimum local disruption. With the SSMS? delivering
directly to city malls which provide retail, storage and distribution facilities, the malls in their turn will
support on-line shopping and electric lorry delivery to delivery ports in every household. The 20% of the
population who are unlikely to use the Web would be supported by electric lorry delivery to their corner
shops. In this way the oil-powered motor car would be reduced to a residual necessity for a rural few.

This vision of a low-emission, all-electric Britain, secure in its ability to provide its own energy
requirements, is feasible, practical, facilitated by the Scapa Flow Hub and makes best use of existing
infrastructure with minimum disturbance as well as ensuring the ability of the British economy to thrive.

3. International Collaboration: In Scapa Flow, the United States’ need for a forward safe gateway and
secure portal, for US Eastern Seaboard intercontinental trade, can be integrated seamlessly with the UK
and North Europe’s global container traYc security requirements.

4. Local Security: Cover for terrorists may be physical or psychopathic/psychological (as Michael Collins
demonstrated). Security has to be built in, not applied later. Scapa Flow’s secure status has been
demonstrated over the last 98 years. Over the last 30-years this has included a major international oil
installation and pipeline. Scapa Flow has the space to accommodate both container and oil-related activities
without compromising either, the environment, local amenity, renewable power generation or tourism.
Hazard is most easily hidden, attacks made and threat least easily detected in heavily populated areas, such
as South East England or the Low Countries. Long, slow-speed approaches through narrow channels
provide perfect targets. Positioning a Buncefield next to a container terminal up a confined river estuary as
proposed for London Gateway provides the perfect target ambience.

Simplicity, flexibility and ruthless originality of thought, often backed by limitless means are the
hallmarks of successful 21st century terrorism. Flexibility, originality, intelligence, persistence and lateral
thinking, community support and common sense are keys to successful counter-terrorism. What defence is
prepared for rarely happens: psychopaths hate to be hurt. At Scapa, geography provides natural defences
against most threats. To Scapa’s natural and economic advantages is added Security by Design; active
counter-espionage; the “what if . . .” anticipation of those on the spot, who are aware to the threat to their
own lives and livelihood; the intelligent support of the local community to provide sensible suspicion and
surveillance; together with a confidential reporting service that is awake to the possibility of its own
manipulation.

5. Security Development can be considered as a series of steps:

Step 1: Chose a secure strategy for successful defence—flexibility and dispersal at environmentally and
economically advantageous secure sites, of which Scapa Flowis the best European example. If the European
taxpayer is to dredge Rotterdam, Scapa Flow becomes mandatory. With two 20m draught alternatives, one
secure and shipping’s ability to switch profitably to Scapa Flow and the ScapaSystem?’s ability to handle
acute demand, ports lose their attraction as targets for spectacular terrorist coups, to the benefit of all North
Europe’s ports.

Step 2: Build in Security as an integral component of the port specification, as in Scapa Flow.

Step 3: Engage staV interested in their own and the global supply chain’s defence (as in 1914–18, the many
IRA campaigns, 1939–45 and the Cold War).

Step 4: Maintain local surveillance and intelligence, with local community support and interest in security
and the possibility of sleepers.

Step 5: Prepare for and practice responses to worst case scenarios while continuously considering and
rehearsing new scenarios.

Step 6: Discrete, world-wide surveillance, learning from the experience and practice of others. It is here
that pattern recognition reveals attack rehearsal and development.

Step 7: Reward success, in confidence if necessary and failure ruthlessly, in public (eg Churchill’s actions
following the Royal Oak and Thetis disasters).

February 2006
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Memorandum from Passengerfocus (TS 44)

1. Summary

— Passenger Focus believes that the safety and security of passengers is of paramount importance.

— Results for Autumn 2005 National Passenger Survey (NPS)—which measures passenger
satisfaction—show that 59% of those polled declared themselves to be satisfied with security at
stations, and 69% with security on trains.

— There is some evidence to suggest that passengers feel more concerned about anti-social behaviour
and the lack of staV than about the fear of terrorism.

— StaV and police presence clearly plays an important role in reassuring passengers. StaYng is clearly
a greater cost over time than some other expedients, often depending on how they are deployed—
but it is the one which passengers consistently expect. Questions of station staYng need to be
addressed through the franchising process. Greater eVort also needs to be made in providing
another human presence at stations, such asoVering more commercial lettings of station buildings.

— StaV, passengers and police acting in partnership is of crucial importance. To achieve this it is
necessary to ensure that all staV are clear as to their role in respect of security—eg awareness of
threats, what to do, and whom to contact—and that passengers are given every opportunity (and
encouragement) to report suspicious objects and patterns of behaviour.

— CCTV is important. There is a need for an industry/police compatible standard for CCTV
installation with clear operational requirements for any system. Real-time monitoring of such
systems, rather than only recording, is important, as is ensuring that recordings made are of
prosecutable quality.

— The deployment of security technology (eg scanners) must be balanced against the need to ensure
the smooth movement of passengers throughout the rail network. Airport style security
screening—involving tight management of access and security screening—is not viable on the rail
network.

— The provision of information to passengers in the aftermath of a serious incident is very important.
There is a need to review the capacity of websites to ensure that they can cope with high demand
in emergencies. This is potentially something that could be funded by Government.

2. Introduction

2.1 Passenger Focus believes that the safety and security of passengers is of paramount importance.
While we take a keen interest in this issue we do not profess to be experts in terrorism and, as such, do not
feel able to address someof the specific questions raised by the Committee. The points that follow, therefore,
focus on the general passenger perception of security, and on measures which passengers have told us make
them feel safer.

3. Passenger Perceptions

3.1 The only quantified country-wide index of rail users’ views is the National Passenger Survey (NPS),
originally commissioned by the Strategic Rail Authority (SRA) and now produced and published twice-
yearly by Passenger Focus. This is based on the results of polling more than 28,000 passengers twice a year
in the course of journeys made on the National Rail network. The results include security at the station and
on-board trains. The most recently published wave of results covers Autumn 2005 period (NB. the fieldwork
for this was carried out after the July 2005 bombings).

3.2 Security at rail stations

3.2.1 In the Autumn 2005 results, 59% of those polled declared themselves to be satisfied with security
at stations, placing it only ninth out of 12 station-related service attributes covered(1). This compares to a
satisfaction rating of 56% in the Autumn 2004 wave of surveys. Leisure users are most likely to be satisfied
with station security (65%), followed by business users (59%), while commuters’ satisfaction rating was only
55%. Frequent users have more negative perceptions than those who travel occasionally.

3.2.2 Those who did voice concern about station security (less than a quarter of the total) were invited
to indicate their reasons. A new category—fear of terrorism—was added to the survey given the events of
7 July 2005. While this will provide a baseline for future surveys it does mean that there is no comparable
data for previous years. The principal reasons given are presented below in descending order of frequency
with those on fear of terrorism highlighted for ease of reference.

57% Saw rowdy behaviour by other people on station

43% Lack of station staV

37% Fear of terrorism
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20% Lack of other passengers

18% Poor on-station lighting

17% Lack of information

11% Saw actual vandalism or violence

3.2.3 Respondents where also asked about their reasons for being concerned with personal security in the
vicinity of stations. The same respondents’ answers were:

23% Poor lighting around station

19% Fear of terrorism

19% Lack of other people in the neighbourhood

16% Station in an isolated position

11% Insecure station car park

9% Saw vandalism or violence in neighbourhood

3.3 Security on the train

3.3.1 In the Autumn 2005 NPS, 69% of those polled declared themselves to be satisfiedwith their personal
security on the train—compared to 66% in the Autumn 2004 survey. Leisure users are again most likely to
be satisfied (75%), followed by business users (71%) and commuters (62%). Again, frequent users have more
negative perceptions than those who travel occasionally.

3.3.2 As with the question on stations, those who voiced active concern about security on board the train
(less than a quarter of the total) were invited to indicate their reasons.

60% Saw rowdy behaviour by other people on station

47% Lack of station staV

36% Fear of terrorism

13% Lack of information

11% Saw actual vandalism or violence

4% Poor on-train lighting

3.4 It is important to stress, however, that the NPS data does not address:

— the views of non-passengers who may be deterred from rail travel because of a perceived lack of
security on the system; and

— the measures open to the industry which would be likely to raise satisfaction levels, and the cost-
eVectiveness of these.

4. Passenger Priorities

4.1 Although the NPS gives a valuable snapshot ofhow passengers in general perceive the level of security
currently achieved on stations and on trains and the reasons underlying the dissatisfaction of those who
believe it is inadequate, it does not give any direct indication of the importance ascribed to improving
personal security relative to other service attributes.

4.2 We are aware of research conducted by the SRA in May 2005(2) which ranked diVerent journey
elements to show their priorities for improvement—personal security at stations came only 16th out of 30.
This provides a useful look at passenger perceptions prior to the events of 7 July.

4.3 Research undertaken by LUL(3) in October 2005 looked at the customer perceptions of security on
the tube post 7 July. Respondents were asked about deterrents to using public transport more often. Fear
of terrorism was tenth out of 12 prompted categories and came behind overcrowding and, significantly, well
below concern over the anti-social behaviour of others. Indeed, 57% of respondents said they were more
concerned with crimes such as muggings and assaults than the threat of terrorism. LUL also found that 71%
of passengers who used the tube prior to 7 July would continue to use it at about the same level. Of this 71%
the two main reasons quoted were the need to get to work (28%) and the fact that the incident didn’t aVect
them (27%). Those who claimed they would use the tube less included: females, those not working full time,
less frequent users and users for leisure only.
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5. Passenger Aspirations

5.1 StaYng and policing

5.1.1 In June 2005 the then Rail Passengers Council (now Passenger Focus) published “What passengers
want from stations”(4)—a report based on a series of focus group studies conducted in various parts of the
country. The report found that staYng was the single most eVective means of making passengers feel safer
at stations. It recommended that staV should be visible, easily recognisable, trained in the skills necessary
to exercise authority when required and invested with necessary legal powers. They must also patrol
frequently. It also concluded that the presence of retail facilities in the station can also lead to a higher
perception of security and act as point of help if it should be required.

5.1.2 Crime concern research in 2002 also indicates that staV presence is the favourite security measure
favoured by passengers (35% of passengers in Greater London thought staV were single most eVective
security measure compared to 25% outside London).(4)

5.1.3 In research conducted by LUL(2) in the aftermath of 7 July, 71% of respondents said that the recent
(higher) level of policing on the tube had been reassuring, as against 14% who felt it had caused undue
concern.

5.1.4 StaV presence, therefore, clearly plays an important role in reassuring passengers. StaYng is clearly
a greater cost over time than some other expedients, often depending on how they are deployed—but it is
the one which passengers consistently expect.

5.1.5 Questions of station staYng need to be addressed through the franchising process. To this end there
seems to be merit in examining the role and eVectiveness of “travel safe oYcers”, as pioneered by South West
Trains. Greater eVort also needs to be made in providing another human presence at stations, such as
oVering commercial lettings of more station buildings. Pilot schemes have been undertaken for various
situations; these should be evaluated and where successful, implemented more widely and good practice
shared.

5.1.6 It is very important, however, that all staV are clear as to their role in respect to security—eg
awareness of threats, what to do, and who to contact—and that passengers are given every opportunity (and
encouragement) to report suspicious objects and patterns of behaviour. StaV, passengers and police acting
in partnership is of crucial importance.

5.2 Security technology

5.2.1 StaV presence must be complemented with the appropriate technology.

5.2.2 While RPC’s “What Passengers Want” report found that the introduction of CCTV and panic
buttons would do little to improve personal security, participants still thought they should be fitted as
standard, even if stations are staVed. The benefits of CCTV were thought to be that film could be used for
identification purposes. We believe real-time monitoring of such systems, rather than only recording is
important, as is ensuring that recordings made are of prosecutable quality and are linked to Local Authority
and other systems.

5.2.3 Earlier this year, the Transport Committee of the London Assembly published the findings of its
own scrutiny of Crime and Safety at London’s Suburban Railway Stations(5). This report was critical of the
lack of integration between CCTV systems operated by local authorities and those found on the railway.
We believe that there is a need for an industry/police standard for CCTV installation with clear operational
and compatibility requirements for any system.

5.2.4 We are also aware of the trial of new screening techniques on the national rail and London
Underground network—including the first use on the UK railway of body scanners using millimetre wave
technology which enables security staV to check for objects concealed under clothing. However, we believe
that the development of such equipment must be balanced against the need to ensure the smooth operation
of the rail network. Airport style security screening—involving tight management of access and security
screening—is simply not viable on the rail network. We await the outcome of this trial with interest.

5.3 Information

5.3.1 Events on 7 July also point to the need to consider the provision of information to passengers in
the aftermath of a serious incident. Network Rail commissioned research (via RPC)(6) to measure which
sources of travel information rail passengers used on Thursday 7 July, Friday 8 July and Thursday 21 July,
and establish passengers’ preferred means of communications for emergencies.

5.3.2 The survey found that the key to providing good travel information is making sure the information
is up-to-date, relevant and accurate and easy to access. On the whole people used a variety of methods to
obtain exactly such information. There are clear patterns in how people want such information, depending
on their circumstances. At home they will use TV, radio and the web; on route they will rely on their mobile
phones and at work they use web, their mobiles and a phone line. This means the rail industry needs to be
able to communicate via a variety of media and ensure each is updated often and accurately.
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5.3.3 The survey found that only 7% of those using any source of travel information rated the source as
poor. Poor ratings tend to be where the information was not up-to-date or correct or the passenger could
not find the relevant information they needed.

5.3.4 71% said their journey home was aVected on 7 July—the main issues were closed stations or train
delays and cancellations. A third (33%) of those who normally travel in on Fridays did not do so on Friday
8 July. A further fifth (19%) either had to use a diVerent station to normal or a diVerent means of transport.
Half were unaVected.

5.3.5 The research found that people obtained most information on their journey through websites, the
most popular being TfL, followed by the BBC and National Rail enquiries. We would therefore suggest that
all organisations review the capacity of their websites to ensure that they can cope with high demand in
emergencies. This is potentially something that could be funded by Government.

5.3.6 It is also important to ensure that correct information concerning what transport options are
currently available is given to the general public at such times. One suggestion is that an additional “ticker
tape” display is provided at the bottom of TV broadcasts to convey this information. Network Rail and the
TOCs also need to ensure that staV are kept as up to date as possible on the situation and are extremely clear
on what they can say to members of the public. Training may be required to ensure that this happens.
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(6) July 7 Travel information Survey. Network Rail. 2005.
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Supplementary response by Rail Freight Group (TS 45)

Introduction

1. The House of Commons Transport Committee has requested further evidence from the Rail Freight
Group in respect of rail freight and transport security. This paper comprises RFG’s response.

2. The issues of transport security in respect of freight has become a much higher profile issues in the last
five years. Freight is diVerent from passenger security in several ways which reflect the global freight market
and the types of risks encountered.

3. As a starting point, we refer the committee to the Opinion of the European Energy and Transport
Forum “European Policy on security in energy and transport, including Financing”, published on 10
November 2005. A copy is attached for ease of reference.

4. The freight sector may be aVected in two main ways, either as the cause of incidents or as a result of
disruption to critical supply chains which may aVect the economy of the country or region. It may also be
aVected as a consequence of action taken in respect of other modes such as passenger transport.

5. The paper considers briefly the above issues, including the risks and possible mitigating actions, and
then draws conclusions.

Rail Freight as the Cause of Incidents

6. Firstly, it is worth pointing out that all transport of goods involves risk; the amount of risk depends
on the cargo, the type of transport and of course the security procedures in place along the supply chain.
The extent of such procedures will depend on the actual cargo and the transport chosen.

7. Rail freight is generally more secure than road freight since the loading, transporting and unloading
is much more tightly controlled at depots and there is little if any ability for cargo that is part of a freight
train to “disappear” or be diverted en-route. It is also not easy for other parties to determine the content of
a train or its exact timetable; sometimes its route also changes due to engineering works or for other reasons.

8. We would therefore argue that, in comparison with road and possibly sea transport, rail freight
generally has significant security benefits. If Government believes that tighter security measures in the freight
sector are justified, then it should ensure that they are proportionate to the threat and risks incurred by each
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mode. Theymust resist the temptation to impose stricter controlson rail freight because they canmore easily
do so than on road freight. This will inevitably make rail freight less competitive and as a consequence cause
the transfer of such freight to a mode which has a higher risk.

9. There have been a number of issues raised about the ability of rail freight to be the cause of incidents.
These include the proposal at the time of the Olympic bid for the 2012 Games to prohibit all rail freight
through Stratford because it might be full of explosives. The inference in this and other cases is that the risk
of a train not only containing “dangerous” cargo but also the ability of such a cargo to be detonated at a
particular point or time makes the risk of transport by rail unacceptably high and that, as a consequence,
this should be regulated or prohibited, or the cargo sent by other means.

10. This assumes not only that the security at the point of loading is poor, but that the timing of the train
along its journey is such that it could forecast with a high degree of accuracy. Both these assumptions are
false. The loading of rail freight into wagons or containers is tightly controlled, the location of particular
wagons in trains is generally uncertain, as is the timings and routes of trains. Freight trains do not sit for
long periods in predetermined unprotected sidings or loops, so the threat of tamper of a train on its journey
is considerably less than that of a truck parked whilst the driver has a break or meal.

11. The above example came from the Olympic Bid team without, as we found out afterwards, their even
consulting with or being aware of the existence of TRANSEC. When informed of this, TRANSEC could
not have been more helpful, and in the end the threat of banning freight was withdrawn.

12. We therefore believe that there is no argument for imposing additional security conditions on rail
freight that are any more severe than on road freight. Because the number of rail freight terminals is much
smaller than the number of road freight terminals it will tend to be easier to increase security and “make rail
freight more secure” when, as stated above, it is already generally more secure than road. This must be
resisted since rail freight needs fair and even handed competition with road.

Transport of Nuclear Products

13. Concern continues to be expressed about the transport of nuclear products by rail. Such movements
are necessary if nuclear power stations are to continue to operate and, when the time comes for
decommissioning, to remove dangerous items for disposal or secure storage elsewhere. We cannot here get
into the debate about whether or not the UK should have nuclear power stations or not but, assuming that
these materials have to be transported anyway, the question becomes—how should this be achieved?

14. For many years, rail has been used for such transport. There are extensive security regulations and
controls governing such movements and the trial collision between a freight locomotive and a nuclear flask
demonstrated the robustness of the flask in a situation involving a rail accident. Beyond this, the risk of a
rail accidents has reduced significantly over the years, caused in part by the successful introduction of
TPWS. The operators of these trains, Direct Rail Services, who are themselves owned by the Nuclear
Decommissioning Authority (NDA) have long experience in operating such traYc and always use two
locomotives for added reliability.

15. Options for such movements include road, sea, rail and air. Since most nuclear installations are
located near or on the coasts, it could be argued that maritime transport is a better option. However the
problem remains that many installations have no local means of loading onto ships, so transport by road
or rail to a suitable port would be necessary. We question whether this is any safer than moving it all the
way by rail.

16. We conclude therefore believe that the risk of a serious incident involving nuclear traYc on the rail
network are extremely low, and lower than if other modes were used.

The Effect of a Security Incident on our Economy

17. The other main concern about security of the transport chain is the eVect of an incident on the UK,
European or global economy. An example might include the closure of the Channel Tunnel, which we
address separately below, but also of a major port or airport which might aVect established trade patterns,
lead to shortages, higher prices etc. This can apply equally to general commodities which move around in
single wagons or containers, as to bulk materials such as oil, gas or building materials.

18. Examples of such include the recent fire at the fuel storage facility near Hemel Hempstead and, some
time ago, the fire which closed the Channel Tunnel for a number or months. Clearly such incidents can cause
major disruption to people, their lives, their journeys and their ability to do their jobs eVectively. We do
not cover these aspects here, since they are diVerent from freight issues. Business has every incentive to find
alternative means of keeping going, whilst at some stage seeking compensation, if that is appropriate, from
those responsible for the damage. These are all serious, if generally local or regional, issues but are not
national ones.
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19. Of generally greater concern, and one brought out in the EETF Opinion referred to above, are fears
that a major transport link could be disrupted and out of use for an extended period. For example, what
would happen if, a major port such as Dover or Felixstowe ceased to be able to operate for several years?
How would this aVect freight and would this adversely aVect our UK or European economy and, if so, what
can be done about it?

20. We believe that, whereas 10 or 20 years ago, there could have been serious consequences, the
international and domestic logistics business is now so eYcient and global that it will be able to respond
quickly and eVectively to any such incident by diverting to other routes or modes.

21. For example, if a major rail-connected port had to be closed, then traYc would switch to alternative
ports. It is then likely that, as the other major ports reached saturation, there would be more feeder traYc
to our smaller ports, some of it transferring from continental ports such as Antwerp and Rotterdam. If the
West or East Coast Main Lines were severed, there would again be disruption, but the railways have
demonstrated over the years that they are good at finding alternative routes.

22. The rail freight industry has the flexibility to accommodate such changes and would be at the
forefront of seeking solutions to and from other ports that might be able to accommodate the traYc. The
rail freight community is particularly good at this, since every day it has to create and manage over 1,000
train journeys, often very diVerent on various days of the week.

23. Of course, any such incident would have short term consequences whilst the new supply chains were
set up or expanded, and there might well be short term delays, shortages and cost increases which would
have to be passed on to customers. Nonetheless the freight would continue to reach market.

Channel Tunnel

24. The Channel Tunnel has its own bi-national safety and security structure codified in the Channel
Tunnel (Security) Order 1994. At the time when these regulations were being discussed, the Channel Tunnel
was thought by many to be the key to the UK’s economic success, taking perhaps 50%! of our trade and
continental passenger travel needs, and would lead to the decimation of the ferries and of the short haul air
services. Clearly in these circumstances, the highest possible security was thought to be necessary. Such work
of course had to be done with the French authorities who had very diVerent, but we would suggest no less
adequate, security policies.

25. The result is a highly bureaucratic and expensive structure. For example, is it really necessary to have
all rail freight terminals in the UK subject to special requirements, procedures etc including fences buried
in concrete underground (to avoid people trying to tunnel in) when road freight can cross the Channel at
will by ferry? Such measures reduce the choice of inland terminal and may in turn disincentivise use of the
Channel Tunnel rail services.

26. We believe that these regulations and procedures are now out of date because, contrary to thinking
twenty years ago, there is wide range of means of getting rail freight between the UK and the close continent.
As set out above, in the event of an incident, alternative supply routes would be quickly established to
compensate.

Dealing with the Security and Police Authorities

27. We have no further comments on these issues beyond what we have said in our original evidence.

Conclusion

28. From these arguments, we believe any review or proposed changes to the level of security of all the
major transport links or nodes must ensure that:

— the protection proposed is proportionate to the threat and risk;

— that freight businesses are not made to suVer because of protection proposed for passengers which
is not required for freight;

— that all freight modes are treated equally in respect of security considerations—particularly not
penalising rail freight because this is more easily achievable than with road freight; and

— the cost of enhanced security measures is not expected to be borne by the rail freight sector—this
will be likely to force traYc onto road where, arguably security is more diYcult to ensure.

29. This would possibly involve reducing some security whilst increasing others; for example on Channel
Tunnel security.

May 2006
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Memorandum from Eurotunnel (TS 46)

Introduction

1. Eurotunnel—description

Eurotunnel is the privately-funded Anglo/French concessionaire, which designed, built and now operates
the Channel Tunnel. The tunnel system links the rail and motorway networks of the United Kingdom and
France. The system comprises three tunnels, each of approximately 50 kilometers in length and running
under the English Channel between terminals in Folkestone, Kent and Coquelles, France.

Two singleıtrack rail tunnels are used for truck and passenger shuttle trains and for Eurostar trains and
freight trains. The third tunnel which is a road way laying for most its length between the two rail tunnels
is designed to provide a safe means of evacuation (the safe “haven”) and is used for maintenance purposes.

Juxtaposed frontier controls and security clearance take place at the departure terminal, avoiding the need
for such systematic controls on arrival.

The capacity of the tunnel is expressed in standard paths per hour in each direction. The signalling system
currently permits 20 standard paths per hour in each direction. Ten of these paths are assigned to
Eurotunnel’s Shuttle Services, and 10 to train operators.

Eurotunnel operates a fleet of 16 truck shuttles and nine passenger shuttles. Truck Shuttle Services
currently provide a maximum of six departures in each direction at peak times. Each freight shuttle can carry
up to 30 trucks. Passenger shuttles carry cars, campervans, caravans, coaches, motorcycles and trailers and
currently provide a maximum of four departures in each direction at peak times. Each passenger shuttle can
carry up to 120 cars and 12 coaches or 180 cars.

Under the Railway Usage Contract (RUC) half of all Channel Tunnel capacity is given to train operators.
This includes Eurostar, which operates high-speed passenger-only services which connect London and
Ashford with Calais, Lille, Paris, and Brussels. La Société Nationale des Chemins de Fer (SNCF) and
English, Welsh & Scottish Railways (EWS) operate international rail freight services.

Eurostar is jointly owned by Eurostar (UK) Limited, SNCF and SNCB. There are a minimum of 14
Eurostar daily departures in each direction between London and Paris and seven daily departures in each
direction between London and Brussels.

During 2005 the Eurotunnel system transported: 1,308,786 trucks, 2,047,166 cars, 77,267 coaches.

In addition, 7,454,497 Eurostar passengers were transported as well as 1.6 million tons of merchandise
(SNCF, EWS).

2. The Eurotunnel Debt

Eurotunnel currently has debts of £6.3 billion, which date from the construction phase. TraYc levels have
never reached those forecast at the outset and therefore the group is unable to meet repayments on this debt.
In November 2006 the Minimum Usage Contribution from the railway operators comes to an end with the
loss of c £70 million per annum revenue. In early 2007 the first major repayments of debt principal become
due. Without a consensual financial restructuring, Eurotunnel will be unable to meet its contractual
obligations from early in 2007.

Since July 2005, Eurotunnel has engaged its creditors in talks aimed at achieving a consensual financial
restructuring that will allow the Company to meet itsobligations and develop its services in the future. A first
“waiver” period ended on 31 January 2006 with the signing of a Memorandum of Understanding between
Eurotunnel and an Ad Hoc Committee representing more than 50% of the total debt. A second waiver
period came to an end on 31 March 2006, by which time other creditors had formed a committee
representing a large majority of junior and subordinated debt holders. A third waiver period is currently in
place, allowing Eurotunnel to negotiate, for the first time, with all the creditors together. This waiver ends
on 12 July 2006 but has a review point in mid May by which time Eurotunnel hopes to have achieved
significant progress towards a financial restructuring.

The Initial Design of Eurotunnel

3. Having been designed and built during an era of terrorism, Eurotunnel had the advantage of being
able to incorporate suitable countermeasures into every phase of the construction and commissioning. The
Eurotunnel scheme was authorised following a competition involving three other rival projects. In their
“Invitation to Promoters”, dated April 1985, the two governments required promoters to prepare a separate
confidential report, detailing how they would counter the threat of terrorism and sabotage. In its White
Paper (“The Channel Fixed Link”) dated 6 February 1986, the UK Government said that one of the reasons
the Eurotunnel system had been selected was that it was the least susceptible to sabotage.
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4. The Treaty of Canterbury signed on 12 February 1986 and the Concession Agreement dated 14 March
1986 authorised the bi-national Company Eurotunnel to operate the Channel Tunnel Fixed Link which
comprises the tunnels and the French and British terminals.

5. In compliance with Article 5 (3) of the Treaty of Canterbury concerning the construction and
operation of a Channel Fixed link and with Clause 23.1 of the Concession Agreement in respect of the
security of the Fixed Link, Eurotunnel submitted a Global Security Report to the Joint Principals. This
document is also a response to the joint Government letter of 14 February 1989 which sets out the general
principles which the Governments wished to see in the Channel Fixed Link arrangements. It details the
security measures to be taken by the appointed authorities to ensure the safety and security of individuals,
installation and assets, as well as the commercial integrity of the enterprise. The submission by the Channel
Tunnel Group to obtain the Channel Fixed Link Concession identified threats which might have to be
considered during the period of the Concession like destruction or very severe damage by a very large
explosive charge, terrorist acts with smaller explosive devices, hijacking or hostage taking, disruption of the
services by hoaxes, interruption of the services by demonstrations. The Joint Principals considered that
threats to be taken into account were: intrusion onto the site (peripheral or in depth), introduction of
weapons, sabotage, placing of an explosive device, attacks against the installations, attacks against persons,
bomb alerts, internal complicity or negligence. Reappraisal of the threat changed the original concept and
careful consideration was given to assessing the likelihood of such a threat materialising under various
conditions. As a consequence, Eurotunnel was asked to have at its disposal for the UK site, in accordance
with English law and practice and the legal requirements stated above, a security force capable of carrying
out the security functions needed to provide a satisfactory security cover for the day-to-day operations to
a level which will provide an eVective deterrent. This force should undertake the following tasks: security
controls and supervision, access controls on the sites, manning of static control and check points operation
of mobile patrols, security checks on tourist and freight traYc, operation of explosive detection equipment
and X Ray screening. A list of systems and equipment including CCTV, fence alarms, perimeter security
systems were proposed.

6. Eurotunnel believes that it has complied fully with, and in fact has gone beyond all the security
requirements of both governments.

Regulation of Eurotunnel Security

7. In the UK, the Secretary of State for Transport, in exercise of his powers under Articles 11 and 12 of
the Channel Tunnel (Security) Order 1994, conferred under section 11 of the Channel Tunnel Act 1987,
requires that the “concessionaire Eurotunnel” be responsible for security on a day-to-day basis for the
Eurotunnel site.

8. An Inter Governmental Commission (IGC) has been created to supervise, on behalf of the
governments, all matters connected with the Channel Tunnel, including questions relating to security and
safety. Specific Security Committees (national and bi-national) have been established to oversee the security
arrangements for the tunnel system. They include representatives of the relevant Administrations and the
Transport System Operators.

9. In conformity with the Treaty and the Concession Agreement, the governments have appointed
specific “Competent Authorities” responsible for the security of the Channel Tunnel Fixed Link. In the UK:

— TRANSEC (the Department for Transport’s Security organisation) prescribes the arrangements
necessary for site security and for security checks on tunnel users, contractors and visitors. Under
TRANSEC’s authority and supervision, Eurotunnel implements these measures. TRANSEC in
turn regularly inspects and audits the security arrangements.

— Notices and directions issued from time to time by TRANSEC define and refine the security
arrangements required of Eurotunnel.

— The Eurotunnel Security Department liaises with the UK Authorities and implements the
necessary measures to enable Eurotunnel to respect the security obligations imposed by
TRANSEC.

— Kent Police is present on site and carries out Police functions and provides support to the
frontier controls.

10. Since the start of the operation of the Eurotunnel Fixed Link in 1994, security measures defined by
the Governments have been both implemented and financed by Eurotunnel.

For example, Eurotunnel has provided Ionscan, Under Vehicle Video Systems (UVVS), Access Control
Systems, CCTV and the Euroscan (X-Ray) security systems with a global cost of approximately £19 million.

Each Year the employment of security personnel costs approximately £7 million. In addition Eurotunnel
has financed the measures needed to counteract the illegal immigrant phenomenon in France costing £4.2
million, to protect the site against illegal intrusions.

In 2001–02 Eurotunnel considerably reinforced the French site with CCTV, Passive Millimetric Wave
Imaging (PMMW) and extra fencing at a cost of £2.7 million.
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11. In compliance with the Government and industry policy for the border agencies and industry to work
closely together, the Multi Agency Threat and Risk Assessment (MATRA) was implemented on the UK
terminal in 2005 in order to analyse the remaining vulnerabilities, to respond to changing requirements and
to implement a clear method of response to the new risk (Please see attached Annexe).

12. Safety and security have always been and remain Eurotunnel’s primary operating principles, taking
priority over financial and commercial considerations.

Assessment of Security Effectiveness

13. Eurotunnel security measures are constantly assessed to refine and improve them, in particular by
means of Internal Audit, and external reporting to and feedback from the various bodies referred to above.

14. The annual bi-national emergency exercise (“BINAT”), organised by the two governments in turn,
tests emergency response in extreme situations. Each year Eurotunnel halts commercial operations to test
its procedures for dealing with diVerent crisis situations. This year an exercise was organised to test reactions
in the case of a chemical attack in the Tunnel. Following this exercise a working group has been established,
comprising representatives from Eurotunnel as well as the French and UK Authorities in order to develop
the procedures for managing new types of threat, such as chemical, biological or nuclear attack (CBRN).

15. Personnel are currently being trained and made aware of the new threats being presented by CBRN
and possible attacks on the tunnel’s computer systems.

16. Action Plans incorporating recommendations from audits and projects aimed at reinforcing the
periphery protection of the site and dealing with equipment which has become obsolete since its
implementation in 1994, have been put in place in liaison with TRANSEC and Kent Police.

Conclusions

17. The equipment and facilities required by the British Government, and financed and put in place by
Eurotunnel, have required very substantial investment. Such investment in security is unprecedented in a
private transport company. In addition to the measures originally put in place, Eurotunnel has continued
to invest in new security measures—enhancement of the Euroscan facilityand the development, with Qinetic
of PMMW, for example—to keep pace both with the emerging threat of global terrorism and the growth
in tunnel traYc.

18. In addition, Eurotunnel does not impose a security tax on customers as do the sea and ports
operators.

19. Eurotunnel has put in place all the various measures to combat terrorism, as required by the
Government and as identified by internal auditing and other procedures.

20. Eurotunnel has therefore provided and financed security over and above what is customarily
required.

21. Continuing to absorb fully these security costs is an additional obstacle to Eurotunnel in reaching a
consensual financial restructuring agreement with its creditors.

Annex

MATRA (Multi-Agency Threat & Risk Assessment)

The current protective security arrangements for the Channel Tunnel are designed to be sustainable,
proportionate and responsive to any particular terrorist threat. They seek to protect private and commercial
passengers, their vehicles, and site personnel against criminal and terrorist acts; they also cover rolling stock
and infrastructure.

The security arrangements are generated from the Directions set by TRANSEC who are responsible for
monitoring their eVectiveness, and they are implemented and paid for by Eurotunnel.

Kent Police (Channel Tunnel Police Unit—CTPU) are responsible for policing the Eurotunnel terminal
and have a significant counter-terrorism operational role and response capability.

H M Customs Revenue and Excise and HM Immigration Service run their own separate security
operations on site.

MATRA is a process designed to manage risk, by identifying and bringing together all those who have
an interest in security at a site (“security stakeholders”) and who are seeking collaborative working.

The MATRA methodology takes a given threat, assessed as capable of being carried out, and seeks to
identify all potential vulnerabilities in a site’s operation arising from both criminal and terrorist activity—
from shop-lifting to hijacking. The product of threat and vulnerability to that threat is risk:
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Threat x Vulnerability % RISK

The result of listing all the threats and attendant vulnerabilities of a site has a “risk register”. By providing
a methodology for examining the vulnerability of the site to each and every threat and assessing the
eVectiveness of physical and procedural methods for reducing that vulnerability, the MATRA process
actively manages the mitigation of those risks to safety and security.

The risk register is based on risk to the site, not on the scope of responsibility of each security stakeholder.
It is used as a basis for prioritisation and action planning and identifies lead stakeholders—those who are
best placed to tackle the risk. The likelihood of a risk being ignored by two adjacent stakeholders is
minimised. The process improves eYciency of resource usage by eliminating duplication of eVort: And
tactical plans and resources are aligned to an informed set of standard operating procedures based on the
likelihood of a vulnerability being exploited.

MATRA was developed jointly by the Department for Transport and the Home OYce in response to the
safety and security environment of airports.

Following an IGC meeting on 20 July 2004, the Kent Constabulary and Eurotunnel commenced
preliminary work to assess the applicability of the principles of MATRA to the Channel Tunnel operation
at the Cheriton site. A number of development group meetings were undertaken by the Strategic Research
and Planning Unit of Kent Police (SB) and Eurotunnel managers. The work has been reviewed at several
meetings, and the project is now being piloted for the final application at Eurotunnel.

May 2006

Supplementary memorandum from Eurotunnel (TS 46a)

At the hearing on 10 May I undertook to provide written replies to two questions which were put to us.
These replies are as follows:

1. Did the terrorist attacks in the United States on 11 September 2001 (“9/11”) result in a fall in passenger
numbers?

No: there was no significant eVect either on truck carryings or on car and coach carryings, on the
Eurotunnel shuttle trains.

2. In relation to the railway lines into Eurotunnel, where does the responsibility of the British Transport Police
end and the responsibility of the Channel Tunnel Police Unit (part of Kent Police) begin?

The interface is the boundary line of the Channel Tunnel concession.

I should add that we have checked this information with the Channel Tunnel Police Unit and they have
expressed a willingness to advise the Transport Committee directly on this point, in order to explain the
underlying reasons.

May 2006

Memorandum from the Association of Chief Police OYcers (ACPO) (TS 48)

The Association of Chief Police OYcers (ACPO) is an independent, professionally led strategic body. In
the public interest and, in equal and active partnership with Government and the Association of Police
Authorities, ACPO leads and coordinates the direction and development of the police service in England,
Wales and Northern Ireland. In times of national need ACPO, on behalf of all chief oYcers, coordinates
the strategic policing response.

The Association supports the philosophy of strong local policing, and believes that must be maintained
within the tripartite framework of policing which brings together the local Chief Constable, the local Police
Authority and the Home Secretary. But the nature of modern crime, with an increasingly international
dimension, and the ever present need to use public resources to best eVect, places a voluntary duty on forces
to work together, employing common policies, strategies and methods wherever possible.

ACPO’s members are police oYcers who hold the rank of Chief Constable, Deputy Chief Constable or
Assistant Chief Constable, or their equivalents, in the 44 forces of England, Wales and Northern Ireland,
national police agencies and certain other forces in the UK, the Isle of Man and the Channel Islands, and
certain senior non-police staV. There are presently 280 members of ACPO.

ACPO has 11 established business areas; Crime, Finance and Resources, General Policing, Information
management, Performance management, Workforce modernisation, Race and diversity, Presidential
business, Terrorism and Allied Matters, Roads policing and Criminal justice.
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As you are aware, I hold the Terrorism and Allied Matters (TAM) portfolio for transport security. The
aim of my role is to ensure that the policing of the transport infrastructure is suYcient to meet the current
threat and ensure the safety of its users and workers. This is a role I have performed since May 2005. Prior
to my appointment there was no overall lead for transport security within ACPO (TAM).

The horrifying series of events that took place on 11 September 2001 starkly illustrated the callous and
indiscriminate tactics that those following an unrelenting extremist view are willing to utilise to further their
cause. This threat has not abated and since that date there has been a proliferation of major terrorist attacks
on the transport infrastructure with a common theme of inflicting mass casualties. On 7 July 2005, London
suVered what is believed to be a co-ordinated al-Qaeda inspired attack, perpetrated by deadly and
determined attackers or “suicide bombers”. Four bombs exploded in three underground stations and on a
double-decker bus during the morning rush hour, resulting in 52 deaths and more than 700 injuries.

It is against this background that robust and eVective policing must be maintained to pursue those wishing
to undertake such odious acts and to protect the people and the transport infrastructure they seek to attack.

When I first took responsibility for the transport portfolio, I consulted with colleagues who have key
responsibilities within the various transport sectors and identified a number of key issues impacting on
policing and security. The following is a summary of the key issues identified and action taken to date.

1. Aviation

Airports and aircraft have been a common target feature in many terrorist attacks over the years. This
threat has not diminished and is likely to be an enduring one. The police, working alongside others, have a
vital role to undertake in the provision of security and public safety at airports.

In consultation with the UK Airports Police Commanders Group and the oYce of the National Co-
ordinator of Ports Policing several key areas of airport policing have been identified which require review
and improvement. The following are the main areas of concern:

(a) The designation of Airports and the appropriate level of police resources at airports.

(b) The funding of airport policing.

(c) The Multi Agency Threat and Risk Assessment (MATRA) process.

As you will beaware the Department for Transport (DfT) are currently conducting an independent review
into the policing of airports. ACPO have produced a written submission to the review team dated March
2006, each of the above areas have been fully explored within that submission. The following gives a brief
summary of the views and recommendations of ACPO as detailed within the submission. (A copy of the full
submission can be supplied to the committee if required).

Designation of Airports

The concept of airport “designation” was created over 30 years ago in response to a series of terrorist
atrocities involving civil aviation. Legislation enabled the Secretary of State for Transport to “designate”
an airport and thereby reassign policing responsibilities from individual airport constabularies to the local
home oYce service.

A responsibility was placed on the airport operator, through agreements, to pay police authorities for the
services of the police, their accommodation and facilities. As a result of this legislation, nine UK airports
were “designated”; Heathrow, Gatwick, Stansted, Aberdeen, Prestwick, Edinburgh, Glasgow, Birmingham
and Manchester.

A number of working parties have considered the issue of designation over the years, most recently Sir
John Wheeler in 2002. He was able to make a number of recommendations as a result of the work he
conducted. ACPO agreed with all of the recommendations, particularly that a formula for calculating
airport-policing levels was necessary. Sir John stated in his report, “The present distinction between
designated and non-designated airports lacks credibility. It reflects decisions taken a long time ago, on an
ad-hoc basis, and its fundamentals have since not been revisited.

Many non-designated airports have seen a rapid expansion in passenger throughputs without a
commensurate rise in airport policing. Even at the nine airports, which became designated in the 1970s, the
development of the police operation has not kept abreast of proliferating growth in civil aviation and the
terrorist threat. There needs to be more clarity on a means of identifying which airports require an embedded
police presence, with the whole process being placed on a more rational basis”.

To address this issue, ACPO have produced an objective scoring system to identify airports that need such
a dedicated policing operation. The areas assessed are based on those recommended by Sir John Wheeler
and provide a more objective basis to the consideration of designation. The resultant score, when applying
this process, will indicate whether there is a need for a permanent police presence at an airport.
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Following on from this, is a framework document that allows for an objective assessment of the police
resources that a particular airport will require, should the resultant score indicate the need for a full-time
police presence. As a basis for determining police numbers, airport policing has been categorised into four
generic areas namely; protective security, public safety, criminal investigation and general policing.

Funding

Another fundamental principal on which ACPO are in agreement is that of the provision of funding. At
the time of the 1974 legislation the Home Secretary made it clear that the financial burden of airport policing
should not rest with council taxpayers, a point reinforced in Sir John Wheeler’s review of 2002 and the
position of ACPO today. The chair of ACPO (TAM) has previously made it clear that UK police forces are
opposed to sharing costs and reiterated the previously established principle that there should be no
additional expense charged to the council taxpayer. ACPO suggests a passenger levy to pay for police costs
presents a more flexible, sustainable approach to the provision of airport policing in the 21st century.

Multi Agency Threat and Risk Assessment (MATRA)

The MATRA process is a key component that shapes airport strategic assessments. The production of
MATRA registers at each airport has brought a diligent consideration of each threat by all contributors to
aviation security. ACPO fully support the concept of multi agency risk registers as the best method of
identifying risk and remedial measures.

The MATRA process alone is not suitable for determining police levels, however. It has no formulaic
provision to do this and additionally does not identify other policing requirements such as those relating to
general policing and civil contingencies planning.

Furthermore, whereas ACPO are in full accord with the principals of MATRA, there exist some concerns
with regard to its application. ACPO consider it lacks dynamism, accountability and resilience. It suVers
from a lack of investment and has a bias towards cost saving at the expense of security improvements.
Additionally it is reliant on best practices as opposed to mandatory regulation, which has led to piecemeal
implementation. There is too much focus on process and too little emphasis on outcomes. There is also an
absence of benchmarking to compare and contrast progress at diVerent airports.

There are concerns that too many security improvements are incident-driven as opposed to being
strategically identified and managed by the MATRA process. ACPO’s view is that for MATRA to be
eVective, it should be put on a legislative footing to establish clear statements of accountability and
responsibility on a similar basis as the Crime and Disorder Act. It should also be subject to independent
inspection.

ACPO’s vision for the future funding for airports policing is to use the suggested ACPO framework
document, informed by the national JTAC threat assessment of aviation and a local threat assessment,
which is in turn informed by the MATRA process. This process would be compliant with the National
Intelligence Model (NIM) and will ensure that the airport has an appropriate level of resources required to
maintain safety and security given the current threats to each individual airport. ACPO would welcome Her
Majesty’s Inspectorate of Constabularies (HMIC) and the DfT to conduct regular inspections of airport
policing commands to ensure that the process has been applied fairly and accurately.

We would expect to make the process available to the industry for scrutiny thereby ensuring that the
process is fully transparent and hopefully demystifying the issues surrounding funding.

2. Rail Network

In response to the terrorist attacks on the Madrid railway in 2004 and the London underground and a
bus in July 2005, a great deal of work has been done to improve the security of the rail network. The British
Transport Police (BTP) are the national police force for the railways providing a policing service to rail
operators, their staV and passengers throughout England, Wales and Scotland. As you would expect BTP
is the lead force in developing strategies and technologies to protect the rail infrastructure from terrorism.
The main aim of my portfolio is to ensure that the level of security of the rail network is appropriate and
eVective in light of the Madrid and London attacks.

The BTP have led on the target hardening of the network and have specific teams dedicated to this area
of work such as Crime Reduction Advisors, Architectural Liaison OYcers and Counter Terrorism Security
Advisors. When considering any development of rail termini Network Rail and the Train Operating
Companies should consult with BTP in the very early stages of planning. A recent example of a target
hardening strategy is Operation Shield, which involves the deployment of electronic scanners staVed by
Police OYcers in uniform working in partnership with Community Support OYcers and Revenue
Inspectors at railway stations. The electronic scanners are similar to those deployed at airports and other
controlled zones designed to detect weapons being carried by passengers. The operation is intelligence-led
and focuses on areas of the network where violent crime is more prevalent. Initial results have been
encouraging.
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The size of the rail network compared to the number of resources which the BTP have to police it requires
all forces to support the BTP at times of heightened terrorist threat. The focus of this support has, in the
main, been joint patrolling of rail termini and key vulnerable sections of the infrastructure ie bridges,
stations and track.

The last 12 months have seen a review of the national manual of police tactical options known as
Operation Rainbow. This operation involves the deployment of a number of both armed and unarmed
tactics, which are used by all police forces nationally in response to a terrorist incident or a rise in the threat
level. A number of these tactics are designed to protect key vulnerable locations such as railway stations,
other passenger termini and vulnerable points within the infrastructure. Six tactics have been specifically
developed in partnership with the BTP and involve the local police force supporting BTP with both armed
and unarmed oYcers. The tactics are however resource intensive and if as in July 2005 the general threat
level is at its highest, some of the smaller forces may find it diYcult to maintain that level of support for
lengthy periods.

3. Road Networks

The policing of the roads network is in itself a most challenging and varied area of police business. The
ACPO lead for roads policing is my colleague Meredydd Hughes, Chief Constable of South Yorkshire
police.

There are several key areas of roads policing which contribute to the overall counter terrorism strategy.
To coordinate this area of roads policing work C C Hughes has appointed ACC Adam Briggs of Cleveland
Police as the counter terrorism roads policing coordinator. The main aims of this portfolio are:

(a) Improving the security of High Consequence Dangerous Goods (HCDG) transported by road.

(b) Co-ordinate the protection of vulnerable parts of the road infrastructure and the public who use it.

(c) Make the best use of technology to protect against terrorism and detect oVences.

Transportation of HCDG

In response to terrorist attacks around the world, the United Nations agreed proposals to enhance the
security of transporting dangerous goods. These proposals were published in the 13th revised edition of the
UN Model Regulations in December 2003. The international bodies responsible for the international
carriage of dangerous goods by road and rail agreed to adopt these Model Regulations, with some small
changes that were relevant to their particular modes of transport. These have been included in the European
Agreement concerning the International Agreement of Dangerous Goods by Road (ADR) and the
Regulations concerning the International Carriage of Dangerous Goods by Rail (RID).

The European Commission adopted the new road and rail security measures in December 2004 which
meant that all 25 Member States were required to implement these measures by July 2005. These new
security measures apply to all dangerous goods. The requirements are split into two levels: a general level
applicable to the carriage of all dangerous goods and a higher level for the carriage of high consequence
dangerous goods. These are defined as those which have the potential for misuse in a terrorist incident and
which may, as a result, produce serious consequences such as mass casualties or mass destruction.

The measures for road and rail have been introduced into law through the Carriage of Dangerous Goods
and Use of Transportable Pressure Equipment (Amendment) Regulations 2005 and supported by a
comprehensive set of guidance.

A great deal of work is being jointly undertaken by the Police, the Vehicle Operator Service Agency
(VOSA), Department for Transport (DfT), the Highways agencies and other regulatory bodies who form
the Industry Advisory Group for the security of dangerous goods by road and rail to enforce the ADR
regulations and in turn maintain the security of HCDG. Some examples of this work are:

— Operation Mermaid—a road safety initiative conducted by the police with partner agencies
including VOSA, Highways Agency, Her Majesty’s Revenue & Customs, the Environment
Agency and the Department for Work and Pensions. Operation Mermaid is run regularly by forces
around the UK. The operation as well as enforcing the ADR regulations also has a counter
terrorism element to it ie disrupting terrorist funding/smuggling, raising awareness of drivers to the
terrorist threat, providing public reassurance and intelligence gathering. An example of a national/
European Operation Mermaid day which took place on Thursday 16 January 2006, with 32 police
forces from around the UK taking part, police oYcers from other countries took part in the
operation in this country for the first time and oYcers from the UK also worked in France,
Belgium and Holland. This proved particularly successful in one incident in North Wales when a
Polish police oYcer was able to converse with a polish driver who was arrested. The oVender was
later taken to court, convicted and fined. The Polish oYcer was also able to act as a witness. I
believe that this sends a clear message to those who may consider targeting HCDG whilst in transit
on the UK roads.
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— Security of HCDG—VOSA Inspectors have been trained to assess the security of premises used
by hauliers and other transport companies licensed to hold and transport HCDG. The Inspectors
and forceCounter Terrorism Security Advisors (CTSA) are in the process of conducting joint visits
to such premises ensuring that the premises are secure. Where improvement is required the site
management are given written survey reports detailing what is required. A key part of this strategy
is raising the awareness of the companies and their employees to the potential threat posed to the
materials they transport. This is done by briefing the staV directly and using awareness materials
produced by the DfT.

— Protecting the road infrastructure—As mentioned above Operation Rainbow tactical options have
been developed to counter the terrorist threat. Several of the Rainbow tactics have been developed
to protect the roads infrastructure. The nature of these tactics include the checking of vulnerable
key locations ie bridges, tunnels and interchanges, highly visible patrolling of main arterial routes
in and out of City centres and main towns using both armed and unarmed resources. The police
are supported by our partners in these tactics eg the Highways Agency visiting and checking
vulnerable locations.

— Trojan vehicles—Terrorist attacks around the world have often featured the use of stolen or cloned
emergency vehicles to facilitate the delivery of a Vehicle Bourne Improvised Explosive Device
(VBIED) to a protected target. Assessments by intelligence experts have recognised that this may
be a tactic which terrorists could seek to employ in Europe and the UK. To reduce the risk of this
happening oYcers from the National Counter Terrorism Security OYce (NaCTSO) have taken
the national lead on raising the awareness of senior management of all the emergency services and
the military. NaCTSO have produced detailed guidance and advice to the services which will when
implemented increase the security of genuine emergency vehicles. NaCTSO have also gained the
co-operation of the vehicle equipment industry to regulate the sale of emergency vehicle equipment
such as light bars and vehicle liveries limiting the availability to authorised and genuine customers.
The team have also raised the awareness and gained the cooperation of others who legitimately
own emergency vehicles such as film/TV prop companies and enthusiasts clubs.

4. Using Technology to Protect Against Terrorism

The police and our partner agencies at the Home OYce Scientific Development Branch (HOSDB),
Transport Research Laboratory (TRL) and the National Security Advice Centre (NSAC) are constantly
seeking to develop existing and identify new technologies and equipment to counter the terrorist threat to
all modes of transport. It is generally recognised that we in the UK are world leaders in this regard. Some
examples of this work are:

— Automatic Number Plate Recognition (ANPR)—The British Police Service are world leaders in the
application of Automatic Number Plate Recognition (ANPR) technology, a technology that was
itself invented in the United Kingdom. ANPR technology in its first 20 years was largely restricted
to counter terrorism purposes, there has been significant development in the use of ANPR in a
wider policing environment in recent years.
NPR is unique in its ability to impact positively in an intelligence led and proactive basis on every
key area of police business, including levels 1-3 Criminality and counter terrorism.
The ACPO/Police Standards Unit pilot projects (Laser 1 & 2) have evidenced the ability of ANPR
to produce significant increases in overall arrest rates and OVences Brought to Justice compared
to conventional policing methods, through the use of dedicated ANPR.
ANPR systems are both static and portable and have been in place or deployed at key parts of the
transport infrastructure eg motorways, busy arterial routes, sea ports, rail termini and airports for
many years. We are seeking to increase the number of ANPR systems with the support of our
partners to cover all ports through which vehicles pass.

— Closed Circuit Television (CCTV)—The impact that CCTV has had on preventing and detecting
crime and disorder has been subject of much debate over the past few years. The value of CCTV
following the attacks in July 2005 was clear for all to see. Without the evidence contained in the
footage on both the 7th and 21st attacks the police task of identifying and apprehending the
oVenders would have been much more diYcult and protracted. The police aim is to increase the
coverage of CCTV systems around the entire transport infrastructure and to improve the quality
of the images recorded. The installation and maintenance of the equipment is only one small part
of this strategy, as to be eVective it requires trained staV to monitor the images and an appropriate
resource to respond to incidents captured. This is work that my colleagues and I at ACPO and
all other police and partner agency bodies are striving to address. A significant issue in the ports
environment which needs to be overcome is who should be responsible for the cost of
implementation, upgrade and maintenance of CCTV systems.

— Temporary and permanent vehicle barriers—As stated above the use of VBIED’s has been a
prominent feature of terrorist attacks around the world. This coupled with the a deadly and
determined attacker or “suicide bomber” at the wheel of a VBIED has proved a diYcult attack
Modus Operandi (MO) to mitigate, when the aim is to drive the VBIED into a vulnerable or
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protected site. To counter this attack MO the HOSDB, TRL and the vehicle barrier industry have
developed a range of tried and tested permanent and temporary vehicle barriers which will stop a
vehicle up to the size 7.5 tonnes travelling at 50 mph. The permanent barriers are being installed
at several vulnerable and protected sites around the UK. A large stock of temporary barriers,
which can be deployed in a relatively short time, has been purchased by the Home OYce as a
National Barrier Asset (NBA). The NBA is primarily for the use of police forces which host
political party conferences and has been deployed several times eg G8 summit at Gleneagles and
Labour party conferences at Brighton and Manchester.

— Emergency vehicle identification technology—The HOSDB, TRL and NSAC are currently working
on technical solutions to reduce the threat of “Trojan” vehicles as outlined above.

5. Securing the UK Borders

There is currently strong political desire and support to improve the security of the UK’s borders. The
United Kingdom Immigration Service (UKIS) and the police have launched a Joint Borders Operations
Centre (JBOC) project which receives advance passenger information from airlines servicing 10 of the
busiest key routes into the UK. This information is then used to compare against UKIS, police and other
agency data both in the UK and in Europe to identify persons who are either wanted for oVences or who
may pose a threat to the UK. There is a significant financial burden to the relevant partners to maintain this
project. The oYce of the National Coordinator of Ports Policing is leading on this project on behalf of
ACPO (TAM). A 10 year delivery plan is currently in development.

This work has raised a debate around whether there is a case for the establishment of a Single Border
Agency (SBA), which may prove to be more eVective than the current group of bodies ie UKIS, HM
Revenue and Customs (HMRC) and the police, in ensuring the long term security of the UK’s borders.

6. Summary

Since my appointment as ACPO (TAM) lead for transport security I have been reassured by the level of
commitment and dedication of the police service and our key partners to ensure the safety of our transport
systems. ACPO welcomes the DfT independent review into airport policing and supports its stated aims and
objectives, which it considers both relevant and timely. Aviation as an industry is developing and expanding
at an unprecedented rate. Arrangements for the delivery of sustained, enduring and robust ground-
patrolling regimes however, have not kept pace.

Nonetheless, the threat from terror, if you encompass all its forms, will not be eliminated. We are going
to have manifestations of terror in various pockets of conflict and that will be enduring. The realistic mission
for those of us who are operationally engaged in counter-terrorism is to seek to eliminate the capacity for
international terrorists to perpetrate attacks on the scale of 9/11. In terms of those groups who have the
capacity and intent to conduct such attacks, or who aspire to do so, their unequivocal intention is to cause
mass murder. Their objective being to mount simultaneous spectacular events, which have traditionally had
a focus on the transport sector. That threat continues.

7. Conclusion

There is still a great deal to do, for example, in understanding the nature of the threat and the
methodology of international terrorism. Secondly, getting skilled people in the right numbers in the right
places. Thirdly, securing an appropriate level of funding for the resources and finally applying the benefits
of modern technologies. All those areas need to be pursued vigorously. Although much has been achieved,
remorseless eVort is essential to maintain defences and protect our transport systems and the public who
use them.

June 2006

Memorandum from the National Union of Rail, Maritime and Transport Workers (RMT) (TS 49)

I am writing to update the Committee on discussions held between the rail unions and the Association of
Train Operating Companies (ATOC) in relation to Transport Security.

You will know that during the oral evidence session on 10 May 2006 both RMT President Tony
Donaghey and Gerry Doherty, General Secretary of our sister rail union the TSSA, raised serious concerns
that following the 7 July terrorist attacks no national discussions about transport security had taken place
between the rail unions and ATOC.

I can report to the Committee that on 19 June 2006 Derek Twigg MP facilitated a meeting between the
TUC, the rail unions, ATOC, the train operators, Network Rail, the British Transport Police and Transec.
One of the agenda items at the meeting was the issue of transport security.
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The discussion was positive and agreement was reached in principle that the rail unions should be
represented on the Rail National Security Committee, along similar lines to trade union representation on
the Committee that deal with security issues in the Maritime and Aviation sectors.

I hope that this information is useful to the Committee during the course of it’s deliberations.

July 2006

Memorandum from the International School for Security and Explosives Education (ISSEE) (TS 50)

MEMORANDUM ON AVIATION SECURITY IN THE UK

Introduction

There have been an inordinate amount of subjective comments and opinions delivered on the subject of
aviation security since the WTC attacks in 2001. Some commentators have been extremely helpful to the
situation whilst others have been less so. The recent alleged threats highlighted the ongoing challenges faced
by the aviation industry. It is my belief that these challenges are often compounded by the media and the
knee jerk reactions of some security organisations. There should be less reliance on the high tech response
and more support given to the security staVs that are at the front line. In the main these people are paid very
poorly, they do not always have a structured career path and this can lead to a very high turnover of staV.

Key Issues

I believe the key issues are:

— Fragmented Security and Communications.

— There is a belief that by putting in the latest high tech equipment that this will resolve the issues.

— There is far too much reliance on costly high tech equipment and not enough on the human
interface.

— Perceived poor supervision of staV on the ground.

— Perceived lack of customer relationship skills.

— Perceived lack of training in security related matters.

— Car and vehicle movements around the airport.

— Other threats, tendency to take the eye oV the ball, criminal, vandalism and terrorist.

— Other targets within the general infrastructure.

— All baggage checking prior to entry into the terminal as per Changi airport in Singapore.

Strategies

We need to formulate a better response and be prepared for all eventualities through training, practise
and real time exercising. What is the purpose of aviation security?

Is it to prevent a device being placed on board the aircraft? Whilst there is little doubt this would be a
good score for the terrorists I believe we have more realistic threats.

We have a number of challenges within the sphere of aviation security such as:

Mortar and Missile attacks

External threats to the aviation industry such as mortar (Heathrow) or ground to air missile attack
(Mombasa). These may be thwarted by instigating a rigorous ground and perimeter checking procedure eg
Mortar Base Plate Assessment and systematic Search procedures.

Car Parking and Perimeter threats

The movement of vehicles around Heathrow is phenomenal and if we could define a better transport plan
this may alleviate some direct threats. For example is it feasible to stop all pax movement through the tunnels
and park vehicles oV site and transport in via coaches/trains. Terminal 3 is currently a very easy target for
a simple terrorist attack and even a small device would result in large scale loss of life.
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Terminal threats

As a result of our well meaning security practises we now see hundreds of people in lines that coil around
each other. A well placed suitcase containing several kilograms of explosive left in the line or even a person
borne bomb would result in catastrophic fatalities and injuries as well as potentially destroying the
infrastructure of the building.

Restricted Areas

UK security systems are relatively good from the security check in at the departure area through to the
boarding gate however there are still some issues here and these revolve around procedures and customer
relationships.

October 2006

Memorandum from British Airports Authority (BAA) (TS 51)

Introduction

This response to the Select Committee’s inquiry has been prepared by BAA, which owns and operates
seven airports in the UK, Heathrow, Gatwick, Stansted, Southampton, Edinburgh, Glasgow and Aberdeen,
as well as having significant interests in airports overseas. BAA’s corporate mission states that the company
will give Safety and Security the highest priority at all times. Approximately one third of our 12,000 UK
employees are involved in security. The information contained within this submission is framed upon the
terms of reference set out in the Committee’s Press Notice No 13 dated 3 November 2005of Session 2005–06.

Government’s Assessment of the Terrorist Threat to Our Transport Infrastructure

The government communicates the threat assessment through Transec to BAA and other industry
representatives once a quarter. An assessment is timed in co-ordination with the Spring and Autumn
meetings of the National Aviation Security Committee (NASC). Ad hoc changes are notified immediately
by Transec to BAA. Occasionally where appropriate the broader information sitting behind a particular
threat assessment is discussed with BAA senior managers who have the necessary security clearances. The
notified threat assessment is used at all BAA airports as the base for calculating the inherent and residual
risks within the Multi Agency Risk Assessments.

The Government’s assessment of the threat to aviation does take account of existing protective security
measures and this recently led to a diVerentiation in the threat to aviation vis a vis the national threat
assessment. The assessment is also driven by the threat to operations at Heathrow airport and this could
lead to a disproportionate assessment of risk at the remainder of the country’s airports.

What structures are in place to ensure that the transport industry and the Government co-operate fully in
countering the threat of future terrorist strikes?

Whilst there is a healthy informal dialogue between BAA managers and Transec oYcials, key co-
operation is driven through the formal structures of the National Aviation Security Committee (NASC),
and its Sub Committees. The outputs from these forums are incorporated into legal Directions and the
National Aviation Security Programme for implementation by the industry. The Multi Agency Threat and
Risk Assessment (MATRA) forums set up as a direct consequence of Sir John Wheeler’s review of Aviation
Security in 2002 also play a key part in facilitating co-operation between the industry, Government and the
various agencies.

BAA is represented on the NASC by the Group Services Director. The role of BAA’s representative and
other industry stakeholders on the NASC is set out in the submission to the Committee by the NASC
Industry Representatives on 22 November 2005. An extraordinary meeting of the NASC was held on Friday
11 August 2006 to discuss the change in threat level to Critical on 10 August. BAA participated in this
meeting and believes that NASC is a key element in protecting the travelling public and others from terrorist
violence directed at aviation.

The delivery of the strategic direction set out by the NASC is the responsibility of a number of Sub
Committees and BAA is represented on these groups as follows:

NASC Operational Sub Committee — BAA Security Director
NASC MATRA Sub Committee — BAA Security Director and Security Risk Manager
NASC Quality and Integrity Committee — BAA Security Policy and Resource Manager
NASC Compliance Sub Committee — BAA Head of Aviation Security
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The Operational Sub Committee normally meets quarterly to discuss and review the threat and responses
for both domestic and international aviation security. This sub committee has held three extraordinary
meetings since 10 August to determine the appropriate responses to the changing threat levels.

A key work stream of this Group is the identification and trialling of new technologies and processes
aimed at improving both the detection and deterrent capabilities of aviation security. Through
representation on this committee BAA is frequently involved in the design of new processes and facilitating
technology trials at its UK airports. Equipment tests are currently being carried out at four of BAA’s UK
airports. A further example of this Committee’s work is the formation of a Working Group to develop the
security checkpoint of the future for screening passengers and their carry on baggage. Work is at an early
stage and BAA will seek to incorporate some of the initial thinking into the design of the Terminal 5 security
checkpoint.

The MATRA Sub Committee is jointly chaired by Transec and Home OYce F4 Division. This committee
provides the national secretariat for all airport MATRA groups. In this role the committee has overseen the
issue of a Best Practice Guide for airport MATRA groups including templates for risk registers. The
committee has also sponsored considerable work on the development and improvement of airport CCTV
systems. The BAA Security Risk Manager has been in the forefront of developing a template for airport
CCTV systems together with an acceptable charging mechanism which has now been adopted by the
Committee and the Home OYce. This committee also works closely with the Home OYce Border
Management Programme ensuring that the outputs from the programme are built into the mitigation of the
residual risks identified within the airport Multi Agency assessments.

The Quality and Integrity Sub Committee addresses the quality and integrity of the delivery of the National
Aviation Security Programme with a heavy focus on recruitment, selection, training and performance of
aviation security personnel. This committee has overseen the development of Threat Image Projection
software for the continuous live assessment of x-ray screeners and a National Competency Test for x-ray
screeners. BAA hasplayed a full part in the developmentof these initiatives and use Threat Image Projection
data to track the detection capabilities of operatives, terminals and airports on a regular basis. All BAA
screeners have passed the National Competency Test which is undertaken annually. The recruitment and
selection of security oYcers is a key activity for BAA and all applicants are selected through rigorous
assessment centres. The BAA training programme exceeds the training requirement set out in the National
Aviation Security Programme.

The Compliance Sub Committee was formed in January 2004 to facilitate discussion between Transec and
aviation industry on compliance issues in relation to the delivery of the UK National Aviation Security
Programme. The forum has representatives from the full range of directed organisations—airports, airlines,
cargo and caterers. The Sub Committee discusses current and future compliance strategies and where
appropriate agrees compliance activities commensuratewith risk, including the sharing and adoption of best
practice and standards.

The Compliance Sub Committee provides Transec with a key means of engaging with industry in order
to influence strategic and tactical thinking, especially in relation to quality assurance programmes. By
providing compliance trend information, and discussing it with industry, everyone gains a greater
understanding of what helps/hinders consistent compliance. BAA has contributed to this forum by
explaining its own approach and initiatives for improving compliance and by providing feedback on the
DfT’s compliance programme, processes, and working practices of inspectors. From BAA’s perspective, it
has aided mutual understanding and the development of joint initiatives, such as independent covert testing
and joint inspections and training.

MATRA

In autumn 2002 Sir John Wheeler reported on his review of aviation security and Parliament endorsed
all of his recommendations. A key recommendation of his report was to establish a Multi-Agency way of
working:

“The review believes that the response needs to take the form of a comprehensive analysis of an
airport’s security needs, in the shape of a systematic, multi-agency, locally agreed threat and risk
assessment.”

BAA’s Heathrow and Glasgow airports were trial sites for the implementation of the intended MATRA,
and as such were extremely influential in the development of methodologies for identifying vulnerabilities
and constructing Multi-Agency Risk Registers. The work from these trial sites was included in the National
launch of MATRA at a Transec/Home OYce Seminar in December 2003. MATRA groups at all BAA
airports were launched through two day Multi-Agency workshops which then led to regular monthly
meetings and the production of a Multi-Agency risk register at each airport together with jointly developed
risk mitigation plans. The Home OYce and Transec incorporated the MATRA work at BAA airports into
a best practice guide which was launched to all UK airports at a Best Practice Seminar in November 2004.
Mitigating action against the residual risks is ongoing. MATRA Groups are now in place at all UK airports.
The following provides examples of some of the work of the BAA group:
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Perimeter Security

— A trial has commenced at Gatwick airport using ground radar technology on part of the perimeter
to detect any intrusions or unauthorised entry to a part of the restricted area. The area under
surveillance has just been extended to facilitate further evaluation.

— The perimeter fenceat Glasgow airport has been supplemented with an electronic detection system
to detect intrusions and unauthorised entry to the restricted area. This system is currently being
evaluated.

Behaviour Pattern Recognition

Following the Madrid train bombings all Customer Service Agents on the Heathrow Express trains were
trained in Behaviour Pattern Recognition. This training improves staV confidence and enables Customer
Service Agents to observe and monitor diVerent types of passenger behaviour and where appropriate call
for the assistance of oYcers from the British Transport Police. This training has since been delivered to all
the security oYcers and a number of police oYcers at Glasgow airport. Plans are in place to provide similar
training at Edinburgh and Aberdeen airports.

Terminal Forecourt Enhancement Plans

Following the attacks in London during July 2005, the National Security Advice Centre at the Security
Service was requested to carry out vulnerability studies at all BAA airports including bomb blast mitigation.
Specialist consultants were then engaged to carry out a survey of the forecourts and terminal approaches at
Heathrow with a view to deploying physical security measures toprevent attacks on the Terminals by suicide
vehicle bombs. The recommendations from these studies are currently being addressed with many actions
completed and a considerable amount of work in progress. To date concrete walls and bollards have been
deployed at key points and going forward road layouts will be changed. Similar work has been undertaken
at both Gatwick and Stansted airports with temporary solutions being deployed until permanent measures
are in place. Police at BAA airports have developed, trained and deployed teams with a view to the early
identification and interception of suicide devices.

CCTV and ANPR

Airport CCTV systems and the associated technology of ANPR (Automatic Number Plate Recognition)
are critical technological surveillance aids and have been at the forefront of multi-agency working. BAA in
consultation with the Border Agencies, ie UKIS, HMRC, and Special Branch, has developed and is
currently implementing integrated CCTV systems as recommended in the Wheeler Report—“If eVective
coherent planning for CCTV is to take place, all partners in the schemes must fully embrace the concept of
joined-up working”. This has led to Airport investment on a large scale, aiming for leading edge, digital
CCTV across the UK airports with information sharing amongst Border Agencies and BAA at its heart.

Access Control

MATRA has reinforced the requirement for coherent information sharing with respect to information
available from airport Identification pass databases. This requirement coupled to the need to be certain as
to who has been granted access to the more sensitive parts of an airport has led to the establishment of a
major project within BAA to identify and implement the future functionality of the Identification systems
and pass issue.

Passenger and cabin baggage screening

In conjunction with Transec BAA has been trialling the use of body scanners in Terminal 4 Heathrow.
This technology has proved to be very eVective in identifying prohibited or potential threat items hidden on
the person and the random screening for such threats is an extremely eVective deterrent. BAA is also
working with a number of manufacturers and Transec to test and trial recently developed x-ray machines
aimed at improving the capability of screeners at the UK airports.

Border Agencies

The Home OYce are currently reviewing the responsibilities and activities of the Border Agencies and a
number of individual projects have been aggregated into the Border Management Programme. In
recognition of the importance of this work BAA has appointed a senior manager to work with the Home
OYce and the individual agencies to facilitate the delivery of these projects at BAA’s UK airports. The
projects include; development of shared intelligence and front-line inter-operability enabled by e-borders
programme. BAA is supporting this initiative through collaboration on specific initiatives such as examining
the feasibility of a single intervention for immigration and customs controls.
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In addition, BAA is developing partnership agreements with each of the agencies (UKIS, HMRC, and
SB) to provide the basis for further collaboration on break-through and incremental improvements. This
includes for example supporting the deployment of technology by HMRC to detect a variety of smuggled
goods including radioactive materials, iris recognition systems for UKIS and the wider project of e borders
to manage the UK’s immigration border control.

The movement out of the process of risk assessment into risk mitigation actions has not progressed as
quickly as the independent members of MATRA would have wished and the role of police within airports
has become an issue. A full Independent Review of the police role at airports has recently been carried out
by Stephen Boys-Smith and Government has accepted the broad thrust of his report which has yet to be
fully cascaded to and discussed with the wider industry.

State of International Co-operation in Combating Attacks on Transport Systems

The formal arrangements for stimulating international co-operation in relation to Aviation Security are
driven by Annex 17 to the Convention on International Civil Aviation.

Whilst many bilateral agreements are in place the ICAO Aviation Security (AVSEC) Panel, which meets
infrequently, is the only forum that addresses this issue on a world wide basis. However, in January 2003
the European Commission took competency for Aviation Security within Member States when Regulation
2320 became law. Through this framework legislation the Commission and Member States form the
European Commission Regulatory Committee for Aviation Security. The Regulatory Committee meets
every six weeks and is preceded each time with a Stakeholders Advisory Group on Aviation Security
(SAGAS) which allows industry representatives to comment upon and assist in the development of new
regulation for the improvement of aviation security.

Airports Council International (ACI) is a global organisation, of which BAA is a member, representing
airports world wide. ACI (World) represents airports at the ICAO AVSEC Panel and ACI (Europe)
represents European airports at the SAGAS meetings.

The security business of ACI (Europe) is conducted through a security committee which meets to discuss
and formulate positions on the threats facing the aviation industry. These positions are communicated to the
European Commission which frequently consultsACI (Europe) during the development of new regulations.
Currently, BAA’s Security Director is Vice Chairman of the ACI (Europe) security committee and
represents ACI (Europe) at the SAGAS meetings. The existence of this committee allows BAA and other
members to consult on operational security matters and exchange best practice. The European Commission
response to the recent threat from liquid explosives has been worked up using this structure with high levels
of co-operation between the Commission, Member States, ACI (Europe) and the Association of European
Airlines (AEA). The harmonisation of security measures within the European Union is critically important
in order to provide passenger confidence and facilitate transfer through one airport to another.

What has been learnt from the experience of other countries which have experienced terrorist attacks on their
transport system?

A significant learning point from previous attacks for BAA is the value of contingency planning and how
it can help to minimise the impact of an attack. To this end BAA and local airports are engaged with the
appropriate Resilience forums to enable the company to build on the extensive planning that is already in
place. The key attacks on aviation in the past five years have been the World Trade Centre 2001, Mombassa
2002 and the recent plot in the UK. All other attacks on transport systems have been perpetrated against
railways either through the use of conventional timed devices, as in Madrid and suicide bombing attacks as
in Russia, London and Israel.

The key lessons in relation to the attacks on the World Trade Centre are well documented and have led to
a new Framework regulation in Europe with BAA airports operating under a National Heightened Security
Regime since September 2001. In relation to the attack in Mombassa the UK government has developed a
strategy for deterring attacks with Man Portable Defence systems.

As the operator of the Heathrow Express and Heathrow Connect rail services BAA has studied the lessons
of the Madrid, Moscow and London rail attacks. The methodology used in the Madrid attack was for
terrorists to leave unattended bags with devices timed to explode at a co-ordinated time. This is an entirely
diVerent methodology to Moscow and London where personal borne suicide devices were detonated with
equal devastation. The learning from these attacks is that one methodology cannot be focussed upon at the
expense of the other.

The diYculty in developing protective security measures for open transport systems is well known and
the UK government is currently trialling a variety of technologies at various railway locations. A trial
involving the screening of passengers with body scanners was recently carried out in conjunction with
Heathrow Express and their passengers. In the absence of a proven technology with the ability to process
large numbers of people BAA decided that, as a first step, staV on Heathrow Express should be trained in
Behaviour Pattern Recognition. This technique has been developed by a company in New York, with
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considerable experience of the Israeli Profiling process and was successfully deployed at Logan airport in
the aftermath of 9-11. The technique has since been adopted at other US airports and more recently at
BAA’s Glasgow airport.

Developing protective security measures to deter and detect suicide bombers is a diYcult and complex
task and BAA senior managers are engaged with Transec, the Metropolitan Police and academics with a
view to developing appropriate solutions.

Whilst BAA recognise the need to learn from those countries where attacks have taken place it is also
important to learn from other countries through dialogue within forums such as ACI and with other
providers of security services.

An emerging issue within Europe is the reliance of airport security measures on the deployment of human
resources in ever increasing numbers when the available employment pool is relatively tight. Contractors
within mainland Europe already report the need to transfer security operatives from one country to another
on a regular basis, in order to sustain contractual commitments. In the UK this issue is beginning to manifest
itself in the fact that contractors are reluctant to compete for contracts against incumbent suppliers during
re-tendering as the shortage of human resources makes it highly unlikely that the existing security staV

would stay with the current employer and therefore not be available for transfer under TUPE arrangements.

Current security regimes are predicated on the basis of the full application of all of the security measures
to all of the passengers passing through airports and as such are extremely predictable and expensive for the
industry to implement. (BAA current expenditure on security currently exceeds £220 million annually).
Given that governments and industry now face a threat that requires more complex measures at a time when
there may be potential labour shortages BAA believes that it may be time to fundamentally change our
approach to security. Also responses to the current threat may require a security system that is less easy to
predict with diVerent levels of security being applied to diVerent categories of passengers. Whilst the
potentially unfair discriminatory nature of profiling is a matter of concern BAA believes that the need to
find a methodology, behaviour or otherwise, for separating out categories of passenger for diVerent levels
of screening is now urgent. The adoption of such a security system would in itself help to deter terrorists in
planning attacks.

ADDENDUM

HEIGHTENED AVIATION SECURITY, 10 AUGUST 2006

Faced with an imminent attack on US bound planes from the UK, the Government notified the industry
at 2.00 am on 10 August, without prior notice, that flights from the UK were only permissible if a
significantly heightened aviation security regime was applied. Transec noted “These measures are very
challenging to implement and will result in serious disruption”. The severity of the likely disruption was
increased by the fact that August is a peak period for air travel.

Contingency plans are always in place to deal with a change in security procedures though major changes
to the requirements can of course exceed these arrangements. Crisis management/business continuity plans
were instituted immediately at all airports. Heathrow in particular was seriously disrupted mainly due to its
unique level of transferring passengers (c 55,000 people per day) who at the outset and over the first 48 hours
were arriving substantially non-compliant with the new UK requirements from non-UK airports. These
passengers had to be “landed” and added to the congestion in airline check-in; hold baggage handling and
BAA central security screening. Heathrow is also the UK’s largest base for transatlantic flights, which were
required to undertake an additional set of security measures.

Minimising the disruption from such a sharp change in security regime requires close cooperation between
the security authorities, airport operators, airlines and service contractors.

To deal with such a sudden change in security processes without disruption at BAA airports would have
required the deployment of 1,300! full-time trained and cleared security staV, along with equivalent extra
manpower contracted by the airlines at check-in and baggage handling.

BAA agreed that passenger safety and security should take precedence over commercial return and
customer service with the resultant flight cancellations and delays.

Despite a subsequent reduction in the national aviation threat level and the associated security regime,
the level of security remains well above that operating prior to 10 August. BAA is well advanced in
increasing the security manpower demanded to deal with this situation in the event that it continues
indefinitely.

The cost of these additional security measures are dealt with in accordance with the regulations set out
by the CAA which determine that beyond a certain trigger point the costs, up to a certain percentage, can
be recovered via landing charges.
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BAA in consultation with airlines and other partners, has undertaken a detailed analysis of the August
security crisis and will be applying the lessons when this is completed in order to minimise disruption for
passengers in future periods of heightened security whilst maintaining the highest required level of security
for passengers and staV.

October 2006

Memorandum from Ascent Aviation Security Ltd (TS 52)

1. Introduction

1.1 For several decades, Governments and the aviation industry have needed to take account of the
activities of those who seek to undermine the freedom of those who wish to travel, along with the need for
the aviation industry to operate successfully in a commercial and highly competitive environment.

1.2 Although the security regime in place in the UK has been extended over the years to include checked
baggage, cargo, catering, etc the main impact of the recent changes has almost inevitably been in the highly
visible area of passenger and cabin baggage security.

1.3 Whilst most of the historical forms of threat remain, events over the last few years have resulted in a
requirement for changes to be made to the countermeasures in place. Dealing with these threats eVectively,
reinforces the need to investigate and where practical, introduce new technology and procedures that will
enable the screening experience to be eVective and acceptable, without creating a negative impact on
security, customer service and airport facilities.

1.4 This memorandum will therefore focus on passenger and cabin baggage security, and endeavour to
highlight some of what are considered to be the main issues and suggest potential solutions for
consideration.

2. The Current Process

2.1 Whilst the types of threat have changed over the years, the key screening technologies have remained
largely the same. Although X-ray equipment currently used produces high quality images for interpretation,
the eVectiveness of this form of screening is heavily dependant on the quality of the operator.

2.2 Since the introduction of X-ray equipment, the task of the operator has steadily become more
complex and more diYcult. This is a result of a need to look for additional items that may pose a threat to
the security of an aircraft.

2.3 In the late 1970’s operators were tasked with looking for items used in hijack, ie firearms, grenades,
weapons, etc. This has gradually been extended to include:

— Improvised Explosive Devices (IED’s).

— Increasingly sophisticated lED components.

— Extensive list of prohibited items, including small scissors, nail files, etc.

— Liquids, gels, creams.

In addition to this growing list, airlines have also asked that operators check for the presence of dangerous
goods. The process has not been helped by passengers being encouraged to carry more, larger, bags in the
aircraft cabin.

2.4 Whilst it is understood that measures need to change to reflect new t eats, the trend has been for items
to be added to the list and rarely have we seen items removed. For example, it could be argued that the
restrictions placed on the carriage of sharp items properly reflected the threat of suicide hijack. However,
aircraft doors have since been reinforced to prevent an attack like those carried out in the USA on 11
September, 2001. Nevertheless, the restrictions on sharp items remain in place.

2.5 The screening of people is still primarily achieved by the use of metal detection equipment. The
changing threat has required large numbers of people, often selected at random to, in addition, be searched
by hand.
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3. Possible Solutions

3.1 The philosophy of applying the same level of screening to everyone has served us well for many years.
However, those who seek to attack civil aviation are very aware of the advantages and limitations of the
technology and processes used.

3.2 The emergence of new technologies could present a real opportunity for the screening process to
incorporate the use a range of equipment. This would create an uncertainty in relation to how individuals
would be screened and the technology that would be used to do this. There would also be a deterrent value
resulting from the availability of a variety of screening methods.

3.3 Although new technologies are considered to potentially play a significant role in improving the
eVectiveness of screening, there are limitations associated with their deployment. Many technologies are
slow, large and expensive, often making their widespread use impossible to achieve.

3.4 To enable better technology to become part of the screening process, it is considered that passengers
should be subjected to diVering forms of screening, via reasoned, or random, selection.

3.5 It is suggested that individuals selected for higher levels of screening could be identified by the use of
a technique known as “Human Behaviour Pattern Recognition”. This must not be confused with “Passenger
Profiling”, which is an entirely diVerent process.

3.6 Human Behaviour Pattern Recognition involves the observation of the way in which people behave
and interact with others, ie family, colleagues, staV, etc and has been used successfully by law enforcement
agencies for many years.

3.7 Implementation of this technique would allow the majority of people to be screened quickly, using
existing technology, whilst providing the opportunity to focus on those who give cause for concern, as there
would be a range of equipment and more time available.

4. Funding

4.1 The UK Government policy continues to not accept the security standards applied overseas.
Although a European Regulation has been in place since the beginning of 2002, the additional measures
required by the UK have made the concept of harmonisation diYcult to achieve.

4.2 UK airports compete with airports in Europe that do not have to provide the additional measures,
or incur the associated costs, This places the UK industry at a competitive disadvantage. Consequently, the
costs of these additional measures should be met directly by Government.

5. Conclusions

5.1 The eVectiveness of the aviation security regime in the UK, relies heavily on the co-operation,
patience and understanding of the travelling public. Historically, this has not been an issue, but there is
growing evidence that many passengers no longer understand the reasons for the queues, inconvenience and
delays being experienced. In simple terms, we are losing the “hearts and minds” of many of those directly
aVected.

5.2 Consideration needs to be given to reviewing the screening processes for passengers and cabin
baggage, in order that a more eVective, targeted solution, may be found.

December 2006

Memorandum from Airports Council International (ACI) (TS 53)

1. Introduction

1.1 ACI is the voice of airports worldwide. It has 567 members operating over 1650 airports in 176
countries and territories. In 2005, ACI members handled 4.2 billion passengers, 81.8 million metric tonnes
of freight, and 71.6 million aircraft movements. There are 32 ACI member airports in the United Kingdom.

1.2 ACI advances the interests of the world’s airports and promotes professional excellence in airport
management and operations. ACI is committed to maintaining a safe, secure, environmentally compatible,
eYcient and prospering air transport system.

1.3 ACI has its World Headquarters in Geneva and has regional oYces in Washington D.C, Brussels,
Hong Kong, Merida, Casablanca and a liaison oYce in Montreal. Through its Geneva and Montreal oYces,
ACI interfaces with the International Civil Aviation Organization (ICAO), other U.N. agencies and
aviation industry related associations. The other oYces have a regional focus, representing the interests of
airports at a regional level while providing a range of support services. The ACI Europe oYce interfaces
with the European Commission and the European Civil Aviation Conference.
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1.4 Airports Council International (ACI) thanks the Transport Select Committee for this invitation.
Having reviewed the Committee’s Terms of Reference, ACI would like to raise three principles which it
considers pertinent to the scope of the study. These are:

— States have an unequivocal responsibility to protect their citizens.

— Aviation security measures should be risk-based, proportional and balanced with the needs of
facilitation6.

— Security measures should be harmonized internationally.

2. States have an Unequivocal Responsibility to Protect their Citizens

2.1 Over the years, acts of terrorism have been committed against civil aviation at airports and on
aircraft. However, the real target of the attack is the State. Terrorism is the pursuance of political aims
through violent and criminal means. States have an unequivocal responsibility to protect their citizens and
the citizens of other states travelling through or over their sovereign territory.

2.2 After the terrorist attacks in the US on 11 September 2001, we have seen in many countries greater
recognition of this responsibility through the reorganisation of governmental agencies under a new banner
of “homeland security”. However, in most cases, airports continue to carry the responsibility and burden
of implementing or facilitating aviation security measures. Even in places where governmental agencies do
provide the security measures, airports have incurred huge infrastructural costs in facilitating such
measures, invariably without an adequate or appropriate means of recovery.

2.3 Funding aviation security measures, as with other facets of national security, should be a State’s
responsibility. In the years following “9/11” aviation security measures and their costs have increased
substantially. All too often we have seen administrations cite the “user pays” principle to justify passing this
cost onto airports, airlines and the travelling public. However, it is anomalous that the cost of safeguarding
other sectors of public transportation systems has often remained on the public account. This has raised the
cost of air travel and reduced its competitiveness.

2.4 Civil aviation will remain a target for terrorists. Airports, airlines and the public (both those working
in the industry and those travelling) remain at risk. Security measures are also likely to increase in response
to the new threats. The current situation where airports, airlines and the travelling public are bearing the
cost of this facet of national security is neither fair nor sustainable.

3. Aviation Security Measures should be Risk-based, Proportional and Balanced with the Needs

of Facilitation

3.1 Good facilitation at airports relies on the expeditious, safe and eYcient flow of aircraft, people
(principally passengers), baggage, cargo, information and goods. Airport facilities and processes are
designed with this objective. EYciency is critical if the civil aviation system is to optimize the use of air space,
runways, terminal and ground facilities. Airports are under increasing pressure to cope with continuing
growth in aircraft, passenger and cargo movements.

3.2 Against this back drop, security measures have to be implemented to secure aerodromes, to prevent
unauthorized access and to safeguard the aircraft and travelling public. Aviation security has traditionally
relied on a layered or ringed approach to security, to eliminate single points of failure. With time, therefore,
we have seen regulatory authorities prescribe more and more preventive measures. Invariably these
measures have some impact on the facilitation process and it has been the perennial challenge for airport
managers to reconcile the facilitation needs with the aviation security requirements.

3.3 Security measures need to be risk-based, proportional and continuously reviewed in the light of the
changing risk profile. In reviewing their requirements, regulators should take a holistic view of the level of
protection provided rather that viewing measures in a piecemeal fashion. There is often reluctance on the
part of regulatory authorities to critically review and remove a requirement once it has been introduced,
even though the risk may have been adequately addressed through another, more recent measure. As a
result, airports are finding it increasingly more diYcult to maintain acceptable levels of facilitation. Indeed,
additional security requirements are causing delays, airport system problems and levels of inconvenience to
passengers on an unprecedented scale.

3.4 Airports and airlines are harnessing technological advances to increase the eYciency of their
processes, reduce operating costs and improve services to their customers. Many of these require the
reengineering of existing processes that have aviation security controls placed on them. There is a need for
regulators to work actively with industry partners to find ways in which such advances can be facilitated
while still achieving the security requirements.

3.5 Security and safety will always remain paramount. However, authorities must give greater
recognition to the facilitation needs of the industry and its customers, when making security regulations.

6 The term “Facilitation” is used as per ICAO Annex 9 and includes the arrangements at airports covering the entry and
departure of aircraft, persons, baggage, cargo and other articles.
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4. Security Measures should be Harmonized Internationally

4.1 Civil aviation is a global industry. While States have signed up to common international standards,
through the Convention on International Civil Aviation, the lack of harmonization on the application of
these standards remains one of the most challenging problems facing the industry. It creates duplication of
security measures, which burden airports operationally and financially. Passengers and baggage which were
deemed safe for transportation from the airport of origin are subsequently deemed suYcient risk at the
airport of transfer to warrant re-screening.

4.2 The tendency of regulatory authorities to think nationally and to act unilaterally exacerbates the
problem. In some cases this may be unavoidable, particularly if there is an imminent threat. However,
regulatory authorities need to work together to resolve their diVerences and toestablish bi-lateral and multi-
lateral agreements, leading to mutual acceptance of security measures. In this respect, the EU has made
considerable progress in this direction but there remain problems with flights into and out of the region.

5. Conclusion

5.1 It is fitting that the Committee has used the caption “Travelling Without Fear” for its study. Air
travel, whether business or leisure related, is so important to what has now become a global economy. It is
essential, therefore, that we maintain public confidence in air travel. However, we need to do it a way that
is sustainable in the long term.

5.2 The threat to civil aviation is unlikely to disappear in our life time. Terrorism will likely remain an
issue of national security at the top of most governments’ agenda. Accordingly, governments should give
adequate recognition to this responsibility in their policies, regulations and funding arrangements. They
should not continue to burden airports and airlines with the responsibility and cost of this aspect of national
security. Similarly, they should not over burden the industry with layer upon layer of security regulation
but rather follow a disciplined, risk-based approach which ensures that the level of regulation is adjusted,
commensurate with the risk and is balanced with the needs of facilitation. And finally, governments should
work actively to ensure greater harmonization of security measures between States, so that duplication of
measures can be avoided and the transfer of passengers and baggage can be facilitated in an eYcient and
“hassle-free” manner.

5.3 ACI thanks the Committee for taking these issues and views into consideration and is happy to
provide further clarification, if needed.

October 2006

Memorandum from the Public and Commercial Services Union (PCS) (TS 54)

Introduction and Summary

1. The Public and Commercial Services union (PCS) is the largest civil service trade union with a
membership of over 325,000 working in the civil service and related areas. PCS is the largest union in the
Department for Transport and also represents members working for British Airports Authority. As such,
PCS members are responsible for the implementation of government policy in the area of transport security
and are in a unique position to comment on this inquiry.

2. PCS welcomes the select committee’s inquiry, and is happy to supplement this written submission with
oral evidence or further written evidence.

3. BAA employees currently facing a reduction in staYng numbers of around 700 which will take place
over the coming two years. This follows a “restructuring” exercise and the take over by Ferrovial, a Spanish
company. As yet very few of the proposed job reductions have been instigated.

4. StaV have serious concerns about their ability to adhere to health and safety regulations following the
restructuring and believe that their ability to react in the event of an emergency will be significantly reduced.
The events of the 10 August and the increased security measures introduced following this have
demonstrated that staV are already very tightly stretched, and that is at a time when hardly any of the 700
jobs have gone.

5. StaV believe that the proposed staYng cuts will severely hamper their ability to react in the event of
an emergency. For example, in the event of a major accident at or near Gatwick Airport BAA staV currently
have the capacity to manage the families and friends of around four hundred and fifty passengers (the
capacity of a Boeing 747) as part of the emergency procedures. This would not be possible if the job cuts
went ahead.

6. Over the past months a high level of threat and response within the security and aviation industries
has lead to inconvenience and fear for the travelling public. Airlines and the media have levelled a lot of
criticism against the airport companies, police and the Department for Transport. PCS believe that all



Page Type [O] 18-12-07 18:52:22 Pag Table: COENEW PPSysB Job: 376831 Unit: PAG2

Transport Committee: Evidence Ev 197

organisations within the industry have their share of responsibility and must play their part. The
organisations must work in partnership to ensure that all protection measures are in place to combat acts
of terrorism, not only in the aviation industry but also all areas of transportation and area of public use.

7. Airlines have always had restrictions on cabin baggage allowance, but for commercial reasons have
waved these restrictions. Carriers often oVer extra allowance to the cabin baggage to entice passengers to
use them instead of their competitors. At the same time, the move to encourage passengers to carry their
baggage in the cabin to speed check in only succeeded in transferring the potential for delays to a diVerent
area, and has made security measures morediYcult to implement. Strict enforcement of baggage restrictions
would help lessen the amount of baggage to be carried into the cabin of an aircraft and would speed the
boarding time and to reduce the handling costs.

8. Measures put in place by the DfT and enforced by the airport operators have caused inconvenience to
the traveller, however their motivation is public safety.The response by some airlines to these measures have
worsened the situation. Instead of advising their travellers on the restrictions they have openly criticised the
measures in the media, and by expounding alternative measures have created confusion for the travellers.
In some case they have encouraged the public to bring claims against the airport operators and the
Government.

9. The airport operators are looking to reduce their operating costs and have therefore looked to reducing
their biggest overhead, their staV. The moves to reduce frontline managerial staV who deal with the
customers on a day to day basis will reduce the level of service in airports, including security and safety. It
is these members of staV who respond to and support the ever changing regulation put in place to combat
any threat against the traveller. These staV who have the knowledge, skills and experience to respond and
deal with emergencies in a professional way, to give support and protection to the travellers making air travel
the most safe form of transport. In the unfortunate event of emergency or incident these are the staV who
are at the forefront of the operations to reassure and protect the public. Any cuts in service will lead to a
lack of confidence in our transportation industry.

October 2006

Memorandum from the Home OYce (TS 60)

Further to your “Travelling without Fear” committee session of 6 December 2006 and the evidence given
by the Secretary of State for Transport in respect of Questions 581 and 584, I am writing to provide further
information on behalf of the Home Secretary.

The Home OYce has good working links with the United States Department of Homeland Security and
Domestic Nuclear Detection OYce. Both departments are working closely with the Home OYce to develop
a portfolio of joint research and development projects, and to identify suitable areas for information
exchange.

The Home OYce is aware of the US contract award for Human Portable Radiation Detection Systems
(HPRDS), but there are currently no plans to develop detection capability in the UK other than that
provided by Programme Cyclamen, which is developed and operated (byHMRC) on a riskand intelligence-
led basis.

The Programme forms a key element of the UK Government’s counterterrorism strategy; it provides
radiation detection equipment at UK points of entry to detect and deter the illicit importation of
radiological materials. It also includes a mobile detection capability.

Any future radiation detection requirements may be identified in due course through ongoing CONTEST
related work programmes and the development of the CONTEST Science and Innovation Strategy.

In respect of information relating to Alexander Litvinenko, the Home OYce does not comment on the
details of any ongoing case.

January 2007
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