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R E : Resilience and security of IT systems in financial services 

1. Thank you for your letter dated 28 September 2016 regarding IT resilience and cyber security. 

We recognise the importance of IT resilience and cyber security both to ensuring the stability of 

the financial system and to minimising disruption to customers and markets. We welcome the 

opportunity to update you on the work that the Prudential Regulation Authority (PRA) and the 

Financial Conduct Authority (FCA) have undertaken to address these critical issues. 

2. This is a challenging area where risks are constantly evolving. There are a wide range of potential 

causes of operational disruption, from legacy system failures to human error. Cyber continues to 

be a significant threat to the UK, with the finance sector frequently targeted, and the dynamism 

and complexity of the cyber threat has brought about a renewed focus on operational resilience 

amongst banks and regulators alike. However, the nature of the risks in this area means that our 

approach will necessarily adapt over time. 

3. In order to respond effectively to the complex nature of this set of issues, we have a number of 

governance structures in place to address different aspects. We have involved the financial 

authorities, firms and other government agencies and believe that these are currently working 

together effectively, but we will continue to monitor and improve these structures where possible. 
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4. This response outlines in some detail the work that we have undertaken to address IT and cyber 

risks. However, as you will understand, there are limits to what we are able to discuss as 

regulatory bodies for security reasons. 

The roles and responsibilities of the PRA and FCA 

5. The FCA, the Bank of England (BoE) and the PRA within the BoE each have objectives and 

responsibilities for cyber and IT resilience. Operational disruption from technology or cyber events 

can affect the BoE's statutory objective of maintaining financial stability, and can also affect the 

statutory duties of the PRA and the BoE for supervision of regulated firms and financial market 

infrastructures (FMIs) respectively. Operational disruption is also a significant risk to the FCA's 

objectives, for example through markets being disrupted through loss of availability of platforms, 

sensitive market or customer data being stolen or compromised, or unauthorized access to core 

banking services. Accordingly, the FCA focuses on the impact of operational risks in those firms 

where there is the greatest potential to cause disruption in the markets and to consumers, and on 

how those firms are able to deal with such risks and their likely impacts. 

6. The PRA and the FCA's work in this area is coordinated, but also reflects the different remits and 

statutory objectives of each organisation. 

Governance 

7. Financial authorities. Collaboration and coordination between the financial authorities (the BoE, 

the PRA, HM Treasury and FCA) on operational resilience is overseen by a Director-level group 

chaired by HM Treasury (HMT), supported by Deputy Director (Head of Division level in the BoE) 

and working level groups. Membership at different levels spans the financial authorities and 

involves relevant government agencies. 

8. From a system-wide perspective, the Financial Policy Committee's remit, as set by the Chancellor 

in July 2015, includes monitoring and addressing non-financial systemic risks. Since its first 

recommendation on cyber in 2013, the FPC has been updated on the evolving cyber work 

programme. 

9. The financial authorities also work alongside the new National Cyber Security Centre (NCSC) 

which has a remit in relation to Critical National Infrastructure (CNI). Through this engagement, 

our work is aligned to that of other sectors, ensuring that the UK has a cohesive national strategy 

for addressing cyber threats. 

10. Further governance structures are also in place to support collective action with the finance sector 

and incident response (described below), covering both cyber and the wider resilience agenda. 
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11. Strategic direction for the BoE's approach to operational resilience is provided by a Deputy 

Governor level steering group and the FCA's approach is determined by the Executive Risks and 

Issues Committee of the FCA, chaired by the CEO. 

Our approach to resilience 

12. Our approach to operational resilience, including cyber, is divided into four components: 

i. Firm-specific. 

ii. System-wide. 

iii. Response. 

iv. International. 

13. We have a broad programme of work in place to ensure that individual regulated firms are 

addressing operational and cyber resilience to minimise disruption to consumers and market 

impacts and to ensure the safety and soundness of firms. As well as firm-specific interventions, 

we focus on the financial stability of the system as a whole. Outage or loss of data integrity in a 

core payments, clearing or settlement system or at a major institution could impact the financial 

system. This means that we must consider single points of failure, concentration risks and cross-

industry performance levels. 

14. We are also developing the sector's capability to effectively respond and recover where threats 

crystalise. This is a cross-sector activity involving firms, the financial authorities and wider 

Government. We are engaging internationally to promote coordination in relation to cyber and 

broader operational resilience as a global threat. 

Firm-Specific 

15. Our programme of work focused on individual regulated firms has a number of components, set 

out below. 

16. C B E S T . The UK financial authorities worked with the Council for Registered Ethical Security 

Testers (CREST) and leading independent experts to develop CBEST. CBEST is an intelligence-

led testing framework which assesses firms' cyber resilience. The aim of CBEST is to assist firms' 

boards in improving their understanding of the types of cyber-attack that could undermine financial 

stability in the UK and the extent to which the UK financial sector is vulnerable to those attacks. 

CBEST brings together threat intelligence from government and other sources, tailored to the 

business model and operations of individual firms, to be delivered in live tests within a controlled 

testing environment. 30 of the 35 core firms included in the programme have now completed 

CBEST, with the remaining firms either currently undertaking or scoping the work. 
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17. The results provide a direct readout on a firm's capability to withstand cyber-attacks that have the 

greatest potential to have an adverse impact on financial stability. Action plans to remediate any 

identified weaknesses are then signed off at board level. Within the BoE, Financial Market 

Infrastructure Division (FMID) review these plans for FMIs at Internal Risk Review meetings, and 

the PRA addresses significant vulnerabilities and firms' plans for addressing them at annual 

supervisory stock takes known as Periodic Summary Meetings (PSMs). FCA regulated firms' 

actions are addressed through the Risk Mitigation Plan (RMP) process. Where firms are dual 

regulated, the actions will be discussed between supervisory teams at both the FCA and PRA to 

avoid unnecessary duplication for the firms. 

18. The micro-supervisory approach. Where appropriate, the BoE, the PRA and FCA are jointly 

developing their respective approaches whilst remaining mindful of their differing regulatory 

objectives. The programme builds on existing supervisory work on IT and cyber risk and includes 

aspects of policy, supervisory expectations, and testing and assurance mechanisms. So far, our 

joint focus has been on the firms making a significant contribution to the provision of critical 

economic functions. It aims for consistency across FMIs and PRA/FCA firms (as far as the 

different business models and international regulatory constraints allow). 

19. This approach takes a broad view of the risks that technology creates for regulated firms and their 

customers and markets and looks at the types of controls they should have in place to mitigate the 

risks, and create and maintain resilience. We seek to understand the technology strategy and 

architecture of firms, where they invest to improve their infrastructure, how they govern their key 

services and how they keep them running. 

20. The Dear Chairman II (DCE II) exercise sought to understand the progress of the largest seven 

retail banks in addressing their operational resilience risks. The PRA and FCA identified six key 

themes which applied to a greater or lesser extent to each of the banks and we shared these with 

you in our letter of 19 October 2015. We provided tailored feedback to each firm and we continue 

to monitor their progress against the actions identified for each of them. The themes included the 

need to improve the availability of appropriate IT expertise at main and subsidiary Board levels to 

provide oversight and challenge of IT and resilience risks. Other cross-firm thematic observations 

such as firms' overall commitment to resilience, third-party assurance and the people dimensions 

extended beyond IT into broader operational resilience. We have seen progress in this area and 

the new Senior Managers and Certification Regime can play a role here in clarifying accountability 

for these risks. 

21 . Extension of Senior Managers Regime. The current Senior Managers Regime for banks and 

insurance companies requires that a number of business activities or functions, including business 

continuity and information technology, should be allocated among their Senior Management 

Functions. It is important to note that operational resilience does not just require security of 

information technology: rather, it includes people, processes and technology. For example, cyber-

attacks can and do occur due to basic security lapses such as the use of phishing emails, or 
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through breaches of physical security. From a regulatory standpoint, we assess in whose sphere 

of responsibility a failure has occurred and whether the relevant Senior Manager took reasonable 

steps to mitigate risks in that area. 

22. On 28 September 2016, the PRA published Consultation Paper CP34/16, Strengthening individual 

accountability in banking and insurance: amendments and optimisations. The PRA is consulting 

on the introduction of a Chief Operations Function (SMF23) - this will apply across banks and 

insurers that are regulated by both the FCA and the PRA. This will bring into scope of the Senior 

Managers Regime the most senior individual responsible for managing and ensuring operational 

continuity. To complement this, the PRA is proposing to create a new Prescribed Responsibility 

for managing and ensuring the operational continuity and resilience of the internal operations, 

systems and technology of a firm. All firms except credit unions and small Capital Requirements 

Regulation (CRR) firms will need to allocate this Prescribed Responsibility to a Senior 

Management Function. For firms outside the scope of the Senior Managers Regime (i.e. ail those 

that are not banks or insurance companies), the FCA will be consulting on an appropriate senior 

manager regime. 

23. NCSC engagement. As announced in March 2016, a collaborative work programme led by the 

financial authorities alongside the NCSC will deliver a common framework, which will be 

embedded into the micro-supervisory approach. The NCSC are bringing their cyber expertise to 

ensure that the cyber elements of this framework are properly considered throughout. This 

detailed framework will build on the 'G7 Fundamental Elements of Cyber Security', the 'NIST 

Cybersecurity Framework and 'CPMI-IOSCO Guidance for Cyber Resilience of FMIs' (described 

further under the International section). 

System-wide 

24. We work to build operational resilience not only through firm-specific interventions but also at a 

system-wide level. 

25. Cross-industry engagement. The Cross Markets Operational Resilience Group (CMORG) 

seeks to gain strategic oversight of the major risks (including cyber) that the financial sector 

faces. This group is predominantly made up of board level representatives from regulated firms 

and senior members of the FCA, HMT and recently the NCSC. It is chaired by the BoE's Chief 

Operating Officer. 

26. A number of groups sit beneath CMORG which mobilise and use expertise from industry, 

government and the Bank in order to address operational resilience challenges. For example, the 

CMORG Cyber Group is responsible for monitoring the evolving cyber threat landscape and 

enhancing firms' and the sector's response to threats and the Sector Exercising Group (SEG) 

oversees a regular programme of exercises between the authorities and firms to test sector-wide 

capabilities. 
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27. The Finance Strategy and Coordination Group's Joint Working Groups, which feed into CMORG 

Cyber Group, produce guidance on approaches to addressing specific threats. Most recently 

guides have been provided for countering Advanced Persistent Threat malware and Automated 

Teller Machine malware. Further guidance is in development for responding to Distributed Denial 

of Service attacks and on gathering and better exploiting threat intelligence within firms. These 

products have all been the result of collective action between the financial authorities and firms. 

28. Intelligence sharing. The financial authorities are also working alongside the NCSC to develop 

the framework, policy and guidance to allow more intelligence to be shared between Government 

and industry. HMT, BoE, PRA, FCA and NCSC are equal partners in these work strands. 

Response 

29. We also want to understand how firms respond when things go wrong and how they learn lessons 

each time an incident occurs. We remain focused on firms' clear and timely communications to 

consumers and markets when issues do occur. We also look to ensure coordination between the 

authorities and other firms to ensure an effective system-wide response. 

30. The Authorities' Response Framework (ARF). The BoE has had an ARF in place since 2001. 

There are also sector coordination groups with industry through which a regular programme of 

exercises is run to test incident management and coordination at sector level. In June 2016, a 

senior leaders' (HMT, BoE, PRA, FCA) exercise on the ARF took place to increase the awareness 

of the ARF arrangements, provide senior executives with an opportunity to experience their role 

within the response framework and identify any potential improvements to the process. The 

exercise was completed in June and an action log generated to clarify invocation processes, 

improve information gathering from the sector, provide clear allocation of communications 

responsibilities and develop more detailed triggers. 

31 . The Cross Market Business Continuity Group (CMBCG). This is an executive level group 

chaired by the BoE and is the primary mechanism to enable the authorities to interact with the 

sector in a coordinated way during times of major operational disruption, including through cyber 

incidents. 

32. Availability of retail banks' core services. A group of the largest retail banks has also been 

considering how to improve their communications with customers when incidents occur and their 

tolerance for disruption to key services they provide. The PRA and FCA have participated in the 

Forum's discussions, which were led by the banks themselves. As a result the banks have built 

online service dashboards which show the current status of six core services they offer: mobile 

banking, online banking, telephone banking, card transactions, point of sale and ATMs. When 

there is an issue with a service, this is identified, flagged on the dashboard and the information 

provided directs customers to other channels. The dashboards also highlight planned outages of 

services. This is a step forward in the level of communications used by the retail banks and 

increases transparency for consumers. The FCA and PRA will be following up with the banks to 
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establish how well these dashboards are working and how well embedded they are into banks' 

approach to managing IT incidents and customer communications. The Competition and Markets 

Authority (CMA) have also recommended that the FCA consider requiring banks to publish data 

on service quality that includes the availability of core services such as those offered through 

digital channels, card payments and telephone banking. The FCA responded to the CMA's 

recommendation on 3 r d November with an agreement to act in order to help consumers assess 

the differences in service quality between banks, including online services. 

33. A system's availability measures its ability to perform its required function over a period of time. 

Interruptions to core services can have a significant impact on consumers and the publication of 

availability metrics will lead to customers making better-informed decisions when choosing a 

service provider. The FCA will work with providers to ensure that measures are consistent across 

firms, informative to the end user and easily understood. 

34. Financial Services Incident Response Guide. The Financial Services Incident Response Guide 

was developed by CMORG Cyber Group and driven by finance sector representatives. It 

provides a single reference guide to firms on current cyber incident reporting requirements and 

the expected response across government, regulators and law enforcement. It is a working 

document which is regularly reviewed, providing firms with clarity as to their responsibilities in the 

face of a cyber-incident. 

35. The Cyber Information Sharing Platform (CISP). We have successfully worked with firms to 

increase the use of the CISP, which allows threat and mitigation information to be shared between 

firms in response to both emerging and crystallised threats. There are now 245 members on both 

the Finance, and the Finance Strategy and Coordination groups of the CISP, representing the 

most significant firms in the finance sector. 

36. Sector Exercising. Preparation for response and incident management includes an established 

annual sector-wide exercise programme. This includes: 

i. Waking Shark II. Run in November 2013, Waking Shark II was designed to follow up 

and reinforce the lessons learned from previous cyber exercises and reflect the 

continued evolution of the nature, intensity and sophistication of cyber threats. 

Approximately 220 people took part in the exercise, including participants from 

fourteen PRA and FCA regulated firms, six FMIs, the financial authorities and 

government agencies. The exercise focused on disruption and dislocation in 

wholesale markets and in the financial infrastructure supporting those markets as a 

result of a concerted cyber-attack. The recommendations from the exercise were all 

related to coordination, communication and information sharing, as well as aiding the 

authorities in criminally investigating attacks. These actions have subsequently been 

acted upon both centrally and by individual banks. 
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ii. Simulation Exercise (SIMEX). SIMEX will be delivered by the financial authorities in 

November 2016. This exercise is based on a prolonged RTGS outage and will 

address recommendations made in Deloitte's review of the RTGS outage on 20 

October 2014. The exercise will involve a cross section of the finance sector and will 

seek to test escalation protocols, information flows, lines of communication (internal 

and external) and key decisions over contingency options and recovery procedures. 

International 

37. We are engaging internationally to ensure a co-ordinated approach to address cyber as a global 

threat and we continue to work with international regulators to share experience in addressing 

wider operational resilience risks. 

38. G7 Fundamentals and CPMI-IOSCO Guidance. We are active in working with other international 

regulators. In recent months the FCA and the BoE have been a leading voice and author in the 

development of two international guidance documents, namely the CPMI-IOSCO "Guidance on 

cyber resilience for Financial Market Infrastructures" and the G7 "Fundamentals for cyber 

resilience in the Financial Sector". Membership of the G7 Cyber Experts Group, which the BoE 

co-chairs, and CPMI-IOSCO give us a strong international perspective on the regulatory risks 

associated with cyber, how other regulators assess this risk and how they engage with firms. We 

are working across a number of other international fora and see this as a key part of our strategy. 

39. Bilateral Relationships. We have direct bilateral relationships with a range of regulators, 

including those referenced above. An example of our bilateral work on cyber resilience is the joint 

exercise, conducted alongside the USA in November 2015: Resilient Shield. This exercise looked 

at how we can enhance cyber security cooperation by improving processes and mechanisms for 

maintaining shared awareness of cyber security threats between the US and UK governments 

and the private sector. The exercise furthered mutual understanding of each country's cyber 

security information sharing processes and incident response coordination structures. The 

exercise included scenarios that may call for a coordinated response and public communications, 

exchanging best practices domestically and between the US and UK on a government-to-

government and government-to-financial sector basis. 

Other areas raised in your letter 

40. You have asked about two specific vulnerabilities: SWIFT, following a fraud on the Bank of 

Bangladesh, and identity fraud. You have also asked about our in-house expertise and our use of 

section 166. 

41 . SWIFT. SWIFT is part of the financial market infrastructure, providing critical services to the global 

financial system, and is regulated by the National Bank of Belgium (NBB). The BoE is part of a 

regulatory college, the G10 SWIFT Cooperative Oversight Group, which supervises SWIFT's 

activity. SWIFT is responding to recent cyber-attacks on some of its users by initiating a new 
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customer security programme (CSP). The NBB as lead overseers has established a new 

supervisory college ad hoc group to assess the CSP and to oversee SWIFT's delivery of it. The 

BoE and the FCA will continue to monitor and influence the actions undertaken in response to the 

events of this year and welcome the SWIFT announcement bringing in minimum requirements for 

the cyber control environments needed to use the SWIFT infrastructure1. 

42. Identity Fraud. The FCA has worked closely with the retail banks and their technology providers 

to understand the biometric authentication that is slowly being introduced to the banking system. 

At present, biometric authentications are seen as preferable to 'knowledge' elements, such as 

passwords, because they are less easily copied and more complex than a value typically chosen 

by an account holder. 

43. We have not noted that biometric data can be relatively easily obtained, but there are potential 

risks around its use which we are monitoring. These include the growing use of biometric data 

itself, leading to its increased collection. If these data are insecurely stored by just one collector 

then they can be accessed and the biometric value, such as a fingerprint, replicated in an attempt 

to gain unauthorised access to any of a user's accounts. Once a user's biometric data are 

obtained, the authentication process may not be sustainable since features, such as a person's 

fingerprint, cannot be changed. Because of this we will be looking to ensure that banks have a 

fall-back plan for this eventuality. We are also monitoring current reports of malware that can be 

inserted onto Android phones to capture data as a finger is presented to the in-built reader but 

have not yet received any reports of this sort of misuse. 

44. Biometric authentication is typically used as part of a two factor authentication process which goes 

further in helping to mitigate associated risks. This is complementary to the requirement for 

strong authentication factors as laid out in the Payment Services II Directive. On occasions where 

we have seen it used as a sole authentication factor, the operations that can be performed have 

been limited (such as account balance checks or transfers to payees known to the account 

holder). Should this use expand, we will of course reassess the risks. Whilst we need to be 

cautious, we also should not overlook the improvements to security that these features can bring. 

45. In-house resourcing. Both the FCA and PRA have expertise in this field. The FCA has formed a 

dedicated Cyber Specialists Team to provide specialist support to its supervision teams. This 

team is growing and further recruitment has just completed to further bolster the FCA's skills in 

this area. The FCA also has Technology and Resilience specialist teams in place to support 

supervisors. The PRA has in-house expertise within the Supervisory Risk Specialists Directorate. 

This includes IT and Operational Risk Specialists working directly with supervisors and a devoted 

sector exercising team who have run exercises such as the transatlantic Resilient Shield exercise 

in 2015. The BoE also employs broader in-house experts, including the Sector Cyber Team 

within the Information Security Directorate, who run CBEST penetration testing for firms, and 

1 https://www.swift.com/insiqhts/press-releases/swift-introduces-mandatorv-customer-security- 
requirements-and-an-associated-assurance-framework 
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analytical and assessment functions. Supervisors can draw on the expertise that sits in the BoE to 

focus in on specific identified vulnerabilities around technology and cyber. 

46. Section 166. Section 166 (s166) of the Financial Services and Markets Act is a regulatory tool 

which gives us the powers to obtain an independent view of aspects of a firm's activities that, for 

example, cause concern or where further analysis is required. Using s166 to deliver a report 

allows us to rely on the expertise and flexible resource of a skilled person firm. The vast majority 

of issues on which we engage with firms do not necessitate the use of the s166 process. We are, 

however, extending our panel of experts under s166 to include two new lots; this will include an 

ability to review a firm's holistic response to cyber threats as well as to instruct penetration tests to 

test their defences. 

Summary 

47. As you are aware, there are a wide range of dynamic threats to the operations of the finance 

sector. We have put in place a structured programme of work, with positive collaboration between 

regulators and across the sector. However, there is no room for complacency and we remain both 

vigilant to the threat and prepared to test and adjust our approach as the environment evolves. 

48. Please let us know if we can be of further assistance. 

Yours sincerely 

Sam Woods Andrew Bailey 

Deputy Governor and CEO, Prudential Regulation Authority Chief Executive, Financial Conduct Authority 


