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1. I am a retired IT consultant (with more than 20 years' experience of advising 
SMEs on how to use the Internet and web technologies, with especial 
emphasis on complying with the relevant legislation and avoiding expensive 
mistakes.  For most of my professional life I also worked in responsible support
roles in research departments of UK universities and colleges, eg Institute for 
Development Studies (University of Sussex), University of Essex, London 
School of Economics & Political Science (LSE), Institute of Psychiatry.  When 
the first UK data protection act (Data Protection Act 1984) came into force, 
requiring registration by data controllers, I - as the departmental administrative 
secretary for the LSE Department of Social Science & Administration (as it was
called then) - was given the sole responsibility for completing the first data 
registration return for the entire department.

2. This evidence is submitted by me on my own behalf.  I am aware that this 
submission will become a public document as prescribed by the Freedom of 
Information Act 2000.

3. My reasons for submitting evidence to the Public Bill Committee about this Bill 
are

(a) US CLOUD ACT 2018  to draw to the attention of the Committee the 
US CLOUD Act  came into force on 23 March 2018, and parts of it 
appear to over-ride UK and EU data protection laws, when applied to 
personal data held on the servers of American technology companies 
anywhere in the world.  (See attached Client Alert produced by the 
Washington DC office of Linklaters LLP, March 2018, and  "Cross 
Border Data Sharing under the CLOUD Act" produced by the US 
Congressional Research Service, dated 23 April 2018.)

(b) GDPR 2018  to draw to the attention of the Committee that the 
Government may already be in breach of the GDPR 2018 first, second 
and sixth principles of data protection.  

http://www.legislation.gov.uk/ukpga/2018/12/part/4/chapter/2/crosshead
ing/the-data-protection-principles/enacted

(See screen captures, on the next page, of the result of an Internet 
domain name WhoIs look-up, that appear to show that some 
Government Internet domains have been transferred to name servers 
physically located in the US, and perhaps the data bases have been 
transferred, too.  The US states of California and Virginia have the 
death penalty.)



parliament.uk apparently held on Oracle 
servers in California.  Death penalty (lethal 
gas).

scotland.gov.uk apparently held on name 
servers in Virginia. Death 
penalty(electrocution).



(c) to draw to the attention of the Committee that for these reasons the 
Bill, in its current draft, may be defective.

4. I have looked at the transcript of the debate about this Bill in the Grand 
Committee of the House of Lords on 10 September 2018—paying particular 
attention to references to extra-territoriality and the US - and can see nothing to
indicate that any of their Lordships was at the time aware of the impact upon 
data held by the British Government and its agencies (including law 
enforcement) of the US CLOUD Act that was signed into law by the US 
President on 23 March 2018.

5. At this Reading on 20 November 2018 of this Bill in the House of Lords, The 
Minister of State for the Home Office (Baroness Williams of Trafford) said, in 
reply to concerns raised by Baroness Hamwee,

"The powers in the Crime (Overseas Production Orders) Bill will work only if a 
relevant international agreement is in place. "

I am sorry to be the one to break it to the Minister (if I am) but the US CLOUD 
Act—when applied to data held on the servers of American technology 
companies (eg Microsoft, Google, Oracle) anywhere in the world, including in 
the UK—totally over-rides that proviso (see attached two primary sources).  
American companies have to comply with the laws of America.

6. At the conclusion of this Reading on 20 November 2018, Lord Paddick said

"Clearly we are now alerted to the fact that both Houses need to be very 
concerned in scrutinising any treaty that is developed that this Bill relies on."

The USA will be in no hurry now to agree a UK-US CLOUD Act executive 
agreement, I suggest, because the US government long ago—on 23 March 
2018—ensured that it can obtain any electronic data it wishes to have, that is 
held on the servers of American technology companies, just by asking for it.  
Unfortunately, that seems to include British government data (see screen 
captures, above) being transferred out of the UK/EU in real time.

7. I have read the Memorandum dated 26 June 2018 produced by the Home 
Office, "Delegated powers and regulatory reform committee: crime (overseas 
production orders) Bill", and find no indication that the Home Office is aware 
that the US CLOUD Act—intentionally - over-rides domestic laws in any 
country including in the UK where there is no international agreement in place.

8. EU Directive 2016/679 and EU "Police Directive" 2016/680  I have looked at
the transcript of the Second Reading of this Bill in the House of Commons on
3 December 2018.  This lack of awareness of what the US has done (having, 
apparently, run out of patience with the negotiations that have been going on 
since 2015) in this debate is especially distressing to read.   Months ago, the 



US government ensured—by the passing of the US CLOUD Act 2018 - that it 
can obtain any data it wants from servers of American technology companies 
anywhere in the world, without a court order.  But, at the end of the debate two 
weeks ago, on 3 December 2018, the Minister for Security and Economic 
Crime assured fellow MPs,

"As the Bill goes into Committee we will now be looking carefully at the issue of
data access being proportionate and necessary, the issue of confidentiality and
journalists’ sources, and the vital issue of death penalty assurances. ...I make 
the point to Members that this Bill is an enabling Bill. It is, in effect, a plug for 
international agreement that we will then go and negotiate around the world, 
depending on where risk comes from and need. "

9. As anyone can ascertain for themselves – all the information I have included in
this submission is in the public domain - and I do not know why anyone 
involved in producing this Bill failed to do so, the US CLOUD Act has pre-
empted this Bill.  Indeed, some American commentators are referring to this 
Bill as the UK-US executive agreement on extraterritoriality.

Statement of truth: I believe that the facts stated by me in this Submission are true.

Rachel Mawhood
17 December 2018
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