Bill Committee Evidence

Data Protection Bill: Collective Redress
Which? is the largest consumer organisation in the UK with more than 1.7 million
members and supporters. We operate as an independent, a-political, social enterprise
working for all consumers and funded solely by our commercial ventures. We receive
no government money, public donations, or other fundraising income. Which?’s
mission is to make individuals as powerful as the organisations they have to deal with
in their daily lives, by empowering them to make informed decisions and by
campaigning to make people’s lives fairer, simpler and safer.
Summary
1. Which? welcomes this opportunity to submit evidence to the Committee for the Data Protection
Bill and supports the aims of the Government in bringing forward this Bill to ensure that the UK
remains compliant with EU law by implementing the EU General Data Protection Regulation
(GDPR). In particular, it will give more powers to the regulator, the Information
Commissioner’s Office, to take action against companies who are in breach of the legislation
and give more protections to consumers.
2. However, the Bill lacks important measures that would better enable consumers to access
redress in cases where they have been a victim of a data breach and the response by the
company involved has not been adequate. These measures are provided for under the
derogable Article 80(2) of the GDPR, but the Government has argued that they are not needed
as Clause 183 provides for individuals to appoint an organisation who meets the set criteria to
represent them. Whilst this is welcome, Which? believes that this measure on its own is not
enough.
3. Although consumers who have been a victim of a data breach currently have the right to
redress, the mechanisms to access it are inadequate and many are reluctant to pursue a case
through the courts, particularly as it can be difficult for individuals prove that any losses they
have suffered were directly caused by the company’s failings.
4. Collective redress is particularly appropriate in the context of data breaches, given the many
thousands of consumers who may be affected by a single breach but whom individually may
have suffered relatively small harm, or who could not be expected to know their data had been
subject to a breach and therefore would be unable to seek redress themselves.
5. Which? urges the Committee to consider and support amendment 154 which would enable
independent organisations acting in the public interest to take collective action on behalf of all
victims of a data breach if they have not been offered appropriate redress.
Introduction
6. Which? research found that almost one in 10 (8%) people who have shared their details online
believe they have been subject to a data breach in the last year, with three quarters (73%)
concerned that the information they have shared could be at risk of a leak.
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7. Although consumers who have been a victim of a data breach currently have the right to
redress, existing mechanisms to access it are inadequate, forcing individuals to go through the
courts if the offer made by the company is poor. Many people are reluctant to become
embroiled in a potentially lengthy and costly legal process, which may not be proportionate to
the loss or the appropriate remedy, and it is often difficult for victims to obtain the evidence
they need to demonstrate that the company’s systems and processes were not sufficient.
8. Equally, it can be difficult for individual consumers to prove that any losses they have suffered
were directly caused by the company’s failings. The burden rests on the consumer to evidence
these points – a challenging and sometimes impossible task.
9. Contained in the GDPR is the provision under Article 80(2) to allow for independent
organisations acting in the public interest to bring collective redress actions on behalf of
consumers for breaches of data protection rules. However, this mechanism has not been
included in the Bill.
10. The Information Commissioner’s Office has stated its support for the introduction of a
collective redress mechanism, as set out in Article 80(2). The ICO highlights that there are
circumstances where data subjects may not necessarily be aware of what data about them is
held by organisations, and more importantly what is being done with it. In such instances data
subjects could not be expected to know whether and how they could exercise their rights
under data protection law.

The need for collective redress
11. Introducing Article 80(2) of the GDPR into UK legislation would enable an independent
organisation to seek on behalf of all affected consumers, without those consumers each having
to bring – or appoint a representative body to bring - an individual case against the company
involved. It also has significant advantages in respect of costs and court time, and provides
finality of liability for businesses since all claims are dealt with at once. A properly implemented
redress system would ensure that where infringements have occurred, consumers who have
been affected receive redress effectively – which need not be financial in every case – being
obtained promptly by most consumers.
12. It would also prevent future infringements by creating a deterrent effect, and a significant
incentive for businesses to improve their processes, systems and customer service in order to
comply with important data protection measures. Companies that behave appropriately and
meet their obligations, including by treating their customers fairly when things go wrong, have
absolutely nothing to fear and much to gain from an effective redress regime.
13. Despite the Government indicating1 that the Bill would make it easier for “actions to be brought
on behalf of similarly affected individuals by a representative entity (e.g. ombudsman,
consumers or civil society bodies)” the Bill does not currently contain sufficient provisions to
enable collective redress for victims of data breaches.
14. Clause 183 of the Bill allows an individual consumer to effectively ‘opt-in’ to a claim, giving
them the right to authorise a body or organisation to exercise its data subject’s rights. This
implements Article 80(1) of the GDPR. However, this does not go far enough on its own. It
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presupposes that affected consumers are aware their data has been breached, that they know
their right to appoint a representative body and that they see the value in expending time on
such an appointment in circumstances where the loss may be small.
15. Collective redress is particularly appropriate in the context of data breaches, given the many
thousands of consumers who may be affected by a single breach but whom individually may
have suffered relatively small harm, or who could not be expected to know their data had been
subject to a breach and therefore would be unable to seek redress themselves.
16. Which? also has experience of where the ‘opt-in’ type model proposed in Article 80(1) has
posed challenges when seeking redress for consumers. Through the Competition Act 1998, the
UK introduced representative collective actions in the competition law sphere, on an opt-in
basis. Which? was the only designated representative who could bring actions on behalf of
consumers. Using its designation, Which? brought a collective action against JJB Sports for
their role in fixing the price of replica football shirts. The opt-in model presented significant
administrative and evidential difficulties.

The impact on business and safeguards to prevent inappropriate use
17. Which? recognises that careful thought must be given to the way any new collective redress
mechanism is structured. Which? envisages a proportionate and effective system of collective
redress that incorporates appropriate safeguards to ensure the system works in the interests of
consumers, companies and the courts alike. Indeed, any collective actions regime would exist
within the UK’s wider civil justice system. This means that existing safeguards within our
procedural framework can be retained, and new ones can be introduced, to ensure any
collective redress mechanism is proportionate and effective.
18. Existing safeguards within our procedural framework include the facts that, in contrast to the
situation in the US where compensation is determined by juries who can award punitive
damages, in the UK the amount of compensation would be determined by a court or specialist
tribunal and there is no provision for punitive damages (as opposed to compensatory
damages) in UK consumer law. In addition, while each party pays their own costs in the US
regime, the loser pays the other side’s costs in the UK. In practice, this is a powerful deterrent
to unmeritorious cases.
19. The regime under the Consumer Rights Act 2015 provides one example of how new procedural
safeguards may be introduced to ensure only meritorious cases proceed in the UK. In contrast
to the US, contingency fees for lawyers are banned under the Act. In addition, the Act
prescribes a process for the specialist Competition Appeal Tribunal to “certify” actions at the
outset, which prevents unmeritorious cases from being taken forward.
20. However, this only applies to infringements of competition law, and few cases have been
brought since its introduction. Indeed, the first two opt-out collective actions for breaches of
competition law considered by the Competition Appeal Tribunal for certification, and neither
claim was allowed to proceed.
21. In other areas, including data protection, few options exist for pooling claims together, and
those that do exist are only available in very narrow (and thus rare) factual circumstances,

often not applicable to consumer claims.2 The consequence is that there are many instances
where large groups of consumers who have suffered the same kind of harm cannot get
effective redress. Data breach cases are arguably a better fit for this type of redress than cases
brought under the CRA.
22. It has been argued that the introduction of collective redress for victims of data breaches
should be delayed until further competition law cases have been tested. However, waiting for
more competition law cases to be brought before the courts will simply mean that victims of
data breaches will continue to be left without an appropriate mechanism to access redress
where companies fail to provide it.
23. The Government has tabled amendments to the Bill that give order making powers to
introduce 80(2) if the case for its need is proven following a two year review of the
effectiveness of 80(1). However, in developing the redress regime for breaches of competition
law, the Government has already taken action in light of the challenges to an opt-in model.
24. In most case where collective redress would be needed, there is likely to be relatively small
levels of harm to each individual consumer. In these cases the appropriate redress may be
similar to the steps we have seen taken by Equifax following their recent data breach - to offer
identity or credit monitoring - or it may even be as simple as giving consumers the right to
leave their contact penalty free. Introducing Article 80(2) would not stop responsible
companies from taking timely actions to put things right following a data breach.
25. The GDPR is also specific about the type of organisations able to take cases on behalf of
consumers through both Article 80(1) and Article 80(2). Organisations wishing to represent
consumers must meet the criteria as set out by Clause 183 (3) and (4) of the Data Protection
Bill. Only not for profit organisations who are acting in the public interest, and who actively
work in the area of the protection of data subjects’ rights, would qualify to take a case under
and the case itself would have to have prima facie merit, namely where a data breach has
occurred and the company responsible for protecting consumer’s data has not offered
appropriate redress. Any organisation wishing to take action would therefore have to
demonstrate that not only did it meet the criteria to act of consumers behalf but that they had
an appropriate case.

Conclusion
26. Whilst the measures set out in the Bill under Clause 183 are welcome, Which? believes that
this does not go far enough on its own. A collective redress mechanism, as set out under
Article 80(2) of the GDPR, is required to ensure that all victims of a data breach are easily able
to access appropriate redress in cases where the company at fault fails to provide it.
27. We urge the Committee to support amendment 154 which would enable independent
organisations acting in the public interest to take collective action on behalf of all victims of a
data breach.
For more information, contact Vanessa Furey on 020 7770 7325 or vanessa.furey@which.co.uk
Which?, 2 Marylebone Road, London NW1 4DF
March 2018
2

Options include seeking a Group Litigation Order or bringing a representative action under Rule 19.6 of the Civil Procedure Rules.
Neither of these options have proved effective for the vast majority of consumer claims.

Appendix – amendment 154
Clause 183, page 106, line 24, at end insert—
“(4A) In accordance with Article 80(2) of the GDPR, a person who satisfies the conditions in
Article 80(1) and who considers that the rights of a data subject under the GDPR have
been infringed as a result of data processing, may bring proceedings, on behalf of the data
subject and independently of the data subject’s mandate—
(a) pursuant to Article 77 (right to lodge a complaint with a supervisory authority),
(b) to exercise the rights referred to in Article 78 (right to an effective judicial
remedy against a supervisory authority),
(c) to exercise the rights referred to in Article 79 (right to an effective judicial
remedy against a controller or processor).
(4B) An individual who considers that rights under the GDPR, this Act or any other
enactment relating to data protection have been infringed in respect of a class of
individuals of which he or she forms part may bring proceedings in respect of the
infringement as a representative of the class (independently of the mandate of other
members of the class), and—
(a) for the purposes of this subsection “proceedings” includes proceedings for
damages, and any damages recovered are to be distributed or otherwise applied as
directed by the court,
(b) in the case of a class consisting of or including children under the age of 18, an
individual may bring proceedings as a representative of the class whether or not the
individual’s own rights have been infringed,
(c) the court in which proceedings are brought may direct that the individual may
not act as a representative, or may act as a representative only to a specified
extent, for a specified purpose or subject to specified conditions,
(d) a direction under paragraph (c) may (subject to any provision of rules of court
relating to proceedings under this subsection) be made on the application of a party
or a member of the class, or of the court’s own motion, and
(e) subject to any direction of the court, a judgment or order given in proceedings
in which a party is acting as a representative under this subsection is binding on all
individuals represented in the proceedings, but may only be enforced by or against
a person who is not a party to the proceedings with the permission of the court.
(4C) Subsections (4A) and (4B)—
(a) apply in respect of infringements occurring (or alleged to have occurred)
whether before or after the commencement of this section,
(b) apply to proceedings begun before the commencement of this section as if
references in subsections (4A) and (4B) to bringing proceedings included a
reference to continuing proceedings, and
(c) are without prejudice to the generality of any other enactment or rule of law
which permits the bringing of representative proceedings.”

