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Dear Sirs, 

Reference: Telecommunications (Security) Bill 

1. Simwood is an alternative carrier offering managed services, voice, data, and mobile 

exclusively to a channel of other Public Electronic Communication Networks and Services 

in the UK. 

2. In its response to the Office of Communications’ (“Ofcom’s”) on-going market review of the 

Wholesale Call Termination (“WCT”) Market1, Simwood raised concerns regarding the 

regulator’s proposed policies being a moral hazard for operators concerning prioritising 

cost savings over security.  

2.1. Simwood has never countenanced Huawei as a supplier. We note that suspicions 

around its provenance have been aired by Government agencies for many years2. We 

cited the presence of Huawei in several networks as evidence for the risk of the 

“seduction of price” over doing the right thing.  

 

1 https://www.ofcom.org.uk/__data/assets/pdf_file/0024/208590/simwood.pdf (“Call Termination 
Review”) 
2 For example, the Huawei Cyber Security Evaluation Centre was formed in 2010 
(https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/923
309/Huawei_Cyber_Security_Evaluation_Centre__HCSEC__Oversight_Board-_annual_report_2020.pdf) 
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2.2. Ofcom’s proposed remedies in the WCT market have the potential to incentivise the 

conveyance of up to 200 billion minutes a year3  over the public internet, unencrypted, 

and potentially open to mass interception by a malicious actor, including a foreign 

State.  

2.3. Therefore, it is clear to Simwood that the Government needs to intervene to ensure a 

useful backstop to prevent such moral hazards producing a risk to our national 

security.   

3. We note that the Government intends for smaller operators (referred to as “Tier 3” in the 

documents published by the Government4) to have a lighter touch regime concerning the 

proposed Code of Practice.  

4. With respect, this is an ill-considered approach. In telecommunications in the UK, network 

scale does not necessarily equate risk.  

4.1. By way of example, Sky is a significant operator but is almost uniquely serving 

residential customers. Whereas the entities serving businesses, or Government, may 

indeed be BT or Vodafone, but also a myriad of others  

4.2. For example, there are 93 suppliers on the Crown Procurement Service’s Network 

Services procurement framework5. A cursory review suggests many could be Tier 3. In 

other words, Government policy appears to be that suppliers to the UK Government 

need not have the most robust measures to defend against their networks.  

4.3. To that end, we would recommend that the Committee investigate whether the 

proposed Tiers effectively deliver all of the Government’s objectives with this Bill.  

 

3 The Call Termination Review. 
4 Factsheet 2: New Telecoms Security Framework 
5 https://www.crowncommercial.gov.uk/agreements/RM3808 
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5. While, overall, the Bill's intent is welcome, we note there is little, or no, oversight. The Bill 

is written to provide the Secretary of State unprecedented power to act unilaterally and 

interfere with the technical decisions of major telecommunications companies – for 

example;  

5.1. The burden of audit in the Bill, especially if the “Big 4” are appointed by Ofcom, can 

add high costs to operators. In our highly competitive industry, we consider this will 

lead to consumer inflation or the sacrifice of innovation.  

5.2. A Code of Practice which does not keep pace with the rapid innovation characteristic of 

technology industries such as ours may stifle innovation, risking leaving the UK behind 

its international peers or denying UK consumers cost-saving benefits.  

6. With many of the Bill's mechanics left to a Code of Practice and secondary legislation, we 

do not believe that Parliament can truly scrutinise the cost-benefit of this Bill as it stands. 

The passing of this Bill as written, would effectively hand the Executive “carte-blanche” to 

act with minimal accountability to Parliament.  

7. We note and understand the issues around “national security”, but we also note that in the 

context of the Investigatory Powers Act (2016) (“IPA”) the Government implemented a 

Technical Advisory Board and a Judicial Commissioner to provide oversight. These bodies 

already exist and are, in our opinion, already able to provide scrutiny for each of the 

Secretary of State’s proposed powers. Where appropriate, this would include those of 

Ofcom, such as the “guilty until proven innocent” provision at Section 105U or ensuring 

their proposed audits are proportionate.  

8. We would suggest that the additional burden on the public finances would be minimal in 

extending these bodies' scope to include security. Given that they are already required to 

be involved in decisions regarding the IPA, we also do not consider it a risk to national 

security for them to be consulted on decisions under this Bill either.  
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9. We trust that this submission is useful to the Committee. My team and I are at your 

disposal to discuss matters further, if required. 

Yours faithfully, 

 

Simon Woodhead FCSI 

CEO   

 


