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WEDNESDAY 3 NOVEMBER 2004 

________________ 

Present 

bury, L 
s of Richmond, B (Chairman) 

 

________________ 

Memorandum submitted by the 

Directorate-General for Justice and Home Affairs, European Commission 

aull, Director-General, and Mr Joaquim Nunes de Almeida, 

Head of Unit, Fight Against Terrorism, Directorate-General Justice and Home Affairs, 

Q86 Chairman:  you.  We are 

u very much 

is Mitsilegas, 

 adviser; Lord 

Avebury; and the Earl of Listowel.  We are waiting for Lord Ullswater, who we hope will join 

us fairly shortly. If I could start with the questioning and ask, first of all, about the problems 

of exchanging data at national level and what you understand to be “equivalent access”.  What 

is meant by that? 

Mr Faull:  Equivalent access essentially means that a Member State’s law enforcement 

authority should have access to information in another Member State where that other 

Ave
Harri
Listowel, E 
Ullswater, V
Wright of Richmond, L 

Examination of Witnesses 

 

Witnesses: Mr Jonathan F

European Commission, examined. 

  Thank you very much indeed for inviting us to come to talk to

very interested in what you have sent us already and I would like to thank yo

indeed for that.  Could I introduce my team: on my left are Lord Wright; Valsam

our legal assistant; then Tony Rawsthorne, our clerk; John Abbott, our specialist
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Member State’s law enforcement authority would have access to it with all the safeguards 

already there in the Member State in which the information is held being complied with.  

 report comes 

tential impact 

n fundamental legal and constitutional 

principles in Member States.  Do you have any examples of that? 

Mr Faull:  At the moment national law enforcement authorities have a right of access to 

information within their territory in accordance with the law and under the supervision of the 

n in another 

 which do not 

 to all of our 

constitutional traditions, particularly the protection of fundamental rights, such as the right to 

privacy.  I intended to highlight in my written evidence that in our initiative to establish a 

right of equivalent access to information across Member States, it must be made clear that 

ommission has announced that it will table 

 of the exchange of personal data under what we call the Third 

s of Member 

Mr Nunes de Almeida:  Yes, it is. 

Mr Faull:  Okay.  At this stage we are compiling information about the protections and 

e meetings of 

experts to consider this: law enforcement experts on 9/10 November; the Civil Liberties 

Committee of the European Parliament and non-governmental organisations active in the 

fundamental rights’ area will meet on 23 November; and we will meet the national data 

protection authorities the supervisory bodies on 14 December.  (Lord Ullswater entered the 

Q87  Chairman:  Thank you. For the record, as you will understand, when our

out it is important that we have your understanding of that.  You refer to the po

of the application of the principle of equivalent access o

supervisory body set up in that country.  When seeking access to informatio

Member State, we have to make sure that the information is to be used in ways

violate, do not infringe, the fundamental principles of law which are common

those fundamental rights are respected.  The C

legislation on the protection

Pillar of the European Union, and we look forward to a meeting with expert

States on this on 22 November – if that meeting is still on. 

safeguards which are already in place in the Member States.  There will be thre
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room)  We will also launch a study on the conditions and provisions on the monitoring of 

respect for fundamental rights.  That study will be launched before the end of this year.  Our 

er the various 

 national and 

to find ways of making sure that this right of equivalent access does 

not infringe them in any way. 

Q88  Lord Avebury:  As a result of these studies that  you mention, will the legislation that 

is finally tabled be a superset of all the conditions which are imposed on access to information 

y not.  I think 

he European 

Convention on Human Rights there are rather similar protections already in place for this sort 

of information.  The very purpose of this principle of equivalent access is that we take each 

Member State’s system as it is and, where in a national system access would be granted, it 

oes not mean 

f protection, 

 Member 

governmental 

Justice and Home Affairs pillar of the Union.  In the First Pillar, the more traditional 

European Community pillar, we already have a data protection system under a Council 

Directive, which has established a set of common rules, and there are supervisors in each 

Member State, data protection authorities, which are responsible for enforcing and giving 

opinions, and they come together in a committee at European level and provide us with advice 

and opinions as well. 

reference to fundamental legal and constitutional principles was intended to cov

measures for the protection of fundamental rights in the Member States, both

European, and we need 

in every Member State? 

Mr Faull:  It is too early to tell precisely what will be needed.  I think probabl

we will find that in the Member States already under the umbrella of t

then should be granted to the others; where it would not, it should not.  That d

that it may not be necessary to have some minimum level of agreed standard o

but we will not know that until we have a clearer idea of precisely what in the 25

States is already happening.  I talked about the Third Pillar, which is the inter
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Q89  Chairman:  We were told by one of our witnesses that there was concern about the 

threat to sources.  Some preferred bilateral exchanges in terrorism.  What is your view? 

n of methods 

on becoming 

lar method of 

, obviously of 

great importance to the intelligence communities, are either already present in the 25 Member 

States’ national systems, or, if not, this could be an example of where we would have to 

ly a necessity. 

Mr Faull:  It is likely to be, because I do not think that across all 25 Member States there are 

the same traditions of, shall I call it, “fact-finding” in this particular area. 

Q91  Chairman:  Which country’s legal system will regulate the use of data accessed by the 

ce officer? 

 stock-taking 

 that Mr Faull 

 great deal of 

riate solution 

is.  It is obviously something we will have to discuss with Member States and others. 

Q92  Chairman:  Thank you very much.  That is extremely helpful.  Could I move on then to 

state sovereignty and equivalent access.  In the area of police and criminal law, would not 

Mr Faull:  Obviously information which is provided by sources or in applicatio

which Member States wish to keep secret, should not, through informati

available to others, inadvertently or indirectly reveal a secret source or a particu

discovery.  We would have to make sure that safeguards for that particular issue

introduce some common European definition and provision. 

Q90  Chairman:  And you think that would be almost certain

foreign poli

Mr Nunes de Almeida:  That is something we are trying to find out in the

exercise.  It is something we are to find out yet in the meeting with the experts

has spoken to. 

Mr Faull:  It is obviously a very crucial issue and one which will require a

attention.  It is too early for us to tell at this stage what the best or most approp
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equivalent access threaten state sovereignty, especially if it extended to any information held 

by the police?  Should that be limited to information related to terrorism? 

s initiative to 

ignty point, it 

nomously the 

ble to others, 

whether that be under existing national law or under national law which is altered as a result 

of EU legislation.  That seems to me to be the proper exercise of sovereignty: “I, the 

ade available 

t of that rule 

 made available to an authority within the territory then an equivalent authority in 

other Member States should have access on the same conditions and in compliance with the 

Q93  Chairman:  Is that the same as the “pooling” of it – bringing all together? 

tates feed all 

lear it out to 

envisaging is 

ed purposes – 

and that is the second question to which I will come – should have access to information 

where the national law enforcement authority would have access to that information.  Now: 

 it would be 

difficult practically and in organisational terms to limit information to terrorism alone.  In the 

first place, it is difficult to determine exactly what information is necessary in order to prevent 

or combat terrorism.  The information may be trivial at first sight; it may be very complex and 

sophisticated at first sight.  A car theft may have a link to terrorism and it may not. 

Mr Faull:  There are two questions there really: whether we should limit thi

terrorism alone and the question of sovereignty.  Perhaps, to start on the sovere

seems to us that sovereignty is respected where each State determines auto

conditions under which information held within its territory may be made availa

sovereign, decide under what conditions information in my territory should be m

to others.”  Our fundamental idea is to say that, where information in respec

would be

same rules. 

Mr Faull:  No, it is not the same.  It is not the same as saying all 25 Member S

the information you have into one computer in Brussels and then we will c

everybody else.  That is not the system we are envisaging.  The system we are 

one where law enforcement authorities in other Member States for certain defin

terrorism alone or terrorism plus other types of serious crime?  It seems to us
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paedophiles, drug traffickers: first of all, you can wonder whether they deserve to be treated 

somehow more leniently or differently from terrorists, but, in any event, our experience is 

that, more and more, organised crime in other fields and terrorism are linked. 

the past when 

ve dealt with this.  Is the “principle of the availability of data” the same as equivalent 

access? 

Mr Faull:  This is the Dutch notion – and I rather hope it is the same as the right of 

equivalent access.  This is the term which they are hoping to introduce into the new multi-

he European 

or them more 

ion, the law 

enforcement authorities of one of the Member States that need the information should be able 

to obtain it.  Our notion of equivalent access, it seems to me, is slightly more operational than 

that.  It gives operational effect to that notion by adding the notion of equivalence, which 

n each case; 

uards, which 

h better – and 

– to take the 

national situations as they are and use them as the basis for the legislative measure to say that, 

once something is allowed in a country, it should in principle be allowed everywhere.  It is, 

f a product is 

legally marketed in one country, nothing should be put in the way of its being marketed in 

other countries.  The Home Licensing Principle for banking is another example.  If a bank is 

licensed to operate in one Member State, it should be able to operate in all of them, because 

you trust the regulatory systems of each of the Member States, and if you have reason not to 

Q94  Chairman:  Certainly that would be the evidence that we have found in 

we ha

annual programme to be known as the Hague Programme which we hope t

Council will adopt on Friday.  The Dutch believe – and this is really a question f

than for me – that where relevant information is available within the Un

means that the national rules on access would have to be complied with i

otherwise, it seems to me,  you would need a set of  European rules on safeg

would take a very long time to agree to negotiate and to give effect to.  It is muc

this is, after all, how the European Union has developed in so many fields 

after all, at the heart of the free movement of goods in the European Union: i
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trust that all of them are of acceptable quality then you may need some minimal degree of 

harmonisation.  We are essentially doing the same thing here.  We are saying: “Member 

ccept them as 

ve a common 

national rules 

ss to information, 

e basis.” 

Q95 Chairman:  Do you think that every other Member State has that understanding of what 

means?  It is a language thing, is it not? 

Mr Faull:  It is.  Well, language things are pretty important in the European Union: we have 

20 languages. 

Q96  Chairman:  Is anything being done to ensure that you all understand  ---- 

Mr Faull:  Yes.  Absolutely.  This was all being discussed in various meetings.  The Dutch 

irs Council; it 

bassadors in 

 think, is the 

 is, as I said, slightly less operational and precise than our notion of 

aves open, of 

 a matter for 

Q97  Chairman:  Thank you.  We have talked about the Hague Programme, could we move 

on to the Swedish proposal for simplifying the exchange of information and intelligence 

between law enforcement authorities.  How does that relate to the Commission’s proposals? 

States have rules on access by law enforcement authorities to data.  We will a

they are.  If some of them, on analysis, turn out to be inadequate, we can ha

minimum, but the basis should be that the national rules apply, and, where the 

would authorise the law enforcement authority in that country to have acce

the law enforcement authorities of other countries should have access on the sam

 

the phrase 

draft programme has been through two meetings of the Justice and Home Affa

was yesterday in the General Affairs and External Relations Council; the am

Coreper have been over it with a fine-tooth comb – and what I have said, I

general understanding.  It

equivalent access, but our notion is one which is up for debate.  Availability le

course, the conditions under which availability should be granted, and that is

further debate and discussion.   
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Mr Faull:  Our understanding is that the Swedish initiative is designed to improve sharing of 

information in the short term.  Our proposal, on the establishment of a right of equivalent 

as the multi-

er sharing of 

 future.  The 

r information 

between law enforcement authorities; to impose an obligation to respond to those requests; to 

set a deadline for certain types of information of 12 hours; and not to apply to requests with 

 which is the 

idering at the 

ives a written 

at yet but we 

are considering the idea that it might be more expedient to bring about the improvements the 

Swedish initiative is designed to achieve by amending rules under the Schengen system; to be 

ceeds on the 

we have not yet produced our own opinion on it and work in the 

ouncil is only just beginning. 

Lord Wright of Richmond:  Mr Faull, before we move to interoperability – and I am not 

sure that I can pronounce that word. 

istinction between the ways in which 

different members of the European Union provide intelligence?  Are some members 

providing raw intelligence, others only analysis and assessments?  Is there much difference 

between them? 

Mr Faull:  I am not sure I quite understand: providing to whom? 

access, is seen by delegations in the relevant Council working group (known 

disciplinary group) as a longer-term project which will provide for a wid

information between law enforcement authorities of the Member States in the

Swedish initiative has four main ideas: to allow direct requests and answers fo

conditions more stringent than those that would apply to a national request –

beginning, I think, of the same idea as the one we are pursuing.  We are cons

moment how to respond to the Swedish initiative – the Commission always g

opinion on national initiatives of this sort.  We have not finalised our work on th

more precise, articles 39 and 46.  We will have to wait and see how work pro

Swedish initiative.  As I said, 

Member States and the C

Chairman:  That was perfect! 

Q98  Lord Wright of Richmond:  Is there much d
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Q99  Lord Wright of Richmond:  To you and your colleagues. 

Mr Faull:  No, there is not a great deal of difference.  The provision of raw intelligence 

use of all the 

 rightly very 

re processed 

that Member 

States picking up a piece of information, which to them might be meaningless or apparently 

trivial, will provide it to others because it might be a piece in a jigsaw to them, working on 

ts the need to 

e EU databases.  Could you tell us a little more about what is 

meant by that.  What are the main problems in data sharing at the moment which this 

enhancement is designed to cope with? 

information between themselves and then to process that information further in accordance 

with their own systems.  It requires common technical standards obviously: the computers 

s.  Why do 

we need it?  We think there is a practical operational need.  Very simply, a stolen firearm, for 

example, might be recorded in two different data systems under different definitions, and then 

somebody using system A, asking the question of somebody using system B, would not get 

the correct answer.  It is, initially, a technical problem.  It is to make sure that computer 

information is extremely limited.  That would be very much the exception, beca

dangers of revealing sources and methods about which Member States are

sensitive.  There is a great deal – and a growing amount – of discussion of mo

intelligence and what people think it means, but occasionally you will find 

some other type of analysis. 

Q100  Lord Wright of Richmond:  Your very helpful written evidence reflec

enhance the interoperability of th

Mr Faull:  Interoperability …  I hope it is an English word, by the way, we probably invented 

it from the French or Italian or Portuguese or something. 

Q101  Lord Wright of Richmond:  I am sure it is, but it is a rather long one. 

Mr Faull:  A terribly long one!  It means the ability of two or more systems to exchange 

have to talk to each other, which requires common definitions of data and structure

10 



databases can speak to each other, can interrogate each other, and that people familiar with 

one system can find, use and process further information held in a second system. 

irearm, in the 

is that not a 

methods for 

recording stolen firearms, for example, and those are universal in the States concerned, then 

there will be no danger that one database will have a different description of that firearm from 

another, and the person accessing that information on the two different databases would get 

ly transferred 

olice force in 

country A wants to find out whether a suspect is licensed to hold a firearm, within the national 

system that is, I imagine, in real time a very simple thing to do.  If you then want to find out, 

“Ah, but has this person been licensed to hold a firearm in other Member States?” and 

y, “Check all 

e a successful operation, both systems need to 

share a definition of what is a firearm and what is not.  It is purely technical – plus, of course, 

the two computer systems being able to link into each other rather than having to make a 

Q103 Lord Wright of Richmond: s or actually 

going for completely new contracts?  We have noticed that some contract under the Schengen 

Information System was signed last week.  Is this a way of achieving interoperability? 

Mr Faull:  If you are designing a system from scratch, as we are with the second generation 

of the Schengen and Visa Information Systems, it makes sense, as we have done, to provide 

Q102  Lord Avebury:  Could I interrupt you there.  On  your example of the f

two separate systems a person accessing data which may not be identical, 

question of standards rather than interoperability?  Because, if you have 

the same result.  It is not a question of whether or not the information is readi

between one database and another, is it? 

Mr Faull:  No, it means that if ... I am trying to think of an example.  If a p

through your own computer system you just want to press another button and sa

the others” or “another”, in order for that to b

phone call to get someone else at the other end to do it. 

  Does that mean adjusting existing system

11 



the capability within the system.  But there are already vast databases which were designed 

quite separately from each other where questions of interoperability have to be addressed 

now, and where the questions of definition arises. 

happens if it is outside the EU?  What sort of global problems are 

Mr Faull:  Interpol, of course, has international range and we should use it to the full.  We 

have established – and of course national police forces as well – very good relations with 

Interpol, and Europol has its own good relations with Interpol.  At the moment we are not 

– opening up 

ough to make 

his is already 

quite an ambitious task.  One area where we have taken the initiative with Interpol, in 

agreement with the Americans, is to provide information on stolen and lost passports, where 

we now, with the Americans – and increasingly, I hope, many others in the world – provide 

ith information about passports which are stolen or lost, either already issued ones, 

or, even worse, blank ones, so that immigration authorities and police forces can check very 

quickly on an Interpol database whether a passport presented was really issued to the person 

presenting it. 

Q105  Chairman:  The firearms example you gave us seems to be about Member States 

Mr Faull:  Yes, that is right.  We do not have a European firearms database. I am not 

suggesting we should have one.  Wherever possible, in principle, we do not want to have 

databases of our own; we just want to get national databases operating together – just as, on 

the law enforcement issues we were discussing earlier, we want to find a way for the law 

Q104  Chairman:  What 

there?  Where does Interpol sit? 

considering – apart from one specific area which I will come to in a minute 

systems to the rest of the world or vice-versa on a reciprocal basis.  It is hard en

progress among our 25 countries in this area without being over-ambitious.  T

Interpol w

rather than EU databases like SIS. 

12 



enforcement authorities in one country to have access to information in another where their 

counterparts in that country would do so.  The last thing we need is a centralised system here, 

s, though, we 

the Schengen 

rodac system 

e question – is the 

ble with each other. 

Q106 Chairman:  Would interoperability apply to Member States’ databases 

 its own 

 other.  So 

interoperability is a purely technical concept, and then comes the political question: if you 

actually wish to talk to each other or not.  But interoperability simply means that you design 

the 25 different databases nationally in a way that allows, if the political will is there, for them 

swered all the questions I wanted 

to ask, except for one that is here on the hymn sheet; that is, is there a case for changing the 

structure of the Schengen Information System to address terrorism?   Is that contract, to which 

Mr Faull:  No, not really.  We believe that the SIS as it is today is already a useful instrument 

in the fight against terrorism.  It allows alerts on wanted persons for arrest to be introduced to 

the system and also allows for the alert system to cover persons who should be the subject of 

discreet surveillance or should be subjected to specific checks or persons who should be 

with the Commission or somebody else acting as a clearing house.  In some area

do have community-wide or at least Schengen-wide database systems.  We have 

Information System, we have the Visa Information System, and we have the Eu

for asylum seekers.  Another question – an extremely important and sensitiv

extent to which those EU-run databases should be made interopera

 

Mr Faull:  Yes.  If agreed, it could certainly do so. 

Mr Nunes de Almeida:  The danger being that each database is created according to

specific technical standards and then they are unable to speak to each

to talk to each other. 

Chairman:  I am straying into Lord Wright’s further questioning. 

Q107  Lord Wright of Richmond:  No, you have really an

I have already referred, of last week an attempt to change the structure? 

13 



refused entry because they have committed or are believed to intend to commit serious 

criminal offences.  So we think that the SIS already, as it stands today, without any need for 

tion and then 

ation, which, 

g, would not 

rmation to be 

provided to those who need it on whether persons should be allowed access to the Schengen 

 problem, but 

e got to have 

  Can they be 

developed at the same time?  Or are there some sort of impediments which stop 

interoperability because you have not agreed on the sort of trust that is required for equivalent 

access amongst the 25 members? 

 is to say that 

 not and what 

 debate and, 

ed with other 

authorities, for what purpose, for how long and so on.  Already, within Member States, within 

each country, there are, for perfectly good reasons, restrictions on the use to which 

information collected for a specific purpose can be put.  People are rightly sensitive about that 

and they are rightly sensitive about sharing that information beyond the national borders with 

the rest of the European Union.  That requires political decision on a case-by-case basis.  The 

interoperability just makes it possible, if the political decision is taken to create a right of 

restructuring, can play and, indeed, does play an important role in the collec

dissemination of information for counter-terrorism purposes.  The second gener

as I said, is designed to include interoperability features from the beginnin

change its fundamental purpose, which is that it enables, within seconds, info

territory and thereafter free movement within the Schengen territory, or not. 

Q108  Viscount Ullswater:  You describe interoperability as being a technical

in order for that information to be sought by the various Member States they hav

agreed, have they not, on equivalent access?  Does one come before the other?

Mr Faull:  Absolutely.  The key to interoperability is the “ability”  bit of it; that

it creates a possibility, a function.  The political decision is whether to use it or

conditions should be set on its use.  That is very much a matter of political

ultimately, for political decision: Which types of information should be shar

14 



equivalent access in the specific case, to do it in the most sensible and convenient way 

possible. 

d we move on now to areas of data protection and I 

would ask Lord Avebury to ask questions on that. 

hich have to 

happen before the legislation is introduced.  Is it possible that you could let us have a bar 

chart showing us the time scales of these various developments leading up to the tabling of 

the Commission’s legislation? 

leasure.  We will certainly try to do that.  There will be a certain amount of 

uncertainty about precise timetabling because some of it is out of our control, but we will 

provide you with that. 

Q110  Lord Avebury:  Thank you.  Could we talk about the coordination of the various EU 

joint supervisory bodies.  First of all, does the Commission envisage a greater role for the 

lar matters in 

 because a lot 

with the data 

protection bodies concerned, with the data protection supervisory bodies.  We are starting 

rvisory bodies 

hem to work 

together. 

Q111  Lord Avebury:  There is a proliferation of these bodies, is there not?  The co-

ordination responsibility must become very burdensome, I would imagine.  Do you think 

Chairman:  Thank you very much.  Coul

Q109  Lord Avebury:  You were speaking earlier on about various things w

Mr Faull:  With p

European Data Protection Supervisor in overseeing data exchange for Third Pil

the future? 

Mr Faull:  In a way I am afraid it is too early to give a precise answer to that

more work will be needed; in particular, of course, consultation and discussion 

those discussions now.  Obviously, it seems to us, the co-ordination of the supe

should be as effective and transparent as possible and we should encourage t

15 



there is scope in the discussions between the joint supervisory bodies for simplifying the 

whole system of supervision or not? 

not say today 

e complicated 

ation, as you 

ossible, with 

joint supervisory bodies as limited in number as possible and working as closely together as 

possible, with co-ordination being as light as necessary.  All of that is easy to say, hard to 

ence the fact 

 field of law 

enforcement.  Do you think there is a need for national data protection authorities to have 

equivalent powers in this area?  Is there a case for greater co-ordination between the national 

data protection authorities? 

ise powers of 

in respect of 

 Treaty.  We 

f the national 

bodies’ powers because some of those powers are irrelevant really for the European context.  

They have a very important role to play in the purely national context and we do not want to 

 will be very 

attentive to the borderline between what is necessary by way of common standards and 

procedures for the proper functioning of the Union’s work in this area and what can be left 

with national differences for operation on the purely national level.  It is essentially the same, 

I am afraid, as the answer I gave you on proliferation or consolidation.  Obviously this is 

Mr Faull:  There may well be.  We will certainly strive for simplification.  I can

precisely how much consolidation and simplification will be possible.  These ar

areas and they have tended to lead, perhaps unnecessarily, to a certain prolifer

say, and specialisation.  We would certainly hope to have the simplest system p

bring about in practice, but that would certainly be our guiding principle. 

Q112  Lord Avebury:   The joint supervisory bodies highlighted in their evid

that national data protection authorities have different competencies in the

Mr Faull:  Subsidiarity, of course, has an important role to play here.  The prec

the national data protection authorities are obviously a matter of concern to us 

their possible impact on police and judicial cooperation as provided for in the

will certainly be looking at that.  We do not want to go too far in consideration o

get in their way.  Again, in this consultation process which we are starting, we
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something we would like to see.  We will have to see in practice, however, how far we can 

go. 

m for consulting with the 25 national data 

 there are all 

sorts of informal opportunities.  I am pretty sure – in fact, I am sure – that in an area of such 

importance to them as this they will not hesitate to make their views very clear and we will 

y under what 

paring should 

cover that issue but only in so far as is necessary for the improvement of police and judicial 

co-operation under title 6 of the EU Treaty.  From a political point of view, it seems to us that 

d judicial co-

of information 

 be hard to 

hird country, 

should be different from one Member State to another.  It is therefore arguable that co-

operation between police and judicial authorities of Member States would be hampered by 

, at least to a significant degree, in relations with foreign countries.  

The exact conditions to be worked out for transfer of data to foreign countries and the 

possible need for more co-operation, all that is a matter for discussion with the Member 

States, and we are holding, as I said, a meeting on 22 November with experts from Member 

States to discuss those issues. 

Q113  Lord Avebury:  Is there a mechanis

protection authorities?  What is the mechanism for that? 

Mr Faull:  There is.  They come together in a committee in Brussels and then

certainly be seeking their views. 

Q114  Lord Avebury:  In your legislation or elsewhere are you going to specif

conditions the transfer of Third Pillar data to third countries could take place? 

Mr Faull:  The data protection legislation for the Third Pillar that we are pre

the Union should act together where issues of internal security and police an

operation across the Union are concerned.  In the situation in which exchange 

across the Union is being advocated, and provided for we hope, it would

understand that rules on transmission of information to a foreign country, to a t

practices which diverged
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Q115  Lord Avebury:  We have been, to some extent, bounced into making arrangements 

with a particular third country, the United States, and this may well happen again in the 

 mechanisms 

ds are made by the 

erable? 

the subject of 

discussion among our Member States before decisions were taken, and that decisions on 

transmission of data would be taken collectively, however controversial – as has happened 

with passenger name records, to which I thought you might be referring. 

ect. 

Mr Faull:  Your favourite. 

Mr Nunes de Almeida:  Legally, that is data which has been collected by commercial 

hen ask to have access to, whereas here we are 

 authorities. 

Mr Nunes de Almeida:  -- law enforcement authorities.  There is where you have the gap 

 third country 

Q118  Lord Avebury:  Do you think there is a case for co-ordinating Member States 

positions regarding the exchange of personal data with certain States, or are you saying that is 

already covered by the meeting which you have just described? 

future, do you not think?  To what extent have you  been thinking about what the

should be for securing agreement amongst Member States if new deman

US Homeland Security Authorities for data which is not at present legally transf

Mr Faull:  We would hope that relations with, say, the United States would be 

Lord Avebury:  That is corr

Q116  Chairman:  Our favourite! 

companies which the American authorities t

talking about the sharing of information between ----- 

Q117  Lord Avebury:  Law enforcement

presently: each Member State can do vis-à-vis the United States or any other

what it wishes.  That is the present legal situation. 
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Mr Faull:  I think there could well be a case.  It may be that on 23 November that will be 

discussed. I cannot imagine there will be immediate agreement among Member States on that, 

hich we believe deserves careful consideration. 

Lord Avebury:  Thank you. 

o-

ordination of data protection?  We have data protection already fixed for the First Pillar and 

now it looks as if it is being developed for the Third Pillar.  There must also be data protection 

on the Second Pillar as well, is there not?  Are there different people looking at data 

. 

do try to co-

of the pillars.  

The Constitutional Treaty, now signed, will, when it comes into effect, bring that about.  The 

pillars are a complication: we work with them, we work round them, we do not bang our 

heads against them, but we devote an inordinate, quite unnecessary amount of time to 

roups and all 

pe – and that 

hown in our 

 Commission 

of course has a much more central role, that we have acted responsibly and sensibly and that 

gradually the First Pillar system or the Community method system could be extended to the 

tely right, the 

data protection system in the First Pillar works well: the rules are clear, what is responsible 

for establishing them are well established.  In the Third Pillar it all remains to be done, and 

that is what we are now doing.  Where you have issues – as I am afraid frequently occurs – 

which concern both pillars, you end up with extremely complicated legislation, far from being 

but it is clearly an area w

Q119  Viscount Ullswater:  Does the fact that there are three pillars interfere with the c

protection on all those three fronts, or do they co-ordinate to try pull it altogether

Mr Faull:  Yes and yes.  There are different people looking at this and we 

ordinate.  Our position is a very clear one: we look forward to the dismantling 

devising legal solutions to issues which straddle pillars.  We have cross-pillar g

sorts of things.  Of course, we understand their creation in the first place.  We ho

only comes back to what I said initially – that over the years we have s

stewardship of the First Pillar aspects of Justice and Home Affairs, for which the

full range of Justice and Home Affairs matters.  At the moment, you are absolu
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transparent and easy to understand, as we all want our legislation to be.  I do not know much 

about Second Pillar data protection, I must say – we are not responsible here for those aspects 

o are, and we 

possible, to have similar answers to the questions which, after all, are much the 

 on now to areas of EU intelligence 

Q120 Earl of Listowel:  Mr Faull, I would like also at this point to insert a question on 

e.  I think we 

g from you as 

hat training is 

not overlooked.  You have mentioned already the many languages within the European Union 

and we have talked about managing sensitive information.  Perhaps you might also care to say 

something about CEPOL and investment in CEPOL.  I understand that organisation has taken 

  Perhaps you 

elop common 

 between our 

national bodies and systems, that the people concerned share some common training, some 

common understanding of the concepts which they are called upon to apply.  We, as I said, try 

all know that 

the legislative process usually conspires against that achievement and we end up with rather 

complicated rules and procedures, not made any easier by their existence in 20 languages.  

We were talking earlier about the “principle of availability”: perhaps that is absolutely clear in 

Dutch – who knows – but in English we have to talk about it.  And so on.  It is very important 

– but my colleagues who deal with data protection are in contact with those wh

do try, where 

same in all three. 

Chairman:  Thank you very much.  Could we move

policy and a question about the Counter-terrorism Co-ordinator?   

 

training.  Thank you for the helpful information in your presentation of evidenc

might all agree that training is often overlooked, and I would appreciate hearin

to what you think the role of the European Union will be in terms of ensuring t

some time to get off the ground and now has a staff of only eight to ten people.

may wish to comment on that.   

Mr Faull:  On training: of course, it is of the utmost importance, as we dev

rules and procedures and arrangements for co-operation and interoperability

to make our rules and systems as simple and user-friendly as possible, but we 

20 



that we get the people concerned together and that they follow at least some sort of common 

curriculum in their training – and I do not mean initial training as much as ongoing training 

rse, common 

very Member 

aterials, and 

his purpose – 

people from one Member State to go to another.  There were, in the run-up to the enlargement 

of the European Union very extensive twinning systems in operation between the old Member 

ich should be 

ited Kingdom 

d Kingdom – 

aking it an honest European body by giving it a proper 

European legislative basis.  So there is legislation now working its way through the system.  

Joaquim will have to remind me where it is. 

Mr Nunes de Almeida: and it is now 

L, Bramshill 

UK, and decided that it should have a legal personality.  Now we have come forward with the 

decision explaining, in our view, what CEPOL should be.  In our view, it should not replace 

the educational or police training by the Member States but its value-added would be to instil 

in the European police forces the European dimension that is probably missing or the 

possibilities for international or European co-operation.  CEPOL would be like a technical 

body that would create a common education curriculum and common educational tools that 

could then be spread to other EU Member States, more than doing courses themselves.  

for their jobs.  There are a number of ways of doing that.  There are, of cou

concepts which can be introduced into the national training systems which e

State will have organised in its own way, and we can provide information and m

we can encourage – and we sometimes have funding which can be used for t

States and now the new ones, and they have created networks of contacts wh

maintained, and we have a European police college, CEPOL, which is in the Un

– we can say that now because its seat has been formally established in the Unite

and we are now in the process of m

 A proposal for a Council decision has been tabled, 

being discussed in the appropriate Council working group – actually today. 

Mr Faull:  Today.   

Mr Nunes de Almeida:  The European Council has decided the seat of CEPO
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Because of the scarce resources it is probably more economic that they dedicate themselves to 

doing a common curriculum and educational tools that can then be disseminated to other EU 

n is done by 

alking before 

lent access – yes, fine, but if you have a right of 

o a Greek database, well ….. 

Mr Faull:  Good luck. 

Mr Nunes de Almeida:  Good luck, yes. 

a pretty small 

ver for better 

urse – within 

cil does with 

our proposal and how the thing develops a life of its own.  In our conception, CEPOL will, as 

Joaquim said, devise training materials and suggestions to feed into the national training 

ems and will no doubt serve as a convenient forum for conferences and occasional 

dedicated training sessions for police offices and others at various levels, but it should 

essentially organise better the network of national police training colleges which already 

exist. 

Q121  Earl of Listowel:  To return to the hymn sheet, the Commission Communication 

refers to exchange of information, but in your evidence you say there is a need for a common 

ormation and 

intelligence?  To what extent can an EU level intelligence policy be developed that does not 

cut across the priorities of individual Member States? 

Mr Faull:  The Commission Communication refers to exchange of information and also to 

the need to provide law enforcement authorities with the relevant and needed information.  It 

Member States.  Sometimes the education that matters for police co-operatio

extremely easy issues or apparently trivial issues like languages.  We were t

about the principle of rights of equiva

equivalent access t

Mr Faull:  It is a very small body, you are absolutely right, and it will remain 

body for a very long time, probably for ever.  It should be used, I think, as a le

training by the national police training colleges – which exist everywhere, of co

each Member State.  But in our conception we would have to see what the Coun

syst

European Union criminal intelligence policy.  How would you define inf
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then goes on to consider the core elements of an intelligence-led law enforcement capability 

to be set up.  The terms “information” and “intelligence”.  In our understanding, information 

ss purposes: 

e sources of 

ussed earlier, 

 enforcement 

purposes.  Intelligence, on the other hand, we understand as being the first interpretation of 

information, and intelligence for law enforcement purposes we understand under the notion of 

pean criminal 

al level.  We 

rently face a 

ays have the 

criminal intelligence they need to guide their work where a threat is perceived to concern the 

Union as a whole or a large part of it.  Our aim is to develop a methodology to allow the use 

nforcement information available 

within the Union.  We are very much at the beginning of our work in this area and look 

forward to extensive discussion with the Member States at all levels for the preparation of a 

report to the Council which we intend to make by the end of next year. 

Q122  Earl of Listowel:  I suppose an advantage to an individual State is that they have here 

an opportunity to obtain the support of all of the EU for their major concern if they are 

Mr Faull:  Indeed.  Terrorism is an international business and the response to it requires 

international co-operation.  Since in the European Union we have the mechanisms of the 

Union available to develop and make meaningful that co-operation, we think they should be 

used.  We also have in the Union, of course, remarkable ease of movement of people, of 

encompasses various types of data in the public domain collected for busine

statistics; information on emerging threats; and so on.  To cover all thes

information, these types of data, the notion of equivalent access, which we disc

has been developed to ensure that the information can be made available for law

criminal intelligence.  We do not in any way intend the development of a Euro

intelligence idea to replace or to jeopardise systems or developments at nation

want to provide added value to initiatives taken at national level.  We cur

situation where the law enforcement authorities of the Member States do not alw

of standardised analytical tools based on relevant law e

successful in the negotiation. 
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goods, of money across our territory.  Globalisation has made that possible generally and of 

course the developments of the Union in the last 20-odd years have made that even more 

neficiaries of 

herefore need 

velop together a response fulfilling the need to combat terrorism within the European 

Union. 

Q123  Earl of Listowel:  In your evidence you made the distinction between strategic and 

operational intelligence.  Could you explain that a little further, please? 

n be used to 

 strategy, both 

s been done, 

criminal intelligence can be used to provide guidance on how to deal with specific threats and 

crimes and what priority should be attached in the law enforcement system to particular items.  

It is essentially a matter of level.  There is an overall strategy – a crime prevention strategy, a 

law enforcement strategy – in each Member State, of course, within which priorities have to 

 specific type 

of crime. 

Q124  Chairman:  Could I ask whether you believe there is a difference between national 

security intelligence (that is, terrorism) and criminal intelligence.  Do different countries have 

Mr Faull:  No, I do not think they do, if they conceptualise it in quite that way, because the 

borderline between terrorism and other types of crime is such a blurred one, an increasingly 

blurred one, and I think everybody understands that today.  That does not mean, however, that 

Member States do not have perhaps excessively compartmentalised distinctions of this sort in 

tangible for our territory.  That means that, while the 99 per cent of bona fide be

the system can enjoy it, terrorists can also take advantage of our openness.  We t

to de

Mr Faull:  Yes.  When intelligence is produced by using information, it ca

provide a clearer view on what threats need to be addressed as part of an overall

at a tactical immediate level and as part of a wider strategic view.  Once this ha

be allocated and then there are operational needs dealing with a specific case, a

different views on what that might be? 
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their structures and in the way their intelligence systems operate, but, more and more, they 

find and we find that criminal intelligence reads across into terrorist and counter-terrorist 

ith the issues 

e can always 

rmal criminal 

s of each of the Member States, will 

Q125 Chairman:  Do different countries have different views on that or would they share 

ember States, 

tent on their 

territory.  We discovered after the 11 September 2001 that many of the Member States of that 

time, the 15, did not have a definition of terrorism in their statute books: they had never 

needed one.  Lucky them.  Suffice to say, we have introduced a common definition.  There is 

e preparations 

rorist activity, if only because, in our wide internal market, money, people and goods 

m is there for 

everybody to see and everybody feels threatened by it and part of the collective effort to deal 

with it. 

uld certainly share your view there.  I was recently in another Member State, 

an old Member State, and I was very, very surprised to hear that they do not really regard 

terrorism as being terribly important to them.  This is very concerning for all of us.  It is the 

level at which each Member State feels they should participate in all these activities to try to 

undermine terrorism. 

intelligence, and, indeed, vice-versa, and it does not make much sense to deal w

separately.  That said, of course, there are types of crime which bear no – and w

be surprised – immediate relevance for the fight against terrorism, where the no

justice system, the criminal-intelligence-gathering system

carry on untouched by developments in the counter-terrorism field.   

 

your analysis of that? 

Mr Faull:  I think they are increasingly sharing that analysis.  But some M

perhaps fortunate ones, have never experienced terrorism to any significant ex

today, I think, a growing understanding that no country is safe from terrorism and certainly 

that no country can consider itself unlikely to be used as a base for some of th

of ter

can be moved around so easily.  Secondly, the growth in international terroris

Chairman:  I wo
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Q126  Lord Avebury:  Earlier on you said in answer to Lord Listowel that intelligence 

provides a clearer view of threats that need to be addressed.  We have been skating around a 

h 

 9/11, as you 

rigins of this 

nd Deobandi 

ideologies of Islam in which the terrorists are embedded?  Do you promulgate that 

information to the Member States, who, as the Chairman has said, may have a very limited 

e road in the 

ialists in the 

xpertise, both 

in ministries and their capitals and in their network of embassies abroad and in their 

intelligence services.  We are keen, of course, to make sure that that information is shared by 

d diplomatic 

hat range of 

e of skills and 

hand and the 

Foreign Affairs Ministry of a new small Member State on the other, is obviously quite 

extraordinary, and we should not allow – and this is, I think, a danger for all of us – a mistake 

to be made or a piece of information to be ignored because the expertise in one place is not 

known about and put to good use in another.  Again, that is easy to say, hard to bring about, 

because some of the information which the well-resourced Member States will have will be 

information which can be provided with difficulty because of the danger of revealing sources 

or the method used to obtain it.  We have, over in the Council, the Situation Centre and we 

particular threat, the growth of Salafist terrorism, which is worldwide phenomenon of whic

we have seen examples in Europe more than in other parts of the world following

know.  What is the capacity of the European Union to address the strategic o

movement?  In other words, do you have people who are experts in the Salafist a

appreciation of the nature of this threat? 

Mr Faull:  Yes, we do have foreign affairs specialists, both here and across th

Council of Ministers under Javier Solana, and they work closely with the spec

Member States, which of course have a much broader range of foreign policy e

the big Member States, with traditions and resources and language skills an

networks, with the smaller Member States, which, frankly, do not have t

information available to them but may need it.  The difference between the rang

experience and information of, say, the British Foreign Office on the one 
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have all sorts of mechanisms where the foreign affairs specialists of our Member States come 

together to discuss specific topics, issues in particular parts of the world – terrorism, of 

ot be sure – it 

e is that the 

between the 

airs establishments of our Member States covers the sorts of issues to which you 

Q127 Lord Wright of Richmond:  Could I ask a supplementary speaking as a former 

ic reports by 

broad?  I am just wondering whether, for 

errorist threat 

from Saudi Arabia.  This is probably Javier Solana’s portfolio. 

Mr Faull:  It is.  If they did, they would not come here, they would go to our External 

Relations Directorate-General or to Solana’s people.  But what should happen in a well-run 

een the head 

ending, frankly, on 

they trust each other and get on – plus of course between 

their colleagues at lower levels.  That should be the place where co-ordination takes place and 

 it is. 

Q128  Earl of Listowel:  You say in your evidence that an EU policy operational intelligence 

“has to take full account of the specific law enforcement culture of each Member State.”  I 

think we have just been talking about one aspect of that.  What practical steps can be taken to 

achieve this? 

course, and all its various ramifications are often high up on the agenda.  I cann

is not our immediate area in this department – how effective it is, but our hop

information exchanged formally and, perhaps more importantly, informally 

foreign aff

have referred. 

 

British Ambassador to Saudi Arabia? Are you conscious of any diplomat

combined representatives of the EU in the capitals a

instance, the ambassadors in Riyadh have ever put forward assessments of the t

diplomatic outpost of importance such as Riyadh would be regular meetings betw

of our delegation there plus the Member States’ ambassadors – dep

personal relations, and how much 

is reported back here, as well as to the national capitals.  I do not know how good

Lord Wright of Richmond:  Thank you. 
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Mr Faull:  As we have said, there are different approaches today among the Member States 

to the collection, use and exchange of information – information which is the raw material for 

rise when we 

ation within 

d give rise to 

importance of 

data protection; the allocation of priorities within the criminal justice system – all these things 

will vary from one country to another.   The Chairman said earlier that some countries have 

ey have been 

o consider the 

to understand 

 where we 

think – and others can be brought to think as well – things are done particularly well; we want 

to promote best practices, to offer to the others – with of course full allowance for the massive 

at a common 

inator?  You 

ntation of EU 

counter-terrorism legislation and producing papers for discussion in the Council.  Is there a 

case for giving him a role in co-ordinating operational action of the various competent bodies 

d which you 

have emphasised for the Union to speak “with one voice” in these matters? 

Mr Faull:  Certainly we believe that the role of the Counter-terrorism Co-ordinator should 

encompass the tasks you refer to which we have put forward.  They are important.  We find, 

frustratingly, that the level of compliance by Member States with commitments they have 

the production of useful intelligence – and other differences, as we have seen, a

look at the ways in which law enforcement authorities can obtain such inform

their territory or across the Union.  These differences no doubt arise from an

what we can call different law enforcement cultures in the Member States: the 

not yet put terrorism at the top of their law enforcement priority list because th

lucky enough not to have to deal with it and perhaps are not farseeing enough t

threat for themselves.  We do not want to change national cultures; we want 

them better.  Without disturbing them unnecessarily, we want to promote from one

differences in resources available between a large country and a small one – so th

understanding can be developed of what is necessary in these areas. 

Q129  Earl of Listowel:  Could we move on to the Counter-terrorism Co-ord

seem to envisage the role of the co-ordinator as one of overseeing the impleme

in the EU?  Could he also represent the EU in international fora, given the nee
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entered into is disappointing, and there is clearly a need for some enforcement – not in the 

legal sense, because, unfortunately, in the Third Pillar there are very few legal enforcement 

mpliance by 

ter-terrorism 

hird Pillar, in 

e also that the 

Co-ordinator can play an important role in operating within the Council system for the benefit 

of the Situation Centre, where an important job is to be done in the area of counter-terrorism 

e mandate or 

odies in the 

nd we do not 

 this either – 

that it has the budget or the capability of undertaking or co-ordinating others’ operational 

activities.  An analogy with the Second Pillar might be of interest here.  The actions 

icy are then 

 two distinct 

cted by other 

late to tasks 

entrusted to it by legislation; for example, in the area of civil protection.  The Commission 

cannot give up such responsibilities or submit them to co-ordination systems not provided for 

by the treaties.  We have, it seems to us, the expertise and the resources to carry out the 

operational task entrusted to us, and to draw on the networks created with counterparts in the 

Member States in order to do that.  As regards the operational activities of other European 

Union bodies in the field of intelligence and law enforcement, we believe it is very important 

to continue the work to consolidate, strengthen and develop Europol, and we do not see how 

mechanisms available to us, but there is need for bringing about better co

Member States with the decisions that they have taken.  Mr de Vries, the Coun

Co-ordinator clearly has a very important role to play, particularly in the T

cajoling Member States into doing the things they have signed up to.  We believ

related intelligence.  I do not believe that the Co-ordinator has the resources, th

the institutional position to co-ordinate operational action of the various b

European Union.  The Council Secretariat is not an institution in its own right, a

believe – and I have no reason to believe the Council Secretariat would believe

established under the Second Pillar’s common foreign and security pol

implemented by the Commission.  Operational co-ordination can relate to

categories of activities: those conducted by the Commission and those condu

Union bodies, such as agencies.  The Commission’s operational activities re
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the Counter-terrorism Co-ordinator could assume a co-ordination role over Europol.  Finally, 

as regards external representation of the Union, this is carried out by the Presidency and the 

on the other.  

mportant role 

appens, and it 

urse, would play its own role, as it does, 

Q130 Lord Wright of Richmond:  We are seeing the Counter-terrorism Co-ordinator this 

ternoon, so this is a question that would probably more properly be put to him, but how 

 what his job 

Mr Faull:  It is certainly written down in the conclusions of the European Council creating 

the function, inevitably in rather general terms.  I am not aware – but certainly you can ask 

him this – whether he has developed a more detailed job description within the Council 

system.  I have to say that our relations with him are extremely good, co-operative and 

it in the same 

way. 

Q131  Earl of Listowel:  In their response to the five-year programme for an area of 

freedom, security and justice, the European Parliament Civil Liberties Committee criticised 

bility and the 

weakening of the Community character of the executive.  They called for greater 

parliamentary scrutiny of the activities of the Co-ordinator and a review of his links with the 

Commission.  Do you think there is any force in this criticism?  How does the Commission 

relate to the Co-ordinator?  Both the Commission and the Co-ordinator presented reports to 

High Representative, Mr Solana, on the one hand and by the Commission 

Within the Presidency/High Representative delegation to international fora, an i

can, of course, be played by the Counter-terrorism Co-ordinator.  That indeed h

all works terribly smoothly.  The Commission, of co

separately but in harmony with the other side of the delegation. 

 

af

clear is his job description?  Is it clearly understood?  Is it actually written down

is? 

friendly.  We see his role as very complementary to our own and I hope he sees 

the arrangements for the Counter-terrorism Co-ordinator in terms of accounta
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last week’s JHA Council.  Is there an element of duplication in their work?  In what direction 

should the Commission’s relationship with the co-ordinator be reviewed?  You may have 

rcise of non-

rdinating the 

 working, and 

the Council, of course, through the Presidency, is regularly in contact with the Parliament in 

giving account of the work it is doing.  Co-operation between the Commission and the Co-

 these days – 

am in regular 

 our work.  In 

pean Council 

invites the Commission and the High Representative to work on a specific issue, we have 

done that, initially, separately, but in fact in informal contact with each other, and then, often 

 been merged 

ull agreement, into one document for the Council of Ministers or for the 

European Council.  We are complementary.  Where we are working on similar issues but 

from different vantage points, our work can and does converge and become one common 

t for ministers. 

Q132  Lord Avebury:  Why was there not a common document in the recent presentations to 

 Council?  Why were there two separate documents? 

Mr Faull:  Because this is work being prepared for the European Council in December, and 

you will find that by then the documents will be agreed by the Council Secretariat (in this 

case) and the Commission, and if documents can be merged they will.  It is still a preparatory 

step. 

covered some of this in what you have already said. 

Mr Faull:  Yes.  I do not see a problem of accountability relating to the exe

executive functions by the Counter-terrorism Co-ordinator.  His work in co-o

work of the various Council bodies is, I think, a matter for the Council’s internal

ordinator, as I said, is extremely good.  There are frequent contacts, more often

and I think, this is very much to our mutual benefit – informal than formal.  I 

personal contact with Mr de Vries and I do not think there is any duplication of

fact, this has worked in practice rather well: where the Council or the Euro

at the COREPER level of permanent representatives, of ambassadors, work has

together, with our f

documen

the
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Chairman:  Thank you very much indeed.  We will now move into our final tranche of 

questioning around institutional structures.  Could I ask Lord Ullswater if he would ask these 

questions. 

tten evidence.  

rrently dealing with aspects of the fight against 

terrorism with little overall co-ordination at EU level.” 

Q134  Viscount Ullswater:  It seems to have come under your signature. 

Vries could 

contribute to further improving the Council working structures on terrorism.”  Yet I 

understand that the European Council on 25 March in its Declaration called for new 

institutional structures to be put in place.  Has anything happened?  What changes in fact are 

ing what was 

ause I do not 

want in any way to demean the very considerable efforts that Mr de Vries is making and that 

we are making within the Commission.  The starting point for all this is that counter-terrorism 

spreads across a wide and probably increasing number of policy fields: banking for money 

laundering; transport issues for transport security; customs; border management; 

environment; public health – all of these areas – and, of course, what I am saying is matched 

very much by co-ordination needs and efforts taking place at national levels.  Ministries and 

departments and Commission Directorates-General and Council configurations are faced with 

Q133  Viscount Ullswater:  I would like to quote two things from your wri

“Several Council or other EU structures are cu

Mr Faull:  Did I say that?  

Mr Faull:  Oh, dear.  All right.  

Q135  Viscount Ullswater:  Also, you made the comment that: “Mr de 

being looked at?  When I read your evidence and then was interested in see

currently happening, it looked as if the two things were slightly out of step. 

Mr Faull:  Yes.  Well, perhaps I was a little harsh in my written evidence bec
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a growing need for co-ordination and dealing with subjects with which they have not 

traditionally been involved very much.  It is therefore necessary to enhance co-ordination as 

 structures for 

n the creation 

 creation of a 

tlantic, but we 

do need to make sure that all the various bodies and organisations with a stake in counter-

terrorism are working with each other, are – to use the expression we used earlier – properly 

dies, between 

ble for public 

e everywhere, 

sively in any 

way to cope with counter-terrorism.  Customs, our friends just down the road here responsible 

for customs, are suddenly having to cope with container security, port security, airport 

h the threat of 

fferent set up, 

ill find the 

 will find the 

foreign ministers talking about the foreign relations aspects of all of this; you will find the 

environment ministers talking about civil protection (because in most countries civil 

protection is somehow linked to the department of the environment, or whatever their 

equivalents are) and so on.  Our role here in this department, in the Commission, is to co-

ordinate all the Commission’s bits and pieces in that area and I think we do it pretty well, and 

Mr de Vries’s job over in the Council is to bring together the various Council formations and 

the preparation of their work, so that there is a consistent policy and legislative response to 

much as possible and the question arises whether we have the right bodies and

dealing with this.  We all know what the Americans have done, following 9/11, i

of the Department of Homeland Security: a massive bureaucratic upheaval, the

new department.  That is not what anybody is suggesting on this side of the A

interoperable, interoperating, because the risk of missing a link between two bo

two items of information is so great that it is clearly incumbent on those responsi

policy that that risk be minimised or eliminated altogether.  Now, as is the cas

the various structures we have inherited from the past were not designed exclu

security and so on, just as our colleagues in public health are having to deal wit

bio-terrorism and so on.  The Council on the other side of the road also has a di

based on the provenance of the ministers who come to meetings, so you w

ministers of finance talking about the money laundering aspects of terrorism; you
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terrorism.  It is also the case that, again, in different times – in more innocent times – we had 

various bodies created at European level: we have CEPOL, which we talked about earlier, the 

e have these 

potential and 

ed that?  No.  

k statement I 

made in the written evidence, and it is criticism I would make of myself as much as of 

anybody else: we can always do better to join up the various bodies and structures that we 

 their current 

 that we have 

tional Treaty 

will not be an 

easy process in many Member States.   Therefore, we have a period of legal uncertainty in 

which to operate, but we should at the moment operate in the legal framework we have, and I 

the European 

 is that we do 

tting the full 

hat they have 

promised to do.  That means getting Europol and Eurojust working properly together, rather 

ng a strategic 

g done in the 

Q136  Viscount Ullswater:  I am not sure whether you answered the question whether there 

are some new institutional structures being called for.  I gathered from your reply that you 

were really suggesting that what was there at the moment should work better, but, if my 

police training college; Europol; Eurojust; the Chiefs Police Task Force.  W

various bodies and we have to be absolutely sure that they are operating to full 

that they are operating with each other in the best possible way.  Have we achiev

We can always do better.  I did not mean to be overly critical in the rather star

have created, and, where they do not seem any more to serve a useful purpose in

structure, we should be prepared to change them.  I would like to go on to add

the complicated legal situation of the three pillars.  We have the Constitu

coming, we hope – now signed but still to be ratified – and we are aware that 

think, clearly, the line taken by the Justice and Home Affairs Council and then 

Council in the aftermath of the tragic events in Madrid on 11 March of this year,

not need new bodies or new initiatives in the European Union so much as ge

potential out of what we have already, which means Member States doing w

than assigning new initiatives which may attract headlines in the days followi

terrorist attack but which actually may not add very much to the real work bein

first place. 
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information is correct, the European Council has actually called for new institutional 

structures.    Is there something that we should know about? 

the European 

ed and called 

rorism.  The 

how best to 

integrate the Chiefs of Police Task Force into our institutional system.  The Europol 

Information System is being set up and joint investigation teams have been created between 

ill establish a 

order in 2005.  

 police model 

sk Force into 

our institutional structure as a strategic and operational forum on crime within the European 

 in with work 

to co-ordinate 

 activities of Europol, SitCen and the Police Chiefs Task Force.  You say, again in your 

 makes them 

harder to deal with or is it a funding operation which means there is a difference between the 

two? 

is task force 

brings together the heads of our police forces.  It is obviously an extremely high level, 

weighty group of people, and there is a certain sense of frustration on their part and on ours 

that the work that they do is not fed into the policy and legislative systems of the Council of 

Ministers.  So the key is how to bring the Chiefs of Police Task Force into that system 

Mr Faull:  Of course!  You should know about everything!  On 25 March 

Council created the function of the Counter-terrorism Co-ordinator and endors

for the implementation of an updated plan of action on the fight against ter

Europol Counter-Terrorism Task Force was reactivated and it is considering 

Member States – Spain and France have been very active in this area – and we w

European border agency to improve the management of our common external b

The key issue, it seems to us – and we are interested in the UK’s intelligence-led

on European criminal intelligence – is how best to bring the Chiefs of Police Ta

Union.  We must find a way to bring that task force into our system and link it

being done on criminality by Europol.   

Q137  Viscount Ullswater:  Thank you.  I think you have answered how best 

the

evidence, that they are outside Council structures.  Is that a dimension which

Mr Faull:  No, it is not, so far as I am aware, a question of money at all.  Th

35 



without disturbing excessively the normal hierarchy of civil-servants-up-to-minister structures 

of the Council of Ministers.  But it is clearly important, it seems to us, that the Police Chiefs 

 problems to 

t use is made 

n level but to 

licy or law it has the benefit of the 

operational input from the people who are going to have to enforce it. 

Mr Nunes de Almeida:  It is a question of preparation and follow up, in the sense that, if they 

heir meetings 

o their operation and so there is no 

proper preparation and follow up.  They meet, but then it is as if there would be a missing 

element for their ideas to be brought about into the operational arena. 

Q138  Chairman:  There will always be concern expressed by police chiefs that there could 

be operational interference and it is difficult to get the balance right between getting the 

ith how they 

xtent by their 

need to work 

together.  They believe that they have important and interesting things to say to policy makers 

and law makers and we have not quite found the right channel to plug them into that system.  

I understand your point about what happens downstream, when it comes to operational 

implementation, where, of course, the balance between the police force on the spot and the 

politicians and administrators who make the rules is a very delicate one.   

Task Force be more than a purely consultative body, where we just put a few

them, they give us the benefit of their views, and they do not know precisely wha

of that later.  It seems to us that they should be plugged in, not to Commissio

Council level, so that when the Council is considering po

are situated outside the Community and the Union’s decision-making process, t

are not adequately prepared by a staff which is dedicated t

intelligence out from what they have been discussing and nobody interfering w

want to deal with an operational incident.  It is a very tricky area to get right.   

Mr Faull:  Yes.  We are well aware of that.  We are guided to a considerable e

own frustration of their current position.  They acknowledge and welcome the 
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Q139  Chairman:  And there all sorts of issues around transparency and accountability, and 

where they will be put in. 

Mr Faull:  Yes.   

f how we could operate more closely together must go 

Mr Faull:  Yes.  If I may make a final point on this, the Constitution, when it comes, will 

create the Internal Security Committee – we say “COSI” in French, which makes it sound 

rather nice – and the Dutch have been giving thought to how, without in any way pre-judging 

eation of that 

s on the need to simplify and 

rationalise the systems we have already in the existing legal framework today.  We will have 

to see how that comes out of the discussions on the Hague Programme. 

Q141  Viscount Ullswater:  That really strayed into the next question, which is about the 

 counter-terrorism.  There 

oup for Pillar 

Mr Faull:  Yes, obviously necessary. I do not want to suggest that the current situation is a 

desperate one.  There is already an enormous amount of co-ordination work done by myself in 

which I chair 

with a colleague in the External Relations Directorate-General, which brings together 

everybody dealing with the internal and the external aspects of terrorism within the 

Commission, and immediately below our level there is an internal group, chaired by my 

director, responsible for counter-terrorism, and an external group, chaired by the external 

Q140  Chairman:  The question o

alongside transparency and accountability. 

the entry into force of the Constitutional Committee, the preparation for the cr

committee could be a useful way of concentrating mind

proliferation of groups within the European Union concerned with

is a  terrorism working group for Pillar three, there is a terrorism working gr

two.  I think you were just about to say that there is scope for streamlining this or for bringing 

it closer together, so that people do not seem to be working in isolated pockets. 

this Department within the Commission.  We have an internal working group 
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relations people at director level as well.  Within the Council we have talked about the very 

important role of Mr de Vries and then everything comes up through the Council system to 

ere an overall 

bassador in 

 originate in 

t together in 

one coherent, composite view, and from those 25 governmental views should come a 

collective European view.  That is the way the system works and nearly all the time it works 

s already in 

e the prospect 

y to improve 

ework, by, it seems to us, taking such steps as are 

ncil system as 

ithin the G5 

to expect that 

n in the fight 

against serious crime and terrorism need the active participation of all Member States.  The 

Union framework, it seems to us, is the appropriate one for discussion of these things.  It 

he security of 

all of the European Union citizens and their right to live in an area of freedom, security and 

justice is one which should apply to all of them in whatever Member State they may live.   So 

it is very important that the Union’s systems be used to develop policy and to make rules 

where that is appropriate.  Of course there are many operational matters which groups of 

the ambassadors, to the permanent representatives in COREPER, and that is wh

governmental view should be established in each capital reflected by the am

COREPER, and the various strands of counter-terrorism policy, whether they

banking or in the environment or here or in internal relations, should be brough

extremely well.  We have, despite the risk of proliferation, co-ordination system

place which prove effective; nevertheless, of course we could do more.  We hav

in the Constitution of the COSI coming one day, and we have the possibilit

matters already under the existing legal fram

necessary to bring the Police Chiefs Task Force more operationally into the Cou

well. 

Q142  Viscount Ullswater:  You seem to be rather critical of developments w

framework.  Do you have causes for concern there?  Is it perhaps not unrealistic 

all discussions take place at the 25 member level? 

Mr Faull:  To be effective, measures to improve law enforcement co-operatio

provides legal back-up, where the law is necessary to give effect to policy, and t
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Member States, for various reasons, wish to discuss amongst themselves in smaller groups.  

The Nordic countries have a group; the Benelux countries work together; the so-called G5 

e are obvious 

Finns and the 

tria and many 

ember States 

coming together in various ways to discuss matters of common interest.  But, where we are 

talking about policy developments, it is our view that the Union’s systems and mechanisms 

eement among 

s is provided 

enhanced co-

think this is 

important: there is absolutely no objection to Member States meeting at ministerial or other 

levels to discuss issues of common interest in whatever groupings they find most appropriate, 

 the whole of 

f a fully fledged legal system and bringing in 

t possible to 

make progress among all 25, or using qualified majority where that is available, then 

enhanced co-operation exists as an alternative mechanism. 

Viscount Ullswater:  I think that was rather a reassuring answer, because obviously you 

recognise that it would be only fair to think that smaller groupings, with problems which 

concern themselves rather than the whole 25, could meet and talk about them. 

Member States come together; among the Mediterranean Member States ther

issues they wish to talk to amongst themselves which have less relevance to the 

Swedes; there is a group called the Salzburg group, which brings together Aus

of its neighbours; and certainly the Commission has absolutely no objection to M

should be used and only where it is shown that it is not possible to reach an agr

the Member States, among the 25, using whatever system of adoption of decision

for (qualified majority voting or unanimity), then we have the system of 

operation which Member States are entitled to use.  To repeat, because I 

but, where it comes to addressing issues which really are of common interest to

the Union, we would want to see the Union’s institutions and mechanisms used.  They 

provide considerable added value by being part o

the accountability mechanisms with the European Parliament.  Where it is no
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Q143  Chairman:  Could I wrap up today’s session with a question about the new proposals 

which you presented last week to the JHA Council. I wonder if you would be good enough to 

aredness and 

ramework of 

nst terrorism.  

Essentially, it espouses the notion that the fight against terrorism must be not only integrated, 

bringing together all policy strands, but also inclusive, bringing together all of the so-called 

il society and 

rious policies 

fore want to 

Union should 

honour the victims of the dreadful attack in Madrid on 11 March by producing, before 11 

March next year, a memorial report, which would be addressed formally to the European 

fight against 

It proposes a 

 other economic actors and stresses the 

bout a group of 

vocating additional funding of €1 billion per year for security-related research 

ogramme. 

Q144  Chairman:  From 2007 onwards. 

Mr Faull:  Yes.  That is in the next budgetary settlement.  The communication on 

Preparedness and Consequence Management in the Fight against Terrorism gives an 

overview of activities already under way in the Commission and proposes additional 

outline the main elements of that. 

Mr Faull:  With pleasure.  The first communication called Prevention Prep

Response to Terrorist Attacks sets, in effect, the other three against the general f

what the Commission is doing to implement the action plan on the fight agai

economic and political actors.  It proposes a novel way of evolving citizens, civ

parliaments in a process of reflection on how to start a balance between the va

involved in achieving the common objective of defeating terrorism. We there

foster a civic and democratic debate on securing freedom.  We suggest that the 

Union and to national parliaments, describing what has been done in the 

terrorism since 11 March 2004 and what are the challenges ahead of us.  

public/private security dialogue with industry and

cross-cutting importance of security research and mentions the recent report a

wise persons ad

from 2007 onwards.  That is in the new financial perspective. 

Mr Nunes de Almeida:  Yes.  It is an idea they had for the research framework pr
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measures to strengthen the existing civil protection instruments and consequence management 

arrangements.  We need to ensure that relevant information is shared instantly with all 

ncy situations 

hat overall co-

ation and co-

o be properly 

secure.  Therefore, we propose the creation of a General Rapid Alert system, to be known as 

ARGOS, to link all specialised systems for emergency alerts requiring access at European 

of individual 

 to carry out 

ent whether it 

pes of causes 

and consequences likely, co-ordination of all the crisis centres and rapid reaction mechanisms 

is absolutely essential.  We will create within the Commission a central crisis centre – one 

of all relevant 

e the network 

ment network 

 the needs of 

the law enforcement community in an emergency.  The communication Critical 

Infrastructure Protection in the Fight against Terrorism provides an overview of activities 

underway in the Commission on the protection of critical infrastructure, and proposes 

additional measures to strengthen those instruments, mainly by the establishment of a 

European Programme for Critical Infrastructure Protection (ECPIP) which would provide 

enhanced security for critical infrastructure as an ongoing annual system of reporting and 

review, enabling the Commission to put forward its views on how to ensure that critical 

Commission departments and national authorities concerned.  Some emerge

may be of such gravity and pose such a risk of degeneration into a major crisis t

ordination across virtually all EU policy areas is necessary.  Therefore, co-oper

ordination between the Rapid Alert systems created in the Commission need t

level. The new system will respect the specific characteristics and expertise 

specialised systems managed by the Commission already, which will continue

their functions.  However, since it is often unclear in the initial phase of an incid

is an accident or a terrorist attack and whether there are bio-terrorist or other ty

phone number, one e-mail address – which will bring together representatives 

Commission services immediately during an emergency and would co-ordinat

of national crisis centres already in place in the Member States.  A law enforce

should be established to be managed by Europol and linked to ARGOS to serve
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infrastructure would continue to operate in the event of a crisis.  An EU Critical Infrastructure 

Warning Information Network would be established to assist Member States, as well as 

d threats and 

rt of critical 

ommittee on 

 be asked to 

propose uniform security standards for the various branches and sectors concerned.  Standards 

should also be advocated at the international level through International Standards 

spect.  The 

cuses on the 

uropean and 

exchange of 

information between tax authorities, financial supervisory bodies, justice ministries and their 

counterparts elsewhere, the intelligence community’s law enforcement authorities and the 

s 

’ databases of 

 information, 

ata protection 

issues to be considered there, but the issue was flagged up as an obviously important one.  We 

need to improve the traceability of financial transactions.  This means that Member States 

should ensure that their law enforcement services have sufficient resources to develop the 

necessary financial skills to enable them to trace money trails backwards to the people 

providing finance and forward downstream to the terrorist cells using the money.  There, of 

course, the differences between resources and skills in the Member States are still quite 

considerable.  Therefore, training is, once again, of enormous importance, and the 

owners and operators of critical infrastructure, to exchange information on share

vulnerabilities, and appropriate measures and strategies to limit risk in suppo

infrastructure protection.  Where standards do not yet exist, the European C

Standardisation (CEN) and other relevant standardisation organisations should

Organisation (ISO) to establish a proper level playing field in that re

communication The Prevention of and the Fight against Terrorist Financing fo

need to improve information exchanges between relevant parties at national E

international levels.  We need to improve co-operation and systems for 

authorities in charge of administrative freezing of assets.  One of the more controversial idea

in this area is to give law enforcement authorities access to financial institutions

account holders and their transactions.  This would allow for the linking of

identifying flows of money and tracking sources.  Of course, there are serious d
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development of minimum standards for training and co-operation between Member States in 

training is extremely important.   

 indeed.  You can see that we have been scribbling 

ns came out after I submitted written evidence, I would 

Q146  Chairman:  That was going to be my next question.  Thank you very much indeed.  

ation.  It is a 

g programme.  

us amount of 

ppreciate that 

most sincerely.  We know that when we come to ask for your time, your very valuable time, 

you have a lot of work to do before we come, so we are very grateful to you.  Thank you once 

again. 

.  It was good of you to travel out to Brussels.  We 

admire the work you do.  We read your reports with great interest. 

Q147  Chairman:  We hoped you would say that! 

Mr Faull:  I can tell you that they have considerable influence across the European Union 

because you go to such trouble in producing work of high quality.  Therefore, the work done 

by the House of Lords is much admired throughout Europe and it is certainly taken very 

seriously by the Commission. 

Chairman:  Thank you very much indeed.  If we can be of help in any way in the areas of 

JHA, then we are only too happy to do so.  Thank you again. 

Q145  Chairman:  Thank you very much

madly getting all that down.  It is very impressive. 

Mr Faull:  Since those communicatio

be quite happy to give them to you in writing. 

You have been enormously helpful.  You have given us a huge amount of inform

very challenging time for the Commission to implement this very, very excitin

Mr Faull, thank you so much, you and your team.  You have put an enormo

effort into answering all the questions that we have laid at your feet and we do a

Mr Faull:  May I thank you all for coming


