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Witnesses: Mr Richard Thomas, Information Commissioner and Mr David Smith, 

Assistant Information Commissioner, examined. 

Q234  Chairman: Good morning Mr Thomas and Mr Smith.  For the record, if I just inform 

everyone that Mr Thomas is the Information Commissioner and he is accompanied by 

Assistant Commissioner David Smith.  You are both very welcome to the inquiry to give 

evidence.  Thank you very much indeed for the evidence you have already submitted to us.  

We will have a number of questions on that but we have all read it and we are most grateful to 

you for sending it to us.  Again, for the benefit of people who might be wanting to understand 

what we are doing, the subject of the inquiry is an examination of a number of proposals 

designed to strengthen EU counter-terrorism activities, particularly through much more 

extensive data exchange.  These proposals raise important issues, not least in connection with 

data protection.  Therefore it is our wish to obtain the views of the Information 

Commissioner.  I think you have been sent a copy of our interests relevant to the inquiry so 
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that you know what the various interests of members might be. I wonder, Mr Thomas, if you 

would like to make an opening statement to us and then we will launch into questions. 

Mr Thomas: Thank you very for that welcome and for the invitation to address this 

Committee.  We very much welcome the opportunity to assist you in this important inquiry.  

So that you understand, I am the Information Commissioner responsible for both the data 

protection legislation in this country and also freedom of information legislation.  David 

Smith is the Assistant Commissioner responsible for police and law enforcement matters.  He 

also has extensive experience with the joint supervisory authorities for Europol, Eurojust, 

Schengen and the Customs Information System.  We very much welcome the subject matter 

of this inquiry.  As you have mentioned, we submitted a written memorandum to you; we are 

happy to take questions on that.  We are also familiar with – and, indeed, endorse – the 

Opinion which you received from the four joint supervisory authorities which has been sent in 

separately.  I understand you met some of the members of that grouping in Brussels last week.   

Q235  Chairman: Yes, we did. 

Mr Thomas: The Treaty of Amsterdam objective is set in very important terms of 

establishing an area of freedom, security and justice and giving priority status to the fight 

against terrorism.  I think that has to be set against an environment where in policing matters 

we are seeing a trend for far more information to be collected by law enforcement authorities 

and to be exchanged.  Perhaps one is also seeing a trend going beyond those who are just 

suspects, as it were, where there is an active matter being investigated - but a trend towards 

greater profiling of individuals.  I think that this does raise very important questions about the 

inter-relationships between data protection and the fight against terrorism and other serious 

crime.  These questions arise at the domestic, the European and the international level.  I think 

perhaps we have two key messages we would like this Committee to take on board.  The first 

is that the more that there are to be exchanges of information, the more it is important for the 
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information to be necessary and proportionate for the intended purposes, whether that is a 

fight against terrorism (prevention or detection of terrorism) or serious crime.  In other words, 

data protection safeguards are a very important counterbalance to the trend towards greater 

exchanges of information.  I think that this does, to a certain extent, make these exchanges 

more acceptable to the public at large.  The public, I think, from our experience and from 

surveys we have conducted do take these matters seriously; they understand why the 

authorities need to have an exchange of information but they do want safeguards in place.  

Safeguards are needed to protect individuals, to ensure that their personal privacy is not 

compromised unduly by moves to exchange information or increasing access to information.  

The second key message – I am sure it will come out further in questions and answers – is the 

need, in our view, for a new common legal framework for policing and related matters across 

the European Union.  Obviously that is one the proposals now coming from both the 

Commission and from the Council which I anticipate we will discuss in more detail.  In 

general terms, subject to some provisos, we very much welcome the trend towards a common 

legal framework. 

Q236  Chairman: Thank you very much indeed.  That is a very helpful opening statement.  

My first question to you, which you have begun to give a framework of answer to – you talk 

about having a common legal framework and safeguards - but I wonder if you would like to 

expand a little bit more on the role of the Commissioner.in relation to the data protection 

implications of EU proposals. 

Mr Thomas: I am a creature of statute; my office was created by the Data Protection Act and 

modified by the Freedom of Information Act.  I am an independent regulator.  In European 

jargon I am an independent supervisor.  I think it is very important to stress this point.  I am 

not part of the Government; I am independently appointed and, indeed, accountable directly 

to Parliament.  My responsibilities are primarily UK focussed.  I have a range of 
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responsibilities in relation to data protection matters in the United Kingdom in terms of 

regulating data controllers; in terms of promoting good practice; in terms of resolving 

disputes and so on.  The 1998 Act does have a section – section 54 – which deals with 

international cooperation.  For example, through that I participate in what is known as the 

Article 29 Working Party, which brings together the independent supervisory authorities 

across the European Union for the purposes of the existing data protection directive.  Of 

course, that is a single market measure - that is the directive of 1995 – and that does not, as a 

directive, extend into policing matters.  The 1998 Act domestically does cover policing 

matters and that was a decision taken when the legislation was passed through.  My role at the 

European level in policing matters is really quite limited.  We do participate in the joint 

supervisory board or authority, as I have mentioned, for the four institutions: Europol, 

Eurojust, the Schengen Information System and the Customs Information System.  What we 

do not have is any formal role at all in relation to the proposals which are now being put 

forward.  They are proposals which are coming forward for a wider approach to exchange of 

information and the data protection aspects of that.  Informally we are asked for views, for 

example by the Home Office and we are delighted to be addressing you here this morning.  

However, as an independent national body - and indeed in collective terms with our 

counterparts across Europe - we have no formal role. 

Q237  Chairman: Is that something you would wish to have? 

Mr Thomas: Indeed.  One of the matters which my colleagues and I across Europe have 

discussed is the creation of some sort of counterpart to the Article 29 Working Party, a forum 

where we can come together in a more formal environment and can review the various 

proposals coming forward and express our views on those matters.  If I can use a metaphor, it 

is that of building new buildings and I think we would like to be involved at the architectural 

stage, not just once the building is up and in place.  We meet informally on a number of 
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occasions, most recently in Poland in September in the city of Wroclaw.  A resolution was 

adopted then by all the European independent supervisors calling for the establishment of a 

new forum, a Third Pillar forum, for us to have a more formal role in responding to initiatives 

relating to personal data at this level.  I think the Committee has seen a copy of the resolution 

and we were part of the process of producing that resolution.  

Q238  Chairman: You had the very strong understanding that all information commissioners 

felt exactly the same way? 

Mr Thomas: I think there is no doubt about that.  David may wish to elaborate.  I have only 

been on the scene for just under two years, but David has been doing this sort of work for ten 

years or so and has very good linkages with our counterparts on policing matters.  I think it is 

a universal view. 

Mr Smith: It is a universal view.  I think if there are developments in the law enforcement 

field in the UK for example on information sharing, I hesitate to say always - but almost 

always - the Government will consult us and we will have a close dialogue.  We do not 

always reach agreement but we always have a useful discussion.  There is no equivalent 

mechanism for developing initiatives in the EU where that independent data protection input 

can be put into the developing thinking.  That really is what all the data protection 

commissioners would like to see; some sort of committee or body with a relationship where 

there can be communication between the Council and the data protection community. 

Q239  Chairman: Could I ask if you have had any sort of feedback about your concerns?  If 

this is universal, someone somewhere ought to be taking great note of what you are saying. 

Mr Smith: We may be coming on to something we will touch on later.  We know that work is 

going on in the Council to develop a framework decision on data protection.  Whether it will 



7 

cover this or not we do not know.  I would very much hope it would do, but we have not seen 

any drafts of that, we just know that the work is on-going. 

Chairman: I am sure we will develop that later on.  Lord Dubs? 

Q240  Lord Dubs: Just in case I misunderstood, when you were talking about a common 

legal framework, Mr Thomas, was that something that you envisaged encompassing the point 

that has just been made or was that a separate thing? 

Mr Thomas: I think we are aware unofficially that proposals are being worked up, but we still 

have to pick these things up almost in the corridors rather than through any formal 

mechanism.  Given that we are a very busy organisation we do not always have the time, 

effort and resources to bring this information together.  We are aware informally of the 

various issues but we do not have the full detail in chapter and verse.  However, we would 

like to be more formally involved; we would like to be consulted.  I am not sure whether that 

answers your question fully but it is exactly the sort of ground that David was mentioning. 

Q241  Lord Wright of Richmond: Is your non-involvement in any way related to the British 

Government’s position vis-à-vis Schengen? 

Mr Thomas: I do not think directly at all, no.  David you sit on the Schengen Information 

System as an observer, do you not? 

Mr Smith: That is right.  On the Schengen joint supervisory authority we sit and we have 

observer status at the moment.  When the UK joins the Information System next year we will 

be elevated to full members.  However, in practice we can participate in the same way that 

everybody else does. 
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Q242  Chairman: One final question on the introductory remarks you made, you talked 

about surveys that you had done with the public or the public’s view about data protection 

matters.  Where could we see these surveys? 

Mr Thomas: For many years now we have conducted a tracking survey asking the general 

public for their experiences and attitudes towards both data protection, and now freedom of 

information, matters.  We ask a series of questions which we have modified slightly over the 

years.  They are published on our website every year.  They are produced in a rather more 

graphic form this year; they were put there about two or three months ago.  We could send 

them to the clerk if you would like to have the most recent results.  They are very general.  

They cover a wide range of opinion and experience in relation to data protection matters.  The 

general point I was seeking to make is that the public do clearly take privacy and the handling 

of their personal information very seriously.  It is ranked, alongside other public concerns, 

really quite highly. 

Q243  Lord Avebury: I was just wondering whether there was any example you could give 

us of an occasion when the Commission, the Council or the European Parliament have failed 

to ask your advice under the informal arrangements that exist to an extent where directives 

have been produced without proper consultation. 

Mr Thomas: I cannot think of a specific example during my term of office apart perhaps from 

the subject matter under discussion this morning.  We read that proposals are under 

development.  I have to be frank with you, I see the papers coming from the Commission, I 

saw very recently the Hague Programme coming from the Council; I am not sure that I 

entirely understand the relationship between these and who is drafting them and how they are 

being put together.  Certainly we have had no formal consultation nor, to my knowledge, have 

my colleagues across Europe. 
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Mr Smith: If I could just add, the consultation we have tends to be hit and miss in some ways.  

In the documents that you have been looking at we have been asked by the EU Scrutiny 

Committee for comments on the proposal on the exchange of information from the Kingdom 

of Sweden, but we have not been asked by anybody other than yourselves for any comments 

on the Commission proposal on enhancing access to information.  We do have some things to 

say on that.  One other area where we have had some concerns is the development of the new 

version of the Schengen Information System, SIS II, where the joint supervisory body has 

given an opinion on that but at a fairly late stage.  Our concern has been that in developing 

any new system the starting point should be, what is the purpose?  We still have not seen a 

clear definition of what the purpose of SIS II is but until you know what the purpose of the 

system is it is hard to make a proper data protection judgment.  Those are just a couple of 

examples. 

Q244  Chairman: When our report is published I am sure your evidence will be published 

with it and your views expressed clearly through that.  Thank you very much indeed.  Could I 

move on then to my second question?  In your evidence, Mr Thomas, you say, “I have no 

objection in principle to the freer exchange of data between law enforcement authorities in the 

EU provided such exchanges – and again you reiterate – are a necessary and proportionate 

measure for the prevention and detection of terrorism or other criminal activity and there are 

appropriate safeguards for privacy.”  Could I ask, who is going to judge whether that criterion 

is met and what sort of mechanism would be put in place to ensure that it is? 

Mr Thomas: As I indicated in my opening statement, those two words “necessary” and 

“proportionate” and the phrase “safeguarding privacy” are fundamental to what data 

protection is all about.  The way it works – and the way I would anticipate it working in the 

future – it would be for the law enforcement agency themselves in the first instance to make 

judgments about necessity and proportionality.  The way the legislation works is that people 
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are required to think long and hard about what they are doing with personal information and 

to ensure that they can justify what they are doing.  They are entitled to process personal 

information in accordance with data protection requirements.  They must not go beyond that 

which they can justify.  That is the way it has worked in this country under the 1998 Act and, 

indeed, the 1984 Act before that.  The law enforcement authorities – the police and the other 

authorities in this country – have to ensure that their access to information, their use of 

personal information is necessary and proportionate.  They, themselves, must be able to 

justify their actions.  They may be challenged on that and that is where the role of the 

independent supervisor comes in.  Part of my role is to challenge on some occasions whether 

they are getting it right.  I would hope that a formal challenge would be fairly exceptional 

because I see the role of the regulator as much in terms of giving advice, promoting good 

practice and helping organisations get it right in the first place.  That is why, for example, we 

have a code of practice which has been developed over the years, which is the code of the 

Association of Chief Police Officers relating to the processing of personal information within 

the United Kingdom.  I do not think it is appropriate to go into too much detail this morning 

but there was obviously controversy over that code with the Soham murders and the 

Humberside police, but I think it was well established in that particular case that it was not the 

code or the data protection legislation that was causing the problems; ironically it was 

probably the police having too much information and losing the information within their 

computer system.  That is a rather good example of the importance of good information 

handling.  I digress a bit from your question.  The answer to your question is that primarily it 

is the data controller, the person holding the information, but subject to challenge by the 

independent supervisor.  Of course, if a challenge is not accepted there are mechanisms 

through tribunals and ultimately through the courts to make rulings in particular matters. 

Q245  Chairman: Has there ever been a formal challenge? 
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Mr Thomas: In the United Kingdom I have actually served notices in the last two or three 

months on three police authorities where I believe they are holding information for far longer 

than is necessary.  These are all cases where individuals committed fairly minor crimes in 

their late teens – in one case aged fourteen – where people are now approaching late middle 

age. Those matters are still on their record and the police believe they should stay on their 

record until those people are one hundred years old.  I am not prepared to accept that 

approach.  The police take a different view and they have appealed my formal enforcement 

notice; the matter will now be heard by the Information Tribunal, which is the proper place 

for these issues to be resolved.  So yes, where appropriate, we will take enforcement action. 

Q246  Lord Wright of Richmond: I am sorry, I do not really want to pursue this particular 

point, but surely the stories in the press today of a possible murderer of Miss Nickell does 

actually rather support the police case for holding records longer than shorter. 

Mr Thomas: Perhaps David will say a little bit more about this in a moment, but I think there 

may be a case for basic information to be held and perhaps DNA material to be held in 

particular cases.  I understand the point you are making, but whether you need to have 

information about offences committed many, many years ago where people have completely 

rehabilitated themselves and are trying to lead decent honourable lives and are finding this 

increasingly difficult now in a climate where past convictions are being sought out through 

the Criminal Records Bureau and people are being disqualified from jobs. I think one needs to 

draw a balance there.  It is a difficult issue, I fully recognise that.  I do understand the point 

you are making, Lord Wright, but I still would argue the case for a balance. 

Mr Smith: I think that we are satisfied that Parliament has struck a balance in deciding that 

DNA and fingerprint information can be kept for life when it has been taken lawfully.  We 

very strongly link that to the need to continue to be able to identify people which is at the 

centre of the case which is in the papers today.  Our concern is that the police are seeing this 
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as a licence to keep all the information.  If someone was arrested but never charged fifty years 

ago, they still want to keep the details of why they were arrested.  We have no problem with 

the identifiers, it is the other information.  I think perhaps also the case in the papers today, 

although I would not want to make too much of it, illustrates in other ways perhaps some of 

our concerns because it appears to be a case where the police became convinced that someone 

was guilty and tried to build up a case and indeed went too far in building up that case.  There 

is always a risk as we get more and more information that you see patterns; patterns can be 

merely coincidences and you read too much into the information and the information can be 

unreliable as well.  We would not want the police ever to lose sight of the need for proper 

judgment and proportionality and the correct approach. 

Mr Thomas: Could I make one further point in answer to your previous questions?  I talked 

about regulation using enforcement powers; I talked about advice and support and promoting 

good practice.  What I did not mention was one feature which we lack in this country which is 

an audit power, a power to inspect and audit what is going on.  Most of our European 

counterparts do have the power to audit.  We can only do this with the consent of the data 

controller and that does rather handicap what we can do. To have to say to someone holding 

personal information, “May we please come and see what you are doing and only do it with 

your consent?” is quite a handicap.  We do have a power of audit in relation to Europol and 

Schengen so we can go knocking on the door of NCIS, and David has done this a couple of 

times.   

Q247  Chairman: That is what I understood. 

Mr Thomas: We can do that under the Europol Convention and the Schengen Information 

System but more generally we do not have that power.  That is something we have raised with 

the Department for Constitutional Affairs; the European Commission has already raised some 

concerns about this point in relation to the principal directive and it is a power which we very 
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much believe we ought to have.  I think it is relevant to matters which this Committee is 

reviewing. 

Chairman: Thank you for raising that; it is a very important piece of information.  Lord 

Avebury? 

Q248  Lord Avebury: My question follows neatly on the answer you have just given and on 

the previous answer by Mr Smith.  I was wondering how on earth do you decide on 

proportionality when you are dealing with the profiling of individuals and not with actual 

convictions.  Any member of the public can understand – as Lord Wright has pointed out – 

why it may be necessary to retain information about convictions for a very long time and 

particularly the evidence of DNA and so on.  However, when the police have reasons, as they 

see it, for example to suspect that someone is involved in terrorist activities and they build up 

the profiles - as you mentioned in your introductory remarks - there may be an enormous 

number of false positives.  What I am wondering is that if you do not have any power of 

audit, as you have just said, how on earth do you judge the proportionality of the police 

putting an enormous amount of effort into collecting data which may be completely irrelevant 

to the problem of terrorism? 

Mr Thomas: I think you have raised some really fundamental issues and I do not believe 

there are easy answers in this area.  We all wish and hope that where there is a strong 

indication of terrorist activity then the authorities are on to that and are able to deal with it.  

However, the formal answer I have to give is that in determining proportionality the police 

themselves have to justify what they are doing.  We have to be satisfied that a case has been 

made out, but I think it is a discipline – there are no black and white answers – upon the 

police to make sure that they are observing these requirements.  I think implicit in your 

question is a recognition that sometimes too much information can be collected.  I think there 

is some indication of that from the American inquiry into the 9/11 tragedy that the 
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enforcement authorities there perhaps had some information about the terrorists in question 

but it was buried in a mass of other information.  Perhaps that is what happened, in effect, 

with the Soham murders in this country.  One of my colleagues put it recently that, if you are 

looking for a needle in a haystack, do you make the haystack any bigger?  One has to make 

sure that the information being collected is pertinent to the matter in question.  I do recognise 

that the police and the security authorities do have a massively difficult job and getting the 

balance right is not easy. 

Q249  Lord Dubs: You referred a little bit earlier on in answer to a question about the case of 

the young man and the police keeping records for a very long time.  If you have no audit 

powers, how do you know whether the police are not doing this on a very wide scale and how 

did you find out about that one? 

Mr Thomas: That is an extremely good point you are making because a lot of activity is 

hidden away from public view.  The public at large are perhaps not aware of what is going on.  

We come across these cases where people make complaints to us against the police 

authorities.  In one of the cases I mentioned, the woman – I think she is now 48 years old – 

had a dispute with her next door neighbour.  He was a police officer who discovered by 

accessing the police national computer – quite improperly, in my view – that she had 

committed an offence when she was fourteen years old and brought this to her attention.  She, 

quite rightly, complained to us; we have served an enforcement notice.  However, I have to 

recognise straightaway from what you are saying, Lord Dubs, that these are exceptional cases 

where people come to us by way of complaint.  As more and more people now see their entry 

on the Criminal Records Bureau – because people need their certificate for employment 

purposes – more and more people are now seeing what is held on them and are perhaps 

getting more concerned about this and are coming to us as a result.  At the moment, without 

the audit power, we have to rely almost exclusively upon complaints brought to us. 
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Q250  Chairman: I wonder if I could just clarify a point that is slightly troubling me as a 

former chair of a police authority.  You keep referring to police authorities having 

responsibility for this and indeed police authorities have to pay out when the police force gets 

it wrong, but it is an operational point, it is the police force who deal with the actual incidents 

and do the recording. 

Mr Thomas: I stand entirely corrected.  My expert, David Smith, has put me right as you 

have, indeed.  I do apologise; I should have used the phrase “police force” throughout. 

Q251  Lord Corbett of Castle Vale: On this issue about police forces, they hold that 

information generally on the police national computer although they will also have their own 

force database.  You are having to act on the assumption that that information is accurate.  We 

do know from experience that a lot of information on the PNC is inaccurate both ways; there 

is no conviction when they say there is and vice versa. 

Mr Thomas: The Bichard Inquiry – the inquiry headed by Sir Michael Bichard – into the 

events at Soham, has, I think, brought very, very forcibly to the surface really quite serious 

concerns about the nature of the police national computer, the quality of the data and so on.  

Perhaps David will say a bit more, but we do come across cases of inaccurate information 

held there. 

Mr Smith: We would make a general case for a wider audit power for our office, but I think 

today it is really a case of an audit power for the police that we are concerned with.  As Mr 

Thomas said, it is so important to individuals and so much of it is hidden.  The examples we 

see are where a window is open because there are things like the Criminal Records Bureau 

disclosure process which gives people an insight into the information which is kept. We do 

have a power in relation to Europol and Schengen, that is in relation to existing mechanisms 

which have been set up for the exchange of data within the European Union.  If there is to be 

an extension I think it follows that we ought to have an audit power to look at what is going 



16 

on there and ensure that it complies with these proportionality requirements.  There may be 

just one other point to add on the proportionality requirement.  I hesitate to talk about more 

formalisation because I think when we gave evidence to this Committee before, we were 

critical of the over-formalisation of some of the data protection procedures in the European 

Union, particularly in relation to Europol.  Here where decisions have to be made on whether 

access is necessary and proportionate there could though usefully be some guidance on how 

those decisions are made, some requirement to record them, something that, if you like, we 

can audit against.  Given the capability of computer systems these days it ought to be fairly 

easy to record these sorts of things as part of an audit trail on a computer system which we 

can then centrally check on. 

Chairman: Thank you very much, Mr Smith.  I ought to remind members who were not part 

of the sub-committee at that time that you are an old friend of the Committee having given 

evidence before to our Europol Inquiry. 

Q252  Lord Wright of Richmond: I apologise for prolonging this particular questioning, but 

you said that at least some of your European opposite numbers have an audit power which 

you would like to have and which you do not have.  Is it your experience that those countries 

which have an audit power for the information commissioner have actually been able to 

uncover and remove the imperfections that you think exist in the police procedures in this 

country? 

Mr Smith: To give a categorical “yes” would be going too far.  Our understanding is that all 

the authorities have an audit power but I am reluctant to state that as a fact, but it is nearly all 

of them if it is not all of them.  There is no doubt that they use it in relation to the police.  I 

could not tell you just what they have uncovered and what actions they have taken. 
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Q253  Viscount Ullswater: I want to ask one question on proportionality.  Is there a common 

standard of proportionality amongst 25 European Union states? 

Mr Thomas: No, there is not.  I am not sure that there could be because I think 

proportionality always needs to be addressed essentially on a case by case basis.  One looks at 

the circumstances of a particular matter so, although there is not a single standard, what there 

is is an ever-increasing understanding of the approach to be taken.  I would say it is almost a 

theology; it is a set of principles to be applied, if you like putting the burden of proof on the 

data controller to demonstrate how, and the extent to which, their actions are proportionate 

and then to be able to justify those.  On occasions they are challenged on a case by case basis 

but in accordance with principles.  There is no single standard and I very much doubt that 

there could be. 

Chairman: My Lords, the number of questions we have asked is a measure of the great 

interest that we have in this matter and the very helpful remarks that we are having from both 

Mr Thomas and Mr Smith, but we now must move on.  Could I ask Lady Gibson to continue? 

Q254  Baroness Gibson of Market Rasen: Thank you.  In your paper it comes through very 

strongly that you believe in strong safeguards for personal data.  I wonder if you are aware of 

any cases of serious misuse of personal data in the law enforcement field. 

Mr Thomas: Our experience is largely UK based, as you will appreciate.  I very much 

hesitate to say that there is serious misuse in the sense of deliberate abuse.  We have come 

across cases where individual police officers have misbehaved in relation to information held 

on the police national computer and elsewhere, sometimes using it for their personal 

purposes, sometimes even selling the information.  These are all criminal offences under 

Section 55 of the Data Protection Act and we have taken action in some cases and we have 

threatened in other cases.  I think the problems are not deliberate abuse by police forces in the 

sense you are suggesting, but rather concerns – as we started discussing this morning – over 
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accuracy (as Lord Corbett has already mentioned) over retention periods, and over the lack of 

safeguards being rigorously applied. We do have some concerns that if inaccurate information 

were to be exported from this country elsewhere into Europe, or received from Europe into 

this country, then problems could arise.  We have had some examples in recent years of the 

sorts of problems which can arise.  The Committee may recall the case of Mr Kenneth Bond.  

He was the Bristol Rotarian, a very respectable man in his late sixties or early seventies, who 

was arrested and held in South Africa on an FBI warrant.  He spent nearly two weeks in 

prison in Durban and it eventually turned out that the FBI thought that he was one of their 

most wanted criminals.  That was a classic example of identity theft where the real gangster 

had taken over the identity of Mr Bond in Bristol.  That is an example of very serious 

detriment which can occur to individuals.  On perhaps a less serious scale, there have been 

examples of football supporters travelling elsewhere in the world where information has not 

been entirely accurate about their background or there have been misunderstandings.  David, I 

think you have some knowledge of the World Cup in 1994. 

Mr Smith: Yes, there are two cases in particular that we are aware of.  One was to do with the 

1994 World Cup, which was held in the United States.  Information was sent over there about 

potential hooligans visiting the World Cup.  An individual was, some years later, refused 

entry when they went to the United States because this information had gone onto the 

immigration service stop list.  My understanding is that the information had come from NCIS 

and NCIS never suspected for one minute that the information would be kept and used for 

these other purposes.  That is a classic example.  There was also one of some Welsh football 

fans who went to Belgium.  When they were asked to produce their identity cards in Belgium 

and had not got them or refused to produce identification they were essentially sent out of the 

country.  This information then went back to the UK and they ended up on the football 

hooligan database here.  They happened to be visiting a football tournament but the incident 
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was nothing to do with football.  The potential for muddle, confusion and inaccuracy is so 

much greater when you move across borders. 

Q255  Baroness Gibson of Market Rasen: You are saying that it is more muddle than 

deliberate in those circumstances. 

Mr Smith: Yes. 

Q256  Baroness Gibson of Market Rasen: You mentioned briefly the Hague Programme.  

Apparently the Commission see the principle of equivalent access to police data by national 

law enforcement authorities as the way forward and the Hague Programme refers to the 

principle of availability.  Can you see any problems in these proposals in relation to data 

protection? 

Mr Thomas: As I mentioned earlier, Baroness Gibson, I do not fully understand the 

relationship between the proposals coming from the Commission and the very recent 

programme coming from the Council so I put in that caveat to start with.  I think I have to 

repeat what I said at the outset and in my paper, that I have no objection in principle to either 

equivalent or available access – whatever the distinction between those two concepts is – 

provided that the information exchanged is necessary and proportionate and that the 

safeguards are put in place so that there is due respect for data protection principles and the 

other safeguards.  I think that there may be some specific problems with the proposals 

although I suspect that as one works towards elaborating those one could address these 

problems and still achieve the objective.  One needs to elaborate exactly what are going to be 

the data protection safeguards in this area.  I was quite encouraged, reading the Hague 

Programme, to at least see a marker put down there; and indeed, to be fair, in the Commission 

proposals they have talked about bringing forward measures.  In the Hague Programme the 

document at paragraph 2.1 refers in particular to information being exchanged where – and I 
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quote – “a law enforcement officer in one member state needs – I emphasise ‘needs’ – the 

information in order to perform his duties”.  So at least that concept is there.  It goes on to talk 

about taking into account the requirement for the on-going investigations in the relevant 

states.  Again I think that introduces the concept of proportionality.  The document goes on to 

talk about the exchange only taking place in order that legal tasks may be performed and the 

integrity of the data should be guaranteed, and so on.  Then it goes on more explicitly to refer 

to “supervision of respect for data protection, and appropriate control prior to and after the 

exchange must be ensured” and that “individuals must be protected from abuse of data and 

have the right to seek correction of incorrect data”.  I do not know who has drafted this.  As I 

mentioned earlier, we have not been consulted on it.  It is only through the good efforts of 

your Committee that this was drawn to our attention in the last week or so, and I emphasise 

that point.  Having said that, somebody has recognised the point I made at the outset.  If there 

is to be more exchange then it must be counter-balanced by appropriate data protection 

safeguards.  At least this document does put down the marker.  This will now need to be 

elaborated to address the sorts of risk which might otherwise arise.  You did ask about what 

sort of problems we might see with these concepts and David might like to elaborate.  We can 

speculate that there could be some problems because of different standards in different 

countries across Europe. 

Mr Smith: I think a lot depends on what you mean by “equivalent access”.  We are not very 

keen on the term “equivalent access” because if access – and I am not saying it is – were slap-

dash in the UK why should the rest of Europe be entitled to a slap-dash regime.  If access is 

tightly controlled and proportionate and necessary as we have said, then the principle that any 

police officer anywhere in Europe who can make a justified case ought to be able to get 

access is sound.  That, in many ways, is what the European Union is all about.  I would think 

that that is our concern.  I mentioned before the question of interpretation of information.  If 
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there is equivalent access, is it meaningful to a Spanish police officer?  We did have a case 

where a drugs intelligence report was sent to Spain and then was quoted in a Spanish court as 

a conviction.  That is not deliberate misuse, but misinterpretation of information.  Things like 

offences which vary from country to country – particularly in very sensitive areas like 

offences connected with homosexual acts and abortion, things which are an offence in one 

country but not in another country – do you give access or not?  There are some very difficult 

issues to be sorted out.  It is worth raising here an area where we have some doubts.  There 

are mechanisms for exchanging information within Europe at the moment.  There is Europol, 

there is the Schengen System, there are informal arrangements between police forces; nothing 

stops the French police exchanging data with the UK police.  When we go and do our 

inspections of Europol we are told all the time – particularly by Europol – if only people 

would send us more data and if only they would update the data they send.  The EU proposals 

are very much concerned with more legal instruments which may be helpful but we do 

wonder whether lack of legal instruments is the nub of the problem or whether it is more to do 

with the policing culture of protecting sources and not trusting others with our information.  

There must be at least as much of that to it as a lack of a legal framework. 

Chairman: That is very helpful, thank you.  You have raised some very interesting points.  

Lord Corbett? 

Q257  Lord Corbett of Castle Vale: The other aspect of this which really lies behind a large 

part of the inquiry we are doing is as a result of the 9/11 Commission Report in the States.  In 

the summary here they mention the FBI having no effective mechanism for capturing and 

sharing its institutional knowledge.  Then it makes the point – and this is really the point we 

are on – that the perceived legal barriers to the sharing of information known by staff, widely 

known as the wall, which blocks the sharing of information both within and between the 

agencies.  I think that is very much on the point here because the Commission has emphasised 
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the need to enhance the inter-operability of EU databases.  Do you think this is likely to give 

rise to new data protection problems? 

Mr Thomas: On the general point you are making I think within the UK, and maybe more 

widely across Europe, there are still some misunderstandings about the extent to which data 

can be shared and I think one of my tasks is to make sure that the misunderstandings are 

dispelled.  I mentioned earlier promoting good practice and providing advice and I accept that 

we perhaps need to address some of the misconceptions and misunderstandings.  That is the 

general point I want to make.  In terms of the inter-operability of the various databases, we 

are not quite sure what exactly is being proposed, that is why I am afraid we can only respond 

in general terms at this stage.  I do not have any difficulty with it if it were going to be an 

exchange of information which is legitimate and people understand how and why it is being 

done.  I do not have any objection to that being done through two or more databases talking to 

each other.  That is a familiar issue for us.  What we would say, when there is to be an 

exchange of information, it must be done in accordance with explicit data protection 

requirements.  We are looking for a framework to ensure that that does happen in practice. 

Q258  Lord Corbett of Castle Vale: One can see, I suppose, in the case of serious organised 

crime and terrorism the need is easier to demonstrate.  Is it your understanding that it is this 

kind of practical sharing where it has been proved to be necessary and proportionate that this 

is directed at? 

Mr Thomas: That is my general understanding, Lord Corbett, but I do not pretend to have a 

detailed understanding.  I think to be honest those are questions which are perhaps better 

addressed to the law enforcement authorities themselves or to the Commission or to those 

making these proposals.  I am not really able to answer that with authority. 
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Q259  Lord Corbett of Castle Vale: The Commission’s most recent proposals envisage 

access by law enforcement authorities to the databases of financial institutions.  Do you have 

specific concerns about that? 

Mr Thomas: Yes, I do.  I am not aware of the detail of these proposals.  I take the general 

point that there are undoubtedly important links between terrorism and the preventing of 

terrorism and I understand the need.  The money laundering regime is clearly directed at those 

sorts of problems.  I am aware of the general issue but I think one needs a great deal of 

caution if anyone is contemplating direct access by law enforcement authorities to, quote, “the 

databases of financial institutions”.  It is one thing for a police or a security service to get 

proper authorisation to inspect the bank details of a particular individual who is under 

suspicion; where that is done properly there are no problems at all and I have no difficulty 

with that.  However, if people are contemplating regular and routine access – fishing or 

trawling – to the databases within financial institutions, then I think that does raise very major 

issues: issues of banking confidentiality, issues of privacy. It goes to the heart of Article 8 of 

the European Convention on Human Rights which safeguards privacy.  I think we need to 

ask, where is the pressing social need to justify such a significant intrusion into the financial 

affairs of, ultimately, the entire population?  I think there would be very considerable public 

concern if that were ever to become a routine matter.  My position would be, as an absolute 

minimum, the law enforcement authorities need to justify access on a case by case basis and 

should have some sort of judicial or equivalent authorisation before they actually access that 

sort of database. 

Q260  Lord Wright of Richmond: Mr Thomas, your written evidence expressed the need 

for a common data protection legal framework for the Third Pillar but you say it should 

address the specific issues that arise in the Third Pillar.  What are those special issues?  It is 

perhaps a naïve question, but would it not be possible simply to apply the First Pillar directive 
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to the Third Pillar?  Why is the Council of Europe Convention not adequate?  What are the 

additional issues or principles that you want see addressed? 

Mr Thomas: Thank you, Lord Wright; there are a lot of questions there and I will do my best 

to give you a comprehensive answer.  I will answer your second question first, which relates 

to the First Pillar Directive, that is Directive 95/46/EC.  I think that provides the background 

before moving on to your first and third questions.  That Directive is the foundation for data 

protection law in this country.  I think it is sometimes forgotten that it was put in place to 

facilitate the free flow of personal information within a single market.  It is all about the very 

thing we are discussing today - exchanging information - but within the context of a single 

market.  The principles – and we have been talking about them this morning – are broadly 

familiar, broadly acceptable, as is the principle of independence of supervision.  There is no 

equivalent for the Third Pillar; there is nothing equivalent for the exchange of non-single 

market information, law enforcement information and so on.  I think there is a strong case for 

something because, as more and more information is exchanged, I see two major risks in the 

absence of such an instrument.  The first risk is that, as greater divergences emerge, there will 

be obstacles to the free flow of information.  Those who are interested in getting more 

exchange I think will find more and more problems and obstacles as the divergences become 

apparent.  Also, alongside that, there is a greater risk of detriment to individuals if information 

is being exchanged without a proper framework.  I think I would say that the specific issues 

which you asked me about really arise out of the nature of policing and law enforcement.  

There are going to be issues relating to retention of information: how long should it be kept 

for?  There are going to be issues about defining and limiting what are law enforcement 

purposes.  There are going to be issues about information which is obtained under coercive 

powers.  There are going to be issues about the reliability and the handling of information 

when it comes from a variety of sources of different reliability.  There may be more specific 
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issues in relation to information relating to racial matters, to religion and sexual behaviour 

and so on.  I think these are all of a different species, if you like, to single market information 

which is essentially largely – although not entirely – commercial information being 

exchanged.  The examples I have given, I think, demonstrate the differences and I think 

something is required which is specific, which is tailor made, for the rules which are required 

for the police and intelligence authorities to exchange information.  If I were to be a little 

more provocative I would say that the existing Directive has its own problems and I would 

not want to see those transplanted and just applied to the policing area; I would rather make a 

bit of a fresh start.  The existing Directive I find to be a rather uncomfortable mix of some 

very general matters and some very detailed specific bureaucratic measures and I think it is 

widely seen as not a particularly admired Directive.  I think simply to transplant that lock, 

stock and barrel into this area would be a mistake; I would rather start with a clean sheet and 

address the specific issues thrown up by policing matters. 

Q261  Lord Wright of Richmond: How about the Council of Europe Convention? 

Mr Thomas: The Council of Europe Convention, if you like, is the sort of starting point for 

the directive itself; the directive bears a relationship to the Convention.  The Convention is 

expressed in fairly general terms.  There is a document which I think the Committee will be 

familiar with, Recommendation 15 of 1987, which was from the Council of Europe.  I think it 

is a Recommendation which flows from the Council of Europe Convention.  That does 

explicitly address policing matters.  That is a Recommendation and has no legal binding force 

but in this country the Government has taken it quite seriously and the 1998 Act does go quite 

a long way to meet the recommendations for policing matters set out in that document.  I do 

not think that document should simply be made legally binding across Europe – that would 

not be the answer – but I do think that goes 75 or 80 per cent of the way towards the 

substance of what we would be looking for in a common legal framework for Third Pillar 
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matters.  I do see Recommendation (87) 15 as a very good starting point, but not the end of 

the story. 

Q262  Lord Wright of Richmond: To what extent does either the Council of Europe 

Convention or a draft legal framework for the Third Pillar take into account the problem that 

Mr Smith has referred to, ie the differences between Member States in the position on, for 

instance, homosexuality or drugs? 

Mr Smith: You are perhaps taking it a little bit further than we have thought through.  There 

is no doubt that it would need to take that into account and recognise that information which 

is about offences which are not offences in one country but are in another ought to be 

restricted.  You may be getting to the purpose definition in certain areas. There need to be 

principles to do with the exchange of information which are set out - but those should only 

apply in certain areas so that  not all the information at every police force in every country is 

necessarily available to all others. I think one of the things that a new instrument could 

usefully do – and this is perhaps a deficiency of the general directive in the First Pillar and our 

own Act – is that it does not directly address disclosure or information sharing or information 

exchange.  You get there by a roundabout way of adding together principles and in many 

ways that is the key to what we are talking about. An instrument which has a section on the 

sharing of information, exchange of information I think would be useful.  That is actually 

something that is in this Council of Europe Recommendation.  

Mr Thomas: I think it is also worth emphasising that the Recommendation is primarily aimed 

at harmonising the approach across Europe but it is not explicitly or specifically addressing 

cross-border exchanges.  I think your particular questions are more concerned with problems 

coming out of cross-border exchanges.  That is why I say, the general principles are the 

starting point but one may need to elaborate that for some of the cross-border matters. 
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Q263  Lord Wright of Richmond: My last question is to do with the joint supervisory 

authorities and I do not know which of you would like to answer.  You referred to the fact that 

Europol, Eurojust, Schengen and the Customs Information System each have their own data 

protection controls and supervisory body.  Would you see advantage in a single set of controls 

and a single joint supervisory board? 

Mr Thomas: I think I will let David answer that one.  I am about to become the chairman of 

the Eurojust JSB during the UK presidency next year but my experience is fairly limited and 

David has far more experience of these bodies. 

Mr Smith: It might be helpful to separate out the two parts of your question: the single set of 

controls and the single supervisory body.  I am not sure that it would be possible or desirable 

to move to a single set of controls because the Schengen System is different from the Europol 

System.  I think what usefully we could have in a framework decisions are broad principles 

that apply across the board.  You still need some specific rules for Europol and some specific 

ones for Schengen and so on.  That does not mean that they cannot be supervised by one 

supervisory body.  We would see a great deal of efficiency savings in that.  The way it works 

at the moment is that we go to Brussels for two days every three months and the first morning 

we sit as the Europol supervisory body then in the afternoon we become the Schengen 

supervisory body.  From the UK we send the same people but I have to say that some 

supervisory authorities do not even send the same people.  There are different things to be 

discussed, but we could be much more efficient.  We do not know enough about the legal 

processes but we think that to move to one supervisory body could probably be achieved 

before the EU Constitution is adopted; to give the work to the European data protection 

supervisor may require a step further.  Maybe the framework decision will address this.  The 

existing supervisory authorities have, for the first time, met together jointly and that is a trend 

which we welcome and encourage. 
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Q264  Lord Corbett of Castle Vale: I do not know if you know who we lunched with in 

Brussels last week, but I suppose in a sense by our invitation to lunch we actually created a 

joint supervisory board. 

Mr Smith: That is absolutely right. 

Mr Thomas: I think with the written memorandum which I mentioned earlier - they called it 

an Opinion - but I think your Committee has stimulated a coming together and it is very much 

appreciated.  I had better not name the country, but I am told that one country asked, “Why 

are we addressing the House of Lords when it is a UK body?”  The answer was, “It is a very 

distinguished committee which is taking matters very seriously” so people were very happy to 

cooperate and collaborate on that basis. 

Chairman: Thank you for those very flattering remarks, but we did find it extremely helpful; 

it was very interesting. 

Q265  Earl of Listowel: How much specialist knowledge does the information supervisor 

need?  For example, a children’s home used to be inspected by an inspector who came from 

that background and now we have rearranged the system so that they are inspected by people 

who do care homes and various other institutions.  Can you explain to me how that works? 

Mr Thomas: I think we have to see ourselves as experts in data protection and freedom of 

information matters, not in the subject matter of the service providers, whether they are 

private or public sector service providers.  Our expertise - whether it is resolving complaints, 

whether it is giving advice, whether it is promoting good practice, whether it is enforcing and 

regulating – is driven by our expertise in the subject of data protection.  Having said that, we 

do have sectoral specialisations inside our organisation.  We are currently organised in teams 

which look at particular sectors and have a good working knowledge of how things are done 

in that particular sector.  David, for example, heads the team which is concerned with law 

enforcement, police, justice matters and a range of bodies which come under that remit.  Yes, 
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we need to have some expertise but I do not think we have to have people drawn from that 

particular sector.  As it happens, we do have some ex-police officers on our staff and that is 

always useful, but I do not think that we need to be so expert that we know every detail of 

operational matters.  Our job is to apply the principles and to challenge people to justify and 

explain what they are doing.  If we are convinced by what they are saying, that may be 

acceptable; if we are not convinced then we will challenge them further. 

Q266  Lord Avebury: Going back to a previous question, if there is a single joint 

supervisory body do you think there should also be a European Data Protection Supervisor as 

part of the new legal framework? 

Mr Thomas: The supervisor already exists.  Two years ago the post was created and he 

supervises the various EU bodies.  Peter Hustinx is the European Supervisor.  He already has 

an involvement in some of the matters that we are discussing this morning.  He already, for 

example, attends the joint supervisory authority meetings.  I think we have already speculated 

– and Lord Wright raised this possibility – that he himself might become the single 

supervisory body for these arrangements.  I would not rule that out; David mentioned it as a 

possibility.  I think that would probably require the Constitutional Treaty to be put in place 

first of all.  There may well be a role to be played in this area but I think that may be racing 

ahead of making concrete proposals.  I think we need to see the data protection framework 

first of all and we need to accept the principle that there should be independent supervision 

and how that is going to work and then we need to move on to who should be that supervisory 

authority.  I do not want to go further this morning than recognising the option that the 

existing European Data Protection Supervisor could have that additional role tacked onto his 

existing responsibilities. 
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Q267  Lord Avebury: You mentioned just now that the Constitutional Treaty would have to 

be place for the new arrangements that we have been discussing.  Are there any other 

implications of the Constitutional Treaty for the protection of personal data in the EU? 

Mr Thomas: I have to be careful not to get into political territory; you are drawing me 

towards sensitive waters, Lord Avebury, and I do not want to get too far down that track!  I 

would just make just a couple of points, if I may.  First of all, the Treaty is significant, I think, 

in data protection terms.  It contains a provision guaranteeing the right to data protection and 

explicitly refers to the existence or the need for an independent authority.  In itself it refers to 

the Charter of Fundamental Rights which likewise, for the first time, spells out specific data 

protection rights going rather further than the Article 8 privacy rights in the European 

Convention on Human Rights.  As I have understood it, as and when the Constitution is put in 

place, effectively that would abolish the distinction between First and Third Pillar matters but 

quite how that impacts on the matters we are discussing today – which may be a number of 

years down the track – I am not altogether clear.  I do not think it in any way undermines the 

case we are making for a proper legal framework for the exchange of law enforcement 

information.  

Q268  Earl of Listowel: What training is given by the information commissioners to law 

enforcement bodies on the exchange of information and data protection issues?  You did 

mention earlier your role in advising and promoting best practice.  Do you actually provide 

training? 

Mr Thomas: I have survived two addresses to the data protection part of the Association of 

Chief Police Officers, one before Soham and Bichard and one after. So I myself have 

addressed their annual conference twice.  David may elaborate more on some of the work 

which we have done with police forces around the country.  Before David talks about 

training, I would want to make the point that we are in constant contact with police forces and 
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many of them have their own data protection officers and they are on the telephone to us 

perhaps two or three times a day with particular matters which they are raising.  That is all 

part of the general support which we are giving.  In the sense of more formal training David 

may want to elaborate. 

Mr Smith: As Mr Thomas has said, we regularly speak at seminars we are invited to that are 

attended by the police and others.  However, we do not have a formal training role as an 

organisation so we do not run training courses as such.  Where we are asked to assist with 

police training we do.  I have not been, but a colleague of mine has been to Bramshill and 

contributed sessions on training there.  I think we are very much in the position that we are 

there if our assistance is needed.  I would not want us to be seen as being over-critical of the 

police in the way they deal with data protection.  They take the matter very seriously.  Each 

force has its data protection officer.  Amongst all the sectors of the economy we deal with the 

police probably have the best data protection setup - or one of the best data protection setups 

– and they do have their own internal training arrangements.  I know training takes place and 

we are available, as I say, to assist if we are called on. 

Q269  Earl of Listowel: May I just ask a further question related to that?  With your 

experience in Europe do you feel equally confident that the police systems in Europe are 

adequately trained to manage information sensitively? 

Mr Smith: I think what we notice is a difference in approach, but it goes back to some of the 

issues you talked about, about having a much more formal approach to data protection in 

certain of the European countries where – I hesitate to say exactly how they work – the 

approach of opening a new area for police investigation is a formal procedure where you open 

a file and you have it justified and those are the sorts of things that are checked.  It is a much 

more procedurally based approach to data protection than we adopt here.  They are sometimes 

less trained, I think, in making the judgments; it is more: if you follow the procedure it is 
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okay, whereas here we look to see if the police comply and we really have to try to make 

some judgments as to whether they got it right and not just whether they followed the 

procedure. 

Q270  Lord Corbett of Castle Vale: Can I just ask from your knowledge of the police 

forces’ data protection officers, is this simply a matter of tick the box compliance or does it go 

into commitment in at least some of the 43 forces in England and Wales? 

Mr Thomas: David’s point was that they way things are done in this country does go beyond 

the tick in the box approach and I think it is taken seriously by police forces.  I think 

sometimes it is seen as a constraint or a problem but I think they understand the importance of 

it.  A lot of these issues surfaced during the course of the Bichard Inquiry.  We did exchange 

quite fierce words with the police on one or two matters there, but I think we are very 

comfortable with the way in which Sir Michael Bichard drew conclusions from that.  I think 

there has been a problem in some areas where the data protection officer is often a civilian – 

but not always – with quite a middle-ranking or junior position inside the police force and I 

think they sometimes struggle to have their voice heard.  Having said that, I think right from 

the top all police forces do more than pay lip service to the importance of data protection but I 

think they would also say that on occasions they feel somewhat constrained or threatened by 

it.  There are some quite severe misunderstandings.  Bichard established that many police 

forces thought it was a criminal offence to get it wrong with data protection.  Perhaps they 

have taken almost too seriously our warnings about the one criminal offence which does exist, 

which is individuals leaking information from police computers.  That is a very serious matter 

but it is not directly relevant to the way police forces themselves handle personal information. 

Mr Smith: I think that if there is to be a generalisation it is that those police forces where they 

have a direct route into senior management – chief constable, deputy chief constable, assistant 



33 

chief constable level – achieve it the best; where it is part of operational thinking and 

management thinking, it is not just some technical add-on. 

Q271  Viscount Ullswater: Mr Thomas, could I ask you to turn your mind to the transfer of 

data to third countries?  You refer in your evidence to the need for any new legal framework 

to address international transfers of personal data.  You also say that the principle established 

in the First Pillar in the Europol Convention is a sound one on this particular issue.  What are 

the main data protection problems in the transfer of Third Pillar data from the EU to third 

countries or organisations? 

Mr Thomas: I think I would start with the proposition that I put in my memorandum - that I 

think any data protection regime has to have some sort of provision relating to transfers 

outside the jurisdiction.  That is why the First Pillar – the existing European Directive – but 

also the Europol Convention both have provisions relating to transfers.  The general approach 

is that transfers are permitted if there are adequate levels of data protection in the receiving 

country.  Obviously there may be some exceptions where there are matters of over-riding 

public interest, but the basic principle is that of adequacy.  It is not the end of the story 

because, for example, one is concerned that if you transfer information from country A to 

country B you have to have some further restrictions to stop that data being passed on to 

country C where there may not be adequate protection.  One has to have some arrangements 

in place to safeguard that transfer.  I think there are also strong arguments in favour of having 

as much centralisation of the determination of adequacy.  That is why, within the First Pillar 

Directive, the European Commission has a role in looking at particular countries and 

determining whether or not the data protection laws in those countries are adequate or not.  

That is not to say that you have to constrain yourself or limit yourself to that situation: you 

can only pass information when there has been a central determination but that does make it 

easier for people on the ground.  In the area of law enforcement one could contemplate a 
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general determination saying that the laws in a particular country are adequate or one could 

contemplate a determination for a particular sort of transfer, transfers to this particular law 

enforcement agency, given that the arrangements within that particular agency are deemed to 

be adequate.  The general point I am making is that one needs arrangements but one can be 

fairly flexible as to how they can be set up and applied in practice. 

Q272  Viscount Ullswater: You have given us some concern, I think, about the reliability of 

information stored - whether it is in this country or in other countries – and we have talked 

about proportionality.  Should the EU develop a common policy for the transfer of data to 

third countries and organisations?  Should there be something about the ownership of the 

data, having some control over where it goes?  I think you mentioned that if data is moved 

from country A to country B there should be some restrictions on moving to country C.  

Should there be some sort of ownership of data which has to be contacted before it can be 

transferred again? 

Mr Thomas: I think the short answer to your question must be yes.  It would be desirable as 

part of the package of measures coming forward to set out common policy for transfer to third 

countries or to organisations because I think that is in the interests of everybody.  It is in the 

interests of the law enforcement bodies themselves to know were they stand; it is in the 

interests of citizens to know that there are safeguards for their personal information where it is 

being transferred.  Going back to my previous answer, whether the policy would be directed 

at particular countries or at specific bodies inside countries I think is an open question.  It may 

be very difficult to say that the United States - with perhaps a very large number of law 

enforcement bodies at the national, federal, state and local level - all of that is adequate.  One 

may have to make a specific finding or a specific determination in relation to a particular 

authority.  I speculate but the FBI, for example, might hypothetically be deemed to have 
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adequate arrangements in place.  I think the answer is yes, there are strong arguments for a 

common policy but I do not feel ready yet to articulate exactly what that policy should be. 

Q273  Viscount Ullswater: What concerns me from what you were saying is that not only is 

data sometimes unreliable but it probably gets out of date relatively quickly and therefore is 

there a danger that when data is moved from one country to another it gets stuck in time and it 

is not updated and therefore could be accessed from a third country, which would actually be 

unhelpful in terms of information passed?   

Mr Thomas: I would not want to say that is a matter of routine and the norm, but I think that 

is a very serious danger that you are highlighting.  The answer is yes, so David may want to 

say a little more about his experiences at Europol where – I think he mentioned this in passing 

earlier - exactly that situation has arisen. 

Mr Smith: It is probably second on the list of complaints from the Europol staff that we 

talked to when we did an inspection.  The first is that nobody sends them any data and then 

when they do send any data they do not update it.  I think it is understandable in some ways 

because Europol’s work is analysing it, sending back information on suspects to member 

states.  Member states then go off and arrest people and never bother to tell Europol that they 

have been arrested, for example.  I am not sure what the magic answer is but I think that the 

point that you make about ownership may be a very good one, an important one to take on 

board.  Maybe a difference in a Third Pillar instrument from a First Pillar instrument is that, 

when the data are transferred by a UK force or by NCIS to another country, they remain under 

the ownership of the UK police force maybe until such time as they are released, so there is 

an on-going obligation - a data protection obligation – to update the data that has been 

transferred. 

Mr Thomas: If I could make a more general response to the question that Lord Ullswater has 

raised, I think it underlines the importance of what we call subject access, people being able 
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to see their own files.  There is nobody with a stronger interest in accuracy than the individual 

himself so although there are some exceptions – not least in the law enforcement area – the 

principle of being able to see your own files and ensure they are accurate and having the right 

to make corrections I think is an extremely important one.  Again, we would expect to see that 

included in the package of data protection measures which we are talking about in this 

context. 

Q274  Viscount Ullswater: Even with a Third Pillar usage. 

Mr Thomas: Within the same sort of limitations as are available in this country.  You do not 

have the same rights to see your police file as your credit card file, but you have some rights 

and we would expect the same sort of balances to be drawn in the law enforcement area, but 

the principle of access, not least for correcting out-of-date or inaccurate information I believe 

is very important. 

Q275  Lord Avebury: In your original answer to Lord Ullswater you said that the principle 

underlying transfers to third countries was first that they had good data protection systems in 

place, but secondly that they would not further transfer the data to countries where there were 

no such systems.  Does this not perhaps conflict with the necessity of transferring data to 

countries where there may be inadequate or no data protection regimes when the terrorist 

systems in operation in those countries – I am thinking, for example, of the central Asian 

republics where I doubt very much whether they have ever seen a PC – and yet there may be a 

strong argument for exchanging data with the police forces in those countries because they 

have more direct and immediate experience of terrorism than we do. 

Mr Thomas: I understand the point you are making, Lord Avebury, and I think I was quite 

careful to say in my answer that there may be some exceptions where over-riding public 

interest considerations arise.  I recognise that that sort of circumstance may arise and that is 
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why I wanted to put that proviso in place.  I think the example you have given may fall within 

that exception, but I would not want it to become the norm; I think that would only be in the 

sort of very serious matter which you are suggesting. 

Q276  Lord Dubs: You have partly dealt with a point of issue in my question in your answer 

to the previous two, but I will ask it anyway.  It is to do with relations between EU bodies and 

Interpol.  Do you foresee any potential problems in the greater exchange of data between EU 

bodies and Interpol? 

Mr Thomas: I have not had a huge amount to do with Interpol personally.  It does have some 

data protection measures of its own but they are much weaker and much less robust than the 

sorts of matters we have been talking about this morning.  I think the problem is not so much 

Interpol itself but what it does with the information.  When it receives information it passes it 

on to others, which goes back to the sorts of points we have been discussing already.  As I 

understand it, for example, there are no arrangements for independent supervision of the 

Interpol arrangements, only limited requirements for the familiar data protection principles to 

be applied in practice. It seems to me that if Interpol is to play a stronger role in these matters 

– we are talking now, of course, beyond European borders – then it needs, I would suggest, to 

bring its data protection arrangements broadly in line with those which apply not just across 

the European Union but also in the Asia Pacific area.  When one looks at those parts of the 

world – looking also at South America - the approach which one now calls the European 

approach to data protection is becoming effectively the global standard.  I am not including 

the United States in my comments because that is perhaps the exception, but Asia Pacific, 

Canada, the European Union, that is the global norm.  Even in the United States, even though 

there is no federal data protection or privacy law, there is a very, very live debate about 

privacy and the protection of personal information.  At both federal and state level there are 

many sectoral laws in the financial services area and in the health area.  I was in Washington 
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in February of this year and it is just as much a live debate and a live topic there as it is in 

Europe, notwithstanding the absence of a horizontal law such as we are used to in the 

European Union.  I am sorry, I have digressed a little, Lord Dubs, but I wanted to make the 

point that Interpol, I think, needs to raise its standards in line with that global approach. 

Mr Smith: Could I just clarify that Interpol itself has data protection arrangements and 

supervision.  They might not be the same as in the EU but it is not that so much that is the 

issue.  It is the arrangements that Interpol have with the countries that they transfer data on to 

and whether they come up to the standard.  I think Interpol has a difficult job.  If it imposed 

the sort of standard that we would like to see, hardly anybody would meet them at the present 

time and they would not function.  I think the limited data protection controls in the system 

necessarily limit the effectiveness that Interpol can have.  There is a limit to the information 

that can flow out through Interpol under the present arrangements.  If it wants to be more 

effective then in some ways data protection controls go hand in hand with that, or certainly 

should do. 

Q277  Chairman: I think, members, if you have finished the areas of questioning, could I 

thank both Mr Thomas and Mr Smith very much indeed for what they have given us this 

morning.  You have shed light on an extremely complex area of concern, not just within the 

EU but we have gone global now.  The clear and very open way that you have answered our 

questions has been most helpful.  We are sure that some of your comments will be echoed 

clearly in our report and we do thank you very much, particularly I have been very grateful – 

and I am sure members would agree – with the examples that you have been able to give us.  

We always look for examples because, in a complex report, that clarifies exactly what is 

happening out there in the real world.  We are very grateful because they have been extremely 

helpful.  Thank you both very much indeed; it has been a great pleasure to have you talk to us 

this morning. 
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Mr Thomas: Thank you for those comments. 


