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Memorandum submitted by Statewatch 

Examination of Witnesses 

Witnesses: Mr Tony Bunyan, Chief Editor and Mr Ben Hayes, Statewatch, examined. 

295. Chairman: Welcome again to two old friends of this Sub-Committee, Tony Bunyan 

and Ben Hayes from Statewatch who last gave us evidence in our Europol inquiry, I 

think.  We are very grateful to see you again and we read with great interest the papers 

that you have put out.  I would like to thank you on behalf of the Sub-Committee for 

the paper that you sent us, which made very interesting reading.  I will not repeat what 

I said earlier about the subject of the inquiry because I have already stated that.  We 

have registered relevant interests and I understand you have had a copy of those.  I 

wonder if you would like to make an opening statement before we launch into 

questions.  Would you like to do that, Mr Bunyan? 

Mr Bunyan: I think it may be addressing the general question: has the response to 11 

September and then Madrid been a response which has led to some concern that it is going 

farther than tackling terrorism?  Ben is going to talk in a second, but I think this has been our 

concern since 11 September when we first of all saw the draft decision on how to define 

terrorism.  It was as a result of some work by civil society in that very difficult atmosphere of 

the autumn of 2001 which managed to get some limitations on that definition of terrorism so 

that it was made clearer – although not totally clear – that it did not refer to normal 

democratic activity; it did not refer to trade union activity.  That was a difficult time to do 

that, to be raising those issues.  Similarly on 25 March when there was a special summit and 

we produced a scoreboard - which Ben was very instrumental in doing – which showed again 

great concerns about how many of these measures were directed at terrorism and how many 

were to do with crime in general or surveillance in general.  A classic issue would be data 

retention or biometric passports and to what extent are those both necessary to combat 
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terrorism as distinct from combating crime in general.  Perhaps I could ask Ben to talk a little 

bit more about the conclusions we came to in the scoreboard after 11 March. 

Mr Hayes: It seems to me the best way to answer the question of whether the terrorism 

proposals are proportionate and justified is to look exactly at the content of the EU action plan 

on terrorism which was adopted just a fortnight after the terrorist attacks in Madrid.  What the 

Member States did then was to endorse 57 separate proposals.  A number of these proposals 

could potentially introduce wholesale surveillance of everybody in Europe through telephone 

communications, the so-called data retention proposal, tracking all air travel in and out of the 

EU and creating records on air travellers (the so called PNR scheme) and the fingerprinting of 

nearly everybody in the EU, the three separate biometrics proposals.  Tony has already made 

the point of whether this is a justified anti-terrorism measure or measures, or whether this 

goes further.  There is also a question of whether the EU is actually exceeding its mandate as 

it certainly appears to be with the biometric passport proposals.  This was apparently 

expressly ruled out in the EC treaties.  The second issue is the fact that of the 57 proposals it 

is our view that at least 27 of those have very little to do with combating terrorism per se; they 

are about surveillance, they are about combating organised crime.  It seems that what has 

happened is that the EU just took much of the Justice and Home Affairs agenda for policing 

and judicial co-operation and moved it across under the banner of anti-terrorism.  There is a 

question there of not only whether this is justified, but whether it is even cynical because 

some of these proposals are so unrelated to terrorism.  Our position has always been that what 

is needed is good, intelligence on specific threats not mass surveillance of everybody which is 

going to generate more data than can possibly be usefully analysed. 

Chairman: You have very neatly and very succinctly answered my first two questions so I 

will move smartly on. 
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296. Lord Dubs: Could I possibly ask a supplementary?  You expressed your concerns 

about fingerprinting and biometric data and so on; would you have fewer concerns if 

you were satisfied as to the safeguards regarding the use of such information? 

Mr Hayes: We would have few reservations about the use of a technology that was able to 

prove that an individual is the individual that they say they are through the use of their 

document.  What the EU is talking about doing is creating either an EU passport register or a 

register of all travel documents, which is also going to include resident permits and all visas, 

and then making this database – whatever it is they create – accessible to law enforcement 

authorities for general law enforcement purposes.  That is where our great reservations come 

into this.  It seems that it is not just about individual documents, security and identity – being 

able to prove that an individual is who they say they are – but about creating a central 

database that will in effect cover the majority of the EU’s population.  We have grave 

reservations there. 

297. Lord Dubs: Does that not depend on how that central database is used or are you 

concerned about the fact of it? 

Mr Bunyan: If we take the position of the Article 29 Working Party which is a Working 

Party of all the data protection commissioners, when they looked at it they said they have no 

problem with, if you like, “one-to-one” identification.  I mean, “Are you Alf Dubs walking 

into the building?”  “Yes, you are.  You have a card which says you are, that is checked.”  

They have no problem with that being localised in terms of a company or the Home Office or 

wherever; that somebody going into that building is a person entitled to go into that building.  

Their problem arises when you are doing “one-to-many” checks, when you have centralised 

databases.  The case we are talking about is where national information is not only kept 

nationally but is also kept on an EU database and then accessible to many, many 

organisations.  I think one does have to have some very big concerns about going to that 
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system where you are putting it on an EU database.  Secondly, you have to have concerns that 

data protection in the EU just does not work.  Nobody actually knows how to protest if they 

think they are on the Schengen Information System.  We know of instances where people 

have got onto the Schengen Information System and it has taken them years to get off it when 

they were not meant to be on it in the first place.  I think there is a real problem initially and I 

think there is a problem about whether you can actually guarantee any protection for people 

who are wrongly on the list or their information is wrongly used or wrongly added to.  

298. Baroness Gibson of Market Rasen: That actually answers one of the questions I was 

going to ask you, but I will go back to the Commission and the terminology being 

used.  The Commission refers to the principle of “equivalent access” to police data, 

while the Hague Programme talks about the principle of “availability”.  I wonder what 

you feel about this terminology and whether it does actually represent different 

approaches. 

Mr Bunyan: I have found myself incredibly confused by the different communications 

coming out.  These communications have been coming out of the Commission and they seem 

to be written by the same group or possibly the same person and there is one about the 

exchange of data on terrorism, there is one about the general exchange of data and then there 

is a third one on creating a European criminal record.  They all use the same sort of logic that 

somehow there is a continuum of activity - between terrorism on the one hand, serious crime 

and, indeed, everyday crime.  To answer the specific point, what has happened is that COM 

429, which is the one on a free market in law enforcement information, whereby in theory any 

agency in Britain could have access to a database of an agency in Austria or Latvia or 

anywhere else, quite frankly is not going to happen.  It is not going to happen because nearly 

every Member State – including our own – is not happy with people coming in and looking at 

their databases.  Obviously as civil libertarians we are concerned about it, but on this issue I 
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think it is unlikely to happen.  What is much more likely to happen is the principle of 

availability. This is what COM 664 is talking about but in a very limited sense on convictions, 

so that the question would be: “will you provide information on this particular person or will 

you provide information on a person who is in a Member State of the EU and convicted, will 

you pass that information over?”  Say someone is convicted here but is Italian; will you pass 

the information on their conviction to the Italian authority?  One can have little objection to 

that because we are not talking about intelligence here, we are talking about somebody having 

been charged, convicted and sentenced and that information being passed from a UK court to 

an Italian database.  That is understandable.  We have no problem with that area.  However, 

there has been a confusion.  I think the initial paper was talking about the sharing of all the 

information on everything and, as we have said in our paper, we are extremely concerned 

about something which is going ahead at the moment - the sharing of information during 

investigation of terrorist activities.  We are extremely concerned about this and about who 

could get caught up in that net.  We have used the example of the ten Muslim men who were 

arrested in Manchester who were then released without charge.  I have looked at the work of 

intelligence agencies over the last 20 or 30 years now.  If one individual is being investigated 

the whole of their social network and friends and people at work are investigated.  The idea is 

that all that data could or should be passed to all the other agencies in the European Union of 

which there are several hundred, but there is no obligation to take information off.  One only 

has to think of the classic case of Senator Ted Kennedy who was arrested five times in a row 

because he happened to have the same name as someone who was on one of their watch lists.  

He had to get in touch with the head of Homeland Security in the United States to be allowed 

on a flight back to his home state of Massachusetts.  If you start to get the building up of 

people onto watch lists – which we are beginning to see both in the United States and the 

European Union – then I think there is a real concern.  All one has to have in this particular 
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case is a proviso that of course it is legitimate in the course of investigation, that you should 

pass it over very quickly in case there is some evidence from another EU state, but there 

should also be an absolute obligation that that information is deleted if that person is not 

charged with any offence. 

Mr Hayes: I think maybe there is a second issue here as well.  If you look back through the 

history of EU justice and home affairs co-operation, you have had the Schengen Convention - 

now incorporated - the Europol Convention, the Mutual Legal Assistance Convention and a 

host of joint actions and resolutions that all provide for spontaneous data exchange not just in 

relation to terrorism but any serious crime.  Suddenly, since September 11 and March 11 they 

have just said that they need a host of more measures.  There has been no idea of reviewing 

the systems already in place to see if they are working properly and to find out whether we 

actually need all these new systems.  It just seems to be racing ahead of itself without any 

kind of question of looking at whether the things we have work properly already.  Perhaps it 

would be better to go back to things they spent years drawing up for precisely these kinds of 

situations rather than just going full steam ahead into something else. 

299. Lord Dubs: The Commission’s most recent proposals envisage access by law 

enforcement authorities to the databases of financial institutions.  Do you have any 

concerns about that? 

Mr Hayes: There has traditionally been a big problem with banking secrecy hindering 

investigations so there is clearly a need to do something about that.  It is not an area I know a 

great deal about, but as I understand it we already have a system for flagging up what are 

called suspicious financial transactions.  Most countries have those but the amount varies; I 

think here it is £2500.  We then also have a network of financial intelligence units that have 

come out of both EU measures and the OECD financial action task force.  I am not fully up to 

speed with the Commission’s proposals, but where it seems they might be going is just to give 
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direct access to law enforcement to these databases.  That then raises the question of how are 

they going to use that access?  Are they just going to go in for what we call fishing 

expeditions and what are the implications of that to the warrant system?  At present in any 

terrorist investigation it is extremely unlikely that any warrant to turn over this kind of data is 

going to be refused.  Are we moving - with all this direct access to these databases – away 

from a system of warrants?  You cannot ask for a warrant for lawful interception or access to 

data in relation to persons unknown for crimes unknown, and I think there is a real question of 

how are you going to ensure adequate judicial oversight of access to these databases by law 

enforcement and what kind of audit trail is there going to be in the event that data is used 

unlawfully or exchanged illegally.  That would be our concern there.  As I say, I am not fully 

up to speed with what the Commission is proposing; it is one of the most complicated 

documents I have ever seen. 

Chairman: Can we move on to the data protection area now and I know Lord Avebury would 

like to ask a few questions. 

300. Lord Avebury: You have already said that existing data protection arrangements 

applying to the Third Pillar are grossly inadequate and you have given the example 

that a person cannot readily correct errors or have data expunged when it is no longer 

required.  Are there any other aspects of the data protection arrangements in the Third 

Pillar that you think should be strengthened and would it be satisfactory simply to 

transfer across the arrangements that already exist in the First Pillar? 

Mr Bunyan: Let us deal with the 1995 Data Protection Directive which we have adopted in 

this country and it has been adopted by the EU.  It took the Commission five years to produce 

their first evaluation and what is striking about that evaluation is the fact that there is a great 

variety between Member States as to the powers given to the data protection authorities, to the 

staff they have and the resources they have.  Without a shadow of a doubt the system in some 



9 

of the German Länder is the strongest.  They have good staff; they have the power to walk 

into any police station at any time; they can examine records.  When we compare it to our 

system here, we can say that Richard Thomas is doing a good job but lacks the same powers 

that they have, for example, and lacks the resources.  In a sense one could say that the 

Information Commissioner is able to keep up a general role and keep the thing going down a 

broad road, but even he is concerned about where we are going - whether we are “sleep 

walking into a surveillance society”.  The truth is that the degree of control varies too greatly.  

The Commission recognises this, not that it has produced any measure since it produced its 

report last year, nor has the Council said that perhaps we should be harmonising, we should 

have some common standard across the EU about what minimum standards of staffing and 

powers.  Even then the problem with that is that it does not cover the Third Pillar; it does not 

cover the issues we are really talking about - policing and immigration records and terrorism.  

There has been a lamentable lack of political will in the Commission and by the Member 

States and by the Council to produce a data protection measure covering the Third Pillar.  In 

our note we say that they started to look into this in 1997 and then abandoned it in the spring 

of 2001.  We happened to apply to the Commission for a document to get this further 

information.  At the time the Commission proposal on exchanging data did have tagged onto 

it, as discussed in the full Commission, “related data protection matters”. But when you look 

at what they mean by “related data protection matters” it actually means freedom of 

information for the law enforcement agencies.  It is not about data protection for the citizen.  

The real fear in this area is that there are so many measures being put in place since 

September 2001 and certainly since March 11 that before we get round to data protection in 

the Third Pillar the States and all the agencies will have all the powers they want and 

therefore the kind of measure you can get into force will be circumscribed.  One might add 

that the same goes for the whole  of criminal justice co-operation because the rights of the 
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defendant still are not defined and yet we have many EU-wide powers and the last thing 

apparently on this road is to define the rights of the defendant.  There is a parallel there.  It 

seems to be completely wrong that we should be giving powers to agencies in the collection 

of information without in parallel and at the same time having a real balance between civil 

liberties and security rather than putting more security measures in place and then getting 

round to aspects of personal data protection. 

301. Lord Avebury: Can I take it then that you do not actually consider that if we were to 

apply the legal framework that exists for the First Pillar to the Third Pillar that that 

would necessarily grant adequate data protection? 

Mr Bunyan: No. 

302. Lord Avebury: Is it possible that you could not immediately in an answer to me but 

perhaps let us have a note of the respects in which you think First Pillar legal 

provisions would be inadequate if they were simply transferred across to the Third 

Pillar. 

Mr Bunyan: Of course. 

303. Lord Avebury: Thank you.  Do you think that there is a need for the development of 

specific legal rules to regulate the exchange of data between police authorities in the 

EU?  Could you say what principles they should contain, either now or in the note that 

you are going to let us have? 

Mr Bunyan: We could do that in a note as well; I think the two are connected.  In very broad 

terms we do not think there should be general access to all data held only specific data.  Quite 

frankly, the powers exist for that at the moment.  As Ben has pointed out, we would be doing 

well to actually look at some of the powers which have not even been exercised yet.  There 
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are some areas where they do not have in the European Union or in other national parliaments 

this kind of scrutiny committee which is not just looking at things before they are adopted but 

actually can look back at them after they are adopted.  This is a uniquely UK phenomenon 

which we often urge on the European Parliament Committee.  There are so many new 

measures and they have no time at all to look back at what has been passed and to scrutinise 

how is the law being used, is it being properly, does it need more backing?  I think there are a 

number of issues here which we could perhaps take up. 

Chairman: Can I just make a brief correction because I do not think there are many police 

authorities which would oversee the work of what the police are doing in the EU, so it is 

police forces we are talking about rather than police authorities. 

304. Lord Avebury: You mentioned some cases of serious misuse of personal data.  You 

gave us the instance of the people who were connected with the arrest of the Muslims 

in Yorkshire.  Could you give us any other examples of misuse of personal data, 

particularly in relation to exchanges of data between European countries? 

Mr Bunyan: The famous case is that of the brothers, the Welsh football supporters, who 

happened to go to a football match.  They travelled through Belgium and then Luxembourg 

and then they were arrested.  They were chucked out and found themselves on the 

Luxembourg records, on the Belgian records, on the UK Foreign Office list and on the NCIS 

list in London.  It took them five years because what they had to do was not only get off the 

list in Luxembourg, they then had to get off the NCIS list, then they had to get off the Foreign 

Office list and then they finally had to get off the Belgian list.  The European Commission 

had to be involved to order the Belgian authorities to take their names off the list.  They had 

actually never done anything wrong and when they went back a second time one of the 

brothers was handcuffed and sent home from Belgium, in handcuffs, on the Harwich ferry.  

What it did tell you is how difficult it was to get your name off a list.  We do know for a fact 
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that there are several hundred – probably over 2500 people – who have been stopped at 

borders after what happened in Genoa in the summer of 2001 who have been told: “you are 

not being allowed into Italy, you are not coming into France, you are not coming into Spain 

because you are on the Schengen Information System list”.  For those people to try to 

discover who put them on the list and how many countries’ lists they are on is a nightmare.  

We have helped one or two people but we are not unfortunately a group who can spend time 

doing that, we are mainly a research group.  It is really difficult for people. 

305. Lord Avebury: But there is no European group which maintains a record of all these 

individual cases such as the one you mentioned. 

Mr Bunyan: Unfortunately not.  It is very difficult if you are just turned back at the border 

because there is nothing written.  You appear at the border and are told you cannot enter a 

country because you are on the Schengen Information System and you are a threat to public 

order.  They will not let you through.  It is incredibly difficult for people.  I think the 

European Court of Justice is actually looking at a case of people going to Spain which 

included MEPs - and because they were MEPs it has got a slightly higher profile.  This case is 

the refusal of the Spanish authorities to let a group enter Spain for a conference in Barcelona.  

We are waiting to hear what the European Court of Justice is going to say, but for the 

ordinary person it difficult to find anything out. 

Mr Hayes: The main problem with all these databases is that the rules and procedures for 

adding people are so vaguely defined that what you get is essentially a political decision.  

What France did as a result of the activities of Rainbow Warrior, the Greenpeace ship, was 

just to register wholesale a number of Greenpeace protesters, as a response to the political 

activities they had been doing.  One famous case was Stephanie Mills from New Zealand who 

was a Greenpeace protester.  She had never been charged with any public order offence but 

when she arrived at Schiphol Airport in Amsterdam she was refused access to the entire 
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Schengen territory.  You asked for an example of serious misuse of personal data, the PNR 

scheme, which I am sure you are all aware of, and the treaty between the EU and the United 

States to allow the exchange of information on passengers is, I think, another perfect example.  

If you want to book a flight on British Airways and go to, say, Aberdeen or Genoa you click 

through the booking process and you have to tick the little box to say that you understand 

BA’s privacy policy and if you do not tick that box you cannot proceed with your booking.  If 

you look behind that box what it actually says is that you theoretically have a right to data 

protection – I do not know whether it refers explicitly to the treaty – but we are going to be 

sharing your data with the United States.  You are not even flying to the United States; the 

problem is that you are flying on a carrier that flies to the United States and the only way to 

implement the PNR treaty was to give the US direct access to the EU reservation databases.  

If I say, actually I am not happy because I am only flying to Genoa and my data is potentially 

going to be handed over to the Department of Homeland Security and shared across this 

myriad of agencies in the US, I cannot proceed with my booking. 

306. Lord Avebury: I think you have indirectly answered my next question which is: 

should the European Union develop common policy for the transfer of data to third 

countries and organisations?  If so, what should the main principles of such a policy 

be? 

Mr Bunyan: I went to a hearing in the European Parliament on this issue of PNR data 

protection and I produced four different versions of data protection in terms of the EU acting 

externally.  They had the one on the table for the United States; they had another one for the 

exchange of information with police forces; and there was another one that Europol had in 

two different versions.  It is not working properly across the EU but the 1995 Directive is a 

very good basis to start from if it were properly enforced and properly serviced.  However, it 

cannot mean anything because the minute we go outside the European Union to negotiate 
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with Russia, for example, to meet their needs we somehow unscramble it; some countries do 

not have any protection laws themselves.  There is a real problem here.  I think that the 

computer reservation system is covered by a regulation; not a directive, a regulation.  The 

Commission has it in its power to order the computer reservation systems not to give any 

information to the United States until they have met the provisions of the EU statutes.  But 

then politics comes into it.  The Commission said: “We know we have that power but we dare 

not exercise it because Member States would not agree with it”.  My answer to that is quite 

simple: “I am terrible sorry, but the Commission is the custodian of the law”.  When it comes 

down to regulations it should have been doing its job.  Then we would not have got into this 

mess because the airlines would have been told that they cannot give information out until 

there is an agreement which meets our standards.  I am not saying there is not an agreement, 

but one which would have been much stronger and quite different to the one that was reached 

if the Commission in this case had used its powers. 

307. Lord Corbett of Castle Vale: There appears to be a proliferation of agencies and 

formal and informal structures in the EU for dealing with counter-terrorism.  Is there a 

need for better co-ordination or streamlining of these bodies?  Should they all be 

brought formally within the EU structures?  You have been very critical in your paper 

about a whole number of these informal arrangements. 

Mr Bunyan: I think there are two answers to this.  There is an answer in terms of some of the 

central bodies and there was a report that was alluded to in our note which came out on 8 

March – three days before 11 March – which was a highly critical report of what the EU had 

and had not done on counter-terrorism.  It is a very interesting report that is primarily 

concerned with terrorism and not crime more generally.  It includes things like the fact that 

the remit for Europol to have a counter-terrorist group had run out the previous summer.  It 

includes the fact that two of the three working parties on terrorism were capitals-based rather 
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than Brussels-based.  That means that instead of meeting in Brussels with a Council 

Secretariat servicing them, one was meeting in Berlin and one was meeting in London.  In 

other words, the membership of the three working parties on terrorism were not talking to 

each other and were being serviced in each case by different secretariats.  We can see the need 

quite clearly for that to be put right.  One of the things we are seeing from conclusions 

coming up at the next Summit is that that kind of nonsense is going to be sorted.  Our 

argument throughout is that legitimate anti-terrorist measures we will back to the hilt.  There 

are other areas where one does have concern.  One has concerns about the Police Chiefs Task 

Force.  We have a document – which we are not meant to have – on the so-called positioning 

of this Task Force, which is dated three days ago and shows that they are still trying to find a 

place to put it to give it a legitimacy, a legal status, and yet this is a meeting of the now 25 

senior police officers dealing with operational matters and planning matters, a group which 

even wrote its own remit and gave it to the Article 36 Committee, which endorsed it.  You 

have police officers writing their own remit, going to their bosses who rubber-stamp it and yet 

it has no legal status within the European Union.  That worries me.  It worries me when this 

Committee – or I think it might have been Sub-Committee E actually – spent quite some time 

looking at the creation of ad hoc multi-national teams in the European Union, which we are 

still extremely worried about.  This is the idea that not all the EU Member States take part but 

you could have France, Italy and Spain if we decide to have a multi-national team which has 

nothing to do with arresting people but is there to undermine and keep under surveillance 

suspected terrorist groups.  We read this, as did the Select Committee as a whole, and were 

highly critical.  If they are terrorists they are terrorists and you should be arresting them.  

Where are we going?  Is this is going to be like the Force Research Unit in Northern Ireland 

which started off as a research unit and ended up assassinating people.  It did happen for over 

20 years in Northern Ireland.  There are elements at the edges and in the ad hoc area where 
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one is frankly really quite worried about, first, accountability and, secondly, what might be 

happening on the streets.  At the central level, then we support the kind of co-ordination that 

is going on.  I hope I have not confused you, but there is a difference in the two approaches. 

308. Lord Corbett of Castle Vale: Not at all; you have more than half answered the next 

question I was going to ask you, which is fine.  You are very critical across the board 

in your paper and in what you have both said this morning on grounds of 

accountability, transparency and human rights.  I think the accountability and the 

transparency are obvious.  What are the human rights dangers in this apart from the 

data protection area, which we have been over? 

Mr Hayes: In respect of the development of these EU bodies there are so many different 

measures that I think you have to take each specific measure and ask what concerns does that 

raise.  When you are talking about EU bodies you are also talking about the databases.  We 

have all these plans for the second generation Schengen Information System.  If you are going 

to have people subject to what are effectively law enforcement sanctions – i.e. you are not 

allowed to travel and things like that – you are going to raise broader human rights questions: 

fair trial, procedural rights, safeguards and guarantees.  I think the problem again is that 

basically human rights are an add-on in EU decision making; they are not being put in 

centrally and saying, “Here is the Human Convention, here are the human rights, these have 

to be safeguarded in all the measures that we do”.  What you are seeing are measures that 

contradict human rights and then people coming back to the EU and saying that these 

measures are a problem.  Tony referred earlier to the Framework Decision on the procedural 

rights and guarantees for suspects and defendants: we have had the whole mutual recognition 

programme, which was supposed to be a twin-track programme about judicial cooperation on 

the one hand and the protection of suspects’ rights and defendants on the other.  There are 25 

measures to do with facilitated judicial co-operation and nothing to do with procedural 
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guarantees.  It dovetails with the question of data protection.  The problem is that there is no 

body in the EU pushing human rights and data protection accountability as a whole.  There is 

no human rights commission; there is no human rights working party within the Third Pillar.  

There is just law enforcement.  You can take any measure you like across the counter-

terrorism spectrum and you are running into the same problem. 

309. Lord Corbett of Castle Vale: Given that the role changed on 11 September both in 

the scale and barbarity of that act of terrorism, is there not inevitably a compromise 

which has to be made somewhere?  You can argue about how far it should go and the 

rest of it, but where people can prove both necessity and appropriateness there are 

going to be occasions in these areas of accountability, transparency and human rights 

where a compromise actually has to be made if you are going to be able to reassure 

your citizens that you are doing all you can to safeguard them from terrorist attack. 

Mr Bunyan: That is a very difficult area.  If you take the EU after 11 March, when that 

happened of course people in the Council and the Commission were suddenly asked by the 

politicians, “Give us a list of things we can do”.  This is the difficulty.  At some stage there 

needs to be somebody sitting down and taking a perspective, even at that difficult moment.  

There was just the Commission, scrabbling around to find things out of the FB6 research 

programme. 

310. Lord Corbett of Castle Vale: You cannot know that nobody considered these issues 

alongside the other things that were going on.  It may not have resulted in what you 

wanted, but are you saying they were just scrabbling round.  I think you used that 

phrase? 

Mr Bunyan: Yes, I used the term scrabbling around and I use it particularly in the case of this 

COM 221 and 429.  They were ideas which came out very quickly in a pre-25 March paper 
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from the Commission, were grabbed by the Council to put into their Action Plan, where they 

are now. At least in one case – the use of biometrics - we have been highly critical of these 

ideas (as have other people) in terms of where this information is going.  In that moment in 

time it does need mature, political hands-on judgment saying: “Hang about a minute, what has 

biometric passports got to do with terrorism?” 

311. Lord Corbett of Castle Vale: You say it has nothing to do with terrorism. 

Mr Bunyan: I am saying it has very little to do with terrorism, yes. 

312. Lord Corbett of Castle Vale: Is it not the most effective way we know at the moment 

in establishing identities? 

Mr Bunyan: No, it is the least useful way.  Perhaps I should explain why.  Anybody who is in 

intelligence or security will tell you that all you are doing is building a bigger and bigger 

haystack to find the same number of needles.  In other words, everybody becomes a suspect. 

313. Lord Corbett of Castle Vale: I know that argument, but technically I think you said 

there is very little assessment from the biometric information on firmly establishing 

somebody’s identity. 

Mr Bunyan: I meant in terms of combating terrorism.  Identity obviously; fighting terrorism 

is what I was questioning. 

Mr Hayes: At the same time it must be remembered that the September 11 hijackers were 

travelling on genuine documents.  And Spain has long had an identity card system. 

Mr Bunyan: Let us assume that we have a passenger name record checking system in the EU 

within five years: if somebody books and they are on a terrorist list they are presumably going 

to be arrested when they get to the airport so the known terrorist – the person on the watch list 

– will not be allowed onto the plane.  If, on the other hand, you are not known, you have no 
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criminal record, you have your biometric ID card, you are not a suspect and you are going to 

get on the plane.  The truth is, all these systems are only as good as the intelligence that you 

have. 

314. Lord Corbett of Castle Vale: I do not want to get into a detailed argument about it, 

but even though there is nothing known about you in terms of charges or convictions,  

it may be that there is information on you hanging about and someone can then make a 

connection.  Is that possible? 

Mr Bunyan: That is possible.  You do not have to have a biometric passport in order to do 

that.  That is about checking every passenger against a criminal record database or an 

intelligence database. 

315. Lord Corbett of Castle Vale: No, it is not; it is more than that.  That is the point I am 

making.  If there is no criminal record but there is intelligence held by one or more 

countries but is not known otherwise. 

Mr Bunyan: That is another area where you had better have another note about our concerns.  

We are extremely concerned about the role in all of this of the United States and the whole G8 

structure, which, in our view, is where a lot of the major decisions have moved out of the EU 

and into a G8 working party. 

Chairman: It would be very helpful to have a note about that.  I know Lord Avebury wants 

to follow up on that. 

316. Lord Avebury: I want to follow up what Mr Hayes was saying about there being no 

prior scrutiny of compatibility with the Convention when they introduce all these 

different directives and instruments.  Are you, in fact, advocating a system such as we 

have with our domestic legislation that somebody in the Commission should actually 
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have to write a certificate saying that the provisions of this instrument have been 

scrutinised and are found to be compatible and we commend them.? 

Mr Hayes: It would be an extremely progressive move to introduce some kind of human 

rights accounting.  I am not convinced that the certificate method on its own is actually 

always going to be based on a genuine audit of a specific measure.  If it were just for the 

Commission to say, “We have checked that proposal against Articles X to Y and it’s fine” 

that would be a step forward but I do not think it would address the problem that I am talking 

about. 

Mr Bunyan: To give an example of how this can work, Europol now has dozens of 

agreements so that it can exchange data with other countries’ police forces.  In every single 

one of the reports the legal position is described: in other words, what is Britain’s Data 

Protection Act, for example, and how is it meant to work.  We sent it to colleagues in Norway 

and Germany and asked them what they thought of the reports.  They said that it was a 

statement of the theoretical legal position.  Nowhere has it been taken into account how does 

it actually work in practice.  All these reports and all this exchange of data internationally is 

not based on how does data protection work in these countries, it is based on what is their 

theoretical data protection regime.  There is a really big gap there because on this basis you 

can declare countries like Colombia, Argentina, Chile and a number of other countries as 

being safe countries now for Europol to exchange data with.  Remember what this means: it 

does not necessarily mean just Europol giving data out, it means that somebody who is put on 

a list might come onto a new list because they have been signalled or flagged from the kind of 

intelligence being mentioned by Lord Corbett that they are suspected of something. 

317. Lord Avebury: Do you know of any cases which have been brought before the 

European Court which arise out of actions taken in pursuance of the powers that have 

been granted by any of these anti-terrorism measures? 
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Mr Hayes: The main one is the EU terrorist list. A UN Security Council Resolution - I think 

it was Resolution 13-73 - said that all UN states must implement the sanctions regime drawn 

up by the Taliban Sanctions Committee, which was originally to freeze the assets of people 

who were suspected if co-operating with the Taliban.  After September 11 this was just 

extended into a broad, general terrorist list that now covers 400-plus groups.  In implementing 

that Security Council Resolution what the EU did was to create a mechanism by which it 

could draw up its own terrorist list, and there are now 51 groups and individuals inside the EU 

and 51 groups and individuals outside the EU on that EU list.  The problem comes if you 

happen to find yourself on that list. There is no mechanism for appeal at the national level, 

neither is there a procedure for appeal at European level.  So what you have is something like 

a dozen cases lodged with the European Court of Human Rights and several lodged with the 

European Court of Justice to try to get the regulation overturned, although I understand that 

they were judged inadmissible.  Aside from the terrorist list, I am not sure there is anything 

resulting directly from the EU measures, although there would certainly be cases coming out 

of national jurisdiction, I should imagine, where people have been unable to get domestic 

remedies. 

Mr Bunyan: Again there is both a formal level and an informal level.  On the formal level 

you have people on the list and we have just put on our website the case of Professor Sison in 

the Netherlands; his case is up before the Court in Luxembourg today over access to 

documents.  Why is he on the list?  He could not get access to documents in his case.  At least 

that is a formal procedure; at least this person – rightly or wrongly – knows he is on the list.  

All his assets have been frozen.  There is a big issue there.  There is another problem which 

again one notices at the informal rather than the formal level: it  appears that there is a 

Member State of the European Union which is using the Schengen Information System to put 
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alerts on that System of the people who are on that list and of people belonging to the 

organisations on that list.  That is unlawful. 

318. Chairman: Do you have evidence of this? 

Mr Bunyan: Yes. 

319. Baroness Gibson of Market Rasen: Is that just within their own country? 

Mr Bunyan: There is a Member State which knows it is acting outside the law and it would 

appear also that other Member States - knowing that this Member State is prepared to take 

this risk - are sending that Member State names to put on the list because they dare not risk 

the legal position in their own country.  This is where we talk about things being 

unaccountable: if that kind of thing is happening, that is state agencies running out of control, 

you cannot have that.  We are not saying that we object to people being on a list, but as 

several of you in this room will know, there are a number of organisations on the list within 

the European Union which a number of people would dispute whether they should be on that 

list at all.  This means that people thought to be members of those organisations could be put 

on an alert list either to be not allowed in the European Union or, perhaps more likely, to be 

kept under surveillance (of course you do not always know that).  The flag is not flown when 

they are first under surveillance but when they move from country to country.  You may 

never know that you have been flagged for surveillance any more than in this country you 

would know you were being flagged for surveillance by MI5 or Special Branch.  You only 

know if they do something about it.  As I say, there really are some areas that we are getting 

into of serious concern. 

320. Lord Wright of Richmond: I would like to pick up two things that you are obviously 

unhappy about in your note.  The first is the role of SitCen and the internal Security 
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Committee envisaged by the draft Constitutional Treaty.  Would you like to spell out 

briefly what your concerns are about that? 

Mr Bunyan: The Situation Centre is part of the EU’s evolving, developing military structure.  

It has a military purpose; it is there to provide intelligence to the EU primarily on military 

situations or crisis situations around the world.  What happened was that we discovered in 

June when Mr Solana announced it that it was also being used to gather information and 

assessment from the internal security agencies like MI5 and had been doing so for the 

external intelligence agencies since the previous year.  In writing about that we have said that 

that is very sensible.  It is quite obvious that you are not going to get real intelligence sharing 

by Europol; that was never, ever going to happen in a million years because intelligence 

security services will not share – apart from in specific cases – real information with police 

agencies because they do not trust them.  It is a positive thing that this should be done.  The 

problem one has is that there is no mechanism for accountability.  It is a bit like saying we 

have defence intelligence staff over there, the MoD, which we have had for many years, and 

we want someone to look at the internal intelligence in Britain, why do we not give them that 

job?  At a stroke, as it were, instead we have created MI5 and although it was mysterious for 

years at least there is some accountability for it, there is some consciousness and limits to its 

action.  In a democracy that is how it should be.  The difficulty in the European Union is that 

this development is happening, as it were, out of sight and out of mind.  One is not saying 

anything against the development, it is a very logical development, but there should be 

accountability and there should be scrutiny laid down.  The other concern is that you suddenly 

see this new SitCen role is then creeping back into the way the EU wants to run itself under 

the new Constitution, which they are not waiting for.  They are creating an ad hoc committee 

now but under the Constitution they will have the Article 261 Committee on operational co-

operation on internal security.  They are already talking in documents about SitCen not just 
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providing briefings on terrorism – which we say is fine – but on border controls and public 

order.  We are seeing slippage; we are seeing function creep.  Some people may say that they 

do not mind seeing that function creep and all I would say to that is fine, make the argument 

for it but make it accountable.  Do not let us have this function creep.  By the way, when you 

look at the Constitution there is no guarantee that this committee is going to meet in public or 

have minutes published or we will even have access to documents.  You will be pleased to 

know that the national parliaments and the European Parliament are to be kept informed.  I 

have sat in this Parliament, I have sat in the European Parliament and being kept informed 

means that you get the most bland report and you have no control or accountability 

whatsoever.  They have come to a situation for the exchange of documents, for example, in 

the Foreign Affairs Committee in the European Parliament whereby we can get access to 

certain documents.  There is the beginnings there of some kind of parliamentary 

accountability in the area of Foreign Affairs.  There is a way round this which does not 

endanger the legitimate monitoring of terrorism. 

321. Lord Wright of Richmond: I want to pick up your objections to the G5 grouping.  I 

think you have already answered this in talking about ad hoc multi-lateral groups.  Is it 

not reasonable and perhaps inevitable that in a Union of 25 members in terms of 

practicality you should have smaller groups looking at matters of common concern?  

Perhaps I should ask you - throwing back the word at you – is your objection 

theoretical or practical? 

Mr Bunyan: It is practical.  I must admit now increasingly I am finding with this question of 

the 25 Member States, what is the problem?  We are getting QMV everywhere now.  We are 

going to have it from next April coming in for immigration and asylum.  We are going to 

have it under Title VI covering police co-operation.  We have this issue at the moment in the 

Council of this safe countries of origin list, which they have put off adopting because they 



25 

cannot agree until they have QMV next April.  I think in the longer term that the idea that just 

because you have 25 Member States there is a problem reaching decisions will disappear.  

When it comes down to a political level it is increasingly going to move to QMV, it is going 

to move therefore to co-decision with a bit more parliamentary input.  In terms of organising 

working parties, it is a practical difficulty.  I do know that the Council is having a problem 

with recruiting enough translators.  There is literally a log jam of producing all the proposed 

legislation in all the 15 or 16 languages now.  This is a short-term technical problem. 

322. Earl of Listowel: Mr Bunyan, could you let us have your views on the role of the 

Counter-terrorism Co-ordinator, please? 

Mr Bunyan: I think it is obvious from what I said earlier that I think there is a clear need for 

someone to carry out that role.  Prior to 11 March a lot of areas just were not covered and one 

can say that the report I am talking about is extremely detailed and everyone could see there 

was a need for co-ordination within the Council.  One hopes that happens.  I think the danger 

is not to the post itself, the danger is – as one has hinted to some extent over the ad hoc groups 

and over the SitCen situation – that the Council starts to develop operational powers.  I do not 

know how this Committee feels about this; this is a constitutional issue.  In other areas, it is 

the Commission which monitors what happens at a national level.  Such operational powers 

that exist are exercised by the Commission largely.  When you are moving into the Second 

and Third Pillars you are seeing the Council exercising operational powers.  In other words, 

the Council is not just developing policy and advising politicians on what to do; it is actually 

in some areas co-sharing the operational aspects with the Commission and with the Member 

States.  I do not think that most people are aware that this is what is happening.  Obviously, 

logically, it is more obvious in the military field because you have SitCen and you have a 

European Defence Agency.  There is a clearer structure in the Second Pillar because people 

have seen it, but they are not seeing the structure, as it were, developing within the Council 
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itself.  That, I think, is of some concern partly because of accountability and partly because I 

do not think that most parliamentarians are aware that that situation is developing. 

323. Earl of Listowel: You mentioned the 7 March report.  I am sorry I must have missed 

the full reference earlier.  Where did that originate from? 

Mr Bunyan: From the Council.  It has not been published.  It is not a report that we will 

publish either because one has to be sensitive to what happened on 11 March and therefore 

one can allude to some examples from it but it might not be responsible to actually produce 

that report, given what happened only three days later. 

324. Chairman: Mr Bunyan, we feel certainly that you have an unparalleled ability to get 

documents before anyone else does!  We envy you this great ability.  Statewatch I feel 

should be commended for the work and the scrutiny that you do on all our behalves in 

the UK and I would personally like to thank you very much for that.  We understand 

that you have been nominated for an award in the European Parliament. 

Mr Bunyan: No, it is the “European Voice”.  Apparently I am one of the 50 most influential 

people in the European Union this year! 

325. Chairman: We are not at all surprised.  Could I thank you both very much indeed for 

coming and talking to us?  Whenever you give us evidence it is always very concise, it 

is always very succinct and it is a great pleasure to have you come to give your views 

to this Committee.  Thank you very much again; we have very much welcomed your 

evidence this morning. 

Mr Bunyan: Thank you. 

 


