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Examination of Witness 

 

Witness:  Dr Eric Metcalfe, Director of Human Rights Policy, JUSTICE, examined. 

Q1  Chairman:  Dr Metcalfe, a very warm welcome to you.  Thank you very much indeed 

for coming to visit us and to represent JUSTICE and for your very interesting paper, which 

we have all read and will be asking questions on a little later on.  I wonder whether I could 

just remind Members that before they ask questions, they ought to declare any relevant 

interests they may have in the inquiry that we are doing.  Before I start, or ask Dr Metcalfe if 

he would like to make an opening statement, could I just register that in the past I have been 

chair of a police authority for a number of years and also I was a member of the National 

Crime Squad Service Authority.  The subject of this inquiry is the examination of a number of 

proposals designed to strengthen EU counter-terrorism activities and in particular, by 

increasing data sharing and data exchange between Member States’ law enforcement 

agencies.  These proposals raise important issues relating to data protection and also the 

institutional arrangements within the EU for responding to terrorist threats.  That is the 
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background against which we begin our inquiry.  So, Dr Metcalfe, I wonder whether you 

would like to make an opening statement. 

Dr Metcalfe:  First of all, let me say how pleased we are to have the opportunity to address 

your Committee on this important issue.  In relation to the submission, I feel I should make 

clear that it was written with the assistance of my colleague, Marisa Leaf, whose is 

JUSTICE’s EU Justice and Home Affairs Officer.  I myself am the Director of Human Rights 

Policy at JUSTICE.  My background is primarily with human rights and counter-terrorism.  I 

am, however, familiar with the proposals and the general range of EU activities under the 

Third Pillar in relation to these proposals and I just wanted to make clear the division of 

labour within our organisation.  I had hoped that we would both be able to appear before this 

Committee today, but unfortunately Miss Leaf is speaking to one of your sister sub-

committees this afternoon and so is preparing for that.  I just have a very brief opening 

statement and that is to draw your attention to the fact that eight weeks ago the International 

Commission of Jurists, of which JUSTICE is the British section, adopted a declaration on 

upholding human rights and the rule of law in combating terrorism.  In particular, I should 

like to draw your attention to clause 8 of the Declaration which reads materially as follows:  

“In the implementation of counter-terrorism measures, states must respect and safeguard 

fundamental rights and freedoms including, among other things, the right to privacy which is 

of particular concern in the sphere of intelligence gathering and dissemination.  All 

restrictions on fundamental rights and freedoms must be necessary and proportionate”.  I feel 

that this provision is particularly apt for today’s discussion because I feel that it draws 

attention in particular to the concerns that the International Commission of Jurists has had in 

relation to the extent to which there has been, since 11 September 2001, a proliferation of 

counter-terrorism measures.  There has been concern about the extent to which human rights 
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standards have been perhaps overlooked in that fight, so I feel that this is an important 

standard to draw attention to. 

Q2  Chairman:  Thank you very much indeed and I am sure that we shall keep that to the 

front of our minds as we go through the inquiry.  Thank you for reminding us about that.  I 

wonder whether I could start the questioning then.  In your evidence, which was most 

interesting, you accepted the need to promote efficient operational co-operation and data 

exchange between enforcement authorities.  Do you think that the proposals that we now have 

before us will achieve that? 

Dr Metcalfe:  I think that very much depends on the concept of efficiency that you have in 

mind.  I am sorry - that is a lawyer’s answer.  At first glance, I would agree that proposals 

such as equivalent access and inter-operability of databases seem like a straightforward means 

to achieve co-operation.  In fact, if you look more closely, I think they are disproportionate 

measures in this context.  What is unfortunate is that the idea of ‘efficiency’ has only been 

understood in terms of ease of use, that is to say that it is easy for a senior police officer to go 

to the keyboard, press a button and get the information that he or she requires.  I think 

efficiency also has a number of other senses which are also relevant to this discussion.  There 

is the idea of parsimony, that the database should only give the users of the database what 

information they need, not information which they do not need, nor information which is 

irrelevant.  Another neglected aspect of the idea of efficient transfer of data is the idea that the 

data should be accurate.  There is no point having a massive database which covers all of the 

EU’s 350 million inhabitants, if the data being transferred is not accurate.  It would be a 

mistake to think of efficiency solely in terms of ease of use, the size of the database or the 

amount of information stored: an efficient system of data exchange is also one which is 

accurate and provides relevant information.  Indeed, if one accepts that one of the goals of a 
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data exchange system is the protection of fundamental rights, then simply to achieve 

equivalent access without safeguards would also be an inefficient achievement of those goals. 

Q3  Lord Avebury:  I was just wondering, listening to you, whether you think that inter-

operability of databases is disproportionate full stop, or whether you concede that there might 

be a case for having a limited degree of inter-operability such that it was technically possible 

to access any database by the authorities concerned, but that some limitations could be placed 

on the nature of data that a particular officer would be able to retrieve on the basis of need to 

know. 

Dr Metcalfe:  If it were necessary, if it could be shown that inter-operability were necessary 

to provide the officer with the information that they required, then yes, there would be a case 

for inter-operability. Our resistance, such as it is, is rather that we do not see that the case has 

been made out.  Inter-operability and equivalent access seem like desirable goals to the extent 

that they make the exchange of transfer easier; the question is whether they are also necessary 

goals.  Our concerns are more to do with the fact that if you are going to achieve these larger-

scale systems, if you are going to achieve easier transfers of data, you also need to put in 

place safeguards, otherwise it would be disproportionate.  I do not think we actually are 

opposed to inter-operability and equivalent access per se:  it is more the idea that they should 

be achieved irrespective of the need to impose necessary safeguards or the idea that they need 

to be put in place in order for an efficient system of data transfer to be achieved.  We would 

question that line of reasoning. 

Q4  Chairman:  Thank you very much.  From efficiency we move swiftly to effectiveness 

and you cautioned against assuming that new measures were needed; first, you ought to find 

out whether proper efforts have been made to make the existing arrangements work 

effectively.  So how do you think we could improve existing arrangements? 
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Dr Metcalfe:  I should say that there really does need to be a greater emphasis on establishing 

common standards for the security and accuracy of existing databases, in particular, common 

safeguards for data exchange.  One particular aspect, I suppose, would be much greater co-

operation between the joint supervising bodies of the existing data and protection systems that 

you have under the Third Pillar in relation to Schengen, Europol, and the Customs 

Information System.  In fact, at first glance, you have a wealth of data protection mechanisms 

in relation to EU institutions and bodies and Europol and so forth.  It is only when you look 

closely and you see that they are applying their own standards in relation to their own 

fiefdom, such as it is, that you appreciate that there is a problem in that, say, the Customs 

Information System and Schengen or Europol and Eurojust may not necessarily be applying 

the same standards because they have different bodies; they might not be working to the same 

standards. 

Q5  Chairman:  Do you have knowledge of that having happened? 

Dr Metcalfe:  I do not have any particular knowledge and I would go back to what I said at 

the beginning, that data protection is not my speciality.  We are aware of concerns raised by 

others in the EU, who have pointed to the fact that there is already some cooperation among 

some of the joint supervising bodies.  You have situations where a national supervising 

authority, such as the Information Commissioner in the UK, is going to be sitting on the joint 

supervising body for Eurojust and that is a good thing.  We should like to see a lot more of 

that kind of thing, because it is only through that kind of co-operation that you are going to 

see all the supervising bodies establishing a common standard.  At the moment, though, it is 

still fragmentary and that is what we are primarily concerned about. 

Q6  Chairman:  If you have any examples of that fragmentation, it would be enormously 

helpful to us if you could send them to our Clerk. 
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Dr Metcalfe:  Certainly. 

Q7  Chairman:  That would be really helpful.  It was a fairly straightforward statement you 

made and I think that it would be helpful for us to have something to back that up. 

Dr Metcalfe:  Yes. 

Q8  Lord Avebury: You criticise the arrangements which already exist for setting common 

standards between supervisory authorities.  Have you made any formal proposal for the 

establishment of a mechanism which would achieve the objective you mentioned, that is to 

say full exchange and co-operation between supervisory authorities and setting universal 

standards for each of them to observe. 

Dr Metcalfe:  What we have done, is supported the Commission’s call for the protections that 

you currently have in relation to the First Pillar, to be put in place for the Third Pillar.  Indeed 

I suspect you may have other questions which address this more specifically, but we would 

see that as a primary way forward:  to put in place the arrangements which are currently in 

place in the First Pillar for the Third Pillar and that would help the joint supervising bodies to 

have this common framework.  In practice, I think they understand themselves as beginning to 

establish this common framework, but it is fragmentary. 

Q9  Lord Dubs:  May I first of all apologise?  I am going to have to leave fairly shortly, so I 

will not be able to hear all your answers to our questions.  May I ask this one?  Given the 

present situation as regards terrorism and perceptions of it, do you think that situation justifies 

the adoption of exceptional counter terrorism measures? 

Dr Metcalfe:  Our organisation’s official position is that we are agnostic on whether the 

current measures are justified.  The reason we are agnostic on that point is because we simply 

do not have access to all the relevant information which the government has used to justify 

the adoption of exceptional measures.  I am thinking primarily of the adoption of exceptional 
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measures within the United Kingdom, but if we are reasoning more generally to the idea that 

there is a generalised terrorist threat after 9/11 to the European Union as a whole and 

individual Member States - and we have seen examples of that with Madrid - then we are still 

concerned that there is an absence of publicly available information which would allow us to 

say whether a particular measure was necessary or whether a particular measure was 

proportionate, whether it is tailored to the existing threat.  We do accept the finding made by 

the Special Immigration Appeals Commission and also the Court of Appeal in counter-

terrorism cases in the United Kingdom that there is, within the European Convention, a public 

emergency existing in the United Kingdom which is created by the terrorist threat.  The 

necessity for any particular counter-measures, always has to be weighed against particular 

evidence and,, for perhaps good reasons, that information is not publicly available - and as a 

civil society organisation, we do not have access to it.  Quite frankly, we are not able to say 

with confidence whether exceptional measures are or are not justified.  We rely, as far as 

possible, on independent scrutinising bodies such as parliamentary committees and also, in 

particular, the Newton Committee, the Privy Counsellors’ Committee which reported on the 

Anti-terrorism, Crime and Security Act 2001.  If I might draw your attention to one of the 

recommendations of the Newton Committee from last December, they said that “[t]he powers 

which allow public bodies such as the Inland Revenue to disclose information to help 

investigations and prosecutions here and abroad are not limited to terrorism cases.  Disclosure 

of information held by public bodies should be subject to additional oversight and safeguards 

proportionate to the seriousness of the crime and sensitivity of the information sought”.  Now, 

the Newton Committee was concerned with data transfer proposals in relation to transferring 

airline data, primarily to the United States.  You will possibly be aware of the concerns 

expressed in relation to that.  We place great weight on reports such as those of the Newton 

Committee because the Committee had access to the closed information that the government 
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has used to justify exceptional measures.  So when a body such as the Privy counsellors 

makes these kinds of recommendations, we pay a great deal of attention to them.  I hope that 

answers your question. 

Q10  Lord Wright of Richmond:  Perhaps at this point, I ought to declare a possible interest 

in that I was Chairman of the Joint Intelligence Committee 20 years ago;  rather an old 

interest.  Have you taken a position on the very difficult and delicate question of information 

or intelligence from third parties that may have been acquired by torture? 

Dr Metcalfe:  Yes.  The International Commission of Jurists and JUSTICE issued a press 

release at the beginning of the House of Lords case on 4 October.  We are concerned that the 

United Kingdom has not incorporated the Convention against Torture into domestic law, 

which would prevent the judicial use of information obtained by torture that has been 

provided to the United Kingdom by other countries.  So we have come out against that and, as 

you may be aware, the United Kingdom is also reporting to the Committee against Torture in 

Geneva in mid-November.  We have already made submissions to the Committee against 

Torture to draw their attention to our concerns. 

Q11  Viscount Ullswater:  My question is delving a bit more into counter-measures, but 

before I ask it I think I should declare an interest:  I am a magistrate on the supplementary list.  

You suggest in your paper that there is some confusion of aims between measures to combat 

terrorism and measures to combat serious crime in general.  May not activities related to 

terrorism and serious crime be linked in some instances?  Do you see terrorism as an 

exceptional threat where exceptional measures may be needed? 

Dr Metcalfe:  I think my short answer would be yes to both of your questions.  Yes, there are 

several overlaps between the fight against serious crime and the fight against terrorism.  One 

of the first, most abstract, points is that terrorism itself is a serious crime, so it would make 
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sense to address that as such.  Secondly, there is a great deal of evidence to suggest that 

terrorist organisations are frequently involved in other kinds of criminal activity in order to 

finance the terrorist activities.  For instance, the Newton Committee drew attention to the fact 

that terrorist suspects have quite often been engaged in credit card fraud in order to finance 

other activities.  However, our submission tried to make clear that the justification of 

exceptional circumstances in relation to the fight against terrorism - if there is an exceptional 

threat to the UK - and the exceptional measures which are adopted should be strictly targeted 

at the fight against terrorism and not the fight against serious crime per se.  Our concern 

would be that you should not allow the use of special anti-terrorism powers against people 

who are committing credit card fraud in general and that is perhaps a difficult distinction 

operationally:  how do you know when you investigate credit card fraud whether the person is 

actually a terrorist or not?  It is the idea that the armoury of powers that you vest in a 

government to fight terrorism should not then later on be deployed in the fight against crime 

generally, unless you can show that the particular type of crime that you are fighting presents 

the same kind of threat.  A very well-known instance of this kind of problem arose just last 

year:  there was the arms fair in East London in the Docklands Convention Centre and the 

stop-and-search powers which were granted to the Police under the Terrorism Act 2000 were 

employed by the Metropolitan Police to search protesters at the arms fair.  Not to question the 

good faith of the police in that situation, they used the powers that they had available, 

however it is an instance of special terrorism powers being deployed against protesters where 

there is in fact no suggestion that they were suspected terrorists.  Indeed, the court judgment 

makes clear, the evidence given by the Metropolitan Commissioner makes clear, that their 

suspicion was not based on the idea that these particular protesters may have been linked to 

terrorist organisations, it was the generalised concern that London is a large city and there is 

always the possibility of a terrorist threat and whenever large crowds gather, they have to take 
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measures.  You can see that there is this kind of trickle-down effect from the fight against 

terrorism to impinging upon what in our view would be a legitimate public protest. 

Q12  Viscount Ullswater:  I am interested in your assessment of the threat level.  Are you, 

for instance, saying that threat to life and limb is more serious that threat to undermining 

society by other ways which serious crime might do with drugs, human trafficking, credit card 

fraud? 

Dr Metcalfe:  Those are certainly all serious problems and if I seem too phlegmatic it is that I 

perhaps have faith in the ability of society to combat such threats without adopting 

exceptional measures; whereas I can see that the immediate threat to life and limb posed by a 

potential terrorist attack could, potentially, justify more extreme measures, say shutting down 

central London if you felt the need to prevent traffic carrying a bomb into central London for 

instance. 

Viscount Ullswater:  That is a helpful clarification; thank you. 

Q13  Baroness Gibson of Market Rasen:  Society is not combating some of those issues, is 

it?  Trafficking of women and children, for example, is actually increasing throughout the 

world. 

Dr Metcalfe:  To address the trafficking point:  we were very pleased to see that the latest 

Asylum and Immigration (Treatment of Claimants) Act 2004 in fact contains new provisions 

to address the problem of trafficking and we are certainly concerned about that.  Indeed, in a 

separate context, we are doing work in relation to that in relation to our own asylum work and 

our criminal justice work.  I hope that nothing that I say here would be taken to suggest that 

we should not be fighting trafficking and other serious crime with vigour.  The concern I was 

raising was whether it was appropriate to be using special terrorism powers to address those 

problems. 
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Q14  Chairman:  In a sense it is the linkage though from that serious and organised crime 

which provides the money which supports terrorism, or which can go towards supporting 

terrorism; and it is that very ill-defined interface of data - where you collect it, how you 

collect it, what you use it for - that is, I think, at the root of Lady Gibson’s concerns. That is 

something that we must keep in mind and we must define clearly what we mean to say. 

Dr Metcalfe:  Yes; thank you. 

Q15  Lord Wright of Richmond:  The paper which you submitted is quite critical about the 

development of centralised EU databases and I think one of the other bodies that has given 

evidence to us, the Association of Chief Police Officers in Scotland, has made the point that it 

would be a mammoth task.  I really want to ask you, not whether it would be effective or 

practical, but would it be desirable.  Why do you think it is undesirable? 

Dr Metcalfe:  The undesirability of centralisation, of the agglomeration of personal data, is 

that the greater the amount of personal information that you store and the greater the numbers 

involved, to our mind the greater the interference with the right to personal privacy.  A 

centralised database represents a massive agglomeration of personal data and depending on 

what kinds of information you are storing, everything from eye colour, to health, DNA, 

particularly DNA information where you are storing so much information relating to an 

individual, their potential susceptibility to genetic diseases later on in life --- 

Q16  Lord Wright of Richmond:  Might it not be more effective and easier to control than 

the bilateral exchange of information between EU states? 

Dr Metcalfe:  We would say that the very act of storing all that information in one place and 

then setting up procedures whereby that information can be accessed represents an 

exponential interference with personal privacy and that in many ways, having lots of little 

databases around the European Union is in some ways safer, because you have minimised the 

degree of harm, if there is unauthorised access or abuse of our personal data.  If I hack into a 
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database in Scotland, I have infringed the privacy rights of the inhabitants of Scotland;  if I 

hack into the European central database, I have access potentially to everyone in the European 

Union. 

Q17  Lord Wright of Richmond:  That probably leads on rather naturally to the question of 

data protection and safeguards.  You have already answered Lord Avebury’s question in 

which you mentioned your support for the Commission’s call for a common EU data 

protection framework for the Third Pillar, but do you have anything more you want to say 

about the principles and standards which a framework of that sort might include? 

Dr Metcalfe:  I could go into detail about the kind of protections that you currently have 

available under the First Pillar.  First of all there is the oversight of the European data 

protection supervisor monitoring all First Pillar agencies, ironically enough including the First 

Pillar activities of some of the bodies which carry out Third Pillar activities.  So you have the 

Customs Information System which operates under the First Pillar supervised, as I understand 

it, by the European Data Supervisor.  The 2001 Regulation laid out in a great deal of detail the 

kinds of rights and protections and safeguards that would attach to individuals and also the 

obligations which are put on controllers of data.  So you have provision for individuals having 

legally enforceable rights, you have a host of specific obligations put on the controller of data, 

rules to process data fairly and lawfully and then great detail on what constitutes lawful 

processing of data:  the data has to be adequate, it has to be relevant, you should not store 

excessive amounts of data, there should be a requirement to take every reasonable step – a 

very important phrase - to correct, or in certain cases erase, inaccurate or incomplete data.  

This is all, to a certain extent, old hat in data protection circles generally in the United 

Kingdom, and indeed within their own spheres Europol and the Schengen system already 

have regard to these standards in their own joint supervising bodies.  There is however a 

problem in that there has been a lack of standardisation, so when the Schengen supervisory 
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body makes a decision about what constitutes relevant data, that only applies to Schengen, it 

does not apply to Eurojust. 

Q18  Lord Wright of Richmond:  Does not the Council of Europe Data Protection 

Convention cover all EU states? 

Dr Metcalfe:  Yes 

Q19  Lord Wright of Richmond:   You comment in your paper on the lack of uniformity 

Dr Metcalfe:  Yes. 

Q20  Lord Wright of Richmond:   Does that in itself not suggest a uniformity? 

Dr Metcalfe:  Yes, and in fact it is an omission from our written evidence that we failed to 

refer in terms to the 1981 Convention.  We would agree that the 1981 Convention provides an 

important minimum standard for data protection throughout European Union countries, 

however what is perhaps problematic is that as a Council of Europe Convention, it lacks any 

framework by which you can ensure coherence.  Unlike a domestic law, we have applications 

by courts and lower courts regulated by appeal to higher courts, and the highest courts are 

there to provide consistency and coherence across a lot of decision makers.  The 1981 

Convention established common standards and basically told each and every country to go 

away and to implement these standards.  Apart from a consultative Committee that was 

established by way of the Convention, there really is not much else there to ensure coherence 

and consistency across, say, how France applied the Convention and how Spain applied the 

Convention. 

Q21  Lord Wright of Richmond:  Would you agree with the criticism of the joint 

supervisory authorities that the Convention is too general? 
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Dr Metcalfe:  Yes. Just to build on that point, there are also some significant exemptions, 

particularly in respect of what this Committee is concerned with.  There is an exemption for 

state security which would obviously cover most counter-terrorism measures for instance. 

Q22  Lord Avebury: You have expressed concern that the existing new arrangements for 

data exchange lack the necessary safeguards to protect individual privacy and fundamental 

rights.  You quoted earlier on the Berlin declaration of the ICJ and JUSTICE to the effect that 

states must respect the right to privacy.  We would all agree with that, but it does not give you 

very much guidance on how you would interpret it in the context of our present inquiry.  

Could you be more specific on how you think the right to privacy fares in relation to the 

proposed measures and what you would do, if you were in charge, to vary the proposed 

measures to ensure that this right was safeguarded? 

Dr Metcalfe:  I think I can probably do no more than say again, that we should like to see the 

arrangements in respect of the First Pillar put in place for the Third Pillar, that the best 

starting point for protecting the right to individual privacy in the European Union in relation 

to the data gathering and the data transfer between law enforcement agencies would be to 

make sure that the Third Pillar shares equivalent protection with the First Pillar.  It would be 

important to have in place those standards.  There has been some suggestion that in fact it 

might be quite difficult to establish, straight away, common standards across all the joint 

supervising bodies and it has been suggested as an intermediate step that there should be a lot 

more co-operation between the joint supervising bodies.  We would certainly encourage 

greater co-operation, but we think that ultimately, as a matter of consistency and coherence, 

you need to have the same protections across the board.  If it appropriate to have the very 

safeguards that I referred to beforehand in respect of the First Pillar, in respect of those 

activities, in respect of Eurodac, then I do not see any clear reason, or obvious reason, why 

they should not also be put in place in relation to Europol and Eurojust and so forth.  I 
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appreciate that you were inviting me to give you specifics and I have referred you back to 

something I said before, but I am happy to go through it further perhaps and talk about the 

First Pillar protections, if that would assist you? 

Lord Avebury:  I personally should be interested in any potential infringements that were 

occurring now.  I do not know of any.  I think that if there were widespread infringements of 

people’s individual rights or privacy in relation to the current operations of these databases, 

then we would have heard about it.  I am sure that my e-mail inbox would have been full of it, 

as it is, for example, on the Civil Contingencies Bill at the moment.  We are all getting masses 

of e-mails explaining precisely how the Civil Contingencies Bill violates everybody’s civil 

liberties.  If there were actual instances of people’s privacy being invaded as a result of the 

existing inter-operability of the databases, then everybody in this building would know about 

it.  The fact that we do not, indicates that it is unlikely to be occurring. 

Chairman:  Not necessarily, I would venture.  It might be secret and they might know that 

their privacy was being invaded. 

Q23  Lord Avebury: Then their security is very much better than mine!  Maybe this is not 

the time to go into that sort of detail but it would be useful, if JUSTICE were aware of any 

such instances if they would let us know about it.  May I go on to ask you about your 

principle that there should be Third Pillar safeguards?  You say you recognise that this cannot 

be accomplished all at once.  Do you think it would be possible, in view of your hint that 

there are intermediate stages that you could transit through, for there to be a road map which 

would explain how you get from the present operation of the First Pillar safeguards to the 

Third Pillar?  Is that a task for JUSTICE?  Or who else, if not JUSTICE, might be able to 

undertake it? 

Dr Metcalfe:  Our suggestion would be that it is something that the Commission should be 

driving and for those reasons, we have welcomed the Commission’s suggestions in relation to 
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extending the protections to the Third Pillar.  I suppose that it the quickest answer.  I am 

actually quite keen to come back to your earlier comments in relation to the lack of specific 

evidence for specific complaints.  I think the absence of complaints in respect of data 

protection is not necessarily evidence, or not conclusive proof at least, that there are no 

violations of individual privacy.  One of the greatest problems in relation to most data 

protection work is that the average individual really does not know what information has been 

gathered on them in the first place.  There are ways that they could find out if they were keen 

on enquiring, but in general most people have a very low awareness of the kinds of 

information that is being stored about them, where it is being stored and who it is being stored 

by -  I myself do not know whether I feature on any of these databases,  - and as a 

consequence that very lack of awareness is probably one of the reasons why you do not see a 

lot of complaints.  A violation could very easily take place.  It could be unauthorised access of 

the Customs Information System under the Third Pillar and how would I know if someone 

had accessed information about when I crossed the border last?  So I am not sure the absence 

of complaints is necessarily indicative of a lack of a problem.  We are not suggesting that 

these databases are in fact being hacked into; we have no information in relation to that.  

What we are suggesting, is that it is problematic that different supervisory boards are applying 

different standards and that in and of itself is problematic, if you are concerned about 

individual privacy on an EU level.  One of the reasons why we refer to the European Union 

Charter of Fundamental Rights is that, if it is correct that everyone in the EU has the right to 

protection of their personal data, then that protection should be the same across all European 

Union countries.  Whether that is the case, where you currently have these piecemeal 

arrangements in place, is open to question.  I honestly do not know, but at the same time, I 

should be surprised if someone were to assert that there were perfectly uniform protection 

across the European Union at this very time.  I should be sceptical of that, given the little that 
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I happen to know about data protection arrangements as they currently stand under the Third 

Pillar. 

Q24  Lord Avebury: The danger that we might apprehend is not that hackers would go into 

the databanks and improperly use the information stored about you on one or other of them, 

but that the authorities possessing the databases would improperly transfer that information to 

a third party.  Is that not it? 

Dr Metcalfe:  Yes. 

Q25  Lord Avebury: Again, is there any evidence that you know of that this has occurred, 

that somebody has provided information for one purpose and through being stored on a 

European Union database, has been unlawfully transferred to another authority and used to 

the detriment of the individual concerned? 

Dr Metcalfe:  No, I do not know of any situation where that has happened, although again, 

that does not necessarily mean that that kind of situation is not occurring.  More generally we 

would highlight perhaps our concerns in relation to the agreement between Europol and the 

United States, post 11 September, on the transfer of information and that the fact that the 

transfer of data in that situation was very much an exception to Europol’s own otherwise 

adequate data protection arrangements.  So that is the kind of situation:  we do not know what 

kind of information was transferred from Europol, we do not know the details and the 

specifics and, given that it is related to counter-terrorism activities, it is probably good from 

one perspective that that information is not publicly available.  The secrecy goes with the 

medium, when you are talking about the fight against counter-terrorism, so the likelihood of a 

private individual being likely to be able to know about particular infringements is quite low.  

It would really rely on a whistle-blowers to come forward and to say “I was working in the 

Europol office and we had request come over from the FBI”.  I am not aware of that, but we 
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are primarily concerned, as an organisation, with the policy arrangements and the legal 

arrangements and so long as the legal arrangements are in place and intact and adequate, then 

it really falls to enforcement agencies for those rules to be followed.  The fact that we do not  

have information about current possible infringements concerns us less than the fact that the 

arrangements themselves appear to us to be less than adequate. 

Q26  Lord Corbett of Castle Vale:  I think you would probably agree that, if we are going to 

accept this principle of equivalent access to data by the national law enforcement authorities 

in the EU, we want the next thing to be equivalent data protection in each of the EU countries.  

One of the things that we are interested in is how you get there, because it implies common 

standards of course.  Do you see the need for greater intervention to achieve this at EU level, 

say Commission level, to get there? 

Dr Metcalfe:  Yes. 

Q27  Lord Corbett of Castle Vale:  You were talking earlier about perhaps some other 

pathway there between the existing, separate supervisory boards.  If that is the case, and that 

could be put in place and achieved, would you then be less concerned about the exchange of 

information on the scale which is envisaged in those proposals? 

Dr Metcalfe:  I think we will always be concerned about any increase in the scale of 

information, so long as it has not been shown that it is necessary to increase the scale of 

information.  In relation to the safeguards, yes, we are obviously very much in favour of the 

European Union taking the lead in ensuring that proper protections are put in place, and yes, I 

would say that there is a need for greater intervention at the EU level to ensure that EU 

countries are consistent in their data protection arrangements.  Another way of putting this 

would be to say that, if you had those arrangements in place, if you had those safeguards in 

place which are currently in place in relation to the First Pillar, then you would already have 

incorporated, to a large degree, the kinds of human rights protections that we are concerned to 

19 



see.  There is a requirement of course in the First Pillar standards that you do not transfer 

more information than you need to, that you take all reasonable steps to ensure that the 

information, the data you are storing, is accurate, that you are under an obligation to allow 

revisions and retractions and even to erase inaccurate or incomplete data and so forth.  So, 

once you have those First Pillar protections in place, then you have, to a large degree, 

incorporated the kinds of human rights protections that we are concerned with, the kinds of 

protections talked about in Article 8 of the European Charter of Fundamental Rights. 

Q28  Lord Corbett of Castle Vale:  You argue in your paper in favour of independent 

scrutiny and control of data exchange.  What form should this scrutiny take?  What is new and 

different about it from what is happening at the moment? 

Dr Metcalfe:  What is happening at the moment in relation to the Third Pillar activities is that 

you have these joint supervisory boards which act in relation to Europol and so forth, and 

they, within their individual areas, do a good job, but there is no over-arching consistency as 

far as we are aware.  Our idea of independent scrutiny would be something along the lines of 

the European Data Protection Supervisor and, indeed, that role could be extended.  The 

European Data Protection Supervisor’s role could be extended into the Third Pillar.  Of 

course it would mean a great many more resources, but, as he currently does in relation to, 

say, Eurodac, you could see the same over-arching supervisory role being taken in relation to 

the other joint supervisory bodies.  Perhaps it would in effect be less work for him to do, 

given that most of the preliminary work would have been done by the JSBs, but nonetheless 

you would have this over-arching figure who was responsible for all data protection within 

the European Union and that would provide a safeguard.  A further safeguard, of course, is 

judicial scrutiny.  We would favour, above the European Data Protection Supervisor, having 

scrutiny by the European Court of Justice where appropriate on points of law.  Obviously you 

do not want every single fact-based determination to be appealed to the European Court of 
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Justice, but where important points of law in relation to the interpretation of data protection 

standards arose, then obviously we would regard it as highly appropriate that the European 

Court of Justice have this ability to scrutinise. 

Q29  Lord Corbett of Castle Vale:  Can you just clarify one point for me?  You mentioned 

the European Data Protection Supervisor and it is implicit, is it not, in what you say that you 

would want that authority to have not just more resources - I take that point - but more powers 

as well if it is going to do this job? 

Dr Metcalfe:  Powers of the kind that it currently enjoys in relation to the First Pillar, powers 

to regulate, to oversee, to inspect what the particular agencies are doing.  Now it is possible, I 

am not certain, that you may need to make certain different arrangements in relation to how 

you inspect law enforcement agencies’ operations, as opposed to the civilian uses of 

information, but, at the same time, I doubt that those problems are insuperable.  I am afraid I 

do not really have much to offer by way of specific powers that you would give to the 

European Data Supervisor. 

Q30  Baroness Gibson of Market Rasen:  You have a very interesting paragraph in your 

response to us about the counter-terrorism co-ordinator and I should like to ask whether you 

could expand a little bit on the role, particularly in relation to the interference of a person’s 

fundamental rights, which you do mention in your response. 

Dr Metcalfe:  What we had said in our written evidence in relation to the European Union 

counter-terrorism co-ordinator was really a question of principle.  We have not seen, and to be 

absolutely fair we have not closely been looking at, the operation of the counter-terrorism co-

ordinator thus far, but we have not seen a strong case made for there to be a counter-terrorism 

co-ordinator at an EU level, if only because a lot of the counter-terrorism activities are 

necessarily shielded from public scrutiny.  We do not know, or are not able to know what the 
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Secret Intelligence Service does in this country.  So, it was really an open-ended way of 

saying that were there a need, were the domestic intelligence organisations and the counter-

terrorism organisations of each European Union country of the view that there should be 

European counter-terrorism coordinators, then that would be a good thing, but we ourselves 

genuinely do not know whether there is a need, or whether any of the national organisations 

have expressed concerns.  So the first was, if you like, again another agnostic “We do not 

know for certain” answer whether you need a counter-terrorist co-ordinator.  More generally, 

we took the opportunity to discuss the idea of the counter-terrorism co-ordinators, to suggest 

that following the Berlin Declaration a very important role of someone who is co-ordinating 

activities among lots of different counter-terrorism agencies would be to make sure that 

human rights are respected in relation to those activities.  There have been suggestions for a 

similar kind of monitoring body at the UN level through the UN Security Council and indeed 

the International Commission of Jurists at our conference last year called upon the UN 

Security Council to establish a convention to ensure that there would be monitoring of 

counter-terrorism measures in UN countries.  This perhaps is an opportunity:  if the EU 

counter-terrorism co-ordinator is developing their role, this could be one thing that they could 

do, that they could take account of the various different measures that have been taken and 

also have regard to the need to secure human rights in relation to that.  I have to stress again 

that we have not looked closely at what the counter-terrorism co-ordinator has been doing. 

Q31  Earl of Listowel:  Dr Metcalfe, how important is training in the development of a EU- 

wide counter-terrorism capability? 

Dr Metcalfe:  I would have to say it would depend on who is being trained and which level of 

training we are talking about.  If we are talking, say, about training of members of domestic 

law enforcement units, then obviously the training is a very important way of getting across 

these common standards in each case.  If you are talking about training higher up, say, the 
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supervisory and regulatory bodies, in principle training is again a very good idea.  However, 

we do not have any indication that there has been a problem with the lack of training.  It is not 

something that we have been concerned with as an organisation, so in principle, we would 

agree that training is a very effective way to establish common standards across different 

countries, but we do not have any practical views on how this should be achieved. 

Q32  Viscount Ullswater:  I am really going back to the EU co-ordinator.  Would you see 

that he had a role to play in perhaps initiating best practice methods throughout this now very 

large European Union with all the new Member States? 

Dr Metcalfe:  Yes, I would very much agree with that suggestion, particularly in relation to 

the accession states some of which have only enjoyed liberal democratic institutions for the 

past 13 years or so.  It may be very valuable for those Member States to have the benefit of 

guidance, best practice and training.  This would link back to the question before, that one 

possible role for the counter-terrorism co-ordinator could be training them on the appropriate 

standards, at the same time that they are, one presumes, training them in working with the 

other domestic counter-terrorism organisations in other Member States. 

Chairman:  If Members have no further questions, could I thank you very much indeed, 

Dr Metcalfe, for coming and not just talking to your paper but taking our wider questions; it 

has been most interesting.  During the inquiry we shall develop our thoughts on the issues we 

are considering and your evidence has been a great help in that respect.  Thank you once 

again from all of us.  


